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The resources in this section are the most useful resources relevant to the gender digital divide,
O/S <5 particularly looking at the individual use of mobile and the Internet.
co

| RESOURCE |: UNDERSTANDING THE RISKS OF WOMEN AND ICT

ASSOCIATION FOR PROGRESSIVE COMMUNICATIONS (APC) - GENDER AND ICT

APC has been working and researching in the gender and ICT risk space for over 15 years, and has

published a wide range of research and case studies. They have also designed a range of tools to sup-
port women to respond to technology-facilitated GBYV, including country maps for reporting cases, a_
digital security first aid kit for human rights defenders, and a set of feminist principles of the Internet.

EUROPEAN INSTITUTE FOR GENDER EQUALITY (EIGE) — CYBERVIOLENCE AGAINST
WOMEN AND GIRLS

This desk review from EIGE gives a good summary of technology-facilitated GBV in particular, look-
ing at existing research and gaps in the research as well as best practices.While it is EU-focused, a lot
of the patterns and recommendations can be applied to other contexts.

GIRL EFFECT — GIRL SAFEGUARDING POLICY

This guide lays out guidance on how to protect girls who are using the digital tools provided by
development practitioners. It includes a set of principles that keep girls and their privacy, security, and
safety at the center of all digital development.The guide outlines how to approach digital initiatives
and programs involving girls, to ensure that any risks are mitigated and planned for.

INTERNATIONAL CENTER FOR RESEARCH ON WOMEN - TECHNOLOGY-
FACILITATED GBV

The ICRW has been conducting a lot of research in this space, and they offer a framework for un-
derstanding technology-facilitated GBYV, as well as a guide on how to measure it.

This resource is a companion piece to the Gender Digital Divide Gender Previous Document — Tool |:Risk Mitigation Strategy 7: Strengthen
Analysis Technical Resource. It is one of 18 documents exploring the role of Internal and Partner Capacity for Risk Mitigation and Safeguarding
information and communication technology in empowering women. This is the last document in the Gender Digital Divide Risk Mitigation
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https://www.apc.org/en/publications?field_publication_type_tid=All&field_issue_tid=5238&filter-field_region_tid=All&field_project_target_id=All&field_theme_tid=All&body_value=
https://www.takebackthetech.net/mapit/
https://www.apc.org/en/irhr/digital-security-first-aid-kit
https://www.apc.org/en/irhr/digital-security-first-aid-kit
https://www.apc.org/en/pubs/feminist-principles-internet
https://eige.europa.eu/publications/cyber-violence-against-women-and-girls
https://eige.europa.eu/publications/cyber-violence-against-women-and-girls
https://www.ictworks.org/wp-content/uploads/2016/05/GE-Girl-Digital-Privacy-Security-Safety-v-May-2016.pdf
https://www.icrw.org/issues/tech-gbv/
https://www.icrw.org/issues/tech-gbv/
https://www.icrw.org/wp-content/uploads/2019/03/ICRW_TFGBVMarketing_Brief_v4_WebReady.pdf
https://www.icrw.org/wp-content/uploads/2019/03/ICRW_TFGBVMarketing_Brief_v4_WebReady.pdf
https://www.icrw.org/wp-content/uploads/2019/03/ICRW_TFGBVMarketing_Brief_v4_WebReady.pdf
https://www.marketlinks.org/weege-wiki/gdd-risk-mitigation-technical-note
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PRIVACY INTERNATIONAL — GENDER AND SURVEILLANCE

Privacy International researches and publishes data and reports on gender and privacy. They have a par-
ticular focus on the link between women’s and girls’ health and surveillance.

SOCIAL DEVELOPMENT DIRECT — HARNESSING TECHNOLOGY TO PREVENT, MITIGATE
AND RESPOND TO GENDER-BASED VIOLENCE IN EMERGENCIES

This comprehensive desk review gives an overview of the current literature, data, and evidence of risks
associated with women and girls using ICT and the Internet. It also includes best practices and risk miti-
gation strategies, case studies of digital products and projects, and a list of key resources.

UN WOMEN — ONLINE AND ICT-FACILITATED VIOLENCE AGAINST WOMEN AND GIRLS
DURING COVID-19

This short brief is focused on the COVID-19 pandemic in particular, but many of the issues it raises are
also relevant in other contexts. It offers a brief overview of the issues, information on key organizations
and services, and suggested responses by governments, women’s organizations, and platforms such as
Facebook or Instagram.

BOX |. MEASUREMENT CHALLENGES IN RESEARCHING THE RISKS OF ICT FOR WOMEN

There is very little national data available on ICT risks, and, to date, no standardized metrics.
The 2019 EQUALS report states:

“Globally, data is not systematically collected on most gender issues related to risks. Most
indicators ... are conceptually unclear, lack an established methodology, or are not regularly
collected by countries.There is also limited rigorous qualitative or quantitative research

on a wide range of issues and contexts, such as negative and unintended consequences of

|

gender-based initiatives.

| RESOURCE 2: DIGITAL LITERACY TOOLKITS AND RESOURCES

GSMA - MOBILE INTERNET SKILLS TRAINING TOOLKIT

The GSMA Mobile Internet Skills Training Toolkit has been designed for mobile-first contexts, and it
includes a section on navigating risks. Using a “train the trainer” approach, it consists of short lessons in
a PDF format that can be easily adapted to local needs and languages, along with some video content. It
has also been adapted successfully to be used with women and girls: for example, by SHEVA, Tigo, and
EduMe in Guatemala, to deliver Internet skills training to women and girls via their mobile phones.

» Languages available: English, French, Swahili, Hindi, Bengali, Kinyarwanda

» Some videos available in Yoruba, Dendi, Fon, and Nago

| Taking stock: Data and evidence on gender equality in digital access, skills, and leadership. EQUALS, 2019. United
Nations University Institute on Computing and Society/International Telecommunications Union. Available at www.itu.
int/en/action/gender-equality/Documents/EQUALS%20Research%20Report%202019.pdf
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https://privacyinternational.org/learn/gender
http://www.sddirect.org.uk/media/1790/gbv-and-technology-guidance-final-draft.pdf
http://www.sddirect.org.uk/media/1790/gbv-and-technology-guidance-final-draft.pdf
https://www.unwomen.org/-/media/headquarters/attachments/sections/library/publications/2020/brief-online-and-ict-facilitated-violence-against-women-and-girls-during-covid-19-en.pdf?la=en&vs=2519
https://www.unwomen.org/-/media/headquarters/attachments/sections/library/publications/2020/brief-online-and-ict-facilitated-violence-against-women-and-girls-during-covid-19-en.pdf?la=en&vs=2519
https://www.gsma.com/mobilefordevelopment/connected-society/mistt/
http://www.itu.int/en/action/gender-equality/Documents/EQUALS%20Research%20Report%202019.pdf
http://www.itu.int/en/action/gender-equality/Documents/EQUALS%20Research%20Report%202019.pdf
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INTERNET SAATHI - HELPING WOMEN GET ONLINE

These short, highly visual lessons are designed for women and girls using mobile and mobile Internet. The
lessons are designed for a smartphone, but they could be adapted for groups or classes or for different
platforms. Topics covered include basic smartphone use, using the Internet, using apps, saving documents,
sending emails, and using chat. Lessons use demos with step-by-step instructions. Learners also have the
option to turn audio on, to listen to the instructions.

» Languages available: English, Bengali, Hindi, Marathi, Telugu

» All languages available for both written and audio versions

MOZILLA —~-WOMEN AND LITERACY RESOURCES

Mozilla’s Women and Web Literacy Program is a “community of allies, executives, and young leaders who
are actively advancing the principles of the open Internet” and actively focusing on women and girls. They
have a wide variety of resources, including Teaching Kits on cyberviolence, sexting, hacking, and online
abuse.They also have resources for setting up ICT and digital literacy clubs for women, including advice
on venue, facilitators, and activity ideas.

» Languages available: English

RESOURCE 3: DIGITAL RISKS, SAFETY, AND SECURITY
TOOLKITS AND DOCUMENTS

FOR USERS AND THEIR NETWORKS (PARENTS, GUARDIANS, TEACHERS)

ACCESS NOW - DIGITAL SECURITY HELPLINE

This 24/7 helpline, staffed by real people, offers support and advice to activists to help them strengthen
their digital security practices. It works with individuals and organizations around the world to keep
them safe online. If callers or users are at risk, Access Now can help them improve their digital security
practices to keep out of harm’s way. If users are already under attack,Access Now provides rapid-re-
sponse emergency assistance.

» Languages available: English, Spanish, French, German, Portuguese, Russian, Tagalog, Arabic, ltalian

CHAYN - DO-IT-YOURSELF ONLINE SAFETY GUIDE

This guide is a user-friendly, step-by-step guide for women and girls to stay safe online. It is designed to
be used by learners themselves, but it could be adapted. It offers practical advice and examples on how
to mitigate risks when online — for example, setting passwords, using secure browsers, and staying safe
on social media.

» Languages available: English, French, Urdu, Arabic, Spanish, Russian, Farsi, ltalian, Pashto
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https://hwgo.com/intl/en/index.html
https://mozilla.github.io/womenandweb/
https://www.accessnow.org/help/
https://chayn.gitbook.io/diy-online-safety/
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CYBERSMILE FOUNDATION - HELP CENTER

This online resource offers help and advice on a diverse range of topics related to online risks for
women and girls. These include revenge porn, cyberbullying, and online security. It also has a section for
parents.

» Languages available: English

INTERNEWS — SAFE SISTERS TOOLKIT

This toolkit is designed specifically for women and girls in sub-Saharan Africa. It tries to make digital
security less complicated and more relevant to real users, and to encourage all women and girls to take
online safety into their own hands. It follows a character named Aisha while she learns about keeping
safe online and how to protect herself.

» Languages available: English

TAKE BACK THE TECH — GUIDE ON IDENTIFYING ONLINE ABUSE

This guide helps users identify if a friend or relative is the victim of online abuse, with guidance on how
to report it. It also covers topics such as digital security. Take Back the Tech has a wide variety of related
resources about cyberstalking, hate speech, and privacy.

» Languages available: English, French, Spanish

VPNMENTOR - EMPOWERING INTERNET SAFETY GUIDE FOR WOMEN

This guide aims to teach women and girls to navigate the Internet without risk or fear. It covers com-
mon occurrences in which women and girls are subject to harassment in their daily lives—on social
media, at work, while dating, and more—and gives tips and advice on how female users can take control.

» Languages available: English

FOR LAWMAKERS, JUDGES, AND PEOPLE IN LEGAL SYSTEMS

TECH SAFETY — RESOURCES FOR TECHNOLOGY AND GBV AND VIOLENCE

This set of resources has materials for different stakeholders using ICT in the GBV arena.These include:
toolkits for judges and people working in judicial systems to understand laws and recourse mechanisms;
toolkits for people working in legal systems, such as law enforcement or attorneys; and toolkits for de-
veloping digital services to support victims of GBV.

» Languages available: English

FOR ACTIVISTS, CAMPAIGNERS, AND WOMEN’S ORGANIZATIONS

FIXTHE GLITCH - TOOLKIT FOR ACTIVISTS

This toolkit is designed to support those who want to help end online abuse but might not know where
to begin: organizations, individuals, or activists who want to become involved in mitigating risks. It has
practical advice on mitigation strategies and how to raise awareness, and how to facilitate convening
sessions on online abuse and how to tackle it.

» Languages available: English
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https://www.cybersmile.org/
https://safesisters.net/wp-content/uploads/2019/04/Safe-Sister-Guide-revised.pdf
https://www.takebackthetech.net/know-more/heyfriend
https://www.vpnmentor.com/amp/blog/the-empowering-internet-safety-guide-for-women/
https://www.techsafety.org/
https://fixtheglitch.org/glitchukresources/toolkit/
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FIXTHE GLITCH —WORKSHOP AND TRAINING RESOURCES FOR ACTIVISTS AND PUBLIC
FIGURES

These workshop and training materials are for training sessions tailored to women engaged in (or con-
sidering) leadership roles, public appointments, or other forms of public life and activism, who wish to
have an online presence.They cover such topics as documenting online abuse, creating a digital resilience
action plan, and how to campaign on social media (in the form of a handbook).

» Languages available: English

GENDER AND TECHNOLOGY INSTITUTE — TACTICAL TECH

This is a toolkit combining training curriculum and activities for privacy and digital security, aimed at
adults—specifically, organizations or activists. Taking a feminist perspective, it includes workshop outlines,
notes for facilitators, and stand-alone activities for specific issues (such as hate speech and data protec-
tion).

» Languages available: English, Spanish, Portuguese

HERNET - ACTIVIST TOOLKIT

This toolkit is for activists, to teach them about Internet security to empower women on the Internet
and combat male cyberviolence. It offers an overview of potential issues activists might face as well as
steps they can take—for example, recourse mechanisms. It also contains links to other useful toolkits
produced by various organizations and groups.

» Languages available: English

FOR RESEARCHERS, POLICY MAKERS, AND OTHER STAKEHOLDERS

ARTICLE 19 - HATE SPEECH TOOLKIT

This toolkit provides guidance on identifying hate speech, and how governments and other actors can
take action to counter it. It is not gender-specific, but because the vast majority of hate speech is gen-
der-related, many of the principles here can be adapted for a gender lens.

» Languages available: English, Russian, Spanish, Myanmar (Burmese), Kazakh

IFES — SOCIAL MEDIA ANALYSIS TOOL FOR MEASURING ONLINE VIOLENCE AGAINST
WOMEN IN ELECTIONS

This tool offers an adaptable method for researchers, organizations, and policymakers to identify
trends and patterns of online violence against women during electoral periods. It uses artificial intelli-
gence-based data analysis tools, and it quantifies and categorizes the social media data to identify and
distinguish forms of online violence.

» Languages available: English, Spanish, French, Arabic
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https://fixtheglitch.org/workshopresources/
https://fixtheglitch.org/workshopresources/
https://en.gendersec.train.tacticaltech.org/
https://www.womenlobby.org/IMG/pdf/hernetherrights_resource_pack_2017_web_version.pdf
https://www.article19.org/resources/hate-speech-explained-a-toolkit/
https://www.ifes.org/publications/violence-against-women-elections-online-social-media-analysis-tool
https://www.ifes.org/publications/violence-against-women-elections-online-social-media-analysis-tool
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HOW TO USE THIS GENDER DIGITAL DIVIDE RISK
MITIGATION TECHNICAL NOTE

THE

UNDERSTANDING THE RISKS OF ICT TO WOMEN AND
@_ GIRLS

g:D_e, TOOL I: PRACTICAL RISK MITIGATION STRATEGIES

» STRATEGY |: UNDERSTAND THE CONTEXT AND THE RISKS:
“FIRST, DO NO HARM”

» STRATEGY 2: INVEST IN, SUPPORT, AND SHARE INSIGHTS ON
DIGITAL PRODUCTS AND SERVICES THAT MITIGATE RISKS

» STRATEGY 3: SUPPORT AND STRENGTHEN ICT OUTREACH
AND DIGITAL LITERACY INITIATIVES

» STRATEGY 4: SUPPORT INITIATIVES THAT INVOLVE (MALE/
FEMALE/FAMILY) GATEKEEPERS

» STRATEGY 5: RAISE AWARENESS

» STRATEGY 6: COLLABORATE AND WORKWITH OTHER
NATIONAL STAKEHOLDERS

» STRATEGY 7: STRENGTHEN INTERNAL AND PARTNER
CAPACITY FOR RISK MITIGATION AND SAFEGUARDING
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https://www.marketlinks.org/weege-wiki/1-how-use-gdd-risk-mitigation-technical-note
https://www.marketlinks.org/weege-wiki/3-tool-1-practical-risk-mitigation-strategies
https://www.marketlinks.org/weege-wiki/4-key-resources
https://www.marketlinks.org/weege-wiki/strategy-1-understand-context-and-risks-first-do-no-harm
https://www.marketlinks.org/weege-wiki/strategy-2-invest-support-and-share-insights-digital-products-and-services-mitigate-risks
https://www.marketlinks.org/weege-wiki/strategy-3-support-and-strengthen-ict-outreach-digital-literacy-initiatives
https://www.marketlinks.org/weege-wiki/strategy-4-support-initiatives-involve-malefemalefamily-gatekeepers
https://www.marketlinks.org/weege-wiki/strategy-5-raise-awareness
https://www.marketlinks.org/weege-wiki/strategy-6-collaborate-and-work-other-national-stakeholders
https://www.marketlinks.org/weege-wiki/strategy-7-strengthen-internal-and-partner-capacity-risk-mitigation-and-safeguarding
https://www.marketlinks.org/weege-wiki/2-understanding-risks-ict-women-and-girls
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