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Republic Act 7875, also known as the National Health Insurance Act of 1995, mandated 
the Philippine Health Insurance Corporation (PhiIHealth) to implement the National 
Health Insurance Program (NHIP), a social program designed to make the delivery of 
health care services more affordable. Pursuant to this mandate, PhilHealth now seeks to 
begin implementation of its proposed Inforn1ation System Development Plan (ISOP). 
Through the ISOP, PhilHealth intends to take full advantage ofne\\' technologies that will 
allow it to conduct business and deliver services over information networks such as the 
Internet. ISOP is expected to include online membership and benefit profiling, online 
posting of premium contribution, web-enabled and text-enabled electronic eligibility 
checking, and online claims processing. 

This paper identifies the potential legal and policy issues that need to be considered in 
relation to potential web-enabled transactions of the National Health Insurance Program 
(NIHP) of the Philippines and at the same time identify technology that will allow 
PhilHealth to offer services directly and securely to members and providers via the web. 
The authors utilized desk review, key personnel interview, research and inter-agency link 
up to identify possible issues and determine possible tic ups with other government 
agencies. The terms PhiIHealth Online Transaction System (POTS) and Health Web are 
used interchangeably between the two documents: Legal and PoliGY Issues for Potential 
Web-enabled Transactions of the National Health Insurance Program (NHIP) done by 
Atty. Gigo Alampay and HealthWeb (PhilHealth Online Transaction System) done by 
Mr. Ruben Canlas, Jr . 

The paper on the "Legal and Policy Issues for Potential Web-enabled Transactions of the 
National Health Insurance Program" identified five key findings that have important 
implications for PhiIHealth's initiative to implement the ISOP: 

1. Two laws provide the legal basis and authority for PhilHealth to implement and 
to issue new rules and procedures to govern its envisioned online transactions. 

(a) The National Health Insurance Act of 1995 (R.A. 7875) 

The Implementing Rules for the National Health Insurance Act were adopted 
through a Board Resolution issued by PhilHealth pursuant to the provisions of 
the NHIA. They can therefore be amended by Phil Health to reflect new rules 
and procedures that will apply to online transactions. 

(b) The E-Commerce Act of2000 (R.A. 8792) 
This law recognizes the legal validity of online transactions such as those 
contemplated by PhiIHealth. Further, it authorizes government agencies, such 
as PhiIHealth to adopt and promulgate, after appropriate public hearing and 
with due publication in newspapers of general circulation, the appropriate 
rules, regulations, or guidelines that would govern its online/electronic 
transactions. 

2. To be legally binding, electronic messages and transactions received by 
PhiIHeaIth should meet three basic requirements. 
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(a) Data Origin Authentication. The message really did come from the person or 
entity with whom PhilHealth was transacting. 

(b) Message Integritv. The message received by PhilHealth is the exact message 
that was actually sent and was not intentionally or accidentally altered during 
transmission. 

(c) NOll-Repudiation. The sender cannot later deny that he or she did in fact send 
the message, and PhilHealth should have the means to prove it unequivocally . 

3. Most of Phil Health's online transactions will be in a "closed" system, or with 
parties whose identities are known to or can be verified by it. 
Implications: 
(a) PhilHealth does not need to deal with a third party such as certification 

authorities. 
(b) PhilHealth and the parties with whom it will transact can therefore agree in 

advance on their respective rights and duties. 
(c) The terms of transacting with PhilHealth can, in fact, are part of new 

implementing rules and regulations. 

4. Under the E-Commerce Act, the Commission on Al!dit cannot deny the 
validity of, or reject documents solely on the ground that these are in 
electronic form. 

(a) COA does not yet have any specific rules to govem the electronic 
transactions. But, it has consistently manifested its support for and compliance 
with the letter and spirit of the E-Commerce Act. 

(b) In practice, it has supported various initiatives to bring govemment services 
and transactions online, including the SEC, Department of Health and GSIS. 

(c) COA would have to be assured that the technology chosen by PhilHealth 
enables the secure transmission of documents, as well as undeniable 
identification of the parties involved . 

5. The importance of adequately securing the PhilHealth Online Transactions 
System cannot be overemphasized. 

Hacking or other unauthorized entry into the system would not only cause 
problems in terms of access to sensitive information, but PhilHealth could also be 
exposed to liability (e.g., from members whose private infomlation is 
compromised) if it cannot show that it exercised the diligence required to 
reasonably ensure the security of its computer system. 

Technology that will ensure acceptability of data. In accordance with legal findings 
and recommendations, the paper that discussed technology for web-enabled transactions 
that may be used by PhilHealth emphasized the three basic requirements for electronic 
data to be acceptable by any corporation, namely; authenticity of data origin, message 
integrity, and non-repudiation. The use of encryption and digital signatures using a 
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Virtual Private Network (VPN) were recommended to ensure authenticity and integrity of 

data being received by PhilHealth. 

The study then discussed choices that Phil Health could consider specifically in the 

type of web platform. A choice of three major platforms for web services was given. 

These three are: Microsoft.NET, SunONE, and Open Source systems. PhilHealth must 

decide which platform is best, given (a) the existing setup, (b) the reliability, speed, and 

cost of the platform that will be built. A brief survey of reliability, speed, and cost factors 

are outlined in the paper made. Moreover, the use of eXtensible Markup Language 

(XML) is encouraged because POTS or HealthWeb intends to set an initiati\'c for 

interoperability with other agencies and entities (both government and otherwise). 

Given the different choices of web platforms, the basic setup for Health Web would 

be the following: 

(a) A HeathWeb server which includes a Web server and a Web database server 

which replicates relevant information from the OMIS databases (eg, 

Membership, Contributions, and Claims information systems). 

(b) A reliable connection between the HealthWeb server and the Web, including a 

reliable and reasonably fast network connection betw~en PHIC-Oi\,IIS and 

HealthWeb server. 
(c) A "bridge" that may be composed of both software and hardware to allow 

HealthWeb to efficiently link up with PHIC-OMIS. 

And finally, the last consideration would be the hosting setup for HeaIthWeb: 

inhouse, co-located, offshore. The advantages and disadvantages of these options are 

summarized in order for PhilHealth to evaluate an appropriate hosting option for 

HealthWeb. 

This study provided PhilHealth a macrocospic view for web-enabled transactions. 

Further study needs to be undertaken to have a more comprehensive study on how to map 

out the process and flow of online activities and transactions. This follow-up study 

should also determine how PhilHealth could link up with other government agencies. 

A more detailed discussion of each aspect for web-enable transactions are found in the 

succeeding documents. 
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LEGAL & POLICY ISSUES FOR POTENTIAL 
WEB-ENABLED TRANSACTIONS OF 

THE NATIONAL HEALTH INSURANCE PROGRAM (NIHP) 

EXECUTIVE SUMMARY 

Republic Act 7875, also known as the National Health Insurance Act of 1995, mandated the 
Philippine Health Insurance Corporation (PhiIHealth) to implement the National Health 
Insurance Program (NHIP), a social program designed to make the delivery of health care 
services more affordable. 

Pursuant to this mandate, PhilHealth now seeks to begin implementation of its proposed 
Information System Development Plan (ISOP). Through the ISOP, or more precisely. through 
a subcomponent of the plan known as the Phil Health Online Transaction System (POTS). 
Phil Health intends to take full advantage of new technologies that will allow it to conduct 
business and deliver services over information networks such as the Internet. ISDP is 
expected to include online membership and benefit profiling, online posting of premium 
contribution, web-enabled and text-enabled electronic eligibility checking, and online claims 
processing. 

This paper identifies the potential legal and policy issues that need to be considered in 
relation to potential web-enabled transactions of the National Health Insurance Program 
(NIHP) of the Philippines. 

Summary of Key Findings: 

In brief, five key findings have important implications for PhilHealth's initiative to implement 
the ISOP: 

1. Two laws provide the legal basis and authority for Phil Health to implement and to 
issue new rules and procedures to govern its envisioned online transactions . 

(a) The National Health Insurance Act of 1995 (R.A. 7875) 
The Implementing Rules for the National Health Insurance Act were adopted through 
a Board Resolution issued by PhilHealth pursuant to the provisions of the NHIA. 
They can therefore be amended by PhilHealth to reflect new rules and procedures 
that will apply to online transactions. 

(b) The E-Commerce Act of 2000 (R.A. 8792) 
This law recognizes the legal validity of online transactions such as those 
contemplated by PhilHealth. Further, it authorizes govemment agencies, such as 
PhilHealth to adopt and promulgate, after appropriate public hearing and with due 
publication in newspapers of general circulation, the appropriate rules, regulations, or 
guidelines that would govern its online/electronic transactions. 

2. To be legally binding, electronic messages and transactions received by PhilHealth 
should meet three basic requirements. 

(a) Data Origin Authentication. The message really did come from the person or entity 
with whom PhilHealth was transacting. 

(b) Message Integrity. The message received by Phil Health is the exact message that 
was actually sent and was not intentionally or accidentally altered during 
transmission. 

(c) Non-Repudiation. The sender cannot later deny that he or she did in fact send the 
message, and PhilHealth should have the means to prove it unequivocally. 
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3. Most of PhilHealth's online transactions will be in a "closed" system, or with 
parties whose identities are known to or can be verified by it. 

Implications: 
... (a) Phil Health does not need to deal with a third party such as certification authorities. 

... 

... 

... 

... 

(b) PhilHealth and the parties with whom it will transact can therefore agree in advance 
on their respective rights and duties. 

(c) The terms of transacting with PhilHealth can. in fact. are part of new implementing 
rules and regulations. 

4. Under the E-Commerce Act, the Commission on Audit cannot deny the validity of, 
or reject documents solely on the ground that these are in electronic form. 

(a) COA does not yet have any specific rules to govern the electronic transactions. But. it 
has consistently manifested its support for and compliance with the letter and spirit of 
the E-Commerce Act. 

(b) In practice. it has supported various initiatives to bring government services and 
transactions online, including the SEC, Department of Health and GSIS. 

(c) COA would have to be assured that the technology chosen by Phil Health enables the 
secure transmission of documents. as well as undeniable identification of the parties 
involved. 

5. The importance of adequately securing the PhilHealth Online Transactions System 
cannot be overemphasized. 

Hacking or other unauthorized entry into the system would not only cause problems in 
terms of access to sensitive information, but PhilHealth could also be exposed to liability 
(e.g .• from members whose private information is compromised) if it cannot show that it 
exercised the diligence required to reasonably ensure the security of its computer 
system . 

Summary of Recommendations: 

Finally, this paper concludes with recommendations for future action, which are condensed 
and outlined below: 

1. Allocate resources and manpower for a comprehensive activity to identify and map out 
the process and flow of online activities and transactions. Questions to be answered 
include: 

• What particular activities will be web-enabled and which. if any. will not be allowed to 
be conducted online? 

• What level of security is warranted for a given transaction? 
• What legal documents or other information are needed in each activity. and which of 

these can be submitted online, and which cannot and therefore would have to 
actually be presented in its hard copy format? 

• Who would be authorized to make the transaction? Who will have access to 
collected data? 

• Does PhilHealth need the cooperation of, or connection with other govemment 
agencies? 

2. Revise the Implementing Rules and Regulations of the National Health Insurance Act to 
reflect the requirements and procedures that will define the proposed ISDP. outlining, 
among others: 
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• 

• 
• 
• 

the manner and format in which electronic messages or electronic documents shall 
be filed, created, retained or issued; 
when, where and how electronic messages or electronic documents are to be signed; 
the format of an electronic data message or electronic document; 
the teChnology, control processes and/or procedures that Phil Health has chosen to 
ensure adequate integrity, security and confidentiality of eleclronic data messages or 
electronic documents; and 

• other attributes required of electronic data messages or electronic documents or 
payments. 

3. Draft and issue appropriate guidelines or rules on who will be able to use, amend and 
access its information online, and draw up the appropriate contracts for the same. 

4. Appropriate templates of legal contracts that will govern Phil Health's relations with health 
service providers and other entities/persons who will be allowed to transact online with 
PhilHealth should subsquently be drafted. 

5. Comply with due process requirements in the drafting and issuance of rules: 

• Conduct public hearings 
• Publish new rules and/or guidelines. 

6. Choose the appropriate technology that will be adopted to ensure the security and 
reliability of POTS 

7. Conduct a cost-benefit analysis to determine the best way of implementing the chosen 
technology. 

8. If the system is opened to "unknown" persons or entities, fonmulate the policy for 
choosing or accrediting information certifiers, who would verify the identities of such 
unknown persons or entities. 

9. Draft and issue the rules and guidelines to ensure privacy and data protection, as well as 
on sharing or release of collected data. 

10. Ensure COA participation and involvement in all levels of planning and implementation of 
the ISDP. 

THE LEGAL FRAMEWORK FOR ISOP: THE NATIONAL HEALTH INSURANCE ACT OF 1995 & THE E­
COMMERCE ACT OF 2000 

The National Health Insurance Act of 1995 (R.A. 7875), was passed pursuant to Sec. II of 
Article XIII of the Philippine Constitution which mandates the adoption of an integrated and 
comprehensive approach to health development which shall make essential goods, health 
and other social services available to all the people at affordable cost. It mandates the 
Philippine Health Insurance Corporation (PhiIHealth) to implement the National Health 
Insurance Program (NHIP). 

The NHIP is a social program, and helps people to pay for health care services. It is a 
mechanism for those who can afford medical care to subsidize those who cannot. The 
program includes a sustainable system of funds constitution, collection, management, and 
disbursement for financing the availment of a basic minimum package and other 
supplementary packages of health insurance benefits by a progressively expanding 
proportion of the population. The program is limited to paying for the utilization of health 
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services by covered beneficiaries or to purchasing health services in behalf of the 
beneficiaries. 

In its effort to make the NHIP continuously responsive to the needs of its clientele, Phil Health 
now seeks to take full advantage of new technologies that now allow it to conduct business 
and deliver services over information networks such as the Internet and begin implementation 
of its Information System Development Plan (ISOP). A critical component of the ISOP, the 
PhilHealth Online Transaction System (POTS) is expected to include online membership and 
benefit profiling, online posting of premium contribution, web-enabled and text-enabled 
electronic eligibility checking, and online claims processing. 

The legal validity and effect of online transactions such as those contemplated under the 
ISOP and POTS would be governed by the provisions of the E-Commerce Act of 2000 
(R.A, 8792).' Note that this Act is intended to have universal application so as to cover both 
commercial and non-commercial acts, which includes the performance of government 
functions, and transactions by and with government. 

The following features of the E-Commerce Act are particularly relevant to the ISOP and will 
facilitate PhilHealth's transactions, particularly in connection with membership registration. 
database updates, and claims processing: 

(a) legal recognition of electronic documents; 
(b) formation of electronic contracts; 
(c) recognition of electronic signatures; and 
(d) government use of electronic records and signatures . 

LEGAL & POLICY ISSUES 

Authority of PhilHealth to prescribe rules 
and procedures to govern its online 
transactions 

The Implementing Rules for the National Health Insurance Act were adopted through a Board 
Resolution issued by PhilHealth pursuant to the provisions of the NHIA. They can therefore 
be amended by Phil Health to provide for the rules to govern electronic transactions, including 
the terms to which parties electronically transacting with PhilHealth would have to agree to be 
bound. 

The E-Commerce Act further details the mandate for and authority of PhilHealth to implement 
its ISDP. Among others, the E-Commerce Act calls on PhilHealth to: 

(a) Determine the type and level of electronic data message and electronic document 
security needed, and to select and use or implement appropriate technological methods 
that suit its (and the parties with whom it is dealing) needs; and 

(b) Transact its business and functions using electronic data messages or electronic 
documents, and for the purpose, PhilHealth is authorized to adopt and promulgate, 
after appropriate public hearing and with due publication in newspapers of general 
circulation, the appropriate rules, regulations, or guidelines, to, among others, specify -

1 For full text, see Appendix A. 
2 R.A. 7875, sec. 49. 
3 ECA, Sec. 24. 
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(1) the manner and format in which such electronic data messages or electronic 
documents shall be filed, created, retained or issued; 

(2) where and when such electronic data messages or electronic documents have 
to be signed, the use of a electronic signature, the type of electronic signature 
required; 

(3) the format of an electronic data message or electronic document and the 
manner the electronic signature shall be affixed to the electronic data message 
or electronic document; 

(4) the control processes and procedures as appropriate to ensure adequate 
integrity, security and confidentiality of electronic data' messages or electronic 
documents or records or payments; 

(5) other attributes required of electronic data messages or electronic documents or 
payments; and 

(6) the full or limited use of the documents and papers for compliance with the 
government requirements· 

Ensuring Legal Validity of Electronic 
Transactions and Documents 

The principal legal issue to be addressed in the implementation of ISOP is the legal validity of 
electronic transactions and documents involved in the same. 

PhilHealth, then, must select the technology that it will use to reliably and securely prove the 
origin, receipt and integrity of electronic documents andlor signatures; to identify the parties it 
is transacting with; and to associate those parties with the contents of such electronic 
documents.' 

While the selection of the technology itself is a technical task, from a legal viewpoint, such 
selected technology must meet with the requirements for electronic authentication outlined 
under Sections 8 and 9 of the E-Commerce Act of 2000.6 

4 ECA, Sec. 27. 
5 For an introduction to digital signatures and electronic authentication, see Appendix B. 
6 Sec. 8. Legal Recognition of Electronic Signatures 

An electronic signature on the electronic document shall be equivalent to the signature of a 
person on a written document if that signature is proved by showing that a prescribed procedure, 
not alterable by the parties interested in the electronic document, existed under which: 

(a) A method is used to identify the party sought to be bound and to indicate said party's 
access to the electronic document necessary for his consent or approval through the 
electronic signature; 

(b) Said method is reliable and appropriate for the purpose for which the electronic document 
was generated or communicated, in light of all the circumstances, including any relevant 
agreement; 

(c) It is necessary for the party sought to be bound, in order to proceed further with the 
transaction, to have executed or provided the electronic signature; and 

(d) The other party is authorized and enabled to verify the electronic signature and to make 
the decision to proceed with the transaction authenticated by the same . 
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Under these provisions. any electronic message or information received by Phil Health as a 
result of the proposed ISDP should be assured of the following: 

(a) Data Origin Authentication. First. that the message really did come from the person or 
entity with whom Phil Health was transacting. 

(b) Message Integritv. Second. that the message received by PhilHealth is the exact 
message that was actually sent. PhilHealth should be able to verify that the message 
was not intentionally or accidentally altered during transmission. 

(c) Non-Repudiation. And finally. that the sender cannot later deny that he or she did in fact 
send the message. and the Phil Health would have the means to prove it unequivocally. 

The adoption of the technology or mechanism that can assure those concerns is important 
because it will allow PhilHealth and the party it is electronically transacting with to assess any 
associated risks. such as whether there is a likelihood of the transaction being able to be 
successfully completed; or whether its validity can be challenged. 

The Limited Scope and "Closed" 
Nature of PhilHealth's Proposed 
ISDP 

The type of electronic documents and transactions that will be involved in the ISDP will 
depend on how extensive or web-enabled Phil Health decides to be . 

One possibility is for PhilHealth to be as fully web-enabled as it can be. In this case. all its 
transactions. from membership registration to data updates to claims processing and to 
accreditation. would be possible online. Ideally. for example. persons who wish to register 
with PhilHealth would not need to physically present their birth certificates because 
Phil Health would be able to electronically verify and obtain authentic digital copies of the 
same from the National Statistics Office . 

The number of electronic documents that could be processed on any given day by the 
system would be enormous and would require electronic verification from a number of 
government agencies. (See table below.) 

A fully web-enabled PhilHealth presumes that all other agencies of the government are 
similarly web-enabled. While certainly PhilHealth can connect its network and databases to 
other government agencies and vice-versa. as they gain the required capability. this vision of 
e-governance is still several years away. 

The scope of the ISDP would therefore be limited. Certain activities. like initial applications 
or requests for status updates. can be conducted online. But some requirements. such as 
documentary requisites. might still need physical or hard copy presentation to Phil Health . 

Sec. 9. Presumption Relating to Electronic Signatures 

"In any proceeding involving an electronic signature. it shall be presumed that 
(a) The electronic signature is the signature of the person to whom it correlates; and 
(b) The electronic Signature was affixed by that person with the intention of signing or 

approving the electronic document unless the person relying on the electronically signed 
electronic document knows or has notice of defects in or unreliability of the signature or 
reliance on the electronic signature is not reasonable under the circumstances: 
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Table 1. Documents Required in Selected Transactions with PhilHealth 

Registration 

Dependents 

/ 
Data 
Amendment / 
Revision 

Report of New 
Hires by 
Employer 
Enrollment of 
Indigent 
Members 
Privately 

. sponsored 
members 
Individually 
paying 
member 
Claims 
Pa~ment 

I 

• Baptismal Certificate 

• GSIS/SSS Member's card 

• Passport 

• Any other ID/Document 
acceptable to PhilHealth 

• Marriage Contract 

• Birth Certificate/Baptismal 
Certificate of dependents 

• Adoption papers/Court 
resolution 

• Marriage contract 

• Affidavit from disinterested 
persons 

• Other ID/document 

• Birth Certificate 
(correction/change of name) 

• Marriage Contract (change of 
status) 

; . Additional dependents (birth 
certificate) 

• Change of address (written 

• Business name 
• Suspension of operation 
• Termination 
• Merger 
• Change of Ownership- Deed 

of Sale 
• Resumption of Operation 

(PhilHealth forms for 
rehired/new employees) 

• Notice to PhilHealth 

• Community-Based 
Information System 

• Application to PhilHealth 

• Enrollment with PhilHealth 

• Prescribed PhilHealth forms 
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GSIS/SSS 
DFA 

Civil Register 
City Hall 

NSO 

Civil Register 
NSO 

Post Office 

LGUs 

; 
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Accreditation 

Accreditation 
Accreditation 

Monitoring 
and 
verification vis 
quality 
assurance of 
health care 

I 'd : prov, ers 

• Initial Business Permit SEC 
• LGU/ONO Certification OTI 

LGU 
ONO 

• I 

I • Depends on person/institution i DOH 
being accredited 

\. submission of periodic 
reports 

i PRC 
, Nat'l Assn. 

Source: Implementing Rules and Regulations of R.A. 7875 (July 2000) 

I 
! 
I 
I 
I 

It is important to note that most, if not all PhilHeatth transactions in the proposed ISOP can be expected to be conducted as a "closed system." That is, the parties that Phil Health will be dealing with in any given transaction are likely to be "known" parties, i.e., people or entities that PhilHealth knows or already have prior experience with, such as, professional health service institutions, hospitals, LGUs and even individual members. PhilHealth would not be dealing with persons that it cannot or would have no way of reliably identifying. 

This is in contrast to "open" systems where the parties involved may not know each other, and therefore usually rely on third parties such as certification authorities to verify each other's identity and messages.' 

In other words, Phil Health can limit the number of parties it will transact with, possibly leaving the process of verifying "unknown persons" (e.g. individual claimants or registrants) to those parties. 

For example, the October 1999 version of the ISOP states that applications for memberships would be validated and screened by Regional Health Insurance Offices which would receive and process the application for membership. Similarly, claims and receipts can hypothetically be verified and assessed by accredited hospitals or health service providers. Assuming secure systems are in place, online transactions by these "known" parties with Phil Health can then be presumed by it to be valida 

From a legal and policy standpoint, the distinction is important because under a closed system: 

(a) PhilHealth does not need to deal with a third party such as certification authorities. 

(b) Phil Health and the parties with whom it will transact can therefore agree in advance on their respective rights and duties. 

(c) Indeed, Phil Health can prescribe or even define the terms that would govern ISOP transactions pursuant to the National Health Insurance Act which gives it the power to, among others, formulate and promulgate pOlicies for the sound administration of the National Health Insurance Program, as well as to set standards, rules and regulations 

, For background information on digital signatures and certification authorities, please see Appendix B. 8 Note that in any event, hard copies of documents and receipts can still be kept by the hospitals and would be available for actual presentation if necessary. 
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necessary to ensure quality of care, appropriate utilization of services, and overall 
accomplishment of Program objectives9 

Ensuring Compliance with COA Requirements 

To date, the Commission on Audit has not promulgated any specific rules to govern the 
electronic transactions of government agencies and GOCCs . 

Nonetheless, it is clear that under the E-Commerce Act. the COA cannot deny or reject 
submitted supporting documents solely on the ground that these are in electronic form. 

Indeed, COA has consistently manifested its support for and compliance with the letter and 
spirit of the E-Commerce Act: 

• It has issued COMMISSION ON AUDIT MEMORANDUM NO. 2000-090 (August 11. 
2000) which disseminated copies of the E-Commerce Act to all its officers, department 
heads and staff. 

• In practice, it has participated and supported various efforts by other government 
agencies to bring their services and transactions online, including the SEC, Department 
of Health and GSIS, among others. 

It is important to remember that under the E-Commerce Act, the technology or mechanism 
chosen should be "as reliable and appropriate for the purpose for which the electronic 
document involved is generated or communicated, in light of all the circumstances:'" In 
practical terms, for example, the procedure allowing for the electronic amendment or revision 
of members' data may be less sophisticated (e.g., mere assignment of passwords to 
persons/entities accredited to make minor corrections or updates) than procedures involving 
claims reimbursements which also require electronic transmission of private infonmation such 
as medical records. 

It is with these latter cases that COA is likely to be more concerned with, and COA would 
have to be assured that the technology chosen by PhilHealth enables the secure transmission 
of documents, as well as undeniable identification of the parties inVOlved. Thus, Phil Health 
would have to choose more secure authentication procedures. It can, for example, choose to 
adopt a technology involving cryptography and issue digital signatures to accredited parties. 
PhilHealth's and the other parties' rights and duties under such an arrangement would then 
be established by a series of contracts . 

Where for whatever reason the authenticity and/or integrity of electronic documents cannot be 
guaranteed, physical or hard copy documents would then be required by COA. 

It is critical, therefore, that COA be involved in all stages of developing and implementing the 
ISDP, in order to avoid unnecessary delay or complication. But, as long as COA is duly 
informed and involved, given its avowed commitment to the spirit and language of the E­
Commerce Act, there should be no insunmountable problems as far as addressing any and all 
COA issues in the implementation of ISDP is concerned. 

Privacy and Data Protection 

Policies regarding privacy and data protection need to be clearly stated and publicly 
disclosed. 

9 RA 7875, sec. 16 (b) and (c). 
10 ECA, Sec. 8 . 
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This is important not only to ensure that the right to privacy of members and providers will be 
protected, but also to gain the trust of PhilHealth partners and members in the use and 
reliability of the ISDP. 

Clear guidelines need to be in place to detail and/or limit how data and records provided by 
health care providers and Phil Health members are to be used, shared (with other government 
agencies or possibly private sector entities/persons), collected and kept. 

Questions that will have to be addressed, include: 

• Who will have access to collected data and information? 

• What does having access mean? What sort of controls will they have? 

• How much access should they have? Are there different levels of access and authority? 

• What use can they legally have for the data or information shared or given to them by 
PhilHealth? 

Security of the System Itself. 

Although the security of the PhilHealth information system itself is largely a technological 
issue, there are legal and policy aspects involved as well. Note that only recently, the 
Phil Health email server was hacked." While it appears that there was no Significant damage . 
an attack on the ISDP, given the sensitive and private nature of information that could be 
compromised, would have more serious consequences . 

It would not only cause problems in terms of unauthorized access to sensitive information, but 
Phil Health could likewise be exposed to liability (e.g., from members whose private 
information is compromised) if it cannot show that it exercised the diligence required to 
reasonably ensure the security of its computer system . 

CONCLUSION & RECOMMENDATIONS 

The specific legal steps and measures that must be taken by Phil Health will depend in targe 
measure on the type and scope of activities and transactions that will and will not be enabted 
under POTS. A comprehensive project to identify and map out the process and flow of 
such activities and transactions is therefore recommended. 

Such identification of the particular activities or transactions to be covered should be made in 
order to determine and implement specific legal measures to protect or enable Phil Health, 
including, among others, the following: 

• What particular activities will be web-enabled and which, if any, will not be allowed to 
be conducted online? 

• What level of security is warranted for a given transaction? As previously stated, the 
technology or mechanism chosen for purposes of identity authentication should be 
reliable and appropriate for the purpose for which it is used. More sensitive 
information or correspondence deserve more sophisticated and secure measures, 
than those involving minor details or corrections. 

" "Gov't site, e-mail server breached; budget blamed," by Erwin Oliva INQ7.net, July 24, 2001. 
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• What legal documents or other information are needed in each activity, and which of 
these can be submitted online, and which cannot and therefore would have to 
actually be presented in its hard copy format? What legal templates are necessary or 
doable in each case? 

• Who would be authorized to make the transaction? Again, what measures or 
technologies are appropriate to ensure reliable online identification of such 
authorized person? 

• Who will have access to collected data? 

• For each identified activity or transaction, does Phil Health need the cooperation of, or 
connection with other government agencies, and which government agencies are 
these? What legal document is necessary to bind PhilHealth and the government 
agency involved? 

Once this is done, several steps to address the broad legal and policy issues identified earlier 
will follow: 

(a) The Implementing Rules and Regulations of the National Health Insurance Act 
would have to be revised to reflect the requirements and procedures that will 
define the proposed ISOP. Pursuant to the E-Commerce Act. this will include. but is not 
necessarily limited to the following: 

• the manner and format in which electronic data messages or electronic documents 
shall be filed, created, retained or issued; 

• where and when such electronic data messages or electronic documents have to be 
signed, the use of a electronic signature, the type of electronic signature required; 

• the format of an electronic data message or electronic document and the manner the 
electronic signature shall be affixed to the electronic data message or electronic 
document; 

• the control processes and procedures that PhilHealth has chosen to ensure 
adequate integrity, security and confidentiality of electronic data messages or 
electronic documents or records or payments; 

• other attributes required of electronic data messages or electronic documents or 
payments; and 

• the full or limited use of the documents and papers for compliance with the 
government requirements. '2 

(b) PhilHealth must also decide and issue appropriate guidelines or rules on who will 
be able to use, amend and access its information online, and draw up the appropriate 
contracts for the same. Appropriate templates of legal contracts that will govern 
PhilHealth's relations with health service providers and other entitieslpersons who will be 
allowed to transact online with Phil Health should be drafted. 

12 ECA, Sec. 27. 
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(c) Public consultation through public hearings, as well as due publication of any new 
rules, regulations or guidelines are legal requisites and must be complied with by 
Phil Health in its initiatives relating to the implementation of the ISOP_ 

(d) For the most part, given the closed nature of ISOP, PhilHealth must decide on and 
implement the technology or measures it will put in place to reliably and securely 
identify the parties involved in online transactions. PhilHealth can choose to 
implement the system itself, or else, it can choose to outsource the implementation to the 
private sector. Each has its advantages and disadvantages, and a detailed cost-benefit 
analysis to determine the best option would be advisable. 

(e) If and when the choice is made to open the system even to people or entities who are 
unknown to PhilHealth, appropriate contracts would have to be entered into with 
information certifiers, such as certification authorities, who will issue the appropriate 
identity certificates and verify the identities of such unknown people or entities. 

(d) Regardless of whether the ISOP is an open or closed system, the technology chosen 
must be evaluated on the basis of whether it can reliably assure: 

i. That the message really did come from the person or entity with whom 
PhilHealth was transacting. 

ii. That the message received by Phil Health is the exact 'message that was actually 
sent and PhilHealth should be able to verify that the message was not 
intentionally or accidentally altered during transmission. 

iii. And finally, that the sender cannot later deny that he or she did in fact send 
the message, and the PhilHealth would have the means to prove it unequivocally. 

(f) Rules and guidelines to ensure privacy and data protection, as well as rules on 
sharing or release of collected data need to be put in place. These rules and 
guidelines should also be publicly disclosed, and efforts made to ensure that all 
concerned parties are aware of the same. 

(g) It cannot be overemphasized that COA involvement in all levels of planning and 
implementation is critical. 
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Republic of the Philippines 

Congress of the Philippines 

Metro Manila 

Eleventh Congress 

Second Regular Session 

Begun and held in Metro Manila, on Monday, the fourteenth June, two thousand_ 

Republic Act No. 8792 
AN ACT PROVIDING FOR THE RECOGNITION AND USE OF ELECTRONIC COMMERCIAL AND NON 
-COMMERCIAL TRANSACTIONS AND DOCUMENTS, PENALTIES FOR UNLAWFUL USE THEREOF 

AND FOR OTHER PURPOSES 

Be it enacted by the Senate and House of Represelllalives of the Republic of the Philippines ill Congress ossemb!ed: 

PART I 
SHORT TITLE AND DECLAR<\ nON OF POLICY 

Sec. 1, Short Title. - This Act shall be known as the "Electronic Commerce Act of2000"_ 

Sec. 2. Declaratioll of Policy. - The State recognizes the vital role of information and communications technology 
(lCT) in nation-building; the need to create an information-friendly environment which supports and ensures the 
availability, diversity and affordability of ICT products and services; the primary responsibility of the pri,-ate seclOr 
in contributing investments and services in telecommunications and infomlation technology; the need to de\·elop. 
with appropriate training programs and institutional policy changes. human resources for the information technology 
age, a labor force skilled in the use of ICT and a population capable of operating and utilizing electronic appliances 
and computers; its obligation to facilitate the transfer and promotion of adaptation technology, to ensure network 
security, connectivity and neutrality of technology for the national benefit; and the need to marshal, organize and 
deploy national information infrastructures, comprising in both telecommunications network and strategic 
information services, including their interconnection to the global information networks, with the necessary and 
appropriate legal, financial, diplomatic and technical framework, systems and facilities_ 

PART II 
ELECTRONIC COMMERCE IN GENER.\L 

Sec. 3. Objective. - This Act aims to facilitate domestic and international dealings, transactions, arrangements, 
agreements, contracts and exchanges and storage of information through the utilization of electronic, optical and 
similar medium, mode, instrumentality and technology to recognize the authenticity and reliability of electronic 
documents related to such activities and to promote the universal use of electronic transaction in the gO\'emmem and 
general public_ 

Sec. 4. Sphere of Application. This Act shall apply to any kind of data message and electronic document us..-d in 
the context of commercial and non-commercial activities to include domestic and international dealings, 
transactions, arrangements, agreements, contracts and exchanges and storage of information. 
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Sec. 5. Definition of Terms. For the purposes of this Act, the following tenns are defined, as follows: 

a. II Addressee" refers to a person who is intended by the originator to receive the electronic data message or 
electronic document. The tenn does not include a person acting as an intennediary with respect to that electronic 
data message or electronic document. 

b. "Computer ll refers to any device or apparatus which, by electronic, electro-mechanical or magnetic impulse. or 
by other means, is capable of receiving, recording. transmitting. storing, processing. retrie\·ing. or producing 
infonnation, data. figures. symbols or other modes of written expression according to mathematical and logical rules 
or of perfomling anyone or more of those functions. 

c. "Electronic Data message II refers to infonnation generated, sent, received or stored by electronic. optical or 
similar means. . 

d. "Information and communication system ll refers to a system intended for and capable of generating. sending. 
receiving, storing or otherwise processing electronic data messages or electronic documents and inc1udcs the 
computer system or other similar device by or in which data is recorded or stored and any procedures related to the 
recording or storage of electronic data message or electronic document. 

e. "Electronic signature" refers to any distinctive mark. characteristic andlor sound in electronic fonn. representing 
the identity of a person and attached to or logically associated with the electronic data message or electronic 
document or any methodology or procedures employed or adopted by a person and executed or adopted by such 
person with the intention of authenticating or approving an electronic data message or .electronic documcnl_ 

f. IIElectronic document" refers to infonnation or the representation of infonnation. data, figures, symbols or other 
modes of written expression, described or however represented, by which a right is established or an obligation 
extinguished, or by which a fact may be proved and affinncd, which is received. recorded. transmitted. stored. 
processed, retrieved or produced electronically. 

g. "Electronic key" refers to a secret code which secures and defends sensitive infonnation that crosses over public 
channels into a fonn decipherable only with a matching electronic key. 

h. "Intermediary" refers to a person who in behalf of another person and with respect to a particular electronic 
document sends, receives and/or stores or provides other services in respect of that electronic document. 

i. "Originator" refers to a person by whom, or on whose behalf, the electronic document purports to have been 
created, generated and/or sent. The ternl does not include a person acting as an intennediary with respect to that 
electronic document. 

j. "Service provider" refers to a provider of-

(i) On-line services or network access, or the operator of facilities therefor, including entities offering the 
transmission, routing. or providing of connections for online communications, digital or otherwise, between or 
among points specified by a user, of electronic documents of the user's choosing; or 

(ii) The necessary technical means by which electronic documents of an originator may be stored and made 
accessible to a designated or undesignated third party; 

Such service providers shall have no authority to modify or alter the content of the electronic data message or 
electronic document received or to make any entry therein on behalf of the originator, addressee or any third party 
unless specifically authorized to do so, and who shall retain the electronic document in accordance with the speci!IC 
request or as necessary for the purpose of perfonning the services it was engaged to perfonn. 

CHAPTER II 
LEGAL RECOGNITION OF ELECTRONIC WRITING OR DOCUMENT AND DATA MESSAGES 
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Sec. 6. Legal Recogllitioll of Data Messages. - Information shall not be denied legal efTect. validity or 
enforceability solely on the grounds that it is in the data message purporting to gi\'e rise to such legal efTect. or that it 
is merely referred to in that electronic data message. 

Sec. 7. Legal Recognition of Electronic Documents. - Electronic documents shall have the legal effect validity or 
enforceability as any other document or legal writing, and -

(a) \Vhere the law requires a document to be in writing, that requirement is met by an electronic document if the said 
electronic document maintains its integrity and reliability and can be authenticated so as to be usable for subsequent 
reference, in that -

(i) The electronic document has remained complete and unaltered, apart from the addition or any endorsement and 
any authorized change, or any change which arises in the nomlai course of communicinion, storage and display: and 

(ii) The electronic document is reliable in the light of the purpose for which it was generated and in the light ofaB 
the relevant circumstances. 

(b) Paragraph (a) applies whetherthe requirement therein is in the fonn of an obligation or whether the law simply 
provides consequences for the document not being presented or retained in its original fonn. 

(c) \Vhere the law requires that a document be presented or retained in its original fonn, that requirement is met by 
an electronic document if -

(i) There exists a reliable aSSurance as to the integrity of the document from the time when it was first generated in 
its final foml; and 

(ii) That document is capable of being displayed to the person to whom it is to be presented: PrOl·ided. That no 
provision of this Act shall apply to vary any and all requirements of existing laws on fonnalities required in the 
execution of documents for their validity. 

For evidentiary purposes, an electronic document shall be the functional equivalent of a wrinen document under 
existing laws. 

This Act does not modifY any statutory rule relating to the admissibility of electronic data messages or electronic 
documents, except the rules relating to authentication and best evidence. 

Sec. 8. Legal Recognition of Electrollic Signatures. An electronic signature on the electronic document shall be 
equivalent to the signantre ofa person on a wrinen document if that signanlre is proved by showing that a prescribed 
procedure, not alterable by the parties interested in the electronic document. existed under which-

a.) A method is used to identify the party sought to be bound and to indicate said party's access to the electronic 
document necessary for his consent or approval through the electronic signature; 

b.) Said method is reliable and appropriate for the purpose for which the electronic document was generated or 
communicated, in the light of all the circumstances. including any relevant agreement; 

c.) It is necessary for the party sought to be bound, in order to proceed further , .. -jth the transaction, to ha\'c executed 
or provided the electronic signantre; and 

d.) The other party is authorized and enabled to verify the electronic signarure and to make the decision to proceed 
with the transaction authenticated by the same. 

Sec. 9. Presumption Relating to Electronic Sigllatures. - In any proceedings involving an electronic signature~ it 
shall be presumed that -

a.) The electronic signature is the signature of the person to whom it correlates; and 
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b.) The electronic signature was affixed by that person with the intention of signing or approving the electronic 

document unless the person relying on the electronically signed electronic document knows or has notice of defects 

in or unreliability of the signature or reliance on the electronic signature is not reasonable under the circumstances_ 

Sec. J O. Original Documems. - (I) \Vhere the law requires information to be presented or retained in its original 

foml, that requirement is mct by an electronic data message or electronic document if: 

(a) the integrity of the infonnation from the time when it was first generated in its final foml, as an electronic data 

message or electronic document is shown by evidence aliunde or otherwise: and 

(b) where it is required that information be presented, that the infonnation is capable of being displayed to the 

person to whom it is to be presented. 

(2) Paragraph (I) applies whether the requirement therein is in the form of an obligation or whether the law simply 

provides consequences for the infonllation not being presented or retained in its original foml. 

(3) For the purposes of subparagraph (a) of paragraph (I): 

<al the criteria for assessing integrity shall be whether the infonnation has remained complete and unahered. "part 

from the addition of any endorsement and any change which arises in the nonnal course of communication, storage 

and display; and 

(b) the standard of reliability required shall be assessed in the light of the purpose for which the infonl1ation was 

generated and in the light of all relevant circumstances. 

Sec. 11. Authellticatioll of Electrollic Data Messages alld Electrollic DoCltl1lellts. - Until the Supreme Court by 

appropriate rules shall have so provided, electronic documents, electronic data messages and electronic signatures, 

shall be authenticated by demonstrating, substantiating and validating a claimed identity of a user~ de\"ice. or another 

entity in an infonnation or communication system, among other ways, as follows: 

(al The electronic signature shall be authenticated by proof that a letter. character. number or other symbol in 

electronic fonn representing the persons named in and attached to or logically associated with an electronic data 

message, electronic document, or that the appropriate methodology or security procedures, when applicable. were 

employed or adopted by a person and executed or adopted by such person, with the intention of authenticating or 

approving an electronic data message or electronic document; 

(bl The electronic data message and electronic document shall be authenticated by proof that an appropriate security 

procedure, when applicable was adopted and employed for the purpose of verifying the originator of an electronic 

data message and/or electronic document, or detecting error or alteration in the communication. content or storage of 

an electronic document or electronic data message from a specific point. which, using algorithm or codes, 

identifying words or numbers, encryptions, answers back or acknowledgement procedures, or similar security 

devices. 

The Supreme Court may adopt such other authentication procedures, including the use of electronic notarization 

systems as necessary and advisable, as well as the certificate of authentication on printed Or hard copies of the 

electronic document or electronic data messages by electronic notaries, service providers and other duly recognized 

or appointed certification authorities. 

The person seeking to introduce an electronic data message and electronic document in any legal proceeding has the 

burden of proving its authenticity by evidence capable of supporting a finding that the electronic data message and 

electronic document is what the person claims it to be. 

In the absence of evidence to the contrary, the integrity of the infonnation and communication system in which an 

electronic data message or electronic document is recorded or stored may be established in any legal proceeding -

Cal By evidence that at all material times the infomlation and communication system or other similar deyice was 

operating in a manner that did not affect the integrity of the electronic data message and/or electronic document, and 

there are no other reasonable groul)ds to doubt the integrity of the infoffi1ation and communication system: 
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(b) By showing that the electronic data message andlor electronic document was recorded or stored by a party to the 

proceedings who is adverse in interest to the party using it; or 

(c) By showing that the electronic data message andlor electronic document was recorded or stored in the usual and 

ordinary course of business by a person who is not a party to the proceedings and who did nm act under the control 

of the party using the record. 

Sec. 12. Admissibility alld Evidentla/ JVeight of Electronic Dala .lfessage and Electrollic Documellts. - In any 

legal proceedings, nothing in the application of the rules on evidence shall deny the admissibility of an electronic 

data message or electronic document in evidence -

3. On the sale ground that it is in electronic fomt; or 

b. On the ground that it is not in the standard written fonn and electronic data message or electronic document 

meeting. and complying w"ith the requirements under Sections 6 or 7 hereof shall be the best e\'idencc of the 

agreement and transaction contained therein. 

In assessing the evidential weight of an electronic data message or electronic document. the reliability of the manner 

in which it was generated, stored or communicated, the reliability of the manner in which its originator was 

identified, and other relevant factors shall be given due regard. 

Sec. 13. Retelltioll of ElecU"ollie Data Message alld Electrollic Docllment. - Notwithstanding any provision of law. 

rule or regulation to the contrary - (a) The requirement in any provision oflaw that certain documents be retained in 

their original fonn is satisfied by retaining them in the form of an electronic data mess·age or electronic document 

which -

i. Remains accessible so as to be usable for subsequent reference; 

ii. Is retained in the fonnat in which it was generated, sent or received, or in a fonnat which can be demonstrated to 

accurately represent the electronic data message or electronic document generated, sent or received; 

iii. Enables the identification of its originator and addressee, as well as the determination of the date and the time it 

was sent or received. 

(b) The requirement referred to in paragraph (a) is satisfied by using the services of a third party, provided that the 

conditions set forth in subparagraphs (i), (ii) and (iii) of paragraph (a) are met. 

Sec, 14, Proof By Affidavit, - The matters referred to in Section 12, on admissibility and Section 9, on the 

presumption of integrity, may be presumed to have been established by an affidavit given to the best of the 

deponent's knowledge subject to the rights of parties in interest as defined in the follo\ving section. 

Sec, 15, Cross-Examillatioll. - (I) A deponent of an affidavit referred to in Section 14 that has been introduced in 

evidence may be cross-examined as of right by a party to the proceedings who is adverse in interest to the parry who 

has introduced the affidavit or has caused the affidavit to be introduced. 

(2) Any party to the proceedings has the right to cross,examine a person referred to in Section II, paragraph 4, sub­

paragraph c. 

CHAPTER III 

COMMUNICATION OF ELECTRONIC DATA MESSAGES AND ELECTRONIC DOCD:\IE:-iTS 

Sec, 16. Formatioll alld Validity of Electrollic COllfracts, - (I) Except as otherwise agreed by the parties, an offer, 

the acceptance of an offer and such other elements required under existing laws for the formation of contracts may 

be expressed in, demonstrated and proved by means of electronic data message or electronic documents and no 

contract shall be denied validity or enforceability on the sole ground that it is in the foml of an electronic data 

message or electronic document, or that any or all of the elements required under existing laws for the formation of 

the contracts is expressed, demonstrated and proved by means of electronic documents . 
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... (2) Electronic transactions made through networking among banks, or linkages thereof with other entities or 
networks, and vice versa, shan be deemed consummated upon the actual dispensing of cash or the debit of one 
account and the corresponding credit to another, whether such transaction is initiated by the depositor or by an 
authorized collecting party: Provided, that the obligation of one bank, entity, or person similarly situated to another 
arising therefrom shall be considered absolute and shall not be subjected to the process of preference of credits. 

.... 
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Sec. 17. Recognition by Parties of Electronic Data il1essage or Electrollic DocumelJt. - As between the originator 
and the addressee of a electronic data message or electronic document, a declaration of will or other statement shaH 
not be denied legal effect, validity Or enforceability solely on the ground that it is in the fonn of a electronic data 
message. 

Sec. 18. Attributioll olEleetrollie Data Message. - (I) An electronic data message or electronic document is that of 
the originator ifit was sent by the originator himself. 

(2) As between the originator and the addressee, an electronic data message or electronic document is deemed to be 
that of the originator if it was sent: 

(a) by a person who had the authority to act on behalf of the originator with respect to that electronic data message 
or electronic document; or 

(b) by an information system programmed by, or on behalf of the originator to operate automatically. 

(3) As between the originator and the addressee, an addressee is entitled to regard an electronic data message or 
electronic document as being that of the originator, and to act on that assumption, if: . 

(a) in order to ascertain whether the electronic data message or electronic document was that of the originator~ the 
addressee properly applied a procedure previously agreed to by the originator for that purpose; or 

(b) the electronic data message or electronic document as received by the addressee resulted from the actions of a 
person whose relationship with the originator or with any agent of the originator enabled that person to gain access 
to a method used by the originator to identify electronic data messages as his own. 

(4) Paragraph (3) does not apply: 

(a) as of the time when the addressee has both received notice from the originator that the electronic data message or 
electronic document is not that of the originator, and has reasonable time to act accordingly~ or 

(b) in a case within paragraph (3) sub-paragraph (b), at any time when the addressee knew or should ha,·e known. 
had it exercised reasonable care or used any agreed procedure, that the electronic data message or electronic 
document was not that of the originator. 

(5) Where an electronic data message or electronic document is that of the originator or is deemed to be that or the 
originator, or the addressee is entitled to act on that assumption. then, as between the originator and the addressee, 
the addressee is entitled to regard the electronic data message or electronic document as received as being what the 
originator intended to send, and to act on that assumption. The addressee is not so entitled when it knew or should 
have known. had it exercised reasonable care or used any agreed procedure, that the transmission resulted in any 
error in the electronic data message or electronic document as received. 

(6) The addressee is entitled to regard each electronic data message or electronic document recei,'ed as a separate 
electronic data message or electronic document and to act on that assumption, except to the extent that it duplicates 
another electronic data message or electronic document and the addressee knew or should ha\'e known. had it 
exercised reasonable care or used any agreed procedure, that the electronic data message or electronic document was 
a duplicate. 

Sec. 19. Error 011 Eleetrollic Data Message or Electrollic DOCll11lelll, - The addressee is entitled to regard the 
electronic data message or electronic document received as that which the originator intended to send, and to act on 
that assumption, unless the addressee knew or should have known, had the addressee exercised reasonable care or 
used the appropriate procedure -
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(a) That the transmission resulted in any error therein or in the electronic document when the electronic data 
message or electronic document enters the designated infonnation system, or 

(b) That electronic data message or electronic document is sent to an information system which is not so designated 
by the addressee for the purpose. 

Sec. 20. Agreemellt all Acknowledgment of Receipt of Electronic Data .,\lessages or Electronic Documents. - The 
following rules shall apply where. on or before sending an electronic data message or electronic document the 
originator and the addressee ha\"c agreed, or in that electronic document or electronic data message. the originator 
has requested, that receipt of the electronic document or electronic data message be acknowledged: -

(a) \\,'here the originator has not agreed with the addressee that the acknowledgment ~e gi\"en in a particular fomt or 
by a particular method. an acknowledgment may be giyen by or through any communication by the addressee. 
automated or otherwise, or any conduct of the addressee, sufficient to indicate to the originator that the electronic 
data message or electronic document has been received. 

(b) Where the originator has stated that the effect or significance of the electronic data message or electronic 
document is conditional on receipt of the acknowledgment thereof, the electronic data message or electronic 
document is treated as though it has never been sent. until the acknowledgment is received. 

(c) \\There the originator has not stated that the effect or significance of the electronic data message or electronic 
document is conditional on receipt of the acknowledgment, and the acknowledgment has not been rccei\"cd by the 
originator within the time specified or agreed or, ifno time has been specified or agre~d. \vithin a reasonable time. 
the originator may give notice to the addressee stating that no acknowledgment has been received and specifying a 
reasonable time by which the acknowledgment must be received; and if the acknowledgment is not received within 
the time specified in subparagraph (c), the originator may, upon notice to the addressee, treat the electronic 
document or electronic data message as though it had never been sent, or exercise any other rights jt may ha\"c. 

Sec. 21. Time of Dispatch of Electro"ic Data Messages or Electro"ic DOCllmellts. - Unless otherwise agreed 
between the originator and the addressee, the dispatch of an electronic data message or electronic document occurs 
w"hen it enters an infonnation system outside the control of the originator or of the person who sent the electronic 
data message or electronic document on behalf of the originator. 

Sec. 22. Time of Receipt of Electronic Data il1essages or Electronic Documents. - Unless othen\'ise agreed 
between the originator and the addressee, the time of receipt of an electronic data message or electronic document is 
as follows: 

(a.) If the addressee has designated an information system for the purpose of receiving electronic data message or 
electronic document, receipt occurs at the time when the electronic data message or electronic document enters the 
designated infom13tion system: Provided, however, that if the originator and the addressee are both participants in 
the designated information system, receipt occurs at the time when the electronic data message or electronic 
document is retrieved by the addressee. 

(b.) If the electronic data message or electronic document is sent to an information system of the addressee that is 
not the designated information system, receipt occurs at the time when the electronic data message or electronic 
document is retrieved by the addressee; 

(c.) If the addressee has not designated an information system. receipt occurs when the electronic data message or 
electronic document enters an infonnation system of the addressee. 

These rules apply notwithstanding that the place where the information system is located may be different from !he 
place where the electronic data message or electronic document is deemed to be received. 

Sec. 23. Place of Dispatch and Receipt of Electronic Data Messages or Electro"ic Documellts. - Unless otherwise 
agreed between the originator and the addressee. an electronic data message or electronic document is deemed to be 
dispatched at the place where the originator has its place of business and received at the place where the addressee 
has its place of business. This rule shall apply even if the originator or addressee had used a laptop or other ponable 
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device to transmit or receive his electronic data message or electronic document. This rule shall also apply to 

determine the tax situs of such transaction. 

For the purpose hereof-

3. If the originator or the addressee has more than one place of business, the place of business is that which has the 

closest relationship to the underlying transaction or, where there is no underlying transaction. the principal place of 

business . 

b. If the originator of the addressee does not have a place of business. reference is to be made to its habitual 

residence~ or 

C. The "usual place of residence" in relation to a body corporate. means the place whc·re it is incorporated or 

otherwise legally constituted. 

Sec. 14. Choice of SeClirity Methods. - Subject to applicable laws andlor rules and guidelines promulgated by the 

Department of Trade and Industry with other appropriate government agencies, parties to any electronic transaction 

shall be free to detennine the type and level of electronic data message and electronic document security needed. 

and to select and use or implement appropriate technological methods that suit their needs. 

PART III 
ELECTRONIC COMMERCE IN SPECIFIC AREAS 

CHAPTER I. CARRIAGE OF GOODS 

Sec. 15. Actiolls Related to COlltracts o/Carriage of Goods. - Without derogating from the provisions of part two 

of this law, this chapter applies to any action in connection with. or in pursuance of, a contract of carriage of goods. 

including but not limited to: 

(a) (i) fumishing the marks, number, quantity or weight of goods; 

(ii) stating or declaring the nature or value of goods; 

(iii) issuing a receipt for goods; 

(iv) confinning that goods have been loaded; 

(b) (i) notifying a person of tenns and conditions of the contract; 

(ii) giving instructions to a carrier; 

(c) (i) claiming delivery of goods; 

(ii) authorizing release of goods; 

(iii) giving notice of loss of, or damage to, goods; 

(d) giving any other notice or statement in connection with the perfonnance of the contract; 

(e) undertaking to deliver goods to a named person or a person authorized to claim delivery; 

(I) granting, acquiring, renouncing, surrendering, transferring or negotiating rights in goods; 

(g) acquiring or transferring rights and obligations under the contract. 
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Sec. 26. Trallsport Docllmems. - (I) Where the law requires that any action referred to contract of carriage of goods 
be carried out in writing or by using a paper document. that requirement is met if the action is carried out by using 
one or mOre data messages or electronic documents. 

(2) Paragraph (I) applies whether the requirement therein is in the fornl of an obligation or whether the law simply 
provides consequences for failing either to carry out the action in writing or to use a paper document. 

(3) If a right is to be granted to, or an obligation is to be acquired by. one pcrson and no other person. and if the law 
requires that, in order to effect this, the right or obligation must be conveyed to that person by the transfer. or use of, 
a paper document, that requirement is met if the right or obligation is conveyed by using one or more electronic data 
messages or electronic documents unique; 

(4) For the purposes of paragraph (3), the standard of reliability rcquired shall be assessed in the light OfIh. purpose 
for which the right or obligation was conveyed and in the light of all the circumstances, including any rele\-ant 
agreement. 

(5) Where one or more data messages are used to effect any action in subparagraphs (f) and (g) of Section 25. no 
paper document used to effect any such action is valid unless the use of electronic data message or electronic 
document has been terminated and replaced by the use of paper documents. A paper document issued in these 
circumstances shall contain a statement of such termination_ The replacement of electronic data messages or 
electronic documents by paper documents shall not affect the rights or obligations of the parties involved_ 

(6) If a mle of law is compulsorily applicable to a contract of carriage of goods which is in, or is e\"idenced by, a 
paper document, that rule shall not be inapplicable to such a contract of carriage of goods which is evidenced by one 
or more electronic data messages or electronic documents by reason of the fact that the contract is evidenced by such 
electronic data messages or electronic documents instead ofhy a paper document. 

PART IV 
ELECTRONIC TRANSACTIONS IN GOVEfu'iMEl"T 

Sec. 27. Government Use o/Electronic Data il1essages, Electronic Documents and Electronic Signatures. -
Notwithstanding any law to the contrary, within two (2) years from the date of the effectivity of this Act, all 
departments, bureaus, offices and agencies of the government, as well as all government-owned and-controlled 
corporations, that pursuant to law require or accept the filing of documents, require that documents be created, or 
retained and/or submitted, issue pennits.licenses or certificates of registration or appro\-al. or provide for the 
method and manner of payment or settlement of fees and other obligations to the government, shall-

(a) accept the creation, filing or retention of such documents in the form of electronic data messages or electronic 
documents; 

(b) issue permits, licenses, or approval in the form of electronic data messages or electronic documents; 

(c) require andlor accept payments, and issue receipts acknowledging such payments, through systems using 
electronic data messages or electronic documents; or 

(d) transact the government business and/or perfonn governmenta1 functions using electronic data messages or 
electronic documents, and for the purpose, are authorized to adopt and promulgate, after appropriate public hearing 
and with due publication in newspapers of general circulation, the appropriate rules, regulations, or guidelines. to, 
among others, specifY -

(I) the manner and format in which such electronic data messages or electronic documents shall be filed, created. 
retained or issued~ 

(2) where and when such electronic data messages or electronic documents have to be signed, the use of a electronic 
signature, the type of electronic signature required; 

(3) the format of an electronic data message or electronic document and the manner the electronic signature shall be 
affixed to the electronic data message or electronic document; 
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(4) the control processes and procedures as appropriate to ensure adequate integrity, security and confidentiality of 
electronic data messages or electronic documents or records Or payments: 

(5) other attributes required of electronic data messages or electronic documents or payments; and 

(6) the full or limited use of the documents and papers for compliance with the government requirements: Pro,'ided. 
That this Act shall by itself mandate any department of the government, organ of state or starutory corporation to 
accept or issue any document in the fonn of electronic data messages or electronic documents upon the adoption. 
promulgation and publication of the appropriate rules, regulations, or guidelines. 

Sec. 28. RPJVEB To Promote tlte Use OJ Electrollic Docllments and Electronic Data .\Jessages III GOJ:erlllllelll 
alld to tlte Gelleral Public. - Within two (2) years from the effectivity of this Act, there shall be installed an 
electronic online network in accordance with Administrative Order 332 and House of Representati\"cs Resolution 
890, otherwise known as RPWEB. to implement Part IV of this Act to facilitate the open, speedy and clllcicilt 
electronic online transmission, conveyance and use of electronic data messages or electronic documents a.mongst ali 
government departments, agencies, bureaus, offices down to the division le\'el and to the regional and pro'\-incial 
offices as practicable as possible, government owned and controlled corporations, local government units. other 
public instrumentalities, universities, colleges and other schools, and universal access to the general public. 

The RPWE8 network shall serve as initial platfornl of the government infonnation infrastructure (Gil) to facilitate 
the electronic online transmission and conveyance of government services to evolve and improve by better 
technologies or kinds of electronic online wide area networks utilizing, but not limited to, fiber optic, satellite. 
wireless and other broadband telecommunication mediums or modes, To facilitate the,rapid development of the Gil. 
the Department of Transportation and Communications, National Telecommunications Commission and the 
National Computer Center are hereby directed to aggressively promote and implement a policy en\'ironmem and 
regulatory or non-regulatory framework that shall lead to the substantial reduction of costs of including. but not 
limited to, lease lines, land, satellite and dial-up telephone access, cheap broadband and wireless accessibility by 
government departments, agencies. bureaus, offices, government owned and controlled corporations. local 
government units, other public instrumentalities and the general public, to include the establishment of a gO\'ernment 
website portal and a domestic internet exchange system to facilitate strategic access to government and amongst 
agencies thereof and the general public and for the speedier flow of locally generated internet trallic within the 
Philippines, 

The physical infrastrucrure of cable and wireless systems for cable TV and broadcast excluding programming and 
content and the management thereof shall be considered as within the activity of telecommunications for the purpose 
of electronic commerce and to maximize the convergence ofICT in the installation of the GIl, 

Sec. 29. Autltority oftlte Departmem of Trade alld Illdustry alld Participatillg Emities, - The Department of Trade 
and Industry (DTI) shall direct and supervise the promotion and development of electronic commerce in the country 
with relevant government agencies, without prejudice to the provisions of Republic Act. 7653 (Charter of 8angko 
Sentral ng Pilipinas) and Republic Act No. 337 (General Banking Act), as amended, 

Among others, the DTI is empowered to promulgate rules and regulations, as well as provide quality standards or 
issue certifications, as the case may be, and perfortn such other functions as may be necessary for the 
implementation of this Act in the area of electronic commerce to include, but shall not be limited to~ the installalion 
of an online public infonnation and quality and price monitoring system for goods and services aimed in protecting 
the interests of the consuming public availing of the advantages of this Act. 

PART V 

FINAL PROVISIONS 

Sec, 30. Extem of Liability of a Service Provider, - Except as otherwise provided in this Section, no person or party 
shall be subject to any civil or criminal liability in respect of the electronic data message or electronic document for 
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which the person or party acting as a service provider as defined in Section 5 merely provides access if such liability 
is founded on -

a.) The obligations and liabilities of the parties under the electronic data message or electronic document: 

b.) The making. publication, dissemination or distribution of such material or any statement made in such material. 
including possible infringement of any right subsisting in or in relation to such material: Provided. That 

i. The service provider does not have actual knowledge, or is not aware of the facts or circumstances from which it is 
apparent, that the making, publication, dissemination or distribution of such material is unlawful or infringes anv 
rights subsisting in or in relation to such material; - P 

ii. The service provider does not knowingly receive a financial benefit directly altribillable to the unlawful or 
infringing actiyity; and 

iii. The service provider does not directly commit any infringement or other unlawful act and does not induce or 
cause another person or party to commit any infringement or other unlawful act and'or does not benefil financialty 
from the infringing activity or unlawful act of another person or parry: Provided, further~ That nothing in this 
Section shall affect -

a) Any obligation founded on contract; 

b) The obligation of a service provider as such under a licensing or other regulatory regime established under wriuen 
~M . 

c) Any obligation imposed under any written law; 

d) The civil liability of any party to the extent that such liability forms the basis for injunctive relief issued by a 
court under any law requiring that the service provider take or refrain from actions necessary to remove, block or 
deny access to any material. or to preserve evidence of a violation of law . 

Sec. 31. Lawful Access. - Access to an electronic file, or an electronic signalUre of an electronic data message or 
electronic document shall only be authorized and enforced in favor of the individual or entity having a legal right to 
the possession or the use of the plain text, electronic signature or file and solely for the authorized purposes. The 
electronic key for identity or integrity shall not be made available to any person or party without the consent ortlte 
individual or entity in lawful possession of that electronic key. 

Sec. 32. Obligatioll of COllfidelltiality. - Except for the purposes authorized under this Act, any person who obtained 
access to any electronic key, electronic data message, or electronic document. book, register. correspondence. 
information, or other material pursuant to any pQ\vers conferred under this Act, shall not convey to or share the S2me 
with any other person. 

Sec. 33. Pellalties. - The following Acts shall be penalized by fine andlor imprisonment, as follows: 

a) Hacking or cracking which refers to unauthorized access into or interference in a computer systemJse,ver or 
information and communication system; or any access in order to corrupt. alter, steal, or destroy using a computer or 
other similar information and communication devices, without the knowledge and consent of the owner of the 
computer or information and communications system, including the introduction of computer \'iruses and the like, 
resulting in the corruption, destruction, alteration, theft or loss of electronic data messages or electronic document. 
shall be punished by a minimum fine of one hundred thousand pesos (PI 00,000.00) and a maximum commensurate 
to the damage incurred and a mandatory imprisonment of six (6) months to three (3) years; 

b) Piracy or the unauthorized copying, reproduction, dissemination, distribution. importation, use. removal. 
aiteration, substitution, modification, storage, uploading, downloading, communication, making available to the 
public, or broadcasting of protected material, electronic signalUre or copyrighted works including legally protected 
sound recordings or phonograms or infonnation material on protected works, through the use of telecommunication 
networks, such as, but not limited to, the internet, in a manner that infringes intellectual property rights shall be 
punished by a minimum fine of one hundred thousand pesos (PlOO,OOO.OO) and a maximum commensurate to the 

24 



... 

... 

... 

... 

\1'1'1'\i11\ \ 

damage incurred and a mandatory imprisonment of six (6) months to three (3) years; c) Violations of the Consumer 
Act or Republic Act No. 7394 and other relevant or pertinent laws through transactions covered by or using 
electronic data messages or electronic documents, shall be penalized with the same penalties as pro,"ided in those 
laws: d) Other violations of the provisions of this Act, shall be penalized with a maximum penalty of one million 
pesos (P I ,000,000.00) or six (6) years imprisonment. 

Sec. 34. Implemelllillg Rules alld Regulatiolls. - The DTI, Department of Budget and Management and the Bangko 
Sentral ng Piiipinas are hereby empowered to enforce the provisions of this Act and issue implementing rules and 
regulations necessary, in coordination with the Department of Transportation and Communications. ~ational 
Telecommunications Commission, National Computer Center, National Infornlation Technology Council. 
Commission on Audit, other concerned agencies and the private sector, to implement this Act within sixty (60) days 
after its approval. 

Failure to issue rules and regulations shall not in any manner afTect the executory nature of the provisions of this 
Act. 

Sec. 35. Oversight Committee. - There shall be a Congressional Oversight Committee composed of the Comminees 
on Trade and Industry/Commerce, Science and Technology, Finance and Appropriations of both the Senate and 
House of Representatives, which shall meet at least every quarter of the first two years and c\·cry semester for the 
third year after the approval of this Act to oversee its implementation. The DTI, DBM, 8angko Sentral ng Pilipinas. 
and other government agencies as may be determined by the Congressional Committee shall provide a quarterly 
performance report of their actions taken in the implementation of this Act for the first three (3) years. 

Sec. 36. Appropriatiolls. - The amount necessary to carry out the provisions ofSecs. 27 and 28 of this Act shall be 
charged against any available funds andlor savings under the General Appropriations Act of2000 in the first year of 
effectivity of this Act. Thereafter, the funds needed for the continued implementation shall be included in the annual 
General Appropriations Act. 

Sec. 37. StatutOlY Illterpretatioll. - Unless otherwise expressly provided for, the interpretation of this Act shall give 
due regard to its international origin and the need to promote unifonnity in its application and the observance of 
good faith in international trade relations. The generally accepted principles of international law and convention on 
electronic commerce shall likewise be considered. 

Sec. 38. Variatioll by Agreemellt. - As between parties involved in generating, sending, receiving, storing or 
othenvise processing electronic data message or electronic document, any provision of this Act may be \"aried by 
agreement between and among them. 

Sec. 39. Reciprocity. - All benefits, privileges, advantages or statutory rules established under this Act. including 
those involving practice of profession, shall be enjoyed only by parties whose country of origin grants the same 
benefits and privileges or advantages to Filipino citizens. 

Sec. 40. Separability Clause. - The provisions of this Act are hereby declared separable and in the event of any such 
provision is declared unconstitutional. the other provisions. which are not affected, shall remain in force and effect. 

iii Sec. 41. Repealillg Clause. - All other laws, decrees, rules and regulations or parts thercofwhich are inconsistent 
with the provisions of this Act are hereby repealed, amended or modified accordingly. 

Sec. 42. Effectivity. - This Act shall take effect immediately after its publication in the Official Gazette or 
in at least two (2) national newspapers of general circulation. 
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AN INTRODUCATION TO DIGITAL SIGNATURES 
AND ELECTRONIC AUTHENTICATION 

What are Electronic and Digital Signatures? 

Under the Electronic Commerce Act of 2000, electronic signatures "refers to any distinctive mark, 
characteristic and/or sound in electronic form, representing the identity of a person and attached to or 
logically associated with the electronic data message or electronic document or any methodology or 
procedures employed or adopted by a person and executed or adopted by such person with the intention 
of authenticating or approving an electronic data message or electronic document."13 

There are many methods for creating an electronic signature. These methods range from simple ones--­
such as typing a name at the bottom of an email message--- to more complex and secure ones- for 
example, biometric technologies, such as fingerprints or retinal scans . 

Still other types of authentication methods include: magnetic strip cards with personal identification 
numbers (PIN), user names and passwords, public key cryptography, writing tablets with electronic pens, 
and even smart cards that generate a unique access code every few seconds. As technology advances, 
the list of viable electronic signature alternatives is sure to grow. 

Note that technically speaking, electronic signatures are different from digital signatures. A "digital 
signature" does not refer to the image of a signature in any way. Unlike both an "electronic signature­
which is simply any form of mark intended to be a signature, and a "digitized signature" which refers to an 
electronic image of a signature, a "digital signature" is actually a term of art that refers to scrambling data 
in order to provide security and authentication . 

Digita( signatures are created and verified using cryptography, the branch of applied mathematics that 
concerns itself with transforming messages into seemingly unintelligible form and then back into the 
original form . 

Encryption: How Digital Signatures Work 

... Military communications have relied on encryption for thousands of years. In fact, Alexander the Great 
communicated with his generals by sending messages in which each letter was shifted a certain number 
of positions. This was a form of "secret key encryption," i.e., anyone who knew the secret code (or key) 
would be able to send and receive messages securely. 

.. 

Today, commercially available encryption software creates encryption so strong that it is all but 
impossible to break the code and ascertain the original message without the use of the authorized 
software. 

To be secure, a secret-key coding system requires some method of distribuling the secret key to intended 
users, without it falling into the hands of other parties . 

Now, before going further into the basiCS of cryptographic and digital signature technology, a few terms 
need to be defined first. 

"Encryption" is simply the process by which information is scrambled by use of a code. 

A "hash function" is a process that creates a relatively small number that represents a much larger 
amount of electronic data. For instance, if I had a ten-page word processing document on my computer I 
could use special hashing software to derive a particular number associated with that document. If even 

13 RA No. 8792, sec. 5(e). 
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on comma were changed on the document, the resulting hash number from the changed document would 
be completely different. This number is called the "message digest." 

Digital signatures use a "one-way hash function," i.e., there is no way to reverse engineer or derive the 
content of the message based on the resulting message digest. When a digest is sent along with the 
message, the recipient can check to see if the message had been tampered with by using the same 
hashing software to make her own digest of the message and then checking to see if the two numbers 
match . 

Public Key Cryptography 

By its nature, the Internet is poorly suited for a secret-key system because it is an "open" network in which 
a message may make several "stops" before arriving at its final destination. 

This creates a serious risk that a third party could intercept a secret key at some point along its routing, 
which would allow the third party to read messages, or even send encoded messages purporting to be 
from the authorized holder of the key. 

Physically delivering a secret key to every user through a secure channel, on the other hand, would be 
slow, expensive and unwieldy. It would effectively rule out one-time transactions between people and 
firms that have not previously exchanged secret keys. 

Public key cryptography eliminates the need for users to share a secret key, which makes it ideally suited 
for communications over open networks such as the Internet. 

In a public key system, each user has software that generates two related keys, a public key and a 
private key. The fundamental characteristic of this key pair is that only this particular public key can 
decrypt a message encrypted with its corresponding private key. Similarly, only this particular private key 
can decrypt a message encrypted with its corresponding public key . 

The process is illustrated in the two diagrams below . 

1 2 3 4 5 

HashPuruiion 
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Let us assume that (1) Bill Gates has a message that he wants to digitally sign and send to you. He 
would then (2) run his message through one of several standard algorithms known as a "hash function" 
that performs a series of mathematical operations on the original message. The hash function produces 
a number called a (3) "message digest" which can be thought of as a fingerprint of the message, because 
any change in the message, no matter how slight, will cause the hash function to produce a completely 
different message digest. (4) Using his private key, Bill Gates then encrypts the message digest. The 
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message digest encrypted with Bill Gates' private key forms the actual (5) "digital signature" for the 
message. Both the digital signature and the actual message are then sent to you. 
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Upon receipt of the message, your computer and software would then perform two separate operations to 
ill verify Bill Gates' identity and to determine if the message had been altered in· transit. 

To verify Gates' identity, your system would (1) take the digital signature and (2) use Gates' public key to 
decrypt the digital signature, which would then (3) produce the message digest. If the operation is 
successful, you would then know for a fact that Bill Gates' (who alone has access to his private key) must 
have sent the message. 

... In order to ensure that Gates' message had not been altered, your system would (4) run Gates' message 
through the (5) same hash function that Gates' used, which would then (6) yield a message digest of 
Gates' message. You would then be able to (7) compare the two message digests, and if they are 
identical, confirm that the message has remained unaltered in transit. ... 

... 

... 

Generally then, users of this system would keep their private key very safe (perhaps password-protected, 
or even embedded in a smartcard) but they would make their public key freely available, by sending it to 
all potential recipients of messages or posting it to an Internet public key directory . 

In this way, the private key holder (in the example, Bill Gates) can send a message to anyone on the 
Internet, and, if his public key decrypts the message, the recipient knows it must have come from the 
private key holder. Conversely, anyone on the Internet who wants to send the private key holder a 
message can encrypt the message with his public key, and send the message with the knowledge that 
only the private key holder can read the encrypted text. 

Public Key Infrastructures and Certification Authorities 

The process of public key cryptography described above can work well between parties who know each 
other. 

But what happens in transactions between parties who have never met each other before? In the 
example above, how would you know for certain that Bill Gates, and not someone else posing as Bill 
Gates, did in fact send the message? 
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In general terms, how can one bind the identity of a particular party to a particular public key. This need 
has been widely perceived in the marketplace, and several companies are stepping into the so-called 
"trusted third party" business. Such a company is known as a 'certification authority" (CA). 

The CA essentially vouches for the identity of a person who subscribes to their service. It issues 
a certificate in effect guarantees the identity of the person (or subscriber) associated with a given 
public key. The CA is responsible for undertaking certain measures to ascertain the identity of 
the person to whom it issues a certificate. This certificate issued by the CA 

(1) identifies the CA issuing it; 
(2) identifies the subscriber; 
(3) contains the subscriber's public key; and 
(4) is digitally signed with the CA's private key. 

The digital certificate can also contain additional information including a reliance limit, or a reference to 
the CA's 'certification practice statement" that gives relying parties notice of the level of inquiry conducted 
by the CA before issuing the certificate. 

Thus, if Bill Gates wished to use a CA to vouch for his identity on the Internet, he would have to present 
the CA with a copy of his public key along with sufficient proof of his identity (or else the CA could also 
issue Gates' private and public keys). Once satisfied with the identity of Bill Gates, the CA would issue 
Gates' a digital certificate. 

Going back to our example, and as shown in the diagram below, Gates will send you, along with his 
digital signature, a copy of his digital certificate. And, in addition to the steps described above, upon 
receipt of Gates' message, you can also confirm with the CA identified in the digital certificate that Gates 
is who he says he is, and that his certificate has not expired or been revoked. 

Note that all these activities would be transparent to you, and would happen in much the same way as 
occurs with online credit card validation systems . 
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I. Summary 

POTS stands for PhilHealth Online Transaction System. It is the working name for a computerized 
and networked system that allows PHIC members to use the WorldWide Web (or the Web) in order 
to process crucial requests and view the results of those requests. In technical terms. POTS is a web­
based system. Thus a more appropriate name for the system is HealthWeb. From hereon, 
HealthWeb will be used in this paper to refer to the same system . 

HealthWeb is the working name for a web-based system that allows PhilHealth Insurance 
Corporation (PHIC) to expand its reach and extend its services to members and applicants. It uses 
secure web technology to allow remote users to connect to computerized services, which include 
applications for membership, and checking the balance of contributions and status of claims. 

Computerized information systems already exist within PHIC, particularly the Operations 
Management Information System (OMIS). However, OMIS is limited to the Central Office and only 
PHIC staff can use it. Parts of OM IS can be made available via the Web such that members and 
applicants can directly make requests and receive the results of these requests without need ofPHIC 
staff. This can be enabled by connecting the relevant parts of OM IS to the WorldWide Web, via the 
Health Web. 

This allows PHIC to gain the benefits of a decentralized system which frees up human resources, 
enabling it to serve more people and promote system transparency, which is one of the requisites for 
good governance. 

This document presents an overview of the technology that will allow PHiC to offer services directly 
and securely to members and applicants via the Web. Although some crucial technologies can be 
discussed in detail, the time constraints given in the analysis and design stage allowed for this 
project only allow discussions in broad strokes . 

Where issues and problems need to be discussed in more detail, this document will try to point these 
out in its recommendations. 

The crucial issues and recommendations involved in developing HealthWeb include the following: 

1. Integrity and Security of Transactions. A transaction may be considered reliable and 
secure if it answers the following issues: 

a. 

b. 

c. 

Confidentiality. Only authorized parties have access to the transaction and 
no eavesdropper can examine its details and contents. 
Provenance. The originator of the transaction is true and verifiable. No 
unauthorized entity can fake a transaction using another digital identity. 
Non-repudiation. Both the originator and receiver of the transaction calmot 
repudiate the transaction (ie, both parties cannot deny that the transaction 
between the two really transpired). 

d. Integrity. The transacted information cannot be altered during and after 
transmission. Any alteration can be detected. 

The use of encryption and digital signatures are proposed to be the solutions to these issues. 
PhiIHealth may choose to develop a Virtual Private Network (VPN) either by buying an off-
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the-shelf solution, by building its own, or by using a combination of both off-the-shelfand 
self-developed (or outsourced) systems. 

2. Reliability, Speed and Cost of the Web Platform. A choice of three major platforms for 
web services was given. These three are: Microsoft.NET, SunONE, and Open Source 
systems. PhilHealth must decide which platfonn is best, given (a) the existing setup, (b) 
the reliability, speed, and cost of the platfonn that will be built. A brief survey of 
reliability, speed, and cost factors are outlined in the latter section of this paper. 
Moreover, the use of eXtensible Markup Language (XML) is encouraged because 
HealthWeb intends to set an initiative for interoperability with other agencies and entities 
(both government and otherwise). 

3. Given the different choices of web platforms, the basic setup for HealthWeb would be the 
following: 

a. A HeathWeb server which includes a Web server and a Web database seITer 
which replicates relevant information from the OMIS databases (eg, Membership • 
Contributions, and Claims information systems). 

b. A reliable connection between the HealthWeb server and the Web, including a 
reliable and reasonably fast network connection between PH1C-OM1S and 
Health Web server. . 

c. A "bridge" that may be composed of both software and hardware to allow 
HealthWeb to efficiently link up with PH1C-OMIS . 

4. And finally, the last consideration would be the hosting setup for HealthWeb: inhouse, 
co-located, offshore. The advantages and disadvantages of these options are summarized 
in order for PhilHealth to evaluate an appropriate hosting option for HealthWeb. 

Lastly, it is recommended that a more detailed study be conducted on how to interconnect 
HealthWeb with various agencies like SSS, GSIS, NSO, SEC, etc . 
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II. Introduction to HeaIthWeb 

b. What is POTS/HeaIthWeb? 

POTS stands for PhilHealth Online Transaction System. It is the working name for a 
computerized and networked system that allows PHIC members to use the WorldWide 
Web (or the Web) in order to process crucial requests and view the results of those 
requests. In technical terms, POTS is a web-based system. Thus a more appropriate 
name for the system is HealthWeb. From hereon, HealthWeb will be used in this paper to 
refer to the same system . 

As earlier mentioned, HealthWeb will be able to respond to crucial but redundant 
requests, particularly on Membership processes, like the following: 

• Filing an application to be a PHIC member; 
• Checking of membership and payment status; 
• Requests to change or update membership info; and 
• Filing of claims. 

c. Why is POTSIHealthWeb needed? 

In sum, HealthWeb will: 

• 

• 
• 

• 

Free up PHIC human resources from redundant tasks like answering frequently 
asked questions or requests that could otherwise be passed on to a web-based 
system; 
Enable PHIC to reach and serve more people, as mandated by law; 
Empower PHIC members and allow PHIC to reach its goals more effectively and 
comprehensively in the process; and 
Create a system that encourages transparency, which is a requisite for good 
governance. 

The core of a PhilHealth computerized system already exists, but is only operational at 
the PHIC Central Office (CO). Moreover, only PHIC personnel have access to the 
system. 

HealthWeb will make some of the frequently used functions available to members and 
applicants via the Web. This in tum enables PHIC to reach and serve more people than is 
currently possible. 

Moreover, frequently requested services or questions that do not necessarily need human 
attention can be offloaded into HealthWeb. For instance, HealthWeb will allow a member 
to check the status of a claim or contribution without having to speak with PHIC 
personnel. This frees up PHIC human resources and creates more transparency. 
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III. Description and analysis of current system 

a. Macroscopic perspective 

The characteristics and uses of the Web have been subject to much hype and 
misinterpretation in the past. However, removing all the hype surrounding this 
technology will leave one vital quality that is now being exploited by businesses and 
governments worldwide - the power of accessibility. 

The Web allows anyone with a computer and an internet access to connect anywhere. No 
matter what type of computer or what software or platform is being used. the Web is 
available. Palmtop computers like PalmPilot can now surf the Web and Mobile phones 
with internet connections have already arrived, evcn in the Philippines . 

In the field of medicine, internet/web connections have created scenarios that at first 
glance seem to have come from science fiction: 

0 

0 

• 

A combination of digital cameras and inter-networking has allowed doctors 
from different parts of the globe to watch and discuss a surgery in real time. 
Add robotics to the scenario above and a surgeon has been able to conduct an 
operation hundreds of miles away from the actual operating room, by using 
robotic arms that are controlled remotely in a different location . 
Using a network of handheld computers and internet connections, doctors can 
now monitor their patients records even without visiting the hospital. 

Businesses were the first to realize the value of the Web. Different customers from 
different areas often ask the same questions. Creating a list of frequently asked questions 
that is available on the Web has freed up staff time on the tedious task of answering 
redundant questions. 

One popular example of status checking is FedEx, which allows users to logon to the 
FedEx website and track their package even without speaking to a FedEx employee. 

b. Other government agencies 

o In the local scene, the SSS now allows members to check their status by using the 
Web and online kiosks on malls. 

o The Department of Trade and Industry allows various companies to register their 
products and services via Web in order to link them up with both local and 
foreign companies who may need the same products and services. DTI also 
publishes vital trade and industry statistics on the web, making the information 
more accessible to interested parties . 

o Several years ago, the National Statistics Office (NSO) began publishing vital 
statistical information on the country. They have since then computerized their 
work process and it is only a matter of time when they make some of their 
services available on the Web. 

o The Security and Exchange Commission (SEC) publishes its forms and 
application requirements online. They have yet to offer web-based applications. 
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c. PHIC current online system 

PHIC's Infonnation Systems Development Plan (IS0P) identifies some of the 
computer systems that are already operational and some that have been slotted for 
development. For maximum efficiency, HealthWeb will be connecting to these 
systems: 

I. Membership and Contribution Infonnation System (Operational at the CO: 
ISOP, page II) 

2. Claims Processing (Operational at the CO: ISOP, p. 14) 
3. Website (For development: ISOP, p. 17) 

Except for the Website, the systems above are driven by databases that exist at the 
PHIC Central Office. That is, items 1 and 2 above contain the Membership. 
Contributions, and Claims databases . 

The diagram below gives an idea of how the HealthWeb system interacts with the 
existing systems to provide services to a PHIC member (ie, "Customer"): 

Request: 

A 
Whalltappel/ed 10 

_!!!Lclqj'!.IZ ____ .. 

.... -----------
Customer 

Reply 

Heal!hWeb 
(http:// ... ) 

Request 
Existing Info Systems 

Membership 
Contributions 
Claims 

Operations Mgt Info Systems 

The illustration above shows how a Customer can log on to the website of HealthWeb 
and use an online fonn to ask for the status of a claim. The Customer directly 
accesses the data that is stored within the existing Operations Management Info 
Systems without having to contact PHIC staff . 
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IV. HeaIthWeb: Features and Functions 

This section discusses the features and functions that the HealthWeb system needs to perfonn. 
The descriptions below were based on the reading materials provided by PHIC, and discussions 
with Dr. Banzon and Eugene Foz. Any mistake, however, shall only be the result of the author's 
misinterpretation and may be corrected accordingly . 

Limitations: 
Owing to the time constraints, the systems analysis was cursory at best. More detailed systems 
analysis is recommended. This list of features and functions also need further fleshing out in 
tenns of detailed analysis of business processes and workflow. Furthennore, the analyses must 
take into consideration an earlier study conducted by the Technical Working Group on 
Infonnation Management and Reporting Systems Review (lMRSR-TWG). 

Design Considerations: 
It is recommended that further analysis and design of Health Web must be take an object-oriented 
approach. In particular, the HealthWeb System must be independent of the other systems to 
which it connects. As far as HealthWeb is concerned, it will merely push data and retrieve data 
from any other system. For example, a change in the implementati0I! of OMIS and other systems 
should ideally have no effect on HealthWeb . 
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DESCRIPTION OF FEATURES AND FUNCTIONS: 

A. MEMBERSHIP PROCESSING 

I. Name: Membership Application 

Overview: This feature allows a user to fill up an online application form, and send it online . 

Primary Actor: Applicant 

Starting Point: The user requests for an application form.' 

Ending Point: The Application is sent or canceled. 

Measurable Result: The approving authorit/ receives the new online application and a 
hardcopy of certified true copy of proof of identity is received by mail. 

Flow of Events: The process begins when the user requests for an application foml. The user 
is reminded that slhe should have a required proof of identity onhand, like a birth certificate. 
a baptismal certificate, passport, etc (see, Implementing Rules and Regulations or IRR, p. 12 
for a complete list). The user fills up the form, adds some vital infomlation from the proof of 
identity (eg, Passport Number, in the case of Passport), and clicks the Submit button. The 
user is prompted to review the submitted information one final time and click the Submit 
button again to send the info. After this, the user is given a tracking number and is instmcted 
to print or write it down. The user is also instructed to send a certified true copy of the proof 
of identity to the nearest PHIC office for verification. (See Alternative Flow of Events • 
below) 

Alternative Flow of Events I: The user tries to or still wishes to apply but has no certified 
true copy of the proof of identity onhand. In this case, the user is still given a tracking 
number and is instructed to save the filled up form. When the certified true copy of proof of 
identity has been established, the user can then log back and resume the process. 

Alternative Flow of Events 2: The user opts for a courier to pickup his/her papers. This is 
similar to what is being done by the Department of Foreign Affairs (DF A) in processing 
passport applications and renewals. In brief, the user agrees to pay an additional amount to 
arrange for a courier to pick up the required documents and deliver them to the PHIC 
Approving Authority. The courier can also collect the payment for this service . 

, The tenn "user" is used here in the generic sense because anyone can fill up the fonn for someone else. Sample cases 
include a secretary who is applying for the employees of her company, or a child who is filling up the online fonn for a 
parent who is not very familiar with the use of the web, or may have visual impainnent. 
2 "Approving authority" here needs to be discussed further. This could be a staff from the RHIO or from accredited 
hospitals who can review and verify the authenticity of the hardcopy documents. However, RHIO and hospital staff may 
not have the capability to do this verification. 
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2. Name: Status of Application 

Overview: This feature allows a user to view the status ofhislher application . 

Primary Actor: Applicant 

Starting Point: The user requests to view the status of an application. 

Ending Point: The user reads the status. 

Measurable Result: The status request is logged on to a database. 

Flow of Events: The process begins when the user requests to view the status of hisiher 
application. The user is prompted to enter a tracking number. Next, the system checks for the status of the application and displays it to the user. 

Alternative Flow of Events: The user forgets or loses the tracking number. In this case, the user can request to have the number emailed back. After receipt .of the tracking number, the user can resume the request. 
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3. Name: Level I or Conditional Approval (I of2 Approval Levels) 

Overview: This feature allows a user (the Approving Authority) to review and grant 
Conditional Approval to an applicant. 

Primary Actor: Approving Authority or AA. 

Starting Point: The AA requests a list of pending applications. 

Ending Point: An applicant is given a Level I Approval (ie, pending receipt of Proof of Identity). At this level, the Member is allowed to start making voluntary contributions. 

Measurable Result: The applicant status is marked as Conditionally Approved. 

Flow of Events: The process begins when the Approving Authority views a list of 
applications. The AA checks the eligibility of the applicant. Th~t is, the AA sorts out 
applications that seem dubious. In addition, the AA can also review the application 
information to find duplicate identities (ie, possible fraudulent applications using existing identities that are already members), or check whether the name is included in the Black List. The process ends when an applicant has been given a Level I approvaL The system generates a letter that can either be printed or emailed to the applicant, announcing the granting of Level I approvaL The message can also instruct the applicant to next undergo medical 
evaluation, and that Level 2 or Full Approval will be granted as soon as the hardcopy 
documents have been received and verified by the Approving Authority. 

Alternative Flow of Events: None have been determined at this point. 
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4. Name: Level 2 or Full Approval 

Overview: This feature allows a user (the Approving Authority) to grant full approval to an 
applicant. 

Primary Actor: Approving Authority or AA . 

Starting Point: The AA receives the certified true copy of the Proofofldentity (Pol). 
(Alternatively, the AA receives notice that the Proof of Identity has been verified as correct 
by another reviewer, which may either be from RHIO, from an accredited health care 
provider, or by another authority designated by PHI C). 

Ending Point: An applicant becomes a member. 

Measurable Result: Information about the new member is added into the Membership 
database. 

Flow of Events: The process begins when the Approving Authority (AA) verifies - or 
receives verification of -- the certified true copy of the Proof of Identity. The AA then opens 
the file of the applicant, checks whether the applicant has fulfilled the other requirements, 
and grants full membership status.The system generates a letter that can either be printed or 
emailed to the applicant, announcing the granting of Full Membership. 

Alternative Flow of Events: The applicant may have failed to undergo Medical Evaluation 
and thus cannot be a full member. In this case, the system can generate a letter to remind the 
applicant to undergo Medical Evaluation immediately before full membership is granted. 
Another alternative case is when the applicant's Proof ofIdentity may have problems, in 
which case the AA generates a letter that will be sent to the applicant, stating the problems . 
Another possible alternative flow is when the Pol has been proven false. In this case, the AA 
can generate a letter notifying the applicant of the disapproval, and has the option to elevate a 
possible case offraud to relevant authorities (eg, the Legal Department or the Police). The 
disapproved member is also added to the Black List database. 
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5. Name: Amendment (Profile Editing) 

Overview: This feature allows a user to directly make changes to hislher profile (without 
having to go PHIC staff). 

Primary Actor: Member 

Starting Point: The Member requests to update or make changes to hislher profile . 

Ending Point: The member's profile is amended. 

Measurable Result: The amendment is entered into the log and details of the amendment 
may be emailed to the member. 

Flow of Events: The process begins when a member requests a form to update his.ber 
profile. Upon successful authentication, the member's profile is shown on the screen. The 
member can then make the amendments and submit them. When the amendments are 
submitted, the system first checks for invalid entries. If now invalid entries are present, the 
member's profile is finally amended. 

Alternative Flow of Events: The member may opt to cancel the amendment. In this case. 
the member may still rollback the changes by clicking on a Cancel button. "OTE: after the 
final submission, it would not be possible to cancel the amendment. However, the member 
can request for another amendment in order to change the information again . 

Phi/Health Web-Based Transaction System - Final Report Page 17 of38 



.... 

... 

.. 

( User requests to 
\ amend his/her profile / • 

"'----~----.-~~/ 

Is the user 
logged in? 

Yes 

User edits his/her 
profile 

User profile is 
updated 

User logs out 

No 

• 

Diagram: Amendment 

Phi/Health Web-Based Transaction System - Final Report 

User is asked to 
login or register 

Page 18 0/38 



... 

... 

... 

... 

B. CLAIMS PROCESSING 

1. Name: Claim Request 

Overview: This feature allows a Member to make a claim. 

Primary Actor: Member 

Starting Point: The Member requests a Claim Form. 

Ending Point: The Member sends the Claim Foml. 

Measurable Result: The claim is added to the list of pending claims. 

Flow of Events: The process begins when a Member requests for an online Claim Fonn. The 
Member is first given a checklist, emphasizing that slhe should have the required 
documentary proof (eg, proof of hospitalization etc). After the checklist is reviewed, the 
Member is given the online Claim Form to accomplish. When the Member submits the Claim 
Form, the basic data in it is checked for validity (eg, valid email address, only numbers must 
be in the telephone, valid area code, etc). The Member is then asked for a final review of the 
data. Next, the Member can finally send the Claim Form online. After this, the Member 
receives instructions on where to send the documentar proofs and when to follow up. The 
Member is instructed to write down the instructions or print them out. 

Alternative Flow of Events: Aside from hardcopy documentary proof, the Member can give 
a hospitalization reference number that can be cross-checked by the HealthWeb system (of 
course, this is only possible with computerized hospitals or health care providers). 
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2. Name: Claim Approval 

Overview: This feature allows an Approving Authority to approve a claim. 

Primary Actor: AA 

Starting Point: The AA receives notification that the documentary proof of a claim has been 
verified . 

Ending Point: The AA sends a notice of approval or disapproval. 

Measurable Result: The approved/disapproved claim is added or updated into the Claims 
database. 

Flow of Events: The process begins when the Approving Authority (AA) verifies - or 
receives verification of -- the documentary evidence submitted by the Member-claimant. The 
AA then opens the claim, checks whether the claimant has met the other requirements (eg. 
check the Contributions database), and grants the claim. The sys.tem generates a letter that can 
either be printed or emailed to the applicant, announcing the granting of Full Membership. 
The system also then updates the relevant databases (eg, the Claims database, etc) 

Alternative Flow of Events: Another alternative flow of events is when the Member's 
documentary proof may have problematic information, in which case the AA generates a 
letter that will be sent to the Member, stating the problems and the steps to take to clear it up. 
Another possible alternative flow is when the proof has been proven false or fraudulent. In 
this case, the AA can generate a letter notitying the Member of the discrepancy or 
disapproval, and has the option to elevate a possible case of fraud to relevant authorities (eg, 
the Legal Department or the Police). The disapproved claim is also added to the Black List 
database . 
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AUXILLARY FUNCTIONS 

1. Name: Online Registration 

Overview: This feature is the first step needed to use HealthWeb. It is similar to opening a 
web email account, and is based on the principle that if a person can access HealthWeb, then 
that person should have an email account. This feature is designed to establish the existence 
of the user's email account, and the user's ability to access that account. Email is a vital 
method of communication for HealthWeb. All notifications and announcements will be sent 
to online users via their registered email accounts. 

Primary Actor: Registrant 

Starting Point: The Registrant requests to register online. 

Ending Point: The Registrant activates hislher online account and becomes an online user. 

Measurable Result: A new online user is added into the list of online users. 

Flow of Events: The process begins when the Registrant requests for online registration. The 
Registrant is then asked to specif'y a username and a working email address. The Registrant is 
reminded that the email address must be a true, working email because the password (and 
other crucial information) may only be sent through that address. After sending the online 
form, the Registrant is notified automatically to check hislher email for the next instructions. 
When the Registrant opens his/her email, the letter will contain a randomly generated 
activation code and password. 

The user is then asked to follow a link to the activation page and input the activation code. 
The user is reminded that the activation code and password will expire after X amount of 
days, hence it is important that the account be activated ASAP. After a successful activation. 
the user is prompted to enter an emergency question that will be used in case the user forgets 
hislher password. Then, the user is prompted to logon to the system for the first time (by 
using the username and emailed password). Upon a successful first-time logon, the user 
receives a prompt that encourages himlher to change the password. The user is now added to 
the list of online users. 

Alternative Flow of Events: The Registrant may fail to activate the account after three 
attempts. Another alternative flow is that the activation code and password may have 
expired. In this case the Registrant is prompted to re-register. If the Registrant still 
encounters a problem, slhe is encouraged to email tech support stating the error message. 
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infonmation 

Diagram: Online Registration 
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2. Name: Feedback/Grievance Features 

Overview: The Feedback/Grievance features will allow a Member to send feedback or file a 
grievance regarding PHIC service or a particular claim. These features will be discussed in 
broad strokes, since they mirror the other features outlined above. In particular, the 
Feedback/Grievance features are similar to the filing of membership in that they involve the 
filing and sending of a form with the request "pushed" to the task list of a Grievance 
Authority. 

Flow of Events - Filing: The process begins when a member requests to file a Feedback 
Form. The system checks whether the member is properly logged in. The member then must 
specify whether the request is for a general feedback or a specific grievance (ie, against a 
claim). From this, the user fills up the appropriate form and submits it online. The system 
asks the member to make a final review of the fonn and click the send button. In the case ofa 
grievance, the user is given a grievance tracking number. The feedback/grievance is entered 
into the Feedback database. 

Flow of Events - Processing: The process begins when the GA '.'pulls" a list of incoming 
feedback and grievances. In case of good feedback, the GA can opt to circulate the 
commendation via email. In case of a grievance, the GA then marks the request for 
processing. At certain stages during processing, the GA can update the status of the grievance 

. request. If a Member requests for grievance status, the status of the grievance is pulled out of 
the Grievance database. When a decision on the grievance is reached, the GA updates the 
database and then notifies the Member about the decision . 
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V. Suggested technological solutions and some important issues 

1. Establishing digital identity 

For a more detailed discussion of the digital signature, please refer to the Legal 
Framework. The discussion below outlines a simple means of establishing digital 
identity. More complex and secure ways can be created, but, as discussed below. will still 
be prone to fraud as is the case in the real world. The task then is to try to make the 
system as difficult to fool as possible. 

Traditional method 
To better understand the concept of establishing digital identity, we can begin by 
understanding how identity is established in the traditional sense. The traditional way of 
establishing the identity of, say Juan dela Cmz, was to show documentary e\'idencc - ego 
a certificate of live birth proves that a certain Juan del a Cmz was born in January I. 1990 . 

This implies two things: 

a. That on Juan's birth, a witness was present and later registered the birth with the 
Hospital or City Hall. (Alternatively, when Juan was baptized, this was recorded by 
the Church, including Juan's birthdate) 

b. That the Hospital, City Hall, and the Church are authorities that could be trusted to 
keep relatively error-free documents. 

From the basic event of a birth, other documents may be generated, eg, a Passport or a 
Driver's License. Since a birth certificate is required to get a Passport, showing a 
Passport is a second-degree proof of birth (and hence, of identity). 

Digital equivalent (and fraud) 
In the digital world, the "birth" of a digital identity can draw a parallel from an online 
registration. If the relevant digital world is HealthWeb, then registering for an online 
account in HealthWeb system is equivalent to the birth ofa digital user. With this 
analogy, the HealthWeb system becomes the witness to the event, and the database of 
online users becomes the registry where the event is recorded . 

Since it is difficult to establish the veracity of identity over the internet, two methods 
must be implemented side by side: 

a. A basic test of digital identity is by the lateral method of checking through an email 
account. Let us say Pedro is trying to pose as Juan and enters realjuan@yahoo.com 
(Juan's email) in the field asking for the registrant's email address. This method backfires 
because the activation code and password will be sent to Juan's email address, which 
Pedro presumably cannot open.3 

3 Note that as emphasized, this is a simple way to establish digital identity. Email accounts can be hacked. mainly 
because some email users simply refuse to use more secure passwords. In any event, the degree of security can be 

... increased by adding other security measures. 
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Another way is for Pedro to create a fake account like fakcjuan@yahoo.com. Even if 
Pedro can open this email, what Pedro has succeeded to do was simply activate an online 
account with HealthWeb. 

b. Supplement the above with the traditional method. The more important test of 
identity happens when the online user finally applies for membership, a process which 
involves sending and verifying traditional evidences of identity. PHIC can also find 
alternative means of establishing identity, as in the case of members with credit card 
accounts: 

The caveat here is that the digital world, as in the real world, is prone to fraud. Someone 
may be able to fake any of the documents above and fool the system altogether. Fake 
certificates of live birth which could fool untrained people can be made using today's hi­
resolution color printers. Even biometric methods like thumbprint scanners could also be 
fooled using simple methods, as recently reported in some journals. 

The situation can be best illustrated by a cartoon featuring a paranoid home owner that 
put several locks on his door. The burglar simply opened the door by patienty chiseling at 
the hinges from outside. Hence, no matter how many locks are in the system, the point is 
to keep checking the door: whether it has new vulnerabilitie? or something has been 
overlooked. Or maybe the problem is not at the door but somewhere else: unlocked 
windows or an unsecured baekdoor. 

What is important to note here is that fraud can come easily from both the online and the 
real worlds, and that precautions must always be taken in order to make fraud more 
difficult. 

The illustration below gives an overview of how digital identity is established: 

... 4 Admittedly, even the granting of credit cards can be prone to fraudulent identities. 
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Processing 
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Certificate 
Generator 

r----------------·-----
May be a hUman or 
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with other govt 
" agencies 
""-'~:' -. _. _. _. -. -.-. -. _. _.-

Explanation: 

1 

The Applicant establishes digital presence Ihru online registration. The 
system then verifies digital presence via email and a Digital Certificate. 
Note that at this point, only digital presence has been established, and 
not the applicant's identity. 

(The Digital Certificate can then be combined with other Proofs of 
Identity like SSS/GSIS Numbers, the Members PIN and the login 
password in order to form a relatively good way of establishing identity. 
Caution must be taken to minimize giving the user too many numbers 
and passwords to memorize. ) 

2 
The Applicant next sends Proof of Identity to the Approving 
Authority (M). Bear in mind that M at first can be a human. 
Later this can be computerized. once HealthWeb can hook 
up directly with SSS, GSIS, NSO, etc to establish identity. 
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2. Basic Security Issues during Electronic Transactions: Digital Signature, Public­
Private Keys, Virtual Private Networks, and Encryption 

Overview: Infrastructure. In the early days of networked computing, companies used 
Wide-Area Networks, or W ANs in order to hook up physically separated buildings and 
office branches . 

r-------I 

: WAN : 
!...- ______ I 

... _-..i 
l-- .... ---L----__ ~.~--~--_~·4~----------~ ---=== L-..J-'_' 

WANs were relatively secure, since they used privately built infrastructures. The problem 
with WANs is that they are expensive to build and maintain, owing to the infrastructure 
requirements . 

When the internet became prevalent in mid- to early 1990s, it allowed a relatively 
cheaper substitute to the WAN. This substitute later became known as the Virtual Private 
Network or VPN. This method uses the internet to create a "virtual" private network 
(hence, simulating a real WAN or private network). The illustration below shows how 
this is done. 

, Again, cables that interconnect W ANs can still be tapped. Hence, data circulating through the W ANs could be 
intercepted. This loophole could be solved using data encryption. 
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The internet poses major security loopholes. To respond to these, various methods of 
securing data through the internet were proposed by proponents ofVPN. "0 matter what 
the system is, these VPNs use the following common components: 

• Digital signatures and keys 
• Data encryption and secure sockets (ie, Secure Sockets Layer or SSL) 
• Firewalls to block unknown and unauthorized entities 

In effect, VPN creates a secure "tunnel" through the internet which trusted and authorized 
entities can use to make transactions. Because VPNs use the existing internet 
infrastructure, implementing them is relatively inexpensive compared to building WANs . 

VPN solutions can either be developed or purchased. Some brochures from "off-the­
shelf' VPN solutions are attached with this report.The purpose of these VPNs will further 
be clarified in the next section, which discusses secure online transactions. 

Overview: Transactions. In online transactions, it is vital to ensure the security and 
integrity of data. For instance, if Abe sends email to his bank requesting for his bank to 
pay Cris Php 1,000.00, this transaction will only be reliable provided that the following 
are ensured: 

a. Confidentiality: Anyone can intercept the email and read its contents. Hence, the 
message must as much as possible be confidentiaL 

b. Provenance: The bank must be able to check that Abe was indeed the person who 
sent the check. This is to guard against counterfeit messages. 

c. Non-repudiation: Abe could later deny that he sent the request for payment. 
Hence, the bank needs to be sure that Abe could not repudiate the request. 

Phi/Health Web-Based Transaction System - Final Report Page30oJ38 



... 

-

... 

... 

... 

... 

.. 

d. Integrity: The information in the email could be altered or corrupted in transit (eg, 
the amount becomes 10,000.00 instead of 1,000.00). Hence the system needs to 
ensure that information in a transaction has not been altered or corrupted in any 
way. 

Digital Solutions. The discussion below presents an overview of how the digital 
world ensures the integrity and security of a transaction. 

a. Confidentiality. In order to keep a message secret, it can be "scrambled" or 
encrypted. Strong encryption will foil attempts to open the message. Although 
there is always news of hackers being able to break strong encryption. these 
efforts mostly involve a concerted effort using tremendous computing resources. 6 

b. Provenance: To ensure the identity of the parties involved, digital signatures can 
be used. In the example given, Abe can be given a digital signature. This digital 
signature is unique7 and is composed ofa combination ofa public key and a 
private key. 

Abe gives the bank his public key and keeps the private key to himself. (Please 
see illustration below). When Abe issues his paymen.t request, he signs it with his 
private key. No one else can sign the message using Abe's private key (hence 
guaranteeing provenance). To unlock the message, the bank must use Abe's 
public key. Two issues are important here: 

1. Only Abe's public key can unlock a message that was encrypted by Abe's 
private key . 

11. Hence, someone masquerading as Abe by using a fake private key will be 
foiled because the bank, using Abe's public key, can only unlock a message 
that was signed by Abe . 

6 Often a networked effort using various supercomputers and ordinary PCs all over the world via the internet. 
7 That is, no one else can use the same signature and masquerade as someone else. 
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SECURITY AND INTEGRITY IN AN ELECTRONIC TRANSACTION 

A. Preparation: Abe acquires public alld private keys; he distributes the public key . 

Step 1: 
Abe gets 2 keys: 
a Public and a 
Private Key (the 

Key Pair) 

Step 2: 
Abe sends copy of his Public 

Key to his bank (he keeps 
his Private Key) Step 3: 

Bank now has a copy of 
Abe's Public Key 

B. Transaction: Abe sends a payment request. Bank verifies the request. 

--------------------------.. @ ~ 
Step 4: 

Message is locked using 
Public and Private Keys 

." , ... - ....... 
, r-------------------------I 

Digital Signature: Ensures 
that only Abe created the 
message. Hence, Abe 
cannot repudiate the 
message. 

, , , 

Step 5: 
The message is sent. 

• , , , , , 
;",;' , , , 

I-------~----------------
: Encryption: The I 

message is scrambled 
and only the intended 
party (the bank) can read 
it. If the message is 
intercepted and changed, 
the Digital Signature is 
changes, thereby alerting 
the parties involved. , , 

• _______________________ J 
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Step 6: 
Bank uses Abe's Pubtic Key 

to unlock the message. 

." , ... - ... ." 

, 
f------------------------
I Decryption: Only Abe's ! 

Public Key can unlock the : 
message. Moreover, if the ' 
message has been altered 
or corrupted. the Digital 
Signature will alert the 
parties to this fact. If 
someone alters the 
message AFTER it is 
received. the digital 
Signature will indicate this 
alteration. 
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c. Non-repudiation and integrity: Non-repudiation relies on two main conditions: 

I. Only Abe created and sent the message; and 
n. The message was not altered in transit and even after its receipt. 

Hence, by using the digital signature, both conditions are satisfied. Only Abe has 
access to his private key and is responsible for its security. Hence, any message or 
transaction bearing his digital signature is cannot be denied or repudiatedS -

3. A Survey of Available Technology 

Brief Background. Web technology has matured and evolved since its simple, early use 
in the mid-90s into full platforms today, which are collectively known as web services. 
Web services are a comprehensive suite of solutions that allow organizations to run 
applications that could run over the network, which can then be connected to the internet 
using the Web as an interface. For organizations with existing or legacy computerized 
systems, web services can also provide components that could connect to these legacy 
systems without having to overhaul it. 

Internal to the Office 

Legacy Systems 
(Existing IS) 

-­,-
i 

[ ([ 
" 

[ i[. , , 
, 

INTERNETIWEB 

Web Services 
(SunONE, MS .NET, 

Open Source) 

-------------. ; .-------------

,/ 

, 
, 

~-------------~ ------------. A 
Web User 

The illustration above shows how Web services can provide a link that allow a user to use 
the Web to connect to an organization's internal information system (IS). Note that not 
all of the internal IS will be exposed to this link - security measures will be implented so 
that only public information is published on the Web. 

Web Services: The Minimum Requirements. The minimum requirements for 
developing and running HealthWeb will be the following: 

I. A web server with a backup server. 

2. A database that will store dynamic content. This is apart from the existing databases 
like Membership, Contributions and Claims. The purpose of this database is to speed 

8 Of course, if Abe is not careful, someone can open his computer, find his digital signarure, and use it to forge a 
transaction. But keeping his private key safe is Abe's responsibility, just as a home-owner is responsible for taking care 
ofthe house keys. 
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up HealthWeb by storing various replica of only the needed infornlation to provide 
dynamic content. 

3. A fast internet connection (eg. leased line) with backup. 

4. A web services platform. The web services platform is the software backbone of 
HealthWeb. This connotes that programming will be done in the chosen platfonn. 
This is further explained below. Meanwhile here is a diagram that shows how these 
components work together. 

Web Services: Choices of Platforms. The power of web technology to be accessible 
virtually anywhere, and its subsequent explosion, have brought about several competing 
platforms to deliver these web services. Deciding which platfonn to use is tricky, 
especially since the competing platforms are interoperable to some extent. As expected. 
each platform have their own sets of advantages and disadvantages in relation to the 
systems that are currently running at PHIC. 

Below are given three main platfonns which can be used for developing and running 
HealthWeb., 

I. Microsoft .NET Web Services. These services were designed to take advantage of 
systems that run on Microsoft products. They include various tools ranging from 
ASP, Open Database Connectivity (ODBC, a standard way of connecting to various 
databases), and supplementary development environments which include 
VisualBasic (VB) and Visual C++. The .NET platform can only run on Windows 
2000 and XP. The main advantage of .NET is that development tools for this 
platfonn are plenty, and relatively easier to use than the other platfonns (which can 
translate to faster development time). Another advantage would be that if configured 
properly, and ifrun on powerful machines, .NET is fast and can take advantage of 
the fact that most desktop computers today have Microsoft systems running in them. 
The main disadvantage is that Microsoft is often known for the instability of the 
systems it produces, and their susceptibility to virus and hacker attacks. 

Although .NET is a free platfonn, .NET itself must run on Windows 2000 or XP and 
supplemented by other Microsoft products like SQL Server and Visual Studio. NET -
products that need to be licensed from Microsoft. It is well-known that licensing is a 
big issue with Microsoft, and hence this may be a decision factor for this platform. 

2. SunONE (also knOWIl as Java Web Services). This platform was created by Sun 
Microsystems and is based on Java, Java Server Pages (JSP), and Java Database 
Connectivity (lDBC, a standard way of connecting Java applications with almost any 
database - Sun's answer to ODBC). SunONE can run both in UNIX and Microsoft 
Windows servers, using Apache Web server. The main advantages of Sun ONE are 
t1Je stability and security of its applications. The main disadvantage is that SunONE 
slows down when it runs on Windows servers. 

SunONE is free but to optimize its speed, it must run on Sun machines which could 
command a high cost. Again this is another decision factor. 
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3. Open Source Systems. These systems mostly belong to the public domain and are often 
free. The best Web programming environment by far is called PHp9 and it is often 
used in conjunction with a simple, free database called MySQL. Like SunOne, these 
will run on the Apache web server, which is a stable web server. Current sur;eys 
show that more than 60% of web servers on the internet are running Apache - the 
rest run Netscape and Microsoft web servers. All of these can either run on Microsoft 
Windows servers, or Linux servers. Again, Linux is open source and therefore free . 
The advantage of open source systems is that cost is much lower than the others. 
Open source systems have also been proven to be more secure and stable. The 
disadvantage of these systems is that IT workers skilled with open source systems are 
often few. Also, some training may be needed for IT staff that is more geared 
towards the more popular Microsoft solutions . 

A note about XML 
Although there are differences in execution among the competing platforms, all of them 
can speak XML, or eXtensible Markup Language. XML has become the standard fonnat 
for generating and exchanging information. The main motivation behind XML is to allow 
one organization to connect to the content of another organization easily and 
conveniently . 

IfPHIC is interested in eventually interconnecting with other online government 
agencies, it may be worthwhile to consider using XML to this purpose. iO 

9 PHP was designed to be a programming environment for the Web. Hence it runs relatively faster than the other web 
service platforms. 
10 Information on emerging XML business standards can be read from http://www.ebxml.orgl, a global standards body 
that aims to compile a repository of common business process and objects. Using standards will further enhance and 

.. facilitate interoperability. 
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VI. Conclusions and Recommendations 

Suggested Web Setup 

Web User .: 
, ' , ' , ' , ' , ' , 

HealthWeb 

Web SelVer 

Web Database Replication 

Staff 

Updating 
". C:) PHIC Existing IS 

Membership 

Contributions 

Claims 

The simplified illustration above provides an overview of how the web services could be 
interoperated. The numbers in circles represent crucial areas that will affect the speed and 
stability of Health Web . 

Area 1 (HealthWeb) is the core of the web service. It has the Web Server that accepts 
user requests and gives back the results of that requests. Ideally, it will extract the 
requested information from the Web Database that is also within Component I. 

The Web Database is an aggregate of data extracted from Area 3 (PHIC Existing IS). A 
regular replication can be scheduled during midnight to avoid adding to the network 
traffic. Any new updates may also cause an event trigger that could re-index the data in 
Area 3 and then "push" the new data to the Web Database in Area I. 

Area 2 points out that replication may greatly affect the speed of the database. In 
particular, this Area will play an important role in deciding which web hosting option to 
choose. These web hosting options are presented later in this section . 
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Factors to consider on choosing the web platform 

The main factors that can help decide on the final platfonn are the following: 

I. Total cost of development and eventually maintaining and upgrading the system, 

including purchasing the software, development tools and the subsequent licenses 

(eg annual fees that will be incurred for running such a platfonn). 

2. Speed of the final web application. Speed here refers to three aspects: 

a. The speed of interoperability between the existing IS and the web 

services; 
b. The speed of the web applications themselves; and 

c. The total speed of delivering services to the web user. 

3. Stability of the system. During peak hours, PHIC cannot afford for HealthWeb to 

break down. This implies that: 

a. HealthWeb itself is built on a stable platfonn; 

b. The HealthWeb applications themselves are stable: and 

c. Fault tolerance and disaster recovery must be Included as major 

components of the system. 

Web Hosting Options 

The following discuss, in broad strokes, three web hosting options for HealthWeb: 

Option 1. Inhouse hosting. Hosting the web server and database within PHIC CO 

Advantages: Total degree of controL 

Disadvantages: Cost of acquisition of equipment (servers, backup devices, leased line) and 

cost of maintenance and reallocating human resources to devote time on web maintenance. 

Another disadvantage would be the speed of the connection. If the leased line breaks down, a 

backup is needed. 

Option 2. Collocated or dedicated hosting in a local ISP. Collocation is a tenn used for 

giving an ISP the server and letting their staff maintain it for the organization. 

Advantages: Minimal overhead (ie, depending on the agreed maintenance fee), faster 

connection (since it is direct to ISP, ie, ifISP devotes a good bandwidth to the sen·er). ISP 

will perfonn data backup. 
Disadvantages: Very "iffy" - depends a lot on the quality of the ISP and its devotion to the 

PHIC server. Control may also be a problem: if modifications need to be made, they have to 

be done through ISP's staff. 

Option 3. Offshore hosting. This may sound prohibitive at the start but some local 

organizations have done this option with good results. For example, the Asian Development 

Bank (ADB) rents a dedicated server in the United States. The advantage is that all major 

preventive maintenance is done by web host and wiJl even include web statistics reporting 

(hence, lower maintenance cost in tenns of cash out and personnel). This arrangement also 

makes the server enjoy fast and reliable internet connections (through the use of redundant 
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connections). The host will usually provide a telnet connection to control the server 
remotely. The disadvantage with this option is that since HealthWeb will be regularly 
replicating its data to and from the PHIC CO, the round trip time may be slow. On the other 
hand, this replication could be scheduled during the graveyard shift . 

PhiIHealth's vision of extending its services by using web technology can be realized properly 
by carefully studying the various options outlined here. Given the limitations of time to create 
this overview paper, a more specific recommendation in terms of which platfonn to choose 
cannot be made. The obvious next step is for PHIC to conduct a detailed assessment of and 
assign weights to the existing hardware, software, human resource skills, and total costs of 
owning the system (maintenance, license fees, upgrades, etc). The desired result is a relati\'cly 
objective assessment from which further discussion can be conducted that would fonn the basis 
of a final decision . 

Since this online service will represent a major leap in the business processes ofPHIC. it is also 
highly recommended that a more comprehensive analysis of processes and workflow be 
conducted. As earlier stated, such a study has already been conducted, with corresponding 
recommendations on how to further streamline the business processes and workflow of the 
existing setup. Perhaps this previous study could be incorporated into the more detailed design of 
HealthWeb through the coordination of programmers Ide signers ofPHIC's infomlation systems, 
web developers, and business process analysts. 

Another next step that could be done in parallel to the activities mentioned above is the 
coordination with other online government agencies in terms of establishing digital identity. A 
further study is recommended, detailing the possibility of this endeavor, with PhiIHealth leading 
the way towards interoperability. This, of course, is subject to privacy issues as discussed under 
the Legal Framework paper. 

All the activities recommended can then have as their final output a more comprehensive 
functional needs analysis, and functional requirements and specifications document, which 
would then be the blueprint of HealthWeb. 

In sum, HealthWeb poses major challenges in IT innovation and government service. A well­
prepared development and sound implementation methodology will allow PhilHealth to lead the 
way in online public service. 

© Ruben Canlas Jr 
Digital Solutions 
benc@digitalsolulions.ph 
26-F Carmel Avenue, Project 6, QC 
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Summary 

This Tec/mology Guide is writtNl for Busincss and for IT 

Manag~r.s at small to medium-si7.ed busiJlesses who p/11l1 fwd 

implcmmt tile nrtwork jl/fr.1structu~ for thcir busil1f!sses. Tile 

Guide is primarily for IT ;Jlld IIrfworking Jlwllflgers who arc 

j·tlccting VPN soluliolls. [, is wri/{f!1l to help the reader JUlYig.1le 

the VPN swamp. Tbis GUide IJSSUmeS tbe rr.1df'r is fmniliar with 

the Jl1lerml mId with (he distinction betweefJ ill/rowels ,wd 

txlr:wcts. It should lulp remlers lJl1dCfSland VPN npplications, 

brlU:lits, .lIld imp/rmcnt;l{ioll ;,/Ierntl(jyts. 

Aner reading (his Guide, Iht rr;ldtr should be able (0 t'V~lJIJ­

ale fr<lilJrrS of a VPN solution rela/jYl! to his/her rrquirt'menls. 

B.'lSrd on /Nul cosl of ownership, the rtadrr will be able (0 sclret 

;J VPN solution frolll u srt of ultl'rnatiyl's t'mt is most suit;fbll' 

for '''tir Urilf- .1nd Itmg-tl'rm nN!f1f. 

4 • A 1'r,,(fIr.~1 GII"'r (Q III, NIGII' VIW Sf/II/firm 
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Introduction 

E-business, e-cornmerce, e-Ill~lrkctplace, business­

to-business (B2B), and business-(o-consumer (B2C), are 

now common business parlance. Every organization is 

defining and implementing its c-stratcgy. The question 

is no longer whether to migrate to an e"(!lwironmen(, 

but what is the best way to migrate to a Web and 

Internet-based business rnocl(!I. 

The Internet allows businesses to reach [heir cus­

tomers, ancl vice versa, anytime and anywhere in the 

world. A US company need not deploy any rcsoul'CCS 

or infrastructure in China, for example, to engage in 

business in China. A mom-ancl-pop c-business in a 

non-English speaking country has as good a probability 

of reaching a customer in the US as an American 

n1Ulti-billion dollar company. A common challenge to 

both companies is the usc of the Internet to leverage 

(heir business. 

One of the key wchnologies for wdng the Internet 

in a secure .md private manner is the vil'(lIal pl'ivme 

n(!tw()rk (VPN). This Technology Guid(~ (~xpl<lins VPN 
appliculions, b(~ncfiIS, and imph~llH.'ntatioll 'litt'rnativcs. 

More importantly. it provides gui(lt'lirH's for s(~lecting 

the right VPN solution. 

The Guidt, focust'S on needs of small and IIlNIi" 

um"sized !)usillcss('s that do Itot h;tv(' Ill,(' tedlllkill and 

managemcnt I'(~s{)urc(~s to d('ploy, 10 Illclintain, or to 

OP('I'I1I<' (hdl' own VPN .... M,IIl'y lal'g(' l'nt('l'priM.~s will 

find tlu.~ VPN cit.'ploYU"lt'll( model disclissed 1H'l'c to be 

IIH~ UlOsl ('()Sl'('fr(:l:tlv(~ answ(~r to their ('·IH1Sill(:ss ,lnd 

1'('Inol(' oflkt' f'(·(lllln·nwnts. 

--~~--~~------
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The Business Problem 
Before the popularity of tlw Internet. large enter~ 

priscs were building multi~million dollar private data 

nctwol'ks (now called intrnncts), using telecommunica­

tions services such as leased lines, Frame Relay, and 

Asynchronous Transfer Mode (ATM) to communicate 

among gcogr'aphicully dispersed sites. These services 

were orten supplemented with services, such as 

switched analog or ISDN, to connect smaller sites and 

mobile users, SnHlll and medium-sized enterprises, who 

could not afTol'(~ the cost of long-distance Ica!\cd facili~ 

tics, were limited to low-speed switched services. 

These intranNs W('rc expensive and required 

hordes of support personnel. lntranets also had long 

plnnning. dcsigll. atld iJnplcmcntntioll cycl('s. resulting 

in tn-'llH!'rldoliS lost-opportunity costs. As the Internet 

became ubiquitolls and as ISPs offered high-speed 

Internet access, enterprises reduced the cost and the 

time to deploy their intrancts by ofT-loading them to 
tlw Jntt~rn('t, 

As (.'Jltcrpl"iscs dabbled in e'('olllnWrC(~, wlwtht'r as 

B2B or <IS B2C. it Iwcnrn<.> clt.·aJ' thut the IntcrnN W;:IS 

Ih(' praclicOlI ancl c05t'(~ffcctivC' way to conn(~ct with 

customers ;:uHI pnl'tncl"s. TIl{' COllet' pi or connecting 

with ('Xlcrna! USl~I'S 01" oq;anizations canw to 1)(' known 

as ('xl r.trwts, 

As (·oSI'(.'JTt'('liV(' as Ih(.' Inwl"lwi is. il il1ll"O(\\1(:('S 

OIl(' major c'lIalll'I1I-:(' ... sl~(:lII'ily, Though tlw Illt(.'rllt~t 

hilS c'llH'rgc'd ,IS lilt' 1\f'lwork rOlJndatloll few ('"('I1th'av' 

or's, it is IWr'adoxkally " puhli<.', shan't! Iwlwork of' 1\('(­

wOI'ks allel is !lot stlltahl(~, in lis natural Malt~, for S('(:\.II·(' 

Il'anSiU'llolls 01' l)l'ivlltl' ('oll1nHlni<'all()Il.';, 

EUlt','priM'S hav(' 1"('(:ogIlIZt~d th"t (·'bu~ll1(;ss I ... more 

Ihall.iu~t 111(('1'111'1 ('UllIlt'c'tivity or tilt' t'XdHlIlgI' of 

t"lIlalb and lih·~, E·bllSillC'.\.' IWNI. .. r(!al tlnl(' ('x('haflg(' 

of dala, Thi ... illvolws all or Ill(.' ('l1t('I'pl'i,"('·pl'O(,UI'('. 

11\('111, SUPI)l,Y"dlilill Inanag('lIw,'t, ... ale·s and (·llS{OIlH'1' 

n'lHtioflshlp munu~:('nH'nl, onlirw I)u~irll's." transaclion .. , 

6 • 111/rolltif,11 Culd, tv tht N1xhr VI'N /)(lllItllll/ 
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online dealings with financial institutions, etc. These 

requirements make security over the Interne,t para-· 

mount. 

Virtual Private Network-The New 
Solution for E-Business 

VPNs have emerged as the key technology for 

achieving security over the Internet. While a VPN is 

an inherently simple concept, early VPN solutions 

were geared towards large organizations and their 

implementation required extensive technical expertise. 

As a consequence, small and medium-sized businesses 

were left out of the c-revolution. Recently, VPN solu­

tions have become available that focus specifically on 

the needs of small and medium-sized businesses. 

Histol'ically, the term VPN has also been used in 

contexts oth(~r than the Internet, such as in the public 

telephone network and In the Frame Relay network, In 

the early days of the Internet-based VPNs. they were 

sometimes described as Internet~ VPNs 01' Ipw VPNs, 

However', that usage is archc.\ic and VPNs ':II"C~ now synw 

onymous with Internet -VPNs. 

~ I~~ .• '.. • 

J;( ...... >.S~;\.: ':i::;~,:,; i;.~.!.~~·!·;· ."~:3 .. : ..... 'j' . '._-' 
-- '.' 

()"UI 1)lIt~l'l~ 

r""WI)11 Inl.,rrwl 

Figure la: Data flow through the Internet 
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VPN Overview and Benefits 

Protection Beyond the Firewall 
A firewall is an important security feature for 

Internet users. A firewall prevents data from leaving 

and entering an enterprise by unauthorized users. 

HOWCVC,', when packets pass through the firewall to the 

Internet, sensitive data such as user names, passwords, 

account numbers, financial and personal medical infoI'· 

malion, server addrcss(~s, etc. is visible to hackers and 

to potential c-criminals. Fircwalls do not protect from 

threats within the Internet. This is where a VPN comes 

into play. 

A VPN, at its corc, is ,1 fairly simple concept-the 

ability to usc the shared, public Internet in a secure 

manO(~r as if it were n private network. Figu,'c In. 

shows the now of dahl between two users over the 

Internet when not w.ing a VPN. As shown by the dot~ 

tt'd lines. packets between .1 pni!' of lIst~rs may go over 

networks run hy many ISPs uncI may wke different 

paths. The stl'll(;ture of th(~ Internet and th(,' different 

paths lakc'n by packets .,rc~ tr<msp.U'cnt to the two users. 

With n VPN. llsers (~ncrypl th(:ir d~ltn and th<!! .. iclenti~ 

tics to prcv(~nt unallthor'izcd people or computers from 

looking at tht· d .. ,I;'1 (H' fnull t;'Ul"lperiug with tlw daHl. 

11 
- VPN TUIIIH·I 

. lSI>·' .. ,.,., .k""""e_l :::::: :I?~~\ ;.:\~~~:': ~.::: :,: :,:.,~_~ _" .' 

I "~IWi111 hHHH1('i 

Figure 1 b: VPN over the Internet 

8 • A I'r.llllr.l/ G'lIldf /(J Ilif NIJItI VPN So/III/Oil 
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Figure 1 b, shows the encrypted flow of packets­

referred to as a tunnel in a VPN. The VPN tunnel is 

shown graphically as a line connecting the starting 

point and endpoint of the encryption. While thc tun­

ncl is shown in Figure 1 b and in other Iiter<.\tllre as if 

the tunnel is a fixed path, packets associated with the 

tunnel may take different p,lths, like the ones in Figure 

la. In this example, the endpoints of the VPN tunncl 

arc a clicnt at the user station and a server or gateway 

at a central site. We need software or some other 

device at each end of the tunnel to initiate, authenti­

cate, and terminate a VPN tunnel. In addition to 

encryption, VPN also allows for uscr~ and datu~allthen­

ticution. 

VPN Applications 
A VPN can be used for just about any inlranet 

and e-busincss (extnllwt) application. Examples on the 

following pages illustrate the usc and bCI1(~fits of VPN 

f()r mohil(~ lIs(!r's and for remote acc(~ss to (>Ilterprise 

r(,~S()llrc(~~, for (:ommunications b(:tw(~(~1l 1"(!1ll0(C ofTIces 

and lwadqlHlrters. and for cxtn.In(,~t/c-husin(~ss, 

Rernote Access 

In this ;:Ipplicalion. when not using.a VPN, rnobilc 

and remot(~ lIs(,~rs often usc arHllog (liill-up modems) or 

ISDN swi.tched S(~rvices to connect 1<> a hcadqllart(,~rs 

data ceoWf'. This is shown in figun~ 2a. These connec­

tions al'(' lI~ed to (1('(:(>55 e-mail. (() download film~ anel to 

('x(~CUW o(Ilt'1' tl·aIlS.H:tioos. This typC! of COIHH'c(ioo 

would abo be w)('d hy ~lIlal1 offk('s that do !lot hav(~ a 

1)('l'lllUllt'llt ('Olllll'('licHl to till' ('nl('l'priS(' illl"Hll('t, 

Trrllllfllllt,r (;"I(lr • 9 
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Remote Users 

l 

Data Center 
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,,~j 

'''1" 

"AS 
Firewall 

" [ ( 

Dial. up 

-.",. 

.~ -

Remote Office!. 

Figure 2a: Remote access using switched services 

The cost el~rn(~nts for such an applicatio~ include: 

• Dial-up conm!ction charges, especially for users 

m:lking long-distance connections. 

• A remote ucCcss server (RAS) at the central site to 

handle incoming culls. 

• Technical personnel to support remote users and 

to configure, maint"lin, and support n RAS. 

WHh a VPN, ;IS shown in figure 2b, rCl11o((.' Llsers 

.and hrandl omcc~ s~~t lip cli,lhlP c.:ollrH.'Cliolls to lucal 

ISPs and C(HHlN.'t via the Intt~rnC't to <l VPN server at 

Iw,Hlqunrtcrs. 

VPN h('lll'lils illduch': 

• ElimillalitHl of tIll' RAS. of a.'i.\'o(,j<lIN.1 m()d(~ms, 

.lIld or IN~llIIi(:,,1 SlIPPOI'l co.-as to install. <:oIlJi1~1I1·(~. 

and lI\ililltuill til(' RAS. 

• R{·plnc(,·IlH.·llt of IOIlg-di. .. cal1n· 01' SOO'numbc'!' 

:Wl'\'\(:(· ... with Im'ai ISP (:ollllt,(,·tiollS at 1'(~I1l()H' sih's, 

• A('C(·ss to all t'ot{'I'PI'\S(' (lata anci appli('aliom. (nUl 

ju, .. t t"mall 01' (iI(' II'ansfNs) OVI'j' 11ll' Intcl'IH~t. 

'0 ... I 1'''l(llr.,1 CIIIII" /IIlh" NiGIII VPN .\i'/Ulilll' 

''''~~''''''' 

[ 

... --. 

[ ( [ I 

Data Center 
, 'I'::'";' " " .... 
r ,-, li!:~' 
! : I I , , 

Firewllll 

I 

VPN :~,~! j' - ,; 

Server :~:l:: 

.' '. /.-' j 

( 

ii" /;,. 
I' ::" :,':~ .~~ ~"', 'I 
.E3 ~'8~~~)'/ ... ":::~ 1"-;: Remot~OHlccs 

, " ~.~, --- j, I' w,th 
I' , ,"" -.-~_; I VPNGateways 
lL . ..!. ~-~~~.. ,"" \, ' ) 

".' Internet '" i'~" 
}: __ w~~" "<;" I 

Remote Users 
(VPN Clients) VPN Tunnel 

Figure 2b: Remote access using VPN 

New costs for VPN include: 

• Installation. support. and maintenance of a VPN 
server at the central site and of VPN clients for 

remote users. 

Studi(.~s show that th(~ cost savings in longwdistancc 

ehnrgcs alone pay for the VPN S(!tup costs within a few 

months, and sllbstunlinl rt~currjng savings follow, 

Br-ancll-lo-Branch or B .... ancll-to-Hcadquar·tcl·s 

In figure 3.:\, a bu .... iness hus an intran('l connecting 

remote locations with h(!adqllarters. Each nUllpus has a 

routt'!' (:(m(l(~cting th(, ('<uupus to a hackbone ,'outt'r OVer 

a LAN or WAN link (smaller Il<'twol'ks may not Iwed 

ha(.'kborw l'ouH~rs), A sillgl<.~ rou(('" may h(~ (:()lIIH'(:l<·d to 

both the campus LAN and to tht· ()th('I' CHmpUS(:s with ~I 

WAN 11111(, WAN f'OlIh'I'S al'(~ Iypkally IIwsh·c()nT\(~(.:t('d 

uslllf.: I('as(~d Ihws Of' It FI·,um.· R('lay M'rv\ce. 

Primary ('Ost ('\('nH'lIls 1'01' a hl'i\ll(:il"to·hl'an(:h 

Intnllwt ill(:\u<lt·: 

• R(}ut(~l's. 1>0th (;alllpu~ and h;u:khol1(·. 

• 'l't.'I(·comrnunk:ulon .. sC!l'vlc(!s. In pal't1culnr long 

dt .. Wncc, TIll' C(..)SI of tlu' IntraJl(~1 hnckborw, 

TKIIflUluA.I· CIIM' , 11 
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depending on the traffic volume and geographical 

reach, can run from tens of thousands of dollars a 

month to hundreds of thousands of dollars a 

month. These costs arc especially onerous for 

multiMnational organizations. 

~;. 

"".. 1Ir'-.I' ~~~ 
I Bockbono I 

WAN 

Cilmpu~.4 l~ ~~, Cnmpu5.J 

I'iil-,," . ---'iiI LVJ It... . LVJ 

Figure 3a: Enterprise intra net without VPN 

With a VPN. the intranct backbone WAN is 

replaced by the Internet. This is shown in Figure 3b. 

T,w new costs for this configurati()l) include the dcploy­

nwnt anel mainwnanc:(! of VPN gatc~wClys at remote 

<:,1Il1IHISCS ml(J the d(~pl{)ynwflt and rnainwnancc of a 

VPN SCrv(!f at th(~ Iw;:~dqunrtcrs site. In addition, each 

locntion pays for an Internet connection. 

VPN b(~IH'nts include: 

• Elimination of backbone rmltNS. 

• Elimilllltioll of sysll~m administration, cOl1fiHlInt~ 

lion, and tN:llIlkal .'>uPP0l't for routl'!'S and ('limi­

nation or tIll' need to design and Inalntaln rOllting 

lahh~.,. 

• Elimllliltioll or Inug-dlslaflce \PI'vi{'(~ ... : a ... wilh 111(' 

I'('motc' an:c'ss (:W'i(', this n'sulls in suhstantial sav­

IlIgs, TII(' alllOlll1l of ,,"Hvings d('I)('l1(ls on tl1<' sl~(' 

of till' intrarH'1. 

• HNhH.'lion ill lo!o(·uppol'tllnlty I'ml (ill(' 10 Ilw 

'2 . A PmnJ(i11 GuM, In tlir R/~hI VPN Solllti(11I 

I I ( f I ( ( 

elimination or long provisioning cycles ror long­

distance service and ror international tel.ecommu­

nications services, 

• Most likely. bettcr perrormancc than an intranet 

due to higher speed racilities inside the Internet. 

The migration to VPN could pay ror itself in a few 

months. There would also bc substantial recurring sav­

ings. 

Cnmpus,2 
VPN Golle~?lO] 

/ 

CntcwolY 

Internet 

/ 
Cilmpu'j,·3 

VeN G;~w;,iO] 
Figure 3b: Branch-to-branch and branch-to­

headquarters over VPN 

B2B, B2C, and Extn1l1e, 

Berore the uvailnbility or th(~ Int(~nlCt and VPNs, 
(~I(!(:tronic transacticHls and communications between 

(·nt(~l'J)ris<.~s weJ'(~ pUl'ticulul'ly difficult sin<,'e tht~rc w;u IlO 

standard <?I' common way to l~nabl(' Ilw:;{' communica­

tiollS, 

I\s shown ill Figuf'(' tla, 111('1'(' w(~I'(' IHlllll'l'OUS Iwl· 

worl(S and al'(:hitecllU'(~!> to ('(whit· illtcl'-tOrpol'uh.! com-

11I(~r'C(!. For' (!xampl<', Ilw hankin,.: ilHltlMry has a long 

hl.,tol'Y of ('IN:II'OIIi(' 11'i1lISiH'tioll\ tllllOllg hallks '"HI 

wilh ('C~lIlrilllwtlks, 'TIU' hl'Okl'I'IIV,C' indw.lry, similarly, 

halo spl'(;ial syM('IllS for ('Olllllullli('aling with stock 

{'xdwng('s, WillI S{*ltl('uwnt I>odic's, nlHI with ch'posltory 

('ompanh~s. [II addition, (Iwl'(' wel't' M*vc*ral cu!otom­

Illadc' Iwtwurks with propri<'lw'y tnlll.\acc(ion /'ornHlts 

ror clt'C'tl'Onh: data illt('I'('liangc- (ED I), In SOUl!' casc*s. 

'I;"IIIIIl/IJIY GuMr • 13 

Ii I] I 



I. 

.....\ 
~~ 

I I ( Ii. I; Ii i ( 

corporations or government ugencies set up their own 

standards to execute transactions with their business 

partners and suppliers. Many organizations had to con­

nect with mUltiple ED! networks b~cause of the diverse 

nature of their business. 

These historic appmachcs had numerous draw­

back.Ii: 

• Very expensive to develop since everything is 

tailor-made for one industry. 

• Long dcsigil and deployment time. 

• Inability to adapt to new requirements. 

• Lack of qualified p(~rsonncl for narrowly used 

proprietary sysl(·rns. 

• COUld not be easily extended to new locations and 

custOllwrs. 

• High entry cost for new custolTwrs!mcml)(:rs ::mel 

lost opportunity cost for not being able to partici­

pal\.' in c-(:orTlltwrCl~ with nOr1"lllcnltwrs, 

itO 

Bnnking Notwork(!'.) 

Broker noclflnonciol 
Nl.'twork~ 

Other [01 
Notwork!> 

r:nwqm"o SpeelflG 
1:01 NClIwork 

r'III'pl,I'/" 

Figure 4.: E·Commerce before the Internet and VPN 

TIl(' III\NIIC'I, uf rOUI'M', hw; dHlllg('cI all that. 

Now. ;IIIY ol'gani'l.Htlon 01' illdlvlduilj ('an ('lIguI-W in 

hu~illc'~~ tl'<lIt""i'thul\ 01' otlwl' (;01l1l1ll1ll1",lliOlI\ ill ;1 

\('('un' awl priv"'" 1lIOIflllt'r hy u"iing n VPN OV('I' Iht· 

14 • II l'f.lfrir.1I {;uld, '" rhr /tilth! r/w 5'11111'/011 
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Internet, Figure 4b shows an example of the new envi­

ronment. 

VPN benefits include: 

• Open interfaces; anyone can use it without a 

major initial investment. 

• Fractional cost compared to proprietary networks, 

• WorldWide ubiquity built in: reach any customer 

anywhere without adding infrastructure at those 

sites. 

• Low entry cost. narrowing the opportunity gap 

between large and small enterprises. 

• Rapid deployment. flexibility. ease of modification. 

• Choice of vendors in selecting a solution. 

• Extensive availability of technical personnel and 

expertise, 

lr'lternN 

.. _ ..... _. -::::.-.:.::.:J<::.-..... -. -- ...... . 
''''''P''': . .' ... ··· \ / ....... ''''"pn,,,·G 

VPN 111n1101', 

Figure 4b: E-Business and extranets with VPN 

'I'll(' Ihf'('(~ c'xamph's dhctlsSNI III thh sc'ctlon 

('xplalll (h(~ h('JH'llts and v(~rsiltllil'y or VPN~ for whll~l­

'H-'~S, VPN hns l)('colUc a IH'c·I'Nlul:<.llc· fot' ,\('(:UI'(' corn­

nWITt' (H' for S('C:llre ('OIl)IHUI\i<:a[\olls OV('f IIw Inwl'rwt. 

III Ilw rollowing ... (~ctl()n, tlw Gtlld(~ ('xpJalm w<:hl1olo" 

gll-s umh'I'lying VPN ,mel tlw Hpplicablc..· sN:urlty ~tan­

dal'<is for' VPN~. 

~/II/IIIIIIt}, CIIM, • 15 
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VPN-Technical Concepts and Enabling 

Technologies 

A VPN is essentially a software technique to 

securely route private, un-routable traffic on the public 

Internet. Three functions form the basis of a VPN: 

1. Packet encapsulation ("tunneling") 

2. Encryption 

3. Authentication 

(This section provides an overview of encapsula­

tion, encryption, and authentication techniques 

lIsed in a VPN. Knowing some basic VPN con­

cepts will help the reader later understand trade­

oITs in selecting the right solution.) 

People sometimes consider network Quality of 

SCI"Vicc (QoS) as another VPN requirement. This func­

tion refers to network pCl'formancc, response time, avail­

ability, packet los,,>. etc. However, the irnplcmcntation of 

the network QoS is.a responsibility or the ISPs, and the 

lIS(~f will huve to fnonitor o.nd manage QoS for any 
VPN that span ... multiple service providers, Auaining 
<m(Ho"cnd QoS is'l cornpl(~x task for the ISPs and, 

be ... idcs technology, <1lso requires ugrcenwnts urnong lSI's 
Oil QoS paran"wtcrs, While there arc some VPN prod­

tI(:I~ Ihat claim QoS implmm~ntalioll through Ow ellS­

t(Hn(~I"pn~l1list- (!qllipm(~llt. Ill(!."(~ clcvi<:(~s hav{! no impact 

011 tilt' network QoS, Tht-y (!sscnti:.lIly manage ("ame 

pl'iol'iCit·s through qllt!uing 1l\(!(:hanisllls Ihat ('oJ1tml tlw 

n-h~a.o;(! of plH'kt-IS to Iht' nNwf)l'k, While (his may h(~ an 

hnpo"I'IllI (;on.o;id(·,'alicHl fol' SOIlH' (.'\ISlOuwI'S (with 

Itlldl'r"t:l1padty 1'()1IWI'S and ]ow·sp('cd links), this QuS 
has lIo(hi'~g to do with el\cl-IO'-(!IHI 1I(~lw()l'k It-vel Q()S, 
IlIslC'ad, if QoS is ,Ill impl>l'tanl (cl'IINIOIl for VPN s(!i(!('· 

lioll, il's oflc~n IwSl to a('wally M·I"' ... III' tll(! QuS r('quil'(~· 

I1lC!llI from tlw VPN l'(·quirc·llH'nt. ... Illu~ ohlHinillg tile 

maximulll n('xihillty while· still gu;u';uit('(!il1g thl' M!l'vic(' 

h-wL .. 1I('('<I('d, FOI' (·xarnpl(.., Ir QoS 1\ Important. scl(~('( " 

16 • A P,.mkill CuM, '(I 'lif NiG/if tl/W Sallil/Oll 
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single ISP that can provide an adequate SLA for net M 

work performance, and then select the most cost-effec­

tive, manageable. and flexible VPN solution s~parately. 

The Scope of Encapsulation and 
Encryption 

Figure 5 shows general layout of an IP packet. 

Each part of the IP packet has security exposures if 
scnt in the" clear" over the Internet. 

'.~ " 1P-.ftead";J-·:<' :.; Other Hender 
; ~. ::;::1'::~ .. :>" 

1 
Source lind 
destination 
nddresses. 

oUlCr in/ormatIon 

1 
Information 

useful to hackers 

User Dolt" 

1 
Passwords, user JOs. 

credll co1fd inform.1tlon. 
conf,dentl,ll Informiltion, 

,111 Oillcr dilt" 

Figure 5: IP packet and security threats 

1. IP Header: Among other informmion, it 

includes addrcss(!s of tlw sour'c{~ and d(~stination 

of the p:Ctckct. By (!<lpturing tlW5C addrc,'i:~i:(~S. a 

hnckcr can learn ttw address(!s ()r target servers 

<UlCl try to set lip unauthorized cornmuni{:atiotls 

with tfWUl, A hacker CUll abo learn the l.Hldn~sscs 

of authorized use,'s and use thes(~ addr<-'ss(~s to 

<tet ;:IS ,m authorizNI lIs{~r, 

We can {!m:rypt tl\{! addr'{'~ses hut that crc:at(~.o; a 

proi)lem on the Intl'I"IH:t b{-c.:ml~{~ routers look at 

tlwst~ ad(Ir'(~SM!S {() route pa(:ket~ to (Iwi!' corn-ct 

d('slinatioll~, Wl! will lIP(~ how (·Il(·ap.o;ulatioll 

s()lv{'~ tltis probl('Ill, 

'i'ul1lH'1 Mode: Wht'll the' II' Iwade'" .. bow I ... 

{'IHT.YPtNI allei h (:IH'apsulat('d III ilfHHlu'l' IP 
h(';l<h·l'. til(-' mod(' of 1l'allSlllis ... lon Ir. I'dc'rfC~d 10 

a~ til(' Itllilltd flwcl(' III tlt(, If> S{'('UI'IIY (lPSc'c) 
.. tnll(/;u'(I. 
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2. Other Headers and User D~lta: Other headers 

contain information us(~d by hackers to attack an 

enterprise's Web sites and. therefore, must be 

encrypted before traveling over the Internet. 

The User Data part of the packet, of course, 

contains not only all of an organization's busi­

ness datu but also its user IDs and pnsswords. 

Thus, we need to encrypt the entire packet when 

transmitting packets over the Internet. 

Encryption Concepts 
Virtual priv(ltc networks ensure the privacy of 

information by lIsing encryption. Encryption is a tech­

nique for scrambling and unscrambling information. 

The scrambled information is called ciphcl'-tcxt and 

tlH~ unscrambled infofrmHion is coiled clear-text. 

In a VPN, wll('11 information is sent from one loca­

tion to another', the VPN Gateway tit the sending loc;:'­

HOn pul1.s information ofT the LAN <.lncl (~ncrypts the 

infornmtion into dplwr·tcxt bdorc.' sending. the 

tmct'ypH~d infonnation on the Intcrrwt, The VPN 

GMt'way at the f<'C:eivil1g location de('rypls th(~ infol'­

nHHion inl<> clt'"r'I\'xl :lIld puts the clt'CI'yptcc! informa­

lion Oil tht~ LAN, 
It US(HtlO Iw that em:I''yption W'1S Illacl(~ sec\ll'(~ by 

k('('pillg till' l'nl'l'yptioll algorithm l.\ SN'I'('I. TIlt' proh­

lt'lll with this ;:lppro;l<:h is thaI ()lH.:l~ SOIlWOIlC cl'm:ks 11ll! 

aif,:orilhm, Ihlll p('rsoll IHls l1('C(~SS to alilhe' infol'lllOltloll 

Ilult has CVl'r' hc"l'n ('IKrypte'<! with tlml 11lgorilhlll. 

Flll'thl!I'UHH'(·. sllIt:(· Ill(' ('Il<:l'yptiOIl ,,]/.:o!'ltllll1 Is a 

W(:I'{'t, It's h'II'd to {(·II how good the 111J,;ol'llhlll b 

h(·(:m!M..' only u h·w IH'Oph' tl·~t It. 

Tuday, t!IH:r'yplioll algorithm, .. ar'(' puhlislw<l so 111m 

t:VC'!'Yorl(' kn()w~ how tlH''y wo!'k, Popular' pllhllsll('d 

('!K!'yptlc)1l aIW"'illlln" hl~'h!d(' III(' Data EIl('f'YPlioll 

SI:IIHlard (DES) alld Bluwfi",h, II' till' algorithm i,,,,,,'1 

M'cret, huw nf(~ :.:NTNs kC'pl? The answ(~r is k('Ys, 

'8 • Ill'r.J(/i(,I/ Coislr /a /lI' NiX/II IIPN So/u/hlll 
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Keys 
A key is a secret code that is used by the, encryp­

tion algorithm to create a unique version of the cipher­

text. One way to think about it is that the encryption 

method is like a combination lock that is purchased at 

the hardware store and the key is the combination lhat 

comes with that lock, Even though many buyers each 

purchase the same lock, it doesn't mean that they have 

access to each other's tool shed. 

So security is no longer dependent upon keeping 

the encryption algorithm a secret; it now depends on 

keeping the key a secret. 

Key Lengths 

When working with well-known encryption algo­

rithms the security strength depends on the length of 

the keys used. An 8-bit key provides 256 combinations 

(two to the eighth power). A 16-bit key provides 65,536 

combinations (two to the sixteenth power), And so on. 

With it 16-bit k(~y. someone could make 65,536 
.1{tempts bef()rc~ I1l1ding the combination tlUlt would 

unlock his/her cipher-text. With people. this would be 

impractical. but with computers, it wouldn't tnkl: long 

to run through the possible combinations, Many VPN 

products usc 168~l>it keys to encrypt duttl, A IG8-bit 

key crca"" 37 t 114.4 19, 156.111.000,000,000,000,000, 
000,000,000,000,000,000,000 possible combinations. 

EV(!Il fast computers would t"kl~ ycal's to try all tlws(', 

StilI, it's not (~nough to us(~ long keys, /\s with tlw 

(~I1(.:rypll()11 algorithm. Ollec.· SOIU(:()IH' hus the: k(·y. 

Iw/shc 11m Heel'SS to allihe inl'()I'matioll that has (~v(:r 

hl'{'1\ ('nc:rypINI wilh II. 1~II't\1I1aH·I,Y. with k('y~. 011<' (::11) 

l'OUlhwly (:hanJ.:<' til(! k(·y ~o that (:V('II if SOI1H'OIW hus 

the l(('y, It would only Iw usdul for dphcl'-u~xt (m('l'ypt­

Nt with that kc'y, TIl<' 1c~llgth of tluw a k(lY i:'t us(~d is 

tull('(1 a crypto"r)(!f'iod, 

T,.('/lI/ulaG-' (J'lIltIr • '9 
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Symmetrical or Private Keys 

When the sam,e key is used both to encrypt and to 

decrypt information, the key is called a symmetrical 

key. Symmetrical keys require users of a VPN to pos· 

sess (share) the same key at each cnd of the connec­

tion. Because the key is shared, symmetrical keys arc 

frequently referred to as shared secrets, As the name 

suggests, these keys work as long as it is only the 

authorized parties who know the key. These parties 

take the appropriate steps to keep the key secret. One 
of the problems with secret keys is distrihuting them to 

authorized users. Obviously, these keys cannot be sent 

over the Internet because of the public nature of the 

Internet. 

Asynunctr'icu) or' Public Keys 

Another class of keys allows information to bc 

cncrypted with OIlC key .. mel decrypted with a diffcl'cnt 

key. Information (.!ncI'ypWd with the first k'~y cannot be 

d(~cryptcd with the same key and vice vcrsu, Thcse key­

pHil'S arc called asymmetrical keys, 

With usymml~tric .. lI keys, one key is called the pub­

lic: key and the oth(!I' is called tlU! private key, The pub­

lic k<.'y is mud<.' availilbh! to anyone-it is Ilot secrct. 

TII(~ pl'ivute k(·y is seen!! and it is only known by its 

()Wr1l~r, If sonw(},w wants to s(!nd infor'mation that only 

all Inl(~lI(ll'd pc'r'son l'''tIl sm', Ill(' information b l'lleryp!­

cd wdng Ih,' Hu'gl't's public k(~y, TI1:'11 private kny has 

tilt! proP(~I'ty that only it can dl!Uypt III(! <'iplwr'-t(!xt 

neatcd using Ilw puhli(' kl'Y! 

On tlw OIp sidt~, if i.I w;t~r wants W hI.' Ct'l'Win that 

a IIH:SS:;'l{c was fnHlI a known pCI'son, IIw IlIcssag(~ 

would huv(! Iwen ('IH-'l'yptNI using a p!'lvatl' k(~y. TIH' 

nH','.sagl' Is tll(~n d('c;rypll'd w'iltll{ tlw pllhlk IWy. If Ow 

IlWSSHg(' cI('(~r'ypts (;CH'f'<'(:tly, It mw,t Iwv(' ('OItH' rrom 

tht· orlglnlltor. 

Asyrnmctri<:al IH·y, .. gc~t \IS .u'uuncl having to dl.'>tl'ib­

ut~ .111(1 IllIHUtg<' SN'rt" kc~ys, 
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Authentication Concepts 
Authentication answers the question 

"Are you really who you say you are? 

There are two types of authentication: 

--I 

User/System authcntication and data authentication, 

User/System Authentication: This is the way of 

verifying that the person or system is indeed who the 

person or system claims to be. A COmmon technique 

for authentication is for each side to "challenge" the 

other side by sending a random number. The chnl­

lenged side returns a value to the challengcr by 

encrypling the nmdorn numb(~r using a key thut should 

only be known to the challenged side. The challenger 

dccrypts the returned value and if the decrypted value 

matches the original random number, the challenged 

party is treated as authentic. 

Dala Authenlication: This verifies thut a packet 

has not been altered during its trip over the IInc,'nct. A 
typical tcchnique is rOl' tile! s(~ndcr to <:alculatc a nwn­

ber. called a hash, based on the data content and to 

.append lh(,.~ hash to Ihe datn packet. This is done pdor 

to encryption. The I'(~cciver decrypts thl) packet. The 

I'(~ceiver then calcul<ltcs the hash indepl~nd(~lltly and 

compares this I'cceiv(~r-calclllatl~d hash wilh tlw hash 

app(~ndcd to Ilw dmu. II' the two ha ... IH~s do nOI match 

('xactly. tfw data was aiten!d :'H1d the l'e<"eiv(")r rejects it. 

The h.ash is (~akulawd using a mathematical function 

c<lll(,.~d i.l h;lsh function, Ha.sh fullction .... hav(~ th(.' proP<'I'M 

ty thai Ilwy spit out a Ililiquc IlUrnlWI' ("hash") f()1' (~ach 

ulliqm: bil stf'ing that is r(~d into thc~ll1. 

Encryption Algorithms 
TIlt' Dam Em:l'yplioll SWn<ial'd (DES) i .... " C()IIl' 

Inouly u\(!d and tllol'Oughly tc:~IC'd C'IlC.'I''yptioll algo· 

l'ithm, TIle' DES sy ... tc·Jn liM'S 56'l>il ... ymnH'tl'k kc'ys to 

C!IWl'ypt (/;Ita ill 61·bit hloc!<:'io, Tilc' 5G"hit kl''y pl'Ovid(!~ 

72.057.594.037.927.900 1)("\11>1<- ,-(),,,l>llIallom. A I",r· 

Tffllll{J/II/t} G~lirlr • 21 

..... -t -t 



It I I 

.,e:. 
~ 

I I Ii. I I I 

sonal computer would take about 20 years to run 

through this many combinations. However, an organi,­

zation with millions of dollars worth of computers 

could run through this many combinations in about 12 
seconds. So DES makes information safe from casual 

attncks by hackers. but not from a focused attack by a 

well-funded organi:7.ution. 

56·bit key 

!.>{I:\.J~·"":,,.'{; 
Ctr:(lr·tr:~t -r;;§~'?~:iT* Cipher.tex! 

Figure 6: DES with 56·bit key 

Triple-Pass DES is a DES system that encrypts 

informt:ltion multiple time:'). With triple-pass DES, the 

data is encrypted once using a 56-bit key. The resulting 

cipher-text is then decrypted using a second 56-bit key. 

This results in clear-tc"xl that doesn't look anything like 

wlwt was originally (·ncl'ypwd. Fimtlly. t he data is re­

encryptt!d using tlw first kcy. This tt!chniquc of 

(.'Ilcrypting. decrypting .md encrypting is "cfcrred to ,lS 

EDE, It eff<!ctiv\.ly irwn"lsl~S tl1(~ kt~y ll~ngth from 56-
bits to 112-bits, 

3DES is an CIl(.'''yptiOIl algorithm that provides 
b4..'ttt~l· s(~curity tholn tdplc-pass DES. With 3DES, the 

data is t't1cryptcd. dt'CI',Yptcd and tmtl'yptcc! again 

(EDE). but with IIII'N' <iiffl!I't'nt k"ys, This l'l:sults in an 

l'ff('(:tivl' kt'Y'h'ngth of I G8·bits. 

SG,bll kl'Y" ~,(i bll ~t'Y 1'/ ~G·t)11 kl~Y'~ 

I I I 
<:'I·,U.II'~t _ rncrYPI _ O,'cryPI _ F,ncrYPI_ (;lptll'r'1f!~t 

Figure 7: 3DES with 56·bit key yielding elfective key 
length of 168·bits 
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VPN Protocols 
This Guide has referenced the IPSec protocol as 

the Internet standard protocol for tunneling. encryp­

tion and authentication. IPSec is widely supported as 

the protocol for VPN implementations. There are two 

other protocols, available as alternatives to IPSec. 

These two protocols were developed as tactical solu­

tions while the IPSec protocol was being developed. 

IPSec is widely availnble now but the other protocols 

are still used. Each of the three protocols is discussed 

below: 

1. IP Security (IPSec) 
IPSec is the security standard for the Internet. It 

allows for encryption and authentication. The general 

layout of IPSec-(~ncodcd packcts is shown in Figur(~ 8, 

1. T r /lMpo.t MOdI! 
r""yptrd P"'yIO.ld 

IPtlcullr' IPSl,(: Ji!.'lIdl" TCP/UOP ... 

2. hlfUl('! Mod.,: 
E""YIH(!d PllylOlld 

Outel U·II~~IJ<.'f IPSo:c,t .. lldl'l ,"...." Htlodll' TCP/UOP .. 

Figure 8: Encryption modes for IPSec 

As shoWII in f'igul'(' 8, IPSec ddilws two m()d(~ ... of 

('llcl'yptlon: tl'allsport modc.· unci tunnel mode. In trans­

IH)I·t mode, tlH' or'iginal SOlIl'C(~ and (h'stinacioll uddl'{:ss­

('s of til(! Iwa(h~I' aI'(' us\,d and ill'(' not ellcrypted. This 

make's tl'.msport modc~ tlppl'Oprli.lw fol' usc OVC'I' a LAN. 
'}'lIl1lHd JIl()d{~ is m()l'(~ appl'Opl'iat(· for tlS(' OV(l1' the 

Jntel'll(~t. In PUl'tklllar\ IUI1II('I 11l0d{' 1H'l'mhs til(' fOllt· 

ing of normally lIn"I'uutahlc pdv.,((· ,,<I<.II'(' . .,S('''' over tJw 

pll1>lI(.' InWrIlN. In hmh <:U'lt.'S, tIl(! IPS(~<;: hNHJe'r (!()n~ 

lalns uutlwnticutloll infof'mntlon and olh(!I' infor'ma(lon 

Il('c'<iNI to clNTypl (lit' pack(·!. 
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2. Layer 2 T"nneling Protocol (L2TP) 
L2TP was developed to mc.rgc two carlier proto~ 

cols, the Layer 2 Forwarding (L2F) protocol and the 
Point-to-Point T unncling Protocol (PPTP). L2TP is a 
protocol for putting a wrapping on non~Internet proto" 
cols such as IPX, SNA and Apple Talk, in an IP enYe­
lope, for encryption pw'poscs. By itself, L2TP docs not 
provide an encryption function and L2TP depends on 
IPScc (or some other scheme) for encryption. 

3. Point to POint Tunneling Protocol (PPTP) 
PPTP is a Microsoft proprietary encryption and 

authentication protocol. PPTP was supposed to hav(~ 
been replaced by L2TP. but Microsoft retains PPTP as 
its wny of supporting VPNs in Microsoft Windows 
"mducts. PPTP uses RSA instead of DES or 3DES for 
encryption. RSA is a w(~akcr security algorithm than 
IPScc's 3DES. 

Or the thrc<.' protocols, IPScc, besides being the 
Internet st,uldUI'd for tunneling. encryption and 
aUlhcntic~Hion. has the most industry nlOnlCntlllll and 
is implcmcnwd by tll<.· grcutcst numher of vendors, 
There are numerous IPSec implementations aV(lilablc 
for all Window, .. enVirOnll1<.'uts. This Guid(~ n~C()fnM 
mends IPSec as Ow pn.·ferrod PI'uloc;O) fOl' irnpl(~I1HmtM 
ing VPNs. 

What it all Means 
Whih' s('lccrlllg and implementing a VPN solution. 

a ust:r may gee inv()lv('<! In selecting keys ancl elleryp' 
(!em nl,,:orilhlll,\:. AI 11 llIinimUIll. tlH'Y klJow the k('y 
type's Hnc! cl1cI'YfHlon algol'ilhl1ls ,"lIPpOl'H~cI by a pl'Od­
ll(:L Snow produ(~t. .. 1'('(llIin' gn'at illvolWliWrH and 
fl,'C'a! ('xpl'l'ti, .. (, III s('('tU'ity dc'tllll\, Lal'j-W IHI!.ilW,\:S(~,\ htlV(' 
c'olllph:x se(~ud{y n~qllil'c'lIlt'fI(,~ ;lIld IIH'Y IWlidit fl'onl 
Ihc' ability 10 (,1J~fOllll ... c· .1Ilel M'I c'vc'''y dc'lall. Mo,~t small 
und 1Il(~diulll'~I:t.C'C1 hw.ill<-'~\(',\ do lwl haw llao IWNI. till' 
1Il()lU'Y, IIw ,\kllls. OJ' IIIC' time: 10 twc'ak ~~\I~'I'y IW,\sil.>lc, 
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VPN security setting, These businesses often prefer a 
solution that shields thern from th(~ internal <,>perCltion 
of encryption algorithms and key structures, 

With expanding business relationships. even small­
er companies want to IHIVe eMblisiness links with the 
broadest set of partners, And they want an easy way to 
do this. The solution these businesses pick should not 
require them to have certain types of network equip­
ment (like firewalls and routers) and should not specify 
the type of Internet connecti<ms they usc or requirc 
them to usc a pal'ticulClr ISP. 

VPN Implementation 
Alternatives 

There arc many VPN solutions available, They 
cover a I'nngc of pdceMpcrformanc.:e. of cap<H;ity. and ()f 
instnUation and conOglll"<ltion complexity. Sinc(~ VPN,'i 
m'c relatively Hew, the way of <:olllpilring products llnd 
Sollilions is not m.atlll"(~ either', To pfOvide a franww()rk 
for c~valuating VPNs. this Cuidt~ divides VPNs illio Ow 
following cat(,~gol'i(~s: 

1, Traditional or h:gacy VPN pl'oducts 

2. Outsotll'c:(td VPNs 

3, Low-(~nd VPN/lir'('wall i>l'()cluCI~ 

4. P{)int~and·Clh:k VPN servi(;es 

Traditional or legacy VPN Products 
Mo,\! 11r.sl ~~('IH"'illiOIl VPN pn)(IUl~I.\ fall ill Ihi,,, ('ai' 

('W)l'y-",Tfw VPN fUllclio/l h typic'lally an ;,dd-oll 1<> ;J 

t'()lIt(~I'. 10 a I,AN \wilCh, or 10 ;, lin'wall. TIH!Sl~ ill('/lI<1c' 

protlUI'I" f!'OIiI V('IHlor,\ \UC'1l i\\ I ,U(,j'llt, Ci~C(), NorlC'l, 
and CIIt'{'kpoiru, TIlt",," pl'Odll('t~ ;lr{' (}plimiO';NJ for 
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large businesses. When such a customer adds VPN 
functionality it often means an upgrade to a new 

router/switch/firewall model that supports VPN as an 

add·on feature. OnCl! the customer buys the right 

model, the customer then physically installs and logj· 

cally configures the router/switch/firewall. The cus­

tomer then config\Jres VPN configurations Clt central 

and at remote sites and for mobile and remote users. 

The legacy VPN products category includes PC­

based (VVindows and Linux) software solutions targeted 

at smaller users .. For these, a user installs the operating 

system and the networking support and then installs 

and configures the VPN support. Configuring the VPN 
support means defining security policies and key strUC R 

IUr(!S for VPN gtJlcways ~H1d clients for mobile and 

rcrnolc uscrs, 

These VPN solutions need slgnificm1t experlise 10 

design, install, operatc, slippor't, and maintain, 

Outsourced VPNs 

Ther(~ ,lre three subc"i1lt!gorics: 

I, VPN st~rvi{'{~ rrolll all ISP en NSP 

2, M.magcd VPN Sl'l'vkc froUl ~I rcsl!lIeri solution 

provld(~I' 

3, C()llslllt'IIII/Systell1~ Intl~gr<llor ... ' VPN ill1plt:nl(:ll-

tallon St'I'vkt'S 

VPN Sl'I'Vi<:<-'S I'I'OIlI til) lSI' ()t' NSP 
Mol't~ ;'Illd 11101'(' ISPs and lu.'(w",'I( M'I'Vi(:l'S 

provider's (NSPs) an' IU'ovldluH VPNs as a s('l'vkc', With 

a nHlIlal,~('d ."(','vi<'l' ol'l'(·,'III1{. the _"('I'vl('l' ('()ml)()lW'II~ 

illl:ludt' IO"[<llIa[ioll ur St"'W"S, Installation or <:I1t-ots 

and Ollg()jll~: tN'lmkal ~UPP(H't. Ttl<' C'ustofll('r bi 

illvolwd with cit.'llnlllg 't't'lIrlty p()lIch.'~ and with 11\(' 

(lvl-rilll VPN clt'sign, 
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An important issue here is the availability of the 

managed VPN service in all the geographic ~reas 

where a customer wants to deploy their VPN. For 

example. regional Bell companies typically limit cover­

age to their operational and highRspeed access 

providers, This may impose technological limitations. 

A DSL-based provider would exclude cable-users and 

vice versa. For example. AT&T's broadband accessR 

services are based on cable-TV and most regional telcR 

phone companies and other providers are based on 

DSL. These restrictions could force one to use multiple 

service providers, each with its own systems administra­

tion. configuration, ordering. provisioning. and techni­

cal support. The customer would be responsible for 

identifying and resolving interopcrability. For example, 

if one goes with a DSLRbased ISP. how do employees 

with cable modems access the VPN? And with multiple 

ISPs one has to manage intcroperability among the 

service providers. 

Giv(~n the internal cost structure of these service 

providers, their services tend to be on tht~ high end of 

the VPN price range and their s~rviccs t(~Jl(1 to focus 

on I~'rgc customers. ISPs anel NSPs are not known for 

rapidly adopting new (!chnologics or ror- rapidly 

"csponding to changing customer ne(~ds. 

Managed VPN Ser'vic(~ fn>rn a Res('I1<H'/ 

Solutioll P."ovidc,· 

These solution provid<m. packag(' :wl'vkcs fforn 

Illuillpl<! "'(','vk(-' pl'ovid("'~ to pJ'ovld(' It ~olutioll COVC,'R 

Iflg all w'oH"aphlcal af'(~ns. While tlws(' pl'Ovldl'r's om'r 

rnor'c~ nNdbillty Ihall it ~lngl(' ISP/NSP ~oltltl()n, the 

rH(~t "(>fllltln~ that 110 slnRh' :\;olutlon pr'ovldc'" (~()v(~rs all 

p()~:-.lhl(' gl'ogl'aphk I()(:ations, C()V(~".\ [Ii<' bmud ranw' 

of ~HTC'''~ t('(')lIlOlogh'.'i ami OMllltalos fC!a'iOllHbl<: cost. 

Co",t, avail.d)i1ity in all d(-~In~d locations, and technical 

:o.:uppOf't ;:'rc the crit(~r"\ for ('valwHing Ihc'!w toWI servR 

ic{\ ~()Iutl()n providers. 

'TN bllulWfJ CII"'" • 27 

I [ I 



... .-. 

~ , 

-I t .. I. -I. .. I I 

Consultant/System.s Integrators' VPN 

Implementation Services 

-I. 

An enterprise may build their own VPN buying 

professional services from systems int<~grators and con M 

sultants. There arc three phases in VPN deployment: 

1. Needs-analysis, product evaluation and selection 

2. Initial VPN design. configuration and rollout 

3. Ongoing technical support 

A business may OlltSOUfCC onc or more of these 

phases. The cost of doing this and the number of new 

Cfnployccs needed depends on the nurnbcr of tasks 

outsourccd. Small and medium-sized enterprises 

should contract all lhrc(! phases. This could lead to 

high recurring charges for VPN deployment. There is 

also the challenge of finding the right (:onsultantls.Ys­

terns in(~gra(or for Ow technology to be implemcnted, 

Low-end VPN/Firewall Appliances 
L()w-(~11(1 VPN firt!wall appli~mc(~s an~ d{'signed for 

srnall and medium-sized busilu~ssc.s Clnd an~ pUI'l)Os(~­

huill (d(~dic;:"(,'(1 to VPN gateway function). Thc.s(~ 

appliall(:cs IlHly lIS(~ PC processors or specialized 

pI'O('(~ssors, Operating sysl(~ms may 1)(' Minosoft 

Windows. Ul1ix/Linllx 01' a proprit'lmy Opt'rating SY5-

!t'IIl. T,lt'~w appliall(:<"s may incorpol':lw co-proc('ssor's 

for' ()ff-Ioading the ('Il('ryption function to a separ<:att: 

('hip, 

TIH's(' d('vi<.;('!l an~ (:'III(:cI :lppll:'lIlt:t'S (hI(' to tlwit' 

stan<ialolH' 1l1ltur('. 1,low('VN, thl'.'H' appllallC'('s ~IIII hav(' 

10 b{' {'unfip,w'Nl aile! malntallwd wilh Iht' .... nil' h'wl ()f 

I't"":()\II'(:('!l w~ Il'00ciiti(lIlal VPN {h·vln's. ')"WM' appllal\(:('s 

IlWY InC'll"h' additional i'ulI('liorl!l ~tI('h a~ a fil'c'w;111. 

iIH'f'('lIsl'Ig tIH'!r ('()lHph'xily, I\ppllnn('(' VPN I)()x('~ arc' 

~itllph'l' Ihilll mutt'!' 01' Cin'wall·I,>:iM'd VPN,\ alld. tlwl'('· 

rOf(', may Iw Ie· ..... prOfw W prnhl('m~, (,,, .. i('I' 10 dlagnosp 
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and require less technical support. The recurring-costs 

model for appliances is similar to the cost model for 

traditional VPN products, Many appliance designs are 

based on proprietary chips and could run into future 

scalability problems due to the high cost ~Hld long 

development cycles for new chips, 

Point-and-Click VPN Services 
This is a rclatively new category among VPN solu­

tions_ This solution is independent of the ISP nnd 

<lllows customers to usc existing equipment or generic 

PCs as the hardware, One exarnplc of a scrvice 

provider who delivers such solutions is Open Reach, 

The key characteristic of this solution is that the 

customer docs not h<lve to get involved in designing, 

configuring, and supporting thc VPN, 
To deploy a VPN with this approach. for example, 

the customcr simply logs onto the service providcr's 

Web sitc and registers basic infor'ln<ttiol1 about cueh 

site tlmt is to be part of the VPN (such ,IS site name 

nnd IP addrcss), Tlw Network Op(~r'Htions Ccntcr th(:n 

autornatically creutes uppropriate VPN configurations 

based on the lIserMprovicll~d information and downloads 

this illfornmtion to a noppy disk that (;an be: insWIl(~<1 

Oil <'1 PC at (~ach IOC<'ltioll. TI\(~ U,'W" ~irnply plugs the 

diskt'ttc at each ,~ih~ in <I standard PC. rpboots, and now 

Iws a VPN gateway tlHlt alitolllOltically 1:(~gis((!rS itself 

with the N(!lwork Op(:ratiorls C('IlWI'. The VPN 

iHlministr:ltol' 01' u,\('r can tlWII ~impl'y 1I,\(~ II Web 

hrOWM'!' to "l)oillt alHl dkk" tl)(~ C()111H'(,tiOllS amollt: 

tll(, l'('ght<'l't'Ci VPN gatt'way.s, flH'I'j'hy ('!'t"lIing ... N:un·, 

tl'allspa"{'nt IPSt,C t\llllH't,., ;\1110111{ ('"ch 1'('11101\' Im-alioll. 

In addition, till" ~()Itlti()n providt'l' II~('" a W(,J)"I)i\~{'d 

('01111'01 ('('111('1' that moni(()I"" til{' lu'allil of VPN gtlt(~" 
wa'y~ alld providt" {('('hnk"l ~lIpp()rl for' iiI(' ('II, .. tOIl)(',', 

Tlw ('\I~I()lII('1' dilla dew .. IW{ Ilow 11"'(Hlgll til<' vI·odol'\. 

Iwtwol'k (·oIH .. ol C('ut,-' .. , but din'('lIy 1H'lwc'('n til(' 1'('1110((> 

lunlt/olls .. \ I\C'NINI. TIl(' nl\WIIH'1' hilling jo. 1>" ... ('(1 on 
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the bandwidth r<~qllired for the VPN connection {i.e .• 

cable modem, DSL, Tl. etc.} Since this type of solu~ 

tion uses standard pes ~H1d free software, there is 

essentially no up-front investment required, and thus 

the potential risk is significantly less than many other 

types of VPN solutions, In addition, unlike most out­

sourced VPNs, "point and click" VPNs arc not tied to 

a single service providef, allowing customers to mix 

and match Internet access types anel ISPs (cablc 

modems and DSL, for example). 

Key Features and Cost 
Elements for a VPN Solution 

Tlwrc arc two sets of criteria for evaluating VPN 
solutions: basic VPN functions and total cost of owner­

ship (TCO). The busic VPN functions ,.rc for c()mp~lr­

ing products b"lscc! on current Wchnical requirements, 

However. tlll~ TeO criteria show long-term cost differ" 

l'nces of one solution over (h~ othel'. 

Functional Evaluation 
'r~lblt,' 1 list .. criteria fol' function .. ()f :.t VPN solution, 

S{'('\II'it,Y 

IPSt'C SUPP!)!'t: Is IPSec IIH.' prilililry ~t'nll'ity pro­
tocol SUPI)()I'h"d'? If I PSt'(' I. .. flot suppOI'tt'd, IIWI'(' may 

1)(' fOhll'(' dif'ncultit .... illh'l'Op('l'alin~: with IOC'Olllolis :111<1 

hll,llw~.\t's u ... lnp, JnlNlwl slilll(lal'(1 IlI·()I()(·()I~. /\tlt'lltJOU 

should ht· glvc'o 10 f'llllll'(' IO(',lliofls and c"husirH',"'" ,,[In­

'It'r~. 

ElI.;t· of I<t'Y Manng,c'Illt'l1t: /\1"(.' Ill(' tYIW\ of k('y,", 

alllllt'lllk;ltioll tc·t'hnjqtw~ wwd illld IllI'il' H\,IIH1I-!c'nwnt 

cOlllpatihle' with IIIC' ('\1\10111('1'\ "N'tII'ity oh,lC'<'lIv( .... ? If j\ 

lIsc'r hn~ 10 dNll with dC'slgn nnd nHlllilgl'uwnt or kl'Y 

-.--------
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distribution, the solution may require technical person~ 

nel to support it. 3DES should be considered the miniw 

mum acceptable encryption level. 

Performance 

Packet Throughput Capacity: This is the capacity 

and performance data for the device. Another number 

often included in product specifications is the number 

of tunnels handled by the device. The theoretical numw 

ber of tunnels handled by a device is typically very 

large but is not very useful in assessing the performw 

ance of the device. Packet throughput capacity, rather 

than the number of tunnels, is the true measure of a 

device's performance. 

Availability and Reliability: The device or service 

should be reliable enough to provide 99.9% or higher 

availability. 

Hardware vs. Software Encryption: Encryption 

can be pcrronned either through software or through 

hardware. While this is often considered impor'lant, il 

docs not provide a dil'cct measurc of n product's perw 

f'ormance. Look inswud at tht! pmduc[ 's packN 

throughput capacity. 

Securi 
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Solution 1 Solution 2 Solution 3 

Platform Type 

Hardware/Appliance 

Add·on Feature to FifCW(lU or 
Router/Switch 

Operation and Management 

Web·based Management System 

Management Reports 
'-

Table 1: Functional criteria for selecting 
a VPN solution 

Intcropcrability 

Docs the solution interoperate with any existing 

firewall that a customer might have? This will provide 

a secure mechanism for interoperating with current 

and future business partners. 

Access/Connectivity: Docs the solution handle a 

variety of connectivity choices. including dial-up. 

Icased lint~. TI/EI. DSL. ~md cablc to mod a cus­

tOHler's current and future needs? For many customers, 

wireless access is already itnportant as well. The soll!­

lif;)f'I dm5cn I'nust be ne"iblc enough to support th(~ 

tYPe!:. or Internet connectivity technology ~\ customer 

l1t.~cds at each location, and whatever type or connec­

tivity ((~dmology thl' ('ustonl<!,' envisions de.~ploying in 

tlw flltUI'(~, 

Sl','vice Cove."·ng(~ 

This iss~w upplles to VPN ~\s a scrvlc~ f"om 

lSl's/NSPs, ,Hld Wlnl SNV!ct' solution provl<i('I'S, Is tltt,· 

VPN si~f'vic(' available.' in l~V(~I'y Im:atlol1 Whl~I'(' til<' C\lS­

tcmU'!' is (:()I1e1lf(~tlflg l)US!rH'SS (H' plall.'t to c:onduc:t busl­

IIC'SS, 'Illel in C'Vl"'y locntion wllt'I'(' Ill(' cuslOIlWI' hils 

IHII'tlWI'S 01' potc'ntinl P;II'tIH'I'~? 'I'll(' SC'l'Vi<:C' It-vc'ls and 

the time that it tak"s 10 mak(! additions and (:h;:HlI'~PS 10 

the s(!l'vic(' should bc' ('oll'tisl<-'nt with Ih(' (:\I~tonwJ",\ 

I)usilwss ol)J<'c.:tlvcs, 
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Platform Type 

Hardware/Appliance: Is the internal harciware 

architecture transparent to the user? PC-based network 

appliances are not the same as an ordinary PC. Do not 

assume, for example, that one could employ a generic 

PC as a backup device for a PC~based network appli­

ance. Also, the economics of scale of a generic PC arc 

vastly different from that of a PC~based VPN appliance, 

Add-on Feature to Router/Switch/Firewall: If 

VPN is an add~on feature to an existing platform, the 

reliability and the performance record of the platform 

should be known to the customer. This option allows 

the usc of an existing device for the VPN, However, as 

discussed under TCO considerations, this may not be 

the optimal choice for a customer, 

Operation and Management 

The operation and management of the VPN is 

certainly the custorner's rcsponsibility for 'bllild-it~your­

self' VPNs, Even for an outsourccd solution, customcr'S 

would certainly w~mt to monitor the health :lIld per­

forrnance of their VPN. Certain ()utsourccd solutions 

may I'cquir(' signific<mt ClJs«)nWf involvNlwnt with 

configuration details. This would add to tlw TCO of 

the solution. 

A Wcb~bascd management and m()llitoril~g syst(~m 

is preferable OVer Ilon~ W(~b·bClSed sys((~ms sinn' it can 

be a<:C(~ssl:d f!'Olll allywlwl'(~ on tlw Inwnll~t. H()W(~Vl!r, 

not all W(d)~bascd intcrf'lce.'s huv(~ (!ljllal case of' Wi(:, A 
customer (;(:rwinly should HO through a d(!lllollstI'Cltion 

of til<' llIilllill-WIIWllt sySIt~Il1. 

TIH' q\wlity of Ill(' I'<'IWI'IS fl'Om lilt' manill-:<:IlWIII 

sys((~111 I. .. irnpol'CilIIL Till' r<~pOl'I'" should i>(! c:asy to ('I'C!" 

,Itl', c:u ... tolllizl', and ulH!<'r.o.tund, 

Total Cost of OwnerShip (TCO) 
A':> poilllC'cI 0111, lIw flllH'tioll,\ dlsCll:.wd ill IIw pre'· 

viotl,\ ,:>C'C'llon pnwid(.' " short-t('l'm vi('w, U!'o(:, TCO to 
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select a solution from a set of products with similar 

hasic VPN capabilities, Table 2 lists the important cle~ 

menls for calculating TeO. 
Basic Costs: These arc calculated based on vendor 

fee and on equipment price. One item that warrants 

discussion is the additional cost of a hardware and soft~ 

ware upgrade if the VPN is an add-on feature to an 

existing in-house rouler/switch/firewall. When an 

administrator adds another function to an existing plat­

form, the complexity of maintaining that platform 

increases and the performance degrades. Multi-func­

tion platforms also arc prone to more crashes and 

"glitches". Make sure you ,lccount for these costs under 

ndditional costs for personnel, fleXibility. and reliability, 

Additional Costs: These include indirect costs but 

form the major part of the TCO, 

P{.'rsonncl costs should includ~ loaded salaries and 

infrastructure (omc~ space. furniture. telephone, desk­

top, and nctworking) and recruitment costs for t<~chni­

cal people and management. 

Solution 1 Solution 2 Solution 3 

Basic Costs 

Annunl fcc 

license fcc, if hnrdwarcl 
ilppli;mcc or $OftW'lr(! solution 

S(.'rvict~ fee, if OtJtsolJrccd 

Arlrlunl $oftwarc ticcn~L'1 
f(~rllnl fcc 

Co~1 of 'lddilior);!1 hilrdwilfc 
and 1l,lrdwllr() upgrm!e (il acltl' 
onto flrew;ll1/rotJtmh,wildl) 

----------
Additional Costs 

P()r·.(lIUII)I/profcs!'iClIIllI 
',erviC:t!\, cost for initial cJI\f.i!j11 
an(J dt~ploymr.l\t 

'~"'i"'''''I''~II'''t:t 
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Solution 1 Solution 2 Solution 3 

Annual personnel/professional 
services cost for ongoing 
management and maintenance 
ofVPN 

Interopcrability and Flexibility· 
Opportunity cost for not being 
able to connect with customers 
and business partners in a 
timely manner 

Reliability and AvailabHity-
Opportunity cost for downtime 
(planned and unplanned) 

Table 2: Total Cost of OwnerShip for a VPN 

Interoperability and Flexibility: These costs 

include the cost of lost business if one cannot connect 

or interopcrate with customers, business p~lrtners, and 

their systems in a timely manner, 

Reliability and Availability: These are costs of 

unproductive (~mployecs and of lost transactions due to 

system unnvailability. 

Selecting the Right VPN 
Solution 

TIl<' I'aoge of VPN soluliom rruslnlh .. ' cus(()rnt'rs 

trying to tOll1paw IIw solutions, This Is cSlwcially tl'lW 

fol' nlstonwf'S ill small and l1l<'dhlm-slzC!<1 businesses. 

Tlw.'.,;(' husirlt'ssc~s hav(' Iwith(,I' tht, 1'('.'.;oUI'C('S nol' ttw 

linw rOl' a dl'aWIIMout t'valuation. By f()(;tlsillg OJl tlw 

InJlg-tcl'!H IT Ulld lH~tW()I'klllg ,"Il'al('gy and by using a 

TeO fnlllH'Worl,. CliStoUH'I'S (~an simplify and ('''Ilunal-

1:1.(' ttw ('vnluatlon and ~all c'!Il11lf1aW tlw IIl('uretical 

posslbilltlc· .... 
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Build VS. Outsource 

Before developing a detailed list of technical, func­

tional, and other requirements, a custOJl1Cr must decide 

whether they want to build their own VPN solution or 

they want to Qutsourcc it. This needs to be answered 

even when customers have in· house installed fircwalls 

and routers for which a VPN is .available as an optional 

feature. 

A build·your-own solution has the following 

characteristics: 

• More control and customization 

• Capital investment 

• In-house IT and networking personnel and 

resources 

• Long development cycles and greater' lost­

opportunity cost 

An OllIS()UI'CNI solution has the following 

dl,aracwristks: 

• No (:upitul investment 

• No in-house Iwrsonncl ,lIlel other I·e.s()un.~f.:s needed 

to m::mag(! the tl!c:hno]()gy 

E"sc of (~xp<ln.'>ioll and changes 

• Easl' of migration to IWW tl!dll1o]()git~s 

For small and lIH'dhlm·si:t.l~d businl'sses and, 

ilH:r'(·a .. ~iI~gly. for I""I-:{' huslrwss('s too, till' IT (I'('ml Is 

towards Olltsoun:cd S(!I'vi(:(~s, Busilwss(:s want 10 rC)(:us 

Oil th(~ "IHlshw ..... ·uf·tlll··bushwss .. ami pl'ovlcllng intel" 

rlal IT S('l'vi<:t!S is 1)('('ol11illg a distnl(:tion, 

r~)I' VPNs, if' 11 ('ustorll1'r ('all nlHI an IHllsmH'c'C'(1 

\Ollitioll thllt nw~·ts hl~/ht'I' fUIl('lIol1i11 n'quln'l1wnt~ 

and is n('xlbh~ ('"(jug" to SUppCH'1 tlwh' fUllln' IW(!cis. 

outsourcing is a b(.!ttt-,I' solution Ihno a hulld-youf"own 

solution, 

36 • A Pfi/(tlr.11 Gullll ((J (1/1' Nipllf VPN StilI/firm 
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For a more specific and detailed cost/benefits 

analysis of implementation alternatives, a us~r should 

usc Tables 1 and 2. 

Conclusion 

The ability to use the Internet in, a secure manner 

is the foundation of e-commerce. A VPN is tll(~ key to 

attaining that objective. Not only do VPNs provide 

security across the Internet. they can eliminate (~xpen­

sive intranets and ED! networks. 

There arc numerous solutions available for imple­

menting a VPN. Small and medium-sized business(.'s 

will find that, more often than not, building their own 

solutions, even as add-on features 10 existing in-house 

solutions, will be more expensive and less compatible 

with their business objectives in the long nln. 

For the ou(sourceci solutions. managed VPN serv­

ices from Il(~twork S(~l"viccs pl'Ovidel's arc no longer tl1(~ 

only option for customers. Customers should compare 

emerging services such as point-and-click VPN services 

and network service provider VPN solutions. A point­

and-dick solution may not only cost less than the alter­

nativl~s. but also pl"Ovicic gn.'atl~r nl'xibility .and morc 

s(:alability to re .. H;h CtlStOHWI'S .. HHI busilwss J><lrlnc"rs 

worldwide. 
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Case Study: Integrating 
Remote Offices-How NETSCAN 
Used Open Reach to Become an 
E-Business 

Overview 
NETSCAN iPublishing Inc. provides legislative 

and regulatory news feeds to its customers and has 

built its business 'by delivering timely news via 'the web. 

With increased demand on their' resources and a morc 

cornpk'x IT infrastruc:turc, the company was facing a 

number of challcngf..·$ fulfilling its promise to deliver 

secure, tirnt·!y information to its cus(Qmers. As a small 

company with limited IT resources and offices in three 

states. NETSCAN was forced to usc a less-than-ideal 

system for communicating import<:lnt documents and 

information betw('(~n office, ... 

NETSCAN Needs To Connect 
To l1ll't'( its cust(}lllt'n~' 1U'l'<is. NETSCAN dclivt~rs 

till' lal(~st 1\l'WS on h'gislativ(~ huppcnings within 12 
hOlils of II\(' a('livily, using a comhinnlioll or pN)plc 

alld softw:.u'(', This lighl sdwdul(· HHlkt,s il imp("'ative 

for' NETSCAN's oala collection, cl'('ation, 0111(1 <.It.'livcry 

1)f'O('t'SS('s to b(' l'm<:it~nt .md inr."Ulbk'. Ilow(·wr. with 

35 t'lI\plo,Yt,t,S i<>cHtt'd in tll"N' di!ft"'t'llt ... WI(')O (Florida, 

Pt'nlH,ylvanl", and ()utsiclt~ Washington. DC). fh(~ (:()ITl" 

f).my was s'rllf!f~ling W Ilwlntllin lifo. sho," productJon 

lillII', Sifl('(' pl'Ovicling {irfwly Illfc)nllHllcHI feu' hl'('ul(lug 

IH'WS s{or'I(~s i.~ nilkal «) Ilw sueT('.'" lind n:pulaliofl or 

NETSCAN, 111<' ('ompany 1'(~.dIZl'C1 II ('(luld 110 Icmg('r 

1)(" lIs busilll'SS on ('llIai! ami UIISN'tll'('d FTP, 1114.' CUI'· 

n'nl uwthod,'l: fur Iramfc·ITIIi/.: Ole'" Iwtw(,('11 wparal(' 

IOC';lIiol1s. 
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NETSCAN was also facing a number of chal­

lenges integrating its offices. Each office uses a different 

service to connect to the Internet and has its own sepa­

rate local area network (LAN) environment, This envi­

ronment highlights a number of inherent problems 

that were putting NETSCAN's business at risk: 

The Problem 

• Separate Offices 

NETSCAN has 3 separate physical locations, each 

with different types of connections to the Internet, 

thai need to communicate and collaborate 

• Unreliable Existing Connections 

The existing method of sharing files and information 

via email and FIP is unreliable 

• Lhnited IT Resources 

There is no dedicated IT staff at any location, so any 

solution has to be straightforward, easy to imple­

ment, and self-managing 

• Lin1ilccl IT Budget 

NETSCAN cannot nITol'd a costly standm'cI VPN or 

WAN solution 

• Need for Cl'owth 

NETSCAN .weds to find an alternative to its current 

methods (0 prevent potential loss of business unci to 

position ilsdf as ~ln e·lJusim~ss for future growth 

Searching for the Right Solution 
Many slIIall (!Ol1lpalllt's fa(:(' th(' ~aJ)H' dih~mnw 

that NETSCAN did. TIU',Y IH'('(I to udopl a more 

IwttUf(' and mbuSI IT illl'l'tlSlrll('hll'C' hUI luck 111(' Inter" 

nall'c'sOlH'(:(~S (bolh 1Il()IWY and stan) rWNh!d to lrnph·­

IIwnl OIl{! of tlw solutions on Ill(' lIlarkc~l. The stnndal'd 

'iOIUlion for connecting Illultiplt! 1()(';:rliulH. of u c()mpa~ 

fly. a virwal private· IwlwUl'k (VPN), Is tradllionally tur-
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gctcd at larger companies that can afford the invest­

ment required for such a solution. NETSCAN knew 

that it needed to solve its current me transfer issues, but 

it also knew that a traditional VPN was not a feasible 

solution. With the three different Internet connections 

and no internal IT stafT to handle the cOJ'nplcx tech­

nology that is part of a VPN, as well as the reality that 

outsourcing to a large managed service provider was 

far too expensive for the company, NETS CAN was left 

looking for some other way to meet its needs. 

Once NETSCAN found OpenReach, it realized it 

could securely connect its multiple offices without hir­

ing additional IT staff or purchasing expensive and 

proprietary equipment. With a "point-and-click" VPN 

solution designed for smalHo-medium businesses. 

OpenReach provided secure and scalable LAN~to~ 

LAN connectivity over the Internet while addressing all 

the problems that NETSCAN fnced when considering 

a traditional VPN solution. 

The Solution 

• Fast. hasslc·ft"ce io::otallntion. 

NETSCAN went live with OpcnRcach VPN serv­

ic:e:s the same: day ttmt the .services wcre~ down~ 

IO'ldcd onto the company's dcdlcnted PCs, 

Irnrne~cljalc seCllr'(~. semnlcss COrl'unllnication, 

Wilhin a rlU~ttCI' of houl's. NETSCAN was tnms­

mltting files and inrormation s(.~cun!ly via thl' 

Internet with OpcnRc~lch's services bt.~lwccn Its 

Vh'glnla and Florldu offices . 

• PI'OHGt iv<.' rnonitol'il1g nnd nlcrt inf.:' 

NETSCAN has already bcnl!fll('(i rm", 

Op(!nH{~ach',~ nlonitoril1l-: s(!l'vk(~~, Shol'lIy llrt(~1' 

illSt::lllatlon, Op(mR("lch iwtually al<'l'INI 

NETSCAN','I: Virt-til1la OmC(~ It) a p!'ohl{'m with Its 

Int(~l'nel c()l)m:('ti(.m .lIt tlw P("nn~yivanla offk0. 

whkh was ul1l'vlawd W tile.' OJ)('nR(',1(:h !oolurlun, 
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NETSCAN's Virginia office was able to proactively 

resolve the issue before it caused problems for 

workers in Pennsylvania. 

Conclusion 
Without making a substantial investment or having 

dedicated IT staff at each location, NETSCAN has 

been able to create what it never thought possible: an 

<Iffordable and robust VPN for its entire business. 

Employees at the various NETSCAN offices, especially 

those who travel between offices, arc" delighted" at the 

connectivity and privacy that OpcnRcach provides, 

NETSCAN has been satisfied with the initial perform~ 

ance of OpenReach VPN services, The ease of instal­

lation. affordability. and immediate deployment have 

enabled NETSCAN to hecome a connected c~business, 

For a complete copy of this case study. visit the 

Op(!nReacil website: 

www.openrcach.com 

OI)(!nRc~lch. Inc. 

660 Mnin Slreet 

Woburn, MA 01801 
\888.783.0383 
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Glossary of Terms 

Asymtnctricul Kcys-The usc of a key pair. One 
key is used to encrypt the information, the other is used 

to decrypt il. 

Authentication-Verification of the identity of spe­

cific users or systems. 

B2B-Busincss-to-Busincss transactions over the 

Internet. 

B2C-Busincss-to-Consumcr transactions over the 

Internet. 

Cercificutcs-A unique private key which identifies a 

user or system to a.nother user or system which also 

holds its own unique certificate. 

CrYPlO Period (encryption pcriod)-Lcngth of 

tinw for which ttl(' (~ncl'yp(iOrl keys flrC held valid. 

O;:lta Encryptioll Standard (DES)-A commonly 

used stand,mJ for ('I1cr-ypting chua over the Internet. 

DES. or Standnrd DES, has a 56-hit k(~y length. 

3DES-/\ variation of tlw DES algorithm which uses 3 
kc..~ys, Ofl(~ (0 l~nc:l'ypt. " sN:oml tu dccl'ypt .• md il Ihird 

In ('Ilc:rypt again. Till' f'(~sull i~ (~m'ctiv<dy ;:\ IG8-bit key 

Ic..mglh, 

Digitnl SlIbslTibt'I' Loop (DSL)~A digital tclt·­

plu)!\(' link 10 lIw tI,~('r p"I'miS(·s. which allows v(~l'y high 

spt'('d ("OJllH,(·tioll.<;, 10 10 20 linws ~:I'(·'IIc..'f' Ih'lIl tilt· 

56 Khps l1lod(·m. 101111' IUWrlWI. 

r·:DE,·~-Ellt'l'ypl. I)I'('I'ypt, EII(:l'ypl, M('IIHHllls('(1 in lilt' 

Triph"!'"" DES "lid 3DES ('Il<"ypll,," alr-MUII",s, 

EII·t'tr'ollie DOHI Il1wl'('''ang(~ (EDI)·~"~A Wl:ilniqui' 

for l'xc-h"ngiJlg Imm;lC'tloll<,'c·lawcI and utllC'r ""ta 
h"twl.'('1\ Im~ilwsM'S hil .. "'c! 011 fOl'lHnts and Sll\mlal'ds 

cit·nlH'd hy an indu<;lry group 01' 11 cOl'pOI'allon, Mma 
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EDI standards pre-date the Internet and are not based 

on the Internet standards. 

Encryption-The use of a mathematical algorithm 

and keys to scramble and unscramble information so 

that it is not translatable by the naked eye. 

Extranet-The extension of a private corporate nct~ 

work to allow connectivity with partners and customers. 

Firewall-A device Or piece of software which 

employs rules to specify that communication from a 

specific location or individual, or of a specific protocol, 

can or cannot enter the network, 

Intranet-An organization's private netWOrk typically 

based on TCP lIP protocol. 

Internet Protocol (IP)-The routing and addressing 

part of the TCP lIP protocol suite. 

IP Security (IPScc)-The name of the standard for 

secure communications over th(' Internet. D(~nnes 

framework for authentication, encryption and munag" 

ing encryption keys. 

ISP-Intcrnct SCivicc Provider 

LAN-Local A,'e" Network 

Luycl' 2 FOI'wtu'ding (L2F)-An earlh:I', proprietary 

Cisco protocol for s(~cure communications ()v(~r' the 

Internet. r<'placNI hy L2TP. 

Luy<.·(· 2 TUlH'wlillg i'r'otoc:(») (L2TP)-An umalgn-

11H1lioll of two pmpri(:tHry »1'0(0(:015. L2F alld L2TP, 
PPTP, fol' 5(~C\ll'(~ ('Ollllllunit:uli(')ns {)V(:I' 11t(~ Int(~I'IH~t. 

1'l'upost:d as all alwnultlve lO 11'$('(,. hut IPSl~(: f(·maln:; 

II\<: dominant pr()to(~()1 for 5(:C:UI'(: t'ommllllicatlollS OVl~1' 

tllt'lul('rll('(, 

Mesh-coJ1lll'ctt'(l (fully fl)(·shc.'" rwtw()I'I()·~A lIet­

wUJ'k wlwrNI~ t~Vf'l'y NHity In (h.1t Iwtww'k can ac('(',<;s 

any other entllY within that rwlwork, 
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Network Address TranslaUon (NAT)-Used to 

conv(~rt, or translate, an address on one network to an 

address which will be usable on another network. 

Network Services Providel' (NSP)-DifTcrs from 

an ISP in that it also provides services other than 

I ntcrnct access. 

Packet Encopsulation-The placement of one 

packet into another packet, thereby hiding the original 

addressing information and data. 

Point-to-Point Tunneling Pro,ocol (PPTP)-A 

propr'ictary protocol used by Microsoft as an altcrrmtivc 

to IPScc for secure communications over the Internet. 

Public/Private Key Puh'-The public key in a key 

pair is not kept secret. The private key, held by one 

individual. is kept secret. 

Quulity of SerVice (QoS)-Dcfincs or measures the 

quality of expected Internet connectivity or services. 

QoS specifications typically include parameters stich <IS 

network availability. rcstorution time, numbcr' of 

drc)ppcd packets, cmHo-cncJ delay. 

Rmnotc Ac:ccss Sel"vc~I' {RAS)-A device to support 

dial-in c()nll(~ctions frOiIl rmnoW users. 

SYlnrrwtr·l<.:al I<:eys-The use of ctw sallle key to 

ellcrypt information ,md dt'crypt Ihut same informa­

cion. 

Totul Cost of' OWlwn,.hlp (TCO)-Illdlld(~s, In 

nddltloll to Il1ltiul IHII'chnsl' price of IWl'Clwan' and soft­

wan.', 'lddltlonal onwclml' and recur'rlng (;osts slid, as 

illslallalion, SlIPPO!"t, loss of pro(lu<:livily 1111(1 oppc)l'IU" 

Ilily f()sts. Rc'llt,(:l.o,; tilt' (I'll(' (~()Sl of pl'Odw', 01' s(,,'vicc' 

ov('r a rwl'iod (.)1' lillH'. 

Tn1l1:-;rnl~!'iI()11 COIU 1'0) PnHO('ol (TCP)~--A 1'(·11· 

lll)lt· I)rt)to(:ol fcw appJk'ltlonrtnr'lppll(~allu'l ('UlllI11unlc,I'· 

tion~ ovt:r tilt' Inwnwt. 
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Triple-Pass DES (Triple DES)-A variation of the 

DES algorithm which lIses 2 keys. The first ~{'y 

encrypts the data, the second decrypts the data. and the 

first is used again to re-encrypt the data. The result is 

effectiyelya 1I2-bit key length. 

T unnol Modc--Mode of IPSec which enables the 

secure trunsfer of duta across the wide area network 

inside a tunnel. 

User Dotagrmn Protocol (UDP)-An unreliable 

protocol for application-to-application communications 

oyer the Internet. 

Virtual Private Netwol'k (VPN)-The use of the 

Internet as if it were a private network through the usc 

of encryption and authentication techniques such as 

IPSec. 

WAN-Wide Area Network 
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Look to Open Reach 
for the easiest VPN. 
• N. vplroar ;" •• ,I.,enl 

• A worldwide nalwad; built ia ";nulos 

• (ananucl odnoinistralion with "Poinl & (lid" 
,i.,pn<ity 

• Any «""Ioinalion .IISP, ..d br04ldb,md services 

• 24.1 moniloring, alel1i,,!! and le<hnicgl support 

• Industry sl""danls-ba,ed "<1Orily 
[IPSe<, digit.1 cer1ilKalas, irtltograted firewall 

• Scalability that ,raws with y .. r busin." 

. ~~ 
l 

~,r" ".I~ .. ' 'j . ':-:'.{ 
, ' . ~' 

.( 
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With features like this, 
everyone will be happy. 
:;p:nr.,~()·h t.tpl~ st'n1:(:<"fl:II'~~ itfn ~d"'MJrr. Nrh IJrt~lr· J~nkl~;' 
IlnI1l1:i['I~oC dLIl[f ~~IU, C-:~~I u~d l-m [~C\.nrp. ~11J1 

:1I,tfIOO ':0 "'! 010-\:'" lh, Or."Jiwh ',lUi:/I' 
• (,n b, "II'Illo! bd'IlD.:II hf'olllp.1 at:CH :~,,~ or" u IUIUU, 

IP "rljl~)1 n;~J!)lr.j ','/I OIl(P 
• (m b~ :m"Of l~ u~h Id.: ,101.1.1 r.;u~1 IJI fift'n'll 
• (Ill h: 02)P~t'~rl :Jrr1J51 (n·~/.1(f,~ if, ri! ~rl"rl rt .. :~i~i~~l rtl~ 

~I':u;ml ~£lI.r.I',' :ufv.h~1U )u.' I~l'>jd • 

• :~ n:it 'Imr::":~rT\:l:. hti tin tt~ ~;lf(Jlm:f):A r(~~III(~: .,~ ',u;r.:1" 
:ll'IJll~d !\.!,H:1l1~;lr) 

r1lJ'~, (l~.:I1<,;:dl :i;~:l~ tiltH' ;';~.lit~ lIll1n.IIH 
• Aulhe«t1cotkJn u:,r.; JOm: \n·nl.j(~' ~(, i~·i~:1·:jJ( (Jr.:,,'ltd, 
• Dol. conlideatio/ity "'II; ., \~lll' 3D[~. ml'tp'u' 
• Protedlon (I' (orpcra1e ftS-OUHtS ",:1 1~~llr'nJJ~rr,111!':'M11 
• Secure comlDOnd .. d colltrol rdlt: ;<"' .,: ~l' \'Il~ 
• Security menlloring 

~r:Reach 
www.openreoc;h.com 

88S-783-0383 
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