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Executive Summary 

The United States Agency for International Development (USAID) has implemented a portfolio of 
systems under an initiative entiHed New Management Systems (NMS). The purpose of NMS is to 
provide the agency with an integrated suite of systems to perform the required business functions 
associated with the USAID mission and to support the reporting and tracking requirements of the 
agency and to satisfy United States (US) Government reporting requirements. 

It has been determined that there are major issues and concerns with the applications and 
subsystems comprising NMS and their ability to satisfy USAID's business needs. This document 
presents the systems assessment and alternatives analysis performed to determine the preferred 
methods of addressing USAID's business needs. The alternatives analyses were conducted in 
accordance with the Office of Management and Budget (OMB) guidance on funding IS investments, 
also known as Raines Rules. 

IBM Approach 

USAID, using Federal Systems Integration and Management Center (FEDSIM) services, contracted 
with IBM to perform an assessment of the USAID's NMS and an alternatives analysis with regards to 
NMS. To perform the NMS alternatives analysis and subtasks, IBM provided subject matter and 
discipline staff in the following areas: 

• CMM assessment for Software Engineering practices 

• Business Application analysis I Business Case development 

• Technical-Architect, Visual Basic, Oracle design, Y2K, Security, Network 

• Commercial Off The Shelf software capabilities 

Data for the NMS alternatives analyses were gathered by conducting NMS user, management, and 
developer interviews, reviewing USAID supplied documentation (e.g., audit reports, Business Area 
needs documentation, regulatory requirements) and by conducting technical evaluations of NMS 
using automated analysis tools and manual methods. COTS capabilities and cost parameter data 
were solicited and received from vendors. 
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The gathered data were used to gain an understanding of the current •gaps• between NMS and 
USAID capabilities and business needs along the dimensions of Process, Organization, and 
Technology. The available alternatives were then assessed against the gaps according to benefits, 
risks, and costs to determine the preferred alternative and recommendations. 

ADEfCMM Assessment Team Findings 

The assessment followed the IBM Application Development Effectiveness (ADE) methodology. 
Interviews were conducted with 47 USAID executives, staff members, and contractors and project 
and process documentation was reviewed. The primary conclusion of the assessment is that 
USAID, specifically the NMS development organization, is a CMM Level 1 organization. Other 
conclusions and recommendations were developed in six major categories: 

• Culture - characterized by informal communications, committee and consensus 
management 

• Methodology - lack of project management, life cycle methods 

• Technology - need for overall technical architecture 

• Organization - fragmented, complex, little accountability 

• Skills - significant skills needs for migration to process-driven environment 

• Measurements - lack of measurements inhibits fact-based decision making 

Business Requirements 

USAID business requirements were identified using a methodology that consisted of the following 
steps: 

• Data gathering actMties - Interviews, NMS documentation review, Federal regulation 
review 

• Validation of NMS system capabilities - Follow-up interviews, subsystem demonstrations 

• Identification and grading of functions - Characterization of existing and "to be developed" 
NMS capabilities as necessary, desired, or not necessary 

• Identification of "Gaps• between system capabilities and necessary functions 

The gaps identified translate into the business requirements that the selected NMS alternative 
should address. The following are the high-level business requirements findings that the proposed 
NMS alternative needs to satisfy. 

A total of 257 business functions across the four NMS applications were identified. Of this total, 189 
of these functions are considered necessary and are required to support essential business 
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processes andfor regulatory requirements. This number is further detailed by current NMS 
application with 98 necessary functions identified for AWACS, 46 functions identified as necessary 
for A&A, 29 functions considered necessary in the Budget area and 16 in the Operations area. Of 
the 189 necessary functions, only 107 provide total functionality. By application this total consists of 
43 for AWACS, 39for A&A, 15for Budget and 10for0perations. 

In addition, a total of 46 functions within NMS are considered desired. These are functions that will 
not improve USAID's ability to perfonn its business processes but are not essential and are not 
required to meet regulatory requirements. A total of 22 funclions are not necessary. These are 
functions that are nice to have but are not needed as part of an integrated system. 

Of primary concern to USAID management is financial management operations and compliance. 
Specifically, the current NMS system does not satisfy some Joint Financial Management 
Improvement Program (JFMlP) requirements for core financial systems. The JFMIP identifies 
system requirements that must be satisfied by federal core accounting systems. The JFMIP 
encompasses financial management regulatory requirements established by the OMS, the General 
Accounting Office (GAO), and the US Treasury. The key gaps in JFMIP requirements include: 

•AWACS does not fully meet the JFMIP core financial requirements designed to support 
the Prompt Payment Act 

•AWACS does not provide for JFMIP requirements supporting the need for three-way 
matching of invoices with purchase orders and receiving reports 

•AWACS does not support USAID's external reporting needs as dictated by the 
Department of Treasury, OMB FASAB 

•AWACS does not support JFMIP requirements established to ensure that costs are 
accumulated and reported with proper matching of periods, segments and outputs 

•The AWACS General Ledger does not report comparisons between the amounts in other 
modules of AWACS and the related control accounts in the General Ledger. Accounts in 
the General Ledger do not agree with detailed transaction data, a basic control. 

In addition to the JFMIP requirements, USAlD has unique needs that should have been provided for 
the functionality of NMS. The key gaps include the following: 

• NMS does not provide for the unique requirements concerning bilateral agreements that 
USAID enters into with host countries 

• NMS does not provide for foreign currency accounting and reporting functions 

• NMS does not provide full functionality in the area of loan management 

USAJD NMS Analysis Report 1. Executive Summary • 3 



Key Technical Findings 

The key technical findings of our assessment of NMS include the following: 

• NMS was designed without regard to proper design requirements definition to support 
worldwide implementation 

• The current network provides adequate networking facilities for USA!D 

• An Information Systems Security Management Program does not exist at USAID 

• Haphazard database design practices have resulted in an undocumented and poorly 
integrated NMS system 

• Lack of proper testing has failed to identify and isolate code problems that adversely 
affect system performance and reliability 

• Both NMS and legacy systems are exposed to significant Year 2000 compliance issues 

Alternatives Identification 

Seven alternatives to NMS were identified for assessment The identified alternatives and their 
primary approach are: 

• Full NMS Fix - Continue NMS development to provide all desired functionality 

• Partial NMS Fix - Continue NMS development to provide minimum mission-critical subset 
of functionality 

•Legacy/NM$ - Replace AWACS with Legacy systems and provide the Partial NMS Fix 
solutions for A&A, Budget and Operations 

• Full COTS - Replace NMS with one or more COTS packages, customizing them where 
needed to provide missing mission critical functionality 

• COTS/NMS - Replace AWACS with a COTS solution and provide the Partial NMS Fix 
solutions for A&A, Budget and Operations (Note: A&A could be replaced with a COTS 
package under this alternative) 

•Cross Servicing - Use a cross-servicing agency to replace AWACS and provide the 
Partial NMS Fix solutions for A&A, Budget, and Operations (Note: A&A could also be 
cross-serviced) 

• Outsourcing - Similar to the cross-servicing option above, but outsource to the private 
sector instead of another government agency 
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The IBM T earn identified criteria that are common to each of these alternatives as well as alternative 
specific items that will require significant effort by USAID in the following areas regardless of which 
alternative is implemented. The common activities include: 

• validation of system functional requirements 

• conduct process redesign and organizational change activities 

• implementation of an IT security infrastructure 

• ensure sufficient training and testing prior to well coordinated worldwide rollouts 

Business Analysis 

In order to evaluate and recommend a solution, the IBM Team performed a three step benefit/cost 
assessment of the relative benefits, costs, and risks associated with each alternative. These results 
were integrated into a multi-attribute scoring model as defined in the OMB Gapital Programming 
Guide and GAO's Guide to Best Practices for IT Investment. The Outsourcing alternative was 
determined to not be a viable alternative because of the time it takes to implement an outsourcing 
arrangement as regulated under OMB Circular A-76. For this reason, outsourcing was not included 
in the business analysis. 

The benefit analysis rates each alternative by assigning benefit scores that indicate how well each 
alternative meets the business requirements and necessary functionalities. The cost analysis 
presents the estimated cost of each alternative in terms of a five year lilecycle estimate. The risk 
assessment identifies the risk of each alternative against a standard set of criteria. 

The results of the benefit analysis indicate that the Full COTS and COTS/NMS alternatives provide 
the highest level of confidence that they can be in place by Year 2000 with all necessary 
functionality. The other alternatives were evaluated in descending order as follows: cross-servicing, 
Partial NMS FIX, Full NMS Ftx and last, LegacyJNMS. 

The IBM Team conducted cost estimates for the alternatives based on nine key cost elements. The 
cost estimates also reflect the required full time equivalent USAlD program and security personnel 
necessary to manage and implement each alternative. The results of the cost analysis indicate that 
the COTS alternative provides the least expensive five-year lilecycle estimate of $50.6 million. The 
most expensive alternative is the Full NMS FIX alternative estimated at $74.4 million. The cost 
estimates are likely to change as USAID gains greater understanding of the requirements and 
architecture required to implement the selected alternative. 

The IBM Team identified nine key risk drivers which we measured against each of the alternatives. 
The risk analysis evaluated the program impacts against the alternatives. Each risk was 
characterized regarding the likelihood of Its occurrence and the severity of potential consequences. 
Based on these factors, the Full COTS alternative was determined to be the least risky alternative 
and the Legacy/NMS alternative was considered to be the riskiest. 
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Throughou_t the separate parts of the benefit/cost analysis, the Full COTS and COTSINMS 
alternatives were the two solutions that scored most favorably. The net assessment of our analysis 
indicates that the Full COTS alternative will provide the most functionality at the least cost and 
mitigates risk significantly. To these results, we factored into the analysis the USAID management 
established priorities which include: 

• ability to obtain reliable financial data 

• ensure the integration between Budget and Operations functions 

• enhance the security in the Budget business area 

• assign emphasis area coding in the Operations business area 

• fulfill all functionality in the Operations business area 

Inclusion of these factors results in a summary recommendation that the COTSINMS alternative will 
best meet USAID's business needs. 

Finally, as part of our effort, IBM has provided USAID with a proposed transition plan to implement 
the recommended alternative and a prototype business case for funding justification. 
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Document Overview 

This report is subdivided according to each area of our analysis and assessment. The document is 
organized according to the following areas of discussion: 

• Section ! - Executive Summary 

• Section II - Background and IBM Approach and Methodology - wherein we present the 
requirements of the statement of work and our approach to perform this effort 

• Section Ill -Application Development Effectiveness/Capability Maturity Model {ADE/CMM) 
Assessment- wherein we provide an explanation on the background, methodology, 
conclusions, recommendations and next steps identified by the ADE/CMM assessment 

• Section IV - NMS Business Application Review - wherein we present an overview of each 
NMS application, identify the necessary requirements to be performed and identify the 
gaps between necessary functionality and system capability 

•Section V - NMS Technical Review - wherein we provide a discussion of the technical 
review of the NMS performed by the IBM Team in the areas of System Architecture, 
Networking, Existing Hardware Assessment, Security, Database Review, Visual Basic 
Code Review, and Year 2000 compliance 

• Section VI - Process and Organization Issues - wherein we summarize the process and 
organizational issues that have in the past impeded USAID system development activities 
and NMS performance 

• Section VII - Legacy Systems - wherein we present our assessment of the USAID legacy 

systems 

• Section VIII - Commercial Off The Shelf Software Solutions - wherein we provide an 
overview of the Commercial Off The Shelf software options to NMS 

• Section IX - Cross-Servicing - wherein we present a summary of the financial support 
services provided by other government agencies 

• Section X - Identification of Alternatives - wherein we present a discussion of the seven 
alternatives for addressing the business and systems needs of USAID 

• Section XI - Business Analysis - wherein we provide a discussion of our alternatives 
evaluation and our determination of a recommended approach, based on relative benefits, 
costs, and risks associated with each alternative 

• Section XII - Business Case - wherein we provide a prototype for USAID to create a 
business case for funding justification after selecting an alternative to NMS 
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m 
Introduction 

The United States Agency for International Development (USAID) has implemented a portfolio of 
systems under an initiative entitied New Management Systems (NMS). The purpose of NMS is 
threefold. First, NMS is to provide the agency with an integrated suite of systems to perform the 
required business functions associated with the USAID mission. Second, NMS is to support the 
reporting and tracking requirements of the agency. Finally, NMS is supposed to satisfy United 
States (US) Government reporting requirements. 

NMS is comprised of four applications: 

•AID Worldwide Accounting and Control System (AWACS) 

• Acquisition and Assistance (A&A) 

• Budget System (BUD) 

• Operations System (OPS) 

These four applications were originally developed at different times and indapendently from each 
other. USAID has determined that a number of vulnerabilities, deficiencies, and concerns exist with 
the NMS applications as implemented. These issues have resulted in NMS not fulfilling the 
purposes for which it was envisioned. This determination has required USAID to examine what 
alternatives are available to management to resolve these issues. 

A. FEDSIM Statement of Work 

USAID, using Federal Systems Integration and Management Center (FEDSIM) services, contracted 
with IBM to perform an alternatives analysis with regards to NMS. In addition IBM was asked to 
perform a series of subtasks in support of the to the primary analysis of alternatives task effort. 

1. Analysis of Alternatives Task 

The goal of the analysis of alternatives task effort was to identify and evaluate alternatives and 
strategies for USA!D to use in meeting its information management requirements for financial, 
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acquisition, budget, and development programs. USAID requested that four specific alternatives 
were to be reviewed. These alternatives are: 

• Reverting to legacy systems 

• Continuing NMS development 

• Replacing portions of NMS with Commercial Off The Shelf Software {COTS) solutions 

• Replacing all of NMS with COTS solutions 

IBM identified and examined the following additional alternatives and included them in our analysis: 

• Agency cross-servicing 

• Outsourcing 

The analysis of alternatives task included assessment of the development, implementation and 
operations of NMS. 

2. Analysis of Alternatives Subtasks 

A list of subtasks associated with the alternatives analyses was identified by USAID. The flexibility to 
adjust detailed activities associated with these subtasks was provided in the Statement of Work to 
insure the timely submission of the NMS alternatives analysis report. The listed subtasks include: 

• Evaluate the current operational effectiveness of NMS 

• Apply Capability Maturity Model (CMM) measurements 

• Evaluate NMS Year 2000 Compliance 

• Analyze segregation of NMS database tables 

• Determine feasibility and risks to enhance NMS 

• Evaluate AWACS capability to meet core financial management requirements 

• Evaluate and document commercial of the shelf (COTS) options 

• Provide recommendations to USAID 

IBM began its analysis of alternatives effort on November 21, 1997. 

3. Previous Evaluations of NMS 

It should be noted that organizational, management and technical issues related to the New 
Management System have been documented and known to USAID management through the 
findings identified and conclusions developed in numerous studies of the New Management System 
previously conducted. These efforts include internal OIG studies, as well as outside reviews 
conducted by Mitretek Systems, the Software Engineering Institute of Carnegie Mellon Institute, and 
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KPMG Peat Marwick, among others. IBM acknowledges that in most cases, each of these studies 
tended to focus on singular issues or was sponsored by an organization within USAID that was 
looking at the issues from a particular point of view. The IBM approach reflects an enterprise'Wide 
effort. Yet the fact remains that the Agency has had prior notification of the existence and the 
severity of many of the problems related to NMS. Response in the form of comprehensive, 
corrective action has been limited. Reasons for this could include one or more of the following: 

• the information in the form of findings and conclusions was not shared by the study 
sponsor with other organizational entities or managers within USAID 

• additional findings or duplicative confirmation of findings was sought beyond the individual 
study 

• correlation of findings was not evident to the study sponsor 

• unwillingness to present or acknowledge adverse findings in an environment and culture 
that would be unable or unwilling to address important issues and decisions 

Appendix A identifies the important NMS evaluation efforts conducted prior to the IBM alternatives 
assessment engagement. These efforts were reviewed at the beginning of our effort and provided a 
baseline for this study. 

B. IBM Approach Methodology 

To perform the NMS alternatives analysis and related subtasks, IBM provided subject matter and 
discipline staff in the following areas: 

• CMM assessment for Software Engineering practices 

• Business Application analysis I Business Case development 

• Technical - Architect, Visual Basic, Oracle design, Y2K, Security, Network 

• Commercial off the shelf (COTS) software 

Data for the NMS alternatives analyses was gathered by conducting NMS user, management, and 
developer interviews; by reviewing USAID supplied documentation (Audit reports, Business Area 
Analysis and requirements documentation, regulatory requirements, etc.); and by conducting 
technical evaluations of NMS using automated analysis tools and manual methods. The gathered 
data were used to gain an understanding of the current 'gaps• between NMS and USAID 
capabilities and business neede along the dimensions of Process, Organization, and Technology. 
Alternative solutions to address USAID's business needs were identified and these alternatives were 
then assessed against the gaps to determine the preferred alternatives and recommendations. 

The identified alternatives were then evaluated according to benefit, cost and risk criteria, as well as 
USAID management priorities. A recommended alternative was selected and a suggested 
implementation plan was produced as part of this report. 
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The assumptions the IBM Team made in performing our analysis are presented throughout this 
report. In contrast, the following are a few general constraints we encountered in conducting our 
work that should be noted in reviewing our findings and recommendations. Overriding our effort was 
the compressed timeframe of our period of performance and the intensity of our effort considering 
the scope and expectations of USAID management. In addition we experienced varying degrees of 
difficulty because of the following: 

• lack of Strategic Plan detailing management and information systems business objectives 

• limited access to users, especially mission users, given short project time frame 

• limited user knowledge of the functionality and operations of NMS, both at the system 
level and for individual applications 

• lack of internal agency expertise to help assess functionality and requirements 

• NMS system too unreliable or speed too slow for full demonstration of all functionality 

• objectivity of respondents 

• access to most current version of code 

• timely access to system documentation 
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llD 
Application Develop111e1"d: 

Capability Maturity Model Assess11:1ent 

This section of the report provides an explanation of the background, methodology, conclusions, 
recommendations, and next steps identified by the Application Development Effectiveness (ADE)! 
Capability Maturity Model (CMM) Assessment. 

A. Background 

USA!D engaged IBM Consulting to perform an ADE/CMM Assessment as part of the overall NMS 
alternatives assessment effort. ADE is an IBM methodology that defines four steps toward improving 
the effectiveness of application development and maintenance activities. These four steps are 1) 
Assessment 2) Target Definition 3) Transition Planning and 4) Change Integration. Figure 4-1 
presents an overview of these four phases in the ADE/CMM methodology. The Assessment phase, 
the first of these four steps, is based on the Software Engineering Institute (SEI) Capability Maturity 
Model (CMM) for Software. 
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Figure 3-1: Four Phases In the ADEICMM Methodology 

USAJD NM$ Analysl$ Report Ill. ADEICMM Anessment • 12 



B. Methodology 

The ADE/CMM Assessment involves planning, data gathering, analysis, and report preparation 
steps. As part of the planning effort, the team developed a set of hypotheses to guide data 
gathering. The ADE process establishes six categories for data gathering. These categories are 
culture, methodology, technology, organization, skills, and measurement. Interview guides were 
developed using the hypotheses and data categories, and sources of existing documentation were 
identified. Interviews were planned and scheduled. 

A total of forty-seven people were interviewed as part of the data gathering process, including 
representatives of the Inspector General's Office, !RM managers and developers, other NMS 
managers and staff, as well as contractor managers and developers. Those interviewed during the 
ADE/CMM assessment are listed in Appendix B. NMS Project and Process Documentation was also 
reviewed. 

During the analysis process, the data gathered through interviews and document reviews were used 
to generate a set of interim findings. These findings were applied lo the original hypotheses about 
the process environment, allowing the team to confirm, reject, or add additional hypotheses. The 
final hypotheses then served as the basis for a set of conclusions and recommendations, as well as 
the determination of the CMM rating for the NMS development organization 1• 

The NMS development organization was evaluated in each of the eighteen Key Process Areas 
(KPAs) in the CMM. The overall assessment rating of the NMS development organization is Level 1 
(lnitiaij, as a result of noncompliance with the six Level 2 KPAs. The team observed some evidence 
of activity in all of the Level 2 KPAs and many of the Levels 3 through 5 KPAs, although none were 
performed or institutionalized to the extent considered satisfactory in the CMM model. The detailed 
evaluations for each KPA, as well as observed strengths and weaknesses, are contained in the full 
ADE/CMM Assessment report provided in Appendix C. 

An additional tool used during the ADE study was the IBM Information Technology Process Model 
(ITPM). This is a hierarchical model composed of process groups, processes, and sub-processes 
that defines the process infrastructure for lfT organizations. NMS was evaluated using the ITPM 
processes relevant to application development and maintenance as an additional confirmation of the 
results of the CMM analysis. 

1 The NMS development organization is considered the aggregate of contractor, task force, and IAM indMduals 
responsible for NMS delivery. 
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C. Conclusions 

The IBM ADE/CMM Assessment Team developed twelve conclusions relative to the effectiVeness of 
the application development and maintenance environment. These conclusions are summarized in 
Table 3-1: 

1. There are positive factors within the USAID NMS development organization lhal can be leveraged to 
enhance application dewtopment effectiveness. These include leadership. people assel!;, teamwoik. 
and the beginnings of future discipline. 

2. The NMS leadership fails to provide consistent direction, leading to uncertainty, which impacls bo1h 
morale and productMly. 

3. The current NMS organization is fragmented and complex, discouraging accounlabifrty and inhibiting 
productMly. 

4. Two aspeclS of the USAJD culture, informality of communications and management by committee and 
consensus, inhibit timely, effective decision making and productMlyfor sollware engineering. 

5. The lack of a welklelined project management process inhibits consistent defiveiy of applications on 
lime and within budget 

6. The lack of a life cycle methodology prevents consistent development and maintenance of quality 
applications in a timely and efficient manner. 

7. The Jack of an effective requirements management process inhibits the timely identitication of 
business needs. 

8. Lack of a comprehensive and rigorous Software Configuration Management process in a high-volume 
change environment introduces production and control problems and places soltwa!e assets at risk. 

9. Testing lacks appropriate rigor. consistency, and tocus, resulting in errors, rew:ilk, and ie<kJced 
customer satisfaction. 

10. The current contracting approach inhibi!s achievement of consistent quality and productMly. 

11. The lack of a measurements program in the NMS application development environment is inhibiting 
!act-based decision making, direction selling, and communication. 

12. Achieving significant process improvement will require enhancement of both !RM and user skills. 

Table 3-1: ADE/CMM Assessment Conclusions 

USAID NMS Analysis Report Ill. ADEICMM Assessment • 14 



D. Recommendations 

The team developed twelve recommendations to address the need for process improvement within 
the NMS development organization and to guide achievement of higher CMM levels of process 
maturity. These recommendations are summarized in Table 3-2 below: 

1. Establish an effective and sustaining leaderahip environment to provide the foundation for continuing 
application development process improvemenl 

2. Simplify and streamtine the NMS development organization s!ructure to focus management attention, 
clarify reporting <:hains, eliminate divided loyalties, and strengthen accountabilily. 

3. Implement a project management process that will increase development precflC!abiTrty and lower 
project risk, contributing to improved customer satisfaction. 

4. Retain contractors as the vehicle for continued NMS development and maintenance, and implement 
an effective subcontract management process. 

5. EstabrlSh a life cycle methodology as the foundation for implementing repeatable p1oc: ':es and for 
the development. acquisition, and maintenance of quality appTICations. 

6. Develop and implement a oonsistent NMS requirements process \\flich yields timely, complele 
requirements for needed functionality and which can serve as a testable base for perfonnanc&.based 
contracts. 

7. Establish a process for lull life cycle testing including plans, activities, and organi2alional standards. 

8. Strengthen Configuration Management as a tool to improve production system stability and quality. 

9. Leverage Software Quality Assurance (SOA) ooncepl$ to achieve effective process implementalion 
and deliver high qualily products. 

10. Define a set of apptication development and acquisition measurements to laeililale fact-based 
understanding, decision making, and action. 

11. Establish a clear charier for key infrastructure support !unctions within the NMS development 
organization. 

12. Develop and implement a skills management strategy that W>11 prepare NMS development peraonnel 
for Ille future technology-driven and process-driven environment 

Table 3-2: Recommendations for Process Improvement 
in the NMS Development Organization 
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E. Next Steps 

Organizations that have invested in process improvements over an extended period have realized 
dramatic results. According to data gathered by the Software Engineering lnslitute2

, organizations 
that have invested in process improvement for three or more years have achieved results such as an 
ROI of 7:1, an average gain in productivity of 37"/o per year, an 18% gain each year in the proportion 
of defects found in pretest, a 19% average reduction in time to market, and a 45% average 
reduction in field error reports per year. In addition to these gains, intangible results have also been 
reported. These include improved employee morale, fewer overtime hours, a more stable work 
environment, lower turnover of staff, improved communication, and improved quality as reported by 
customers. It was noted that productivity improvements such as these can make resources available 
to be applied to USAID oore programs. 

Following through with the next phase of the IBM ADE process, Target Definition, would provide the 
USAID NMS development organization with a clearly identified target environment answering the 
question, "Where do we want to go?" as shown in Figure 3-1 above. The objective of the Target 
Definition phase is to define a future application development and maintenance environment for the 
organization that is aligned with the organizational vision, mission, goals, and objectives. Target 
Definition begins with a facilitated planning session to define the vision, mission, goals, and 

objectives, followed by a series of focused team efforts to address specific areas chosen for the 
Target Definition effort. Following the Target Definition phase, the ADE Transition Planning phase 
defines a detailed plan and set of projects to achieve the target environment The fourth phase, 
Change Integration, involves the actual implementation of the changes through execution of the 
transition plan. SEI experience indicates that the average time required to move from CMM Level 1 
to Level 2 is 27 months, with an additional 18 months to move from Level 2 to Level 33

• 

2 Paulk, M. C., Weber, C., Curtis, B., Chrissis, M. B. (1994). The capaboity maturity model: Guidelines for improving 
the software process. Reading, MA: Addison Wesley Longman. 

$Software Engineering lnstttute. (1997). Process maturity profile of the software community 1997 update. Pittsburgh, 
PA: Carnegie Mellon University 
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II • 

NMS Business Application Review 

This section of the report describes the IBM Team's review and analysis of user demands for the 
New Management System (NMS) functionality and the current NMS capability. The section begins 
with a description of the methodology used to perform the demands and capability review for each of 
the four NMS applications: the AID Woridwide Accounting and Control System (AWACS); the 
Acquisition and Assistance application (A&A); the Budget and Fund Allocation application (BUD); 
and the Operations application (OPS). 

Next, the section presents the analysis and findings for each application, as follows: 

• Overview of the application, including a discussion of the original system design 

• Identification and description of the legal and regulatory requirements to be performed by 
the application 

• Determination of necessary user functionality 

• Identification of gaps between necessary functionality and the current system environment 

The discussion presented in this section is the basis for analyzing strategies to meet USAJD's needs 
in the areas of finance and accounting, acquisition and assistance, budget formulation and 
execution, and results tracking and planning/implementation support. 

A. Methodology 

The IBM T earn used the following methodotogy to identify and define the gaps between NMS user 
needs and NMS system capabilities. This methodology meets the requirements of Raines Rules 
numbers one and four4• These rules specify that USAID implement an NMS solution that supports 
priority Agency missions and demonstrates the best possible projected return on investment First, 
the IBM methodology fulfills these requirements by identifying and documenting the system 
functionalities that support USAID's missions. Second, the methodology ensures that we are 
identifying a solution with the best possible return on investment because it eliminates unnecessary 
costs, improves mission performance in accordance with Government Performance and Results Act 

4 OMB Memo M-97-02. Funding Information Technology Investments, dated October25, 1996. 
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(GPRA) measures, increases 1he quality of service, and ultimately increases customer satisfaction. 
The methodology consists of five areas of activity: 

• conduct data gathering activities 

• validate system capabilities 

• identify and grade desired functions 

• define gaps between necessary functions and system capabilities 

• compile results 

These areas of activity are discussed in 1he following sections. 

1. Conduct Data Gathering Activities 

To begin the process of determining user need and system capability, 1he IBM Team reviewed 
relevant NMS program documentation, including: 

• Business Area Analyses (BAA) for each application wherein the Agency identified basic 
system requirements and reengineering goals 

• General Services Administration waiver of requirement to use the Financial Management 
Systems Software (FMSS) schedule 

• Background reports from such organizations as the General Accounting Office, the Office 
of Inspector General, and USAID contractors describing system problems 

• Applicable Federal regulations and "best practices" guidance 

Appendix D provides a list of NMS program related documentation the IBM Team compiled and 
reviewed to perform this task. 

In addition to reviewing relevant NMS documentation, the IBM Team conducted interviews with 
application users and developers. These interviews focused on such issues as: 

• Understanding of requirements as outlined in the BAA 

• Utility of existing system functions and overall ability of the functions to meet their needs 

• Additional functionalities that are needed in the performance of their responsibilities 

• Potential process, organization, and technical problems 

• Unique requirements of USAID 

The interviews were conducted with personnel representing USAID headquarters, the various 
Agency bureaus, and missions. In addition, we interviewed the Executive Sponsors and 
development team leads for each application. As appropriate, we included contractor staff to help 
explain specific system functions. Appendix B provides a list of indMduals interviewed. 
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2. Validate System Capabilities 

Jn order to validate system capabilities, the IBM T earn conducted fol!ow-up interviews and 
participated in detailed demonstrations of each application. These interviews and demonstratiOns 
were conducted with a variety of users, functional area experts, and system development specialists. 

3. Identify and Grade Desired Functions 

fts a result of the data gathering and system capabilities validation activities, the IBM Team defined 
a comprehensive list of 1) system capabilities, 2) user requirements that have not yet been 
incorporated into the system, and 3) regulatory requirements that may not have been incorporated 
into the BAA analysis and system design. The IBM Team assigned each identified function to one of 
the following three categories called impact levels: 

• Necessary - these are functions that are required to support essential business 
processes and/or regulatory requirements 

• Desired - these are functions that will improve USAID's ability to perform its business 
processes but are not essential and are not required to meet regulatory requirements 

• Not Necessary- these are functions that are nice to have but are not needed as part of 
an integrated system or are not viewed as necessary by users 

The IBM Team assigned a value to each function according to the above criteria such that a 
Necessary function received a value of "2." a Desired Function received a value of "1 ." and a Not 
Necessary function received a value of "O." Table 4-1 summarizes the results of our analysis by 
application. 

AWACS 1 17 98 116 

MA 9 25 46 80 

Budget 3 3 29 35 

Operations 9 1 16 26 

Total 22 46 189 2S7 

'General Ledger includes reporting and cost accounting requirements 

Table 4-1: Impact Level of NMS Application Functions 
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4. Define Gaps Between Necessary Functions and System capabilities 

The IBM Team conducted an analysis of the gap between current NMS capabilities and 1he 
functions identified as being necessary. As a critical part of 1his analysis, 1he Team evaluated 
whe1her 1he gap results from one or more of 1he following 1hree factors: 

• Technical - these are gaps of a technical nature such as software/hardware problems or 
poor application functionality 

• Process - these are gaps caused by a breakdown in processes, including lack of 
understanding in roles and responsibilities and lack of system user training 

• Organizational - these are gaps caused by an organizational culture 1hat does not 
facilitate or prohibits the performance of certain functions 

In order to identify, categorize, and evaluate these gaps, the IBM Team used a standardized scoring 
logic. A whole integer value between 0 and 4 was assigned to each function based on 1he following 

~ criteria. A value of o indicates that the function does not exist. A value of 1 indicates that the function 
exists but has gaps resulting from all three factors: technical, process, and organization. A value of 2 
indicates that the function exists and has gaps caused by two of the three areas. A value of 3 
indicates that the function exists and has a gap in only one of the areas. Finally, a value of 4 
indicates that the function exists and is fully functional according to all three factors. 

5. Compile Results 

We chose a matrix format to display the results of our analysis. This format provides 1he basis for 
evaluating alternatives for improving the current NMS environment. 

The detailed results of 1he analysis are presented in Appencfix E. This Appendix contains a matrix for 
each application that summarizes the universe of identified functions, the impact rating level or 
importance for each function, and the identification of the technical, organizational, and process 
gaps between demand and system capability. 

Discussions of each of the NMS applications are presented in the sections that follow. 

B. USAID Worldwide Accounting and Control System {AWACS) 

The following sections provide an overview of the USAID Worldwide Accounting and Control System 
(AWACS) application, a general description of the legal and regulatory requirements relevant to this 
application, an evaluation of the business demands identified, a review of application capabilities and 
an analysis of the gaps found between requirements and capabilities. 
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1. Application Overview 

In order to improve its accounting and financial management operations, USAID developed the 

A.l.D. Worldwide Accounting and Control System (AWACS) to serve as the Agency's core financial 
accounting system. Under the sponsorship of the Office of Financial Management, AWACS was 

intended to comply with generally accepted Federal accounting principles and standards, meet 
applicable legislative requirements, provide accurate and timely accounting data, and address both 

Joint Financial Management Improvement Program (JFMIP) and USAID specific requirements. 

Eight business areas were originally identified by the AWACS project 1) Funds Distribution, 2) 

Funds Usage, 3) General Ledger, 4) Accounts Payable, 5) Accounts Receivable, 6) Budgeting, 
7) Cost Accumulation and 8) Payroll. The first five of these areas were analyzed to define the 
business rules, goals, critical success factors, data, processes, and information systems needed to 
fully support its functional requirements. Reports on these analyses, known as Business Area 
Analyses (BAA), were developed and described the intended functionality for each of the five 

modules as discussed below. 

• Funds Distribution - The Funds Management module was intended to provide for the 
recording of incoming funding or other authority such as new appropriations, transfer 

appropriations, prior-year to current-year appropriation transfers or allocations. The 
module was to record incoming warrants, request apportionments, record approved 

apportionments, record appropriation transfers or allocations to other government 
agencies, and distribute available funds through the allotment and budget allowance 
levels. 

• Funds Usage - This module was to commit and obligate direct, borrowing and 
reimbursable authority. In addition, Funds Usage was intended to modify obligations, 
record the re-estimates of guaranty and lending authority subsidies, and record 

subobligations. 

•General Ledger - This module of AWACS was intended to provide for the 
summarization, control and classification of information for all of USAID's accounting 

transactions. The General Ledger was to maintain the chart of accounts and transaction 
codes, post transactions and adjustments, and process month and year-end closings. In 
addition, this module was to ensure compliance with the U.S. Standard General Ledger 

and required internal and external reporting. 

• Accounts Payable - This module was intended to serve the disbursement process 
beginning with voucher registration, obligation matching, administrative approvals for 

payment of goods and services, schedule payments, certify payments, transmit payments 

to the disbursing office, and record accomplishment of payments. In addition, USAlD 
developed this module in order to comply with the Prompt Payment Act, cash 

management guidelines, and improve the quality and efficiency of payment processes. 

•Accounts Receivable - This module of the AWACS application was to account for the 

right to receive funds, collections of funds received and reimbursable orders. Accounts 
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receivable was also to provide for monitoring accounts with aging schedules and the 
ability to handle write-offs. In addition, this module was intended to account for the 
Agency's direct and guaranteed loan portfolios. 

Of the eight business areas that were originally identified by the AWACS project, separate NMS 
modules were developed for General Ledger, Accounts Payable and Accounts Receivable. A 
fourth module entitled Funds Management was developed and replaced the functionality originally 
intended for the two BAAs on Funds Distribution and Funds Usage. Business Area Analyses for 
Cost Accumulation and Payroll have not yet been performed. Finally, 1he intention to develop 
budgeting as a part of AWACS was abandoned and a totally separate application for budgeting was 
developed under NMS. 

2. Legal and Regulatory Requirements 

Table 4-2 provides a general description of the legal and regulatory requirements applicable to 1he 
review of AWACS. 

Joint Financial Management Improvement 
Program (JFMIP) Federal Financial 
Management Systems Requirements 

Federal Financial Management 
Improvement Act of 1996 (FFMIA·96) 

OMB Circular No. A· 127, "Financial 
Management Systems." 

GAO's Standards for Internal Controls in 
lhe Federal Government 

Federal Managers' Financial Integrity Act 
of 1982 ( FMFIA) 

The JFMIP requires program and financial managers 
to work in partnership using modem management 
techniques and integrated financial management 
systems to ensure the integrity of information, make 
decisions and measure pertonnance to achieve 
desirable outcomes and real cost-effectiveness. 

FFMIA establishes in staMe (1) certain financial 
management system requirements !hat are already 
established by Executive Branch policies and (2) new 
requirements for audttors to report on agency 
compliance with these basic requirements. and for 
agency heads and management to correct deficiencies 
wtthin a certain time period. 
The circular prescribes policies and standards for 
executive departments and agencies to follow in 
developing, operating, evaluating. and reporting on 
financial management systems. 

These standards require Federal Agencies to follow 
three key practices: (1) identify internal control 
objectives, (2) ensure that control techniques are 
effective and efficient in supporting lhe implementation 
of control objectives, and (3) document internal control 
systems. 

This act requires an annual assurance statement with 
respect to management controls and compliance with 
financial management system requirements. 
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OMB Ciroular No. A· 123, •Management 
Accountability and Control." 

Anti-deficiency Act 

Credit Reform Act 

Debt Collection Act 

Federal Accounting Standards Advisory 
Board (FASAB) Accounting Standards 

Prompt Payment Act 

OMB Circular A· 125 

Untted States Standard General Ledger 
(SGL) 

The circular implements the Federal Managers' 
Financial Integrity Act ol 1982 (FMFIA) whereby 
emphasizing that management control accountability 
is the expectation that managers are responsible for 
the quality and timeliness of program performance, 
increasing productMty, controlling ccsls and mitigating 
adverse aspects of agency operations, and assuring 
that programs are managed wlth integrity and in 
compliance with applicable law. 

The Anti-Deficiency Act prohibits Executive Branch 
agencies and departments from over committing, 
obligating, or expending budget authority. 

This act prescribes policies and requirements lo 
measure more accurately the costs of federal credit 
programs; place the cost of credit programs on a 
budgetary basis equivalent to other federal spending; 
and improve the allocation of resouroes among credit 
programs and between credit and other spending 
programs. 

This act established the requirement for Executive 
Branch agencies and departments to manage their 
accounts receivable effectively. 

FASAB issues concepts and statements which include 
standards to be followed in order to have relevant data 
to help make decisions affecting the budget, control of 
costs, and measurement of performance. 

The Prompt Payment Act requires agencies to pay 

I 
approved invoices timely, determine the economic 
benetil of discounts offered and H the discount should 

I 
be taken, include interest on payments not made 
timely, and track and report prompt payment statistics 

' on a regular basis. 

OMB Ciroular A· 125 prescribes procedures for 
executive departments and agencies to follow when 
paying for supplies and services. This Ciroular 
includes the requirements to satisfy the Prompt 
Payment Act. 

The SGL establishes account guidelines that agencies 
ol the executive branch must follow to enable the 
Treasury Department to prepare govemment·wide 
consolidated financial statements and internal reports. 

Table 4-2: Applicable Regulations, Directives, and Guidance 
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3. Evaluation of Demands and Capabilities 

After consolidating the detailed functional requirements identified, we determined that there are 116 
upper-level functional requirements. The IBM Team identified 98 of the 116 functional requirements 
as being necessary to USA!D's business operations. Table 4-3 provides the summary results of our 
analysis by AWACS module. 

Funds Management 1 6 22 29 

General ledger• 0 2 36 38 

Accounts Payable 0 5 25 30 

Accounts Receivable 0 4 15 19 

Total 1 17 98 116 

'General ledger includes reporting and cost accounting requirements 

Table 4-3: Impact Level of AWACS Application Functions 
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Table 4-4 presents the results of our capabilities assessment by AWACS module. 

Funds Management 
0 4 6 11 

1 2 2 
2 1 1 

3 1 2 

4 1 12 13 

Module subtotal 1 6 22 29 

General Ledger• 
0 2 20 22 
1 1 1 

2 4 4 

3 0 
4 11 11 

Module Subtotal 2 36 38 

Accounts Payable 
0 1 11 12 
1 1 1 2 
2 3 3 
3 1 1 
4 3 9 12 

Module Subtotal 5 25 3Q 

Accounts Receivable 
0 1 4 5 
1 1 1 3 
2 1 3 4 

3 1 0 
4 7 7 

Module Subtotal 4 15 19 

Gr.ind Total 1 17 98 116 
•General Ledger includes reportin and cost accounting requirements 

Table 4-4: AWACS Capabilities Assessment Results By Module 
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4. Analysis of Gaps 

We reviewed the capabilities assessment and identified the key findings that must be addressed for 
AWACS to provide the minimum critical functionality. Table 4-5 presents a summary of the gaps 
identified. Detailed infonnation can be found in Appendix E-1. 

General Ledger 
Potential Balances Do Not Does Not Fully Meet Non Compliance Lack of Foreign 

Anti-Deficiency Agree wi1h Prompt Payment Act with Debt Currency 
Act Violation Subsidiary Ledger 

Detail 
Requirements Collection Act Accoonling 

Non-Integrated Sys1em Not Used Inadequate 

Funds Control Archiving Has Not Lack of Fonn 1099 byAJIUSAID Accounting 

Tables Been Implemented Functionality Billing Offices Classifica!)oo 

Struclure 

Incremental Disbursements Not Loan Accounting. 
Funding for Need Month· and Distinguished Account Servicing and 

Bilateral Year-End Accrual Between E>penses statements Not Reporting Not 
Agreements Not Functionality and Capital Assets Available Implemented 

Supported 

Ability to Enter Separate 
and Obligate Year-End Closing Unsynchronized OPAC Lack of Cost 
Against an Process Not Fully Vendor Ta..t.Hes in Functionality Not Management 
Erroneous Functional AWACS and A&A Fully Developed Functionaflty 

Aproprlation 

Reporting Lack of Document Pass Through Reimburseable 
Functionality Matching Collections Not Agreements Not 

Extremely Limited Supported Fully Supported 

OPAC Functionality Estabf1Shment of 

Not Fully Developed Payroll Deduc1ions 
Not Supported 

Vendor Notification 
Not Functional 

Frequent Rejects of 
Payment 

Certifications 

Table 4-5: Gap summary for AWACS APPiication 

These key gaps are discussed by AWACS module in the following sections. Also induded is 
discussion of a fifth category of AWACS gaps, presented under the section titled AWACS-vvide 
gaps. 

a. Funds Management 

Ten of the 22 necessary requirements for Funds Management rated at less than full functionality. 
These functions are discussed in the sections that follow. Detailed infonnation can be found in 
Appendix E-2. 
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i. Potential Anti-Deficiency Act Violation 

In performing its annual closing for fiscal year 1997, USAID found that it has potentially over 
obligated the following two appropriation accounts: 

• Development Assistance (DV96/97; FAST No. 72671021) - This program provides 
economic resources to developing countries to promote broad-based, self-sustaining 
economic growth and support initiatives intended to stabilize population growth, protect 
the environment and foster increased democratic participation in developing countries. An 
amount of $378,493 was reported as potentially over obligated for FY 1997. 

• Special Assistance Initiatives (Al96/97; FAST No. 72671010) - This program provides 
funds to support a variety of special assistance activities. An amount of $4,734 was 
reported as potentially over obligated for FY 1997. 

The Anti-Deficiency Act makes clear that it is unlawful to authorize an expenditure or obligation of an 
appropriation or fund in excess of amounts available or before an appropriation is made. Violations 
of limitations are to be immediately reported to the President and Congress and subject knowing and 
willful violators to fines and/or imprisonment. The main purpose of the Funds Management module 
in AWACS is to ensure compliance with the Anti-Deficiency Act. 

In our detailed demonstration of the Funds Management module we reviewed scenarios to 
determine whether funds available were updated to prevent occurrence of commitments, obligations 
and expencfrtures in excess of available fund balances. We did not see any violations of basic funds 
control. USAID believes that the reported potential over obligations are probably due to the limited 
implementation of AWACS as a Washington-only system. Specifically, USA1D believes that in 
certain cases USAID/Washington Bureaus may have obligated funds in AWACS and instructed 
USAID Missions to record the same obligations in MACS without available funding. 

To resolve this situation, USAID is in the process of reconciling information at the budget allowance 
level in both MACS and AWACS. One potential error for the Development Assistance appropriation 
has been found and relates to the time period when AWACS was operational in the missions. 
Specifically, it appears that an amount of $300,000 was recorded in an obligation table twice - once 
when it was recorded at an obligation level and a second time when it was recorded as a 
sub-obligation. Such an error would be a technology problem and may not necessarily support the 
belief that the potential source of over-obligation is due to double recordings of one obligation 
amount by both USA1DiWashington and Missions. 

If USAID is unable to resolve the potential over-obligation by reconciling amounts recorded in Funds 
Management at the budget allowance level, then it will move to a methodology of trying to reconcile 
amounts reported in the General Ledger. Such a reconciliation would be rather complex due to the 
number of tables in AWACS and the lack of documented mapping and control totals between 
general ledger accounts and source tables. 
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This problem has widespread implications and could be caused by technology, process and 

organizational gaps. It will require a major reconciliation of data from disparate systems to identify 
the necessary corrective actions in AWACS as well as work processes and organizational roles and 
responsibilities. 

ii. Non-Integrated Funds Control Tables 

USAID records obligations in NMS through both the Acquisition and Assistance (A&A) and AWACS 
applications. A&A is designed to manage the majority of the USAID obligations such as grants and 
contracts while the Funds Management module of AWACS is used to manage miscellaneous 
obligation documents, including travel authorizations. We learned through interviews that separate 
funds control tables are maintained by both A&A and Funds Management. These tables are not 
integrated or synchronized to ensure the integrity of funds control data. This system deficiency 
compromises the funds availability control increasing the risk that USAID may excessively commit, 
obligate, or eXPend funds resulting in an Anti-Deficiency Act violation. Also, lack of integration or 
synchronization could result in reporting discrepancies between the amount of funds available, 
committed, obligated, or eXPended. In fact, we were told that three different amounts were reported 
as being obligated as of the same date for one appropriation. The lack of integration or 
synchronization is one reason why AWACS does not comply with the JFMIP requirements for 
automated systems and is considered to be one of the FMFIA Top 100 "High Risk" systems. 

iii. Incremental Funding for Bilateral Agreements Not Supported 

The majority of activities of several USAID Missions are funded under agreements with the host 
countries. These bilateral agreements refer to life-of-project funding but are normally funded through 
incremental appropriations over a period of several years. USAID receives Congressional approval 
for these projects and is required to report the cumulative results on a project basis and not simply 
for each incremental appropriation. The initial obligation of funds is recorded at Iha time that the 
agreement is signed in Iha amount that is funded to date. As contracts, grants and cooperative 
agreements for activities are entered into, sub-obligations are recorded and controlled. Therefore, 
USAID has a unique requirement to provide for an accounting and reporting structure with the 
flexibility to permit incremental funding and obligations of funds at the obligation and subobligation 
levels over the multi-year period during which bilateral agreements are carried out. AWACS does not 
allow for incremental funding of bilateral agreements. In addition, It does not allow for sub-obligations 
of amounts initially obligated at the bilateral agreement level in prior years. 

Certain USAID officials believe that Bilateral Agreements were originally intended to be handled by 
the Awards and Assistance (A&A) Module of NMS but that this approach was later abandoned by 
the procurement process owners. This view may be supported by the fact that the ability to 
incrementally fund a master obligation does exist in the A&A module and that Bilateral Agreements -
one of the largest foITTlS of USAID "Assistance• - are accounted for under the "Miscellaneous 
Obligations" module of AWACS which lacks the necessary functionality. 
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This gap has both organizational and technological implications for USAlD. The organizational 
issues regarding the responsibility for initial recording of bilateral agreements must be resolved and 
any resulting requirements for AWACS must be designed, developed, tested and implemented. 

Iv. Ability to Enter and Obligate Against an Erroneous Appropriation 

USAID reported that an erroneous appropriation, DA886, was entered into AWACS and obligated 
against. USAID does not know what caused this situation. During our detailed system 
demonstrations, we learned that an authorized user with the properly assigned system role, can 
enter appropriations. As a result, we conclude that this gap is associated with inadequate control 
processes. 

The General Accounting Office (GAO) issued Standards for Internal Controls in the Federal 
Government. Among these standards are the requirements that internal control objectives be 
identified or developed for each activity, control techniques be effective and efficient in 
accomplishing control objectives, and qualified and continuous supervision be provided to ensure 
that control objectives are achieved. USAID will need to develop and document NMS-wide control 
objectives and techniques to meet those control objectives to reasonably assure that appropriations 
entered are proper. 

b. General Ledger and Reporting 

Twenty-five of the 36 necessary requirements for General Ledger rated at less than full functionality. 
These functions are captured in the discussions presented below. Detailed information can be found 
in Appendix E-3. 

i. General Ledger Balances Do Not Agree With Subsidiary Ledger Detail 

JFMIP requirements for Core Financial Systems state that the General Ledger should report 
comparisons between the amounts in other components of the Core financial system and the related 
control accounts in the General Ledger noting any accounts which are out of balance. Control 
accounts in the AWACS General Ledger do not agree with detailed transaction data For example, 
the balance for accounts receivable in the General Ledger does not agree with the data tables 
maintained by the Accounts Receivable module of AWACS. 

This situation exists because historical data has not been migrated and data integrity has been 
further compromised by programming bugs. These process and technological gaps must be 
addressed through data reconciliations and the definition, development and implemenlation of 
functional requirements for AWACS. 
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ii. Archiving Has Not Been Implemented 

To support the archMng and purging process, JFMIP Core Financial System requirements provide 
for the capability to archive or purge closed documents and data as needed to limit the data 
maintained to that appropriately needed for analysis, control and presentation of historical 
information. AWACS has not implemented an archival method risking the potential to overload the 
database and increase system response times. USAID will need to address this technology gap by 
defining requirements to be developed, tested and implemented. 

iii. Need Month- and Year-end Accrual Functionality 

Federal Accounting Standards require that amounts owed by a federal entity for goods and services 
received, progress under certain contracts and interest incurred from borrowing be recognized as 
accrued liabilities. Similarly, the standards require that interest receivable should be accrued for the 
amount of interest income earned but not received for an accounting period. In support of this 
accounting standard, the JFMIP requirements for core accounting systems state that the system 
should proVide the capability for automatic generation of recurring accrual entries and reversals in 
the next fiscal year period. AWACS does not provide this capability. 

During our review, system developers reported that this gap in technology was being addressed for 
accrued liabilities for contracts through the establishment of requirements and system development 
activities. The new functionality was to be tested prior to implementation. In addition, USAID will 
need to address the automatic generation of accruals for other transactions such as payroll. 

iv. Year-end Closing Process Not Fully Functional 

USAID has developed and implemented certain automated closing procedures, such as closing 
procedures for the removal of the budget authority and conversion of 5111517 authority to new 
account codes. However, automated processing of general ledger closing transactions has not yet 
been developed. The concept of closing the general ledger accounts is a very basic accounting 
practice and one. that should be automated in any accounting system. The JFMIP Core Financial 
System requirements provide for month-end and year-end closing and rollover of general ledger 
account balances including the automatic generation of required transactions. This functionality is a 
technology gap which USAID will need to develop, test and implement 

v. Reporting Functionality Extremely Limited 

USAID's external reporting needs are dictated by the Department of Treasury, OMB and FASAB. 
System requirements in support of these needs are well defined in the JFMIP Core Financial 
Accounting System Requirements. AWACS does not have the needed functionality to support these 
requirements. In addition, internal reporting requirements for such functions as consolidated trial 
balances, aging of accounts receivable, payable, commitments, and obligations, funds control at the 
actMty level and out-of-balance conditions between the general and subsicfiary ledgers are not 
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supported by AWACS. Anally, available data queries are ralher inflexible and very limited. This 
technological gap in tile functionality of AWACS is far reaching and limits its overall usefulness given 
the need to manage the organization based on information contained in tile system. USAID must 
begin by defining all relevant requirements and developing tile functionality to be tested and 
implemented. 

c. Accounts Payable 

Fourteen of the 25 necessary requirements for Accounts Payable rated at less than full functionality. 
These functions are captured in the discussions presented below. Detailed information can be found 
in Appendix E-4. 

i. Does Not Fully Meet Prompt Payment Act Requirements 

The Prompt Payment Act requires that payment dates be based on a due date as provided for in the 
contract or 30 days after a proper invoice for the amount due is received. When payments are not 
made on time, the Agency is required to pay an interest penalty computed at the rate of interest 
established by the Secretary of Treasury and submit a notice stating the amount of the interest 
penalty included in the payment If the Agency does not include the interest penalty due in payments 
made, the vendor is entitled to an additional penalty equal to a percentage of the interest due as 
established by OMB. 

The Prompt Payment Act also provides for tile taking of discounts only when payments are made 
within the discount period offered. In addition, tile Prompt Payment Act requires that USAJD submit 
fiscal year-end reports on its payment practices including the number, dollar value, and percentage 
of invoices for which interest or other late payment penalties were paid, the amount of such late 
payment interest and other penalties, and the reasons the interest penalties were not avoided by 
prompt payment. The JFMIP Core Financial System Requirements related to Payment Management 
include several functions to ensure USAID adheres to tile Prompt Payment Act 

AWACS does not fully meet these Prompt Payment requirements. Specifically, AWACS records an 
accounts payable when the invoice is administratively approved and not tile date of acceptance of 
the goods or services. Related to !his is the fact that receipt, inspection, and acceptance data is not 
captured in NMS: As a result, the tracking for payment due date may not be based on tile later of tile 
date of receipt of goods or invoice. AWACS also does not capture discounts offered and perform an 
economic analysis of the benefit Payment amounts and due dates for favorable discounts are not 
adjusted by AWACS. Finally, AWACS does not report prompt payment statistics such as discounts 
lost/taken, interest and penalties paid. 

The consequences of these process and technical gaps in functionality are significant given the level 
of compliance that USAID is expected to achieve with this legislation. A complete set of 
requirements for the technical gaps must be identified in order to proceed with the development, 
testing and implementation of full functionality related to the Prompt Payment Act. 
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ii. Lack of 1099 Functionality 

AWACS does not maintain information needed to support IRS Form 1099 reporting, including 
Taxpayer Identification Numbers (TIN) and payee types such as sole proprietorship, partnership, 
and corporation. As a result, it does not meet the JFMIP requirements to maintain such information 
in order to comply with IRS regulations and produce Form 1099. USAID will need to address this 
technology gap. 

iii. Disbursements Not Distinguished Between Expenses and capital Assets 

USAID records all non-advance disbursements as expenses without regard to whether the 
expencfrture should be expensed or capitalized. Later at year-end, expenses for capital assets are 
manually reversed and capitalized as fixed assets. AWACS was supposed to capture, classify, 
summarize, and report current year and cumulative data on capital acquisitions. disposals, and 
assets on hand.· In addition, the JFMIP Core Financial System requirements state that liabilities 
accrued upon receipt and acceptance of goods and services should be properly identified as capital 
assets, expenses, prepaid expenses or construction-in-process. To close this gap in technology, 
USAID will need to develop, test and implement this functionality. 

iv. Separate Unsynchronized Vendor Tables in AWACS and A&A 

A table containing vendor information for awarded contracts and grants is maintained by the 
Accounts Payable module of AWACS. In addition, a totally separate table is maintained by the A&A 
module which includes not only vendors with awarded contracts, but aiso those vendors who have 
submitted proposals tor USAID solicitations. Modifications to vendor information contained in the 
A&A module are written to the AWACS vendor table, but updates made to the AWACS table are not 

written to the A&A vendor table. As a result, vendor information is not efficiently stored and data 
entry efforts are duplicated due to the separate tables, coupled with the lack of synchronization 
between the two tables. USAID will need to develop one table to be used by both A&A and AWACS 
to solve this technology gap. 

v. Lack of Document Matching 

Disbursements should be supported by basic payment documents, which include purchase orders, 
acceptance reports and invoices. The matching of these documents assures that (1) goods or 
services were ordered by an authorized official, evidenced by a purchase order. contract, or other 
authorization; (2) goods or services ordered have been delivered and accepted, evidenced by 

receiving and inspection reports; and (3) an invoice or bill has been received. JFMIP Core Financial 
System requirements supporting the payment execution process state that the system should define 
tolerances for quantity variances between receiving reports and the obligating document as well as 
track and report quantity variances between the obligating document, receiving report and invoice. 
AWACS does not provide this functionality. As noted below in our discussion of reject rates (section 
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viii) of payment certification, an obligation matching routine was developed but did not function as 
intended and was eventually removed from system functionality to limit data errors. 

This technology gap will need to be addressed through the proper definilion of requirements and 

their development, testing, and implementation. 

vi. OPAC Functionality Not Fully Developed 

The AWACS Accounts Payable module does not support the JFMIP requirement to record 
disbursements made through the On-line Payment and Collection (OPAC) system operated by 
Treasuiy Financial Management Service by other federal agencies against USAID's fund accounts. 
Currently OPAC disbursements are entered manually as no-pay vouchers. According to AWACS 
system developers, this functionar11y is under development. USAID will need to complete the 
development and testing of this function prior to implementation. 

vii. Vendor Notification Not Functional 

To support its payment confirmation and follow-up needs, USAID had developed an on-line Payment 
Information Management System. This system was a bulletin board which USAlD vendors could dial 
in to receive payment processing information. AWACS was not integrated with this system nor did it 
replace its functionality through issuance of remittance advices. As a result, USAID does not 
currently have a system for notifying its vendors of payment status and must support the payment 
follow-up process by answering requests for information by telephone. In addilion, due to the limited 
and inflexible queiy functionality of AWACS, USAlD's document control center does not efficiently 
handle requests for information. USAID will need to develop requirements for this technological 
functionality gap in order to meet JFMIP requirements associated with payment confirmation and 
follow-up. 

viii. Frequent Rejects of Payment Certifications 

There have been frequent rejects of payment schedules during certification. For example, during 
November 1997, 2500 payments were made of which 300 rejected certifications were reported. This 
number probably overstates actual certification problems, since one error on one payment schedule 
with 10 items to certify causes the entire schedule to be rejected. In any case, the AWACS system 
developers have found that this problem is due to two system bugs. One of the bugs involved an 
obligation matching program, which has since been turned off and all affected data has been 
corrected. The other bug involved improper posting of transactions, which has since been corrected 
although the affected data is handled on a case by case basis. 

USAID will need to identify and correct all affected data and implement system monitoring 
procedures to avoid such inaccuracies in the future. 
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ix. Vendor Pay Information Can Not Be Disabled 

The Accounts Payable module includes lhe functionality to record and maintain third party (i.e., 
bank) payee information for individual vendors. The user can add additional third parties to an 
existing vendor record, but can not disable or inactivate any exiting third parties. AWACS AP is 
designed to prevent the deletion of any third party pay information so it can be maintained as an 
audit trail. The lack of functionality to disable a third party requires the user to select the active third 
party when scheduling a payment. 

x. Approval of Invoices Is Not Restricted to Authorized Person 

AWACS AJP includes the functionality to notify Contracting Officers' Technical Representatives 
(COTR) of registered invoices awaiting administrative approval. The AJP module notifies the COTR 
after signing on to NMS. This notification procedure is based upon the COTR 'role' assigned to the 
user by the system administrator instead of the individual user identification. Therefore, NMS notifies 
all users assigned a COTR "role" of all invoices awaiting administrative approval and permits any 
user assigned a COTR 'role' to administratively approve any awaiting invoice regardless of authority 
or responsibility. This breakdown in the system's internal controls allows invoices to be approved by 
an unauthorized person which could result in an inappropriate disbursement 

xi. Credits for Stop Payments and Cancellation Can Not Be Posted 

The Accounts Payable module does not have the functionality to process credits forwarded by 
Treasury for stale-dated checks that have been canceled, stop payments requested by USAID, or 
undeliverable payments. This technology gap would need to be addressed through added system 
functionality. 

d. Accounts Receivable 

Eight of the 15 necessary requirements for Accounts Receivable rated at less than full functionality. 

These functions are captured in the discussions presented below. Detailed information can be found 
in Appendix E-5. 

i. Non-compliance With Debt Collection Act 

The Debt Collection Act requires that interest, administrative charges, and penalties on overdue 
receivables be calculated as necessary. The AWACS Accounts Receivable module does not 
provide this functionality. This gap in the technological capacity of AWACS will need to be addressed 
through added system functionality. 
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ii. System Not Used By All USAID Billlng Offices 

Billing offices generating non-loan receivables include overseas Missions, the Office of Procurement 
(OP) and various offices within the Office of Financial Management (FM). The only receivables 
included in AWACS are certain receivables managed by FM. Excluded are receivables managed by 
Payroll, Central Accounting and Reporting (CAR), Missions, and OP. This situation occurred due to 
a lack of planning, training and implementation and is the same situation that existed under the 
legacy accounting environment. There are three potential sources of bills for collection that are 
generated in OP: rommodity procurement; transportation/freight; and individual contracting officers. 
At present, these bills are not captured in the general ledger. 

This gap is related to USAID's work processes associated with handling accounts receivable and will 
need to be addressed through the establishment of policy and procedures and proper training of 
personnel. 

iii. Account Statements Not Available 

Duling the system demonstrations we learned that the Accounts Receivable module does not 
generate account statements. The JFMIP Core Financial Accounting System Requirements state 
that the functionality should include the ability to print statements as well as bills. USAID will need to 
develop this requirement and test it prior to implementation. 

iv. OPAC Functionality Not Fully Developed 

As with the Accounts Payable module, the Accounts Receivable module in AWACS does not 
support the JFMIP requirement to prepare and transmit billing data to the On-line Payment and 
Collection (OPAC) system operated by Treasury Financial Management Service in order to obtain 
funds from other federal agencies in accordance with interagency agreements. In adc:frtion, AWACS 
does not automatically produce supporting data for OPAC transactions to agencies billed which can 
be used by them to verify the OPAC charges. AWACS developers informed us that this functionality 
was under development. USAID will need to complete the development and testing of this function 
ptior to implementation. 

v. Pass-through Collections Not Supported 

Through Treasury's OPAC system, USAID occasionally receives collections that belong to another 
agency. These receipts are not processed through AWACS because the ultimate disbursement to 
the proper Agency can not be made from AWACS since the payment function requires an obligation 
prior to disbursement of any funds. While these transactions are not frequent, USAID is currently 
dependent on legacy systems to handle such receipts and foiwarding disbursements. This 
technology gap will need to be addressed through added system functionality. 
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vi. Establishment of Payroll Deductions Not Supported 

AWACS does not support the JFMIP requirements to provide information to allow for offset of funds 
due to delinquent indebtedness through reductions to federal employee salary payments. USAID will 
need to establish this functionality gap by either an automated link to the payroll system or the ability 
to generate timely notifications to the paying office. 

e. AWACS-wide Gaps 

In addition to the gaps identified for each of the AWACS modules, other gaps were identified that 
point out general inadequacies of the AWACS modules. These gaps are discussed in the sections 
below. 

i. Lack of Foreign Currency Accounting 

USAID holds approximately $280 million in foreign currency funds of which $50 million is owned by 
the U.S. Government (USG) and $230 million is owned by foreign governments. The Foreign 
Currency Trust Fund was established to maintain these foreign currencies. Generated most often 
from the sale of USG provided commodities, these funds are usually jointly programmed by USAID 
and the foreign government to pay for program and/or operating expenses of USAID-related 
activities. Funds may be withdrawn only by mutual agreement between the foreign government and 
the USG. For those funds not owned by USAID, any funds remaining upon termination of the 
bilateral agreement revert to the foreign government The USG holds a total of $300 mfllion of 
foreign currency in trust, making USAID the largest holder of this type of funds. 

USAID does not have accounting policies and procedures for the proper accounting for these 
foreign currencies. In the past, spreadsheet schedules of the amounts held have been kept and 
reported but exchange gains and losses have not been appropriately recorded. The need for foreign 
currency accounting was identified as a unique requirement in the original BAA. Although other 
Federal agencies may make disbursements in foreign currencies, their needs generally only require 
the translation of Iha foreign currency on the transaction date. USAID's needs involve much more 
than simple translation of disbursements including the ability to budget, control funds, receive and 
disburse amounts in foreign currencies. AWACS does not provide for the foreign currency 
accounting needs of USAID. 

This unique requirement is a technology gap that USAID will need to address in order to adequately 
account for the Foreign Currency Trust Fund. 

ii. Inadequate Accounting Classification Structure 

The accounting classification structure in AWACS does not provide a consistent basis for integrating 
planning, budgeting and accounting. For example. AWACS does not provide for a project structure 
which is independent of the other classification structures to allow multiple organizations, programs 
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and funding sources to be associated with a project One example of this deficiency is in the inability 
of AWACS to account for incrementally funded bilateral agreements. 

In addition, the accounting classification structure in AWACS has been inconsistently used among 
USAID missions. Although Missions do not use AWACS, they are supposed to be using the 
Operations Module of NMS which establishes the activity structure for program funds. USAID did not 
provide detailed guidance to the missions in assigning an activity structure leaving the task to the 
discretion of individual missions. As a result, activity structures were not consistently applied and 
results would not be directly comparable had the missions been able to enter actual data at the 
activity level in AWACS. 

These issues are caused by both technology and process issues and will need to be addressed prior 
to the implementation of AWACS on a wortdwide basis. 

iii. Loan Accounting, Servicing and Reporting Not Implemented 

USAID has both direct and guarantee loan programs that it must account for in accordance with 
FASAB standards and applicable legislation such as the Credit Reform Act. Direct loans with an 
outstanding principal balance of approximately $14 billion are made in both dollars and foreign 
currency. USAID has approximately $8.8 billion in outstanding loan guarantees. 

According to JFMIP, accounting and servicing of direct and guaranteed loan portfolios is not a part of 
an Agency's core financial system. As such, functionality for loans in AWACS would be expected to 
be generally limited to funds management, receipts and payment management and general ledger 
posting. However, USAID's original BAAs stated that AWACS was intended to fully account for the 
Agency's direct and guaranteed loan portfolios. 

Some aspects of.the functionality for loan management have been developed for AWACS but it has 
not been tested. We attended a demonstration of the test version of loan management in AWACS 
and viewed certain functionality such as loan header information and calculation of amortization 
tables. Linkages to funds management, accounts receivable and accounts payable, as well as the 
calculation of subsidy allowances have not yet been developed. 

During FY 1997 USAID outsourced some of the servicing functionality of one of Its guarantee 
programs. USAID officials noted that they would like to outsource the loan servicing requirements of 
the remaining programs for both direct and guaranteed loans. USAID will need to make a final 
decision on this outsourcing and develop a complete set of requirements for the needed functionality 
it must maintain in AWACS for loan management. Loan functions will need to be developed and 
carefully tested prior to implementation. 

iv. Lack of Cost Management Functionality 

According to FASAB, managerial cost accounting should be a fundamental part of a financial 
management system and should be integrated with other parts of the system. Five managerial cost 
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accounting standards have been identified by FASAB and include the need to accumulate and 
report the costs of activities on a regular basis, establish responsibility segments to match costs with 
outputs, determine full costs of goods and services, recognize the costs of goods and services 
received from other federal entities and use appropriate costing methodologies to accumulate and 
assign costs to outputs. JFMIP has identified specific functionality for core accounting systems to 
address cost management needs. These functions have not yet been developed for AWACS. 
USAID will need to review their cost management requirements and develop the necessary 
functionality to be tested and implemented. 

v. Reimbursable Agreements Not Fully Supported 

In addition, to activities undertaken and funded through the budget authority received from the 
appropriation, USAID often performs work for another agency on a reimbursable basis. In such 
cases, USAID enters into an interagency agreement which sets forth the work to be performed and 
prices to be paid based on obligation !imitations established by the ordering Agency. In effect this 
interagency agreement provides budget authority to USAID in addition to that provided through 
direct appropriations. Just as for direct budget authority, this reimbursable resource authority is 
subject to funds control and must be apportioned, allotted, committed, obligated and expended. In 
order to effect this basic funds control, USAID needs to provide a means for separating common 
accounts into elements related to the appropriation and the reimbursable agreements. Referred to 
as a two-track system, this mechanism for accounting for reimbursable is necessary to avoid 
inadvertently over obligating or over extending its interagency agreement. AWACS does not provide 
for this basic funds management of reimbursable agreements. Similarly, legacy systems did not 
address the need for proper funds management of these agreements. 

USAID will need to develop policy and procedures for properly accounting for and controlling of 
reimbursable agreements. From this policy, requirements can be defined and the necessary 
programming for funds management and general ledger transaction codes can be developed, 
tested and implemented. 

C. Acquisition and Assistance (A&A) 

This section presents an overview of the Acquisition and Assistance (A&A) application and modules, 
a description of the functions currently available and other needed functions, and an analysis of the 
gaps between current and necessary functionality. 

1. Application Overview 

The Agency for International Development relies on the Acquisition and Assistance (A&A) 
application to acquire goods and services and provide assistance. The modules of the system were 
originally developed around USAID's Business Functions of Planning, Award Formation, Award 
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Administration, and Acquisition and Assistance Support. During the course of development, specific 
legal requirements governing small dollar value procurements were issued. As a result, a fifth 
module was added to the A&A application to provide specific functionality for Small Purchases. 

The A&A application project scope is outiined in the A&A Business Area Analysis (BAA). This 
document addresses activities that support the procurement functions and models data 
requirements in accordance with the Business Functions. The A&A development project was 
intended to reduce redundancies, create consistency, increase accountability, encourage teamwork, 
and minimize adversarial roles between organizations. 

The A&A Planning module was intended to automate the process by which USAID identifies the 
goods and/or services necessary to support agency headquarters and mission activities. The 
intended functionality of the modules includes the following: 

• generate schedule and cost estimates 

• determine procurement vehicles and competition types 

• query vendor information 

• assign a contracting official responsible for the action 

The A&A Award Formation module automates process needs through the award of the goods and 
services to a provider authorized to do business with USAID. The contracting officer staff uses the 
system to suppoi:t the creation, approval and transmittal of all required CBD notices; create 
solicitations; record responses to solicitations as they arrive; and maintain a record of the status of 
the evaluation. The OSDBU has the capability to review all CBD notices. At award, funds can be 
approved and forwarded to AWACS where they are integrated for financial system needs. 

The A&A Small Purchase module was created to handle many of the special needs, required 
under FA.SA, for small purchases. It provides specific functionalities that are not necessary for other 
procurements. For instance, this module can generate purchase orders, prepare a request for 
quotes, and record quotes. 

The A&A Award Administration module automates process needs from award to close out These 
general contract administration functions include: 

• invoice tracking and payment 

• amendment creation 

• recording protests 

• recording correspondence with vendors 

• modifying awards, and 

• de-obligating funds 
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The A&A Support module is intended to automate al! other process needs related to the 
procurement of goods and services. The system was intended to support the agency in collecting 
information about its vendors to be used in award selection and auditing. 

2. Legal and Regulatory Requirements 

Neally every element of functionality in the A&A module is governed or impacted by federal 
procurement laws and regulations. Furthermore, the implementation of the A&A module was 
implemented during the course of a turbulent period in procurement law during which major new 
legal and regulatory guidance was promulgated. Many of the requirements of these laws do not 
need to be automated by USAID. Table 4-6 outlines some important provisions of recent legislation 
that should be a part of USAID's A&A system. 

Federal Acquisition Streamlining Act of 1994 

Past Performance 

Earned Value Tracking System 

Debarment 

1997 DOD Authorization Act 

Electronic Commerce 

Federal Acquisition Regulations 

FAR 37.6, Performance Based 
Contracting 

FASA states that contractor past performance 
"is one of the relevant factors that a contracting 
official of an executive agency should consider 
in awarding a contract.• In addition, the law 
authorizes a contracting officer to use a bidder's 
past performance •as an indicator of the 
likelihood that the offerer will successfully 
perform a contract". 

FASA requires agencies to track actions in 
terms of the amount of dollars expended in 
relation to the deliverables received. 

Agencies debarred from doing business with 
one agency must not do business with any 
agency. 

Agencies should establish, maintain, and use, to 
the maximum extent that is practicable and cost
effective, procedures and processes that 
employ electronic commerce in the conduct and 
administration of procurement systems. 

Agencies should use Performance-Based 
Contracting to achieve better activity goals and 
objectives. 

Table 4-6: Legal and Regulatory Compliance 

USAID NMS Analysis Report IV. HMS Business Application Review. 40 



3. Evaluation of Demands and Capabilities 

The IBM Team identified 80 elements of functionality in the A&A application, based on the BAA user 
demands, and other agency documents. Forty-six of these functional requirements were deemed 
necessary. The overall necessity of each element was scored as shown in Table 4-7: 

Table 4-7: Impact Level of A&A Application Functions 

For each impact level category, the IBM T earn reviewed the functionality that had been implemented 
and whether it was working from a technical, process and organ~tional standpoint. 

• 39 worked technically, procedurally, organizationally 

• 13 were never created 

• 12 were in place but not working from any perspective 

• 16 were in place and working from some perspective but not all 

4. Analysis of Gaps 

In addition to identifying the necessary functional elements of the A&A application, the IBM T earn 
analyzed the degree to which each area is implemented and functioning. The IBM Team defined 
differences between necessary functionality and system capability according to technology, 
organizational, or process gaps. The T earn found that many of the necessary functionalities, 28 out 
of 46, are fully operational. For the 18 functionalities that are not fully operational, the T earn identified 
16 functionalities that exist but have gaps, and 2 that have not been addressed. 

The matrix in Appendix E-6 summarizes the 80 A&A application functions, the impact level ratings, 
and the gaps identified between the user requirements and system capabilities. This matrix also 
identifies the relevant FAR clause supporting this need. (Note: A legal requirement does not mean 
the functionality should be automated.) 

These gaps are a mix of Technical, Process, ancVor Organ~tional shortcomings. Presented below 
is a summary of the primary A&A gaps identified. These gaps are discussed in the paragraphs that 
follow. 

• System cannot be Satisfactorily Queried for lnfonnation 

• Cannot Record and Use Vendor Past Perfonnance lnfonnation 
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• Does not Systematically Account for Receipt of Goods 

• Invoices Can be Paid After Money is De-obligated 

a. System Cannot be Satisfactorily Queried for Information 

Users cannot query the database for the data they need to prepare reports. The Impromptu system 
is the main tool for more detailed searches, but few users have access to it or are trained to use it. 
Further, the data infrastructure is not prepared to permit widespread use of Impromptu, even if it 
were provided for all users. 

b. Cannot Record and Use Vendor Past Performance Information 

Section 1091 of FASA states that contractor past performance "is one of the relevant factors that a 
contracting official of an executive agency should consider in awarding a contract." In addition, the 
law authoriZes a contracting officer to use a bidder's past performance "as an indicator of the 
likelihood that the offerer will successfully perform a contract". While the NMS A&A application can 
readily retrieve and display cost and technical scores in the course of evaluating offerers, it cannot 
do the same for past performance. The Agency would have to be able to evaluate performance 
references submitted as part of the sender's proposal. However, to review all recorded past 
performance, a contracting officer would need to oontact an individual who maintains past 
performance evaluations in a word processing file. While this approach may permit the consideration 
of Agency recorded past performance, its difficulty to access reduces the likelihood that it will be 
considered in earnest. The USAID A&A implementation team intends to integrate past performance 
data in the NMS system; however, there is little reason to believe this will be achieved in the short 
term. 

c. Does Not Systematically Account for Receipt of Goods 

The system does not track actions in terms of the amount of dollars expended in relation to the 
deliverables received. While the system can track deliverables, this functionality is not regularly 
used. In essence, the Contracting Officer's Technical Representative (COTR) approval for payment 
amounts to sign-off that all deliverables were received. 

d. Invoices Can Be Paid After Money is De-obligated 

Entries by Program Managers in the A&A application are visible in the AWACS application in 24 
hours or less. While Program Managers obligate and de-obligate funds, COTR's approve the 
payment of invoices. This process leaves a small window of time whereby the agency could pay 
invoices after money is de-obligated. 
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D. Budget (BUD) 

This section presents an overview of the Budget application and modules, description of the 
functions currently available and other needed functions, and an analysis of the gaps between 
current and necessary functionality. 

1. Application Overview 

In August 1994, USAID conducted a Business Area Analysis (BAA) for Budget and Fund Allocation. 
The BAA team included personnel with mission and Headquarters budget experience. The BM 
Team was tasked with defining and documenting the budget business processes, delineating a 
vision for reinventing the budget process and providing recommendations for automating the 
processes. The Budget System was built based on the results of the BAA analysis. 

The Budget application was originally designed to support decision making on resource planning 
and allocation, streamline and control the distribution of funds, and facilitate budget submissions. 
Application development began in 1995, with rollout in 1996. The USAID staff believes that most of 
the core functions have been completed. 

The Budget application is comprised of the following seven modules: 

• Budget Formulation - this module provides a means of recording budget information 
through the various phases of planning and negotiation, distributing Operating Year 
Budgets (OYB), and compiling budget information 

• Budget Guidance - this module provides on-line instructions and guidance about Agency 
and Administration management priorities 

• Funds - this module provides a means for creating and editing Funds and Fund Accounts 

• Emphasis Area - this module provides a means for recording and editing information 
about Direct and Indirect Emphasis Area categories 

• Budget Query - this module provides a means for building customized searches of the 
NMS database 

• Object Class - this module provides a means for establishing and modifying Object 
Class and Resource Categories 

• Reporting Region - this module provides a means of grouping countries together for 
reporting purposes 

While much of the functionality is in place, there is a difference in the level of user experience with 
the application. For example, the Budget Formulation module provides the bulk of operational 
functionality. Headquarters, bureau and mission personnel have used this module for a is tributing 
OYB amounts. However, they have not used the budget development functionalities to generate a 
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budget. The Agency intends to use this module for generating the FY 2000 budget. This effort is 
scheduled to begin Spring, 1998. 

The Funds, Emphasis Area, and Object Class modules are system maintenance functions and are 
only accessible by select personnel in the Central Budget Office. Therefore, these modules have not 
been widely used. 

The Budget application is designed to interact with the other NMS applications. For example, the 
Emphasis Area module provides emphasis area coding for use in the Operations application. In 
addition, the AWACS application shares information on funds distribution for the OYB. 

2. Legal and Regulatory Requirements 

Within the general framework of laws and regulations that govern executive level government 
agencies, there are few that address budget and none address requirements for a budget system. 
Those that do address budget requirements largely provide guidance on budget submission. For 
example, the Federal Acquisition Regulations (FAR) provide guidance that a general budget for an 
agency should be prepared. 

In addition, there is internal USAID guidance that addresses the format and schedule of budget 
formulation activities. These USA!D supplemental regulations indicate that a budget must be 
prepared and provide some specific guidance as to what should be included. Specific guidance as to 
the substance of budgetary submission has been provided in a series of documents and memos 
provided by USAID management. The topics in the internal USAID guidance deal with primary 
codes and related secondary codes by agency goals and objectives, how to prepare an R-4 report, 
and 1999 Bureau Budget Guidance. Each one of these documents provides specific information in 
relation to an aspect of the budgeting process. There is currently no guidance which deals with 
"cradle to grave• budgeting. It should be noted that this guidance can be found within the Budget 
Guidance module. 

The actual budget process of initial submission through negotiations, from missions, to bureaus, to 
Washington has not incurred major problems over the past several years. Based on the information 
reviewed, we believe that the budgeting system within NMS does meet any criteria which has been 
presented in general and specific agency regulations as outiined above. 

3. Evaluation of Demands and Capabilities 

As a result of interviews, documentation review, and system demonstrations, the IBM Team 
developed a list. of functionalities that are currently in place, functionalities that are planned for 
implementation, and functionalities that are needed but which are not yet planned. The Team 
organized the functionalities according to the appropriate Budget modules, with several identified as 
having cross-cutting implications. In total, the IBM T earn identified 35 elements of functionality. Of 
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those 35 elements, the IBM Team determined that 29 were necessary. The summary of Budget 
application functions according to impact level is shown in Table 4-8. 

Table 4-8: Impact Level of Budget Application Functions 

The distribution of functionality across module is as follows: 

• The Budget Formulation module provides functionality that supports the core processes of 
budget formulation and distribution of OYB that is considered necessary. Desirable or not
necessary functions are those that were originally envisioned in the BAA but have not yet 
been implemented. The users interviewed do not believe these to be critical functions. 

• The Budget Guidance module was rated as being desired, but not mission critical. Budget 
guidance can be distributed in alternate means other than through NMS. 

• The Funds, Emphasis Area, and Object Class modules were rated as being necessary 
because they provide basic system maintenance capabilities that feed the Agency's 
finance and accounting functions and the agency GPRA reporting structure. 

• The Budget Query module is rated as being a necessary part of this module; however not 
all functionalities are deemed as being critical. Specllically, with the capability of 
downloading data into a Lotus format, the module does not need to duplicate the ability to 
graph and manipulate data. 

• The Reporting Region module is not critical because it could be included as a parameter 
for the query function. 

In addition to the above, the ability to generate canned reports and maintain connectivity between 
missions and Headquarters were identified as being desired functions. 

4. Analysis of Gaps 

In addition to identifying the necessary functional elements of the Budget application, the !BM Team 
analyzed the degree to which each area is implemented and functioning. The IBM T earn defined 
differences between necessary functionality and system capability according to technology, 
organizational, or process gaps. The T earn found that many of the necessary functionalities, 15 out 
of 29, are fully operational. For the 14 functionalities that are not fully operational, the Team identified 
3 functionalities that do not exist and 11 that have at least one gap in process, organization, and/or 
technology. 
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The matrix in Appendix E-7 summarizes the 35 Budget application functions, the impact level 
ratings, and the gaps identified between the user requirements and system capability. 

The following main gaps in the Budget application were identified: 

a. Establishing, Reporting, and Tracking Operating Expenses Budget by 
Object Class and Resource category 

USAID needs to plan, aggregate, distribute, track, and report its budget by both Strategic 
Objective/Activity and Object Class/Resource Code. However, the Budget Module does not allow for 
a link between these two types of coding which necessitates USAID to compile object class code 
data outside the system. Further, the Object Class sub-module does not allow users to establish or 
edit codes, nor is it programmed to allow indexed searches of the codes. The IBM Team views this 
problem as being a gap in technology and a resulting process breakdown. 

b. Identifying Congressional Earmarks and Directives 

While the Budget application allows users to enter the amount of earmarks and directives, and this 
information is available through query functions, the module does not identify this money on the 
screens where OYB money is allocated. The IBM Team views this situation as being a technical and 

process gap because it is important for bureaus and missions to explicitly know about constraints on 
spending. 

c. Generating Accurate Query Results 

The Budget Query module allows users to query the NMS database by selecting any combination of 
criteria such as organization, fund accounts, geographic area, fiscal year, and earmark directive. 
This module also allows users to save results to Lotus or Excel spreadsheets where it can be 
manipulated and graphed. However, these query functions do not always perform as intended and 
the data generated is not always accurate. In addition, the users believe the function needs to be 
"tweaked" to meet their needs better. The IBM Team views this inconsistent query function 
perrormance as being a technical gap with a resulting process breakdown. 

E. Operations (OPS) 

This section of the report provides a discussion of the Operations Application by presenting an 
overview of the application, a description of the foundations associated with the applications, and the 
gaps discovered in the system functionalities. 
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1. Application Overview 

The Operations Application within NMS is a tool that fosters the sharing of program information 
between different missions as well as between the missions and Washington. Also, it is a 
management tool that allows staff in offices and missions to document and track schedules, 
timelines, and milestones on a daily basis. This application was developed to facilitate several 
aspects of the reengineered Operations Systems as outlined in the Business Area Analysis (BAA}. 
In order to describe the module, it is important to first understand the rationale behind reengineering 
and what the new system looks like. 

In 1994, guided by the Agency's four core values (customer focus, teamwork, results orientation and 
empowerment/accountability), a cross-functional team set out to make the Operations System more 
responsive and supportive as well as to correct deficiencies in the current system. The Agency 
wanted to delegate more decisions to the field as well an increase its emphasis on strategic planning 
and use of information technology. By the same token, it desired to decrease the amount of time 
staff, contractors and partners were spending establishing paper trails. Finally, they wanted to be 
able to demonstrate that the Agency's programs were achieving significant results. 

Therefore, the redesigned system focuses on achieving results and insuring that all involved from 
Congress to customers, agree and focus on achieving the same objectives. Also it makes strategic 
planning a dynamic process and management tool for the Agency. Moreover, the new system 
possesses a more flexible implementation process and provides analytical structure and integrity 
through the definition of a results framework as well as through continuous monitoring and feedback. 
The operating culture is one of greater collaboration, clearer roles, orientation toward achieving 
common objectives and increased attention to participation and customer needs and at the same 
time, documentation preparation is less burdensome. Lastiy, the implementation of these ideals 
relied heavily on streamlined budget, obligations and procurement processes. 

The baseline requirements as outlined in the BAA state that an information system, which supports 
the new Operations System, should track results and support implementation/planning. More 
specifically, it was intended to: 

• Outline strategic objectives (SO), i.e., objective, indicator, target and date 

• Track Emphasis Area Coding which relates the so to a particular area within the agency 

• Hold baseline data 

• Track results data 

• Contain evaluative analysis 

• Serve as a repository for other statistical data 

• Contain links with other corporate information systems 

• Have a sophisticated reporting system 
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• Provide data for the Agency's Congressional Presentation and the basis for the agency's 

implementation for the Government's Performance and Results Act (GPRA) 

• Be a repository of the information kept on specific interventions/results packages. This 
includes the relationships of the results package to objectives, schedules and targets, 
budgeted fund, team members and actual results/deliverables and other activity-related 
information. 

• Budget Planning - create "what-if scenarios" for budgeting 

After the completion of the BAA, USAID identified the following additional functionalities: 

• Results Planning - a separate module to create draft results tracking 

• Operations PC which is a local version of the entire module for the missions without NMS 

to use and upload it to the rest of the system 

• Facility to Print Screens 

• Query functions 

The Operations Application is the backbcne of the entire NMS system because it is where strategic 

objectives, activities and frameworks are established and flow through to the AWACS, A&A, and 
Budget applications. Thus, it is integrated with all applications but it has a heavy integration on the 
Budget application. With this integration, one important report that the module produces is the 
Performance Data Report which is the basis for reporting back to Congress under GPRA. 
Specifically, the Operations Application consists of the following modules: Results Tracking, Results 
Planning, Activity, Participation, Team, Results Package and Lessens Learned. These six modules 

were intended to provide the functionality described below: 

• Results Tracking - This module provides each mission and office with the ability to 

record its development hypothesis and link Its objectives to the overall Agency goals and 
objectives. It graphically depicts their results framework and allows teams to determine 
causal relationships, critical assumptions, objective indicators/measures and to project 
targeted results. Results Planning is an exact replica of Results Tracking. It provides a 

place for users to create draft frameworks, objective, indicators, etc. 

• Activity - This module is where users define actions undertaken to achieve a program 

objective. They organize these actions into hierarchical units, which form the basis for the 
financial structure of NMS. All funds are distributed through this activity structure. Also, 

this application is where users assign emphasis area codes to the activities, which 
enables the Agency to report on its program plans and expenditures and to track 
earmarks and directives. 

• Participation - This module allows users to develop the customer service plan for each 
development objective. Tasks that can be accomplished include: define a customer, 
stakeholder or implementor group, record engagement plan, rate the value and power of 

each customer, stakeholder and implementor group and generate a customer service plan 
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• Team, Results Package and Lessons Learned applications - These modules are 
collaborative management tools, which foster interaction between missions and programs. 
Team allows a team leader to coordinate objective team membership, responsibilities and 
goals. Also, a team member can keep a team journal in this application. Results Package 

·allows a person to manage results packages and define relationships between the 
strategic planning module of NMS and the financial or implementation information. Lastly, 
Lessons Learned provides a place where teams can document successes and difficulties 
during implementation. 

Currently, the Operations application is on-line in Washington and in the 39 NMS mission locations. 
Users from around the world commented that the application is user-friendly and easy to use. 
Painstaking efforts were taken to incorporate all system functions outlined in the BAA that could be 
automated and were put into the system. Af. present, approximately 1,000 program and Washington 
staff are able to use the system for creating aclivilies and developing strategic frameworks. Some 
users are using it to track results, and indicators. This year, the Office of Programs and Planning 
(PPG) has asked bureaus to use the tool to enter their results so that they can use it next year to 
create their Performance Report to Congress. Two bureaus have committed to using the OPS 
application for this purpose. 

2. Legal and Regulatory Requirements 

Based on the requirements for the Operations Application as stated in the BAA, we have found no 
overall government regulations, nor specific USAID regulations that govern this section. 

In addilion, we have found no internal control problems within Operations, although there are 
consistency problems in how aclivilies are coded. There is no specific manner in which either 
bureaus and missions are required to code work (based on the SO system). Bureaus and missions 
are coding down to different levels of detail. This can cause a lack of consistency in comparing 
where dollars have been assigned or are being used. 

3. Evaluation of Demands and Capabilities 

The IBM Team identified 26 functions within the Operations Application. Sixteen of these functions 
were deemed necessary to do business. Six of these 16 are either currently not working or are not 
being used to the extent intended. The summary of impact level values of the Operations application 
functions is shown in Table 4-9. 

Table 4-9: Impact Level of Operations Application Functions 
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For example, users and functional experts identified that the Activity and Results Tracking modules 
are mission critical functions in OPS because they establish activities, track emphasis areas and 
results. Furthermore, all functions in these two modules work technically yet users are only inputting 
activities and some are tracking results and emphasis areas through use of the application. People 
are not using those functions fully because they can conduct business using processes or resources 
outside NMS. Also, not all mission personnel have access to the OPS application and can not input 
results and indicators directly into NMS. On the other hand, the missions with access to the system 
experienced so many communications problems with all applications that Washington did not require 
them to use OPS to track results. 

Functions that are necessary but not developed include: 

• Team Security 

• Printing Screens 

•Ability to obtain reliable data out of AWACS 

Within the other 10 functions one is considered desired but the other nine are deemed not 
necessary. The one that is desired, OPS PC is nice to have because it provides a way to get the 
application out to the missions. At this point, It has been programmed but the upload and download 
procedures have not been written. 

The remaining functions such as: Budget Planning, Results Planning, Schedule, Participation, 
Team, Results Package and Lessons Learned were considered not necessary because those 
functions can be performed using other software or manual means. 

4. Gap Analysis 

In addition to identifying the necessary functions of the Operations application, the IBM T earn 
analyzed the degree to which each area is implemented and functioning. The IBM Team defined 
differences between necessary functionality and system capability according to technology, 
organizational, or process gaps. The matrix in Appendix E-8 summarizes the 26 Operations 
application functions, the impact level ratings, and the gaps identified between requirements and 

system capabilities. 

The primary gaps related to the OPS Application are organizational in nature. In other words, the 
technology functions satisfactorily but the organization has not fully utilized the application in the right 
way. The intention of the OPS Application was to provide a standard management tool to help the 
programs and missions plan and implement their activities and track results and indicators. Many 
users commented the! the application tool has been used to perform tasks and not pull information 
out of in order to make decisions and manage work. Offices and programs have delegated inputting 
data to a central person instead of by the "information owner". Moreover, in the reengineered 
operating system, a key component was empowerment and accountability. One interview 
participant, stated that people see putting some of the data into the tool makes the mission people 
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feel as though Washington is trying to keep track of what is going on in the field, which is 
contradictory to its intended purpose. Therefore, to maximize the value of this tool, all missions need 
to have access to this system and more importanlly need to understand its inherent value and that ii 
is not meant as a tool for Washington to keep track of the mission's business. 

Due to the fact that, the OPS module is being used only to perform minimal functions, ii cfKI not help 
them produce their 1994 Periormance Report to Congress. Again, all offices and missions are using 
the Activity application and some are using Results Tracking. Users commented that those 

applications are worl<ing well and view them as mission critical functions. Also, a key report called 
the Performance Data Table that is the basis of the R4 process works and is useful. Activity is being 
used because they have to in order to fund activities. Most offices and missions are not using 
Results Tracking and the other OPS applications because the are not required to use them and they 
can do these things manually. Also, they could not rely on AWACS and A&A data that accompanies 
the periormance data. Consequently, there was limited results data in the system for their 1997 
Periormance Report to Congress and could not compile statistics for this report They brought the 
data in manually to Washington and input it into their own database. 
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NMS Technical Review 

This section of the report provides a discussion of the technical review of the New Management 
System perfonned by the IBM Team. The discussion in this section is presented by each technical 
area that was examined. 

A. Ovetview 

Technical subject matter expert members of the IBM Team perfonned a review of the NMS system 
in support of the overall alternatives analysis effort. The technical team examined the system from 
several perspectives, including: System Architecture, Networking, Security, Oracle Database, Visual 
Basic Code review, and Year 2000 readiness. A summary of the technical review findings is shown 
in Table 5-1 below, with discussions of each area in the sections that follow. 

System 
Archileciure 

Networl<ing 

El<is1ing 
Hardware 
Assessment 

Security 

• NMS was designed and implemented as a distributed two-tier client/server 
arohitecture; dellliled review of system infrastructure is required 

• Banyan VINES provides adequate networking facilities for USAID and can be 
expanded to meet future needs. VINES has litlle or no impact on NMS 
functionality 

• The current VSAT network can support near-real time batch-style data 
replication. It can also adequately support the recommended centralized data 
base three-tier client server architecture 

• Currently NMS operates on 47 IBM RS/6000 servers. Eight are located in 
Washington and 39 are in the missions 

• The IBM S/390 mainframe has ample space and could be used as a data 
warehouse to house the core business applications 

• An lnfonnation Systems Security Management Program does not eJ<ist at the 
Agency level 

• Ownership of NMS is not defined 

• Management and technical controls are inadequately implemented in NMS 
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Database 
Review 

• Haphazard database design practices have resulted in an undocumented and 
poorly integrated NMS system 

• Developers were unskilled in the use of Oracle resulting in low quality code 
and poor application performance. Poor testing procedures exacert>ated this 
problem 

• While Oracle itself is fully Year 2000 compliant, the applications accessing 
the database have many Year 2000 coding errors 

Visual Basic • The current Visual Basic code does not employ good coding standards, is 
Code Review poorly documented, includes much redundant and dead code and has many 

reliability and perlormance problems. Lack of proper testing has failed to 
identify and isolate many of these problems 

Year2000 

B. Methodology 

• Configuration control is poor resulting in many modules of running code that 
do not have matching V'1Sual Basic source 

• The version used (Visual Basic Version 3) will need to be upgraded to the 
latest version (Version 5) which provides new cost and time saving functions 
and Year 2000 support 

• USAID management does neither yet appear to be fully aware of how serious 
the Year 2000 problem really is nor how difficult it will be to fix it in time. The 
Year 2000 problem is the critical path for USAID over the next two years, and 

· will be costly both in resources and dollars 

• Both NMS and legacy systems are exposed to significant Year 2000 
problems. Atthough NMS uses 4-digit dates in its files, there are very many 
instances where NMS programs do not handle dates, date-related 
calculations and date-related decisions correctiy. No standard way was 
developed or used to handle all dateitime manipulation 

• USAID will have difficulty carrying on its mission and meeting its Federal 
reporting obligations when legacy and new applications start failing or 
producing wrong information due to the Year 2000 problem. For example, a 
system shutdown in the final days of a FISCal Year could resutt in an anti
deficiency act violation for USAID 

Table 5-1: Technical Review Summary Findings 

The technical review methodology employed by the team was similar across the various technical 
areas. We used two primary sources of information: 

• Interviews with NMS functional and technical personnel 

• Existing documentation, including diagrams, design documents and memoranda, audit 
reports, outside reports, and other technical documentation 

Additions and exceptions to this methodology, if applicable, are highlighted within each technical 
area discussion. 

USAID NMS Analysis Report V. NMS Technical Review • 53 



C. Technical Discussion 

The following sections provide discussions of the analysis and findings in each technical area. 

1. System Architecture 

This section of the report presents a discussion of the system architecture that is being used to 
operate the New Management System (NMS). 

a. Overview 

A property designed enterprise-wide system architecture plays a critical role in the performance, 
reliabirlty and scalabiljty of USAID computer systems worldwide. When evaluating the total system 
architecture, there are several key components to consider: mainframe/server capacjty, network 
architecture, database design, and application architecture. The total interaction between all these 
components and how they are implemented determines how effectively they will work together as a 
complete system. 

b. Findings 

Below are the findings of the NMS system architecture review focusing on the key areas. 

i. Mainframe/Server Capacity 

NMS is implemented using 43 IBM RS/6000 Model R20 UNIX servers, 4 at USAID Washington and 
39 at remote mission sites worldwide; along with 4 IBM RS/6000 Model R24 UNIX servers at USAID 
Washington. Each RS/6000 Model R20 is configured with: 

• Single Central Processing Unit (CPU) 

• 512-Megabytes (MB) Random Access Memory (RAM) 

• Dual Ethernet Network Interface Cards (NIC) 

• 4-Gigabytes (GB) System Disk Storage 

• 7-Gigabytes Mirrored Data Disk Storage (for a total of 14GB) 
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Each RS/6000 Model R24 is configured with 

• Single Central Processing Unit (CPU) 

• 1-Gigabyte Random Access Memory (RAM) 

• Dual Ethernet Network Interface Cards (NIC) 

• 6-Gigabytes System Disk Storage 

• 26-Gigabytes, 34-Gigabytes, or 62-Gigabytes Mirrored Data Disk Storage 

These systems follow standard industry practices for sizing database servers and appear to have 
sufficient memory and disk space to run NMS. However, increased system performance throughput 
could be achieved for the Washington-based R24 servers by increasing the number CPUs from 
1 to2. 

While NMS does not currently make use of the S/390 IBM mainframe, it should be considered for 
use as a centralized data warehouse in any future designs, since it is only used in a minor capacity 
compared to it's load potential. The mainframe has a total of 167GB direct access storage device 
(DASO) disk capacity, while only using approximately 32GB for current applications. 

Additionally, worldwide administration, maintenance and spares of UNIX servers is more 
cumbersome and cosily when compared to the administration, maintenance and spares of the 
mainframe. 

ii. Network Architecture 

USAID has a dual global network architecture which is comprised of the following: the State 
Department Diplomatic Communications System (DTS-PO) for Banyan VINES e-mail message 
traffic, along with a Very Small Aperture Terminal (VSAT) satellite communications system for 
TCP/IP message traffic between USAID Washington and the remote mission sites. 

The VSAT network was originally designed to accommodate overnight batch processing of NMS 
data. It was subsequently decided that NMS would process transactions on a real-time basis. 
Analysis performed by USAID proved that that current VSAT network architecture could not support 
real-time NMS processing. The choice of a VSAT network for TCP/IP message traffic limits the type 
of database design and application architecture that can be efficiently supported. 

iii. Database Design 

During NMS development, no coherent or unified database design was developed to accommodate 
a worldwide implementation of NMS. Subsequently, by default, a centralized database design 
evolved. This centralized design proved to be functionally inadequate when deployed worldwide 
over the VSAT network because of the performance limitations of the VSAT network with database 
transactions. Taking into consideration the worldwide deployment of the application the database 
should have initially been designed to operate optimally in a distributed environmenL One downside 
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to such a distributed database design is that the implementation, administration, security and 
maintenance is more difficult and costly when compared to the implementation, administration and 
security required for a centralized database design. 

Iv. Application Archltecblre 

The current New Management System was designed and implemented in what is known as a two
tier client/server architecture. Client/server refers to the way in which the software components 
interact to form a system. There is a client process, which requires some data resource, and a 
seiver process, which provides the data resource. In the case of NMS, the client process is a Visual 
Basic program residing on a Pentium-class personal computer (also known as the front-end), while 
the seiver process is an Oracle database residing on an IBM RS/6000 RISC-class seiver (also 
known as the back-end). Two-tier refers to the fact that the business logic is embedded in the client 
application, in this case the Visual Basic program, creating what is known as a "far client 

Industry standard practices dictate that two-tier clientlseiver application architectures should be 
limited to departmental implementations of 50 clients or less because they typically do not scale well 
in large-scale enterprise environmenlS that require high performance, availability, and reliabifity. 
Given the requirement that NMS be deployed worldwide over a VSAT network, a more robust 
implementation should have been deployed using a three-tier client/server architecture. 

Three-tier client/server refers to the fact that the application is designed with three distinct logical 

layers: the presentation layer, the application logic layer, and the data management layer. The 
presentation layer resides on the front-end client workstation and handles client and local 
prooessing, presenting a graphical user interface to the end-user, as well as creating what is known 
as a "thin" client. The application logic layer is a collection of services that enforce business rules, 
process information and manage transactions. The data management layer is typically a relational 
database management system (RDBMS) such as Oracle. 

Three-tier client/seiver applications are more difficult to develop than two-tier client/seiver 
application, but provide high performance, scalability, availability, and reliability for enterprise-wide 
implementations. 

c. Recommendation 

In the near term, USAID needs to perform a detailed review to verify that their current system 
infrastructure will support worldwide implementation of the selected alternative. This review should 
focus on mainframe/server capacity, network architecture, database design and application 
architecture. 
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2. Networking 

This section of the report discusses the network operating system that is being used for email, 
application and file management. 

a. Overview 

USAID operates in 90 countries around the world and networking is critical to data transmission and 
e-mail communication between Washington and the missions. The network review included analysis 
of the following technical areas: Banyan Virtual Inter-Networking Enterprise System (VINES) and 
satellite communications facilitated by a Very Small Aperture Terminal (VSAT) system. VINES is in 
place for wide area network (I/VAN) capabilities that include file transfer, Email and application 
exchange and support. The VSAT exists for international network communications within USAID and 
also serves as backup for VINES. 

b. Findings 

The IBM Team determined the following based on its review of relevant networking documentation, 
test data, and interviews. 

i. Banyan VINES 

Banyan VINES provides adequate networking facilities for USAID and can be expanded to meet 
future needs. VINES has little or no impact on NMS functionality. There is only one executable file 
located on each Banyan server, which means that any user with a Banyan login can go to Windows, 
click on an icon and be connected to the IBM RS/6000 servers to run NMS. All of this is transparent 
to the user. 

Banyan and all subsystems will be Year 2000 compliant by June 1998 (Version 8.5). USAID has not 
decided ii they are going to upgrade to v8.5 or ii they will convert to a Microsoft NT environment. It is 
assumed USAID would need Banyan to remain in place to meet the needs of international 
communications. The majority of the PC's attached to the Banyan network are also not Year 2000 
compliant. These PC's are running MS Windows 3.1 and are 486's or older Pentium machines. 

ii. Satellite Communications (VSAT) 

A USAID test team was brought together in late 1996 for a two-month investigation of the VSAT 
network to determine the effect it might be having on the slow response times reported by NMS 
users. The team used one Banyan server, two IBM RS/6000 servers and a PC configured to the 
latest available release of NMS to conduct its evaluation. The network had the following 
configuration: 10MB LAN and 64 KB VSAT configured to emulate a "Mission-to-Washington• 
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connection. A Network General Sniffer was used to monitor network traffic (packets) along with 
NETscout AMON probes. 

The USAID test team also perfonned 'on-line' network testing after the 'internal' testing was 
completed. Online tests of VINES and the VSAT occurred three times per day on twelve different 
dates during January and February 1997. 

The findings from the USAID testing efforts are as follows: 

• During an 'add user' procedure (Le., adding additional NMS login accounts tor users), the 
RS/6000 would run at 100% utilization. This means no other processes could be 
perfonned for NMS during the time required to complete the "add user" procedure. This 
alone would not be a cause for slow response times but could contribute to the problem 
when transaction loads increase. 

•The USAID team began their evaluation at the 'Physical Layer', which is the lowest level 
of networking. The Physical Layer includes basic wire level connectivity and data transmit 
rates. (Refer to the OSI model in Figure 5-1 for detail of all seven networking layers). The 
system did not experience any loss of connectivity. In addition, no transmission errors 
were reported to indicate poor line quality or problems. 
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Figure 5-1: OSI Model 

During the evaluation, the USAID test team observed some network retransmissions. A 
'retransmission' occurs when an initial transmission is not processedfdelivered. This observation 
lead the team to believe the retransmissions were caused by "time-outs'. It was discovered in one of 
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the USAID test team evaluations that the total number of retransmissions observed was 448 out of 
31,081 total frames. (A frame is an electronic envelope used to encapsulate a message.) 

Utilization of the network was very low on either side of the VSAT link (Washington or Mission). The 
highest utilization was observed to be 6% (i.e., very little traffic over the VSAT}. Note that this test 
was performed within a controlled environment where Internet traffic was not being monitored. In 111e 
environment where the actual VSAT link was tested, a "ping' was determined to take approximately 
2.5 seconds for a round trip, also known as a propagation delay. (Note: a ping is a single burst of 

frames that are used to make sure you can access another site/Internet Protocol.) In contrast, the 
test estimated that the 'Add User' function (which is about 300 frames) required 625 minutes 
(single direction from site to site) at 1.25 seconds per frame. 

Another part of the USAID test effort looked at the actual transmit rate of the SQL *Net SQL •Net 
produces very high numbers of packets/frames to protect mission critical data. Almost every 
packet/frame requires an acknowledgment from the database. Under this setup, the same •Add 
User' function that was estimated to take 6.25 minutes could require up to 3.66 hours to transmit. 
This time frame was calculated from the number of frames gatl1ered from the Sniffer. These findings 
indicate that client'server SOL applications are inefficient in this network environment 

In conclusion, the high number of packets/frames being sent between client and server in order to 
process NMS application functions and in combination with the high propagation delay is likely to 
cause stow NMS response times. 

c. Recommendations 

USA!D should maintain Banyan VINES. The Agency will need to upgrade the network software soon 
after the Year 2000 compliant version is released in June 1998. The systematic approach must 
include the planning of a core business application based on the current network architecture. The 
application must be capable of keeping up with evolving design requirements, network architecture 
and protocols. 

3. Existing Hardware Assessment 

This section of the report discusses hardware that is being used for NMS as well as for USAID's 
legacy systems. 

a. Overview · 

Currently NMS operates on 47 IBM RS/6000 servers. Four (IBM R24s) of those servers are located 
in Washington. Four IBM R20s are located in Washington and the other 39 IBM R20s are housed 
around the world in USAID missions. At this point, the server capacity is sufficient for using NMS. 
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Moreover, USAID has an IBM S/390 Mainframe located in Bethesda, MD which houses mission 
critical legacy systems such as FACS, Payroll, LAIS, Personnel and Time and Attendance. 
Currently, the mainframe is being upgraded to become Year 2000 compliant by replacing the 
operating system with OS/390 v2r4 MVS. Also, it has approximately 167GB (gigabytes) of storage of 
which only approximately 32GB is being used for various Legacy applications. (Note: 1 GB= 1 Billion 
bytes.) USAID is upgrading the capacity of the mainframe by increasing the amount of direct access 
storage device (DASD) drives. 

MACS is another mission critical system. It is housed on a Sperc Station 1 O Sun OS 4.1 (Unix) and 
is in the process of being upgraded and made Year 2000 compliant. Two additional programmers, in 
addition to the current one, are planned to be in place to assist in upgrading MACS. 

b. Findings 

FACS is scheduled to be shut down by January 31, 1998. For the last 2 years, no new data has 
been input into FACS yet it still acts as archive storage. More importantly, it interacts with numerous 
external systems such as US Treasury systems, Federal Express and internal systems such as 
LAIS and STARS. Thus, the impact of shutting down the system is unknown. 

MACS also is still being used by all Mission sites for all financial processing. There is an interface 
between MACS and AWACS. 

Payroll and STARS will be made Year 2000 compliant due to their current reporting systems. 

Loan Accounting and Information System (LAIS) may be made Year 2000 compliant, but USAID has 
not confirmed a decision on this action. General Ledger Accounting and Reporting System (GLARS) 
will not be made Year 2000 compliant because Financial Management (FM) stated they could use 
AWACS General Ledger model for FY98. 

c. Recommendations 

The IBM S/390 mainframe has ample capacity and could be used as a data warehouse to house the 
core business applications. Also, it has the capacity to maintain a worldwide database of information 
to be used in a centralized database three-tier client/server architecture. 

USAID should also upgrade and maintain the current UNIX servers that are in place for MACS. Each 
UNIX machine needs to be tested for Year 2000 compliancy and upgraded accordingly. 

4. Security Assessment 

This section discusses an overview of Information Technology security, the IBM Technology 
evaluation of NMS security, the findings from our conclusions and our recommendations to enhance 
the current USAID security program. 
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a. Overview 

Security programs are implemented in order to protect systems and data in corporate 
information systems from internal as well as external corruption. An important element to 
security management is the development of an Organizational Security Program. A successful 
program should address the generic and unique security aspects of the network. The security 
program takes planning, structure and organization. To be effective, the program must 
implement an organization's security policy in a consistent, comprehensive, and layered 
manner. lt must be capable of keeping up with evolving network architectures, new protocols 
and services, and competitive pressures for connectivity to inherently insecure networks such 
as tl>e Internet. Security plans are put in place so that data remains reliable and accurate. 
Managing the configuration of a network is difficult enough. Making sure that security is 
preserved as changes are made during corporate reengineering and mergers is even more 
challenging. 

b. Methodology 

In order to evaluate NMS security. the IBM Team conducted interviews with NMS management and 
staff personnel, observed operations of the system and the physical facilities and resources within 
the buildi.1gs and reviewed all IT security program related documentation. 

During the entrance interview with system management and staff personnel, the IBM Team's 
mission and methods were explained in detail. We also, reviewed the following federal regulations 
and policies as guidelines for an assessment: 

• OMB Circular A-130, Appendix Ill, 'Security of Federal Automated Information Systems· 

• OMB Bulletin 90-08, 'Guidance for Preparation of Security Plans for Federal Computer 
Systems that Contain Sensitive Information' 

• Public Law 100-235, the 'Computer Security Act of 1987' 

• Department of Commerce, "Guidelines for Conducting Information Technology Security 
Verification Reviews of Sensitive and Classified Systems' 

• Foreign Affairs Manual Volume 12, Chapter 500 "Information Security' 

NMS was evaluated as to how well it complied with OMB Circular A-130 requirements. OMB Circular 
A-130 incorporates all requirements originally issued in OMB Bulletin 90-08. The circular requires all 
federal agencies to plan for the security of all sensitive IT systems throughout the system's life cycle. 
The circular also establishes a minimum set of controls that must be in place in Federal Information 
Technology (IT) Security Programs. An agency's program must include the implementation of 
policies, standards, and procedures which are consistent with government-wide laws and 
regulations, to assure an adequate level of protection for IT systems whether maintained in-house or 
commercially. The circular directs agencies to ensure that 

• IT systems operate effectively and accurately 
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• there are appropriate technical, personnel, administrative, physical, environmental, and 
telecommunications safeguards in IT systems 

• the continuity of the operations of IT systems that support critical agency functions is 
preserved 

c. Findings 

The requirements as outlined by OMB can be classified according to the following four categories: 
responsibilities, system planning, security review and authorization. The IBM Team assessed 
whether or not the categories were addressed, implemented and adequate within NMS. Table 5-2 
shows the nine OMB requirement areas and indicates the extent to which a policy exists whether the 
policy is implemented and if the implementation is adequate. 

Assignment of Responsibilities Yes No No 

System Identification and Planning No No No 

Screening of Users Yes Yes No 

secu~'ly Training No No No 

Risk Management No No No 

Incident Reporting No No No 

Authorization to Process Data No No No 

Review of Security Safeguards No No No 

Contingency Planning No Yes No 

Table 5-2: OMB Requirements Compliance Analysis 

Through the investigation of NMS security, we found that the security system addressed the 
assignment of responsibilities and screening of users. Screening of users had been implemented 
but was not adequately addressed to ensure a secure NMS environment Therefore, NMS is not in 
compliance with the requirements identified in OMB Circular A-130. The other three areas had not 
been adequately addressed by policies or procedures in NMS. 

OMB guidance states that the responsibility for the establishment of an NMS IT security program 
begins at the highest level within the Agency (i.e., The Administrator) and flows down through 
management of all divisions and organizations to the incflVidual users. In the case of USAID, they 
have not established a security program at the Agency or Bureau levels. Moreover, security 
management has fallen short at the major system level, i.e., NMS. Although each application 
(AWACS, A&A, Budget and OPS) has a specific owner, there is no overall NMS-wide system owner. 
Therefore, it was difficult to assign responsibility for security to one person. 
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A second example of a security shortfall is the lack of security and contingency planning. Because 
there is no one assigned responsibility for NMS security, no security plan that defines standard 
system rules, security training, incident reporting, and contingency planning and technical controls 
was created and those facets were not incorporated into the system. 

As shown in Table 5-2, the area of review of security safeguards was found to be inadequate. First 
of all, access privileges in each application were granted through the use of Role Based Access 
Controls (RBAC). When the applications were consolidated as one system, the roles were not 
redefined and adequate analysis of the use of RBAC in NMS after consolidation was not conducted. 
In order to implement the system worldwide, the "public privilege" which allowed any role to have the 
necessary access was given to all NMS users. This created a large security hole in the NMS system 
and caused several security issues. For example, a user was able to move money through the 
system that he was not supposed to be allowed to move. 

An area that is addressed, but not adequately implemented is screening procedures. Screening 
procedures allow user access to NMS resources. Management controls such as separation of duty, 
indMdual accountability requirements, and limitations on processing privileges of ind"rviduals are 
inadequately implemented and enforced in NMS. For example, a user can request and approve a 
resource. Along the same lines, certain users require and are assigned multiple roles in order to 
complete a specific NMS task. A considerable problem exists in that often roles are cumulative and 
the combination of roles may give users more privileges than they need or are required to perform 
their tasks. 

As a general note, Management has not yet conducted a security verification review on NMS. 
Security reviews were not done on any of the applications for NMS at any point during development 
or production. Certification is a requirement for all sensitive and classified General Support and 
major Application systems. The technical certification evaluation results are the basis for the system 
owner's certification statement in the accreditation request. New IT systems or those not fully 
operational must complete all certification requirements and be accredited prior to full 
implementation. The system did not undergo the process of technical certification and accrecfrtation 
prior to being placed into production. 

d. Recommendations 

USAID should take a systematic approach to developing an Enterprise Wide security program that 
addresses IT security planning for the entire agency. The approach should focus on primary and 

. supplementary IT security issues in an effort to identify all areas of concerns. This systematic 
approach to developing an enterprise security management program must include planning, 
structure, and organization. The results of this type of an approach should lead to the effective 
development of an IT security program that implements the organization's security policy in a 
consistent, comprehensive, and layered manner. The program must be capable of keeping up with 
evoMng network architectures, new protocols and services, and competitive pressures for 
connectivity to inherently insecure networks such as the Internet. There are several services such as 
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authentication, access control, confidentiality, integrity, non-repudiation and audit which systems 
must take into consideration in order to be secure USAID-wide systems. A discussion of the various 
mechanisms that can be used now and in the future to implement and strengthen a security policy 
that meets the business needs of the enterprise can be found in Appendix F. 

In order to secure NMS, USAID should implement a security program beginning with the 
establishment of an organizational IT security infrastructure and the assignment of broad' 
responsibilities. Individuals appointed to security officer positions must be accountable for 
compliance with all USAID and federal laws, regulations and policies related to the assigned 
responsibilities. The responsibility for the NMS IT security program must start at the Agency level 
and flow down through management of all organizations to the individual users. 

Table 5-3 outlines a suggested internal IT security organization based on OMB requirements and 

the current organization structure of 8 Bureaus, 3 regional offices, 39 missions and one Washington 
hub. The numbers below reflect the OMB requirement that a primary and assistant (alternate) 
security officer be identified. 

Program Manager 2 2 15 

SeniorlSSO 2 Each 2 16 14-15 

ISSO 2Each 78 14-15 

Sub-org ISSO 2 Each 6 13-14 

UISSO 2 Each 13-14 

Security Administrator 2 Each 2Each 12-13 

Total 2 2 2 2 4 4 84 

Table 5-3: Suggested IT Security Infrastructure 

Items i through vi below identify several security officer titles and include a brief job description of 
each. In the absence of the security officer the alternate shall perform all functions normally 
assigned to the security officer for the operation of the IT security program. 

i. Security Program Manager 

Located in the office of the Bureau of Management, the IT Security Program Manager should be 
responsible for the protection of information while being processed and/or transmitted electronically, 
and for the security of the resources associated with these functions. The Program manager should 
monitor, evaluate and report, as required, to the Assistant Secretary for Administration on the status 
of IT security within the Agency and the adequacy of operating unit IT Security programs. 
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ii. Senior Information System Security Officer (ISSO) 

The Senior ISSO should monitor, evaluate and report, as required, to the CIO on the status of IT 

security within the Bureaus and the adequacy of the programs administered by the operating units. 

iii. Site ISSO 

Each operating unit site security officer should conduct a security program that ensures appropriate 

and adequate levels of protection for all AMS IT systems within the operating unit 

iv. Unit ISSO 

The operating unit security officer should serve as the central point of contact for the operating unit 

IT security program with the site security officer. 

v. Subordinate Organization ISSO 

Not all operating units within the Agency will require this level position. A major subordinate 

organization is defined to mean any large organizational component that has management 

responsibility for a number of individual IT systems performing separate functions (i.e., Line Office, 

Laboratory, Regional Office.) The subordinate organization security officer should serve as the 

central point of contact for the subordinate organization IT security program with the operating unit 

security officer. If this level of position is determined to be appropriate for the operating unit, the 

functions of the security officer for the subordinate organization will generally parallel those specified 

for the site security officer. . 
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vi. System Security Manager (SSM) 

The SSM for each classified or sensitive system should perform the majority of the functional 
responsibilities. Some of the responsibilities are shown in Table 5-4; 

1. Advise the IT system owner on matters pertaining to rT systems security. 

2. Develop, implement and manage lf1e execution of the IT system security program. 

3. Prepare, or cause to be prepared an IT system security plan in lf1e proper fonnat for 1he IT system. 

4. Conduct, or cause to be condUc!ed, a risk analysis on lf1e system when there are major changes to 
1he system or evezy three yeaJS. whichever is less. 

5. Ensure Iha! contingency and <fisaster recovery plans are developed, maintained in an up-to-dale 
condition and tested al least annually 

6. EstabfiSh and maintain fiaison with any remote facilities or users served by 1he IT system, 1he 
operating unit security officer, or H appropriate, the subon:linate organization security officer. 

7. Monitor changes in hardware, software, telecommunications, facilities and user requirernerns to 
ensure that security is not compromised or degraded. 

a Exercise system responsibili1¥ or direct ac1Mties for password management and control. 

9. Arrange for IT security awareness training for the system staff and monitor the user training programs 
to ensure that personnel receive security orientation before bEHng allowed access to sensitive IT 
resources. 

10. Ensure that positions requiring access to classified information or resources are identified and that 
incumbents of these positions receive an appropriate l!!\lel of secutity clearance before access is 
granted. 

11. Investigate known or suspected secutity incidenls or Violations and prepare reports of findings as 
required. 

12. Ensure that lf1e organization abides by 1he NMS and operating untt maJiciouS software policies and 
has the required Virus detection and elimination software and procedures available to protect against 
these threats. 

13. Audit all the systems within the organization for illegal software at least annually and maintain 
inventortes of all software on each indiVidual system to verily that only legal copies of software are 
being used. 

14. ReView IT related procurement specifications for hardware, software or services lo ensure that they 
include adequate security requirements and/or specifications, which are commensurate v.ilh 1he 
sensitivity of the system. 

15. Conduct, or cause lo be conducted, all actM1les required for 1he cer!ificalion of 1he system, including 
preparing the certification and aecraditation packages for final approval every three years or when 
major changes occur to the system, whichever is less. 

16. Coordinate with the operating unit Secutity Office or local Secutity Office on security mattem of mutual 
interest Q.e., IT Secutity). 

Table 5-4: SSM Responsibilities 
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5. Database Review 

This section of the technical review discusses the results of our examination of NMS from a 
database perspective. Since NMS is a client/server system, the database is one of its two major 
components. The other major component is the front-end graphical user interface (GUI), which is 
written in Microsoffs Visual Basic (VB) programming language. In the sections below, we will provide 
a general overview of the database area, a description the database-specific changes to the overall 
technical evaluation methodology described above, our findings concerning the database, and 
finally, our recommendations. 

a. Overview 

All information in NMS - whether keyed into the system, displayed on a screen, or printed on a 
report - is stored in and retrieved from the Oracle database. NMS currently runs on version 7 .3 of 
the Oracle7 relational database management system (RDBMS). The three sections of this overview 
are intended to provide the background information necessary to understand the basic functionality 
of the Oracle database and its role in the technical architecture of NMS. 

i. Oracle in General 

Like all relational databases, Oracle stores data in logical structures called tables. Conceptually, a 
table is a collection of rows and columns, similar to a spreadsheet, where each cell contains a data 
value. The database is called "relationar because many of the tables it contains are related to one 
another. Such relationships occur when two tables have one or more columns in common, allowing 
corresponding rows from each table to be joined together (linked) based on common column values. 
This relational concept is so simple and flexible that a set of related tables can be designed to store 
the data required by almost any conceivable information system. 

In addition to storing an organization's business data, the Oracle database is capable of enforcing 
many of the organization's business rules and requirements. Oracle contains a variety of 
mechanisms for doing so, including declarative referential integrity, check constraints, triggers, and 
stor~ procedures. These mechanisms can perform such functions as: 

• constraining column values to fall within a specified range or set of acceptable values 

• enforcing relationships between columns values (i.e., Start Date < End Date) 

• forcing relationships between tables to always be valid (i.e., referential integrity) 

Oracle is also capable of enforcing almost any data security scheme a business application may 
require. The database contains several security-related features including passwords and a granular 
yet robust set of system and object level access privileges. System administrators and application 
developers can define roles, which are named collections of privileges that can be used to 
implement the various levels of data access required by the business application. NMS uses such a 
role-based security scheme. 
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The Oracle database supporting NMS contains approximately five hundred tables, as well as 
hundreds of other supporting constructs, such as indexes, stored procedures, triggers, and views. 
As a whole, this complex collection of database objects is referred to as the "schema• of the NMS 
system. We examined the overall design of this schema as part of our review. 

ii. SQL and PUSQL 

Oracle databases are created and accessed using an industry standard language called SOL 
("sequer'), which is an acronym for structured query language. SQL is made up of three basic kinds 
of statements that are used for creating, manipulating and controlling access to objects within the 
database. Standard SQL is a powerful but limited language that lacks some of the important 
features needed to develop real world applications. To overcome these limitations, database 
vendors are forced to provide extensions to SQL, which enhance the language to make it more 
useful in application development. Oracle uses a language called PUSQL to provide procedural 
programming capabilities within the Oracle database. PUSQL combines standard programming 
constructs with SOL to provide a powerful tool for application development The NMS application 
programs use both SOL and PUSQL extensively. 

iii. Client/Server Architecture 

NMS is built on a two-tier client/server architecture like the one shown in Figure 5-2 below. In this 
architecture, client workstations (PC's) communicate over a network with a database server. The 
client runs a front-€nd application and sends requests to the database server to be fulfilled. These 
requests come in two forms: reads and writes. Reads are requests for the server to send database 
information to the client, and writes are requests for the server to receive some data from the client 
and record it in the database. Writes can add new data to the database, modify existing data, or 
delete existing data. In NMS, the front-€nd is the Visual Basic application, and the database running 
on the server is Oracle?. 

SERVER 

Network 

Reads 

Writes 

CLIENT 
Workstation 

F'19ure 5-2: Typical Two-Tier Client/Server Scenario 

This two-tier scenario is duplicated at each mission and at the USAID office in Washington (AID/W). 
From a system standpoint, AID/W is treated exactly like a mission. There is also another instance of 
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the database. called the data warehouse. which resides on a separate server in Washington. All of 
these database instances - the missions, AID/W, and the data warehouse - have the same internal 
structure and contain roughly identical data. This arrangement is known as a cfJStributed database 
because the data is physically distributed across multiple connected servers. The infonnalion in each 
database instance is kept in synchronization with the other instances by a process called replication. 
Rgure 5-3 shows this network architecture. 

Washington, DC 

Figure 5-3: NMS Network Architecture 

The data warehouse acts as the ·master" site for the replication process. When a user at a mission 
(or AID/W) makes a change in NMS, that change is made to the mission's local database and to the 
data warehouse. This strategy ensures that the data warehouse always contains a current, up-to
the-minute version of agency's data across all missions. A batch replication process runs nightly to 
bring each mission's local database up-to-date with the data warehouse. This synchronization 
process is called a "refresh", and it occurs every 24 hours. Therefore, the data in the !ocal database 
is often out of date because changes made at other sites are not visible until the next refresh, which 

can be up to 24 hours away. 

The reason for this distnbuted approach using batch replication is that many of the missions are 
connected to AID/W using a VSAT satellite network. Due to the propagation delays inherent in such 
a network, it would be impractical to run a client/server system on it Instead, the client/server 
applicatiOn runs at the local (mission) level, and the data is replicated over the VSAT network during 
evening hours. While this approach works to a degree, it has some potential problems because the 
data at a mission is not usually current. Users in the missions are then left with a choice between 
making decisions based on potentially out-of-date infonnalion, or waiting until the next day for the 
data to be refreshed. With certain NMS processes, it is impractical to wait twenty-four hours between 
steps. 
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b. Methodology 

We conducted this database review using a modified version of the overall technical review 

methodology described in an earlier section of this report In addition to the sources of infonnation 

mentioned previously, we also examined the NMS schema by looking at its internal structure and 

stored PUSQL code. To do so, we wrote SQL scripts to extract the desired infonnation from the 

internal data dictionary tables and dump it into text files. We then examined the contents of those 

text files. 

Given the size and complexity of the NMS database schema, we were unable to examine all aspects 

of it within the timeframe allotted to this effort. We therefore focused on several key areas, starting 

with those outlined in the statement of work. These areas included: Year 2000 compliance, 

segregation/de-linking of database tables and continued NMS development We also examined 

system design and architecture, perfonnance, code quality, and security. Our evaluation of these 

areas is based on our combined years of experience in the design and development of Oracle

based infonnation systems. In drawing our conclusions, we considered various standards and 

accepted practices in the areas of relational database design and application development. These 

standards and practices include: 

• relational design and normalization rules 

• use modular programming techniques 

• use of standards for coding, object naming, commenting and readability 

Our findings and recommendations concerning the database area are summarized below. 
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c. Findings 

Table 5-5 shows some of the more significant findings from the database review. The sections 
following the table discuss these findings and provide background information where needed . .. 

Database Design •The database was designed and buitt in an ad-hoc manner 

•Design documentation is scarce, incomplete, and often out-of-date 

•There is little evidence of the initial high-level design worl< that should 
normally precede development 

•No integrated, enterprise-wide data model exists 

•The data modelem are documenting instead of designing 

SQL and PUSQL •Overall code quality is low 

Code •Programs are large and overly-<:omplex (i.e., not modular) 

•"Production• programs contain debugging.ldiagnostic code 

Security 

Performance 

Year2000 
Compliance 

•Two different methods are used to determine role assignments 

•Security roles are confusing and poorly documented. 

•SOL slalements are not written to perform well 

•PLJSQL code has many unnecessary "select from duar statements 

•Use of ODBC when Oracle Objects for OLE (0040) is fas!erlbetter 

•Some tables store date information wtth two-digit yeam 

•SOL statements and PLJSQL code contain non-<:ampliant date 
I conversions and/or arithmetic 

Segregation of •Four independent (stovepipe) designs have led to little integration 

Database Tables I •Segregation of AWACS tables would affect BUD and A&A most 

•Furlher integration should build on aoorled Common Tables efforl 

Table 5-5: Significant Database Review Findings 

I. Database Design 

Our findings in the area of database design may be among the most important, because problems 
at the design level can have far-reaching consequences and can be extremely dttficult to fix. Our 
findings all support the common theme that the design work done on the NMS system was 
inadequate. NMS evolved as four independently developed (stovepipe) systems instead of a single 
integrated one. An enterprise-wide data model encompassing the entire system was never 
developed, which resulted in a Jack of integration between the four subsystems. Tight integration 
generally occurs only when ii was properly designed prior to development. It is often difficult and 
costly to integrate systems that are already built or are being developed. Such attempts often result 
in duplication of data and functionality, as is the case with NMS. 
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As they were building NMS, the developers employed a haphazard approach in which they modified 
the database design on an as needed basis to support whatever functionality they were attempting 
to implement This ad-hoc process resulted in a less-than-optimal design that is confusing and 
poorly documented. In fact, the database changes made during !he development of NMS were so 
frequent and numerous !hat the data modelers were unable to keep up. Instead of being active 
participants in the design process, they switched to performing a documentation function, tracking 
the current database design by reverse-engineering the as-built structure into their CASE (computer
aided systems engineering) tool. 

Spending inadequate time in design is a common problem in software development efforts. The 
problem has many causes, but it primarily occurs because of inexperience and time pressure. 
Inexperienced developers are often anxious to "jump right in" and start coding, so they spend litHe if 
any lime on initial design work. Sometimes, they are unaware of the importance of design, or they 
simply do not know how to do it properly. Time pressure is a factor because developers will often 
shorten the design and testing phases to give themselves more time to write their code, especially if 
they have an unrealistic development schedule. Upper management often contributes to the time 
pressure by pushing for more "tangible" results. This occurs because they often do not perceive the 
value of proper, up-front design work until they are faced with the problems resulting from a bad 
design. 

Most of the business logic in the NMS system is built into the application's Visual Basic programs. 
We consider this .to be a design flaw, because the logic could have been implemented using PUSQL 
procedures and packages stored in the database. This approach has several benefits, induding 
better performance (especially over the VSAT network), simpler maintenance, and standardization. 
Currently, it is up to each individual programmer to implement the business logic properly, which is a 
difficult task because most of the business rules are not documented anywhere (even in the code). If 
the logic was moved to the server, all VB programs would be able to call the a single server-side 
routine to perform a given function. This is what we mean by "standardization". Maintenance 
becomes simpler because changes to the business logic are only made in one place, and also 
because PUSQL programs are easier to change than VB programs. 

In summary, we find that the NMS database: 

• was designed without any formal process or methodology 

• has not been adequately documented 

• is not welHntegrated because of multiple independent development efforts 

• does not enforce business rules in an optimal manner 

I 

The items listed above pose a level of risk for USAID. The main area of risk is in the maintainability 
of the NMS system. The system will most likely be difficult and expensive to maintain because of its 
ad-hoc design and lack of documentation. Additional integration efforts are likely to be more cflfficult 
as well because integration works best when it is fully designed early in the development process. 
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Ii. SQL and PL/SQL Code Quality 

In our investigation of SQL and PUSQL oode quality, we found examples of very well-written oode 
and of very poorly written code. This finding indicates a range of programmer skill, which is quite 
common in development efforts. It also indicates a lack of certain vital quality control measures, such 
as oode reviews and enforced ooding standards. We could find no evidence that such practices 
were used during the development of NMS, which points out the fact that the organization as a 
whole lacks a disciplined software development approach. 

Overall, the quality of the SQL and PUSQL oode in the application is low. The oode does not follow 
accepted standards for readability, maintainability and understandability, which indicates an obvious 
lack of knowledge and skill among the programming staff. Specifically, we identified the following 
problems with the oode: 

• coding and naming standards are neither identified nor enforced, so code is written 
according each programmer's individual style 

• programs are large and overly-complex, with very little use of modular programming 
techniques 

• the amount of commenting is generally inadequate, and existing comments are not useful 

• much of the production code contains a debugging message and code for generating 
performance and timing statistics 

These problems present a major development risk because they make oode extremely cflfficult and 
expensive to modify or maintain. 

iii. Security 

We stated earlier that the Oracle7 database has many built-in mechanisms for implementing data 
security measures. The primary mechanisms are roles and privileges, but several ackfltional feab.Jres 
are available to augment a role-based security scheme, such as views Onformation hiding), stored 
procedures (controlled access), and auditing. Several new password management functions are 
available in Oracle8. Developers can also build custom table-driven security systems to suit their 
specific requirements or to provide functionality that is not easily achieved using the built-in security 
feab.Jres. From a regulatory standpoint, all of these fearures can be used to implement a security 
scheme that complies with the applicable federal regulations, but it is up to the developers of a 
particular application to design and implement that scheme properly. 

Unfortunately, the inadequate design processes described above have affected how security was 
implemented in NMS. The system's security measures were not designed or implemented uniformly 
across the four subsystems, which is partially a result of the stovepipe implementation. Although all 
four builds use role-based security, they use two different methods to determine whether or not a 
user has a specific role enabled. One method queries the internal data dictionary tables that 
automatically track such information in Oracle. The other approach uses custom application tables 

USAID NMS Analysis Report V. NMS Technical Review • 73 



(i.e., Employee_Role} that have been created to track role assignments. The NMS security module 
was built to integrate these two approaches, but we have learned that the information in the custom 
security tables does not always match the contents of the internal dictionary tables. Of adcfrtional 
concern is the fact that the system contains no internal controls to prevent a single user from being 
granted a dangerous (or illegal) combination of roles. For example, a single user may have the ability 
to create a request and approve a payment to himself. 

We found that the NMS security scheme is poorly documented and confusing. The database 
contains a large number of roles, many with overlapping privileges. Some subsystems use a small 
number of roles, which often indicates that more thought went into the definition of those roles. 
others have a large number of roles - approximately 65 for AWACS. Though it is possible that 
AWACS actually requires that many distinct roles, it is more likely that the large number is the result 
of a poor design. 

These findings lead two types of risk for USAID. The first is that a poorly designed and documented 
security scheme will make the system more difficult to maintain. The second and more serious risk 
involves the potential for unscrupulous or untrained indMduals to cause errors (intentional or not) in 
the agency's financial data. 

iv. Performance 

This section discusses our findings in the area of system and database performance. When NMS 
initially went into production, there were widespread performance and functionality problems, which 
resulted in the decision to place the system in a "limited production" mode. As of this writing, the 
NMS system is being used mainly by the USAID staff in Washington, with only minimal use by the 
staff at the field missions. This situation makes it difficult to gather accurate data on system 
performance because the system is not being fully utilized. 

Replication over the VSAT network was the main cause of the system's initial performance 
problems. The native replication facilities in Oracle generated a volume of network traffic for which 
the VSAT network was not designed. Consequently, the network became a botUeneck, and system 
performance dropped to an unacceptable level. Attempts to replicate the data overnight did not 
succeed because the process of refreshing the database often could not complete in a single night. 
To fix this problem, the NMS team developed a custom solution to improve data transmission times 
by packing the data into a few large packets instead of the many small ones generated by the native 
replication facilities (a packet is an "envelope" of data transmitted over a network). The solution they 
developed Is generic enough to be used in both the nightly replication process and in on-line 
transactions within the NMS system. However, not all builds have been willing to make the code 
changes necessary to use this new technology. Overall system performance has improved, but this 
new "packing" scheme has not yet been tested with the system in full production. 

There are two risks in this approach. The first is that the custom replication solution increases 
maintenance costs by introducing additional complexity into the system. The second is that NMS is 
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no longer a true "on-line• system because the nightly replication cyde means that the data at any 
one site could potentially be up to 24 hours old. 

A second major component of the initial NMS performance problems was poorly written SOL code. 
There is often more than one possible SOL statement that will achieve a given result, and the 
developer must choose the alternative that will have the best performance. Experience and training 
are the tools that enable a developer to make such a determination. Performance tuning experts will 
agree that the largest performance gains are usually achieved by rewriting SOL statements to be 
more efficient. 

It was clear from our review that most of the developers did not write their code with performance in 
mind. This may be because they lacked the time to tune their SOL statements and were more 
concerned with programming the correct functionality, but based on our observations of code quality 
and other factors, it is more likely that they simply lacked the necessary knowledge. In one instance, 
a single login procedure was taking several minutes or longer to complete because it contained an 
extremely inefficient SOL query. The NMS database administration staff tuned this query, enabling 
the modified procedure to complete in seconds. Some of the performance problems we noticed in 
our examination of the code included: 

• PUSOL code contains many unnecessary "select from duar statements 

• select statements performed unnecessary sorts (select distinct, order by) 

• code for generating debugging messages and collecting performance statistics will 
unnecessarily degrade performance 

One other point that came out of our interview with the OBA team was that some NMS subsystems 
are using other database connectivity (ODBC) software to access the Oracle database, while others 
are using Oracle Objects for OLE. It is generally a good idea to use a single package in order to 
standardize the software architecture and obtain consistent performance and functionality across 
applications. According to the DBA's, Oracle Objects has been demonstrated to have performance, 
reliability and functionality superior to that of ODBC. 

v. Year 2000 Compliance 

The Oracle RDBMS is fully capable of handling the Year 2000 problem. The internal date format 
used by the database supports and requires four digit year values. It is able to store any date value 
between January 1, 4712 BC and December 31, 4712 AD. This range is sufficient for the date 
processing required by most information systems, including NMS. 

There are two important caveats to this statement. The first is that, while the Oracle database is fully 
able to address the Year 2000 issue, an Oracle-based application is not automatically able to do so. 
A Year 2000 compliant application must be designed and written such that it always passes the 
correct date values to the database for storage. An application that passes two-digit year values to 
the database may not be Year 2000 compliant because Oracle is forced to "guess• which century 
value to store. Oracle has two different ways to guess the century, and it may use either method {or 
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both) depending on how the application is written. It either assumes that all two-digit year values are 
in the current century, or it makes a modified guess using a one hundred year "window" centered on 
the century boundary nearest to the current date. In either case, an application using two-digit year 
values may be vulnerable to errors resulting from incorrect guesses made by the database. 

The second caveat is that the application may store date-related information in columns that do not 
use the internal date format. An example might be a column which stores the fiscal year associated 
with a financial transaction. Such a column might be designed to store only the last one or two digits 
of the fiscal year, which would not meet Year 2000 requirements. 

Because of these two caveats, we have concerns about the NMS system's ability to handle the Year 
2000 problem. From a database perspective, there are three areas of potential Year 2000 risk in 
NMS: 

• the database design (table structure) contains some columns that store date information 
in character and numeric columns, some of which store only two characters/digits 

• some PUSQL programs use non-compliant date conversions and/or arithmetic 

• SQL statements in Visual Basic and PUSQL programs use non-compliant date 
conversions and/or arithmetic 

vi. Segregation of database tables 

The statement of work for this effort included the following task description: 

We studied the integration between the various subsystems in an effort to make the assessment 
required by this task. We found that, in general, there is little integration or linkage between the 
tables in the four subsystems. Because the four builds were initially developed independently, their 
database tables are fairly segregated already, although some minor integration occurred when the 
four schemas were consolidated into one. The OPS and BUD modules have the highest degree of 
integration because they were developed in close cooperation. 

Despite an overall lack of effective integration in the system, there are some important linkages 
between AWACS from other modules, specifically A&A and BUD. The primary linkage between 
AWACS and BUD is through Funds Management (FM), and the primary linkage between AWACS 
and A&A is through Accounts Payable (AP). As they are designed, neither A&A nor BUD would 
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operate effectively without access to their corresponding AWACS functions (AP and FM). So, any 
replacement of AWACS would need some sort of interface for providing this information to A&A and 
BUD. In the absence of such interfaces, A&A and BUD must be redesigned to remove the functions 
that rely on a link to accounting data from AWACS. 

In our review, we discovered a document called "NMS Common Tables Handbook - Release 1.0 
(Drattr. This document described an effort in late 1995 and ear1y 1996 to define the ·common" 
tables in the NMS database. In a fully integrated database design, common tables would be those 
tables relatively static, global tables that are referenced throughout the various modules of an 
application system. Lookup tables are a primary example of what is normally considered •common•. 
We believe that any effort aimed at further integration of the NMS database tables should build upon 
the information in this "Handbook". 

d. Recommendations 

Our recommendations in the database area are outiined below. 

a. If USAID opts to continue developing the NMS system, certain measures are needed to help 
improve the chances for success of the development effort. These measures should indude 
the following: 

• create an integrated, enterprise-wide database design for NMS 

• move as much application/business logic as possible into server-side PUSQL 

• force all builds to use the custom "batching• solution developed to fix replication 

• force all builds to use the same connectivity tool - either ODBC or Oracle Objects 

• adopt a more structured software development methodology 

• institute and enforce coding standards and code reviews for VB, SQL and PUSQL 

• consider rewriting NMS in a more functional fourth generation language (4GL) 

• consider replacing/retraining the NMS development staff to increase their skill level 

b. If USAID opts to implement COTS software to replace all or part of NMS, the existing network 
infrastructure should weigh heavily in the definition and selection of alternatives. Particularty, 
the agency should consider a centralized solution using mainframe or web-based technology 
instead of a two-tier client/server solution. We recommend this approach because these 
technologies tend to operate more effectively in the agency's current network environment 
We also realize that reverting to a mainframe solution may be perceived as a "backward" step 
technologically and may encounter significant resistance. 
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6. Visual Basic Code Review 

a. Overview 

USAID chose to implement NMS in the Visual Basic language because it provides support for a 
client server architecture and substantially improves the user interface at the PC workstation. The 
IBM Team obtained the December, 1997 version of the NMS VISUal Basic source code and used 
this version as the basis of our analysis. We reviewed all four NMS applications for this report, plus 
the additional "NMS Module" which provides logon and security facilities to the four applications. 

b. Methodology 

The IBM Team used a business tool called CodeReview by NuMega to help evaluate the overall 
NMS system in terms of software quality, reliability, maintainability, and performance. CodeReview 
provides a rigorous examination of source code for hundreds of potential problems in the 
applications and provides the following functionality: 

• Recommended solutions to problem areas 

• Coding standards enforcement 

• Statistical quality control metrics 

• Links to Visual Basic help and Microsoft Internet Knowledge Base to give exact problem 
descriptions 

• Utilization of an external BugBase to store its rules 

• Flexibility to change rules, as needed, to test for various conditions 

• Identification of five categories of errors: 

-Errors in the logic of the program 

-Errors that can affect the performance of the system 

-Errors resulting from lack of adherence to programming standards 

-Errors that affect usability 

-Errors that can affect the portability of the program to other platforms 

After we executed the CodeReview software tool on the Visual Basic Code, we produced a detailed 
listing of errors. We determined that there are a number of errors that point to serious problems and 
concerns with the NMS Visual Basic code. 
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c. Findings 

The findings of our analysis are summarized in Table 5-6. This table presents a description of 
identified errors in all of NMS and the percentage of NMS code subject to these errors. The number 

of occurrences for each of the five types of errors (logic errors, performance-related errors, errors in 
the use of standards, usability and portability errors) is shown. The column entitled "ldenlified Errors" 

presents the total of identified errors, and the oolumn "Usable Lines of Code" shows the number of 
lines where we were not able to identify specific errors. (It is important to note that these iJsable 

lines of code" may still have other unidentified errors and may not be Year 2000 compliant) 

Pen::entage 

USABLE LINES OF 
CODE 
72% 

IDENTIFIED ERRORS 
28% 

Table 5-6: NMS Summary 

Table 5·6 illustrates the following key findings: 

• There are significant programming logic errors resulting from poor coding practices. Often 

the code will not operate as expected, resulting in errors or program termination. 

• There are numerous performance issues. The code is not operating as fast as it can, and 

the application size is larger than it needs to be. 

• There is poor compliance with standards. This means that the code will be hard to 

maintain and debug, and is subject to many errors. 

• There are usability issues that will impact the productivity of USAID's end users. Users are 

finding that the applications are slow and difficult to understand and use. 

• The Visual Basic code as written is not portable and will require modifications to operate 

on other platforms. 

Appendix G, Tables G·1 through G-5 provide specific details on each of the four NMS applications 

and their major functional parts, plus the supporting NMS logon and security facilities module. 
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d. Recommendations 

This section of the report provides recommendations to help address the poor coding practices 
identified during the review of the NMS Visual Basic source code described above. 

a. Create a Software Development Design & Coding Standards Manual: This manual 
should set the rules and guidelines for developers to follow while they design, document, and 
code software applications for USAID. Once developed and written, USAID technical 
management must ensure that the guidelines are followed. Adherence to the standards will 
help ensure that all USAID programs and databases behave consistenliy and reduce training 
needs, technical support, and documentation to implement updates, modifications or 
additions to NMS. Applications will become easier to use, fewer errors will be made, and 
developer productivity will be improved. 

b. Standard headers: Descriptive header sections should be used at the beginning of each 
module file and all subroutines of any siZe to help make the code self-documenting. At 
present, some NMS source files contain headers and/or are well commented, while others 
contain neither headers nor comments. 

c. Code commenting: All source code should contain comments in order to make the code 
more readable and understandable both for the current programming team and the future 
programmers. A primary goal of commenting source code, along with proper choice of names 
for variables, constants, and subroutines, is to make the source code largely self· 
documenting. The requirements to comment source code properly are based on experiences 
from many software projects. The key benefits for commenting are as follows: 

• Because USAID must assume some level of analyst and programming staff turnover 
over the duration of a project, commenting provides good documentation for 
replacement staff 

• It improves the maintainability of the system. The cost of maintaining a system far 
exceeds the cost of building it 

• It allows programmers to document their methodologies and thoughts over time 

Failure to establish, follow, and enforce professional coding standards results in a software 
system which is difficult or impossible to maintain. 

d. Commented code that should have been deleted: The NMS Visual Basic source code 
contains a large amount of code that should have been deleted instead of using comments to 
exclude them from being compiled. When unneeded code is left in the document it inflates 
the comment ratio while decreasing, rather than increasing, the readability and 
understandability. 
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e. Code that performs the same operation twice: The IBM Team found many instances 
where two different modules duplicate the same operation. Unneeded modules should be 
deleted so that less space is consumed. 

f. Naming conventions: Proper naming conventions need to be followed. Names should be 
short to save space in the source code editing windows and in the printed source code; 
however, they must be readable and understandable. It is apparent from the review of the 
NMS source code that no standard was established or followed. Naming rules need to be 
developed, followed, and enforced to have consistency among same or similar modules. 

g. Files without Option Explicit statements: One rule for 1f1Sual Basic programming which is 
extremely critical for software robustriess and reliability is that the Option Explicit statement 
must be at the head of each source code module (including form files). For ease in 
verification, these statements should appear before the Option Explicit statement and the 
module descriptive header. Without it, if a programmer misspells a variable or constant in a 
code statement, Visual Basic assumes the programmer intended to create a new variable 
and will do so. This can create very hard-to-find software bugs. Also, the new variables data 
type will be the default data type if no type-specification character was appended to itS name. 

7. Year2000 

The OMB estimates that correcting Year 2000 problems may cost Federal Agencies more than $3.9 
billion over the next two years. It is a very serious problem at USAID. 

The Year 2000 problem typically arises from the common practice of describing the year in two digit 
format, e.g., "98" for "1998", where the "19" in front is assumed. When application programmers 
continue to use this abbreviation to refer to years including and after 2000, a date such as "01" would 
be treated as "1901", rather than the "2001" intended. Thus date-related calculations e.g., loan 
expiration dates, and date-related decisions e.g., determining if a particular Federal Regulation 
applies, may result in wrong answers, and perhaps even application or system failures, even though 
the database itself has defined the year as a full four digits. Errors may also occur in the transfer of 
data between systems. 

a. Overview 

With the start of Fiscal Year 2000 just 20 months away, Year 2000 readiness is the critical 
constraint in planning for USAID IT systems. The deadline is not movable, and the OMB estimates 
(and other Year 2000 experience shows) that a minimum of six months of testing and another six 
months of implementation and cut over will be needed even after systems renovation or replacement 
is completed. Hence, there is litlie fleXJbility for USAID to change the recently revised OMB targets, 
as shown below in Figure 5-4: 
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Complete Complete Complete 
Now Renovate/Replace Testing Cut Over 

Jan. Sept Mar. Oct. 
1998 1998 1999 1999 

'OMB 'OMB FY2000 
Target Target Start 

Figure 5-4: Year 2000 Target Dates 

Year 2000 renovation of all of NMS was estimated by Mitretek (November, 1997} to cost USAID 
approximately $8.5 million, requiring 85 person/years. In addition, we estimate that the remaining 
Year 2000 renovation work on legacy systems that will not be replaced by NMS will represent an 
additional 14 person/years of effort and $1.4 million. (Note: This estimate for application code 
renovation does not include approximately $17,000,000 estimated by USAID for upgrading the 
hardware/software base to Year 2000-C0mpliant versions, since these changes were planned 
regardless of Year 2000 issues - though they are now mandatory for USAID to achieve Year 2000 
compliance. Also, these estimates do not include the recent (January 1998} requirement for 
separate IV&V testing, the costs of which have yet to be assessed}. 

Although our reassessment in cooperation with USAID's Year 2000 team has reduced the 
application renovation estimates to about $7 million and 70 person/years, we believe it is a very high 
risk that USAID can find the resource skills or obtain the necessary additional funding to carry out 
such an effort in lime to be ready for FY 2000 start See Appendix H-1 for USAID resource and cost 
estimates for Year 2000 renovation. Further, year 2000 renovation work on NMS should take place 
after the V'ISual Basic and PUSQL code for the currently missing functions is completed and the 
code quality improved to an acceptable level. This will increase the total costs and resources 
required and make it even less likely that NMS can be made Year 2000 ready in time. This is one of 
the controlling factors in our recommendation that USAID move to a COTS solution that meets 
USAID's requirements and is Year 2000 ready. 

USAID should continue the definition of a minimum subset of Washington and Mission requirements 
that was begun in cooperation with our team during this study period. This definition should be 
completed no later than March 1st, 1998. The subset of functions should be those that are mission 
critical and meet absolute minimum requirements for USAID's operation through the year 2000 
transition period. This work should guide the final selection of a COTS solution and will set the 
priorities for implementation and roll-out. The renovation of MACS, estimated by USAID to cost 
$750,000 should continue as an "insurance• plan to reduce risk. 

Further, USAID urgently needs to raise the level of executive attention to the Year 2000 problem, 
including establishing an adequately staffed full time Year 2000 Project Office to manage all Year 
2000 USA!D and contractor efforts through the year 2000 period. The seriousness of the problem to 
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USAID must be thoroughly understood and decisions made quickly, with top priority given to meeting 
the Year 2000 deadline on time. Capabilities for contract management project management and 
configuration management (managing software versions and interoperability) will need significant 
strengthening as well. 

b. Methodology 

The statement of work asked IBM to assess NMS and possible alternatives, with Year 2000 
readiness as one of the NMS issues that needed to be addressed. We were asked to review and 
assess the Year 2000 readiness analyses previously conducted by USAID on NMS and FACS, 
including the November 1997 Mitretek study, and potentially identify modifications and associated 
impacts induding an assessment of MACS Year 2000 costs. Costs, benefits and risks in meeting 
Year 2000 requirements were to be included in the overall alternatives analysis. We also considered 
other Year 2000 areas. such as non-IRM facilities and infrastructure ("embedded chipsj and trading 
partner requirements, (e.g., - Treasury). 

We used interviews and various technical documents, including the Year 2000 Compliance 
Assessment and Recommended Strategy document and appendices (Mitretek Systems, November, 
1997), as well as the Aualt of USA/D's Efforts to resolve the Year 2000 Problem (AJG/A Audit Report 
No. A-000-97-005-P, July 11, 1997), and the OMB Report of Dec. 16, 1997. Then, with the 
considerable help of George Moore, Sharlene Febrey and John Bridendolph (IRM's Year 2000 
Project Managers), we updated the lines of code estimates and legacy systems renovation plan 
status and cost estimates. We then used the evaluations made by other members of our team who, 
with USAID managers and users, studied each component of NMS with respect to the relative 
importance of each function, requirements fulfilled and gaps still remaining. 

We also used Year 2000 experience already gained by others in government and industry, and a 
detailed checklist/question list we previously developed for Federal Government Agencies and 
updated to reflect specific USAID requirements. This checklist/questionnaire is found in 
Appendix H-2. This allowed a preliminary definition of the "Minimum Mission-Critical Subset" of 
functions absolutely required by USAID during the Year 2000 transition and the accompanying 
resource and cost estimates, as summarized above in the Overview section 

USAID NMS Analysis Report V. NMS Technical Review• 83 



We reviewed standards of Year 2000 compliance and the expansion to these standards proposed 
by George Moore to meet USAID's specific requirements. Accepted definitions in the industry 
include: 

a. Year 2000 compliance - definition5
: Year 2000 compliance shall mean that neither 

performance nor functionality is affected by date/time-related data prior to, during and 
after the year 2000. In particular. 

• No value for current date will cause any interruption in operation until at least the 
year 2050 (refers to the possible use of "windowing• techniques) 

• Date/time-based functionality must behave consistently for dates prior to, during 
and after year 2000 until at least the year 2050 

• In all interfaces and data storage, the century in any date must be specified either 
explicitly or by unambiguous algorithms or interfacing rules 

• Year 2000 must be recognized as a leap year 

b. Year 2000 event horizon - definition: The time when a given system or function will 
begin to fail due to processing dates beyond the year 2000, - e.g., a business 
application may well process future dates, such as loan expirations, leading to initial 
failures well in advance of January 1, 2000. 

• Source: British S1andards Institution Committee, modified by Mijretek and by George Moore for the USAID 
environment. This is consistent with the more detailed definition developed specifically for USAID by George Moore 
and the Year 2000 Project Team 
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Finally, we reviewed the events shown in Table 5-7 summarizing the recent background of Year 
2000 considerations by the Federal Government and USAID: 

April, 1996 lnquiiy sent to USAID and other agencies by House Subcommittee on Government, 
Management and Technology: Agency's plans to manage and resolve Year2000 
problem ? The USAID response: •a system migration to newer technology [and the 
use of Oracle] has addressed lhe problem" 

September, 1996 Subcommittee rated USAID as an "A" for i1s preparedness On retrospect USAID had 
significant problems] 

January, 1997 USAID established a Year 2000 Program Office and appointed a Year 2000 Program 
Manager 

February, 1997 GAO added the Year 2000 problem to the high risk senes-wlnerabili!ies to 
widespread operational and financial problems. 

GAO issued: "Year 2000 Computing Crisis: An Assessment Guide• -framewod< and 
checklist. 

USAID contracts with Mitleteklo assist with Year2000planning 

July, 1997 AIG/A Audit "USAID may eiiperience system problems in 2000 which could 
materially impact critical agency functions. USAID mUSI act aggressively to achieve 
year 2000 compliance before January 1, 2000". [Note Iha! this report, drafted in Apnl, 
was based on the Februaiy guidance, later mo<flfied and strengthened) 

September, 1997 OMB placed USAID on i1s list of agencies "in which there is insulficieol evidence of 
adequate progress" (third of three OMB ass; ; ; ment levels) 

October, 1997 Mitrelek's Year 2000 Compliance Assessment; Bolh NMS and legacy systems 
exposed; $8,500,000 cost estimate to fix, plus additional COSls for areas not 
assessed (e.g., - M'ISSions) 

December, 1997 House Subcommittee on Government, Management and Technology graded 
USAID's Year2000 program as"!).• 

December, 1997 OMB accelerated timetables for Year 2000 fixes: 

- Repairs or replacement to be finished: September, 1998 {was December, 1998) 

- All testing to be completed: Maleh, 1999 (Was November, 1999) 

- OMB said it IYOUld use the budget for FY 1999 to redirect money in agency IT 
accounts toward fixing the Year 2000 problem and away from other IT projeds if 
an agency la!'fed lo make sufficient progress on i1s own 

Table 5-7: Federal Government and USAID Year 2000 Considerations-1996-1997 

c. Findings 

While considerable recent progress has been made by the USAID Year 2000 Team on 
assessments and planning, more than 90% of the work remains to be done. The availability of 
skilled resources to accomplish this work in time will likely be an even more important constraint than 
the availability of funding, in many instances. These resource requirements not only include skilled 

programmers, but those with particular skills in requirements definition, procurement, contract and 
project management 
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Tradeoffs of spending money (e.g., for tools) that can reduce resource requirements and save time 
should be seriously considered. The cost consequences of data I report errors and system 
breakdowns will probably be far greater than tool costs, for example. Our findings are: 

i. USAID management does not yet appear to be fully aware of how serious the Year 
2000 problem really is nor how difficult it will be to fix it in time. The Year 2000 
problem is the critical path for USAID over the next two years, and will be costly 
both in resources and dollars. 

ii. Both NMS and legacy systems are exposed to significant Year 2000 problems. 

iii. Although NMS uses 4-diglt dates in its files, there are ver; many instances where 
NMS programs do not handle dates, date-related calculations and date-related 
decisions correctly. No standard way was developed or used to handle all date/time 
manipulation. 

iv. USAID will have difficulty carrying on its mission and meeting its Federal reporting 
obligations when legacy and new applications start failing or producing wrong 
information due to the Year 2000 problem. For example, a system shutdown in the 
final days of a Fiscal Year could result in an anti-deficiency act violation for USAlD. 

v. OPS is already experiencing problems - e.g., a date entered as 2001 becomes 1901 
or 0001. As such errors occur in calculations, resulting wrong answers may have 
serious consequences, such as deciding that a particular date span does not require 
application of a specific Federal regulation, when in fact it does. Other examples are 
reporting errors that do not stop the system resulting in erroneous data being sent to 
trading partners such as Treasury or FPDS (Federal Procurement Data System) 
without first being caught, or failing to flag prompt payments required within 30 days. 

vi. Year 2000 failures will become much more frequent during the next two years, well 
before 2000. 

vii. Applications with "event horizons" earlier than 1/1/2000 need to identified and 
prioritized for renovation. 

viii. IBM S/390, Wang, PC platforms will need upgrades to be Year 2000-compliant. 

ix. The IBM RS/6000 is compliant now, though applications running on them may not be. 

x. Banyan VINES will become compliant with Version 8.5, scheduled for June 1998, if 
USAID decides to upgrade. 

xi. For NMS systems that will be retained either partially or in full, USAID will need to 
upgrade from Visual Basic version 3 to the Year 2000-CCmpliant base of VB version 5. 

xii. Some legacy systems will need to be Year 2000-renovated, since legacy systems will 
not be completely replaced by NMS. 

xiii. Some of these legacy systems can be rewritten in other languages and/or for other 
platforms as a cost and resource-effective alternative to renovating the current 
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version. Others may best be handled with PC application packages or even with 
spread sheets or manually. 

xiv. While a decision has been made to renovate MACS, non-IRM mission systems such 
as Voucher Tracking and Electronic Certification have not yet been considered, nor 
have other mission-critical non-IRM mission systems been identified and a plan 
developed for their Year 2000 renovation or replacement. 

xv. Since FACS today is used primarily for historical data over two years old and does not 
meet current requirements such as JFMIP and loan processing, Year 2000 renovation 
of FACS is probably not cost-effective. 

xvi. Non-IRM systems (so-called "embedded chip" systems) in USAID domestic and 
mission locations are just beginning to be assessed for Year 2QOO-compliance, and 
there is as yet no sizing as to the exposure and costs that may be incurred. 

xvii. Although the submission from USAID to OMB in November, 1997 described the 
significance of IT systems sponsored by USAID and developed for and provided to 
host country governments as a tool for achieving development objectives, no plan has 
been developed to address their Year 2000 needs, such as with awareness and 
contacts. The scope should be expanded to include "embedded chip" systems that 
may be date sensitive in manufacturing and other areas sponsored by USAID 
missions. 

xviii. Both contract management of participating vendors and project management 
techniques and practices need to be strengthened significantly to ensure that 
requirements, project schedules and performance milestones can be clear1y 
understood in detail and managed effectively. Current configuration management is 
also very weak, as exemplified by the many source modules that do not match 
production code or are missing completely. 

xix. USAID needs a detailed tactical plan as the basis for all Year 2000 renovation, testing 
and implementation. Thorough requirements planning involving end users is a 
prerequisite for this plan. 

xx. A strategic architectural decision is required, including the potential future role of main
frame ·(Beltsville, Maryland) systems, and the possible use of Oracle on the 
mainframe. Such mainframe use would be an important component in the detailed 
Year 2000 plan. 

xxi. There is no detailed emergency contingency plan, despite the fact that there can be 
no guarantee that 100"/o of the planned Year 2000 renovation can be successfully 
completed before errors and application or system stoppages occur. 
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d. Recommendations 

In order for USAIO to address Year 2000 compliance successfully and avoid serious consequences 
from unexpected data and reporting errors, and application and system stoppages, current Year 
2000 efforts should be significantly increased, starting immediately. Only 20 months remain before 
FY 2000 start, and just seven months before the OMB target of renovation/replacement completion 
is reached. A tremendous amount of work needs to be compressed into this period. 

i. USAIO should decide its long-range IT architectural direction, and the place of NMS, 
COTS and Legacy systems within it. Year 2000 compliance of each of these 
architectural elements (host, servers, PCs) should be considered in a two year tactical 
and contingency context. Specific Year 2000 renovation decisions should be consistent 
with and contribute to the long-range direction. Temporary use of PC-based financial 
management and reporting programs (e.g., Quicken) and even spread sheet or manual 
processing should not be ruled out where resource/cost/schedule factors eliminate a 
short-run IT solution. 

ii. A Year 2000 contractor should be selected who can provide skilled, Year 2000 
experienced resources nearly immediately. USAID's own resources are nowhere near 
sufficient or at the right skill level to meet Year 2000 efforts and schedule dates. 

• Both contract management and project management practices should be 
strengthened, to a CMM level 2 if possible, so that detailed requirements, project 
schedules, milestones and tracking are defined and used to ensure effective 
contractor and subcontractor management, and to have the best chance for 
successfully meeting the deadlines of the Year 2000 project. Configuration 
management and other software development, testing and management practices 
should be strengthened through the use of additional tools and professional hires 
or contractors 

• There are now many Year 2000 tools available that can help in reducing the time 
and expense of application renovation and testing. The contractor selected should 
have the right tools for USAID's architecture ready to use. Where extra tools costs 
are involved, decisions on their use should be made in the context of the severe 
resource and schedule constraints present. Where ii is practical to spend money 
and save resources and time, this should be a top consideration 

iii. If COTS vendor(s) are selected, USAID should request written assurance that the COTS 
solutions are already fully Year 2000-compliant to the detailed standards defined by 
USAID. As soon as possible, a pilot application test should be run using USAID sample 
data to test Year 2000-readiness. A clear detailed understanding should be obtained or 
created as to how the COTS programs can interact with and exchange data with NMS 
and legacy systems undergoing Year 2000 renovation. Integrated testing programs and 
implementation cut-over plans should be created for combined COTS/NMS/Legacy 
testing and installation. 
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iv. The current Year 2000 project team should be expanded to a fully staffed Year 2000 project 
office whose responsibility and authority should include: 

•Management of all Year 2000 renovation or replacement activity at USAID with a 
worldwide scope 

• Definition of specific requirements for contract management and project control for 
Year 2000 vendors who contract with USAID 

• Liaison with any selected COTS vendors to ensure their Year 2000 compliance and 
plan for data bridges and interchanges with remaining NMS and legacy systems as 
their renovation goes forward 

•Year 2000 renovation of Non-IRM mission-critical systems, such as Voucher 
Tracking and Electronic Certification, and others to be determined 

•Development of a plan to provide Year 2000 planning advice to foreign 
governments who have been the beneficiaries of USAID-sponsored IT systems or 
other systems exposed to Year 2000 embedded chip problems 

• Adequate emphasis on planning for local and mission •embedded chip" non-IRM 
systems and building infrastructure 

v. Work to define in detail the components of USA/D's minimum mission-critical subset of 
requirements should be completed as soon as possible, no later than March 1st, 1998, with 
end-user participation. Only then can a final decision be made on how much Year 2000 
renovation is needed and what alternatives might be employed. 

vi. Testing has been shown to be 40"k - 70% of the total cost and resources expended in Year 
2000 renovation. Detailed test planning should be started in parallel with renovation and 
replacement efforts. Particular attention should be given to integrated testing of old and new 
components, and any mixed NMSILegacy/COTS solutions. USAID should use industry 
standard Year 2000 practices and procedures. For example, USAID should find and fix all 
date/lime-related code in one pass. (Foong a few problems, testing, then fixing a few more, 
testing, etc. will increase, not decrease the cost and time to compliance.) USAID should use 
standard date/lime processing functions in a single package, callable by all applications, 

rather than having to test many diverse functions written to different standards. 

vii. USAID should create a detailed implementation cut over plan. Again, this can be done in 
parallel with renovation and test planning. Data clean up and migration, bridges and 
interchanges must be an important part of this plan. The use of parallel operation, or in some 
cases "Weekend cut-<>ver" should be decided. For more details and questions to be 
addressed in renovation, testing and implementation planning, see Appencftx: H-2: USAID 
Year 2000 Questions/Checklist. 
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viii. Since even the best-executed plan is not likely to "bat 1.000," an emergency contingency 

plan should be put in place. This plan will need to address: 

• Errors in reports or data that "sneak through." The plan will need to address 
manual correction of the data and program fixes to prevent future errors. Thorough 
manual review of output reports for the first weeks or months to catch such errors 
should be part of the plan, both in Washington and, where applicable, the missions. 

• Application abends and system crashes. Determination should be made as to 
whether a "SWAT" team or similar approach makes sense. How best to deal with 
the broad geographical spread of the missions under possible emergency 
conditions will be an important consideration. 

• Embedded chip-related infrastructure failures. Often the help of local manufacturers 
or service people will be required. In other cases, U.S.-based manufacturers will 
need to be contacted. 
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Process and Organization Issues 

This section of the report summarizes process and organization issues that have seriously impeded 
system development and performance to date. These issues must be addressed to ensure the 
success of future USAlD development efforts and system operations. This section also includes cost 
estimates for addressing these problems through process reengineering and organizational change 
management initiatives. 

A. Organization Issues and Implications 

Table 6-1 provides a summary of organization 
presence of these issues at USAID. 

•Inadequate NMS project management 
structure, staffing, skills 

-'One-man• project management office 

-Inadequate skills, knQwledge, abilities in 
system development and acquisition 
management 

•Unclear/fragmented roles, responsibilities, and 
accountability across functions 

issues and the implications resulting from the 

•Lack of control and accountability 

•High risk of cost, schedule, and performance 
breakdowns 

•Lack of control and accountabilily 

l •High risk of cos~ schee!ule, and performance 
breakdowns 

•Absence of linkages between NMS and USAID •Reduced oppor1unily for leveraging IT-related 
strategic plans mission performance benefits 

-NMS is a critical infrastruc!ure and enabler 
of agency missions, goals, and objectives 

-ITMRA requires that IT investments be 
justified by contribution to mission 
performance, as defined in GPRA 
strategic plans; also requires resolution of 
mission-critical performance gaps prior to 
investment 

USAID NMS Analysis Report 

•Non-compliance with legislative and regulatory 
requirements 

•High risk of losing funding suppor1 
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•Lack of communications and change 
management required to support technology 
enabled, enterprise-wide performance 
improvement 

•Increased vulnerability to: 

-Organizational resistance 

-User rejection 

-Cost overrun 

--Schedule slippage 

-Implementation failure 

Table 6-1: Organization Issues and Implications 

B. Process Issues and Implications 

Table 6-2 provides a summaiy of process issues and the implications associated with these issues 
atUSAID. 

•Process improvements have primarily 
automated functions, rather than reengineered 
processes based on performance metrics and 
best practices, as required by •Raines' Rules.• 

•Missed opportunities to optimize overall 
process performance 

•Non-oompliance with legislative and regulatory 
requirements 

•High risk of losing funding support 

•Inconsistent levels of detail and functionality •Lack of control and accountability 
acro".S NMS modul':'s (e.g., inadequate I •High risk of cost, schedule, and performance 
functionality to provide financial control across breakdowns 
NMS modules). Examples: 1 

. . . ; •Anti-Deficiency Act violations carry severe 
-Funds control ts performed m. multiple. personal penatties for USAID managers 

systems - creates vulnerability to Anti· 
Deficiency Act violations 

-Invoices can be pald alter funds are de
obligated 

-Prompt payment discounts are not being 
negotiated and taken. 

•Inadequate software development processes. 
Major deficiencies found in: 

-Requirements development 

-Software Configuration Management 

-Lile cycle application development 

•Increased vulnerability to fraud, waste and 
abuse 

•lack of control and accountability 

•High risk of cost, schedule, and performance 
breakdowns 

•NMS products do not meet customer/business 
needs 

•NMS has been used only as "operational" tool, •Reduced opportunity for leveraging IT·related 
rather than decision support tool, as originally I mission performance benefits 
:sol?" and consistent~ how NMS should be •Non-compliance with legislative and regulatory 
1ustified under today's IT investment rules (A· . req 'rements 
11, ITMRA, OMB Capttal Programming Guide), UI 

Table 6-2: Proc8$S Issues and Implications 
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C. Reengineering and Change Management Cost Considerations 

The issues presented in Tables 6-1 and 6-2 are typical of problems that the IBM Team uncovered 
throughout the USAID organization, business processes, and system development and acquisition 
environment. While some of these problems may have been recognized before this assessment, 
they were generally misunderstood as sysiem or design flaws within NMS, rather than as problems 
in underlying processes and the USAID organization. It will be impossible for USAJD to optimize the 
perfonnance of NMS or any successor system by simply applying new technology solutions within 
the existing environment. Regardless of the investment alternative chosen, USAID will require a 
comprehensive "transfonnation" process that integrates process, technology, and organizational 
change management initiatives, as shown in Figure 6-1. The cost of these initiatives will be similar 
across the investment alternatives considered. 

Demand Drivers 

Desired 
Outcome 

Current 
Outcome 

..... 

Transformation 
0 Process 0 
01111.tllr..0 0 .,,...0 

i 
Executive 
Decisions • • 

Supply Drivers 

Desired 
Capabilily 

Current 
Capability 

Figure 6-1: Transformation Process 
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1. Reengineering Costs 

IBM's reengineering estimate assumes that the following processes and sub-processes are to be 
addressed: 

Process Sub-Processes 

Budget.. ..................... Distribution of Operating Budget 
Budget Formulation 

Operations ................. Operations 

AWACS .............•••..... Accounts Receivable 
Accounts Payable 
General Ledger 
Funds Management 
Loans Management 

A&A ........................... Procurement Process General 
Procurement Process Small Purchases 

IBM's estimate further assumes the use of a comprehensive methodology, such as the five-step 
approach described below. 

Step 1: Initial Planning Activities. Planning tasks are needed to identify project resources and 
develop plans, schedules, milestones, and a baseline for monitoring progress. Resource and timing 
requirements are estimated at approximately 800 to 1,400 professional hours over 4 to 7 weeks of 
work. The specific tasks include: 

• Develop high-level management framework, including 

-Enterprise-wide IT governance model, reporting structure, roles and responsibilities, 
and decision making process 

-High level strategy, architectural blueprint, and process framework 

• Develop detailed process definitions, including 

-Process maps and management requirements 

-Baseline Process Measurements 

-Template for Service Level Agreements 

Step 2: Improvement Planning. Additional planning will be needed to organize the team to perform 
the work, and educate them about the project's objectives and methodology. A team of about ten 
professionals is envisioned. Resource and timing requirements are estimated at 400 professional 
hours over one week. The objectives should be to educate team members on strengths and 
weaknesses in USA!D processes and organization, and ensure that they understand the inter
relationships among processes, technology, and organization. 

USAID NMS Analysis Report VI. Process and Organization Issues • 94 



Step 3. Identify Critical Success Factors/Performance Requirements. The next task will be to 
establish a common vision of process, organization, and information technology, and to identify 
critical success factors and performance requirements for business processes and enabling 
information technology (i.e., NMS) for each functional area. A few examples of success factors are 
shown in Table 6-3. 

Customer Service Service 

Cost Productivity 

Productivity Reliability 

Growth Integrity 

Future Requirements Adaptability 

Legislated Requirements Integration Capability 

Table 6-31 Examples of NMS Success Factors 

The objectives of this task are to ensure that decisions to integrate processes and sub-processes 
are driven by customer and business requirements, rather than merely technical considerations, and 
consistency is achieved in performance and use of best practices across subsystems and functional 
areas. IBM estimates timing and resource requirements for this task at roughly 6,400 hours of 
professional effort over some 16 weeks. 

Step 4: Analysis and Design. In depth analysis will be needed to identify root causes of process, 
organization, and system problems, and separate symptoms from true underlying causes. This 
analysis will prepare the team to redesign process for maximum performance improvement The 
team should consider entirely new, "outside the box" solutions to meet performance objectives, in 
addition to limitations imposed by real world constraints. Gaps should be identified between the "as 
is" and the "to be" vision, and plans to bridge the gaps should be developed. IBM estimates 
approximately 6,400 hours of professional labor over some 16 week will be required to accomplish 
this task. The deliverable work products should include blue prints documenting all process changes 
and benefits to be realized and an action plan for implementation. 

Step 5: Implementation. During the implementation phase, progress should be monitored relative 
to established blueprints and baselines. Tailoring of solutions must be cost justified and 

documented. IBM estimates approximately 3,000 hours over 15 weeks to complete implementation. 

2. Organizational Change Management Costs 

Change management is a systematic way of orchestrating and communicating the goals, rationale, 
and implications of major organizational change to the employees, customers, and stakeholders who 
are most directly affected. It is also a way to mitigate disruption, anxiety, and uncertainty often 
associated with change and the unknown. 
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During IBM's assessment of NMS, several change management issues emerged, including the 
following: 

• Functions tend to be "stovepiped," so that managers and employees lack visibility across 
entire work processes 

• Numerous job roles and responsibilities (e.g., leadership roles in NMS development) are 
not clearly defined, resulting in confusion, duplication, fragmentation, and gaps many 
areas 

• Communication gaps exist throughout the organization - up and down the chain-of
command, and within and across business processes 

• A perception exists that NMS is a way for Washington to track field activities, rather than a 
helpful management tool that can be used effectively to run the business. 

These kinds of issues can best be addressed through change management initiatives addressing 
definition of roles and responsibilities, communications, skill development and training, and rewards 
and recognition. 

Change management should precede, parallel and follow USAID's process reengineering and 
system development initiatives - no matter which alternatives are selected for implementation. 
Change management should incorporate and/or address the following elements and imperatives for 
successful change: 

• Strong executive level sponsorship 

• Understanding of business imperatives and rationale for change 

• High sense of urgency with constituencies at all level of the organizations 

• Clear, tangible and specific vision 

• Integrated, holistic, staged plan with measurable goals 

• An effective, two-way communication program 

• Availability of appropriate resources 

• A framework for thinking about the structure and process of change 

Change Management targets barriers to strategic, process, information technology and organization 
transformation, and builds capability and commitment to new ways of operating. It aligns people, 
process and information technology during transition from the current to the desired state. Change 
management involves the three stages described below. 

Stage 1: Envisioning. Envisioning is a sponsor led process which continuously adds increasing 
levels of clarity and detail to the desired future state. It includes forming and communicating a 
change vision so that it is understood and seen as attainable and necessary by people within the 
orgenization. Business imperatives must be identified and carried out so that they become part of 
the fabric of the organization. Finally, sponsors must create a sufficient discomfort with the ways 
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things are done in order to overcome barriers to change, induding building a sense of urgency to 
reach the future desired state. Critical success factors for envisioning are: 

• Involving all constituencies 

• Opening channels for effective two-way communication 

• Identifying and leveraging appropriate consequences 

• Providing adequate time and resources to establish and communicate the vision 

• Engaging sponsors as leaders rather than managers, and 

• Engaging employees as team members rather than opponents. 

Stage 2: Fonnulating. Formulating continuously identifies, and proactive!y manages the risks to 
successfully achieving the desired future state. II indudes identifying and analyzing the potential 
risks to achieving the desired future state. The organization must develop detalled strategies to 
minimize the depth and duration of the performance disruption brought about by introducing change. 
Finally, it means identifying and allocating rescurces and defining individual responsibilities to 

successfully achieve the desired state. Critical success factors for formulating are: 

• Utilizing a common understanding and framework for the change process 

• Accessing sufficiently robust change management tools and techniques 

• Accessing adequate change management skills, and 

• Continually assessing hard data. 

Stage 3: Implementing. Implementing involves executing the detailed strategies of the integrated 
change management plan. It involves identifying and opening communication channels to 
successfully execute the integrated change management plan. Finally, successful implementation 
involves monitoring progress by continuously gathering the data necessaiy for formulating and 
implementing the integrated change management plan. Critical implementation success factors 
include: 

• Allowing sufficient time for the change 

• Allocating appropriate quantities of quality resources. and 

• Providing access to key individuals, constituencies and data. 

IBM recommends that USAID use a straightforward, leadership-driven approach to change 
management, including the following steps: 

• Assess the current environment for readiness for change 

• Analyze the key issues that identified in the assessment process 

• Create a comprehensive change management plan to address identified issues 

• Develop a communications strategy and plan 
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• Implement the change management and communications plans 

• Evaluate the impact of the change management plan actions on the success of the project 

We also recommend using a team approach to change management Change management must 
come from within, it is not something that an outsider can "do" to an organization. The team should 
be comprised of senior level management within USAID, facilitated by skilled change management 
professionals. The change management process should run throughout the course of the entire 
project, or about two years, at a total cost in the neighborhood of $1.5 million. 
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Legacy Systems 

A. Overview 

Prior to the implementation of NMS, USAID used a variety of non-integrated systems to accomplish 
the functions of the four main applications of NMS. The legacy systems that comprised the core 
financial management system and their primary functionality are presented in Table 7-1. 

FACS Financial Accounting and Control System: This mainlrame.
based system was USAID's primary accounting system for 
Washington operations. The main function of FACS was funds 
control. FACS interfaced with the Cash Journal and the Country 
Financial Reporting System. 

MACS Mission Accounting and Control System: Originally a Wang 
system, MACS has been converted lo a UNIX plalfonn and remains 
the Agency's primary accounting system for field missions. The 
main function of MACS is funds control and disbursements for !he 
missions. MACS produces monthly reports for external and internal 
reporting. MACS also produces an electronic file that is uploaded to 
the Country Financial System. 

LOCSS Letter of Credit Support S)!stem: This stand alone system is 
designed to track the establishment of letters of credit and 
subsequent draw downs and liquidations. LOCSS does not 
interface with FACS, therefore financial transactions entered must 
also be manually entered into FACS. 

CASH JOURNAL Cash Journal System: This system was the Agency's primary 
payment management system and was interfaced with FACS and 
the Country Financial Reporting System for!he processing of 
Advice of Charges. 

ACCOUNTS RECEIVABLE Acc9unts Receivable Swtem: The accounts receivable system is 
a stand alone system that was used to issue bills and record 
collections. 

AWACS GL I General Ledger I: This system was the predecessor to the current 
version of the general ledger (GL II) in AWACS. GL I was a stand 
alone Oracle.-based system which did not automatically post by 
transaction code. GL I could not directly produce fonnatted reports 
but was interfaced with !he report writer, Impromptu, to produce trial 
balances. 
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GLARS 

LAIS 

HG PMS 

PPS 

CFR/U101 

FOREIGN 
CURRENCY 

General Ledger Accounting and Reporting System: Developed 
in COBOL in 1963, this general ledger is used exclusively by the 
Loan Management Division to account for the transactions related to 
the Agency's Direct Loan Program. 

Loan Accounting and Information System: Like GLARS, LAIS 
was developed in 1963 and serves as a subsidiary ledger for 
USAID's direct loan program. The main function of LAIS includes 
keeping track of loan disbursements, receipts, amortization 
schedules, accrued interest and issuance of notices of payment 
due. 

Housing Guaranty Program Manaaement SVstem: Although 
HGPMS was never designed as a financial system, it provides the 
majority of the data used to account for the Agency's Housing Loan 
Guarantee Program. 

Participant Payment SWtem: PPS was used to track funds placed 
into an MDA to fund training. The system tracks and allocates 
costs. This system is currently being phased out since training is no 
longer funded by MDAs. 

Country Financial Reporting System: The CFR/U101 system 
interfaces with MACS to receive obligation, accrual, and 
disbursement da!a monthly. Based upon information received, the 
CRFAJ 1O1 system creates the corresponding two-sided GIL entry. 
This GIL entry is then recording on a journal voucher and posted to 
the GIL manually. 

status of Foreign Cunency Funds: The Status of Foreign 
Currency Funds is a Lotus spreadsheet based application used to 
track United States controlled trust funds by country. 

Table 7-1: Core Financial Management Legacy System 

B. Analysis of Legacy Systems 

To evaluate USAID legacy systems, the IBM Team interviewed financial management personnel 
and reviewed available documentation. During our field work, we noted issues concerning the 
functionality of the legacy systems, lack of compliance with regulations and directives, data integrity, 
and system design and maintenance. These deficiencies are described below. 

1. Federal Manager's Financial Integrity Act (FMFIA) 

USAID's legacy systems do not comply with the Federal Manager's Financial Integrity Act USAID's 
legacy core financial management system is not a single, integrated financial system. The core 
financial system consisted of FACS and MACS, but also was supported by ten other systems. Due 
to the lack of integration, USAID has received an FMFIA Top 100 "High Risk" designation. 
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2. Joint Financial Management Improvement Program (JFMIP) Comprtance 

Even though we did not perform a detailed review to determine if USAID's legacy systems comply 
with the Joint Financial Management Improvement Program (JFMIP) core financial management 
system requirements, we did identify compliance issues through interviews and documentation 
reviews. Table 7-2 provides some of the compliance gaps identified. 

Core Financial Management 

General Ledger Management 

Funds Management 

Payment Management 

Receipt Management 

Cost Management 

Reporting 

Does not provide for. 

• integrating of planning, budgeting, and accounting 

• lack of synchronization of data between systems 

Does not provide for. 

• subsidiary ledger support standard general ledger 
support 

• processing of system generated entries such as 
accnJals, year-end closing, cost allocation, and recurring 
payments 

• the processing of data on.line 

• transaction codes that automatically generated required 
debits and credits 

Does not provide for. 

• 1he accounting and control of 511/517 funds 

• tracking the use of funds against operating or financial 
plans 

• repol1ing plan to actual 

• a control that ensures the amount reftected in the funds 
control is in agreement with the General Ledger 

Does not provide for. 

• calculating the payment amount to include discounts 
taken, interest or penalties due as required by the 
Prompt Payment Act 

• tracking and reporting of Prompt Payment Act statistics 
such as interest taken/lost, interest and penalties 
incurred 

• recording the receipt, inspection, and acceptance of 
gOOdsorservicesreceived 

• matching of documenls before payment 

• generating 1099s 

• Does not provide for establishing offset (IRS, federal salaly, 
etc.) of payments to collect accounts receivable 

• Does not provide the functionality to accumulate and 
distribute cost 

• Does not provide tor generation of all required internal and 
external reports 

Table 7·2; Legacy Systems Non.compliance W'rth JFMIP Core Financial Management 
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3. Year2000 

We reviewed the legacy systems to determine compliance with Year 2000. Table 7-3 provides the 
estimated cost to modify the legacy system to comply with Year 2000 requirements. The legacy 
systems are presented by functional area: core financial management, procurement, budget. and 
operations. 

Care Financial Management System 

FACS $4,108,956 

MACS 750,000 

LOCSS 93,466 

CASH JOURNAL 16,000 

ACCOUNTS RECEIVABLE Not Included In Y2K Review 

AWACSGLI Not Included In Y2K Review 

GLARS 62,550 

LAIS 90,000 

HG PMS 32,564 

PPS 14,152 

CFR/U101 153,002 

FOREIGN CURRENCY Not Included In Y2K Review 

Pl'Ot:llrement 

CIMS 541,360 

APS 41,962 

VPD 14,494 

Budget 

OYB 31,408 

PBDS 17,270 

FUN 60,000 

Operations 

PMIS 5,700 

Total Estimated Cast 

Table 7-3: USAID Legacy Systems Y2K Compliance Costs 
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4. Data Integrity 

Data integrity issues exist concerning the data maintained in the legacy systems and also with 

migrating data from NMS to the legacy systems. 

a. Current MACS Data Integrity Issues 

On July 11, 1996, the Inspector General (IG) of USAID issued an audit report titled Audit of the 
Controls Over the Quality of Financial Management Data, (Audit Report No. 9-000-96-005). The 

stated objective of the aucflt was: 

The IG's review included sampling data from 33 missions to determine accuracy of the financial data 
recorded in MACS. The IG determined accuracy by tracing selected transactions to the original 
source document. Based upon the review performed, the lG found that the data accuracy rate was 
67%. Data inaccuracy was the result of: 

• mission did not update data timely 

• accounting personnel made errors doing data entry or did not understand the coding 
process 

• missions did not review data for accuracy 

The IG made numerous recommendations for the missions to correct data entry and documentation 
maintenance, but overall recommended the Office of Financial Management "establish a system to 

ensure data integrity at all accounting stations.• Per the IG, the established system should: 

• perform edits during data entry to help ensure data integrity 

• establish criteria for documentation maintenance 

• establish a criteria for replacing lost documentation 

• provide for information flow between the Office of Financial Management and the 
accounting stations 

The Office of Financial Management agreed with the deficiencies and replied that the planned NMS 
would address the system weaknesses noted. 

Also, the IG concluded that 15% of the errors detected resulted from lacking functionality in MACS. 
MACS does not have the functionality to automatically calculate the value of certain fields based 
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upon data residing in MACS. This deficiency, requires the user to manually calculate the value and 
record it in MACS. The IG recommended that opportunities for automating the calculation of values 
be included in the functionality of USAID's AWACS system. 

b. Migration of Data from NMS to Legacy Systems 

Interviews with USAID Financial Management personnel provided the IBM Team with an estimate 
that it would require at least a year to migrate the data from NMS back to the legacy systems. The 
ability to migrate NMS data accurately is complicated by the following factors: 

• only summary legacy data was loaded into NMS 

• the partial implementation of NMS 

• the scope of the transaction to be migrated 

• NMS data integrity 

USAID summarized legacy data loaded into NMS during implementation and maintained the 
historical transactions detail in the legacy systems. Therefore, if NMS data were summarized and 
loaded in FAGS/MACS, the historical transaction detail prior to the implementation of NMS would be 
overwritten. To avoid overwriting the historical data maintained in FAGS/MACS, USAID would have 
to migrate NMS at the detailed transactions level. Another option is for USAID to run and maintain 
two incidents of FAGS/MACS. One incident for transactions detail before NMS implementation and 
the other for subsequent to the NMS implementation. Running and maintaining two incidents of 
FAG/MACS would increase maintenance costs and also funds control could be compromised since 
data is maintained in two separate database. 

USAID implemented NMS world-wide on October 1, 1996, but subsequently reverted the missions 
back to MACS in APril of 1997 due to system problems. USAID is entering summarized MACS data 
monthly into AWACS by manual journal voucher. We learned that this has caused some data to be 
duplicated in NMS or not recorded in NMS. USAID is currently reconciling mission data to 
Headquarters data to ensure that the NMS data is complete and accurate. 

USAID would need to convert all transactions posted to NMS since October 1, 1996 or at minimum 
16 months if conversion began February 1, 1998. In addition to the volume of data that USAID would 
need to convert. the data crossing fiscal years. 

5. other ls.sties 

We also identified the following miscellaneous issues pertaining to FAcs-and MACS: 

• antiquated reference manuals 

• high maintenance costs 

• antiquated _programming language 
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The lack of system documentation would hamper any efforts to modify the code to comply with year 
2000 requirements and enhance the functionality of either application. Also, we have been told that 
the level of effort required to maintain the legacy system is higher due to the out-dated system 
architecture and design. Most of the legacy systems are programmed in COBOL which is 
considered to be an antiquated programming language. Therefore, maintenance or modification of 
system written COBOL require a special skill set which may be difficult and/or costly to acquire. 
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Commercial Off t11e Shelf Software Solutions 

USAID is in a unique position to capitalize on the latest technology available in the revitalization of 
their agency-wide financial information systems. The alternative solutions to NMS include its 
integration and/or replacement with Commercial Off The Shelf (COTS) solutions available to the 
Federal government. This section presents those COTS alternatives and their high level 
functionality. Various decisions are required of USAID before continuation with COTS selection 
activities. These decisions include a determination of the preferred platform and network technology 
to be utilized and the degree to which legacy or NMS remedial intervention is preferred. 

The COTS alternatives are presented in terms of both the overall functionality, as well as the 
technical environment that can support the software. The General Services Administration (GSA) 
Financial Management Systems Software (FMSS) schedule is the source for procurement of 
financial systems in the Federal government We have included a brief introduction to the GSA 
FMSS schedule and each vendor on the GSA FMSS schedule. Two additional vendors whose newly 
developed Federal financial systems are projected to be available to the Federal government via the 
GSA FMSS schedule in the near future are also introduced. Further, many vendors have systems in 
production at various agencies and departments of the Federal government. Federal government 
experiences conveyed to us during interviews conducted for this project are discussed. Additionally, 
we have developed a summary of the general costs from price lists made available by the vendors; 
although these costs do not include potential vendor incentives. The estimated costs associated with 
a number of actual agency implementations were also obtained. Lastly, the benefits and risks 
associated with the respective decisions required of USAID before more detailed COTS selection 
activities continue, is presented. 

A. Financial Management COTS 

The following sections provide an overview of the Financial Management COTS options. These 
sections include. overviews on the GSA FMSS Schedule, GSA and non-GSA vendors, 
characteristics of the COTS applications, agency COTS implementation experience, costs 
associated with implementation of COTS, and the benefits and risks with a COTS solution. 
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1. GSA FMSS Schedule 

The Financial Management Systems Software (FMSS) schedule was established in 1989 as a result 
of OMB's government-wide financial management systems software program. The use of the FMSS 
schedule of systems vendors is mandatory for all Federal Government (Executive Branch) 
agencies/departments that seek to purchase software for primary financial management 
(accounting) systems and to purchase services to support the systems implementation of the 
software packages. The Joint Financial Management Improvement Program (JFMIP) established 
core requirements as the minimum standards for Federal financial systems. The GSA FMSS 
vendors are tested to provide basic assurance of compliance with the baseline standards. Currently, 
a Federal initiative is underway to re-engineer the JFMIP requirements and improve the vendor 
testing methodology. The benefils and risks of GSA FMSS schedule usage are presented in the 
Consideration of the Benefits and Risks of COTS Alternatives section. 

The objectives ofthe FMSS schedule are several-fold. The basic intent is to assist Federal Agencies 
in purchasing Federal financial management software packages. The schedule ensures that a 
number of commercial off the shelf (COTS) financial software applications are available and meet 
the minimum JFMIP core requirements. It also helps to streamline the procurement process by 
eliminating the need for each agency to go through an extensive competitive procurement process. 
The schedule sets forth a more streamlined procedure. FMSS schedule contractors are also 
required by the terms of their contract to disllibute FMSS schedule price lists to all requesting 
agencies within 15 calendar days. Agencies can use the schedule to obtain core financial 
management software applications, support services (training, technical assistance, conversion) and 
additional add-on modules (e.g., procurement, asset management, travel). As of October 1, 1997 
the GSA will apply a surcharge to users of the FMSS schedule to cover the costs of establishing and 
administering the schedule contracts equal to 0.75% of the total dollar value of each delivery/task 
order issued under the FMSS schedule program. 

2. GSA FMSS Schedule Vendors 

There are currently nine vendors available to agencies on the GSA FMSS schedule. The various 
software solutions offered in the financial system products provide: dient/server technology, 
graphical user interfaces, integrated modules, and compatibility with numerous platforms. GSA 
FMSS schedule vendors indude: 

• American Management Systems Inc. 

• Computer Data Systems Inc. 

• Digital Systems Group Inc. 

• ICF Information Technology Inc. 

• KPMG Peat Marwick LLP 

• Keane Federal Systems Inc. 

USAID NMS Analysis Report VIII. Commercial Off the Shelf Software Solutions • 107 



• Oracle Corporation 

• Orion Microsystems Inc. 

• Rel-Tek Systems & Design Inc. 

The following paragraphs provide a description of selected GSA schedule vendors and their COTS 
products. 

American Management Systems 

American Management Systems (AMS) Inc., offers an approved core Federal financial system in a 
traditional mainframe platform version that has been upgraded for the Year 2000. AMS also offers 
an approved core Federal financial system utilizing ciienVserver technology. AMS has been the 
market leader of Federal financial systems, with over 33 licensed sites. Several federal organizations 
have purchased the package, Momentum Financials, but none are currenlly in production. The AMS 
mainframe package, Federal Financial System {FFS) is in production in many Federal agencies 
including Department of Veterans Affairs (VA), Department of Interior, and Department of Housing 
and Urban Development {HUD). AMS also offers Procurement Desktop, which is a stand-alone 
contract and procurement management application. Procurement Desktop that can be fully 
integrated with FFS and Momentum Financials. 

Computer Data Systems, Inc. 

Computer Data Systems, Inc., {CDS!) has been working with the Federal Government for over 25 
years. CDS! has offered products utilizing either a mainframe platform, or dienVserver technology. 
Their traditional mainframe financial system product is Federal Accounting and Reporting System 
(FARS) and their clienVserver version is called i.e. FARS. Clients operating FARS (mainframe 
version) include Department of Commerce (DOC) - Office of the Secretary, Peace Corps, US 
Secret Service, and Department of Labor (DOL). Clients using i.e. FARS include Department of 
Education {ED) and the U.S. Export Import Bank. CDSI does not intend, at this time to continue 
offering upgrades beyond the short term for their mainframe Federal financial system. 

KPMG Peat Marwick 

KPMG Peat Marwick (KPMG) also offers core financial systems for both a traditional mainframe 
platform and an environment utilizing dienVserver technology. The mainframe platform financial 
system is Federal Accounting Management Information System (FAMIS) and their new clienVserver 
technology financial system is Performance Series. FAMIS is in production at approximately 12 
Federal agencies including, the Equai Employment Opportunity Commission (EEOC), Office of 
Personnel Management (OPC), and Department of Agriculture (USDA) Food and Nutrition Service. 
The National Aeronautics and Space Administration (NASA) is currenlly performing an agency-wide 
implementatiOn of the Performance Series applications. 
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Oracle 

Oracle US Federal Financials is a GSA FMSS core Federal financial system. Oracle has sold its 
financial applications to both commercial and public sector clients for over ten years. Oracle 
Financials can be implemented in either a Graphical User Interface (GUI) or character-based 
interface using either a client/server or mainframe-based architecture. Federal clients of Oracle 
Financials include the U.S. Coast Guard and the OVerseas Private Investment Corporation (OPlC). 

Keane 

Keane Federal Systems has been available to Federal agencies by the GSA FMSS schedule since 
1996. Their original software product, Federal Solutions used a traditional approach on a mainframe. 
However, Keane has recently offered a Federal Solutions version which utilizes client/server 
technology. Federal Solutions offers the full core accounting capabilities as well as a budget 
formulation module. Federal Solutions (mainframe version) is in production at the Department of 
Labor. Keane intends to continue to offer upgrades to its mainframe applications at this time. 

3. ·Non-GSA FMSS Vendors 

A number of vendors are prepared at this time to enter the Federal market with their newly 
developed Federal financial system which utilize the latest technology available. Although, not 
currently listed on the GSA FMSS schedule, these vendors are undergoing the necessary processes 
to be available to Federal agencies in the near future. Two such vendors, SAP and PeopleSoft, are 
leaders in providing financial management systems to the commercial and public sector markets. 
Each of these vendors is described below. 

SAP 

SAP, based in Waldorf, Germany, is the number one vendor of financial applications in the world. 
SAP's client/server financial system, SAP Rf3 is the leading choice of Fortune 500 companies. SAP 
plans to have completed the JFMIP certification during 1998. Several key advantages of the SAP 
R/3 product include support of a 3-tier client/server environment, integration of the various modules, 
and flexibility to support client-specific configurations. As part of the suite of products, SAP Rf3 
provides a comprehensive procurement module with full contracts management capability. Public 
sector clients of SAP R/3 include the Canadian government, New Zealand government, and 
Massachusetts Institute of Technology (MIT). 

Peop/eSoft 

PeopleSoft, Inc. is the market leader in providing Human Resource applications. PeopleSO!t has 
developed versions of ifs Human Resources and Payroll applications that support Federal specific 
requirements and has sold these products to numerous agencies in the past two years. Clients 
include Veterans Administration, Census Bureau, and Social Security Administration. In addition, 
PeopleSoft also provides a leading client/server financial application to both the commercial and 
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public sector markets. PeopleSoft Financials provides clients the flexibility to configure the package 
to meet the clienfs organization needs without performing extensive programming changes. The 
modules that are part of PeopleSoft Financials include General Ledger, Purchasing, Payables, 
Receivables, Budgets, and Asset Management. PeopleSoft, Inc. plans to receive JFMIP certification 
and be listed on the GSA FMSS schedule in the near future. 

4. COTS Core Accounting System Characteristics 

The approved core accounting module is required to meet all JFMIP defined core requirements. 
Additional functionality can be achieved through integration of the core aocounting module with 
supplemental modules, such as procurement, or budget formulation. Further, USAID also has 
unique requirements in the area of foreign currency and loans management In some cases, the 
GSA schedule vendors include these additional functionality in their core financial systems. Other 
characteristics which USAID will need to consider include whether the system utilizes clienVserver 
technology, if it can be installed on a mainframe, has a resident web-enable application, and is Y2K 
compliant. Table 8-1 presents the characteristics of each COTS financial system discussed and 
whether increased functionality can be achieved through additional modules or sub-modules as 
available from the vendor. 
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CPSl (I.e. FARS) I y I N I y I y I N I y I N I y I 

AMS (FFS) I y I N I y I y I N I y I N I y I 

AMS (Momentum) I y I y I y I y I y I N I N I y I 

KPMG (FAMIS) y N y y N y N y 

KPMG (Performance y y y y y N N y 
Sanes) 

Oracle (U.S. Federal y y y y y y y y 
Financials) 

SAP (Rl3) y y y N y N y y 

PeopleSoft {Financials) I y I y I y I N I y I N I y I y I 

Digital Systems (IFMIS) y y N y y N N y 

Keane (Federal y y y y y y N y 
Solutions) 

Orton (Glows) y y N y y N N y 

Rel· Tel< (FFMS) I y I y I N I y I y I N I N I y I 
Table 8·1: COTS Characteristics Matrix 
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1. Provides small purchase activities (e.g., purchase requisition, purchase orders), but does not support development of contracts or contract management 
activities. 

2. Supports development of contracts and contracts management activities. 
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s. Agency COTS Implementation Experience 

The following provides a description of several agencies that have implemented COTS solutions 

from GSA FMSS vendors. Each description identifies the package and associated modules 
implemented, the timefrarne, ccsts, and overall experience of the implementation, and a brief 
overview of the size and ccmposition of the agency. 

a. Department of Education 

The Department of Education (ED) selected the vendor Computer Data Systems Inc. (CDSI) from 

the GSA schedule of vendors. ED is implementing CDSl's client/server Financial Accounting and 
Reporting System (i.e. FARS) core financial systems package that includes general acccunting, 
purchasing, payment management, accounts receivable and ccst allocation modules. They also 
supplemented i.e. FARS with SACONS, procured from a non-GSA FMSS vendor (CACI) for 
additional functionality. ED subsequently implemented an automated interface from SACONS to the 
CDS! core financial applications. 

The implementation is still in progress and has been a fairly difficult process acccrding to the 
Department staff interviewed. The software has actually been in production since October yet 
mocfdicalions are still underway and are expected to be ccmpleted by July 1998. The product was 

purchased in 1995 and implementation was begun in October 1996. Contributing factors according 
to Department personnel were due to changes in the software and data conversion difficulties, 
certain agency resistance, and the product not being market-ready at the time of the procurement 
The vendor provided approximately 6 full time equivalents (FTE), on and off site, to support the 

implementation and conversion process. ED provided one full-time systems integrator and an 

average of 30 full-lime contractors and 20 FTEs over a two year period to the implementation effort 
This implementation was a single component of a much larger systems purchase and 
implementation program at ED. 

The ED is composed of approximately 4,900 employees and 1,500 core financial systems users. 
The i.e. FARS application is implemented at ED's 10 regional offices. The regional offices interface 

with i.e. FARS either through direct links to the network or in remote locations via web access to the 
system 

b. Department of Labor 

The Department of Labor (DOL) selected Keane Federal Systems Inc. from the GSA schedule of 
vendors. DOL implemented Keane's Federal Solutions systems package which currently ccmplies 
with the core acccunting, standard general ledger, accounts receivable, and accounts payable 
requirements set forth in the JFMIP core requirements. They purchased the core financial and 

accounts payable modules and asked the vendor to build other modules including accounts 
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receivable. At the time of agency implementation (roughly 6 years ago) the vendor did not have 
additional modules. DOL continues to be very pleased with the vendor and the system selected. 

They originally projected an 18 month window to install the systems. Actual installation required 15 
months to fully implement They hired a systems integrator (Ernst & Young) to assist and provide 
oversight The integrator provided 2 program analysts full-time. There were also 5 to 6 olher data 
base administrators over a 24 month period. At the height of the implementation process OOL had 
approximately 20 accountants and infonnation technology professionals, and 3 to 4 contracted 
Certified Public Accountants (CPAs) to provide liaison with the Office of Inspector General. The 
system was not year 2000 compliant. Subsequently, DOL obtained an upgrade to Federal Solutions 
which they described as a relatively easy and cost effective process. 

For comparative purposes, DOL has a budget of approximately $18-20 billion, 18,000 employees, 
and $34 million in transactions processed through the OOL accounting system annually. The 
version of Keane's Federal Solutions selected was a mainframe based system. The system is fully 
integrated with 13 major finance servicing centers and 7 regional centers around the nation which 
use the system. Federal Solutions supports an estimated 250-300 users. 

c. Export Import Bank 

The Export Import Bank selected the COTS financial system vendor, Computer Data Systems, 
Incorporated {CDSI) from the GSA schedule of vendors, for prOCtJrement of its client server Federal 
financial system, i.e. FARS. Export Import Bank staff expressed frustration with the implementation 
process. Agency personnel explained that they were not experienced in system implementation and 
often their expectations differed from reality. The Export Import Bank also is implementing an 
interface from the i.e. FARS core financial system to a separate non-GSA, COTS solution, CACI 
SACONS. There have been delays related to ED adjustments to SACONS and the two systems 
currently are not integrated. 

The i.e. FARS core financial system provides for the core accounting functions of the agency. Export 
Import Bank also purchased a fixed asset module and a separate travel management module which 
has been implemented as a test module in two different divisions. i.e. FARS is not used in agency
wide program lending operations. 

Implementation of the COTS core financial and related modules began in September 1996 and i.e. 
FARS went into production in October 1997. However, due to continued delays of i.e. FARS 
integration with SACONS, manual entry of data by Export Import Bank staff to both systems 
separately is required. CDSI has provided daily, on-site support to Export Import Bank since the start 
of implementation. The CDSI core staff included two infonnation professionals and several data 
entry staff. 

Export Import Bank has approximately 420 personnel located in DC and some field offices. The 
system is centralized and located at Export Import Bank Headquarters in Washington, DC. Users 
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are also located at Headquarters and no interfaces are needed with the field offices. There are an 
estimated nine current users of i.e. FARS at Export Import Bank. 

d. Department of Housing and Urban Development (HUD) 

The Department of Housing and Urban Development (HUD) selected AMS from the GSA schedule 
of vendors, for procurement of the FFS core financial package. The implementation process 
spanned approximately 18 months. One year of the implementation process involved the actual 
purchase and contracting process. HUD completed implementation in August 1997. The 
implementation began in a pilot program for three monlhs. The pilot results were used to determine 
the necessaiy software mocfrfications. The subsequent agency wide rate of implementation covered 
ten agency offices each month. AMS provided an estimated 30 professionals which included 
programmers and other specialists. HUD also provided approximately ten individuals decficated to 
the system implementation. 

HUD has approximately 10,000 employees and a budget of $25 billion. HUD operates in more than 
50 sites across the nation. All 50 sites are fully integrated with FFS. HUD trained 400 potential users 
of the new system. 

e. Defense Agency #2 

Defense Agency #2 selected AMS from the GSA schedule of vendors for procurement of the 
clientlserver technology based Federal financial system, Momentum. The agency determined the 
AMS product met the most Agency requirements. The implementation schedule spanned the fiscal 
year, from September 1996 to October 1997. It was considered a fast track implementation time 
frame. The vendor provided the professionals to assist with the implementation. The vendor 
provided 20 support professionals, on average, which included: GL experts, management support, 
and information system professionals. The Agency provided 12 staff; six of whom where 
government employees. The Agency expressed satisfaction with the vendor and implementation 
experience. 

The Agency budget is in the range of $5 billion. They currently have 40 users of the core financial 
systems and this .number is expanding. Momentum was implemented at their primaiy location and is 
expected to be implemented in 4 additional sites, one of which is overseas. 

f, US Coast Guard 

The U.S. Coast Guard (USCG) selected and purchased Oracle Federal financial system software 
via the GSA schedule. They purchased the full suite of Federal core financial modules and have 
subsequently purchased most of the additional Federal financial modules such as inventoiy and 
others. Their approach to the system implementation has been incremental. The system has been 
implemented in one site to date. The implementation of the site required approximately 18 months; 
of which, 6 months were due mainly to data conversion issues. They are also currently installing the 
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system at their Finance Center. This Finance Center implementation started 18 months ago and is 
scheduled to be completed in April 1998. 

Oracle has provided approximately six professional staff to support USCG during the implementation 
process. The USCG provided an adcfrtional four staff which included one project manager (part-time 
for the first 6 months, now full-time), one programmer (full-time) and two professionals (now full· 
time). 

For comparative purposes, USCG operates with a budget of roughly $4 billion and employs some 
43000 personnel. They have some 3,000 units across the US. There are approximately 350 users in 
the Finance Center of the core financial systems and another 3,000 users of the purchasing module 

g. US Department of Agriculture (USDA) 

The U.S. Department of Agriculture (USDA) selected KPMG Peat Marwick (KPMG) from the GSA 
schedule of vendors. They have had a favorable experience with the implementation process. They 
are currently planning migration from the KPMG mainframe system, FAMlS, to their new 
client/server Performance Series. They estimate that over time they will purchase the full suite of 
Performance Series products. 

The FAMIS implementation period was two years, from 1990 to 1992. The installation was 
conducted within the planned budget The vendor provided an estimated 12-14 professional staff 
during the implementation process. USDA also provided an estimated 12 staff to the implementation 
team. Their decision to upgrade their mainframe system to newer client/server technology is based 
on expected cost savings. The move to the client/server technology will also provide system users 
with desired full GUI interface, additional query & report capabilities which are available using a 
relational database. 

USDA has approximately 1,700 employees and a budget of roughly $40 million. Their financial 
system must support 100 users. The FAMlS system is based in 1 site (Kansas) with user interfaces 
for 9 additional sites. The new Performance Series system will be installed in Washington, D.C. and 
will interface with 8 adcfrtional sites 

6. Implementation Costs 

a. Vendor Costs 

The vendor costs matrix shown in Table 8-2 was developed on the basis of price information as 
made available by each of the GSA schedule vendors. The total costs reflected in the matrix are list 
price for license, manuals, and user fee costs. This does not include other related costs of 
implementation including professional GSA vendor labor hours, training, maintenance, and other 
variable costs. The parameters established for the matrix are based on one server license fee, 200 
concurrent systems users, and 50 copies of basic systems manuals. It is also important to note that 
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each vendor offers varying discounts in the range of 10-15% on their products that depend on such 
variables as prompt contract payments, quantity and other variables. These discounts may mean 
substantial price reductions and are dependent on negotiations with each vendor. 

Client Server 

Computer Data Systems $85,500 $32,500 $379,754 $497,754 

Keane Federal Systems $200,000 $11,000 NIA $211,000 

Oracle Corp<:>ration $37,500 $20,000 $600,000 $657,500 

KPMG Peat Marwick $376,200 $48,000 NIA $424,320 

AMS $292,500 $479,017 $n1,s11 

Mainframe 

Keane Federal Systems $200,000 $11,000 NIA $211,000 

KPMG Peat Ma!Wick $250,000 $48,000 NIA $298,000 

AMS $176,280 NIA $176,280 

Table 8-2: Vendor Costs Matrix 

i. Cost Model Assumptions - Client/Server 

In the information below, we have identified the assumptions applied to the price lists provided by 
each vendor of client/server products. 

KPMG 

• license fee - based on core financial, client/server using base of 200 concurrent users, 1 
server installation 

• manuals/documentation - used 50 manuals, 2 are included within license fee 

• note - license fee does include such items as certain number of training, technical 
services, and manuals 

AMS 

• license fee - based on Momentum core financial module, 1 site license using base license 
fee plus user license fees using 200 users 

• manuals/documentation - price list did not provide information for this cost category 
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• license fee - based on per module cost multiplied by the number of modules in core 
accounting (4) and on the basis of one server installation 

• user fee - based on 200 concurrent "devices" multiplied by •sum of base modules" 

• manuals/documentation - based on system, user and operations documentation provided 
by vendor with 200 copies 

Keane 

• license fee - based on core accounting modules price for one server 

• user fee - no separate fee is added in vendor pricing 

• manuals/documentation - based on core accounting user, operations, and systems 
manuals with 50 copies 

CDS/ 

• license fee - based on server fees category using hardware IBMIMVS all core financial 
modules (schedule A) for one site 

• user fee - based on all core financial modules fee for 200 concurrent users 

• manuals/documentation - based on all i.e. FARS manuals provided by vendor with 50 

copies 

ii. Cost Model Assumptions - Mainframe 

In the infonnation that follows, we have identified the assumptions applied to the price lists provided 

by the vendors of mainframe products. 

(Note: A standard assumption applied to mainframe packages is that the license fee applies to a one 
site mainframe system: 1 site mainframe system solution license fee.) 

AMS 

• license fee - used FFS Basic Systems 082/CICS category fee which includes a 30 year 
license, based on one site 

• manuals/documentation - price list did not provide information for this cost category 

KPMG 

•license fee - used mainframe chart Federal FAMIS (core accounting) fee which is a 
perpetual license, based on one site 

• manuals/documentation - used 50 manuals, 2 are included within license fee 
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KEANE 
• license fee - used Federal Solutions core accounting software category which can be 

installed on any ANSI standard relational database management system including IBM 
mainframe DB2 or Client/Server Oracle and is a 99 year license 

• manuals/documentation - based on core accounting user, operations, and systems 
manuals with 50 copies 

b. Government Agency Implementation Costs 

The Agencies/Departments interviewed provided varying examples of systems implementation cost 
experiences which, may serve as a useful indicator of potential cost to USAID. The 
U.S. Government agency/department respeclive implementation costs were approximate amounts 
obtained from the respeclive agency points of contact provided via the GSA FMSS schedule. The 
costs reflect those costs associated with implementation including license fees, labor costs, training 
and documentation. 

i. US Department of Education 

The ED spent an estimated $800,000 on the purchase of the core financial package, i.e. FARS from 
CDS!. The original contract amount was approximately $2 million to implement and modify the 
COTS package. The actual expenditure on implementation will be closer to $5 million. These figures 
include labor hours, training, and systems manuals/documentation. The ED specific modifications 
significantly increased the implementation costs. 

II. us Department of Labor 

The DOL spent approximately $5 milRon in its systems package purchase implementation of 
Keane's Federal Solutions package. This included license, user fees, labor hours and training. This 
also included approximately $2 million in contract changes for DOL specific requirements and 
training. Additionally, they spent $3 million in building and developing new modules. Finally, DOL 
spent more recently approximately $400,000 to purchase an upgrade lo their system to ensure Year 
2000 compliance. 

iii. Department of Housing and Urban Development 

The purchase and implementation cost for the AMS FFS Federal financial system were 
approximately $5 million. This estimated contract cost included software package, conversion, 
implementation and training costs for approximately 400 system users. The total cost of the system 
implementation to HUD including HUD IM·IT overhead costs was an estimated $10 million. 
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iv. Defense Agency #2 

The total contract for the AMS procurement and implementation was approximately $22 million. An 
estimated 75% of the total was installation, consulting services, and user documentation costs. The 
Agency purchased the requisite harctware as part of a much larger systems migration program 
moving the Agency to a windows NT environment. The software license was 23"/o of the cost. Basic 
training on the product and its capabilities was approximately 2% of the cost The implementation 
also included pilot testing. Minor systems modifications were needed for reporting requirements and 
security purposes. The Agency spent an additional $500,000 for the security mocfificalion and 
assistance from the vendor for data migration from the old legacy systems .to the new. Finally, the 

Agency incurred other implementation costs related to the clean-up of legacy data. The six month 
effort to clean-up legacy data represented additional cost in the range of $600,000-700,000. 

v. U.S. Department of Agriculture {USDA) 

The fixed price contract tor the implementation of the KPMG FAMIS system was $2.9 million. This 
included approximately $200,000 for the software and license fees, $200,000 for design and 
implementation, $200,000 for contract management, $500,000 tor interfaces with applications, 
$400,000 tor data conversion, $350,000 to customize screens, $200,000 documents and training, 
$250,000 formal training, and $600,000 design for applications. USDA is now in the process of 
purchasing KPMG's Performance Series client/server software including core accounting, budget 
and procurement modules. Actual costs tor the Performance Series procurement was not available. 

7. Additional Considerations 

a. GSA Vendor vs. Non·GSA Vendor 

Selection of a COTS solution from the GSA Schedule is a detailed process. It requires determination 
of the unique functional and technical requirements, other requirements not specified in the FMSS 
solicitation, reporting requirements and specification of the operating environment, system interfaces 
and system performance requirements, which this study provided. Further studies of specific 
applications and software selection activities would be performed once the determination of the 
type(s) of system(s) to be procured is made as a result of this study. The GSA FMSS schedule 
provides a minimum standard which software must achieve to be considered by agencies. As such, 
utilization of the GSA FMSS schedule provides agencies with a minimum level of assurance before 
additional resources are invested in the software selection process. 

The GSA schedule provides Federal agencies standard financial packages that meet the JFMIP 
requirements and streamlines the procurement process by eliminating the need for each agency to 
go through a competitive procurement. However, GSA FMSS schedule vendors recently surveyed 
cited that cfrfficulties ensue when agencies do not make full use of the COTS packages as certified. 
Vendors have indicated that the testing process for GSA FMSS certification is inconsistent and that 
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JFMIP requirements are too broadly defined. Often agencies prefer to modify the software procured 
rather than change the existing business processes required to support the application; while, the 
existing business processes may be inefficient and need to be updated and improved to make full 
use of the COTS functionality. 

Complaints by Federal agencies of the GSA FMSS schedule include that the packages are not 
state-of-the-art, the schedule limits the agencies' choice of vendors, and the schedule limits vendor 
incentive to enhance their COTS systems. Federal agencies complain that extensive modifications 
to the GSA FMSS COTS Federal financial systems procured are required to meet agency needs. 

Many top vendors in private industry are interested in entering the Federal market and many have 
indicated an intention to attempt GSA FMSS certification in the near Mure. Strengths of non-GSA 
FMSS schedule financial systems include newest technology, robust functionality and fleXlble 
implementation. However, non-GSA schedule COTS vendors lack direct knowledge and experience 
with the Federal market place and are not currently compliant with all necessary Federal core 
system and reporting requirements. The GSA is currently in the process of reengineering the FMSS 
Schedule certification and selection process. 

b. Client/Server Technology vs. Mainframe Platform Usage 

A system supporting clientfserver technology can be implemented in a variety of technical 
environments. This has led to varying interpretations of what constitutes true clienllserver technology 
usage. The clienilserver technology environment offers the user friendliness of the graphical user 
interface (GUI) clients. Clienllserver architecture generally conducts operations on a network 
between client work-stations, and the server(s). Applications and data can be maintained on the 
client andlor the server(s) terminals in essentially three case scenarios: 1) remote access to data 
places application execution on the client work-station and all calls are sent to the database 
management system from a remote location, 2) distributed processing also places the database 
entirely on the server; however, execution of the application is done partly on the client workstation 
and partly on the server, and 3) distributed data allows data to reside in more than one location with 
specific application procedures residing on separate platforms accessing their own related database. 

The traditional mainframe architecture provides centralized data and application processing that 
does not require multiple calls across a network to process data. The user-interface is character
based and requires a transmittal of data to the mainframe at the screen level. Unlike client/server 
applications, a traditional mainframe application does not require high-end computers. Users are 
able to either use an emulation package on their desktop computer or a "dumb" terminal to access 
the application and data. As databases and tools have evolved, traditional mainframe applications 
have become more user-friendly with better data access, querying, and reporting. 

Either a mainframe platform system or an appropriate clientfserver configuration, requires an 
understanding of the technical constraints of the agency. USAID current technical constraints include 
either continued use of the current distributed network, reverting to the traditional mainframe 
platform, or utilizing web-enabled software. 
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A COTS Federal financial system which utilizes dienVserver technology and provides the necessary 
functionality with minimal customization could be procured and implemented either on the existing 
network or on the mainframe platform. Another option available to USAID is to revert to traditional 
mainframe data processing using the existing mainframe. Severai COTS Federal financial system 
vendors have continued maintenance and upgrades of their mainframe applications inducting those 
upgrades required for the Year 2000. A decision at this lime to revert lo a traditional mainframe 
system may force a subsequent future conversion to next generation client/server technology if 
mainframe technology usage industry-wide continues to decrease and future upgrades become 
unavailable. The third option is to implement a system that utilizes web-enabled software to reduce 
the network traffic. A web solution would provide a centralized application and database that users 
could access through the Internet using a web browser. The web browser would provide the ability to 

move all processing logic off of the client to the central location and reduce the issues related to the 
network configuration. 

c. Security 

Prior to being certified on the GSA FMSS schedule, a core financial system must support a series of 

security requirements as outlined in the GSA's FMSS Request for Proposal. Examples of these 
requirements include the following: 

• The system must support authorization for access to specific system functions to be 
defined by the system administrator for the users of the system, so that separation of 
duties is maintained for system maintenance, transaction input, approval of transactions, 

and retrieval of information. 

• The system must control individual user access to specific transactions. Parameters 
limiting user authority to access and perform specific transactions will be controlled by the 

system or security administrator. 

• The system must prevent the alteration of financial data except through the posting of 
transactions that are entered through the normal edit and update process under proper 
security. 

• The system must maintain records on the system use, including the actions of every user 
on all terminals, the time and date of use, and the type of transaction by user-id. 

As an example of the security capabilities supported by COTS applications, a brief description of the 
security features provided within one vendor's product is provided below. 

Vendor X provides a comprehensive security facility that controls each user's access to data and to 
processing functions. The security system is built on three key concepts: Principais, Security 

Categories, and Security Actions. 

• Principals are users. Each Principal has unique information such as logon ID and the 
types of approvals that he or she may apply. Principals may also be combined into 
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Security Groups for ease of maintaining security profiles. The profiles of the group apply 
to each principal who is a member of the group. 

• Security Categories are entities with the system, to which security applies, including data 
entry fonns and database tables. The most detailed type of security category is a "specific 
security category." Specific security categories are combined into related groups called 
"general security categories." As with principals, being able to manage groups of entities 
eases the burden of managing the security of the system and provides the flexibility to 
apply exceptions to detailed items that override the general rules that apply to an entire 
group. 

• Security Actions correspond to system operations that can be perfonned. A security 
action is perfonned by a principal to a security category. Security actions include such 
operations as access, add, amend, approve, and cancel. A total of 16 security actions are 
defined. 

The security system of this product combines Principals, Security Categories, and Security Actions 
to define what actions a user may perfonn. The data structures that support this security also 
provide the basis for the menus that display only the actions that a given user is pennitted to 
perform. Changing a user's security profile will dynamically change the menu selections that the user 
sees on the screen. 

B. Procurement COTS 

For the purpose of the COTS review, we identified three vendors that offer a comprehensive 
procurement system that includes full contract management to the federal market place. The three 
vendors are American Management Systems (AMS), CACI, and Dynamics Corporation (DynCorp). 
One of the vendors, AMS, also offers a mainframe and clienVserver federal financial COTS 
packages on the GSA FMSS schedule. All of the packages support the full lifecycle of the 
procurement process from the generation and approval of the purchase request to the close-out of 
the contract. The packages are designed to be Year 2000 compliant, offer full EC/EDI capabirlties, 
and include workflow processing. 

1. Procurement COTS Overview 

The following provides an overview of three procurement COTS packages. 

a. AMS - Procurement Desktop 

Procurement Desktop is a comprehensive procurement management package offered by American 
Management Systems (AMS). Procurement Desktop automates all phases of the procurement 
process within a complete workflow management solution from a purchase request to closing out a 
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contract The system features include requisitioning, procurement planning, workload management, 
electronic approval routing, solicitation and amendments, document creation and assembly, vendor 
management, and receMng. Procurement Desktop is web-enabled to facilitate access to front-end 
processes, such as requisitioning and approvals, and to simplify processing of release orders 
against existing contracts. Procurement Desktop also is integrated with AMS' Federal Financial 
System (FFS) and Momentum Financials and provides a standard interface to link with non-AMS 
financial systems. 

The procurement process begins when a purchase request is created, approved, and routed to the 
purchasing office electronically either on-line or through the Web using a Java-enabled browser. 
Users can either create the purchase request from scratch or copy an existing one and change the 
necessary data. The request is then electronically routed to selected users for approval. Each 
approver can review the comments and recommendations from previous individuals, add additional 
comments or recommendations, and either approve, disapprove, or conditionally approve the 
request. Once the approval process is completed, funds can be committed or verified automatically 
through an interface to the financial system. 

Once the purchase request is approved, users can proceed to the bid and award process or 
proceed directly to the purchase order process for smaller purchases. Procurement Desktop 
supports the source selection process by integrating all of the activities between the request and 
award. The activities include the development and management of documents, tracking of 
amendments, management of bidder lists, and evaluation of bid responses. A vendor database 
provides current information about vendors and potential vendors and can be used to automatically 
generate source lists based on user specified criteria. Users are able to query the vendor database 
to determine which vendors have been debarred or to review the vendor's past performance. In 
addition, the system provides the appropriate FAR, agency-specific, and other regulatory ciauses 
from online policy and procedure documents. Procurement Desktop tracks and evaluates bidders at 
every stage of the pre-award process. This feature incorporates summary and detailed comparisons 
of each vendor's offer to the evaluation requirements. 

For purchase order processing, users can create, process, track, and modify purchase orders. 
Procurement Desktop allows line items to be combined from multiple purchase requests onto a 
single purchase order or creation of multiple purchase orders from one purchase request. Detailed 
accounting information can be maintained for each purchase order line item in ad<frtion to all related 
documents. When completed and approved, the purchase order can be sent via EDI, mailed, or 
faxed to the vendor with an electronic signature. 

Once the contract is awarded, Procurement Desktop supports the contract management lifecyde 
through the close-out of the contract. Users can utilize milestone templates to capture detailed 
information on each scheduled activity, including dependencies, dates, task descriptions, and 
anticipated completion dates. Users can also monitor and track contract performance and contract 
status. 
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Procurement Desktop also supports the payment process including supporting two-way, three-way, 
and four-way matches. Users are able to create and process invoices, payment authorization, cost 
corrections, and accrual in adcfrtion to supporting recurring payments that are annual, monthly, and 
daily. 

b. CACI - standard Automated Contracting System (SACONS) 

CACI provides a windows-based contract management system that is fully ED/ECI compliant called 
the Standard Automated Contracting Systems (SACONS). SACONS is broken down into three main 
subsystems. The Purchasing subsystem provides functionality for small purchases. The Contracting 
subsystem provides functionality for the solicitation and award process. The Contract Administration 
subsystem provides functionality once a contract is awarded. 

As purchase requests, purchase orders, and contract documents are generated, users can route the 
documents electronically through the review and approval process. Approvers can provide online 
comments and either approve or disapprove a document. The originator can access the document 
status to determine where the document is in the approval process, identify the dates and times of 
each approval action, and review comments. 

Once a purchase request is approved, users can either create a purchase order if the request is for 
a small purchase, or begin the solicitation for bids process. Users can access the vendor file to 
obtain information on vendors including address, CAGE codes, socioeconomic data, tax ID, and 
other data. This file also stores associated Federal Supply Classification (FSC) codes and Product 
Service Classification (PSC) codes provided by the vendor. The vendor data can be used to 
generate bidder lists and forward solicitations. 

SACONS provides a Stock Item file that stores the National Stock numbers along with their 
descriptions and unit prices. The information can be automatically pulled forward into the various 
procurement documents. SACONS also provides a FSC/PSC file that maintains FSC and PSC 
codes to be assigned to buyers and procurement incflviduals for automatic workload assignment 
SACONS also provides users the ability to access FAR and agency-specific clauses and 
regulations. Users can search the text through "keyword" searches and pull the clauses into the 
procurement documents. In addition, users can access accounting classification structures through 
the Accounting file and pull the information into line items on procurement documents. 

To assist in the management of the procurement process, SACONS provides templates of 
milestone events that can occur for a given procurement action. Each event can be established with 
a suggested number of days for completion and the event it follows. Users can copy the template 
and modify it as necessary for a particular procurement. These milestones act as ticklers to notify 
users when an event needs to be completed and help users stay on schedule or if the schedule 
needs to be adjusted. 

Once the contract is awarded, users are able to manage the contract through SACONS. The 
functionality includes the ability to track the performance and status of the contract, apply 

USAID NMS Analysis Report VIII. Commercial Off the Shelf Softwa1e Solutions • 124 



amendments to the contract, and close-out the contract. SACONS also provides the ability to enter 
receipt and payment records. 

c. DynCorp - Acquisition Management Automated System (AMAS) 

DynCorp's Acquisition Management Automated System (AMAS) provides comprehensive oontract 
management functionality that is fully EC/EDI compliant AMAS is a clienVserver system that 
incorporates workllow processing through all phases of the contract lilecycle. The functionality 
extends from the purchase request stage to the close-out of the contract. Functionality includes full 
lilecycle tracking of acquisitions, generation of solicitations and contracts, an online regulation 
database, procurement checklist and milestone development, and automated small purchase 
process. 

The process begins with users generating purcllase request documents online and routing the 
documents to the appropriate individuals for electronic review and approval. Each approver can 
provide comments, and approve or disapprove each document. As the document moves through 
each approval level, each approver can view the previous approver's oomments and add additional 
comments of their own. Once the purchase request is approved, the process will route the document 
to the contract and purchase order process. 

AMAS pulls information forward from the purchase request into the contract and purchase order 
process. Users can access online product catalogs that provide information on items including the 
National Stock number, description, unit of measure, and unit cost. Users can select the requested 
items and automatically pull the information into the purchase order. For the contract process, AMAS 
assists in generating the Statement of Work (SOW) by providing standard templates that are 
prefilled with information from the purchase request. AMAS can also automatically populate the 
templates with recommended regulation clauses from such sources as the FAR, DFAR, and 
agency-specific clauses. Users can add additional clauses through a drag and drop process or 
remove prefilled clauses that are deemed not required for the SOW. 

Once the SOW is completed, AMAS provides the ability to automatically generate the information for 
the CBD and update as necessary. AMAS can also send solicitations electronically to bidders or 
attach documents to a web site. Bidder lists are generated from a vendor database that maintains 
vendor information including debarment status. AMAS accepts responses to bid, performs 
comparisons on vendor responses and recommends a winner. Currently, the comparison and 
recommendation are based on cost alone but DynCorp plans to inoorporate the ability for users to 
define adcfllional criteria for the evaluation process in a future release. 

Once a contract is awarded, AMAS provides the ability to track a contract throughout the lifecycle 
until oontract close-out. Users are able to track and query the performance and status of the contract 
in addition to applying and tracking modifications to the contract. 
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2. Procurement COTS Cost-Model Mabix 

The procurement COTS costs matrix shown in Table 8-3 was developed on the basis of price 
information as made available by each of the vendors. The total costs reflected in the matrix are list 
price for license and user fee costs. This does not include other related costs of implementation 
including professional GSA vendor labor hours, training, maintenance, and other variable costs. The 
parameters established for the matrix are based on one server license fee and 100 systems users. It 
is also important to note that each vendor offers varying discounts in the range of 10-15% on their 
products that depend on such variables as prompt contract payments, quantity and other variables. 
These discounts may mean substantial price reductions and are dependent on negotiations with 
each vendor. 

Table 8-3: Procurement COTS Cost-Model Matrix 

C. Budget Formulation COTS 

For the purpose of the COTS review, we identified three vendors that offer a budget fonnulation 
system. The three vendors are American Management Systems (AMS), KPMG, and PeopleSoft All 
vendors were solicited for product information. At the lime of this report, however, AMS had not 
provided any product information. Two of the vendors, AMS and KPMG, offer both a mainframe and 
a client/server package. These two vendors also offer mainframe and client/server federal financial 
COTS packages on the GSA FMSS schedule. 

1. Budget Formulation COTS Overview 

The following provides an overview of three of the budget formulation COTS packages offered by 
KPMG and PeopleSoft 

a. KPMG - FAMIS Advanced Budget Preparation System (BPREP) 

KPMG offers a budget preparatii)n module as part of the FAMIS mainframe suite of products called 
Advanced Budget Preparation System (BPREP). BPREP provides the ability to develop operating, 
capital, grant, and performance-based budgets. BPREP supports the entire life cycle of budget 
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development. The functionality includes the preparation of work sheets that include historical and 
current year data, department requests, review and approval process, publication of the 
recommended budget, and incorporating the approved budget. 

BPREP functionality allows users to establish the budget parameters according to the department 
direction and guidelines. Users can define the accumulators in a budget task, establish accounting 
classification structure and define Edits performed on the structure, and enter and query summary or 

detailed information. The module also provides performance measurement capabilities and the 
ability to perform extensive "what-if' analysis on all phases of the budget development 

BPREP module includes a Position Budgeting subsystem that provides the ability to import 
personnel information from the payrolVpersonnel system to incorporate personnel costs into both the 

financial and performance budgets. The subsystem will calculate expenditures for salaries, other 
earnings, employer-paid benefits, .and full-time equivalent counts. Through vacying the different 
personnel cost components, users can determine the impact on the overall budget, and develop the 

personnel budget to meet the agency's needs and objectives. 

Once the recommended budget is developed, BPREP's Budget Publisher (BUDPUB) subsystem 
allows users to specify budget templates that define the form and content for the published budget. 
The form and content can include both text and graphic formats. The information in the document 
can be automatically refreshed when the data in BPREP is updated. 

b. KPMG - Performance Budgeting 

In addition to BPREP, KPMG also offers Performance Budgeting, which is fully integrated with lhe 
Performance Series client/server suite of products. As with BPREP, Performance Budgeting 
supports the entire life cycle of the budget process. It allows lhe development, integration, and 
publication of financial, perforrrance, and position budgets. Performance Budgeting provides 

agencies lhe ability to develop, review, approve, and publish their budgets for departmental and/or 
executive/legislative approval. 

The budget process begins in Performance Budgeting with lhe development of the baseline budget 
The module allows historical, current-year or other information to be imported or entered into the 

system. The information can come from various sources such as lhe financial system, 
payrolVpersonnel system, or any other source required by the agency. Once the baseline budget is 

developed, the budget can be updated with additional or more accurate data as needed. 

After the baseline budget is established, users can perform "what if' analyses and manipulate the 
data to develop budget requests and to save these scenarios for future use. The data can also be 
imported into Microsoft Excel for more complex calculations. 

Once a budget request is complnted, Performance Budgeting will route the document for review and 
approval at various levels. At each level, users can create and save multiple iterations. Once 
completed and approved, Performance Budgeting "closes• the budget process and pass the 
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document to the next level of review. This functionality prevents a budget document from being 
modified at a lower level, once it is completed, and routed to the next level. The functionality also 
assures that the higher levels of review authority do not focus on unauthorized modifications. 

After the budget request has been reviewed and approved at all necessary levels, Performance 
Budgeting allows users to determine the budget templates that define the form and content for the 
published budget. The templates can include financial information and performance measurements 
in both text and graphic format The templates can be used for both the budget office and 
executive/legislative levels of the budget for interim budget reviews. 

Performance Budgeting encompasses the Performance Series reporting and inquiry capabilities to 
support the budget formulation process. Users are able view both summary-level and detail-level 
information from several different perspectives and at any level in the budget classification structure. 
High-level analysis can be performed at the summary level or users can use the drill-down 
capabilities to view more detailed information as needed. The information can then be formatted into 
a standard report or a custom report developed through on-line reporting capabilities. 

c. PeopleSoft Budgets for Public Sector 

PeopleSoft provides PeopleSoft Budgets for Public Sector, a comprehensive budgeting formulation 
module, as part of their PeopleSoft Financials suite of products. PeopleSoft Budgets offers full 
workflow functionality along with traditional spreadsheet functionality to manage the budget life cycle. 
The flexible design allows a customer to configure the system to accommodate the way in which the 
organization operates. The PeopleSoft Budgets module is centralized in the PeopleSoft Financials 
database, making it instantly available to authorized users and facilitating the flow of budget related 
documents throughout the customer's organization. PeopleSoft Budgets also offers Tree Manager 
that lets you depict an organization and identify the preparers and reviewers to represent the entire 
preparation and approval process. 

PeopleSoft Budgets' flexible system design allows the user to customize the application to meet the 
agency's requirements. An Agency can incorporate congressional and/or departmental guidanee for 
developing budgets, define unlimited business units, and maintain multiple budget types including 
appropriations, allotments, organization, project/grant, and revenue estimates. An agency also has 

the ability to define their classification structure used in the budget process and then build budget 
documents for any combination of elements in that structure. 

The data used in the process can be historical, current-year, or forecast information from financial or 
other systems. Once the data is loaded, users can add itemized lists and textual notations to explain 
budgeted amounts, establish trends, and spread or adjust data as needed. 

Once the budget documents are developed, the system will route the documents to the appropriate 
levels of review and approval using PeopleSoft Workflow or through e-mail as needed. Budget 
reviewers and approvers are notified through itemized workllsts. They can add comments, update 
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budget data on-line, and either approve or disapprove the document. Once approved, the system 
automatically routes the budget to the next approver in the hierarchy. 

Users can create and customize budget reports that include both text and graphic formats to publish 
and submit for departmental and/or executive/legislative approval. Users can also perform ad-hoc 
queries and reports through on-line query and report capabilities. Users can roll-up budget amounts 
to view and analyze summary-level information or drill-down to the lower levels to view detail 
information. 

2.. Budget Formulation COTS Cost-Model Matrix 

The budget formulation COTS costs matrix shown in Table 8-4 was developed on the basis of price 
information as made available by each of the vendors. The total costs reflected in the matrix are list 
price for license and user fee costs. This does not include other related costs of implementation 
including professional GSA vendor labor hours, training, maintenance, and other variable costs. The 
parameters established for the matrix are based on one server license fee and 50 systems users. It 
is also important to note that each vendor offers varying discounts in the range of 10-15% on their 
products that depend on such variables as prompt contract payments, quantity and other variables. 
These discounts may mean substantial price reductions and are dependent on negotiations with 
each vendor. (Note: PeopleSoft costs were for the entire COTS package. Therefore, costs for 
budget formulation could be not broken out.) 

AMS FFS Budget Preparation $156,000.00 0.00 $15,600.00 

AMS Momentum Budget Formulation $78,000.00 $28,730.00 $106,730.00 

KPMG FAMIS Budget Preparation $80,000.00 0.00 $80,000.00 

KPMG Performance Series Budget Preparation 0.00 $77,000.00 $77,000.00 

Table 8-4: Budget Fonnulation COTS Cost-Model Matrix 
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Cross-Servicing 

A. Overview 

Cross-servicing is defined by the Department of Treasury's Rnancial Management Service (FMS) as 
"an arrangement where one agency provides financial support services to another agency on a 
reimbursable basis. Cross-servicing can range from simply providing computer and software 
timesharing services to full-service administrative processing.' 

The breadth of the services each user-agency receives depends on the service contract the user
agency has with the cross-servicing provider. Smaller agencies that do not have a full administrative 
staff may use the provider for data entry and tracking in addition to providing the computer and 
software support. Some agencies have the required staff but have limited computer hardware 
resources, and may use a cross-servicing provider to only supply the computer and software 
services. 

Cross-servicing providers usually offer full implementation and maintenance support for their dients. 
They will assist an agency with the project management of the implementation, data conversion, 
modifications to the software, training, and user support. In addition, the core financial management 
software packages offered by the majority of providers are currently available on the GSA FMSS 
schedule, and therefore, meet the Joint Rnancial Management Improvement Program (JFMIP) 
requirements. Some of the providers even offer more than one software package from the GSA 
FMSS Schedule. Other providers currently offer custom-developed financial management software, 
but will soon be upgrading their systems by replacing the software with a package selected from the 
schedule. 
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B. Methodology 

For our review of cross-servicing, we identified six cross-servicing providers from the Federal 
Agency Guide to Cross-Servicing, elated December 30, 1997. These providers, who all offer core 
accounting services to external user agencies, are: 

• Department of Commerce - Office of Computer Services (OCS) 

• Department of Interior-Washington Administrative Service Center (WASC) 

• Department of Interior - Den•rer Administrative Service Center (DASC) 

• Department of Treasury- FMS, General Services Administration (GSA) 

• United States Department of Agriculture - National Finance Center (USDA-NFC) 

Each provider was interviewed using a standard questionnaire requesting information on their 
offered services, software packagei;, and client composition. The information obtained includes the 
available software packages, the modules offered by each package, the platforms the packages 
reside on, the limeframe for implem sntation, and the estimated costs for implementation and annual 
maintenance. Many of the respons:is regarding costs, limetines and agency sizes were estimates 
given to us at the time of the interview. 

C. Cross-Servicing Provide 

The cross-servicing providers included in this review are the leaders in providing a full range of 
services to support a government agency's core financial accounting system. Together, they serve 
hundreds of agencies and procesi; millions of transactions each month from thousands of sites 
throughout the country. As technology has advanced, they are continually working to keep up to 

date. Most are currently or will soon be in the process of upgrading to newer versions or newer 
packages of FMSS. Many are also~ adapting to client/server platforms and are in the process of 
resoMng the Year 2000 issue. 

The following matrix Table 9-1 summarizes the various technical and functional specifications of the 
six cross-servicing providers identified during our review of the cross-servicing alternative. The 
specifications include information regarding the software packages supported, the modules offered 
for each package, the platforms on which the software runs, client information, and implementation 
services offered. A detailed narrative regarding each provider can be found in the sections following 
the matrix. 
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1. Department of Commerce - Office of Computer Services 

The Department of Commerce's Office of Computer Services (OCS) has been providing cross
servicing for about fifteen years, but has only been cross-servicing core financial systems since 
October 1996, when it began operating as a Franchise Fund. The OCS provides infonnation 
technology, administrative, and financial information services to several federal agencies both within 
and outside the Department of Commerce. OCS will consider teaming with another cross-servicing 
provider if requested by a potential client-agency. For two cross-servicing agreements, OCS and the 
Department of Treasury Financial Management System (FMS) have teamed together to provide 
support for project management, software and hardware, data conversion, and implementation. The 
Department of Treasury is the prime contractor for the agreement with the Immigration and 

Naturalization Service (INS) while OCS is the subcontractor. For the other agreement with Pension 
Benefit Guarantee Corporation (PBGC), OCS is the prime contractor and FMS is the subcontractor. 

OCS products include systems for core financial management, executive infonnation, human 
resources infonnation, travel management, procurement, BankCard reporting, and 

telecommunication management The OCS also offers technology solutions services that include 
Year 2000 conversion, data center consolidation, client/server computing, technical consulting, 
mainframe computing, lntemet!intranet services, network planning and design, and cfisaster 
recovery/contingency planning. The OCS relies on its managers to administer vendor or outside 
contractor tasks as subcontractors to support cross-servicing and provide customer support through 
a technical help desk. 

The OCS generally begins the cross-servicing process with a submission of a proposal to the 
agency. After the prospective client evaluates the proposal, negotiations may ensue resulting in a 
Memorandum of Agreement (MOA). The OCS assigns an implementation manager who guides the 
project through its revisions. The vendor is often on site in conjunction with DOC staff to make 
revisions to the software. The FMSS currently installed at the OCS consist of Rel-Tek's core financial 
system, GLOWS from Orion, i.e. FARS and FARS from CDS!, FINNASST from !CF Kaiser, and 
Perfonnance Series from KPMG Peat Marwick. The ocs also has licenses for Oracle's Federal 
Financials and Keane's Federal Solutions even though no agency is currently using either of these. 
In addition, the FMSS travel package, Gelco's Travel Manager, is installed at the OCS. There are a 
full range of modules depending on the package purchased. An evaluation team can be established 
as part of the MOA to assist the customer in making a decision. For agency specific interfaces, the 
vendor can support related COTS packages while the OCS can support interfaces related to the 
systems network configuration. 

There are 'Zl major customers using OCS applications, primarily for the payro!Vpersonnel package, 
however, only four are using or will soon be using its FMSS products. The U.S. Marshal Service and 
INS are in production in their primary location while implementation continues at the field sites. The 
Equal Employment Opportunity Commission (EEOC) and the PBGC are still in the initial stages of 
implementation. Full implementation can last from 9 to 24 months. The costs for implementing the 
U.S. Marshal Services will be about $4 million while the INS engagement will cost about $9.5 million. 
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The total INS contract with Treasury is for $13 million over a five year period, and from that amount, 
Commerce's portion will be about $600,000 per year to cover processing fees, licenses, and 
computer support. The costs are partly attributable to the fact that the I NS has hundreds of sites and 
will eventually have over 1,200 users while the EEOC has less than a dozen. The EEOC is a smaller 
organizations with less developmental work involved, and therefore its implementation costs should 
be well less than $1 million. 

2. Department of Interior-Washington Administrative Service Center (WASC) 

The Department of Interior's (DOI) Washington Administrative Service Center (WASC), otherwise 
known as the Interior Franchise Fund, is one of two service centers in the Department of the Interior 
that offer cross-servicing to internal and external bureaus and agencies. WASC has been providing 
cross-selVicing for about ten years primarily through its office in Reston, VA but also through a 
service center in Denver (WASC..West, not to be confusad with the OOl's Denver Administrative 
Service Center (DASC)). Since 1988, WASC has provided support and management of AMS' 
mainframe software package, FFS, for its clients. Currently, there are about 40 staff members 
working with FFS that are about equally split between the two sites. In addition to supporting their 
own clients, WASC also provides limited support to DASC and its customers because WASC 
possesses the contract with AMS for the FFS licenses and for its maintenance. 

The Rnancial Systems branch of WASC and AMS have worked with each other for several years 
and feel they can easily work together to meet specific agency requirements. WASC provides a full 
complement of services including data entry, project management support, conversion support, table 
set-up, training, and in some cases, help desk support. Currently, WASC, in conjunction with AMS, 
is providing help desk support for the Drug Enforcement Agency (DEA). Once DEA becomes more 
proficient with FFS, it may opt to eliminate this service from their cross-servicing agreement Such 
services are entirely at the discretion of the client agency. For software modifications, WASC mainly 
relies on AMS to actually program code changes due to contractual limitations. Prior to mocfrfying the 
software, WASC's approach is to first understand the c!ienrs needs to ascertain whether or not any 
costly modifications are necessary at all. 

W ASC currently 9ffers FFS Program Office Deskt9P (POD) or FFS 5.1.4, with plans to upgrade to 
version 5.1.5 this summer. With this upgrade, the system will be Year 2000 compliant In September 
1997, WASC reached an agreement with AMS to offer Procurement Desktop 3.0 to replace its prior 
choice of CACl's SACONS procurement application. WASC is also considering whether or not to 
offer AMS's Momentum package or possibly another FMSS within the next couple years. AMS's 
budget planning application is also available through WASC, but is not being used by any 
customers. In addition to the standard character-based user interface, WASC..West offers a screen
scraper product, Sterling's Flashpoint GUI, as a user interface. 

WASC's 10 clients, which are primarily obtained through referrals and pre-existing relationships, 
consist of six internal agencies and four external ones. The three largest external agencies are the 
Drug Enforcement Agency (DEA), the House of Representatives, and the US Patent and Trademark 
Office. The implementation timeframe can range from three months to twelve months depending on 
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a variety of factors. The House effort in 1996 was unusually short at just three months because of an 
immediate need for the system. Unfortunately, this rush job ended up being costlier because the 
entire requirements phase was eliminated, and this resulted in a system that did not initially meet the 
House's needs. 

The cost of the cross-servicing arrangement varies significantly depending on several factors. In the 
case of the three external agencies named above, the cost of implementing the core financial 
system ranged from about $275,000 for the smaller US Patent and Trademark Office to $1,900,000 
for the much larger DEA, and $2,230,000 for the House of Representatives. 

3. Department of Interior - Denver Administrative Service Center (DASC) 

The Denver Administrative Service Center (DASC), the second of DOl's two service centers, began 
cross servicing payrolVpersonnel systems, and has since expanded its services to provide FMSS, 
computer timesharing, quarters management, and computer based training. DASC offers support to 
the AMS' mainframe package FFS. Even though DASC is an independent cross-servicing provider 
that competes against WASC for clients, DASC must collaborate with WASC in marketing its 

financial management systems software because it does not have a direct relationship with the 
vendor, AMS. In time, these two service centers may merge into one cross-servicing provider. 

The Financial Systems Division of DASC has a staff of almost 70 people and is able to provide a full 
array of services such as customizing FFS, assisting in accounting and conversion, training users, 
operating and maintaining software, offering a help desk, and even providing data entry support. The 
data entry services are primarily utilized by the internal and not the external client agencies. In the 
implementation process, which generally lasts from six months to one year, DASC employees are 
active in managing the conversion process, including setting up security and reporting requirements. 
If desired, they are also able to deliver training and have help desk operations for both functional and 
technical issues. 

Through WASC, DASC offers FFS 5.1.4, along with Procurement Desktop 3.0 and AMS's budget 
planning application. Previously, DOI offered CACl's SACONS procurement application, and even 
though some older clients are still using it, DOI intends to exclusively use Procurement Desktop in 
the future. The current version of FFS is not yet Year 2000 compliant, but will be with the next 
update to FFS 5.1.5 scheduled for the summer of 1998. DASC is currently developing a GUI 
interface that should be available for use this summer. It will work in conjunction with the 
payrolVpersonnel system to offer users the same look and feel. 

With regard to FMSS, DASC services three agencies within DOI and five external agencies. The 
three largest external agencies are the Federal Communications Commission (FCC), the Federal 
Trade Commission (FTC), and the International Trade Commission (ITC). Although the external 
agencies are relatively small in size and primarily operate out of one location, the center's internal 
clients are larger. with multiple sites. For example, the Bureau of Reclamation has approximately 
150-200 users compared to less then 30 users for each of the external agencies. 
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The cost of the cross-servicing arrangement varies depending on several factors. In the case of the 
three external agencies named above, the cost of implementing the core financial system ranged 
from about $75,000 to $200,000. The annual costs at DASC can be broken down into four 
components: 1) system administration, which includes supporting the software, 2) system 
operations, which includes the production and processing labor, 3) technical services, which includes 
customizing features and programming changes, and 4) computer processing services, the costliest 
item, which is measured by system resource units. In aggregate, these annual costs ranged from 
$70,000 to $290,000. 

4. Department of Treasury- FMS 

The Center for Applied Financial Management of the Department of Treasury's Financial 
Management Service (FMS) has provided cross-servicing of FMSS since 1988. The Center believes 
it is unique from other cross servicing providers in that it functions more like a consulting firm and not 
just as a cross-servicing provider. There are 67 employees in the Center, 20 of which are specifically 
in the accounting cross-servicing group, while the others provide administrative, general consulting 
and systems implementation services. 

Currently, the FMS has licenses to provide AMS' FFS 5.3 and i.e. FARS. By March of this year, it 
should also have the rights to offer Rel-Tek and AMS' Procurement Desktop. The next upgrade to 
FFS 5.4 is scheduled to occur in June of 1998. Treasury FMS also provides consulting services to 
agencies not using its software. For example, FMS has teamed with the Department of Commerce 
to provide implementation support during the INS implementation. For example, the Immigration and 
Naturalization Service (INS), is currently in the process of using RefTek's software package on 
Department of Commerce's mainframe. 

The FMS has eight dients that cross-service AMS' FFS through the Treasury's harclware. The larger 
clients are cross-serviced through an IBM mainframe, while the smaller ones are on the Sun Spare 
Center 2000 in a UNIX computer platform. Excluding the INS, the FMS' three largest external dients 
consist of the Nuclear Regulatory Commission, the Small Business Administration. and the Inter
American Foundation. The annual maintenance costs for these agencies range from $140,000 to 
about $1.5 million per year. In the case of the SBA, its annual costs were almost cut in half from $12 
million once it decided to off-load historical data from the mainframe. 

5. General Services Administration (GSA) 

The General Services Administration (GSA) has been providing cross-servicing arrangements for 
about 30 years and cross-servicing arrangements for financial management systems for the past 12 
years. GSA currently offers a custom-developed accounting system called the National Bectronic 
Accounting and Reporting System (NEAR), but is in the process of acquiring a new financial 
management system that will be Year 2000 and JFMIP compliant. 

GSA provides full service support for implementation, maintenance, and support of the software and 
hardware as necessary. In addition, it provides data entry, audit, and correction services for most of 

USAID NMS Analysis Report IX. Cross-Senliclng • 137 



----
5 : =--= ===-=':= 

its client agencies. GSA provides cross-servicing arrangements for 37 external agencies, most of 
which are quite small and typically have only one location. 

The agency's three largest client agencies are the National Archive, the DC Courts, and the Japan 
Friendship Committee. Its largest, the National Archive, uses GSA for its data entry and tracking and 
processes approximately 350,000 transactions a year. The Japan Friendship Committee also uses 
the GSA for all of its data entry and tracking. The transactions involve investment funds that are held 
and tracked in yen but are not reported to Treasury. Because GSA's clients are relatively small and 
GSA typically performs all of the data entry and maintenance, implementation time lasts from one to 
six months depending on the system selected and the type of modifications that are required. 
Implementation costs are considerably lower as well, ranging from $10,00- $40,000. 

6. United States Department of AgricuHure - National Finance Center (USDA-NFC) 

The National Finance Center (NFC) of the United States Department of Agriculture (USDA) has 
been providing cross-servicing options, primarily for payrolVpersonnel systems and financial 
management systems, to agencies for 15 years. 

The NFC is capable of installing software. training, and managing the implementation process. It 
provides full maintenance and support of the software including modifications and help desk support. 
Vendors play a small role in supporting their specific software as part of the licensing agreement. 
The user-agencies must provide their data electronically in the code sets and file formats identified 
by the NFC. 

The NFC offers a custom developed system, Central Accounting System (CAS). At this time, only 
two internal USDA agencies are using AMS' FFS, and it is uncertain when or if FFS will be offered to 
external agencie8. Currently CAS is not Year 2000 compliant, however, it will soon be with the 
upcoming upgrade. CAS is scheduled for an upgrade by June 1998 to port the application to a 
newer database (from IDMS to DB2). The testing of the software is expected to last from June 1998 
to December 1998 and complete implementation by January 1998. As each module is tested, the 
NFC will put it into production. 

Once an agency is implemented, a representative from the agency is asked to participate in a user 
group. The user group reviews requests for changes and decides what modifications are needed for 
all of the user agencies. Many times these modifications are based on OMB, Treasury, or 
Congressional direction. Any requested modification is first reviewed by the user group, and if the 
modification is determined to be a global requirement, all of the agencies will share the cost of the 
modifications. For agency specific modifications, NFC can accommodate these needs, but the user 
agency is responsible tor the cost. 

The NFC provides cross-servicing functions for five agencies, the three largest ones being the Court 
of Veterans Appeals, the Merit Systems Protection Board, and the Federal Housing Finance Board. 
They operate on an IBM mainframe using IDMS, but plan to upgrade to DB2 for all administrative 
and payrolVpersonnel systems. The cost for implementation is $85,000 for an agency that requires 
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no modifications and approximately $150,000 for an agency that requires a few moomcations. For 
more complex or numerous modifications andfor using a phased approach, the cost for 
implementation can be in the millions. 

D. Additional Considerations 

Based on our review of the cross-servicing providers and considering USAID's requirements for an 
integrated financial system, we have identified the following benefits and risks for this alternative: 

1. Benefits 

• The majority of the providers offer JFMIP certified product options. 

• Most of the providers offer implementation support including project management, 
software installation, data conversion, software upgrades, training, user documentation, 
and on-going user support. 

• Cross-servicing may provide lower licensing fees, operation costs, and upgrade costs due 
to the costs being distributed across multiple clients. 

• Cross-servicing typically involves a short timeframe to award a contract by bypassing the 
formal LOI or RFP process. 

• Agencies choosing cross-servicing as a solution have typically been able to implement in 
a short timeframe - between 6 to 12 months. It is important to note that the majority of 
these agencies have been relatively small and required few modifications. For agencies 
that use a phased approach or require many modifications, this timeframe has been 
longer. 

2. Risks 

• The majority of the packages offered by providers are currently not Year 2000 compliant. 
Even though all of the providers have a plan to bring their packages to compliance, the 
schedules vary and are dependent on provider and vendor performance 

• The majority of the providers do not have clients that are similar to the composition of 
USAID. Typically, the clients are smaller agencies and bureaus within the provider 
agency. The client agencies external to the provider tend to be centralized and have fewer 
users than USAID. In addition, none of the user-agencies interact with foreign countries in 
the same manner as USAID. As such, none of the providers currently offer foreign 
currency support or the loan management functionality required by USAID 

• Clients have to rely on the provider's schedule to upgrade the software and hardware. For 
example, clients must depend on the provider's ability to fix the Year 2000 problem. In 
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addition, an agency has to rely on the provider tasking the vendor to modify the software 
for agency unique requirements. It is critical for USAID to have foreign currency and loan 
management capabilities. USAID would have to rely on the providers tasking these 
modifications as priorities in their schedule 

• The cost of the recurring annual fee is substantial and will recur throughout the life of the 
agreement with the providing agency 

• Implementation may need to be delayed due to a wailing period required by some 
providers 

The Year 2000 compliance and agency composition issues have a large impact in considering this 
option as a viable alternative to meeting USAID's needs. Prior to adopting this alternative, the 
provider would need to ensure that their package was Year 2000 compliant and that mocflfications to 
the software to incorporate foreign currency and loan management would be completed in the 
necessary timeframe for USAID. 
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Identification of Alternatives 

The IBM Team identified seven alternatives for addressing the business needs of USAID that are 
.· not currently being met by NMS. In the following sections, we will define these alternatives. 

Table 10-1 lists the seven alternatives and the names by which we refer to them throughout this 
discussion. The table also gives a brief definition to help characterize each alternative. More detailed 
definitions for the alternatives are provided in the incflvidual sections following the table. The table 
clearly shows the variety of alternatives available to USAID, which include various ccmbinations of 
the following elements: continuing to use parts of NMS, reverting to legacy systems, switching 
certain functions to common off the shelf (COTS) software packages, and using cross-servicing or 
outsourcing arrangements to replace certain functions. 

2 Partial NMS Fix 

3 Full COTS 

4 COTSJNMS 

5 Legacy IN MS 

6 Cross SelVicing 

7 Outsourcing 
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Continue NMS develo men! to provide all desired funcionalily 
Continue NMS development to provide minimum mission-critical 
subset of functionality 
Replace NMS with one or more COTS packages, customizing them 
where needed to provide missing mission-critical funcionality 
Replace AWACS with a COTS solution and provide lhe "Partial NMS 
FD<" solutions for A&A, Budget and Operations (Note: A&A could be 
replaced also with a COTS package) 
Replace AWACS with existing legacy systems and provide the 
'Partial NMS FIX" solutions for A&A, Budget and Operations 
Use a cross-selVicing agency to replace AWACS and provide lhe 
'Partial NMS FD<" solutions for A&A, Budget and Operations (A&A 
could be cross-serviced 
Similar lo the "Cross-Servicing" option above, but outsource to the 
private sector instead of cross-servicing to another government 
a ency 

Table 10-1: NMS Alternatives 
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A. Common Activities 

Regardless of which alternative is implemented, USAID must complete a variety of activities that are 
common to all the alternatives. These activities consist of significant effort in four areas: 

• validate system functional requirements 

• undergo process redesign and organizational change 

• implement IT security infrastructure 

• training, testing, and worldwide rollouts 

The first common activity is arguably the most critical. USAID personnel must validate the system 
functional requirements analysis performed by the IBM Team during this project. The goal of this 
activity is for USAID to develop and document a solid requirements baseline from which to proceed 
with the implementation of a solution. In our analysis of these requirements, we began by compiling 
a list of the requirements identified in the Business Area Analysis (BAA) performed by USAID in 
199?. To this list, we added the items on the current "to do" lists of the various NMS development 
teams. Due to the serious time constraints posed by the impending Year 2000 deadlines, we feel 
USAID must complete the validation of these requirements as soon as possible and certainly no 
later than March 1, 1998. 

The next common activity is that USAID must undergo process redesign and organizational 
change to solve some of the problems identified in our analysis. Many of these problems are not 
technical in nature and can only be solved by making the appropriate process andfor organizational 
changes. Among these changes are those that would be required if USAID decides to improve its 
current CMM (capability maturity model) level. 

Though it falls under the category of process and organizational changes, the next common activity 
is listed separately to underscore its importance in the overall solution. This activity involves 
implementing a suitable technology information security infrastructure in accordance with the 
applicable laws and OMB regulations. Several of the alternative descriptions below include activities 
aimed at faxing or verifying the security in various system components. Those actions should only be 
taken after the appropriate security plans and infrastructure are put in place agency-wide. 

The final common activity consists of several smaller activities that take place in each alternative at 
the end of implementation. These smaller activities include training, testing and worldwide 
rollout. Training involves instructing USAID employees and contractors in the use of the various 
modules of the new system. It also includes the development of training materials. Testing involves 
verifying that the new system is Year 2000 compliant, provides the desired functionality, provides the 
desired level of integration across modules (software integration testing). and meets the acceptance 
criteria of the user community (user acceptance testing). This last item presupposes that the user 
acceptance criteria have been defined. Finally, worldwide rollout is the process of deploying the new 
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solution to USAID users throughout !he world. This task generally proceeds in phases, which 
requires that a detailed plan be created first. 

B. Altematives Identification 

In the following sections, we define each alternative in greater detail. In particular, these sections 
focus on !he high-level ac1ivities USAID would be required to complete in order to implement a given 
solution. Some of these actMties are common to all seven options listed above. These common 
activities are discussed in !he next section, prior to the discussions of the specific alternatives. 

1. The "Full NMS Fix" Alternative 

The first alternative is !he "Full NMS Fix" option. The basic premise of !his alternative is that USAID 
will complete !he NMS system, including all major applications: AWACS, A&A, BUD and OPS. The 
first step required is validating and documenting the business and functional requirements as 
described in Section IV. This option includes all requirements identified in the BAA and "to oo• lists. 
USAID must also obtain external program management services (a prime contractor) and begin to 
address its information security infrastructure before proceeding with this option. The items below 
identify the additional high-level actions that are required to implement this alternative. Many of the 
other alternatives contain elements from this list and are simply referenced in the descriptions of the 
other alternatives that follow. 

• Renovate all existing NMS application code (Visual Basic, SOL and PUSOL) for Year 
2000 compliance and verify compliance through testing 

• Based on the security infrastructure changes and requirements analysis, rework the role
based security scheme in NMS to implement the proper security measures. This activity 
should include validating the need for and defining each role currently identified in the 
system. We also recommend that a single approach be used for determining a user's role 
assignments, instead of the two methods currently employed by NMS (data dictionary 
views or custom tables). 

• Retain the current two-tier client-server, distributed database architecture of NMS 

• Hire a new contractor with proven technology skills to perform all development work 
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• Modify and correct the NMS database design as follows: 

-add or modify the structures needed to support new or corrected functionality 

-remove obsolete or unneeded structures from the production NMS schema 

-completely document the database structure 

-analyze and define the specific requirements for replication 

-consider completing and implementing the 1996 Common Tables effort 

-consider adopting a common naming convention for database objects 

• Identify the current production source code and fix it in the following ways: 

-improve commenting to provide an acceptable level of documentation 

-stabilize code by correcting the logic and programming errors identified earlier 

-correct any functions that have been implemented but do not work properly 

-add all missing functionality 

-upgrade to Visual Basic version 5 

-tune SOL statements for optimal performance 

-consider moving more of the business logic to database stored procedures 

-consider adopting a single connectivity tool (ODBC or Oracle Objects) 

In addition to performing these activities, USAID should address the technical issues discussed 
earlier in Section· V. Finally, USAID must complete the common activities listed above that occur at 
the end of the implementation, specifically testing, training and worldwide rollout. 

2. The "Partial NMS Fix" Alternative 

This alternative is nearly identical to the "Full NMS Fix" option in that it involves all of the same 
activities and still includes all of the NMS applications. The only difference is that this ahernatiVe 
includes only the minimum "mission-critical subser of NMS functionality identified in Section IV. This 
minimum subset is assumed to be smaller in scope than the full system and should therefore require 
less time, effort and money to implement. In identifying and validating the necessary requirements 
for this alternative (one of the common activities described above), USAID should include only those 
requirements that are "essential" or "critical" to accomplishing the agency's business. 

Alternatives 3 through 6 include some portion of this "Partial NMS FIX" option. Therefore, it is 
imperative that USAID give serious attention to the requirements definition process, particularly 
when it comes to determining which requirements represent critical functions. We recommend 
grouping tha requirements by application because some alternatives include implementing only the 
critical functions of certain NMS applications and modules. 
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3. The "Full COTS" Alternative 

The "Full COTS" alternative involves replacing as much NMS necessary functionality as possible 
with one or more COTS packages. To the extent possible, the selected COTS packages will be 
customized to include those necessary NMS functions that are not included in the COTS software. 
The activities listed below are required to implement the "Full COTS" alternative. These activities are 
in addition to the common activities already described above. 

• Verify the Year 2000 compliance of the COTS packages selected 

• Verify the ability of the selected COTS packages to implement suitable security measures 
as dictated by the agency's security requirements 

• Verify the required USAID network and systems architecture (mainframe or client/server), 
recognizing that most (if not all) of the potential COTS packages are able to run on either 
environment (Note: The final COTS selections may require some changes to the 
architecture) 

• Perfonn the analysis and actions required to identify, select, and procure the desired 
COTS software (Note: We recommend GSA schedule purchases whenever possible to 
streamline the procurement process.) 

• Implement the selected COTS solutions, which includes the following actions: 

-identify/implement process changes required by the COTS packages 

-configure COTS packages to tailor them to USAID's specific requirements 

-customize COTS packages as needed to any add required functionality they lack 

-design and build any interfaces/bridges required to integrate the COTS solutions 

4. The "COTS/NMS" Alternative 

The "COTSINMS" alternative consists of developing the "Partial NMS fix" solutions for A&A, BUD 
and OPS, and replacing AWACS with a COTS accounting package from the GSA schedule. The 
activities required to implement this option include most of those listed above for the "Partial NMS 
FOC' and "Full COTS" alternatives. Some additional analysis may be required for this alternative 
because the COTS accounting package chosen may well include some functions that are currenUy 
included in the NMS Budget module (i.e .. budget execution functions). Any functions of the COTS 
solution that are duplicated in NMS should be removed from NMS. 

Of particular importance in this option is the need to design and develop any interfaces or bridges 
!hat are needed to integrate NMS with the selected COTS package. We should also note that this 
option could include additional COTS packages to replace some of the remaining NMS functions, 
particularly the A&A and Budget modules. 
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5. The "LegacyJNMS" Alternative 

The "Legacy/NMS" alternative consists of developing the "Partial NMS fix" solutions for A&A, BUD 
and OPS, and replacing AWACS with the agency's twelve existing mainframe-based legacy 
accounting systems. Re-activating the legacy systems involves the following tasks in addition to 
those identified for the "Partial NMS FIX" option: 

• Renovate the twelve legacy systems for Year 2000 compliance and verify compliance 
through testing 

• Verify the ability of the legacy systems to implement suitable security measures as 
dictated by the agency's security requirements and modify these systems (to the extent 
possible) to meet those requirements 

• Maintain the current USAID system and network architecture, which supports both NMS 
and the mainframe-based legacy systems 

• Reactivate the legacy accounting systems, which includes 

-acquiring and installing terminal emulation software on workstations 

-transferring the data from NMS (AWACS) back to the legacy systems 

-updating legacy system documentation and procedures 

-designing and building any required interlaces or bridges 

6. The "Cross-Servicing" Alternative 

This alternative is identical to the "COTSINMS" alternative, except that USAID would use cross
servicing arrangements as presented in Section IX to supply the COTS capability instead of 
purchasing and implementing the COTS packages in-house. The activities required to implement 
this alternative are the same as those for the "COST/NMS" option, except that USAID must identify, 
select and establish the cross-servicing arrangement instead of purchasing COTS packages. 

This option also requires careful design and preparation in the area of bridges and interfaces. 

7. The "Outsourcing" Alternative 

This final alternative is nearly identical to the "Cross-Servicing" option, except that ii involves 
outsourcing certain NMS functions to the private sector rather than entering into a cross-sel'llicing 
arrangement with another government agency. 
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Business Analysis 

This section of the report provides discussion of our alternatives evaluation and our determination of 
a selected alternative. 

A. Methodology 

In order to evaluate and recommend a solution, the IBM Team conducted a three-step benefit/cost 
assessment of the relative benefits, oosts and risks associated with each alternative identified in 
Section X. IBM integrated the results of the analyses into a multi-attribute scoring model, as defined 
in the OMB Capital Programming Guide and GAO's Guide to Best Practices for IT Investments. 
Figure 11-1 illustrates the methodology we used in our benefitsloost assessment 

ALTERNATIVES 
SCORING 

BUSJNESS • BUSINESS 
BENEFITS 

REQUIREMENTS SCORES c;: MUL'fl.ATIRIBUTE 
DECISION 

SCORING MODEL 
AISK RELATIVE 

ASSESSMENT RISKS 

~ STANDARD COST • $$BENEFITS & SELECTED 
MODEL& LIFE CYCLE 

ASSUltPTIONS COSTS ALTERNATIVE 

Figure 11-1: Benefits/Cost Assess'!fteM 

The benefit analysis rates each alternative by assigning benefit scores indicating how well each 
alternative met the business needs identified in Section IV. The cost analysis presents the estimated 
costs of each alternative and the risk assessment identifies the risk of each alternative against a 
standard set of criteria. 
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A multi-attribute scoring model compiles the scores of each alternative with respect to cost, risk, and 
benefit to reach a total benefit-cost ratio for each alternative. The alternative with the highest score is 

recommended. The following sections provide a detailed description of the methodology used for the 
analysis. 

B. Evaluation of Alternatives 

In order to evaluate each alternative, we scored business needs against the alternative's ability to 
provide those needs. Business needs were derived by looking at our impact level assessment 
scores for each application and identifying where the largest gaps in the system functionality existed 
as discussed in Section IV. We assessed the organization's ability to meet the system Year 2000 
deadlir,e and overcome the security issues. Finally, we identified the percentage of all functionality 
that were desired and planned to be in the system and the ability to acquire that functionality by 
alternative. 

The team scored each application's business needs on a scale between 1 and 10 with 1 
representing a low confidence level and with 10 representing a high level derived from each 
alternative. The scores were added to provide a summary total by application. Table 11·1 shows the 
summary scores by application and overall score per alternative. As shown in the table, the COTS 
and COTSJNMS alternatives have the highest level of confidence that they can be in place by 
Year 2000 with all necessary functionality. 

AWACS 28 29 24 101 101 87 

A&A 28 31 24 56 56 49 

Budget 45 46 47 57 50 25 

Operations 37 40 38 23 38 6 

Overall Totals 138 146 133 237 245 167 

Table 11-1: AHematives Assessment Summmy Table 

A brief discussion of each alternative follows. 

1. Full NMS rlX 

Of all the alternatives, the Full NMS Fix scored the second lowest with an overall score of 138. The 
primary benefit to fixing all of NMS is that the data is already in the system. Also, USAID will reap the 
benefits of all desired functionality already in Budget and Operations. Yet, the primary driver of the 
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low score is that much of the functionality in the AWACS and A&A applications could not be 
achieved through this option. For example, the AW ACS design does not plan to incorporate all the 
necessary functionality to comply with federal laws such as JFMIP and FMFIA. Furthermore, as 
currently designed, loan management is not designed into the system. Another contnbuting factor for 
this alternative's overall score came from our technical review (Section V) reveals that the system 
itself needs a significant amount of rewrite and design to incorporate required functionality, become 
Year 2000 compliant, and increase the quality of the code. It would be costly to redevelop and 
maintain NMS in the future. More importantly, as our Capability Maturity Model assessment shows 
(Section Ill), historically USAID has not been able to manage information systems development 
successfully and without severe slips in schedule. In addition, USAID does not have a security 
program in place for the entire Agency nor do they have an integrated approach to security 
throughout NMS, which leaves the system open to possible corruption. 

2. Partial NMS 

This alternative scored slightly higher than the Full NMS FIX primarily because it requires a minimum 
critical subset of the current NMS system which means that there are fewer lines of code to fix and 
less functionality to incorporate. By the same token, it puts the agency in the same situation as the 
Full NMS FIX with regards to Year 2000 compliance, security, and management structure. 

3. Legacy/NMS 

This option scored the lowest because it has minimal long-term benefits. One benefit is that it 
maintains much of the NMS functionality and provides a stop-gap approach for core financials. 
Moreover, the missions are currently using MACS and would not have to relearn how to use the 
system. Also, the legacy systems are in the process of becoming Year 2000 compliant and 
transactions are real time which means users do not have to wait hours for updated financial 
transactions. Yet, this alternative contains extreme drawbacks such as having to revitalize FACS 
while it is in the process of being turned off. In terms of the NMS side of this alternative, the benefits 
are the same as those cited in the Partial NMS solution above. 

4. Full COTS 

The Full COTS alternative scored the second highest because it ensures that USAID can comply 
with the JFMIP and FMFIA regulations and could be installed with minimal customization and still 
gain the required core financial system functionality. Also, since these packages are already installed 
in many other government agencies and bureaus, they are proven solutions designed and based on 
industry best practices. As detailed in Section Viii, one option on the GSA schedule has the ability to 
work with foreign currency. Also, the vendors state that the packages are already Year 2000 
compliant, which resulted in scoring the alternative higher for Year 2000. It should be noted, 
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however, that the success of this alternative relies on the Agency's ability to put a security 
infrastructure in place, as well as being able tc manage the COTS selection and implementation. 

5. COTSINMS 

This alternative ranked the highest of all. The primary advantage over the COTS alternative is the 
fact that it can provide all the mission critical functions already in NMS while maintaining necessary 
functionality of A&A, Budget and Operations. Maintaining those systems benefits USAID because 
they help the agency conduct business in a more standard, efficient and effective fashion at the 
same time maximizing the current NMS. 

6. Cross-Servicing 

The IBM T earn views the benefits of this option similarly to that of the Full COTS solution because 
the agencies use the same proven COTS solutions as identified in the COTS section and allow 
customization. Yet, this alternative was given a much lower score because of serious concerns. For 
example, as identified in Section IX, none of the Cross-Servicers' systems are Year 2000 compliant 
and USAID will have to rely on those agencies to fix them. In addition, security is a large problem 
because the Cross-Servicing agency is responsible for the security program, plan and 
implementation and there is the potential for other agencies to have access to certain data. 
Furthermore, the Budget Formulation module and none of the Operations module functions can be 
cross-serviced and therefore would not exist 

7. Outsourcing 

The last alternative, Outsourcing, was not evaluated because some functions are inherently 
governmental and USAID specific. For those functions that are not inherently governmental, we 
disregarded outsourcing as a viable alternative because of the time it takes to implement and 

outsourcing arrangement as regulated under the OMS Circular A-76. 

In accordance with ITMRA and OMS Guidance for IT systems investments, USAID considered 
outsourcing program delivery to the private sector or a most "most-efficienr government source. The 
schedule required to implement this option exceeds the time available to solve the Year 2000 
century date conversion problem. 

The A-76 process establishes lengthy and detailed procedures for the consideration of the 
proposals, which should take a total of 26 months. These procedures include: 

1. Technical evaluation of all offers and cosVprice evaluation for industry (4 months) 

2. Best Value assessment (4 months) 

3. Establish best vendor proposal and performance standards and communicate results to MEO 
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4. MEO resubmittal of technicaVcost proposal (9 months) 

5. Receive and reevaluate MEO bid (3 months) 

6. Review Officer review of compliance with A-76 (3 months) 

7. Allowance for Protest (3 months). 

Following the award of the contract, the awardee would still need to implement their solution and 
transfer management of the system to the private sector. Given the timetables being considered for 
NMS, we assumed that implementation of the solution would take approximately 18 months. This 
would include time to accomplish transfer of USAID data to the contractor. 

Given the extended process necessary to outsource NMS, the systems could not have been up and 
running in time to mitigate the impending Year 2000 problems. In fact, an outsourced alternative 
could not have been procured and implemented sooner than September, 2004. For this reason 
alone, it was impractical to consider fully outsourcing NMS. 

Figure 11-2 details the steps and timelines necessary to pursue the outsourcing option. First, USAID 
would need to define the outsourcing requirements and establish a Most Efficient Organization 
(MEO) to compete the govemmenfs alternative. This process would have to begin on February 2, 
1998, and would take approximately seven months. Although it would need to allow the MEO to get 
organized first, USAID might be able to issue the Request For Proposal (RFP) before the MEO is 
fully established. Still, the RFP would need to be left out for prtvate sector and MEO consideration for 
approximately nine months. 

3 31ssueRFP 

4 i 4TechReviewot~ !120d 

10 i 10Rec<li'le&EYal.MEOProp ;90d ll 
11 j 11 A-76coh~icerevlew 

~~-+-J~~~-~-~soorce~-A-,.,...~d~~~~~~;~-d~·-tt-~:; :--+--i--:;;i;;;:'~';;;: 
( li 

14 ! 14sootionlmpf0:1""datio11aTransfer '540d ii 

Figure 11·2: Outsourcing Tasks/Schedule 
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C. Cost Analysis 

This section of the report presents the cost estimates and underlying methodology and assumptions 
for the six feasible alternatives. The IBM Team did not develop a cost estimate for the Outsourcing 

alternative because it clearly could not meet critical USAID schedule needs. 

These costs represent a rough-order of magnitude estimate that are likely to change as USAID 

gains greater understanding of the requirements and architecture required to implement the selected 

alternative. Table 11-2 summarizes the results of our analysis including an estimate of the USAID 

full-time equivalents required to adequately staff a project office and provide an effective information 

systems security infrastructure. 

USAID Program & Security (FTEs) 14 12 18 10 12 16 

Prime Contractor $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 

Service $7,150 $7,150 $7,150 $7,150 $7,150 $7,150 

Licensing $112 $112 $0 $912 $762 $112 

Design and Implementation $32,513 $22,916 $17,236 $10,317 $11,6910 SffT7 

Y2K Fix $3,600 $3,400 $7,800 $1,200 $1,200 $3,500 

lnteragency Integration $0 so $0 so so $4,000 

Cross Servicing Fees $0 so $0 so so $4,000 

Hardware $20,200 $20,200 $20,200 $20,200 $20,200 $20,200 

Telecommunications $800 $800 $800 $800 $800 $800 

Total $74,375 $64,578 $83,186 $50,579 $51,803 $50,639 

Table 11-2: Alternative Cost Summary ($'sin 1,000's) 

1. Description and Assumptions Associated with Key Cost Elements 

The costs for each of the alternatives were identified within nine key categories. Two additional cost 
areas, inter-agency integration and cross-servicing fees, only apply to the cross-servicing alternative. 

USAID NMS Analysis Report XI. Business Analysis • 152 



a. USAID Program Office 

Program Office costs reflect the USAID staff resources required to effectively manage and 
implement the selected alternative. Table 11-3 presents the initial program office requirements (in 
FT E's) for each alternative. 

Program Manager 1 1 

Deputy PMICOTR 1 1 

Budget/Financial Analyst 

Schedule Lead./Legacy React· 
1 2 6 0 2 7 ivation/Cross-Servicln N otiator 

Application Leader 6 5 5 5 5 4 

Y2KLeader 1 1 1 1 1 

Arohitect 1 1 1 1 1 1 

Total 14 12 18 10 12 16 

Table 11-3: FTE's Required by Alternative 

b. Prime Contractor Cost 

Prime contractor. costs reflect the cost of using a single contractor to partner with USAID to 
successfully implement the alternatives. The prime contractor is responsible for project 
management, systems integration and deployment, subcontractor management, and testing. 

c. Service 

Service costs represent the set of supporting activities required to effectively implement and utilize 
the selected alternative. These activities include training USAID users and security administrators on 
the use and protection of the system, documenting the system for users, and managing 
organizational change associated with the USAID-wide implementation of the selected alternative. It 
also includes the staffing and maintenance of a help desk that will respond to user questions and 
provide ongoing support. 

d. Security Licensing Costs 

Security licensing costs represent costs for obtaining desktop and server security products. This cost 
is an estimate that represents the midpoint in the range of security products available from the GSA 
Schedule. A precise estimate must be based on the COTS products (if selected) and the results of a 
formal analysis of USAID security processes and procedures. 
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e. Design and Development 

Software costs include 1he cost of designing changes that need to be made to incorporate new 
functionality and fix current functionality problems. These costs include data base design, 
customizing COTS applications, configuring interlaces and code stabilization. Code stabilization 
includes correcting logical and functional errors in the existing code and improving its overall 
readability and maintainability, including the addition comments to the code to provide an adequate 
level of documentation. 

Design and implementation includes designing security measures, project management, and design 
testing. It also includes the cost of cleaning up legacy and NMS data before transferring into the new 
solution. As applicable, the estimates also include 1he costs of customizing COTS applications for 
the mainframe. Finally, these costs include the modifications and testing required to make the 
existing application code Year 2000 compliant. 

The following assumptions apply in determining the estimates: 

• Labor rates: $100/hr • 2000 hrsJyr = $200,000 year. 

• Coding rates of 500 Source Lines of Code (SLOC) per month for an experienced 
programmer and cleanup rates of 750 SLOC/month. 

f. Year 2000 Fix 

General Year 2000 software costs reflect the cost of analysis, tools, and recoding required to ensure 
that remaining legacy code (i.e., MACS and Payroll) is Year 2000 compliant. This cost category is 
separate from the estimated costs to recode existing NMS software to be Year 2000 compliant that 
are separately identified in the Design and Development category. 

g. Hardware Costs 

Hardware costs reflect costs associated with mainframe, operating system, PC, and terminal Year 
2000 compliance. This category also reflects additional operations. system refreshment (to provide 
upgrades and improved versions) and maintenance costs associated with running NMS on the 
mainframe. A platform upgrade is necessary, regardless of the option selected, because of Year 
2000 issues associated with the mainframe, terminals, PCs, and operating system upgrades. 

h. Licensing Costs 

Licensing costs represent costs for obtaining desktop and server security products as well as 
licensing fees associated with COTS products. This cost is an estimate that represents the midpoint 
in the ranges of products available. A precise estimate must be based on the COTS products ("If any 
selected) and the results of a formal analysis of information requirements and USAID security 
processes and procedures. 
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i. Telecommunications Costs 

Telecommunications costs reflect the costs associated with data transmission. The final estimate is 
contingent upon the implementation architecture selected. 

2. Description of Cost Estimates by AHemative 

This section describes the costs associated with each of the alternatives. Prime contractor, service, 
hardware, and telecommunications costs are the same for each of the alternatives. 
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a. Full NMS Fix 

This is the most expensive alternative. Full NMS FIX costs are driven in large part by the costs of 
rewriting the AWACS application. High costs are also associated with completing the Budget, 
Operations, and A&A applications that require fixing existing code, improving code quality, and 
adding functionality. 

Table 11-4 presents the complete cost estimate for the Full NMS FIX alternative. 

USAID Proaram Office 
Est USAID FTEs Personnel IMamt. & Securitvl 14 14 4 4 4 

Prime Contractor Cost 2000 2000 2000 2000 2000 $10.000 
Proiect Manaaement 
S•~ms lnteoration, D""Joument. Testino 
Service 
Traini~ • ruMS & Securitvi 
Oevelooment 480 $18() 

Course Presentation 660 126 126 126 126 $1,164 
Travel $0 

User Documentation 276 156 156 156 156 $900 
Helo Desk 200 200 200 200 200 $1.000 
Process t. mTimization 
Bus. Trans. & Ora. Alianment 2106 $2,106 
Chanae M<Jmt Labor 750 750 $1,500 

Licensina Costs 
Securilv Software Licenses 112 $112 

Desian and lmolementation 
AWACS 18667 $18,667 
Budoet 2577 $2.577 
BudnAI Y2K Foe 400 $400 
nnerations 2192 $2.192 
Onerations Y2K Foe 400 $400 

A&i\ 6870 $6,870 
A&AY2K 1100 $1.100 
NMS 307 $307 

Y2KFix 
LAfl~r.v 1200 1200 $2.400 
Tools and Anal,,,,is 600 600 $1.200 
Hardware Costs 
Mainframe and PC Y2K 8500 8500 $17,000 
Mainframe Procurement $0 
Mainframe O&M 1600 1600 0 0 0 $3.200 
LAN Procurement $0 
LANO&M so 

T elecommunica!ions Costs $160 $160 $160 $160 $160 $800 
TOTAL $74.375 

Table 11-4: Full NMS Fix Costs ($'s In 1,000's) 
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b. Partial NMS Fix 

This alternative is the second highest cost alternative and focuses on fixing the source code to 
provide minimal critical functions. Table 11-5 presents the complete cost estimate for the Partial 
NMS FllC alternative. 

- . .. -
- . -

USAID Prooram Office 
USAID Personnel IMomt & Secu"'"' 12 12 4 4 4 

Prime Contractor Cost 2000 2000 2000 2000 2000 $10,000 
Proiect Mananement 
S""'ems lntearation Deoloument T estino 
Service 
Tminina INMS & Securitv1 
Develonment 480 $480 
Course Presentation 660 126 126 126 126 $1.164 
Travel $0 
User Documentation 276 156 156 156 156 $000 
Hein Desk 200 200 200 200 200 $1,000 
Process rlntimization 
BusTrans & Om. Alianment 2106 $2,106 
Chance Momt labor 750 750 $1,500 

licensina Costs 
Securitv Software Licenses 112 $112 

Desian and lmolementation 
AWACS 15680 $15,680 
Budael 1985 $1,985 
Budoel Y2K FIX 308 $308 
Ooerations 416 $416 
Ooerallons Y2K FIX 76 $76 
A&A 3572 $3,572 
A&AY2KFix 572 $572 
NM$ 307 $307 

Y2K FIX 
Leaacv 1200 1200 $2.400 
Tools and Anal""ls 500 500 $1,000 
Hardware Costs 

Mainframe and PC Y2K 6500 6500 $17.000 
Mainframe Procurement so 
Mainframe O&M 1600 1600 0 0 0 $3,200 
LAN Procurement $0 
LANO&M . 

Telecommunications Costs $160 $160 $160 $160 $160 $600 
TOTAL $64.576 

Table 11.S: Partial NMS Fix Costs (S's in 1,000's) 
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c. Legacy/NMS 

This alternative focuses on reactivating the legacy accounting system and fixing NMS source code 
for minimal critical functions. Table 11-6 presents the complete cost estimate for the Legacy/NMS 
Fix alternative. 

4 
2000 $10.000 

480 $480 
660 126 126 126 126 $1.164 

$0 
276 156 156 156 156 $900 
200 200 200 200 200 $1.000 

2106 $2106 
750 750 $1.500 

$0 

5000 5000 $10,000 
1985 $1,985 
308 $300 

erations 416 $416 
0 rations Y2K Fix 76 $76 
A&A 3572 $3.572 
A&A Y2KFix 572 $572 
NMS 307 $307 

Y2K Fix 
Le ac 3400 3400 $6,800 
General 500 500 $1,000 

Hardware Costs 
Mainframe and PC Y2K 8500 8500 $17.000 
Mainframe Procurement so 
Mainframe O&M 1600 1600 0 0 0 $3.200 
LAN Procurement so 
LANO&M $0 

Telecommunications Costs $160 $160 $160 $160 $160 $800 
TOTAL $63,186 

Table 11-6: Legacy/Partial NMS Costs ($"sin 1,000-s) 
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d. Full COTS 

This alternative focuses on identifying, electing, and procuring COTS packages and customizing 
them to provide required functionality for the Agency. COTS estimates, included in design and 
implementation costs, are based on experience implementing similar initiatives. This estimate 
represents the midpoint of a range of estimates, with the total depending on a thorough evaluation of 
COTS products. Table 11-7 presents the complete cost estimate for the Full COTS alternative. 

USAID Prooram Office 
USAID Personnel <Mnmt. & Securitv1 10 10 4 4 4 

Prime Contractor Cost 2000 2000 2000 2000 2000 $10.000 
Proiect Manaaement 
Svstems lnteoration, Deolovment, Testino 
Service 
Trainino rNMS & Secu""" 
Develooment 480 $480 
Course Presentation 660 126 126 126 126 $1.164 
Travel so 
User Documentation 276 156 156 156 156 $900 
Hein Desk 200 200 200 200 200 $1.000 
Process Oolimizalion 
Bus Trans & Oro. Al"'nment 2106 $2.106 
Chanae Mam! Labor 750 750 $1,500 

Licensino Costs 
Securilv Software Licenses 112 $112 
AWACS License 650 $650 
Bud=! License 65 $65 
MA.License 85 $85 
Desion and lmnlementation 
AWACS 5375 $5.375 
Budoet 1900 $1,900 
A&A 2550 $2.550 
o~rations 416 $416 
'mi>rations Y2K FtX 76 $76 

Leaa= Y2K Rx 600 600 $1.200 
Hardware Costs 
Mainframe and PC Y2K 8500 8500 $17.000 
Mainframe Procurement so 
Mainframe O&M 1600 1600 0 0 0 $3,200 
LAN Procurement $0 
LANO&M $0 

Telecommunications Costs $160 $160 $160 $160 $160 $600 
TOTAL $50.579 

Table 11-7: Full COTS Costs (S's in 1,000's) 
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e. COTS/NMS 

This alternative focuses on retaining and fixing some NMS functions and obtaining and customizing 
COTS applications for 1he remainder. COTS estimates represent 1he midpoint in a range of 

alternatives. Table 11-8 presents the complete cost estimate for the COTS/NMS alternative. 

USAID Prnnram Office 
USAID Personnel {Mamt & Secumv1 12 12 4 4 4 

Prime Contractor Cost 2000 2000 2000 2000 2000 $10,000 
Proiecl Mana=ment 

S""tems lnt,.,,ralion, Oeolovment, Testina 
Service 
Trainina INMS & Secu""" 
Develooment 480 $480 
Course Presentation 660 126 126 126 126 $1,164 
Travel so 
User Documentation 276 156 156 156 156 $900 
Hein Desk 200 200 200 200 200 $1.000 
Process uolimization 
BusTrans & Om. Alianment 2106 $2,106 
Chanae Mnmt Labor 750 750 $1.500 

Licensina Costs 
AWACS Licensina Cost 650 $650 
Secu""' Software Licenses 112 $112 

Desian and !molementation 
AWACS 5600 $5,600 
Budaet Formulation & EA Godina (from NMSl 992 $992 
Budget Y2K FIX 156 $156 
cin,,rations 416 $416 
Ooeralions Y2K FIX 76 $76 
A&A 3572 $3.572 

A&A Y2KF1X 572 $572 
NMS 307 $307 

Le"""" Y2K Fix 600 600 $1.200 
Hardware Costs 
Mainframe and PC Y2K 8500 8500 S17.000 
Mainframe Procurement so 
Mainframe O&M 1600 1600 0 0 0 $3.200 
LAN Procurement so 
LANO&M $0 

Telecommunications Costs $160 $160 $160 $160 $160 $800 
TOTAL $51.803 

Table 11-8: COTS/NMS Costs ($"sin 1,000's) 
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f, Cross Servicing 

This function focuses on cross-servicing to the maximum extent possible and fixing the source code 
to provide minimum critical functions. Table 11-9 presents the complete cost estimate for the Cross 
Servicing Alternative. 

·-

USAID Pr,,,,ram Office 
USAID Personnel (Mgmt & SecUrilVI 16 16 4 4 4 

Prime Contractor Cost 2000 2000 2000 2000 2000 $10,000 
Proiect Manaaement 
Svstems lnl""ralion, Deolo,~ent, Testing 
Service 
Trainino fNMS & Secu""'' 
Develooment 480 $480 
Course Presentation 660 126 126 126 126 $1.164 
Travel so 
User Documentation 276 156 156 156 156 $900 

Helo Desk 200 200 200 200 200 $1,000 
Process Ootimization 
BusTrans & Org. Alinnment 2106 $2106 
Chanae Mamt Labor 750 760 S1.500 

Licensina Costs I 
Secu"'" Software Licenses 112 $112 

Desian and lmolementation 
unerations I 494 $494 

Ooeration Y2K Fix ' 76 $76 
NMS i 307 $307 

Leoa~• Y2K Fix ' 
l""acv I 600 600 ' $1.200 
Tools and Anaivsis 1150 1150 $2,300 
Cross Servicina Fees 1000 1000 1000 1000 $4.000 

AWACS I I 
A&A ' I ' 

lnte"'=ncv lntearation 2000 2000 I I $4.000 
Hardware Costs I l 

Mainframe and PC Y2K 8500 8500 I l ' $17,000 
Mainframe Procurement so 
Mainframe O&M 1600 1600 0 0 0 $3.200 
LAN Procurement so 
LANO&M $0 

Telecommunications Costs $160 $160 $160 $160 $160 $800 
TOTAL $50,639 

Table 11-9: Cmss-Servlcing Costs ($'sin 1,000's) 
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D. Risk Assessment and Analysis 

1. Risk Assessment 

The IBM Team identified and measured the risk drivers of each of the six alternatives. The team 
selected the following nine criteria because they represent uncertainty regarding future events that 
cculd have a detrimental effect on meeting the program goals. These criteria and the methodology 
presented also comply with OMB's Capital Programming Guide. 

• Schedule Longevity 

• Life Cycle Cost 

• Technical Feasibility 

• Technical Obsolescence 

• Architecture Dependencies 

• Skills 

•Program/Acquisition Management 

• Procurement Monopolies 

• Availability of Funds 

The following paragraphs provide a description of each risk category. 

a. Schedule Longevity 

This risk category refers to the amount of time ii will take to obtain funding, conduct the acquisition, 
and implement a solution. The amount of risk varies directly with increased time. The analysis 
focused on factors such as human requirements and complexity of the alternative. 

b. Life Cycle Cost 

This risk categorY examines the magnitude of risk based on the dollar size of the project. OMB and 
GAO best practices guides note that risk of a program varies directly with the dollar size, due to the 
dollars invested and the potential opportunity costs if capital investment criteria (e.g., ROI) are not 
met. The analysis focused on the cost analysis figures as well as the reliability of the estimates. 

c. Technical Feasibility 

This risk element refers to the technical difficulty and complexity of implementing each alternative. 
Risk varies directly with increasing complexity and technical challenge of a given alternative. For 
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example, developmental systems are inherently more risky compared to modifying or using a COTS 
alternative. The analysis focused on a variety of technological considerations including the data 
architecture needs and level of integration required. 

d. Risk of Technical Obsolescence 

This risk category refers to the timeframe within which a particular option is likely to become obsolete 
due to technological improvement and product life cycles. While we have assumed a five year life
cycle for cost analysis purposes, we analyzed each alternative's obsolescence beyond the five year 
horizon. 

e. Architecture Dependencies 

This risk element refers to dependencies between a new project and other projects or systems (e.g., 
closed architectures) that could reduce the feasibility of the alternative or result in higher costs and, 
longer timeline for implementation. The analysis considered a broad range of technological factors 
such as solution openness and portability. 

f. Skills 

This risk category refers to the human resource skills necessary to implement an alternative as well 
as the availability of those skills over the program life cycle. The analysis considered factors such as 
the availability of programmers, other market factors (e.g. Year 2000), the range skills required, and 
the size of the need over the project life cycle. 

g. Program/Acquisition Management 

This category refers to the internal USAID and contractor resources necessaiy to implement an 
alternative. The analysis considered factors such as the complexity of the solution, budget 
availability, the quality and availability of requisite software engineering and project management at 
USAID (e.g., CMM Level), procurement timelines, and program modularity. 

h. Creating a Monopoly for Future Procurements 

This risk element refers to an alternative's impact on the agency's future flexibility to consider a 
broad range of open and generic solutions, without being "locked inw to specific vendors or 
proprietaiy solutions. The analysis considered the alternative's dependence on an external provider 
for functional support, the availability of maintenance resources, the uniqueness of the products, and 
marketplace availability of substitutes and upgrades for the modules; for example, the selection of a 
software application for one module might force all other modules to be converted to that software. 
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i. Availability of Funds 

This risk category refers to the time requirements to obtain funding and resulting impacts on meeting 
program objectives. The analysis focused on objective and subjective decision-making factors, such 
as consistency with government-wide objectives, legislation, and political considerations which might 
drive policy officials' funding decisions given the extensive competition for government dollars for 
information technology investments. 

2. Risk Analysis 

Once the risk drivers were identified, the risk analysis evaluated the program impacts against the 
alternatives. Each risk was characterized regarding the likelihood of its occurrence and the severity 
of potential consequences. A subjective judgment of the overall risk was rendered based on the 
combination of the first two items. Figure 11-3 indicates the summary of this analysis. 

-- FD.UMllS ............. _ .. 
COTS """"""" C.-0.• s. •k:iat 

Sehe<iule • • • • • • longevity 

Cost Magnitude • • • • • • Technical Skll5 • • • 0 • • I Availa!>lfitv 
Technical 0 0 • • • • Fe:as.ib"'"'' 
Technobgy • • • 0 • • Obsoktsi;;ence 
Arehitecture • • • • • • Dependency 

Pragr;1.1n/ • • • • • • Acquisition 
Management 

Monopoly for • • • • • • Future 
procutements 
A11ailabilltyol • • • • • • F1,1nds 

• High Ri$k • Medium Risk 0 Low Risk 

Figure 11~ OVerview of Risk Analysis Scores 

Based on these determinations, IBM developed an overall numeric score for each alternative by 
giving each high risk determination a 0.3 weighting and each medium risk score a 0.5 weighting. The 
higher the overall assessment, the less risky the alternative is compared to the other alternatives. 

The Full COTS was determined to be the least risky alternative with a score of 0.61, and the 
Legacy/NMS fix deemed the riskiest alternative, risk scoring 0.11 on the risk weighting index. The 
COTS/NMS, Cross Servicing, Partial NMS alternatively and Full NMS alternatively scored 0.5, 0.44, 
0.28, and 0.22 respectively. 
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a. Full NMS Alternative 

The Full NMS alternative is the business-as-usual approach to fixing and completing the NMS 
system. The solution is relatively straightforward in terms of fixing existing programming problems 
and building new functionality. While the solution is technically feasible, it has already demonstrated 
itself to be a high-risk alternative. This alternative was the second most risky alternative, scoring 0.22 
on the risk weighting index. Table 11-1 O provides an overview of the risk analysis results for this 
alternative. 

SChedule High High High USAJD has a history of difficulty comrolllng sdledu!e longevity 
Longevity on developmental projeciS. It is presumed this experience 

will hold lnJe despite tiie assumption that the agency woold 
bring in an experienced prime contractor. This prolllem has 
already been demonstrated in NMS. 

Ufe Cycle Cost High High High Developmental projeciS have inherant cost risks. For NMS, 
tiie original funding has been e>hausted and the system does 
not meet tiie agency objectives. IBM's cost analysis ShoWs 
that USAID will need to expend an ad<frtional S74 million to 
meet the original program requirements. 

Technical Low Medium Low The alternative is a straight!oJWald process of deaning up 
Feasibility oode and building screens to access the dahlbase. 

Risk of Technical High Medium Medium While tiie risk of technical obsolescence is high for CUS1om 
Obsolescence developed systems, !he life cycle es1imate for the program is 

such that the organization should be able to rely on the 
system. 

Archttecrure Medium High High The roasting build to sutt approac!l suffeffi from many 
Dependencies integmtion problems that occur as data moves between the 

four modules. 

Skills High High High CMM analysis shows that USAID does ootcurrentlyhave the 
technical skills necessary to manage and implement ttlis 
alternative. Finding the human ""'°"""' sl<llls for re-
programming !he oode for Y2K compliance will be a 
challenge. 

Program and High High High CMM analysis shows !hat USAID does not currently have the 
Acquisition program management slolls necessaty to implement the 
Management alternative. It is unlikely to receive addJtional "'60Uo:es from 

congress to build this capacity. 

Future Medium Medium Medium Finding anotiier contractor to manage andlor dean-up the 
Procurement existing oode could be a problem given 111e quality o1111e 
Monopoly exis1ing asset As such, AID may ultimately lose any 

flelcibility in choosing among other vendors to help it achieve 
i!S program objectives. 

Availability of High High High lt is unlikely Iha! Congress and OMS will clloose to fund an 
Funds approach tiiat has failed in 1l1e past. 

Table 11·10: Full NMS Risk Analysis 
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b. Partial NMS Alternative 

This alternative is a modified version of the business-as-usual approach to fixing and adding to the 
NMS system. The same straightforward approach is used to fix existing programming problems and 
build new functionality. The cflfference between this and the Full NMS alternative is that the focus is 
limited to a minimum mission-critical subset of NMS functions. Like the Full NMS alternative, the 
solution is technically feasible but has all the same inherent risk issues associated with 
developmental software projects. This alternative was the third most risky alternative scoring 0.28 on 
the risk weighting index. Table 11·11 provides an overview of the risk analysis results for this 
alternative. 

Schedule High High High USAID has a history of difficul1y controlling sdledule 
Longevity longevity on developmental projec!s. This problem is only 

marginally mitigated by the reduced soope of WOik. 

U!e Cycle Cost High High High USAID has a history of <flfficutty controlling l~e cyde COS1S on 
developmental projec!s. While additional funding for ll1is 
alternative is lower than for the Full NMS fix ($64 mmion), tt is 
still subs!antially higher than the amount originally funded for 
the project. 

Technical Low Medium Low The alternative is a straightfo!wa!d process cleaning up code 
Feasibiley and bUilding ""'""""to access database. 

Risk of Technical High Medium Medium While the risk of lechnical obsotescence is high for custom 
Obsolescence developed systems, the ltte cycle estimate for the progiam is 

such that the organization should be able to rely on the 
system. 

Architecture Medium High Medium The existing build to suit approach suffafs from many 
Dependencies integration problems that are manifested as data mows 

between the four modules. S1ill, tllis alternative is less risky 
than the Full NMS fix given the reduced soope of WOik. 

Skills High High High CMM analysis shows Ilia! USAID does not currently have the 
technical skillS necessary lo manage and implement tllis 
alternative. While reduced in soope, the alternative is still 
extremely demanding of human resource ski!IS. 

Program and High High High CMM analysis shows 1hat USAID does not currently have the 
Acquisition program management sl<illS necessary to implement !fie 
Management alternative. It is unlikely to receive additional resoorces from 

Congress to bUild this capacity. 

Fu1Ure Medium Medium Medium Finding another contractor to manage and/or dean-up the 
Procurement existing code could be a problem given the quality of lhe 
Monopoly existing asseL The reduced soope of wed< may also make 

the worl< less attractive to the existing and other contractors. 
As such, AID may ultimately lose any Hexibil'rty in choosing 
among other vendors to help it achieve its program 
objectives. 

AWJlability of Medium High High While the partial fix involves a reduced soope of WOik, it is 
Funds still unfikely that Congress and OM8 Will choose to fund an 

approach that has failed in the past. 

Table 11-11: Full NMS Risk Analysis 
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c. Legacy/NMS Alternative 

The Legacy/NMS alternative is a patchwork effort to use legacy systems to address gaps in current 
business needs and supplement the system with working elements of NMS. This means that the 
alternative will have all of the inherent risks of the NMS foces as well as the risks associated with the 
technological uncertainty of trying to integrate the two systems. The alternative is the most risky 
solution scoring 0.11 on the risk weighting index and it is unlikely, Congress and OMS would be 
willing to fund it. Table 11-12 provides an overviews of the risk analysis results for this alternative. 

Sche<lule High High High The LegacyJNMS alternative contains the same elemen1S of 
Longevily schedule longevity risk of the NMS fix altematiVes and also 

encompasses additional riskS given the unce<lainty of the 
technical requirements. 

Life Cycle Cost High High High The alternative contains !he same elements of rrte cycle cost 
!lsk of the NMS fix al!emative<i and also encompasses 
additional risks given !he cost estimation uncertainties. 
Despite !he uncertainties, our rough order of magnitude 
e<itimale of cost is in !he same range ($63 million) as the 
Partial NMS fix alternative. 

Technical Medium Medium Medium USAID does not have source or institu1ional kno-.!edge for 
Feasibility some legacy systems. Furthermore, !here are interlaces that 

haVe to be buitt that reprasent considerable risk given the 
uncertainty of !he requirements. 

Risk of T eclmical High Medium Medium The risk of technical obsolescence is high for custom 
Obsolescence deVeloped components from NMS. In addition, mainframe 

systems wrttten in COBOL Y<OOld be haro ro upgrade and 
..m ..ttti. While the legacy systems in qUe$lion are already 
technologically obsolete. it does not mean that !hey cannot 
ru:hieve USAID's busineSs requirements wittl approp<iate 
ad<ltional code to meet missing requirements. 

Architecture High High High The alternative will require tremeroous integration belwe<ln 
Dependencies NMS and legacy systems. Again, there is uncertainty as to 

!he potential scope of work. 

Skills High High High No institutional knowledge exists for some of the lEga.cy 
syslems. 

Program and High High High CMM analysis shows that USAlD does not e1mently have the 
Acquisition program management sl<ills necessary to implement 1lle 
Management al!emalive. It is unlikely to receive additiooal ~from 

congress to build 1his capacily. 

Future High High High Legacy systems were built on the specific USA!D mainframe 
Procurement platform. consequently making It unlll<ely that any of 1lle 
Monopoly systems modules can be re-deployed to another platfoon. 

Availability of High High High It is unlikely, Congress and OMB wm fund an expensive, 
Funds technologically obsolete inveslment, that include 

developmental aspects. 

Table 11-12: Legacy/NMS Risk Analysis 
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d. COTS Alternative 

The COTS Alternative would replace the existing NMS system with commercially developed systems 

that have been fully tested and piloted. The approach will require some additional time and 
resources for data conversion and building the necessary bridges and interfaces among the 
packages. The agency can mitigate risks of COTS by selecting packages that can be easily 
integrated and require little customization. Given Congress' preference for COTS solutions, the 
alternative could be the easiest approach for obtaining funding. The COTS alternative is the least 
risky alternative, scoring .61 on the risk weighting index. Table 11-13 provides an overview of the risk 

analysis results for this alternative. 

Schedule Medium High Medium COTS alternative can be acquired quickly off the GSA 
Longevity Schedule. USAID will need to test to verify that the system is 

Y2K compliant Furtllemiore, USAID must de<ficate time !or 
data conversion and building bridges and interlaces. 

Lile Cycle Cost Medium Medium Medium Cost estimate is approximately two-lllirds ($50 million) 11\at 
of lhe Full NMS fix. Because the packages are non-
deve!opmenlal and have been fully tested and piloted. there 
is minimal risk of cost overrun. Notwithsfanding, the 
alternative is a substanlial inves!meot above the original 
funding allocalion. 

Technical Medium Medium Medium The COTS contains significant technical uncertainty in terms 
Feasibility of integrating lhe various packages. USA!D may need to 

build interfaces between one or more vendor syste<ns. 

Risk of Technical High Medium Medium Vendors will presumably upgrade their software oo a regular 
Obsolescence basis to take advantage of newteellnologicaJ capab!Tlties. 

Still, a vendor could go out of business or simply oot c!loose 
to upgrade !heir package for financial reasons OU1:Side 
USAID's control. 

A«:hitecture . Medium High Medium If USAID chooses more lhan ooe COTS package, from 
DependencieS different vendors, the agency will need to build inted'aces 

among lhe modules. 

Si<ills Low Medium Low While !he vendor will provide most of technical human 
resource skills. the vendor rtJ1.PI have an internal shortage of 
technical sl011$. 

Progtam and Medium Medium Medium The GSA Schedule has a number of rea<ily availallle 
Acquisition packages. USAID will mitigate riSl<S by choosing a paci<age 
Management with limhed customizaUon needs. 

Future High Medium Medium There is inherent risk in COTS systems because the 
Procurement customer is making a substantial up-front inves1ment in a 
Monopoly vendor proprietary system. From 11\at point on. the 

custome(s flexibility is limned unless h is "111ing to Iorgo the 
initial invesbnent 

Availability of Medium High Medium Congressional legislallon and OMB guidat<:e has 
Funds encouraged agencies to use COTS paci<ages. Sbll. 

Congress cou!d cl>oose not to make funds available given 
lhe past overruns. 

Table 11-13: COTS Risk Analysis 
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e. COTSINMS Altemative 

The COTSINMS Solution incorporates some of the positive elements of each main course of 
action - fixing the system or moving to COTS packages. The alternative makes maximum possible 
use of the initial investment. Where the current system is having the greatest problem, this solution 
proposes to replace the functionality with COTS. As such, the risk analysis represents a blending of 
previous findings for both approaches. The COTS/NMS solution was the second least risky 
alternative scoring 0.50 on the risk weighting index. Table 11-14 provides an overview of the risk 
analysis results for this alternative. 

Schedule Medium The COTS portion of the COTSINMS a11emative can be 
Longevity acquired quici<ly off the GSA Sdledule. USAID wm neecJ 1o 

test to verify that the system is Year 2000 compliant. 
Fulttlermore, USAID must dedicate time for data con_, 
and building bridges and intedaces. NotMtllslanding, the 
development requirements of the altematiVe generate many 
of the same risks as with the NMS fix altematiVes. 

Life Cycle Cost Medium Medium Medium The cost of this alternative is slighlly aoove that for the COTS 
alternative ($51 mimon) because it incorporates the 
devel en1al of the Partial NMS fixes. 

Technical Medium Medium Medium The alternative contains signilicant integration challenges, in 
Feasibility terms of integrating the COTS pad<ages with the NMS 

s em. 

Risk ofT echnlcal Medium Medium Medium The COTS/NMS solution is riskier than the COTS alternative 
Obsolescence because it involves incorporating part of a custom huilt 

s em. 
Architecture Medium High Medium The agency wm need to build interfaces between the COTS 
Dependencies package and the NMS modules that are ret!ined. 

Skills Medium Medium Medium White the vendor will provide technical human resoun::e skills 
for the COTS package, USAID will need to ret!in SllPllOll for 
lheNMS 11ion. 

Program and Medium Medium Medium The GSA Schedule has a number of readily available 
Acquisition packages. USAID will mitigate risks by choosing a pad<age 
Management with limited cuslomizatlon needs. The NMS portion of the 

work will, however, increase the risk of technical 
obsolescence. 

Future High Medium Medium Again. thts is a mixture of risks between the COTS package 

Procurement and NMS. The COTS investment limits flel<ibifrty in the long-

Monopoly term due to the customer's inves!ment Finding a company to 
mana lheeiosti code be difficult as-. 

Availability of Medium High Medium Congressional legislation and OMB guidance has encouraged 
Funds agencies to use COTS pad<ages. Integrating worl<ing portion 

worldng portions of NMS Mil show that USAID did receive 
some value Imm the ori inal investment 

Table 11·14: COTSINMS Risk Analysis 
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f. Cross Servicing Alternative 

The Cross Servicing Solution is technically equivalent to the COTSINMS alternative. It incorporates 
some of the positive elements of each main course of actions, making maximum use possible of the 
initial investment. The Cross Servicing solution, however, allows the agency to outsource for the 
COTS functionality ii needs. The Cross Servicing solution is the most risky alternative scoring 0.44 
on the risk weighting index. Table 11-15 provides an overview of the risk analysis results for this 
alternative. 

Schedule Medium High High While there are several agencies that will provide the 
Longevity seMce, their systems are likely not to be Y2K comproant as 

yet Consequently, the agency will rely on ano1ller agency to 
fix its Y2K compliance problem. While cross servicing does 
outsource the COTS portion, USAID wm still need to manage 
and operate the NMS portion of the system. 

Life Cycle Cost Medium Medium Medium The cost of this alternative is equivalent to the COTS and 
COTSINMS solutions ($50 million). 

Technical Medium Medium Medium The alternative contains significant integration challenges, in 
Feasibinty tenns of integrating the COTS packages with the NMS 

system. 

Risk of Technical Meditm Medium Medium The cross servicing solution is riskier than the COTS 
Obsolescence altemative because tt involves incorporating a custom bU!lt 

system and upgrading is not under the cootrol of USA!D. 

Archnecture Medium High High The agency will need lo build interfaces be!Ween the COTS 
Dependencies package and the partial NMS solution. 

Skills Medium Medium Medium While the cros•..servioer will provide technlca! human 
resource skills for the COTS pad<age, USAID will need to 
retain support for the NMS portion. 

Program and Medium High Medium By choosing a cross-servicer, USAID will outsource a portion 
Acquisition of the program management responsibility. Notv.i!hstlnding. 
Management USAID will need to manage the development of customized 

software !or the NMS portion. 

Future High Medium Medium Again, this is a mixture of risl<s between the COTS package 
Procurement and NMS. The COTS investment limits fle:<ibiltty in the long-
Monopoly term due to the customer's investment. Finding a company 

to manage the existiog code may be difficult as well. 

Availabiltty of Medium High Medium This solution preseJVes a portion of NMS w!llle at the same 
Funds time using existing software that another agency already has 

in place. Congress and OM8 may hl<e the approach of 
servicing several agencies based on a single COTS 
investment. 

Table 11-15: Cross Servicing Risk Analysis 
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E. Net Assessment 

In order to determine which alternative is the best solution, the IBM T earn factored the scores with 
respect to benefit, risk, and lifecycle cost. We determined the Benefit-cost Ratio, by aivlding the 
benefits by the normalized cost and multiplying it by the risk factor. As shown in Table 11·16, the Full 
COTS alternative provides will provide the most functionality at the least cost and mitigates risk 
significantly. 

Benefits Score 138 146 117 237 245 167 

Risk Factors .22 .28 .11 .61 .50 .44 

Life Cycle ROM Costs 
$74.4 $64.G $63.2 $50.6 $51.8 $50.6 (Millions, 5 yr. Total) 

NonTialized Cost 1.0 0.87 0.85 0.68 0.70 .068 

Total Benefit-Cost Ralio 30.67 46.72 15.28 212.67 175.71 108.99 

Table 11·16: Total Benefit/Cost Ratio 

F. Recommended Solution 

Throughout the separate parts of the Benefit-Cost Analysis, Full COTS and COTSINMS were the 
two solutions, which scored fa\IOrably. For instance, the benefit scoring reveals that the COTSINMS 
alternative will provide the greatest functionality. Conversely, the Risk Factor's Assessment shows 
that Full COTS provides the lowest risk. In terms of cost, Full COTS is the least expense solution. 
The benefit-cost ratio shows the Full COTS will provide the most benefits for the cost with the least 
risk. Therefore, to choose one solution, the IBM Team factored into the analysis the USAID 
management established priorities listed below: 

• Ability to obtain reliable financial data in AWACS and Budget 

• Ensure the integration between the Budget and Operations Modules 

• Enhance the Security in the Budget Module 

• Assign Emphasis Area Coding in the Operations Module 

• Fulfill all functionality in the Operations Module 
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After computing !he benefit-cost ratio, IBM concluded !hat COTS/NMS with a weighted benefit-cost 
ratio of 4.09 will best meet USAID's business needs. Table 11-17 provides a summary of !he 
weighted beneflflcost ratios. 

Priority weighted scores (based on differentiating factors 
and USAID inputs) 

Risk Scares 

Normalized Ltte Cycle Costs 

Weighted BenefiVCost ratios 

1.85 

0.61 

0.68 

1.69 

Table 11-17: Weighted Benefit/Cost Ratios 

1. Implementation Plan 

5.67 

0.50 

0.70 

4.09 

As part of !he recommended solution, IBM has drafted a proposed transition plan between the 

current NMS system and the proposed solution. The plan is summarized in Figure 11-4. 

Define Requirements~ Input 
Into LOI 

Evaluate LOI Responses 

Conduct SPA to Determine 
Customization Needed 

Acquire COTS 

Implement COTS 

Cleanup Data 

Migrate Data and Build 
Bridges 

Obtain .Resources 

Fix Year 2000 Problem 

Manage Project 

--
.. 

Figure 11-4: Proposed Transition Plan 
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The activities of the proposed transition plan occur under six main areas of ac!Mty. In the sections 
that follow, we present an outline of the activities by month. Figure 11-5 summarizes these activities. 

1998 

Feb. RetinelBM 2/15Proj.start DBAcreaieS Assign Req'ts. Select Year C!"'3!e Y2K 
study to 2nd 

Delalled plan !or 
delaildata and COTS sel- 2000 coolraclor Pn:;!d Office. 

level 
seiectlacq. 

deanup plan eciion Mgrs. Completeskls. 

Mar. Decide min. Prefim. mtgs. Executeda!a Begin def. of Y2K 001baciol l,.,.n Y2K stmJs 
mlssion<Ori1ica v.i1tl ""'1dois. cleanup plan. BPR req'ls. Sldllsonboa!d toOMB 
subset 

DraltLOI 
lf"llllJI 1o LOI lnputtoOMB 

lf"llllJI lo req. 

Apr. Anal function SEndootLOls Completeda!a Select ltdre Y2Keduo.& Slat! pla!lam 
content ·>LOI 4t15. Cdlecl deanup COTS review at ~ 
BPR unde!way ........oorexper. Proj.Mgr missions define 1!lOls req. 

from othelS Secumy team for legacy 
in place 

May BPR continues Vendormtgs. & Participale in v. Begindelailed Oetennine Completeal 
questions mtgs.,startmap pn:iect plan pn:iec!5"ills mission assess. 

vs. req. reqtired ' ' 
June i Helpevaluale i Receive LOI Help evaluate ~ Plan lilkage of Help evaluate 

i responses I responses, oval. UlSpo!ISeS "'· d!e!ailed pn:iect COTS spec"ls & resp. \'S. Y2K 

"' req. Decide : data req"ls. plan olher oontr. req'ls. l,..,..i lo 
BPR complete ,COTS I Procureskills OMB 

July . App!yBPR Award July 1 Define db mig- Define ooolig. COTS spa<;- c Define Y2K pilol 
i req"ls list to Begin ins1all. ratlonllJlidges <- mg!. req'ls. alislsonboa!d i testforCOTS 
I COTSpkg. Def.sys design plan Project Plan Def.educ. plan 1 $'Ol'n. 
i functions &customi2c applOllal 

Aug. \ WllhY2K, Sys.des. done Setup I config. Assign I hire Al needed sl<ils Y2K pilol test 
I define req'1s. !or Detailed impl. database config. mgr. on tx>an:t : Defile emery 
I emeigency plan plan sign offs : gen::y contin-

Y2K pilot test . gen::y plan 

Sept. i Define MACS - Se!up"coof. . Wrileoonv. Mg!. review of Define, seiecf : lf"llllJI to OMS 
I COTS fink room" user eva1. i sotipts & start entire plan & user oval.team i Slat! legacy 

req'!s. plan i testing - I ·. sysl<lm testing 

Oct. Complete Begin user oval. Completeda!a ! Us<reval. team :Detailed-
mission raq'ts of inlelf. & i bridge devel. i be!jns plan. ind. ncn-
incl. non-IRM facililies I IRM 

Nov. I 'npul to raq. 2nd pilot test_ I Da1a bridge lests l User edX2tioo Allegacyfl'J$-
. from lesling . rive da!a & useis l plan dewloped fems ready lo 

I test 

Dec. 

I 
Custornli3lion i Mgt. review of lf"llllJI lo OMS 

! oodng done & entire plan & 
. imit lesled risks 

Figure 11-5: Transition Plan Activities 
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1999 

Jan. Applica!ior>- User edW!lioo Manage earty 
level testing malllrials& Y2K "eYenls" 
complete sta!fing done 

Feb. lntegra!ion 
testing of all 
compooems 

Mar. lotegiation Mgt review of Usereducaticn lfl!MIDOMll 
testing entire plan & begins Testing 
completed risks comple!ed 

Apr. lmplemen1a- lmplementa-
lion I cut-over lion I cukr;ef 

begins bajrls 

May User accept- Continue imP- & All data bridges Sta!fhelpdesk MACS cut- em< 

"""" testing (2 cut over impl&-mente<I decision(yesor 
mon1hs) no?) 

June Fmal sign off Of1 Req'ls sign off Ara!Y2K 
compliance Roll out to --wlreq'ls. missions legacy 

July Ara!Y2K 
evaluation -
COTSsol'n. 

Aug. Full produclion Alldala Mgtreviewol User educaticn 
cut-over done - cut-over & sign complete 

oft 

lmplementa- Eme<gency 
Sept lion I cut-over 00 Iii ige< IC)' 

complete plan ready 

OCt - F'ISCal Year 2000 Start-

Figure 11-5: TransHion Plan Activities (cont.) 

a_ February, 1998: The components of USAID's minimum missi~ subset of 
requirements should be defined in more detail and completed by March 1st USAID may 
wish to use the work done by the IBM Team and USAID's management and users as a base 
for this second level of detail. Management should assign a full-time Requirements Manager 
to manage this and subsequent requirements work. A COTS Selection Manager should also 
be appointed so that the COTS acquisition process can begin by February 15th. The 
manager's team should create a detailed plan and timeline for the selection of the best 
COTS alternative. 

Since much of the current data managed by NMS is incomplete and subject to inaccuracies, 
the Data Base Administrator should create a detailed data deanup plan that can be 
completed by April. A Year 2000 Project Office, with full-time staffing should be set up and a 
contractor with substantial Year 2000 experience and skills should be selected to assist with 
all of USAID's Washington and Mission Year 2000 renovation, testing and implementation. 
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The current Year 2000 standards work should be completed and approved by USAID 
management, since it will be a key element in the requirements definition for COTS vendor 
selection. 

b. March, 1998: As a result of the requirements work, USAID should decide on the absolute 
minimum set of mission-critical functions that can enable it to continue to operate through the 
Year 2000 transition period. Even the COTS plan has substantial schedule risk, and USAID's 
operation cannot afford to be crippled by Year 2000-related system failures. The Year 2000 
Project Office team should input to !his decision process. In addition, this team will have 
responsibility for creating the draft and obtaining management approval for the Year 2000 
March update due to OMB. Year 2000 contractor skills should now be on board to help 
complete a detailed tactical plan. 

The most important management responsibility in March will likely be the submission of the 
new IT direction and plan to !he OMB and to Congress. Approval of the new plans and 
budget request will of course be critical to meeting !he deadlines imposed by the Year 2000 
transition and other mandated Federal requirements. The COTS acquisition team should 
develop an initial draft of the Letter of Intent (or RFP if necessary) and begin preliminary 
meetings with !he vendors who will be considered. Developing a "fast path" for !his 
procurement will be another critical path element for USAID. 

USAID management should also begin definition of Business Process Reengineering (BPR) 
requirements and decide the goals and path to be pursued. Because of schedule 
constraints, the BPR process will need to go on in parallel with the Letter of Intent I vendor 
response process, and be completed by June. The revised requirements resulting from !he 
BPR should be used in determining whether USAID's business processes can fit the COTS 
solution's capabilities or whether additional customization will be necessary. The BPR activity 
should be integrated into all elements of the decision process throughout the transition plan. 

c. April, 1998: The final functional content to be used in the LOI should be decided so that !he 
LOI can be sent to the vendors by April 15th. As the LOI response period begins, it will be 
helpful to USAID to contact other Federal Agencies and priVate induslly customers who are 
using the COTS packages being considered, if !his has not already been done. Their 
experience can be important input to the selection process. An experienced COTS 
implementation Project Manager should be hired, and improved Project Management 
practices and techniques should be defined and agreed. USAID should decide on the 
management and staffing of the full Security team and put this in place. Security 
considerations will be a vital input to requirements and COTS planning. 

Data cleanup should be completed as preparation for the migration and data bridge planning 
to be done. Hardware and software platform and version upgrades required for Year 2000 
compliance should be started as base for the COTS solution and related NMS and/or legacy 
system Year 2000 renovation or replacement. A thorough review of mission Year 2000 
requirements should be done, including non-IRM mission-critical systems aiong with 
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awareness education for Mission management. This requirements process should be 
integrated with the ongoing BPR work. 

d. May, 1998: The COTS acquisition team will be meeting with vendors to clarify requirements 
and answer questions during the vendors' response acii\.tity. The requirements and data 
teams, the COTS Project Manager and the Year 2000 Project office will need to assist in this 
process. This should also help in preliminary mapping of vendor capabilities vs. 
requirements. The COTS Project Manager and team can begin drafting many of the 
elements of the detailed project implementation plan and the detennination of the project 
management and technical skills that will be required. The Year 2000 team should complete 
the mission-wide assessment activity. Business Process Reengineering should continue, 
with infonnation interchange with vendors as needed. 

e. June, 1998: The LOI responses should be received from all participating vendors. With 
assistance from the requirements and data teams, the BPR activity, COTS Project 
Management and the Year 2000 Project Office, these responses should be evaluated 
against the minimum requirements set. The final decision on the COTS alternative best 
meeting USAID's functional, cost and schedule requirements should be made in time to 
make the contract award by July 1st This schedule will support completion of the detailed 
Project Plan, and the required OMB June input for Year 2000 progress. The Business 
Process Reengineering activity should be completed and approved, resulting in a revised 
(minimum) requirements list. 

The use of COTS vendor planning and installation specialists should be an integral part of 
the decision. Resource planning can then be done for how best to coordinate and manage 
their efforts with other contractors doing related work at USAID, such as the Year 2000 
contractor personnel. Missing skills needed to execute the instailation plan should be 
identified and procured. 

f. July 1998: The July 1st vendor award schedule will support the start of COTS solution 
implementation with a reasonable chance of meeting the Year 200Ck:rilical deadlines. 
Through a reevaluation of the actual COTS package contents against the approved 
minimum requirement set resulting from the BPR activity, missing functional gaps can be 
specifically defined, and decisions made as to whether to adapt NMS or legacy system 
components, buy or build to best fill these gaps. In tum, this will support decisions on the 
specifics of the system design and architecture, and a definition of the customization that will 
be needed. Input to this planning will be needed from the data team, including definition of 
required database migration and bridges, and from 1he COTS vendor's specialists. The full 
project plan should be readied for management approval. 

To prepare for 1he implementation schedule which will likely require some additional 
implementation, Configuration Management requirements will need to be defined and 
appropriate procedures put in place with technical management and personnel. A user 
education plan can now be detennined, and an initial pilot test to assure Year 2000 
compliance of the vendor package using USAID data can be described. 
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g. August, 1998: Detailed system design should now be completed, and a final version of Ille 
implementation plan presented for management approval. The Year 2000 initial pilot test 
should be done and appropriate adjustments made to planning details if needed. The data 
team can begin database setup and configuration. Configuration management tools should 
be obtained, and staffing completed. All needed skills should be identified and be on board 
by September 1st Finally, since !here can be no assurance !hat Ille implementation plan will 
result in removing 100% of remaining Year 2000 problems, an emergency contingency plan 
should be defined !hat can react quickly when Year 2000 errors or crashes occur. This plan 
should also address Year 2000 "events" that may well happen in advance of Ille actual Fiscal 
Year 2000 start. 

h. September, 1998: USAID has decided to renovate MACS as an "insurance" policy against 
an NMS or alternate financial management solution not being fully reacty in lime for the Year 
2000 transition. The requirements for linking MACS and other mission-based systems to the 
COTS solution should be completed if !his has not alreacty been done. Since user approval 
of the final system implementation is an important element, we suggest a "Conference 
Room" approach for user evaluation of Ille system. This will involve selection of a panel of 

representative users who can test the system on a part time basis. The latest version of the 
system implementation should be made available in a conference room or olher convenient 
location so that testing sessions can be made easy to schedule. 

The installation of a Year 2000 COTS solution, preparation of data conversion scripts, and 
completion of renovation work on necessary legacy systems can essentially support the 
OMB-set September, 1998 target of "reacty to test for Year 2000", in our opinion. The 
scheduled September input to OMB can support this progress. It will be essential therefore 
to have a full USAID management review and approval of Ille entire plan in !his time frame. 
The risk level must be fully understood. 

i. October, 1998: All mission requirements work should now be completed, including 
identification of those non-IRM systems that are critical to mission operation. In addition, the 
"embedded chip" building and infrastructure Year 2000 risk should be fully understood and 
adequate plans underway to fix problems where necessary. This will support completion of 
the detailed Year 2000 plan for all missions as well as Washington, including awareness and 
contacts advice to countries where USAID has sponsored IT and other activities (e.g., 
manufacturing facilities) where !here may be a Year 2000 exposure. 

Data bridge and interchange development should now be complete and reacty for testing. 
The user· evaluation panel or equivalent should now be in operation to provide continued 
usage and requirements feedback to Ille system implementation team. 

j. November, 1998: The testing process of all components of the [minimum] system solution 
should now be under way. A second full pilot test using all system components and data 
bridges should be held to understand where gaps and errors are still present, and as 
feedback to the requirements team. Adjustments to specific requirements definitions may be 
appropriate as an alternative to changing system code. All legacy system Year 2000 
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renovation should now be ready to test. The user education plan should be completed and 
approved. 

k. December, 1998: Unit testing of customization code written or acquired should now be 
complete, so that all system compcnents are ready for full testing at an application level. 
Since quarter1y input is required to the OMB on Year 2000 progress, this month should also 

see a full management review of progress and risks, with appropriate plan and resource 
adjustments being made. 

I. January, 1999: Application level testing should now be done, so that all integration within an 
application (e.g., Procurement} can now be assured. User education materials and staffing 
should be complete and a schedule announced. Since ear1y "Year 2000" events can be 
expected to occur more frequently in 1999 (e.g., using a "99" as an end of data designation 
instead of a real year), the Year 2000 team should be ready to manage and fix these events 
as they occur, with feedback to the system implementation team where necessary. 

m. February, 1999: Integration testing of the entire system should now begin, to determine if all 
components work together properly and transfer data to each other as needed. The system 
test shoul.d include not only the COTS package and customization, but also the data bridges 
and interchanges with any legacy system components and with "trading partners" such as 
Treasury. 

n. March, 1999: Integration testing should now be complete, meeting the OMS.set Year 2000 
deadline of "ready for implementation I cut over". User education on the final system can 
now begin. The scheduled OMB quarteriy input should trigger another management review. 

o. April, 1999: Implementation and cut-over can now begin. 

p. May, 1999: User acceptance testing leading to final review and compliance sign off should 
now be scheduled. This activity should take about two months. This leaves time for last 
minute changes and testing, if required. All data bridges, using clean data should now be 

ready. A staff help desk should be set up to suppcrt the users as they complete their 
education. Also, at this point, a decision can be made as to whether the MACS "insurance• 
plan is stiH needed, or whether the missions can cut over to the new system. 

q. June, 1999: Final sign off on compHance with all requirements should now take place. 
Depending on the decision regarding MACS, rollout to the missions can now begin. User 
education continues. Final Year 2000 evaluation of all other legacy systems that were 
renovated or replaced should now be done. The emergency contingency plan for post 

FY2000-start Year 2000 failures should now be complete and staffed. 

r. July, 1999: The final Year 2000 evaluation of the new system solution should be completed. 
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s. August, 1999: Full production cut-over can now be done, and all data transferred. User 
education should be complete, and a final management review of the implementation and 
cut over should be held. 

l September, 1999: Implementation and cut over should be completed with a full data 
conversion test and parallel operation for one month. While an emergency contingency plan 
should be ready if needed, the new system solution should be ready in time for the Year 
2000 transition. 

u. October, 1999: October 1, 1999 is Fiscal Year 2000 start and the target date for completion 
of the USAID system solution. Given successful implementation of the minimum set of 
requirements, additional requirement implementation may now be planned. 
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Business Case 

This section of the report provides a summary of the IBM Team NMS assessment and alternatives 
analysis, finc:lngs and recommendations. The material in this section provides a prototype for USAID 
to create a business case for funding justification. Such a business case is dependent upon key 
decisions that must be made by USAID management regarding alternative selection and 
implementation. Any final business case would require appropriate adjustment of the material in this 
section. 

A. Introduction 

The United States Agency for International Development (USAID) is requesting approval of funding 
to implement a solution for addressing operational gaps in the New Management System (NMS). 
NMS is a critical management tool for USAID because it supports the Agency's fundamental 
missions of providing appropriated monies to developing countries for such goals as education, 
population control, and child survival. NMS provides the means by which the Agency monitors and 
controls spending, accounts for and reports on its program dollars, plans its out year program 
funding, establishes its goals, and reports on results. 

This proposed solution provides Year .2000 century date processing, an enhanced security 
infrastructure, compliance with federal financial management requirements, maintainable and stable 
source code, and functional capabilities needed by the USAID worldwide user communities. In 
addition, the solution incorporates implementation of a project management infrastructure, optimized 
processes, and organizational change management. The Business Case describes the business 
and technical needs for the NMS solution, results of the benefits-cost analysis and risk assessment 
for each al!emative, and an implementation approach for the most cost-effective alternative. The 
Business Case is based on the guidance provided by the OMB Director's October 1996 
Memorandum on Information Technology Funding (frequenUy referred to as "Raines' Rules") and 
the OMB Capital Programming Guide (July 1997). 

Successful rollout of the NMS solution will require process analysis and redesign, as well as 
technical fixes, creation of a USAID integrated project team to direct and oversee the project, and 
change management to ensure successful rollout. 
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B. Background 

USAID implemented an integrated portfolio of systems under the NMS development effort. The 
purpose of NMS was to consolidate its financial, acquisition, budget, and development management 
forms processing into a single integrated system and database for organizational management, 
Congressional, OMB and other government-mandated reporting and tracking requirements. NMS 
consists of four applications: 

•AID Worldwide Accounting and Control System (AWACS) 

• Acquisition and Assistance System (A&A) 

• Budget System (BUD) 

• Operations System (OPS) 

The applications were initiated at different limes and developed in separate environments. 

NMS was implemented using a two-tier client/server architecture with ORACLE Version 7 Relational 
Database on UNIX-based IBM RS/6000 RISC-class servers, connected via a world-wide Very Small 
Aperture Terminal (VSAT) satellite Wide Area Network (WAN) to Pentium-class PC workstations. 
NMS runs under Windows 3.1, using a custom-developed Graphical User Interface-based (GUI) 
application based on Visual Basic 3.0, Structured Query Language (SOL), and Impromptu 3.0. 

C. USAID Business Needs 

There are significant technical, functional, and management/operational issues associated with NMS 
that inhibit its successful implementation and operation. 

1. Technical Needs 

NMS operations present severe technology issues in the areas of Year 2000 compliance, NMS 
design/architecture, and application code quality. Perhaps most importantly, the NMS application 
programs and data are not capable of processing Year 2000 related data. Specifically, there are 
many instances where calculations use only two digits for the year and therefore will be incorrect 
using dates 2000 and beyond. Date-related decisions, regarding such things as applicability of 
Federal regulations, will be made improperly. In addition, dates after 1999 will be stored incorrectly in 
the database, reporting may be incorrect, or applications and systems may fail. 

NMS's database design and implementation needs to be improved so that it can support requests 
for information and new regulato!)' requirements, and provide economical operation and 
maintenance acr955 the 40 worldwide mission locations. At present, NMS does not employ an 
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integrated, enterprise-wide data model, common tables are not shared, and data tables are too 
numerous and, therefore, difficult to use and maintain. 

The current NMS Visual Basic code does not employ good coding standards and has many reliability 

and performance problems. While the industry standard is 1 o percent or fewer programming errors, 
28 percent of the NMS code has errors. These errors relate to program logic, performance, 
usability, and/or compliance with standards. The errors have resulted in reporting errors, program 
termination, slow performance, and costly maintenance, as well as making the applications cflfficult 

to use. The remaining 72 percent of code may also have errors not yet identified, and the code 
cannot be made Year 2000 compliant until after the code problems are fixed. 

While USAID's network and communication structure is viable and expandable, the current NMS 
systems architecture does not take full advantage of these facilities. 

As a result of these tectmical issues, NMS will be cfffficult and costly to maintain; it will fail at the start 
of Year 2000 and it will not work properly in the interim. 

2. Business Functionality Needs 

In each of the four NMS applications, there are gaps between system capabilities and the 
functionalities needed to meet federal regulations, good practices, and user requirements. 

a. AWACS 

Over half of the business requirements for AWACS are not fully functional. Further, this application 
has come under increasing scrutiny because it does not meet core financial management 

requirements, including the Joint Financial Management Improvement Program (JFMIP), and may 
have contributed to violations of the Anti-Deficiency Act. The key gaps are highlighted below: 

• Classification Structure - USAID missions are managing and accounting for funds at 
inconsistent levels of activity and the system does not provide for an independent project 
structure. 

• Funds Management - The system does not allow for incremental funding and poor 

system performance may have contributed to potential violation of the Anti-Deficiency Act. 

• General Ledger - General ledger balances are not supported by subsidiary ledgers. In 
addition, month-end and year-end functionality has not been implemented and the year
end closing process is not functional. 

• Accounts Payable - Users cannot indicate purchases to be capitalized, perform document 

matching, and process On·line Payment and Collection system transactions. In addition, 
the system does not capture receipt and acceptance data and does not meet Prompt 
Payment Act requirements which result in interest penalties. 
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•Accounts Receivable - Not all accounts receivables are recorded in AWACS and the 
application does not meet Debt Collection Act requirements. In addition, it lacks 
functionality for calculating interest and penalties due, processing pass-through 
collections, and establishing offsets for such things as IRS and payroll. 

• Reporting -AWACS has not met any external reporting requirements, including Treasury 
Standard Form reports, OMB form content reports, and IRS 1099 reporting. 

Jn adcfltion to the above, AWACS cannot accommodate foreign currency and trust fund accounting, 
loans management, reimbursable orders, and JFMIP cost management 

b. A&A 

In addition to shortfalls in meeting user needs, the A&A application does not incorporate functionality 
needed to meet recent acquisition Jaws and regulations. Examples of key gaps include: 

• System Queries - Users do not have adequate database search capability for generating 
reports. 

• Past Performance - Contracting Officers cannot access through NMS the agency's 
recorded past perforrnanoe of vendors it needs to make awards. 

• Accounting for Receipt of Goods - USAJD does not adequately track deliverables through 
NMS and NMS does not provide an earned value tracking system. 

• Improper Payment - Deobligation and payment approval is not entered into NMS by the 
same individual. In addition, there is a system lapse between the time deobligations are 
posted and the unliquidated balance information is updated, resulting in a window where 
invoices could be paid after money is deobligated. 

c. Budget 

The Budget application is in use worldwide and is consistent with the framework of the Operations 
application. There are several gaps in functionality as described below. 

• Object Class Crosswalk - BUD does not provide for a crosswalk between Strategic 
Objective and Activity and object class code and resource category; therefore, the system 
does not allow users to report and allocate the Operating Expenses budget by object 
class and resource category. This level of reporting is required by OMB. 

• Query and.Reporting Functionality- Users cannot gain reliable and accurate queries and 
canned reports have not been developed to meet all user needs. 
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• Earmarks and Directives - Congressional earmarks and directives can be input into BUD; 
however, these earmarks do not appear on the funds allocation screens for consideration 
when allocating funds. 

•Accurate Financial Data from AWACS - BUD uses Operating Year Budget data from 
AWACS when generating reports. Due to problems in the AWACS module, this data is 
not reliable for use in BUD. 

d. Operations 

The gaps in the Operations application are due to both incomplete system functionality and 
processes and organizational gaps that have led to incomplete data. 

• Performance Data - USAID was unable to gather performance data for this years' 
Performance Report to Congress because there was limited use of the Operations 
application and completion of emphasis area coding needed to track measures and 
indicators. 

• Generate Queries - Users cannot generate queries needed to generate reports. 

• Printing - Printing is cumbersome. 

The result of these business functionality gaps is that USAID has a system that is not compliant with 
federal laws and regulations and is not used to its porential due to lack of user functionality. 

3. Management and Operational Gaps 

Gaps in the areas of security and application development must be solved in order to have a 
successful NMS solution. With regard to security issues, USAID does not have an information 
technology security program or infrastructure. Specifically, NMS does not have an "owner" who is 
responsible for ensuring that security measures are implemented and followed, nor were security 
requirements incorporated into the design and implementation of NMS. 

With regard to software development and project management capabilities, USAID is at a Capability 
Maturity Model (CMM) Level 1 which means that it does not have a process and management 
infrastructure necessary to support the development, acquisition, and mainrenance of NMS. In 
addition, there is an ineffective contract management infrastructure for acquiring NMS. Further, 
USAID's consensus-based decision making does not provide the needed olSCipline for effective 
information technology management. 
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4. Organizational and Process Gaps 

Technology improvements will not solve all the problems with NMS. USAID needs to address 
deficiencies in its organization and business processes. Organization issues include inadequate 
NMS project management structure, unclear and fragmented roles in each business function area 
and across functions, and absence of linkage between NMS and USAID strategic plans. Process 
issues occur because business processes were not optimized before original requirements were 
defined for NMS. 

Table 12-1 summarizes the key organizational and process issues that have to be addressed. 

• Inadequate NMS project management structure, 
staffing, skills 

- •one-person• project management office 

- Inadequate competencies In system 
development/acquisition management 

• Unclea111ragmented roles, .esponsibilities, and 
accountablllty across functions 

• No enterprise-wide security management 
program reflecting worldwide security needs 

• Absence of linkages belween NMS and USAlD 
strategic plans 

- NMS is a critical infrastructure/enabler of 
agency missions, goals, and objectives 

- ITMRA requires 1hat IT investments be 
justified by contribution to mission 
performance, as defined in GPRA strategic 
plans, and resolution of mission-critical 
performance gaps 

• Lack of communications and change 
management required to support I-
enabled enterprise-wide performance 
improvement 

• Process improvements have primarily automated 
functions, rather than reengineered processes based 
on performance metrics and best practices, as required 
by 'Raines' Rules' 

- Funds control is performed in multiple systams • 
creates vulnerability to Anti-Deficiency Act 
violations 

- Invoices can be paid after funds are de-obligated 

- Prompt payment dlscounts are not being 
negotiated and taken. 

• Inconsistent levels of detail and functionafrty across 
NMS modules (e.g., inadequate functionality to provide 
financial control across NMS modules) 

• Inadequate software development pnx e ss es Major 
deficiencies found in: 

- Requirements development 

- Software configuration Management 

- Life cycle application development 

• NMS has been used only as •opera.tionaJ• tool. rather 
than decision support tool, as originally •S()ld' and 
consislen! how NMS would be justified under today's IT 
investment rules (A-11, ITMRA, OMB Capital 
Programming Guide) 

Table 12-1: NMS Organization and Process Issues 
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D. Identification of Alternatives 

There are seven possible solutions for addressing the gaps in technology, function, management, 
process, and operations. These solutions are as follows: 

• Full NMS Fix - Repair the current NMS environment and incorporate all functional 
requirements identified in each application's Business Area Analysis and existing •to do' 
lists. 

• Partial NMS Fix - Repair the NMS environment and modify each application to include all 
necessary functionalities. 

• Legacy/NMS Fix - Revitalize the 12 legacy accounting systems and revert to legacy 
processes. For A&A, BUD, and OPS, repair the NMS environment and modify to include 
all necessary functionalities 

• Full COTS - Replace as much NMS functionality as possible with COTS solutions, then 
customize to capture remaining necessary functionalities. 

• COTS/NMS - Replace all AWACS with COTS solutions. Repair NMS to perform 
necessary functionalities not included in COTS solutions. 

· • Cross-servicing - Provide as many necessary functionalities as possible through cross
servicing agreements with other Federal agencies. Repair NMS to perform necessary 
functionalities not included in cross-servicing agreements. 

• Outsourcing - Contract as many necessary functionalities as possible through external 
organizations. Repair NMS to perform necessary functionalities not achieved through 
outsourcing. 

Regardless of which solution is chosen, there are important tasks that have to be performed. First, 
because NMS was poorly designed, it will take 30 to 60 days to refine the system requirements and 

specifications. Second, each alternative must incorporate the results of process redesign and 
organizational change. Third, USAID will need to hire an external prime contractor to manage the 
design and implementation of the NMS solution. Fourth, USAID will have to implement an effective 
security infrastructure that includes COTS security software for the system. Finally, each alternative 
must include training, testing, and worldwide rollout planning and implementation. 
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Table 12-2 summarizes the key actions required for implementing each of the seven alternative 
solutions. 

Table 12-21 Actions for Implementing NMS Solutions 

•Mainain w:rerf ---•idri!y ....... ..,., --

While USAID considered the possibility of outsourcing, it ruled it out as a viable solution because 
some functions performed by NMS are inherently governmental and USAID-specific. For those 
functions that are not inherently governmental, outsourcing will not be possible because the time it 
takes to implement an outsourcing arrangement, as regulated under OMB Circular A-76, will not 
satisfy the Year 2000 processing requiremenls. Therefore, this alternative was not included as part 
of the benefits-cost analysis described in the remainder of this Business Gase. 

E. Benefits-Cost Assessment 

The selection among alternatives was performed using the benefits-cost method identified in the 
OMB Capital Programming Guide and GAO Best Practices Guide. These results were used to 
identify the solution that provided the greatest return on investment and the lowest risk to USAID. 
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1. Benefits Evaluation 

In order to compare alternatives, each alternative was scored on the basis of its ability to meet the 
business needs (highlighted above under Business Functionality Needs). Table 12-3 shows the 
summary score by application and overall score by alternative. 

AWACS 28 29 24 101 101 87 

MA 28 31 24 56 56 49 

Budget 45 46 47 57 50 25 

Operations 37 40 38 23 38 6 

Overall Totals 138 146 133 237 245 167 

Table 12-3: Alternatives Assessment Summary Table 

As shown in the table, the COTS and COTS/NMS alternatives have the highest level of confidence 
that they can be in place by Year 2000 with all necessary functionality. The COTS solution ranked 
high because it ensures that USAID can comply with the JFMIP and FMFIA regulations and other 
core financial system requirements, and could be installed with minimal customization. Also, since 
COTS packages are already installed in many other government agencies and bureaus, they are 
proven solutions designed on industry best practices. The COTS/NMS solution ranked highest 
because it possesses the same benefits as the COTS solution plus it provides all the mission critical 
functions already in NMS for A&A, SUD, and OPS. 
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2.. Cost Assessment 

After scoring each alternative's ability to meet the business needs, the implementation costs were 
determined. Table 12-4 summarizes the costs for implementing and maintaining each alternative, 
assuming a five-year lifecycle. In adcfllion to the costs, the table presents the estimated number of 
USAID full-time equivalents required to adequately staff a project office and provide an effective 
information technology security infrastructure. 

USAID Program & Securtty {FTEs) 14 12 18 10 12 16 

Prime Contrac10r $10.000 $10,000 $10,000 $10,000 $10,000 $10,000 

Service $7,150 $7,150 $7,150 $7,150 $7,150 $7,150 

Licensing $112 $112 so $912 $762 $112 

Design and lmplemenlallon $32,513 $22.916 $17,236 $10,317 $11.6910 $877 

Y2K FIX $3,600 $3,400 $7,800 $1,200 $1,200 $3,500 

lnteragency Integration $0 $0 so $0 so $4,000 

Cross Servicing Fees $0 $0 so $0 so S4.000 

Han:lware $20,200 $20.200 $20,200 $20,200 $20,200 $20,200 

T etecommunications $800 $800 $800 saoo saoo saoo 
Total $74,375 $64,578 $63.185 $50,579 $51,803 $50,639 

Table 12-4: Aftemative Cost Summary ($'sin 1,000's) 

There is marginal cost difference between the COTS, COTS/NMS, and cross-servicing alternatives. 
However, the number of USAID Program Office FTE's is lowest under the COTS alternative and 
higher under the other two alternatives. 
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3. Risk Assessment 

After identifying the costs associated with the alternative, nine risk drivers were evaluated and 
measured for each of the six alternatives. The risk drivers represent uncertainty regarding future 
events that could have a detrimental effect on meeting the implementation goals. The analysis of 
risk complies with the guidelines laid out in OMB's Capital Programming Guide. 

The nine risk factors are: 

• schedule longevity 

• life cycle cost 

• technical feasibility 

• risk of technical obsolescence 

• architecture dependencies 

• skills 

• program/acquisition management 

• procurement monopolies 

• availability of funds 

Each risk was characterized against the likelihood of occurrence and the severity of potential 
consequences. The results of the risk analysis are presented in Figure 12-1. 

-·- ........ ........... ..._....,. COT$ ..,.,,.. ... .. $ ·~ 
Schedule • • • • • • Longevity 

Cost Magnitude • • • • • • Technical Skils • • • 0 • • Availab~ity 

Technical 0 0 • • • • Feasbifltv 
Technolo9}' • • • 0 • • ObSoleseence 
Arebitec-ture • • • • • • Dependency 

Program/ • • • • • • Acquisitiott 
Management 

Mom>!>{)ly lot • • • • • • Fuwre 
procurements 
Aveilability of • • • • • • Fund$ ; 

• High Risk • Medium Risk Q low R~tc 

Figure 12-1: OVerview of Risk Analysis Scores 
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4. Summary Assessment 

As summarized on Table 12-5, the two highest-ranking alternatives are COTS and COTS/NMS. 
These alternatives scored significantly higher than the other alternatives in meeting USAJD's 
business needs, provided the lowest risk exposure, and were among the three lowest lifecyde cost 
alternatives. When combining these factors, COTS provides the highest benefits-cost ratio at 
212.67 and COTS/NMS provides the second highest ratio at 175.71. 

Benefi1s Score 138 146 117 2Zl 245 167 

Risk Factors .22 .28 .11 .61 .50 .44 

Life Cycle ROM C-Osts 
$74.4 $64.6 $63.2 $50.6 $51.8 $50.6 (Milr!O!'IS, 5 yr. Total) 

Normalized Cost 1.0 0.87 0.85 0.68 0.70 .068 

Total 6enefil-cost Ratio 30.67 46.72 15.28 212.67 175.71 108.99 

Table 12-5: Total Benefit/Cost Ratio 

F. Recommendation 

Since COTS and COTS/NMS were the two highest rated solutions, USAJD overlaid its five priority 
business needs to determine the best choice. COTS and COTSINMS scored significantly higher 
than the other alternatives on the five business needs: 

• Ability to obtain financial data from AWACS 

• Budget integration with the Operations application 

• Security in the Budget application 

• Emphasis area coding in Operations application 

• Ability to fulfill functional requirements for the Operations application 
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As Table 12-6 shows, the COTS/NMS solution has a benefits-cost ratio more than twice the score 
for the COTS solution. With a weighted benefits-cost ratio of 4.09, the COTS/NMS alternative will 
provide the greatest return on investment for USAlD. 

Priority weighted scores (based on differentiating factors 
and USAID inputs) 

Risk Scores 

Nonnalized Life Cycle Costs 

Weighted Benefll/Cost ratios 

1.85 

0.61 

0.68 

1.69 

Table 12-6: Weighted Benefit/Cost Ratios 

5.67 

0.50 

0.70 

4.09 

Therefore, this solution clearly addresses the business requirements for the Agency and should be 
pursued. 

G. Compliance with Raines' Rules 

The analysis and alternative selection described in this business case complies with the 
requirements outlined in Raines' Rules. Each rule is addressed as follows: 

• A working integrated management system is necessary for USAID to efficiently and 
effectively perform its mission. The recommended alternative supports critical business 
functions consistent with Federal best practice guidelines. (Rule 1) 

• The analysis considered outsourcing but rejected it because the outsourcing process 
cannot be completed in time to meet Year 2000 deadlines. (Rule 2) USAID will outsource 
project management and systems development to a CMM Level 2, or higher, contractor. 

• The recommended alternative includes significant process reengineering and 
organizational redesign. (Rule 3) 

• The recommended alternative provides the highest score in terms of return on investment 
and ability to meet USAID's business needs. (Rule 4) 

• The recommended alternative combines COTS and non-developmental solutions with 
modular implementation for best integration with USAID's existing information technology 
environment. (Rule 5) 
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• The recommended alternative uses COTS solutions and a modular approach to minimize 
custom design risks. (Rule 6) 

• The recommended alternative maintains a modular design to minimize inherent risk of 
large scale implementations. {Rule 7) 

Full details supporting this analysis are contained in the text of the report entiUed "Analysis of 
Alternatives with Regard to the USAID New Management System (NMS)" dated February 2, 
1998. 
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USAID/BHR Humanitarian Assistance Common Definitions and Terms 
February I I, 1998 

Types of Emergencies 

Complex 
Emergencies 

Disaster 

Man-made Disasters 

Natural Disasters 

Crises which are usually caused or complicated by civil breakdo\\11 
/strife. Although complex emergencies can only be resolved by a 
political solution to the root causes of the crisis, humanitarian 
assistance is necessary in the interim to save lives and reduce 
human suffering. (OFDA). 

A disaster is a calamitous event resulting in loss of life, great 
human suffering and distress and larger scale material damage. 
(!RC) 

Humanitarian emergencies caused by humans. (OFDA) 

Humanitarian emergencies which are caused by hydro
meteorological and geophysical hazards. (OFDA) 

Types of Program Beneficiaries 

Affected Populations Total number of people displaced, injured, lost family member or 
friends, lost productive assets or livelihood, dravm into conflict, 
plus those people whose livelihood, incomes and well-being hm·e 
been influenced by complex, natural or man-made disasters. 

Beneficiaries Persons who are receiving humanitarian assistance. 

Demobilized Fighters Former government as well as opposition group fighters who have 
gone through a formal disarmament and training process. and who 
are dismissed from military service or their future is not 
determined. 

Disaster Victims People whose day-to-day life patterns are disrupted by complex. 
natural or man-made disasters, including those who were displaced 
from their homestead or made homeless, were injured. lost a 
family member, lost productive assets, or Jost their livelihood. 

Ex-combatants Former members of fighting parties/factions, involved in civil 
conflict or strife. 

Internally Displaced Internally displaced persons may have been forced to flee their 
People 



Population at-risk 

Refugees 

Resettlers 

Returnees 

Targeted Groups 

War Affected 

homes for the same reasons as refugees, but they have not crossed 
an internationally recognized border (UNHCR) 

People increasingly affected by complex, natural or man-made 
disasters. They are at-risk due to the disruption or loss of their 
normal community and social support systems that provide the 
basic necessities for survival: health care, water/sanitation. food. 
and shelter. 

Persons recognized to be outside their country of nationality or 
habitual residence (henceforth "of origin"). They include: 

a. Persons recognized as refugees by the Host Government having 
ratified the 1951 United Nations Convention Relating to the 
Status of Refugees, and/or its 1967 Protocol; 

b. Persons recognized as refugees under the 1969 Organization of 
African Unity (OAU) Convention Governing The Specific 
Aspects Of Refugee Problems In Africa and those recognized 
in accordance with the principles enshrined in the Cartagena 
Declaration; 

c. Persons recognized by UNHCR as refuges in accordance with 
the Statute (otherwise referred to as "mandate" refugees); 

d. Those who have been granted a humanitarian (i.e., non
Convention) status in Europe, North America and Oceania: 

e. Persons, particularly in Europe, who have been granted 
temporary protection on a group basis. (UNHCR) 

Internally displaced people, refugees, ex-combatants. and workers 
returning to their homestead and/or livelihoods or settle in a 
different area after crisis. 

Refugees, displaced people, migrant workers or other groups 
returning to their place of origin or country of origin. 

Groups within the affected population that have been singled out to 
receive specific assistance. 

People directly and/or indirectly affected by civil conflict and 
armed resistance. 
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Strategic Plan & Results Framework Related Terms 

Critical Assumptions 

Impact Jndicators 

Jnput Indicators 

Output Indicators 

Performance Baseline 

Performance 

Performance Target 

Performance 
Measurement 

Performance 
Monitoring 

Performance 
Monitoring Plan 

Assumptions about conditions outside of the control of NGOs and 
international organizations which are likely to influence 
achievement of a stated results and performance targets. 

Measures of effects on program beneficiaries. The well-being and 
welfare of people are the central measures. 

Measures of the means by which a stated result/objective is 
achieved. These track the use of human and financial resources. 
and identify the type and amount of resources and the reasons they 
were provided. 

Measures of the outputs generated (for example, the number of 
search and rescue teams trained). 

The value of a performance indicator prior to activity 
implementation. A performance baseline one element used in 
measuring progress toward a specific result or objective. 

Progress toward achievement of a stated result/objective. 

The specific and intended result to be achieved within an explicit 
time frame against which current performance is assessed. 

The proeess that organizations follow to measure how well they 
are meeting their stated objectives. It involves clarifying and 
agreeing on organizational goals. developing performance 
indicators to track progress, establishing baseline data. and setting 
targets for future performance. 

The continuous process of collecting and recording data and 
analyzing and measuring progress tO\vard achievement of a stated 
result/objective. 

A detailed plan for managing the collection, recording, analysis 
and reporting of data in order to measure progress toward 
achievement of the results and objectives explicitly outlined in an 
office's results framework. A performance monitoring plan: 
identifies indicators to be tracked; specifies the source and method 
of data collection; establishes a schedule of collection for each 
piece of datum required; and assigns responsibility for collection to 
a specific office, team or individual. 
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Performance 
Indicators 

Process Indicators 

Strategic Objective 

Intermediate Result 

Variables with a particular characteristic or dimension used for 
measuring progress toward achievement of a stated result. 
Performance indicators serve to answer "how much" or '·whether .. 
progress is made towards achieving stated results/objectives. rather 
than why/why not such progress is being made. Performance 
indicators are usually expressed in objectively measurable terms. 

Measures of the implementation aspects of emergency assistance 
activities. 

The end result sought; the standard by which organizations are 
willing to be judged in terms of performance; the most ambitious 
result that program implementors are willing to be responsible for: 
and a result pursued through clear program strategies that trace 
causal linkages to intermediate results and interventions. (USAID) 

A key result which must occur in order to achieve a strategic 
objective. 

Intervention Oriented Terms 

Conflict Management 

Conflict Resolution 

Demobilization 

Short-term interventions to contain conflict, ameliorate the 
symptoms of conflict, or reduce the suffering caused by conflict. 
The term also includes such strategies as political engineering and 
economic redistribution. Generally, it does not deal with the root 
causes of conflict or with the negotiation process between 
conflicting parties. 

The term conflict resolution encompasses various concepts related 
to conflict. All the other terms refine conflict resolution processes 
or actions, or make distinctions between diplomatic or non
diplomatic actions, or intervention versus non-intervention 
strategies. Conflict resolution is generally a nonviolent process for 
relationship building, collaborative problem solving, and dialogue 
to lay the groundwork for productive negotiation and agreement. 

The process of converting a fighter into a civilian. A fighter is in 
the process of demobilizing when he or she has reported to an 
assembly area or camp, has surrendered his or her weapon and 
uniform, but is awaiting final discharge. Observers are usually 
present to ensure that weapons are in fact surrendered and stored 
in a secure location. Personnel in assembly areas usually register 
the soldiers for receipt of benefits, whether cash or in-kind. 
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Disaster Prevention 

Disaster Preparedness 

Disaster Response 
Planning 

Disaster Mitigation 

Emergency 
Assistance 

Mediation 

A fighter is demobilized when he or she has received discharge 
papers and has left the assembly area. Reporting to an assembly 
area is not always a component, even in a post-conflict 
demobilization. 

Measures taken to avert the occurrence of a hazardous event. 

Activities directed at managing disaster response quickly and 
effectively in the event a disaster occurs. Disaster preparedness 
aims to limit the impact of a disaster by structuring the response 
and providing quick and effective actions after the disaster. 

Efforts to lessen the impact of disaster before it occurs, including 
consideration of contingency measures. 

Risk reduction measures implemented before, during and after a 
crisis or hazard to reduce and limit the impact of the crisis on 
people and economic assets. 

Pre-emergency, During emergency, and Pos1-emergency 
assistance: 

Pre-emergency assistance is the term used to indicate program 
activity and policy directives focused on pre-emergency, or pre
disaster assistance. Typically, these programs include: early 
warning systems, preventive active, preparedness, mitigation, etc. 
Many experts include "traditional" development activities as pan of 
the "before" efforts focused on prevention. 

During emergency assistance is the term used to indicate program 
activity and policy directives focused on assistance, relief, and aid 
activities during the emergency or disaster. Typically, these 
program activities include: logistical support (medical/health, food. 
water/sanitation, and shelter), repatriation, and security. 

Posl-emergency assistance is the term used to indicate program 
activity and policy directives focused on post-emergency, or post
disaster assistance. Typically, these programs include: 
reconstruction, rehabilitation, reconciliation, repatriation, demining, 
demobilization, reintegration, and preparedness. 

A process in which a third party helps others to resolve a dispute 
or plan a transaction but does not have the power or aspiration to 
impose a solution. 
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Monetization 

Preventive Action 

Pipeline Shortages 

Reconciliation 

Reconstruction 

Rehabilitation 

Reintegration 

Repatriation 

Relief assistance programs where relief commodities (usually the 
most sought after types) are sold by local merchants to affected 
populations using local currencies. Merchants are able to purchase 
the commodities at subsidized rates from participating donor 
countries. Donor countries use profits from the sales to fund 
community improvement projects that are carried out by the local 
affected population. Monetization attempts increase the purchasing 
power of the affected population which can then begin the process 
of reestablishing economic cycles within the community. (OFDA) 

Attempts to defuse crises before they erupt into violence. 

Situations in which there are insufficient emergency commodities 
and supplies at critical points in the procurement and distribution 
system that affect achievement of planned program requirements. 

The process of restoring compatibility between formerly 
antagonistic groups or individuals. The concept also includes the 
process of adjustment to changes after stressful events. 

Actions taken to re-establish a community after a period of rehabil
itation subsequent to a disaster. Actions focus on physical 
structures and longer tenn post-disru.-rer activities, and would 
include construction of permanent housing, full restoration of all 
services, and complete resumption of the pre-disas1er state. 
(UNDHA, OFDA) 

Assistance that addresses problems created by a disaster event 
which is needed to restore victims and affected communities to 
self-sufficiency. (OFDA) 

The process of facilitating the transition of refugees and IDPs back 
into their communities of origin. In the context of ex-soldiers, it is 
the process of facilitating their return to civilian life. 

The return of refugees back to their country of origin. Different 
types of repatriation are recognized: forced, voluntary, 
"spontaneous", and assisted. Some experts claim that repatriation 
means the return of refugees back to the community of origin. 
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Resettlement 

Transition 

Actions necessary for the permanent settlement of persons 
dislocated or otherwise affected by a disaster to an area different 
from their last place of habitation (UNDHA). 

Rapid (or marked or dramatic) change in political, economic, 
social, and/or other arenas, which institutions, communities, and/or 
individuals have difficulty accommodating. The term embraces all 
kinds of transformations, such as technical, environmental, political 
or personal security changes. Transitions may be reflected in rapid 
succession or simultaneous occurrence of manifestations like 
tensions, confrontation and violence. · Likewise, progress towards 
cease-fires, negotiated settlements or military intervention may 
indicate a transition. In BHR's context, transitions are usually a 
rapid change from relief operations to reconstruction and 
sustainable development, recognizable by simultaneous relief and 
development activities (OT!). 

Assessment Oriented Terms 

Endemic 

Epidemic 

Exit Strategies 

Morbidity 

Mortality Rate 

Needs Assessment 

Pipeline Shortages 

Present continually in a community. 

An outbreak of an infectious disease which disrupts the community 
and overwhelms the capacity of local health services. (WHO. 
1996) 

Plans for phasing out assistance. 

The incidence or prevalence of a disease or of all diseases m a 
population (OFDA). 

Also known as death rate. A ratio of deaths/ 10,000 persons/day. 
based on the nwnber of deaths times 10,000 divided by the 
number of days times the population. (OFDA) 

The determination of what assistance is needed by a region or a 
country following a disaster. 

Situations in which there is insufficient food at critical points in 
the food procurement and distribution system that effect 
achievement of planned program requirements. 
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Re-calibration of 
Emergency 
Assistance 

Vulnerability 

Weight-for-Height 

Z-Score 

A continuous process of assessing beneficiary vulnerability and 
adjusting emergency and transitional response as appropriate. 

Circumstances and conditions outside our direct control that put us 
and our ability to function, at-risk. Vulnerability can be classified 
into physical, social, mental or spiritual categories 

Method of measurement to assess the nutritional status of young 
children by comparing the weight and height of random samples of 
the child population (less than 60 months) of an area at regular 
intervals (OFDA). See also Z-Score. 

New standard measurement used during nutritional surveillance. 
"Z" represents the median. A Z-score represents the standard 
deviation above or below the median. Children with Z-scores of 
less than -2 are considered malnourished. Z-scores of less then -3 
are considered severely malnourished (OFDA). 
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Appendix A: 
NMS Evaluation studies and Outside Reviews 

December 22, 1997 KPMG Peat As-is Model Of the Currant IT USAID is not currenHy managing IT as an 
(draft) Marwick Investment Review Process investment; need to establish strategic 

guidelines and link IT to Agew::y objectives. 

December 3, 1997 M"rtretek USAID NMS Independent Briefing providing composite findings from 
Systems Assessment - Findings and earlier Mltretek reports. Provided 

Recommendations recommendations in the areas of strategy, 
product development, product improvement, 
functionality, and integrity and performance. 

November 14, 1997 Mitretek Independent Assessment of the NMS software requires changes in order to 
Systems NMS Deficiencies and improve overall software quality, to reduce 

Undesirable Practices maintenance costs, and to potentially 
improve performance. 

November 6, 1997 M"rtretek I USAID Year 2000 Compliance Focused on Year2000~, yet 
Systems Assessment and Recommended addressed many fintings in other areas such 

: Strategy as NMS development and deployment, legacy 
systems, USAJD management The 
concluding statement that "thera is a high 
probabifrty of systems failure ...;th po!enlially 
severe consequences for USAJD" provides 
significant cause tor alann. 

September 30, USAIDOIG Autfrt of the Status of USAID's Follow up report on the status of the live 
1997 New Management System recommendations contained in the March 

(NMS) - Report No. A-000-97- 1997 report. Indicated that USAID had 
010-P shown limited progress and had not taken 

action on two of those recommendations by 
not suspending NMS development eflotts 
and not suspending operations of the 
AWACS module of NMS. 

September 30, USAIDOIG 1997 Audit of the Internal NMS does not include a system of internal 
1997 Controls for the Operational New controls that meets General Accounting 

Management System - Report Office (GAO) Standards for Internal 
No. A-000-97-009-P Controls in the Federal Government, 

thereby creating a situation where full 
accountability of !he resources made 
available to conduct its business cannot be 
assured. 

September 30, USAIDOIG Audit of USAID's Compliance Wilh USAID did no! implement an effective security 
1997 Federal Computer System program that me! the requirements of the 

Security Requiremenls - Report Computer Security kl. Of 1987 or the OMB 
No. A-000-97-008-P Circular A-130. 

August 29, 1997 IMC Inc. AWACSJFMIP Requirements Identified 213 core financial system 
Assessment & Compliance Report requirements. Oetermined 125 compfianl, 45 

: no! compfiant, 36 partially compliant and 7 no! 
' applicable. 
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July 11, 1997 USAIDOIG 

Mareh31, 1997 USAIDOlG 

February 24, 1997 USAIDOIG 

Audit ol USAID's Efforts to 
Resolve the Year 2000 Problem -
Report No. A-000-97-005-P 

Audit of the Worldwide 
Deployment of the New 
Management System (NMS) -
Report No. A-000-97-004-P 

Reports on USAID's Financial 
Statemems, Internal Controls, and 
Compliance for Fiscal Year 1996 • 
Report No. 0-000-96-001-C 

September 27, 1996 USAID OIG Interim Report on the Cost of 
USAID's New Management 
System - Report No. A-000-96-
002-S 

September27, 1996 USAIDOIG Interim Reportonthestatusof 
USAID's New Management 
System - Report No. A-000-96-
00H~ 

July 11, 1996 

June 15, 1996 

May1993 

USAIDOIG 

Soflwara 
Engineering 
Institute 

GAO 

Autf~ of the Controls Over the 
Quaflty of Financial Management 
Data· Report No. 9-000-96-005 

Soflwara Risk Evaluation for the 
USAID New Management System 
(NMS) Project 

Financial Management 
Inadequate Accounting and 
System Project Controls at AID· 
GAO/AFM!Hl3· 19 

USAID may e>!)erience system problems in 
the Year 2000 because the~ has not 
fully implemented the GAO's suggested 
practices. Report concluded t!iat USAID must 
act aggressillely to achieve Year 2000 
compliance before January 1, 2000. 

Aller six months of deployment, NMS is not 
operating effectively because USAJD has not 
implemented disciplined information resoun:e 
management process es The following 
recommendalions were made as a part of the 
report 1) appoint qualified CIO; 2) Assign 
dedicated NMS Program Manager; 3) Assign 
senior manager to develop and manage 
performance based acquisition plan; 4) 
Suspend NMS contractor development 
actMties; and 5} Suspend AW ACS operations 

Could not audit USAID's financial statements 
because USAID did not prepare complete, 
reliable, timely and consistent infoonalion. 
USAID's financial systems do not generate the 
required infonnalion to generate their 
stalemenls. 

Estimated actual and expected cosls of NMS 
may exceed $96 milfion, but could be higher, 
as compared to~ estimates of $87 
mitroo. 

Status of NMS development indicaled 4 of 8 
NMS appfica!ions partially complete; 2 olhers 
in the analysis phase and 2 olhers 
unscheduled and unfunded. USAID remains 
vulnerable in financial management areas. 
Identified risl<s of premature, NMS worldwide 
deployment 

Report summarizes OIG aU<ils of data 
integrtty IMthin MACS at 33 missions. Unless 
com!cied on a systemic. agency wide basis. 
serious data accuracy problems could affed 
refiablTity of NMS as ~replaces MACS and 
other systems. 

Summarized critical risl<s associated wilh NMS 
development into the follawing aneas: 1) 
Requirements; 2)Design; 3) SUpport 
Functions; 4) Management; 5} Human 
CommurOCations; 6) Planning and Tradcing; 
and 7) Erl<}User Operations and Training. 
Total risl<s identified were 243, of v.tlich 76 
were considere<I severe. 

USAID could not reliably report on the use and 
status of all i1s appropriated funds. USAID did 
not have an AWACS steering committee. 
USAID systems were incomplete, error prone 
and inadequately documented. 
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Februaiy 1993 USAID 

USAID NMS Analysis Report 

Information Systems Plan VOiume USAID has not done a good job of managing 
I: Report to Management its information resources. lnadequa!e planning, 

outdated technology and redundancy of 
processes and lunclions account for lhe 
current state of IT activities. 
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Adelota, Kola 

Akalovsky, Alex 
- - - - ---·- ... 

Anstrom, Chuck 

Azad, Rasool 

Baker, Muri 

Banks, Debra 

Bennett, Barbara ----
Bise.Jane 

Blackman, Shella 

Consultant 

Oracle-Contractor 
-··------·--

Support Development 

Appendix B 
Interview List 

Oracle-Contractor - Support Development 

x 
x 

, ... --·------- -------
Project Development omcer 
----··----- -· ---·---
Contract Specialist - Help Desk 

Legacy Project Specialist 

TCO Manager 

§ =-=~'f= 

x 
x 

x x x x 

x 
x 

x 
x x x 

---·--·-------
Project AnalySt, ANE Bureau 

Contracting Orflcar 
·---""'·"·----

x 
x Bordone, Tom 

Bossard, Jim 

Bowles, Bettle 

Bowman, Susan 

Bridendolph, John 

Brocker, Barbara 

---+--- ··------ .. -----···-
IRM Development 

Negotiator 

Analyst Task Lead· Consultant 

Mainframe • Legacy Systems Planning 

A&A Functional Lead· Procurement Analyst 

Bui, Steve Support Development Consultant 
--- --- ---.-- -----~----"'-

Byess, Richard Director - Office of Results Oriented Reenglneerlng 
------.-~ -- -·- ------

Byllesby, Gary AWACS Functional Lead 

Carpenler, Louis Analyst 

Clclpplo, Joseph I Financial Management Ofllcer 

---·-·--- -'" .. 
USAID NMS Analyele Report 

x 

x 
x 

x 

x 

x 
x 

x 
-_ _, _____ ; -----"'--r---'.i----t----;----t----+---t 

x x 
--····--·-

x 

x 

··-----------------------
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Craft, John IRM/SEC 

~-··. -tct=· .. t-1 I I x 
-------·~·--- - ---- ' ,, ·---- -------·-'< --·-"·-
Crocker, Jim Banyan Support Development Consultant x 

-------- ---- ··--"-- ~~- ---~- ~· 

Crumbly, Angellgue tietp Desk - Procurement Analyst . -· --- ..... l<_ __ , ___ ---1 -· _.,, .. ------~--

Cully, Tony AWACS Executive Sponsor x 
------------·-- -

Davis, Charlotte Program Analyst, PM, COTA 

I 
x 

I ~~ 
I I I I x 

--·· ----~---"""'-
Dinardo, Libby Bureau Transition Coordinator x 

------'"""·---- --·-·-- ------------. ----- ··---. 
Dockter, Joanne Accountant x ---- --- --- ------ ______ ,, 

---~--·· 

xr 
Doherty, Sean Routers, Consultant 
---~-----" -- ----- --- -----· .. ----- - . -- '----------- --- ··--
Dorcus, Harry Controller, Africa Bureau x x I I I x ----- -------· -------- --------- -· ·----- - ···--·- ---
Dowling, Teny Support Development x 

·----- ------ --- ______________ ,,_ --·· 
Eavy, Paul IRM Technology x I I I I I I I x I x ___ ,, 

- ---
____ .,'" ______ --------

Edwards, Dan Analyst x 
--*'~~--- --~-- -------- -- ------

Elgin, John IAM/OD I x ----------
Escobar, Francisco Support Development x x 

_,,_,_,_~ 

-- --- ---- -
Febrey, Sharlene Mainframe - Manager· Legacy Systems Planning x x 
···--- ···- -·-·-- ··---·· ---- ------- ,,,-,-

Flannery, Mike Deputy IG I I x •• •• O'>O•--~-----n-M ___ ,.,,_,_ _,, ______ ·--- ------- --· 
Fleming, Susan Mainframe Systems Program Manager x x 

- ----·····-·-· . ··- .. - -----
Floyd, Earl System Accountant x 
- --·~~~ 

T I x l.x __ j_ I I Fuksa, Mike Security· Contractor x ----- ... 

Garber, Larry Deputy ~i!~ant Admlnlst!~tor .... ____ --
Garcia, Jessica Consultant x 

----- -- ----- . ·- -- - ·---

Gibson, Mike Banyan, SCI Consultant I ... Lx " ' -- --
Golds!eln, Rachel Development • Consultant x x 
---~ -----' -----·- -· 

Gordon, Phil TCO Consultant 

I I ····l·····-P - -- ____ ,., ~-- , ........ 
I I I Gueron, Joseph I AM Development x x 
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Gunter, Sean Operations Technical Lead· Consultant I I I I I I I I I x 
Hart, Yvelle Budget Analyst I I I x I x 
Heneghan, Phi! Inspector G.eneral's Office . x 
Hensley, Gerald Development Consultant x x x 
Houck, James Development • Programmer Operations x I I x 
Jameson, Unny Data Management-Mainframe x 
Joeokell, James Contracting Officer 

--·-~.,,--- ---
Johnson, Carrie Configuration Control Board -Plan. And Coordinate x I I x I I I I x I x 

---·---- ·----- --- -- ~ - - .. - .. 
Kaiser, Bruce Support Development x 
---·-·-- ·--- ~- - . 
Kearns, Calvin Accountant x 
--·-----·-·-·-- ~---

Klnce, Melvin JAM Development x I I I I I I I x -------
King, Joan Financial Management Specialist x 
Knepp, Paul Project Analyst I I x I x 
Krell, Barbara Data Accounting Group· FM Officer x x 
Krlshnaswamy, Rama NMS Data Modelers I I x 
Kunz, Sandy Banyan, TCO Manager x 

··----
Lane, Mark Development x . 
Larrlmer, Gretchen Acting IRMfTCO Chief x x I I I x 
--- ... 
Lee, lyan OPS Development, Activity Module x I I x I I x ·-------- -"• 

Lee, Suk Bureau Transition Coordinator x x x 
····--- ----- ---- ----~ ~---

Lew, Mary Flnanclal Management Officer x 
--~---- ·-· -- -
Lewman, Ray Financial Management Analyst x 

--------
Loder, Bill Development x 
--· 
Lukschander, Samuel I RM Development x I I I I x 
--~-" 

I I I I I I 
- I I Manchester, Harry IGISEC x 

02/tJ 
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Marshall, Jennette 

Martin, Linda 
Support A".~lys: __________ ·-------------------1----
Controller, ANE Bureau 

, ·-------------·-
Matejceck, Joan __ , ___ ,. _____ _. __ _ Dep_utc..y _c1_o_&_Y_~~r-~~~o Program Manager . _ _ -- I ·· 

Matthew, Daisy Negotiator 
---~------.---·-- -~----

McCormick, Michael Support Development 
------ ----·------ ------~-- --------------~------·----- .. ·· 

McDonnell, Tom IGISEC 
. ----,-- .. ----------
Milne, Alan 

Mllow, Ken 

Moore, George 

Moreland, Janet 

Mullen, Patrick 

Neverman, Dave 

IG/SEC 
- ·--·----- ---------

Former Team Lead Budget 
-- ------- -- .. -
Manager, Year 2000, SOAP/CCM ______ ,._ -------

IAM Development and Document Operations 

NMS Task Force, Engagement Contact 

Analyst - System Planner 
'--------------

x 

x 
x 
x 

"i:: ='f=: 

x 
x x 

·---·-· --l---1-....... 

. .---~--+--- -T'-1-- --~-~-·~ rtx+-+-W~ x 
x 

x 
---~~~"'"--.!---+---+--+---+---I 

x 
x 

x x x 
x x 

x 
x x 

x 
x Nolan, Beveriy Negotiator . -- . ,., ____ ,,,_ -----·------·--~-- -----1 ~"·--·--,j----ii---;----+---t----t---; 

Nolley, Nathan Support Development 
' '''""'- ---"' 

Ostermeyer, David F!nanclal Management Officer 
·······---~- -------------~ 

Outterbrldge, Gwendolyn Aequestor, Program Analyst, PM, COTA 

Owen, Darrell 

Owens, Sandy 
------

Paes, Darryl 

Painter, James 

Palka, Susan 

Payne, Terry 
----

Pereira, Oscar 

Pfeffer, Howard 

Plitt, Andrew 
·--------

Internet/Intranet Services 

NIA 

Development 
~----~---· 

MIB 

Program Analyst 

SOAP Transition, COTA - Procurement Executive 

Support Development Consultant 

Inspector General's Office 

Financial Analyst 

USAID NMS AnalyaJa Report 

x 

x 

x 
x 
x 

x 

x 
x 

x 

x 

x I L.~.J I I ! x I I 
x x 

x x 
x x 

x x x 
x 
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Rarick, Marcus MIB/SB x x 
--~-··-------------. i--------'t-----l 
Richmond, Kitty Development x x 
~-- ------------~ 

Richter, John 

Robenson, Denny 
Budget Functional Lead ______ I ) I --1------1:-X::_-ll__:x.:__+--+---t--t--t--; x ' ' 
Bureau Transillon Coordinator x x 

----~-----

___________ , __ ,. ___ _ 
Roko, Ken Telecommunlcallons Specialist 
··---- ------- --·---~-- ---- '"_,_______ ---------
Rosetti, Ralph Snlfler, Consultant 

Russell, April Support Development 
------ -.. ----.---
Division Chief, Central Budget Office --- ·----- --- _____ ., __ _ 

IRMICIS 

-------1------l" 

x 
x ___ __, _____ "" x 

x 
x 

x 

x 
Ryner. Steve 

Sajewskl, Jerry 

Seakell, James 
--·--- --- 1---- ··--·-I ·-·~-·--- - --+-- - ---·~1----1----11----l---+---+---l 

x Contracting Olllce 

Sh;~~-;;;;~_!~~ary I Negotiator _ _ _ . 

Negotiator 
----·-- ----1--·-t----! x x 

Smith, Ronnie 

Stevenson, Marcus 
·-------· 

A&A Executive Sponsor and Director 
- ·--· -·-------1---1--

Stewart, Andre PSC 
----------- ------ -·· ---·--! 

Streulert, John x ------ IRM Director, Engagement Ex. Sponsor - - .. ·····------··------· ---1 -··--·--·· 
Sylvia, Cristina 

Tanner, Larry 

Tangs, Barbara 

Thell, Peter 

Negotiator 

Team Lead Operations 
--- ·---------~------- -· 

Support Development 
----- ---------
Support Budget Analyst 

···--·1--·-- -~~-~-----------

Thomas, Alfreda Negollator 

Thomas, Ellen TOO Manager 
~------ ---~ 

Valentine, Sandra Testing Manager, Consultant ----+ ,_,. _____________ , .... 

Van Vechten, Wayne Deputy Director, IRM -------. -----
Vapnlarek, Tom Stall Accountant 
------ ¥ ·--·-

x 
x 

----+--1 .. ---+---t-----i 
x 

x 
x 

x ___ ,_._ ____ -·---

x 
Vodraska, Anthony NMS Program Manager, Engagement Ex. Sponsor x 

------·' ,_ -~----->>·---~--- ---- -''"'-=--...--.~ .,. 

U8AID NM8 An11lyt1lt1 Report 

x 

x 

x 

--~-•--~ I 
x 
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Walker, Shella Conl!guratlon Control x I I I I I I I x 
Walther, Mark Contracting Officer x 
Ward, Bob Manager Operating Expenses, M .Bureau x I x I x 
Wells, Wiiiiam Development x I I I I I x I x I x 
Whaley, Marsha Support Development x 
Wiiey, David Loan Management Tester x 
Wllllams, Ralph OPS co-Functional Lead x x 
Winters, Doyle IBM Global Systems Year 2000 Specialist I I x ·---
Wood, Bill IAM Development x I x I I x I x 
Young, Frank Director - Support Program Officer 

Yu Goldstein, Margaret Small Purchases I I x I I I I I I x 
Zaldumblde, Juan Development • Consultant x 
Zobel, John IAM/SEC I I I I I I I I x 
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United States Agency for International Development 

Application Development Effectiveness (ADE) 
Capability Maturity Model (CMM) 
Assessment Report 

January 30, 1998 

- --- --- ------ ---- ------ ---- _,_ 

Skllls 

Culture 

AD 
Process 

Techn 

The Information In this report shall not be disclosed outside the U. S. AID organization 
and shall not be duplicated, used, or disclosed In whole or In part for any purpose 
other than to assist In the development of the current IBM evaluation of U. S. AID systems. 
U. S. AID shall have the right to duplicate, use, or disclose the Information to the extent 
provided by the contract. This restriction does not llmlt the right of U. S. AID to use 
Information contained In the report, If It Is obtained from another source, wlthoul 
reslrlctlon. 

Appendix C • 1 



~6 

Agenda 

• Capabiiity Maturity Modei Assessment 

•Conclusions 

•Recommendations 

•Next Steps 

• Appendices 

--..--- --... ----- -- ~ ---- ------ ---_ _..._,_ 
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The United States Agency for International Development (USAID) 
engaged IBM Consulting to perform an ADE Capability Maturity 
Model Assessment as part of an overall NMS IV&Veffort 

The ADE Assessment addressed the following questions: 
• What are the strengths within the organization? 
• What are the major challenges facing the organization? 
• What is the SEI Capability Maturity Model rating for the organization? 
• What actions should be taken to provide the most value to the organization? 

Dates: 
• November 24, 1997 -

January 30, 1998 
Executive Sponsors: 

•John Streufert 
•Anthony Vodraska 

ADE Consultants: 
•Rob Brundage 
•Jim Jones 
• Terry Scott 

Primary Interface: 
• Patrick Mullen 

--..--- --- ----- -- -. ---- ------ ---_ _.._,_ 

"Make Implement 
It the 
Sol" Change . 

Appendix C • 3 
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AD 
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Plan 
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"How Do We Get There?" 

Model 
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Future 
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The Assessment is the first phase of the Application 
Development Effectiveness process 

"Make 
It 
Sol" 

Im lament .····" ~the'•;· 
··change 

--..--- --- ----- -- -. ---- -- ---- ---_ _..._,_ 

"Where Are We Today?" 

··Assess 
thf;) . 

Present · 

Cul1ure 

·AD 
Process 

Skills. )-----( 

Organlzallon 

the · 

Melhodotogy 

~
Plan 

r~nsitiQl1 

"How Do We Get There?" 
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Assessment 

Model 
the 

Future 

"Where Do 
We Want 
To Go?" 

Copyrighl IBM Corporalkm 
1998 

All Rights Reserved 

- - ---------~--.-. ······-~·· 
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Data were gathered from across the USAID NMS development 
and user organizations, and then were used to develop the 
conclusions, SEI CMM rating, and recommendations 

Documentation ... 
lnter\liew Guides 

------ --- ----- -- - ---- ------ ---_ _..,_. -

2 Merri bets-of th••· 
· ·· 1cr0Hice · .. 

. tOIFUVIMahagers .• 
·. and D~S((tl_C)p~rs · 

120therNMS 
Managers and Staff 

23 c~ntractor · . 
. Managers and· 
.... Developers 

Total of 47 People 

.. 

Note: the NMS development organization Is 
considered the aggregate of contractor, task force, 
and /RM individuals responsible for NMS delivery 

Appendix C • 5 
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The Software Engineering Institute Capability Maturity 
Model (CMM), an industry recognized framework, was 
used as the basis for the ADE Assessment 
CMM level 
distribution of 4 77 
US AD orgs. as of 
October 1997 

61.8°/o 

Process is unpredictable 
and poorly controlled 

--..--- --- ----"" -- -. ---..Z.z,...- - ------- ---_ _.._,_ 

Data on the effectiveness of the software 
process is used to perform cost benefit analysis 
of new technologies and proposed changes 

Software processes are instrumented with defined 
and consistent measurements and quantitative goals 
for both software products and process 

Within established product lines, cost, schedule, 
and functionality are under control, and software 
quality is tracked 

The project's process is under the effective control of a 
project management system, following realistic plans based 
on performance of previous projects 

There are few stable software processes in evidence, and 
performance can be predicted only by individual rather than 
organizational capability - "Hero-based success" 

Appendix C - 7 

Capability Maturity Model 
Software Engineering institute 

Carnegie Mellon University 
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The eighteen Key Process Areas (KPAs) within the 
Capability Maturity Model provided direction and focus 
for the Assessment 

J~J;!_Jl/!f!tl!r~~Lf!\f~l------ ...... __ ... __ . . . Key Process Areas 
. 

' ' -. ' '·'··-·- "' ,., _., ., __ .,.._,., •. ,., .• ,, -- •» -- - ' ' 

Technology change management 
5 Optimizing Process change management 

Defect prevention 

4 Managed Quantitative process management 
Software quality management 
Integrated software management 
Intergroup coordination 

3 Defined Organization process focus 
Organization process definition 
Training program 
Software product engineering 
Peer reviews 

Requirements management 
Software project planning 

2 Repeatable Software project tracking & oversight 
Software subcontract management 
Software quality assurance 
Software configuration management 

1 Initial Ad hoc processes 

--..--- --- ----- -- -. ---- ------ -------·- Appendix C • 8 
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CMM compliance at any given level is specific and 
definitive 

•To achieve a given level, there must be full compliance for all 
KPAs at the indicated level, as well as full compliance for all 
KPAs at all lower levels 

• Compliance means that 
~ processes exist, are documented, and are followed 
~ process key practices are demonstrable and process goals are 

achieved 
~ processes are institutionalized, i.e., everyone follows them 

all the time 

------·--~~---·'".-"""'" -~-- -·--···- _,,_ ..•. --~------------ --- ----- -- -. ---- ------ ---_ _.._ ,_ 
Appendix C • 9 
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The overall assessment rating of the USAID NMS 
development organization is Level 1 (Initial), as a result 
of noncompliance with Level 2 KPAs 

Defect Prevention 
Tech Change Mgt 

Process Change Mgt 

Quant Process Mgt 
Software Quallty Mgt 

Org Process Focus 
Org Process Def 

Training Program 
Integrated S/W Mgt 

$/W Product Eng 
Intergroup Coord 

Peer Reviews 

Requirements Mgt 
SIW Project Planning 
Tracking & Oversight 

Subcontractor Mgt 
$QA 
SCM 

----- -- --- -------- -. ----- ------ -·-----·-

N 

Key Process Areas 
p s 

Level 5 KPAs 

Level 4 KPAs 

Level 3 KPAs 

la ;~~;;;-.;;;;;;I 

Appendix C • 10 
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N • Not Done 
P • Partial 
s · Satisfactory 
C • Full Compliance 
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Each Key Process Area has been assessed based on 
SEI evaluation criteria, as well as observations of 
organizational strengths and weaknesses 

• The detailed assessment 
of the six KPAs for Level 2 
appears on the following 
pages* 

• The rating scale used is as 
follows: 

,.. N - Not Done 
,.. P - Partial 
,.. S - Satisfactory 
,.. C - Full Compliance 

--..- -- --- ----- -- ~ ---- ------- ---_ _..._,_ 

SEI definition 
ofKPA 

Deacrlotlon: The purpose of\ lqulrements Management Is to $stablish a common undorslandlng 
between the customer and"-" prOjact team of the custcmet's roqulroments that iMH be 
addrossed by the project te-

Evaluall<>n: PARTIAL 

~ .. ,11ny1Ly, ,,11;·-""-'' ···T"r·s·"W'' 

~~~~u~llll~~t!llE,: ···~···~ jF~¥lii~~,O'lfl\I 

* Level three through five appear in Appendix A 
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Requirements Management - Level 2 KPA 

Description: The purpose of Requirements Management is to establish a common 
understanding between the customer and the project team of the customer's 
requirements that will be addressed by the project team 

Evaluation: PARTIAL 

System requirements are controlled to establish a baseline for project and I I • 
management use 
Software plans, products, and activities are kept consistent with system I • 
requirements 
Projects follow written organization policy for managing requirements I • 
Measurements are made and used to determine the status of activities for I • 
managing requirements 

¥~}11f'"fl ,,, __ ,_, ... - -h-., - • ..---,~--" --o------ --L 
v Functional Leads assigned responsibility for 

requirements definition 
v Work requests are entered into various 

backlog systems and are periodically 
prioritized 

------- --- ------ -- - ---- ------ ---_ _..._,,_ 

v No clear or shared understanding of what 
should be in a requirements document 

v Requirements lack testability 
v Accountability for quality of requirements 

varies by area 
v No change control for requirements 

N • 
p • 
s . 
c . 

Not Done 
Partial 
Satisfactory 

Appendix C. 12 
Full Compliance 
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Software Project Planning - Level 2 KPA 

Description: The purpose of Software Project Planning is to establish reasonable plans 
for performing and managing the project 

Evaluation: PARTIAL 

wsri~i 
Software estimates are documented for use in planning/tracking the project 
Software project activities and commitments are planned and documented 
Affected groups/individuals agree to their project-related commitments I • 
A project manager is designated & responsible for negotiating commitments I I • 
and developing the project's software development plan 
The project follows a written organizational policy for project planning I • 
Measurements are made and used to determine planning activity status I • 

"Recent appointment of an NMS Program 
Manager 

" COTRs are assigned to subcontract 
efforts 

----··~--~-~---. --...- -- --- ----- -- -. ----- ------ ---_ _..._,_ 

"Few disciplines associated with project 
planning 

v No standards for estimating 
"Commitments made before project plans 

are in place 
"Cross-project planning is ineffective 

N • Not Done 
P - Partial 
S • Satisfactory 

Appendix C • 13 
C • Full Compliance 
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Software Project Tracking and Oversight - Level 2 KPA 

Description: The purpose of Software Project Tracking and Oversight is to provide 
adequate visibility into actual progress so that management can take effective actions 
when the project's performance deviates significantly from plans 

Evaluation: PARTIAL 

Actual results and performance are tracked against the software plans 
Corrective actions are taken/managed when results deviate significantly 
Changes to commitments are agreed to by affected groups/individuals 
A project manager is designated to be responsible for the activities/results 
The project follows a written organizational policy for project management 
Measurements are made and used to determine the status of software 
tracking and oversight 

• • 
• • 
• • 

-.tCOTRs are assigned to subcontract efforts -.t All facets of project tracking need attention: 

------- -- --- ----- -- -. ---- ------ ---_ _..._,_ 

• Project size, effort, cost, schedule, etc. 
• Plans, revisions, and change impacts 
• Intergroup commitments 
·Tools and methods to support tracking 
- Project management disciplines 

Appendix C. 14 

N - Not Done 
P • Partial 
S · Satisfactory 
C • Full Compliance 
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Software [Sub]contract Management - Level 2 KPA 

Description: The purpose of Software Subcontract Management is to select qualified 
software subcontractors and manage them effectively 

Evaluation: PARTIAL 

The project selects qualified software subcontractors I I • 
The project and subcontractors agree to their commitments to each other I I • 
The project and subcontractors maintain ongoing communications I I • 
The project tracks actual results and performance against commitments I I • 
A written organizational policy for managing subcontracts is followed I I • 
A subcontract manager is designated and responsible for the subcontract I I • 
Measurements are made and used to determine subcontract activity status I • 

v SOAP has been proposed as an 
organization standard 

vCOTR is designated contract interface 
v Collocation of contractor personnel 

----- -- --.. ------ -. ---- ------ ---_ _.._,_ 

v No organizational policy 
v Current contracts are level of effort vs. 

performance based 

Appendix C. 15 

N • Not Done 
P • Partial 
S • Satisfactory 
C • Full Compliance 
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Software Quality Assurance - Level 2 KPA 

Description: The purpose of Software Quality Assurance (SQA) is to provide 
management with the appropriate visibility into the processes being used and the 
products being built by the project 

Evaluation: PARTIAL 

Software quality assurance activities are planned l I • 
Adherence of products and activities to applicable standards, procedures, l • 
and requirements is verified objectively 
Affected groups/individuals are informed of SQA activities and results I I • 
Issues that cannot be resolved in the project are addressed by senior mgt. I I • 
The project follows a written organizational policy for implementing SQA I • 
Measurements are made and used to determine cost/status of SQA activity I • 

v Existence of QA Testing Group 

--...- -- --- ----- -- - ---- ------ ---_ __..._' -

v No SQA function 
v SQA project activities are not being 

performed 
vY2K standards ignored 

Appendix c · 16 

N • Not Done 
P • Partial 
S • Satisfactory 
C • Full Compliance 
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Software Configuration Management - Level 2 KPA 

Description: The purpose of Software Configuration Management (SCM) is to establish 
and maintain the integrity of products throughout the project's life cycle 

Evaluation: PARTIAL 

Software configuration management activities are planned 
Selected software work products are identified, controlled, and available • 
Changes to identified software work products are controlled • 
Affected groups/individuals are informed of the status/content of baselines • 
The project follows a written organizational policy for implementing SCM • 
Measurements are made and used to determine status of SCM activities • 

.,, A designated configuration group is 
responsible for migration of source and 
executables from test to QA to production 

.,, CCC Harvest is used as a library control tool 

-------.. ----·----- ___ ., _______ ··-----· --~-------..--- --- ----- -- - ---- ------ ---_ _.._,_ 

v Not all production objects are under 
configuration control, e.g., data base, 
documentation 

Y'Version control remains a manual process in 
many areas 

.,, Instances of inconsistency between source 
and executables and missing source code 

N • 
p -
s . 
c 

Not Done 
Partial 
Satisfactory 

Appendix C • 17 
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Another tool used during the ADE Study is the IBM 
Information Technology Process Model (ITPM), 
consisting of 8 major IT process groups 

--...--- --- ---.-- -- -. ---- ------ ---_ _.._,_ 

Deploy 
Solutions 

Provide 
Enterprise IT 
Management 

System 

Deliver 
Operational 

Services 

Appendix c • 18 



~33 

The ITPM consists of 41 processes that further define 
IT responsibilities 

---- -- --- ------ -- - ---- ------ --------·-

ReaU:zt So!utlona 
,. Understand Solution Requirements 
.. Design SOiutions 
,. Construct and Integrate Solutions 
,. Test Solutions 
.. Gain Customer Acceptance and 

Certification 

Appendbc C • 19 

Proytde IT Management System 
.. Establish IT Management System 

Framework 
.. Plan IT Management Syslem 
.. Evaluate IT Management System 

Manage Assets and Infrastructure 
.. Manage IT Finance 
• Prooure Services and Components 
.. Price Offerings and Administer Customer 

Contracts 
•Menage IT Inventory and Assets 
•Manage Security 
•Manage Human Resources 
•Manage Skills Portfolio 

Support Services & Solutlong 
• Melnfaln Configuration Information 
•Manage Avellablllty 
•Manage Faclll!les Supporting IT 
•Manage Backup and Recovery 
•Manage IT Continuity 
•Manage Perl<lrmance and Capacity 
.-Manage Problems 

Qellvtr S!!l'l/ICes 
•Enable Service Delivery Requirements 
.. Match Resources to Commitments 
.. Perform Services 
•Sustain Service Delivery CapabHlty 
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Application Development (AD) processes comprise 18 
of the 41 processes in the ITPM and provide a detailed 
view into the development organization 

""M"""'*'"•V.M 
•E1~fl'WiM 

H:g=~= 
•J\ln!Y~& W•,..llWl<tt 
•t'lfk.otfl'~t 
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•Tu1&Dl.in 
•0P\~tf~l"1 

ef; ': .,., 
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.. ..,., .... ~.u.t'lllOfl'lltrl 

~~-""*"ti•• Ct>trQ• 
·~o.~ .. 
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The 18 application development processes from the 
ITPM were used as an additional confirmation of the 
results of the CMM analysis 

r _ -1 ___ J 3_ ... _J--4= I s I 
. 

~t 
. 

-0 • -0 
$ ~ {.) 

~ I 0 (!) ::i - c ::i:: (tl ·- " g la c :;:; . 
. 3' p .Q ~ ' -0 J> 

•. . . 
Understand Customer Requlremenls • -
Admlnlsler AD Service Levels • ·--· Manage Customer Satisfaction • 
Establish AD Mgt. System Framework • 
Plan AD Management System • >---
Develop AD Strategy • 

Not Done: Not performed 
Ad Hoc: Sometimes performed 

Justffy AD Olfertngs and Projects • Conventional: Commonly understood 
Create and Manage AD Plan • Oulllned: Outputs & steps named and defined 

Define and Manage AD Projects • Supported: Methods, tools, and support staff 

Understand Solullon Requlremenls 
Engineered: Extensively documented 

• Adopted: Accepted as part of the culture 
-' -~-·· 

Design &>lutlons • Measured: Metrics defined and collected . 
Analyzed: Measurements used lo evaluate ADE Construct and Integrate Solutions • 

~Test Solutions • 
Optimizing: Continually Improving w/ measures 

Assure Quality and Gain User Acceptance ····"~ • . . 
Procure Services and Components • 
Manage AD Inventory and Assets (SCM) • ·--- ···-~------ _. __ c,_ 

Manage Human Resources • ... 
Manage Skills Protlle • ------ -'~·:-,~~---:--,,-·---.-• .-------..------· ----- --.-- '=--~· ~·· --- - ------- ------ --- -- ------- Appendix C , 21 
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Agenda 

• Assessment Background and Approach 

• Capability Maturity Model Assessment 

• Recommendations 

•Next Steps 

• Appendices 

--..--- --- ----- -- - ----- ------- ---_ _.._,_ 
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In addition to the CMM rating, ADE conclusio•~s and 
recommendations were developed 

Schedule; Costs; Productivity; 
Quality; Customer satisfaction; 

Staff morale 

Mission, Goals; Planning; 
Leadership; Communications; 
Expectations; Accountability; 

Physical environment 

.· Cultllre· Processes (methods, techniques) 
for project mgmt, development, and 

quality; Process adherence 
Measurement ·- ~--~ \Method 

- Ao·-·· 
logy 

Skill planning and acquisition; 
Process, technical, and 

management training/education; 
Experience 

--..- -- --- ----- -- - ---- ------ ---_ _.._,_ 

----~- ei'.citiei$>----~~ 

Skills ;..., .. :....: .. u TechnoJogy 
Hardware/Software strategies; 

Architectures; Tools; Evaluation, 

raanlzatlo 
justification, and introduction process 

Roles; Responsibilities; 
Resources; Support Services; 

Organizational structure; 
Relationships (customer, 1/T) 

Appendix C • 23 
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The ADE Assessment identified positive factors within the 
USAID NMS development organization that can be leveraged 
to enhance application development effectiveness 

l.,eadership 
• The NMS executive team recognizes that major problems exist and that there is a need for 

change 
•Recent appointment of key individuals (IRM Director, NMS Program Manager) is a positive 

step 
•Suspension of new NMS module development activities and initiation of the current 

assessment will help establish a firm development direction 

People Assets 
•The USAID organization is composed of dedicated, loyal, and conscientious people who 

are motivated by a passion for the Agency's mission and who have a desire to produce 
quality results 

Teamwork 
•Contractor communication has improved with consolidation into a single facility 
• USAID staff and contractors are beginning to function as a collaborative team 
• Users are actively engaged in the NMS development and deployment effort 

Beginnings of Future Discipline 
•A Change Control Board (CCB) and QA testing group have been introduced 
• There is an intent to move to performance-based contracts 
•The proposed SOAP process promises the beginning of a disciplined structure for software 

ordering and acquisition 

----- -- --- ---.-- -- -. ---- ------ ----~-.,- Appendix C • 24 



..?..if? 

The NMS leadership fails to provide consistent 
direction, leading to uncertainty, which impacts both 
morale and productivity 

•There are no published NMS organizational vision, mission, and goals to 
provide direction for development 

• The leadership has not provided the required understanding of NMS purpose 
or a definition of what constitutes its completion 

•Management does not function as a team (e.g., user and IRM have been in 
contention, there is an adversarial relationship between NMS and the Office of 
the IG) 

•Roles and responsibilities are not well defined and some employees are 
unsure of their reporting relationship 

• Job performance expectations are unclear 
• People are not held accountable for their results 
• There is not an effective decision making process to address issues and 

conflicts 
• There is a stated "intent" to implement various initiatives, but there are few 

substantive plans as vehicles for establishing commitments, coordinating 
efforts, and communicating progress 

• Quality is often compromised for schedule 

--..~-- --- ----- -- - ---- -- ---- ---_ _.._._ 
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The current NMS organization is fragmented and 
complex, discouraging accountability and inhibiting 
productivity 

• There are a number of strong, autonomous user organizations which continue to act 
independently (i.e., lead contractor development efforts). 

• IRM, the key technical organization, is viewed as not in the NMS mainstream 
• There is a lack of a single NMS development organization with clearly defined roles, 

responsibilities, and authorities 
• Distributed responsibilities have produced fragmented efforts and eroded accountability 

•The management structure is viewed 
as unstable and gives the appearance 
that there is no one in charge 

• Individuals have divided loyalties and 
are unsure of priorities 

• An NMS program manager has been 
recently appointed, but he has limited 
full time staff, and is viewed as a 
facilitator 

• There is a stated intent to consolidate 
the NMS task force into IRM, but the 
target organization is not clear and 
there is no published timetable 

--..- -- --- ---.-- -- - _ _,_ - ------ ---_ _.._,_ 
Appendix C • 26 



~/ 

Two aspects of the USAID culture, informality of communications and 
management by committee and consensus, inhibit timely, effective 
decision making and productivity for software engineering 

• Vertical communication is poor and the development staff views that they 
"exist in an information vacuum" 

•Information tends to be disseminated mainly through informal channels, 
e.g., private individual communications, incidental comments in 
meetings, and e-mail 

•Management by committee and consensus delays decisions, and 
reduces their content to the lowest common denominator of agreement 

•The staff views that they are in "perpetual wait mode" 

•Meetings are viewed as time consuming and ineffective because they 
rarely result in concrete decisions or with action plans and ownership 
established 

---- -- --- ----- -- -. ---- ------ -·-_ _..._,_ 
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The lack of a well defined project management process 
inhibits consistent delivery of applications on time and 
within budget 

•There is no project management process (work breakdown structure, 
estimating, scheduling, tracking, issue management, risk analysis and 
mitigation). What work is identified is of insufficient granularity to serve as 
the basis for meaningful estimates, identification of dependencies, and 
change impact analysis 

• Lack of formal project plans inhibits effective communication 
•Related work efforts proceed independently of each other, with poor 

identification and management of dependencies 
•Because efforts are not based on a life cycle model, resulting plans are often 

incomplete and responsibilities are unclear 
• Commitments are made in the absence of complete supporting plans 
• Management does not approve development plans or review project status 

on a periodic basis 
• Lack of task completion criteria and disciplined tracking of task 

completeness prevent reporting of accurate project status 
• Needed project management skills do not exist in the organization 
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The lack of a life cycle methodology prevents consistent 
development and maintenance of quality applications in 
a timely and efficient manner 

•There is a set of IRM "System Development Procedures 11
, but they are not 

followed rigorously or consistently 
•An effort to implement an Information Engineering life cycle methodology 

was begun, but not completed 
• Without a life cycle methodology there is not a clear definition of roles and 

responsibilities 

•Current process differences 
across individual NMS and 
contractor groups inhibit effective 
sharing of resource$, cross-area 
project coordination, and are a 
source of frustration to NMS 
developers and customers 

• Lack of formal documentation 
inhibits transfer of institutional 
knowledge 
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The lack of an effective requirements management 
process inhibits the timely identification of business 
needs 

•Requirements definition is done inconsistently and informally. There are 
no guidelines for what constitutes complete definition, and resulting 
requirements are not testable 

•Requirements are developed on an individual area basis (AWACS, A&A, 
Budget, OPS) and cross-area dependencies are often not well addressed 

•Detailed "requirements" are often created by contractors during 
specification development 

• The inability to define timely complete requirements precludes 
development of accurate estimates, invites continuous scope change and 
rework, and leads to continuous redevelopment 

• There is often a lack of knowledge about how systems integrate and 
interface 

• There is not an effective process for defining the subsystem requirements 
of USAID Missions leading to delivery of solutions which do not meet 
their needs 

• Functional Leads lack necessary requirements analysis and definition 
skills 

·-----~ -··--·"'·--------~---~--~-· ----- -------...--- --- -- --.-- -- -. ---- ------ ---_ _.._._ 
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Lack of a comprehensive and rigorous Software Configuration 
Management process in a high-volume change environment introduces 
production and control problems and places software assets at risk 

• There is no baseline for production objects 
•Software source and executables have recently been 

placed under configuration management, but there is 
no plan for addressing other objects (e.g., data model 
changes, test scripts, Impromptu reports/queries) 
under CM, or to provide coordination with ongoing 
hardware and network changes 

•There are known instances of missing production 
source, and mismatches between production source 
and executables 

• Over the past year, a new release of NMS has been 
produced every 4.4 days 

• A Change Control Board (CCB) has been put in place, 
but approvals for production changes are determined 
by vote vs. objective criteria 

• The CCB may approve known problems, partially 
tested, and untested function for production in an effort 
to prevent holdup of other tested high priority function 
or "showstoppers" 

• CCB decisions are recorded after the fact by e-mail 
and an assumption is made to their correctness unless 
specific objection is registered 

--..-. -- --- ----- -- -. ---- - - ----- ---_ _.._,_ 
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Testing lacks appropriate rigor, consistency, and 
focus, resulting in errors, rework, and reduced 
customer satisfaction 

• The view of testing as a cross-life 
cycle activity is not prevalent within 
the organization 

• Reviews, in3pections, and 
walkthroughs (forms of static testing) 
are rarely done 

• The degree to which test plans, test 
scripts, and test cases are employed 
varies widely 

•Integration and QA testing efforts are 
performed by contractors. Formal 
exit criteria do not exist. Test reports 
are no longer prepared 

• Functional Leads may participate in 
test and informally "approve" results 

• Little regression testing is done 
• Schedule pressures often leave 

insufficient time for effective testing 

------ --- ------- -- - ---- ------ ---_ _.._,_ 
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The current contracting approach inhibits achievement 
of consistent quality and pr,oductivity 

• USAID, functioning as the NMS prime-contractor, has no consistent subcontract 
management process and has used level of effort (LOE) contracts to acquire 
needed staff 

• Current LOE contracts, not having defined deliverables and acceptance criteria, 
are not consistent with the requirements of the NMS organization 

•Separate NMS organizations (e.g., IRM, FM) are responsible for managing 
various portions of individual contracts 

• There is no consistent contractor management or oversight process 
• The proposed SOAP process has not been fully deployed across NMS 
• Users directing contractor work do not have sufficient technical skills to 

effectively manage development efforts 
• IRM retains the contractor budgets but does not direct the work 
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The lack of a measurements program in the NMS application 
development environment is inhibiting fact-based decision 
making, direction setting, and communication 

• Measurements are not being used as the basis for decision making 

• Measurements are not effectively serving as a management 
communication vehicle 

•A baseline for process improvement does not exist 

• Process areas needing attention cannot be readily identified 

•The progress of process improvement efforts cannot be evaluated 

• Problem management is not serving as a defect prevention vehicle 

--..--- --- ------- -- - ---- ------ ---_ _.._,_ 
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Achieving significant process improvement will require 
enhancement of both IRM and user skills 

•Turnover in the organization, e.g., reassignment of foreign service staff, 
resignation of contractors, reassignment of USAID staff, and periodic 
political reappointments contribute to loss of institutional system 
knowledge 

• There is a need for improved technical, process development, contract 
management skills, and knowledge of NMS and its interfaces with legacy 
systems 

•Few members of the NMS development staff or customer community 
have worked in a process-driven environment 

--...- --- --- ----- -- - ---- ------ ---_ _.._,_ 
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Establish an effective and sustaining leadership 
environment to provide the foundation for continuing 
application development process improvement 

• Conduct a facilitated AD strategy and planning session to 
identify NMS vision, mission, goals, objectives, and strategies, 
and team building for the future 

• Cultivate improved vertical communications by disseminating 
key information and initiating programs which encourage the 
sharing of views and information (round tables, skip-level 
interviews, periodic opinion surveys, etc.) 

•Institute an NMS policy that governs how application 
development commitments to customers are made and 
measured 

--...- -- --- ----- -- -. ---- ------ ---_ _..._,_ 
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Simplify and streamline the NMS development organization structure to 

focus management attention, clarify reporting chains, eliminate divided 

loyalties, and strengthen accountability 

•Provide the necessary funding, dedicated staffing, and technical and 

administrative infrastructure support for the organization 

• Designate an individual with appropriate responsibility and authority to 

head the organization 

------- --- ----- -- -. ---- ------ ---_ _..._,,_ 
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Implement a project management process that will 
increase development predictability and lower project 
risk, contributing to improved customer satisfaction 
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• Implement a common project management process using 
industry standard techniques as a base and supplement 
with selected USAID techniques 

•Define project management principles, objectives, and 
standards to provide an anchor point for the 
implementation 

• Establish a project office to provide administrative support, 
coordinate status reporting, and consolidate measurements 

•Create project manager positions and job descriptions 

• Provide appropriate training for project managers 

• Select and implement a standard supporting project 
management tool 

• Ensure that formal project management responsibility is 
established for each and every work effort 
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Retain contractors as the vehicle for continued NMS 
development and maintenance, and implement an effective 
subcontract management process 

• Identify and select a single NMS prime contractor and initiate a 
strategy to cultivate a long-term relationship with this organization 

•Initiate performance based contracts with measurable 
deliverables, acceptance criteria, performance penalties and 
incentives, and appropriate oversight 

• Require that all contractors commit to engage in programs of 
continuous improvement and to achieve acceptable CMM levels 
on acceptable timetables 

•Acquire and/or develop the necessary skills for the technical 
management of performance based contracts 
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Establish a life cycle methodology as the foundation for implementing 
repeatable processes and for the development, acquisition, and 
maintenance of quality applications 

• Identify, evaluate, select, and acquire an appropriate life cycle methodology 
for USAID 

•Evaluate, select, customize, and pilot appropriate paths 

• Develop guidelines for path use 

• Develop a methodology roll-out 
plan including just-in-time 
education 

• Define, communicate and 
commit the NMS development 
and user roles and 
responsibilities within the 
application development 
process 

------- --- ----- -- ~ ---- .. - ----..,/'""::. - --,,..,u---- _ _.. - ' -
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Develop and implement a consistent NMS requirements process which 
yields timely, complete requirements for needed functionality and which 
can serve as a testable base for performance-based contracts 

• Develop a consistent NMS process 
and deploy it across all user areas 

• Supplement existing staff with 
experienced requirements analysts 

•Provide necessary education and 
mentoring of staff on requirements 
analysis and definition 

• Develop and document 
requirements at a testable level of 
detail and begin using them as the 
basis of acceptance testing in 
performance based contracts 

• Don't begin a development effort 
without a defined requirement 

----- -- --- --- .... - -- -. ---- -- ----- ---_ _..._,_ 
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Establish a process for full life cycle testing including 
plans, activities, and organizational standards 

• Define and reach agreement on 
all phases of testing 

• Define organizational structure 
and responsibilities for testing 

• Define the entry and exit criteria 
for all phases of testing 

• Determine the infrastructure 
requirements: education, skills, 
organizational implications, 
support, tools, ownership 

• Define and document the 
implementation strategy and 
considerations 

• Adopt industry standard test 
terminology 

• Coordinate with life cycle 
methodology implementation 
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Strengthen Configuration Management as a tool to 
improve production system stability and quality 
• Add a technical Configuration 

Management focus to the Change 
Control Board (CCB} 

• Complete implementation of the current 
plan to establish consistency of 
production source and executables 

• Develop and implement a plan to bring 
all production level objects under 
rigorous Configuration Management 

• Increase the release period from weekly 
to monthly/quarterly in order to reduce 
the change impact to the field, increase 
system quality, and increase 
development productivity 

• Develop, implement, and adhere to 
formalized, objective criteria for 
determining what is approved by the 
CCB 

• Implement additional discipline in CCB 
meetings and require formal approvals 
for decisions 

--..--- --- ----- -- - ---- ------ ---_ _.._,_ 
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Leverage Software Quality Assurance (SQA) concepts 
to achieve effective pr1ocess implementation and 
deliver high quality products 

• Charter an SQA organization responsible for providing full life cycle quality 
assurance activities across products and processes 

• Develop and communicate to the full staff a quality policy and associated SQA 
charter, roles, responsibilities, goals, and plans 

• Through participation in the full life cycle of projects, integrate the SQA efforts 
into the development and acquisition process 

• Establish periodic review and reporting of SQA activities to project teams, 
project managers, and management 

• Address compliance issues through a documented escalation procedure 
• Measure, evaluate, and improve the SQA process via normal Software 

Engineering Process Group activities 
"c 
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Define a set of application development and acquisition 
measurements to facilitate fact-based understanding, 
decision making, and action 

AC COMP LI 
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STRATEGIES 

PLANNING MODEL 

~SibN 
0,'/ 

Mi$sllJN 

ACHte.v= I Of:JJ~¢TIVE.$ 

OOA!.S 1... 1 
MEANSf"6 

IMPLEMEN't ~~NT AD Measurement Categories 

Category Areas Addressed 

Productivity Pertains to the rate of software delivery 
and the ability to support Installed 
software 

Quality Pertains to the technical quality of 
software, how wall business needs are 
met, and the effectiveness of the 
software process 

Commitment Pertains to the organization's ablllly to 
meet schedule and cost commitments 

Cost Pertains to the cost of soflware dellvery 
and sunport 

Re1ponalven88e Pertains lo lhe llmeltness of sollware 
delivery and support 

Satlalaclfon Pertains to the organlza!lon's ability to 
achieve sallsfacllon from va~ous 
stakeholder groups (customers, 
employees ..• ) 

... 
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Establish a clear charter for key infrastructure support 
functions within the NMS development organization 

Project Office 
- Project status reporting 
- Measurement data collection 

Quality Assurance 
- Quality process ownership 
- Process enforcement 

- Project manager 
administrative support 

- Project management tool 
support and mentoring 

INFRASTRUCTURE 
FUNCTIONS 

- Cross-functional peer reviews 
- Process measurements 

Software Engineering Process 
Group (SEPG) 

-Process implementation and ownership 
- Methodology Implementation 
- Process/methods education and 

training 
- Process consultation and mentoring 

Acquisition and Technology Support 
-Technology plan 
- Development and delivery platform 

architecture 
- Package selection and support 
-Coordination of technical and administrative 

competency centers (requirements, 
testing, acceptance, etc.) 
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Develop and implement a skills management strategy that 
will prepare NMS development personnel for the future 
technology-driven and process-driven environment 

Measurements 

• Set objectives and 
strategies 

•Define 
measurements 

• Evaluate results 

---- -- --- ----- -- -. ---- ------ ---_ _.._,_ 
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Organizations that have invested in process 
improvements over an extended period have realized 
dramatic results 

• For organizations that have invested in software process 
improvement for 3 or more years: 

..,. ROI is about 7: 1 

..,. Average gain in productivity is 37°/o per year 

.... 18o/o gain each year in proportion of defects found in pretest 

.... 19°k average reduction in time to market 

..,. 45°/o average reduction in field error reports per year 

• In addition to these quantified gains, intangible benefits have 
also been reported: 

..,. Improved employee morale 

.... Fewer overtime hours 

.... More stable work environment 

.... Lower turnover of staff 

.... Improved communication 

.... Improved quality as reported by customers 

Source: "The Capability Maturity Model Guidelines for Improving the Software Process", 1995 
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Our recommendations lead to the next phase of the 
ADE process improvement cycle - Target Definition 
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Organization Process Focus - Level 3 KPA 
Description: The purpose of the Organization Process Focus is to establish the 

organizational responsibility for software process activities that improve the 
organization's overall software process capability 

Evaluation: PARTIAL 

'·"'8' '1"''0:''\1".~'' l~4~,~i ~~JS1~€i~J~; 
Process development and improvement activities are coordinated 
Strengths and weaknesses c_>f softwar~ processes are regularly assessed 
Process development and in:iprovemer:_t_activities are planned at org level 
Written policy exists for coordinating process development I improvement 

• 
• 
• 

• 

Sen~9r mgt. sponsors process de"._'~lopment and improvement • 
Senior mgt. ov~rsees process development and improvement • 
Me.~!lurements ~~l:l-~~ed to deterf'!li'!~.status of process activities • 

-v Recognition of need for action 
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Organizational Process Definition - Level 3 KPA 
Description: The purpose of Organizational Process Definition is to develop and maintain a 

usable set of processes that improve performance across projects, and 
provide a basis for cumulative, long-term benefits to the organization 

Evaluation: NOT DONE 

'f!E~"at•t~tlt1S1. ~~MW .. .llli2~. t~l!J! 
A standard organization software process is developed and maintained 
Information related to the use, by projects, of the.organizat,-io-n'::-s_s_ta_n-.,.da-r-:-d--11-.-+-1 -+1--+1--11 
software process is collected, reviewed and made available 
The organization follows a written policy for develo-p-in_g_a_n_d_m_a_i-nt-a-in-in_g_a---111--e--+l ---11---+-l ---ii 
standard software process 
Measurements are made and used to determine status of the organization's I • 
standard software process definition activities 

,.11,,,~1W~~\i~C:c;;·,;·;~; •V·. >\i'<i)\i 
' ,. ,_;l:i'', ,.'. •• ;.t~~;\~~;:,1~::f%'.t~l~:~i~~) 

:i:~l!jl ~.. -.-...i.:~.1:~-..;;w~:"'"'-'·•h':1>>..w':•:t• 

- J 

------- --- ----- -- -. ----- ------- ---_ _..._,_ 
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N • 
p • 
s . 
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Not Done 
Partial 
Satisfactory 
Full Compliance 
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Training Program - Level 3 KPA 
Description: The purpose of the Training Program is to develop the skills and knowledge 

of individuals so they can perform their roles effectively and efficiently. A 
Training Program involves an organizational function that identifies the 
training needed by the organization, projects, and individuals, and then 
develops or procures training to address the identified needs 

Evaluation: PARTIAL 

••~$v:fl•nt 11' mm '· ,,,,, M) ~' ~l\11L .I -
Training activities are planned I I • 
Training for performing software managerial and technical roles is provided • 
lndividu~ls in the organization receive the training they need • 
The orQ~.!:l!~,ation follows a written policy for meeting its training needs • 
Measurements are made and used to gauge the status of the training pgm. • 
Measurements are made and used to gauge the quality of the training pgm. I • 

--..--- --- ----- -- -. ---- ------ ---_ _..._,_ 

.,, Lack of in-depth knowledge inhibits training 
in systems and interfaces 

.,, No program for ongoing skills enhancement 
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N • 
p • 
s . 
c . 

Not Done 
Partial 
Satisfactory 
Full Compliance 
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Integrated Software Management - Level 3 KPA 
Description: The purpose of Integrated Software Management is to integrate 

development and management activities into a coherent, defined software 
process that is tailored from the organization's standard software process 

Evaluation: NOT DONE 

The project's defined process is a tailored version of the organization's I • 
standard software process 
The project is planned/managed according to its define~d software process I • I I I I 
The project follows a written organizational policy requiring planning and I • 
management using the organization's standard process 
Measurements are made and used to determine-~e-~ff-e-ct-iv_e_n-es_s_o_f-th-e---.i...1 -.--+1--11----1-1--"I 
integrated software. management a~tivities 

--...--- --- ----- -- ~ ---- ------ -·-_ _.._,,_ 

v Managers/staff have little understanding of 
methodology/process or the benefits 

v With high date-driven pressure and without 
management support and encouragement, 
most groups have not attempted to 
introduce process disciplines 

N • Not Done 
P • Partial 
S • Satisfactory 

Appendix C • 57 
C - Full Compliance 
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Software Product Engineering - Level 3 KPA 
Description: The purpose of Software Product Engineering is to consistently perform a . . . 

well-defined development process that integrates all activities required to 
produce correct, consistent products, effectively and efficiently 

Evaluation: PARTIAL 

"""""'hl!IS'"·• ".···.•ts.· .• '!''" ';t:lS''lJ :;·. J!Jii ~l~i·~; ;~;~~;: , ,1J~ftt '.,_:4:,.-rffft, J!klJ-<.vJili' 

Development tasks are defined, integrated and consistently performed • 
Software work products are kept consistent with each other • 
The project follows a written organizational policy for development • 
Measurements are made and used to determine the functionality and 
quality of software products 

• 
Measurements are made and used to determine the status of development 
activities 

• 

--..- -- --- ----- -- -. ---- ------ ---_ _.._,_ 

•1~~U:~l~~u~-~~;~~~~~l~S};:,:~ 
$l9,\\i!fS~!.1!i,Aitff-.,J,'9,f'l'i;J1',<'rl%;!r;~., 

"With high date-driven pressure and without 
management support and encouragement, 
most groups have not attempted to 
introduce process disciplines 
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N - Not Done 
P - Partial 
S - Satisfactory 
C - Full Compliance 
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Intergroup Coordination - Level 3 KPA 
Description: The purpose of Intergroup Coordination is to establish a means for project 

teams and development groups to participate actively with other teams and 
groups so that the project is better able to satisfy customer needs 
effectively and efficiently 

Evaluation: PARTIAL 

~~·~t: f~~~: i'~;Z!i Uff!~~ 
fJ,;, •. ~~1"~1· ~~f'Jf,(i"1::r dt:~~~~ ~ 4; ..... ,~~Jt' 

I I : I I I 
Intergroup issues are identified, tracked~ a_nd resolved • 
Written policy exists for establishing cross-organizational teams • - -
Measurements are used to determine the status of 1-1• activities • 

--..--- --- ----- -.. -. ---- -.... ---- ---_ _...._._ 

v Current channels of communication for end 
user requirements are not effective 

. _____________________ ___, 
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N • 
p • 
s . 
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Not Done 
Partial 
Satisfactory 
Full Compliance 
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Peer Reviews - Level 3 KPA 
Description: The purpose of Peer Reviews is to remove defects from the software work 

products early and efficiently. An important corollary effect is to develop a 
better understanding of the software work products and of defects that 
might be prevented 

Evaluation: PARTIAL 

,;\i11ul'li'ft:f1Mn·. .•~.•,t;y.•.l>""•l>W,.J1:'--4:,,·u~-o;,,,·!,:11;)""~ .. 
Peer review activities are planned 
Defects in the software work products are identified and removed 

The project follows a written organizational policy for performing peer 
reviews 
Measurements are made and used to determine the status of peer review 
activities 

• 
• 

• 
• 

fit!~/{ :~~·iS~; w .. "~t" J ,:,~U':\')-
9f\t·w1f?i-1: :~"'*' .· ,,;;rr.t 

II&. ~illitilJ·§' ·111.,ft<;•:1.1.; .• <:·0.1:1c.·1S.[~.'.~'lii1iiif. \j~ if.,·: .. ~~~%'1:?1 •. ·'''.'.·*' ~. ·"~· II!· ""'~'121JIM.i!1il;ll'~ll14!il''% ' lill!'i~.1r1.{!.it.~:;1.w1.'·'.·.1·i' • f111e1, -- 1, SJ~;Q,1f1rrivt\1-·.-r;t>_.;)\\:, iiwsrr" t·,- ·Mii{b:>~ • /Ma· ,}yv""ea.n;ne {)' r:/K:1/:t,;:-,.-,,,,_,_11.:-; 
_, ,,., t,::.,n .,J., .,, ·, 1,w , •.... Su\,_,t,,,i,,,~"';.,.h,-,~- si::M<- .:d_;ci,·>-~»,~>1;/J,-h,"'>l'h ~ ~~~«"1%. , __ ,.."" ,,.1,J.j,,,,,_,, ''"'"''"' .,,,~,. "''"''"''"''"'. f,~~,,,,,~cr,TI"'~\ «Vilt 

------ --- ----- -- -. ---- -- ---- ---_ _..._, -
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N • Not Done 
P • Partial 
S - Satisfactory 
C - Full Compliance 
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Quantitative Process Management - Level 4 KPA 
Description: The purpose of Quantitative Process Management is to control the process . . . 

performance of the organization quantitatively. Software process 
performance represents the actual results achieved from fallowing a 
software process 

Evaluation: NOT DONE 

;.;.:>' 

The quantitativ~ process management actiyities are planned • 
The performance of the software process i.s controlled quantitatively • 
The process capability of the organization's standard software process is • 
known in quantitative terms 
The organization follows a written policy for measuring and controlling the I • 
software process, as well as analyzing process capability 
Measurements are made and used to determine-th_e_s-ta""'t-us-of_t_h_e_a-ct-iv-it-ie-s--+!-.-+-j --+j--+-1 --11 
for guantitati~J>rocess managem13nt -------·---~-_ .. ___________ ,_____, _ _._ _ _,___. 

------ --- ----- -- -. ---- ------ ---_ _..._,_ 

v Measurement data are not used to make 
decisions or improve process 
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N • Not Done 
P • Partial 
S • Satisfactory 
C • Full Compliance 
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Software Quality Management - Level 4 KPA 
Description: The purpose of Software Quality Management is to develop a quantitative 

understanding of the quality of software products and achieve specific 
quality goals 

Evaluation: PARTIAL 
iii 

~II i~i!?F!~!~mm,~~~li~!~ 
Software quality management activities are planned I I • 
Measurable goals for software product quality and their priorities are defined I • 

Actua! progress towar~ achieving quality goals is quantified and managed • 
The organization follows a written policy for managing software quality • 
Measurements are made and used to determine the status of the software I • 
quality ~anagement activities _ .. 

--...- .-- --- ----- -- -. ---- ------ ---_ _.._,_ 

...r Quality data are not used to make decisions 
or improve products 

__________ , --~~--~--------------------~ 
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N -
p -
s -
c -

Not Done 
Partial 
Satisfactory 
Full Compliance 
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Defect Prevention - Level 5 KPA 
Description: The purpose of Defect Prevention is to identify the causes of defects and 

prevent them from recurring 

Evaluation: NOT DONE 
,~rH;~ 

&~$l?,~ 
Defect prevention activities are planned I • 
Common causes of defects are sought out and identified I • 
Common causes of defects are prioritized and systematically eliminated I • 
The organization follows a written policy for defect prevention activities • 
The pr?ject follows a written _c>!~anizational policyfor defect prevention • 
Measurements are made and used to determine the status of the defect • 
prevention activities 

-r Multiple approaches to problem 
management 

-r Problem management is not exploited for 
defect prevention potential 

__ ,,,_~--------------------~ 
------- --- -- ---- -- ~ ---- ------ ---_ _.._,_ 
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N • Not Done 
P • Partial 
S • Satisfactory 
C • Full Compliance 
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Technology Change Management - Level 5 KPA 
Description: The purpose of Technology Change Management is to identify new . . . . ' 

technologies (i.e., tools, methods, and processes) and to implement them 
in the organization in an orderly manner 

Evaluation: PARTIAL 

Incorporation of technology changes is planned I j • 
New technologies are evaluated for effect on quality and productivity • 
Appropriate new technologies are implemented across the organization I I • 
The organization follows a written policy for improving technology capability I • 
Senior management sponsors and oversees technology change mgmnt. I • 
Measurements are made and used to determine the status of the I • 

. organization's ~ctivities for technolog}'~()hange mana __ g=-e_m_e_n_t _____ _,'----'---'---'-----' 

---..--- --- ----- -- -. ----- ------ ---_ _..._,_ 
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N • Not Done 
P • Partial 
S • Satisfactory 
C • Full Compliance 



~7/ 

Process Change Management - Level 5 KPA 
Descri12tion: The purpose of Process Change Management is to continually improve the 

' ' ' 

software processes used in the organization with the intent of improving 
software quality, increasing productivity, and decreasing the cycle time for 
product development 

Evaluation: PARTIAL 

Continuous process improvement is ~-~la_n_n_e_d ___________ --1--+--1---1---1 

Participation in process improvement activities is organization-wide • 
The organization's standard process and the project's defined process are • 
improved continuously 
A written policy for implem~nting P~'?cess improvements is followed • 
Sen!~~-management sponsors activities for process improvement • 
.Measurements are_mad_Ei_ll., used to determine process improvement status • 

------ --- ----- -- - ----- -- -~-- ---_ _,..._. -
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N • Not Done 
P • Partial 
S • Satisfactory 
C - Full Compliance 
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ITPM AD Process Framework Definitions 

Understand Customer Requirements 
(Market Research) 

Market analysis and evaluation of customer requests for additional and/or new solutions/products 

Administer AD Service Levels (Problem 
Turnaround by Severity) 

Negotiations for service level agreements and response criteria for problems by severity level 

Determination o(customer satisfaction with AD function, products and processes Manage Customer Satisfaction 
Establish AD Management System 
Framework(Methodology/Measurements) 

Determine the framework for managing the AD function. Includes definl!lon of roles and responslbllilles and 
communication of overall management system and approaches. Measurements as means of communicating 
areas of focus and evaluating performance again 

Plan AD Management System (Project Selection of project management techniques and definition of policies for senior management oversight and 
Management and Oversight Policies) Involvement In projects 
Develop AD Strategy (AD Effectiveness Defining ancfo7o,_c_u:.._m_e-nt""ln-g-;t:-he_m_a.,.jo-r-=g-oa-:ls-of""'t""'h-e-::A-::D:-o-r-ga-n'"'lz-a""t1c-on-a-nd.,..,-ho-w=th_e_y_w-.:ll:-I c-o-n""tri"'b-u""te-;t-o""th_e_e-n7te_rp_ri-:-s-e"'"'s-; 
Goals) business strategy 

·Justlly AD Offerings and Projects Validation ol current offerings and jus!ll!cat!on of new project activities 
(Markel/Portlollo Analysis) 
Create & Manage AD Plan (Product Plan) 

Deline & Manage AD Projects 
·y~ers!and Solution Requl_re--m-en-.ts-. 
Design Solutions 

Deflne overall AD product plan and schedule· basis for making resource allocation decisions reflecting 
priorities 

__ fl0Jeitmana2ament process I 
I Confirmation and.agreement on requirements for the AD solution, enhancement, or maintenance request 

Translation of requirements Into system solution designs, traceabl!lty to requirements, and solldlllcatlon of 
commitments 

Cori~L-ru_c_!_a-n-_d_l_n-te-g-ra-te-S-ol-ut-lo-_n__s ___ -__ ·~-+--Bi.illii systems solutions to meet system solution design specifications and Integrate Into deliverable units 

Test Solutions Verification and valldatlon that the solution being delivered meets the requirements and conforms lo the 

Assure Quality and Gain User 
Acceptance of Solutions 

specifications 
·----1-Vc7e-r·1ilcatlon of final solution by the user community and ongoing monitoring of the process to assure quality 

.. ProcureserVices ·andComponents Acqulslllon~()~Outslde,.resources, software, or hardware 
_Manage A~_!'!ventory and Assels (S~M) - _Ll~rarya~"!ij~!l~·~ .. a-r-!1_-_s-9_n_,l,..l9-u-ra_,!l~on_m_a_n-ag~e'"m-e-n-'-1-to-m-al_n_ta-in_a_n_a_c_c_u_ra-te_s_o_lt_w_a_re_l_n_ve-n-to_ry_a-nd-co_n_t-ro-l -ch_a_n_g_e-1 

Manage Human Resources Underiylng personnel management systems for the AD organization 

-Manage Sk,llls_f>:l'()flle ===~:::=~ :~:u -An_a_l~sls of__llkllls:~dequa!?'. and gaps as required to fulflll lhe AO plan 

--...--- --- ------ -- -. ---- ------ ---_ _..._,_ 
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Appendix D: 
NMS Program and Process Documentation 

11/28/97 A&A (Administration) Entity Relationship Diagram Mantech 

11/28/97 A&A (Formation) Entity Relationship Diagram Mantech 

11/28/97 A&A (Planning) Entity Relationship Diagram Man tech 

11/28/97 A&A (Support) Entity Relationship Diagram Mantech 

11/28/97 A&A SP (Request) Entity Relationship Diagram Man tech 

11/28/97 A&A SP (RFQ) Entity Relationship Diagram Man tech 

11/28/97 A&A SP (Award) Entity Relationship Diagram Man tech 

11/28/97' Budget ERD (Physical) Entity Relationship Diagram Mantech 

11/28/97 OPS ERD (Physical) Entity Relationship Diagram Man tech 

11/14/97 Independent Assessment of the NMS Deficiencies and Undesirable Mittetek Systems 
Practices 

11/13/97 FY98 Distribution to Strategic Objectives 

11/97 USAID NMS Independent Assessment - Findings and Mitretek Systems 
Recommendations 

10/30/97 NMS Program Structure (Draft) 

10/22197 NMS Stop Work Memo Unknown 

10/1/97 New Management System (NMS) Functionality, Version 4 

10/97 USAID Year 2000 Compliance Assessment and Recommended Mitretek Systems 
Strategy 

9/30/97 Audit of the Status of USAID's New Management System (NMS) - USAIDOIG 
Report No. A-000-97-010-P 

9/30/97 Audit of the Internal Controls for the Operational New Management USAIDOIG 
System - Report No. A-000-97-009-P 

9/30/97 Audit of USAID's Compliance With Federal Computer System USAIDOIG 
Security Requirements - Report No. A-000-97-008-P 

9/16/97 NMS Phone List (SBU) - (Draft) 

9/9/97 The Federal Financial Management Improvement Act of 1996 - OMB 
Implementation Guidance for CFOs and !Gs 

8/29/97 AWACS JFMIP Requirements Assessment & Compliance Report I IMC Inc. 
(note: separately bound) 

8/29/97 A&A Business Area Development Group Listing I Mantech 

8/29197 AWACS Business Area Development Group Listing Mantech 

8/29/97 Budget Business Area Development Group Listing Mantech 

8/29/97 Operations Business Area Development Group Listing Man tech 

8/29/97 NMS Applications Development Group Listing Mantech 

USAID NMS Analysis Report Appendix D: NMS Program Documentation • 1 



8/29197 

7/24197 

7/11197 

7/97 

5197 

4/28197 

4114197 

3/31197 

3197 

2124197 

01113197 

1997 

1997 

1212196-1219/96 

9/27196 

9127196 

7/11196 

3126196 

218196 

10125195 

10/16195 

10/95 

6/15195 

3117/95 

1995 

10/24!94 

8194 

Configuration ManagemenUQualily Assurance Development Group Mantech 
Listing 

Software Order Administration Process Manual Unknown 

Audit of USAID's Efforts to Resolve the Year 2000 Problem - Report USAID OJG 
No. A-000-97-005-P 

AWACS General Ledger Operations Guide - Accounts Receivable - IMC Inc. 
Volume 3A (note: separately bound) 

AWACS General Ledger Operations Guide -Accounts Payable - IMC Inc. 
Volume 2 (note: separately bound) 

Draft Summary of NMS Questionnaires 

Memorandum - Fiscal Year 1999 Bureau Budget Guidance 

Auart of the Worldwide Deployment of the New Management System 
(NMS) - Report No. A-000-97-004-P 

AWACS General Ledger Operations Guide - Funds Management
Volume 1 (note: separately bound) 

Reports on USAID's Financial Slatemenls, Internal Controls, and 
Compliance for FISCBI Year 1996 - Report No. 0-000-96-001-C 

Procedures for Testing NMS 

Capital Programming Guide, Version 1.0 

Presidential Directive on Electronic Commerce 

NMS Response Time Investigation 

Interim Report on the Cost of USAID's New Management System -
Report No. A-()00.96-002-S 

Interim Report on the Slatus of USAID's New Management System -
Report No. A-000-96-001-S 

Audit of the Controls Over the Quality of Financial Management Data 
- Report No. 9-000-96-005 

NMS Common Tables Handbook - Release 1.0 (Draft) 

OMB Circular A-130, Appendix Ill, "Securily of Federal Automated 
Information Systems" 

Budget System Design Document (Draft) 

Foreign Affairs Manual Volume 12 Chapter 500 "Information Security" 

Final Report to the Business Area Analysis Team for operations re
engineering 

Software Risk Evaluation for the USAID New Management System 
(NMS) Project 

Audit of the Integration of USAID's Information Systems - Report No, 
9-000-95-010 

Guide to Best Practices for Past Performance 

Response to •Request for Waiver' written September 27, 1994 

Business Area Analysis: Budget and Fund Allocation, Volume I: 
Report to Management 

USAID 

USAIDOIG 

IMC Inc. 

USAIDOIG 

USAID 

OMB 

White House 

USAID 

USAIDOIG 

USAIDOIG 

USAIDOIG 

Common Tables Working 
Group 

OMB 

USAID 

USAID de11elopment team 

Software Eng. Inst., 
camegie Mellon 

USAIDOIG 

OFPP 

Katherine W. Wood 

USAID 

USAID NMS Analysis Report Appendix D: NMS Program Documentation • 2 



7194 Business Area Analysis: Budget and Fund Allocation, Volume II: USAID 
Technical Appendices 

1994 Guide to Best Practices for Contract Administration OFPP 

10/1/93 U SAID Organization Chart Unknown 

6/1193 Request for Waiver Donald Charney 

5193 Financial Management: Inadequate Accounting and System Project GAO 
Controls at AID • GAO/AFMD-93-19 (note: separately bound) 

2193 USAID Information Systems Plan Volume I: Report to Management 

1993 Government Performance and Resuhs Act (GPRA) US Congress 

9192 Information Resources Management: Initial Steps Taken But More GAO 
Improvements Needed in AID's IRM Program· GAO/IMTEc-92·64 

8/90 OMB Bulletin 90-08 "Guidelines for Preparation of Security Plans for OMB 
Federal Computer Systems that Contain Sensitive Information• 

7/26189 Continued Viability of the Financial and Accounting Control System USAIDOIG 
(FACS) 

1987 Public Law 1()().235, the "Computer Security Act of 1987" ... FEDSIM Project No.: 972691D0-03 Statement of Work 

••• Draft FEDSIM Independent Verification and Validation of NMS 
development (NMS IV&V) Project Element Plan ... Telephone Listings USAID Tel Dir 

••• NMS Program Organization Chart ... NMS Points of Contact ... Bureau Transition Coordinators 

••• Bibliography of AW ACS Files going to the RRB Building 

••• Federal Acquisition Regulations (FAR) FAR Board 

••• USAID Acquisition Regulations USAID 

••• Information Technology Handbook, Chapter 10, 'Information Department of Commerce 
Technology Security" 

••• "Guidelines for Conducting Information Technology Security Department of Commerce 
Verification Reviews of Sensitive and Classified Systems• ... Federal Acquisitions Regulations GSA ... A&A Business Area Analysis USAlD ... NMS Documentation Change Report ... Congressional Presentation Summary Tables FY1997 (note: USAID 
separately bound) ... Congressional Presentation Statistical Annex FY 1997 Final Version USAID 
(note: separately bound) 

USAID NMS Analysis Report Appendix D: NMS Program Documentation • 3 
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Appendix E-1: 
AWACS - Core Financial System Management 

1 1 Consolida!lng government-wide financial I J l A/P I I 2 I 2 I AWACS supports the requirements for 
lnlormatlon. recording and classifying transactions In 

accordance with the United States Standard 
General Ledger. However, AWACS does not 
provide several elements required by JFMIP 
lor government-wide reporting (I.e., 
Organization, Program, and Project). 

2 I Integrating planning, budgeting, and I J I A/P 2 2 The primary NMS class!flcatlon element, 
accounting. Activity, Is maintained In budget and used by 

AWACS. 

3 I Capturing data at the lowest level of detail-at I J I A/P I I 2 I 2 I Missions are managing and accounting at 
the point of data entry-throughout the agency In Inconsistent levels of activity. 
a manner that ensures that when data Is rolled 
up the level that Is standardized; 11 ls consistent 
at the standardized level. 

4 I Comparing and combining similar programs J AJP 2 0 AWACS does not support an Independent 
across agencies and calculating overall project element In the classiflcal!on structure. 
program results. Provide a project structure that 
Is independent of the other class!llcation 
structures to allow multiple organizations, 
programs, and funding sources to be 
associated with a project. 

4J?,? 
U8AID NMS Analyala Report Appandbc IM1 AWACS· CORI! FINANCIAL SYSTl!M MANAOl!Ml!NT • 1 
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5 

6 

7 

a 

Provide for an accounting and reporting 
structure tor a diversity of USAID unique 
programs and activities under the general 
heading of project assistance and non-profect 
assistance, as well as traditional administrative 
expense type functlons. Include: operating 
expense/project assistance/non-project 
assistance; bilateral assistance/non-bilateral 
assistance; and loan/grant financing 

I Use the accrual basis of accounting when 
recognizing costs. The cost of goods and 
services used, consumed, given away, lost or 
destroyed must be recognized within the period 
of time the event occurred, regardless of when 
ordered, received, or paid for. Similarly, 
revenues must be recognized when eamed. 

FM 

J 

2 0 

2 0 

--~--..i.Z ==~ --="'= 

Lack of an independent project structure In 
AWACS limits the agency ability to track and 
record USAID unique project information. 

AWACS does not currently support recording 
of periodic accruals such es payroll, contract 
accruals, etc. Expenses are accrued only at 
the time an Invoice is approved, nol when 
goods are recelved/aocepled. 

I Reduce ass'"!!!' balan;~~-such ~;l~ntori~~-and r ·:ii-----r ·~-T· ··2----r- ()'-- I AWACS does not support lhe ability lo 
prepaid expenses as they are used and capitalize purchases 
expensed. 

I Use the agency's accounting classification J 2 0 I AWACS does not support Cost Accumulation 
structure to Identify lnformallon such as and Distribution 
program, organization, project, and object class 
to support the cost accumulation and 
distribution processes. 

·---·------------------
UllAID NMll Analyala Report Appendix E·1: AWACS • CORE FINANCIAL SYSTEM MANAGEMENT • 2 



2.P,1 

9 

10 

Provide support for fees, royalties, rents, and 
other charges Imposed by the agency for 
services and things of value it provides. 
Sufficient information must be accumulated to 
support CFO recommendations made during 
biennial reviews on revising the charges to 
reflect costs Incurred by the agency In providing 
those services and things of value. 

Provide for a variety of Information to support 
the decision making process, the management 
of the agency, and external reporting. This will 
Include: Cost reports to be utilized In the 
analysis of programmatic activities; Supporting 
schedules and operating statements In support 
of financial statement preparation and audit; 
Meaningful cost Information needed to support 
performance measures; Ability to provide cost 
Information directly to other systems In the 
Agency requiring this data. Ablllty to receive 
cost Information directly from the managerial 
cost accounting system for reporting and 
analysis. Cost Information for comparison to 
other program data to determine compliance 
with planned budgeted activities and effective 
utilization of available budgetary resources; 
Support of the billing process by providing cost 
Information to the receivable function for 
producing bills. 

USAID NMS Analyele Report 

J 

J 

2 0 

2 0 

; : : =':f= 

AWACS does not support Cost Accumulation 
and Distribution 

AWACS does not support Cost Accumulation 
and Distribution 

Appendix l!-1: AWACS· CORE FINANCIAL SYSTEM MANAGEMENT• 3 
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11 

12 

13 

I Provide for Identifying costs based on the I 
accounting classlflcatlon structure, Including the 
ability to: I dentlfy and record direct costs 
Incurred, Including Input on costs from feeder 
systems such as Inventory, travel, payroll, etc.; 
Allocate Indirect costs to Interim and final cost 
objectives using a method consistent wllh 
agency cost accounting standards. The 
preferred method for assigning Indirect costs Is 
one that best provldss for a causal/beneficial 
relationship between the costs being distributed 
and the cost objecllve receiving the cost. 
Indirect cost allocallon may be based on total 
cost Incurred, direct labor hours used, square 
footage, metered usage, or any other 
reasonable basis; Allow for multilevel allocation 
and reallocation; Support variance analysis, 
adjustment of rates, and disposition of variance 
by performing periodic allocations to adjust cost 
based on estimated rates to the actual costs 
Incurred for the period. 
--~·"'" 

I Provide the capability to distribute costs to cost 
objects regardless of how they have originally 
been posted to the system (e.g., for financial 
statement presentation). 

Allow for the Information contained In the 
system to be queried to present specific 
detailed data as requested. 

U8AID NM8 Analysls Report 

==---
§ =-= =-== --=":= 

J I I I 2 I 0 j AWACS does not support Cost Accumulation 
and Distribution 

~J ···1 I I r· -~O~ACS does not support Cost Accumulation 2 
and Distribution 

J 2 0 AWACS does not support ad-hoc querying 
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14 I Provide for the production of formatted reports I J I I I 2 I 0 I Users can not format or reformat reports in 
by personnel accessing the system. The AWACS 
system must allow for the reformatting of 
reports to present different sorts of the 
Information, the presentation of only specific 
Information In the format selected, the 
summarization of data and the modification of 
report formats to tailor the reports to the specific 
requirements of the user. 
-·--·----·~· --r--T--- 2-r 15 I Provide for easy access to lllstorlcal files for J 0 I Archiving capabll!!les have not been 
comparative, analytical and trend Information. implemented in AWACS 

16 I Use financial data that can be traced directly to I J I I I 2 I 0 I Government-wide standard reports are not 
SGL accounts to produce reports providing being produced by AWACS 
financial Information, whether used Internally or 
externally. 

•-e-·---. .-~-- J-r----r-17 I Maintain accounting data to permit repot11ng In I 2 I 0 I Government-wide standard reports are not 
accordance with accounting standards being produced by AWACS 
recommended by the Federal Acccuntlng 
Standards Advisory Board (FASAB) and Issued 
by the Director of OMB, and reporting 
requirements Issued by tile Director of OMB 
and the Secretary of the Treasury. Examples of 
these reporting requirements Include: 
Treasury Standard Form (SF) reports 
Olhet Treasury Reports (e.g., TFM 2108, 
FACTS) OMB Form and Content Reports 
-~· ---~~~------ -~"···--------"' 

r I . r- 1- 2- I 18 I Produce, distribute, and provide access to J 0 I AWACS does not fully suppot1 USAID's 
formatted reports defined by agency management reporting requirements 
management for the specific requirements of 
the agency. 
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Appendix E-2: 
AWACS - Funds Management 

Provide the capability to record the funding and J FM 2 2 Not fully satisfied. Funding and budget 
related budget execution documents Including AP execution documents for loans have not been 
all stages of funds control (I.e. appropriated, Implemented. Reimbursable funds control at 
apportioned, allotted, and budget allowance). the higher level has not been Implemented. 
Also record modifications. 

2 I Distribute, track, control, and report funds J FM 2 3 Not fully satisfied. Distributes, tracks and 
authorized at vartous funding levels, based on AP controls funds at all levels. Reporting Is limited. 
the SGL and accounting classification structure. 

3 I Record the expiration and cancellation of J FM I I 2 I 4 I Satisfied. 
approprtatlon authority In accordance with OMB FM 
Circular A-34 and the SGL. AP 

4 I Provide for transferrtng the management of AP 1 3 Satisfied. Note: Functionality does exist In 
funds from one AID organization or location lo AWACS, but due to partial Implementation Is 
another without a major reallocation and not fully utilized. 
deallotmenVreallotment of funds. 

5 I Provide the ability lo account for budgetary J 1 4 Satisfied. 
resources al a lower level In the accounting 
classlflcallon structure than they are budgeted 
and controlled. 

6 I An Integrated process that will ensure the FM 2 1 Not fully satisfied. AWACS FM performs funds 
agency does not obligate or disburse funds In control, but a violation of the Anti-deficiency 
excess of those appropriated and/or authorized. Act may have occurred. 

USAID NMS Analyele Report Appendix E·2: AWACS - Funda Management • 8 
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7 I Provide for a multi-level accounting and I I FM I I 2 I 0 I Not satisfied. 
reporting structure that recognizes foreign 
economic assistance master accounts 
maintained for the Executive Office of the 
President and AID accounts maintained for 
allocations received from the Exec Office of the 
President per Section 661 of the FAA. 

6 I Provide a capability to track, account for, and I I FM I I 2 I 0 I Not satisfied. 
report on a multitude of legislative ceilings and 
earmarking of funds as exempflfled by Titles II 
and V of the Foreign Operations, Export 
Financing, and Related Programs 
Appropriations Act of 1991 and by Sec 302 of 
the FAA. 

U8AID NM8 Analysis Report Appendix 1!·2: AWACS - funds Management • 7 
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9 I Provide for an accounting and control structure I I FM I I 2 t 0 I Not satisfied. 
with the capability for any appropriation or 
account available for providing foreign 
economic assistance lo function as a carrier 
account that may be charged In any fiscal year, 
within the llmlt of available funds, to tlnance 
expenses for which funds are available fn other 
appropriations or accounts form for providing 
foreign economic assistance. lt must assure 
that: 
Expenses Initially charged to a carrier account 
under authority of Section 632(g) of the FAA are 
finally charged to the applicable appropriations 
or accounts at the end of the fiscal year with 
proper credit to the appropriations or accounts 
lnltially utll!zed lor the financing purpose. 
Transfer final charges to applicable 
appropriations or accounts at the end of the 
fiscal year may be waived in the case of 
expense (other that those provided for under 
Section 6.37(a) incurred in furnishing 
assistance by AID, where It Is determined that 
the accounting cosls or Identifying the 
applicable appropriation or account to which 
such expense should be charged would be 
dlsportlonate to the advantage to be gained. 

10 I Provide for an a;countlng~nd reporting ---- --1------ 1-Fr; r-----1-~2 .. --r-o-~ rNot s~t1s11ed. 
structure with flexlblllty that permits obligations 
of funds provided for In bllateral project 
agreements for the service of personnel 
employed by other agencies of the US 
government as well as personnel not employed 
by the US Government but not employees of 
AID. (Section 625(1) of the FAA) 

--"'-'·~-~-· --~ 
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11 

12 

13 

14 

15 

16 

17 

Provide for an accounting, control, and 
reporting structure that supports financing an(! 
banking arrangements authorized by Section 
632(e) and 635(g)(1) of the FAA. 

Provide for a flexible accounting and reporting 
capability In order that funds appropriated with 
time limitations on their availability for obligation 
may remain available until expended If they are 
Initially obligated before the expiration of their 
respective periods of availability. Section 517 of 
the Foreign Operations, Export Financing, and 
Related Programs Appropriation Act, 1991) 

-·· .~.~ ..• -.L,, .. ~. 

I Provide for notification of funds avail. prior to I the Issuance of a commitment, obligation, or 
expenditure. 

I Record the Impact of transactions on funds I 
available. 

I Provide the capabilities and controls for 
authorized users to override funds availability 
edits. 

I Adjust available funds balances as 
reimbursable orders are accepted. In the case 
of reimbursable orders from the public, an 
advance must also be received before 
additional funding authority Is recorded. 

I Check available funds for commitments and 
obligations Incurred In support of reimbursable 
agreements. 

USAID NMS Analyolo Report 

J 

J 

J 

J 

J 

FM 2 0 

FM 2 0 

I FM I I 2 I 4 
AP 

I I I 2 I 4 

FM 1 0 
AP 

1 0 

1 0 

==-== = =-= == = =-:. === ==-=':"= 

Not satisfied. Letters of credit functionality has 
not been designed Into AWACS. Letter Of 
Credit Support System. 

Satisfied. 

I Satisfied. 

I Satisfied. 

Not satisfied. 

Not satisfied. AWACS Fund Management 
does not Include functionality to fund 
reimbursable agreements. 

Not fully satisfied. Commitments and 
obligations are not distinguished as direct or 
reimbursable. AID does not believe It follows 
the correct accounting for relmbursables. 
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18 I Provide the capability to enter commitment 
documents Into the Cor11 financial system on-
line and from multiple locations, as well as 
through an lntertace with other systems. 

19 I Provide for modttlcatlons to commitment 
documents, Including ones that change the 
dollar amount or the accounting classllicatlon 
structure cited. Invoke funds availablllty editing 
for the changed amounts. 

20 I Close commitment documents under the 
following circumstances: (1) by the system upon 
Issuance of an obligating document, (2) by the 
user with appropriate authorization, and (3) as 
part of the year-end closing. 

21 I Record obligations based on obligating 
documents and liquidate the related 
commitments, either partially or fully at the 
user's request. 

22 . obllgallons for which there Is no related 
commitment. 

23 I Allow obligation documents to be entered Into 
the Core Financial system on-line and from 
multiple locations, ae well as through an 
Interlace with other systems. 

-24'" I Allow multiple commitments to be combined 
Into one obligating document and one 
commitment document to be spilt belween 
multiple obligating documents. 

------ "--
25 I Provide on-line accese to all obligations by 

selection crlter!a, e.g., document number. 

""' ··-~- .. ., -
USAID NM8 A11atyala Report 

d1~ 

I J I I I 2 I 

I J I I I 2 I 

I J I FM I I 2 I 

I J I FM I I 2 I 

J 0 

J 2 

J FM 1 

J 2 

4 

4 

4 

4 

0 

4 

0 

1 

"';-' =-=-=. -.::.::= .,::y::_ 

I Satisfied. Commitments are made in AWACS 
and A&A. 

I Satisfied. 

I Satisfied. 

I Satisfied. 

Not satisfied. A commitment Is required before 
an obligation. 

Satisfied. Obligations are entered In AWACS 
andA&A. 

Not lully satisfied. Allows one commitment to 
be split between multiple obligating 
documents, but does not allow mulllple 
commitments to be combined Into one 
obligating document. 

Not fully satisfied. Query by obligation number 
only. 
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Z1 I Track the use of funds against operating~ J -tJM I I 2 I 4 / Satisfied. Funds are tracked against OYB. 
financlaf plans. AP 

"'"~· _,,_,,.,.,_ --·"~- -~- ------
28 I Report plan to actual at the level of the J I 2 I 4 I Satisfied. 

operating plans. 

29 I Summarize, compare, and ·;~port the op~~tl~glJ ·· 1 · ·-- ·r~- I 2 1 4 I Satisfied. 
plans to the appropriate level of funds control. 

·----------- ·-· ........ '--~-.. 
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Appendix E-3: 
AWACS - General Ledger 

Use a chart of accounts consistent with the I J I GL I I 2 I 4 I Satisfied. 
structure provided In the U.S. Govemment 
Standard General Ledger (SGL). 

2 I Provide subsidiary ledger support for SGL J GL 2 1 Not satisfied. G/L balances do not agree with 
accounts. This support, whether provided by subsidiary ledger detail because not all 
subsidiary accounts or additional data historical data has been migrated and data 
elements, may be as detailed as the agency Integrity has been compromised by 
deems appropriate for asset protection, programming bugs. 
management lnloimatlon, and fund accounting. 

3 I Support an account structure for multiple I J I GL I I 2 I 4 I Satisfied. 
appropriations or funds and multiple fiscal years 
within the appropriations, Including single-year, 
multi-year, and no-year appropriations. Other 
classlflcatlon structure elements should be used 
to break out account balances as deemed 
appropriate by the agency for reporting or 
control purposes. 

4 
1--·· ..... ~--~···········-·••><• 

Support an account structure for mul!lple I I GL I I 2 I 0 I Not sallsfled. See funds management. 
appropriations or funds and multiple fiscal years 
within the appropriations to account and report 
on fund!! subject to the Foreign Assistance Act. 

U8AID NM8 Analyele Report Appendix l!-3 AWACS - General Ledger • 12 
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5 I Use standardized transactions Identified by I J 
reference epdes to control transactlori editing, 
posting to the appropriate general ledger 
accounts, and updating of other Information 
maintained In the system, such as document 
balances and available funding. 

6 I Provide the capability for a person with proper J 
authority to establish or modffy standardized 
transactions, Including system.generated 
transactions. 

7 I Provide the capability for generating all of the 
appropriate debit and credit entries (at least four 
pairs) to the general ledger from a single line of 
Information with a transaction reference code. 
Should include budgetary and proprietary 
accounts. 

~--- -" ··-
8 I Process system-generated transactions, such J 

as automated accruals, closing entries, cost 
allocation transactions, recurring payments, and 
transactions that generate other transactions In 
those cases where a single transaction Is not 
sufficient, using transacllon definitions that may 
be easily maintained by a knowledgeable and 
authorized person. 

___ , ________ , 
UBAID NMS Analyala Rapor1 

dJI/ 

I I I 2 I 

I I l 2 I 

GL I I 2 I 

2 

4 

4 

4 

0 

I Satisfied. 

I Satisfied. 

I Satisfied. 

='"':""':..~ = = --== ..!...:...=:'!'= --

Not satisfied. Accruals, cost allocatlon, and 
recurring payment functionality does not exist. 
Accruals are currently In testing. Closing 
entries have been automated for funds 
management, but have not been developed for 
closing ol nominal or budgetaiy accounts. 
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10 

11 

12 

13 

Provide audit trails to Identify changes to 
system parameters and. trace transactions from 
source documents, original Input, other 
systems, system-generated transactions, and 
Internal allocation transactions through the 
system. Provide transaction details to support 
account balances. 

I Provide the capablllty to post to the current and I 
prior months concurrently until month-end 
closing and to maintain and report balances 
separately for the current and prior months. For 
example, a user could post transactions In early 
December for events that apply to November. 
At the same lime, transactions for events 
occurring In December should be posted to 
affect December balances; these transactions 
would be reflected In December reports but not 
the November reports. Barring unusual 
circumstances, this overlap should be of llmlled 
duration (a few days) at the beginning of each 
month. 

I At year-end, pr~~lde for the capability to post to I 
the current year by month, as well as to the 
prior year, regardless of when year-end closing 
occurs. For example, a user should be able to 
post to the previous fiscal year, while also 
posting transactions to the new year. ·----.-. . .. - - .,.-

I Provide control over the processing and I 
reprocessing of all erroneous transactions 
through 1he use of error file(s) and/or suspense 
accounts. Erroneous transactions must be 
maintained and tracked until either corrected, 
posted or deleted at the request of en 
authorized user. 

USAID NMS Analyala Report 

; ;:;i'{! 

J GL 2 4 Satisfied. 

J I I I 2 I 2 I Satisfied. Note: AID Is currently not closing 
Individual accounting months. 

J I I I 2 I 4 I Satisfied. 

J I I I 2 I 4 I Satisfied. 
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14 

15 

16 

17 

18 

19 

I Provide standard record format(s) for inter1ace 
of transactions from other systems to the Core 
financial system, and subject all transactions 
from interlacing systems to the Core financial 
systems edits, validations, and error correcllon 
procedures. 

I Support simultaneous data entry/access by 
multiple users In a variety of modes. 

Archive transactions and related Information 
needed for audit trails and as needed to llmlt 
data maintained to that appropriately needed for 
analysis and control. Retain system records In 
accordance with lederal regulations established 
by the National Archives and Records 
Admlnlstrallon (NARA). GAO and others. 

I Provide for month-end and year·end closing 
and rollover of the General Ledger account 
balances under the control of an authorized 
system administrator. Selecllvely generate 
required transactions as needed by the year-
end closing procedures. 
---~---~-~.-.. -.... -. ._,_. ____ ~------·---

I Provide the capability for multiple preliminary 
year-end closings before final year-end closing, 
whlie maintaining the capablflty to post current 
period data. 

J 1 

I J I I I 2 

J 2 

I 
J 

I 
GL 

I I 
2 

1-:J --,~ r -1··- 2 

I Ail.;w-!.;;-accruals of contracts ;~~thor Items .. -1~--J I GL I I 1 
that cross fiscal years. 

0 

I 4 

0 

I 
0 

I 4 

I 0 

A:-:: ='f= 

Not sallslled. Functionality does exist to 
interface wilh other NMS modules, but not 
other systems. 

I Satisfied. 

Not satisfied. Archiving methodology has not 
been Implemented. 

I Not fully satisfied. AWACS GIL does not 
automallcally generating fiscal year·end 
closing entries for nominal accounts. 

I Satisfied. 

I Not satisfied. 

-------"'- _______ ...._. _____________________________ _ 
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20 Report a comparison between the amounts In 
the other components of the Core flnanclal 
system and the related control accounts In the 
General Ledger and annotates on the report 
those accounts that are out of balance. 

_____________ ,__ -·------
USAID NMS Analyala Report 

J 2 0 

--·~-----~ 

Not satlsfled. 

~~-= 
::i:..:::Z -=~=-
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Appendix E-4: 
AWACS - Accounts Payable 

Maintain payee Information that Includes data to J A/P 2 1 
support obligation, accounts payable, and 
disbursement processes. Include the capability 
to search for payee Information and generate a 
listing of payees. 

2 I Support payments made to third parties that act J A/P 2 4 
as an agent for the payee. 

3 I Maintain Information needed to support IRS J A/P 2 0 
1099 reporting. 

3.:13 
USAID NMS Analy1l1 Report 

==-=== = =-= =-= .::_:;::: -=~~ 

Not fully satisfied. Search capabilities are 
limited and reports are not available. Note: A 
table containing vendor Information for 
vendors awarded contracts is maintained by 
AWACS A/P. A vendor table Is also 
maintained by A&A. The A&A vendor table 
contains vendors award contracts and those 
vendors who have bid on AID solicitations. 
Modifications to vendor Information contained 
In the A&A module are written to the AWACS 
A/P table, but modlficallon made to the 
AWACS A/P table Is not written to the A&A 
vendor table. 

Satisfied. AWACS A/P maintains vendor 
payee Information that allows AID to capture 
payment to vendor agents (third party). 

Not satisfied. 1099 functionality Is not currently 
Included In AWACS. 
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4 I Warehouse and schedule payments In J AIP 2 4 Satisfied. AWACS AIP Included warehousing 
accordance with applicable regulations, for functionality. 
example, OMB Circular A-125, the Cash OMB A0125 (PPA) due date Is calculated 
Management Improvement Act, and travel based upon criteria entered (acceptance dale, 
regulations. Invoice receipt dale, commodity type 

purchased). Payments are scheduled based 
upon ALC, payment method type, due data, 
and payment schedule type). 
Did not test for compllance with the Cash 
Management Improvement Act or travel 
regulations. -- -11-5 I Record an accrued liability upon receipt and J AIP 2 0 Not satisfied. Accrual Is established when the 

acceptance of goods and services and properly FM Invoice Is received, not when goods are 
Identify them as capital asset, expense, prepaid accepted. Acceptance date Is recorded Jn 
expense, or construction. AWACS manually when registering the vendor 

Invoice. Also, all Items are expensed. JI the 
Item expensed should be a capital or prepaid 
asset, the expense Is reversed and manually 
posted appropriately. 

6 I Be capable of splitting an Invoice Into multiple J r I 1 I 4 I Sallsffed. 
payments on the appropriate due dates when 
Items on the Invoice have different due dates. 

I ''''""'"°'""' ,.;;;;;, '°" ,_,,;; ""'"'°' 11 ----~ 7 2 0 Not satisfied. AWACS AIP does no support 
taking the discount Is economically justified as taking discounts. AIP does not have Iha 
defined In the Treasury Financial Manual, functionality to determine the economic benefit 
Volume I, section 6·8040. and automated schedule payment according to 

discount terms If determined to be favorable. 
-····-·=-,~~ 

a I Record receipt, Inspection, and approval of FM 2 0 Not fully satisfied. Inspection of goods not 
goods or services. Data Is required to ensure AP recorded. Acceptance date Is recorded 
Prompt Payment Act compliance. manually. 
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9 I Update Uie funds control and budget execution 

I 
J 

I 
A/P 

I I 
2 

I 
4 

balances to reflect changes in the status of FM 
undelivered orders and expended 
appropriations as well as changes In amounts. 
Amounts may be different because of changes 
in prices or other authorized charges. Partially 
liquidate commitments In the case of partially 
ordered requisitions 

-----io--1 Establl;h~ccounts payable and make I J I FM I I 1 I 0 
payments on behall of another agency clllng the 
other agency's funding Information. 

11 I Allow ch;nges to-~ayment schedules by - --1'1-;vp- ... , I 2 I 2 
authorized staff prior to submission to the 
disbursing office. __ . .,_._ ·-----------~-----·- -- --- ··-~ - --------· ----- -

12 I Handle credit memoranda for returned goods or A/P 2 3 
other adjustments. The capablllty must allow FM 
applying a credit memorandum to a payment 
due to the vendor Issuing the credit or, tt there 
are pending orders. to a future payment; or, if 
there are no outstanding payments to the 
vendor and no pending orders, establish an 
accounts receivable. 

13 I Schedule payments of advances, prepaid --~,----J ·r---------r------r-· 2-r~~--2 
expenses, loans, grants, etc., with !he 

14 

appropriate accounting entries for each. 

Identify and select payments to be disbursed In 
a particular payment cycle based on their due 
dates. Provide the capablllty for review and 
cenlflcatlon by an authorized certifying officer. 

USAID HMS Analyele Report 

J 2 4 

I~~{: 

I Satisfied. Funds control ls updated when 
administrative approval is recorded In AWACS 
A/P. 

I Not satisfied. 

I Satisfied. Nole: Changes can only be made 
before certification. 

Not fully satisfied. Vendor credits are entered 
during reglstral!on of an Invoice and netted 
against scheduled payments. An account 
receivable Is not automatically established. 

Not fully satisfied. Loan and letter of credit 
payments can not be scheduled. 

Satisfied. 
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15 I Compute amounts to be disbursed to Include J 2 0 Not fully satisfied. Functionality does not exist 
discounts, withholdings, Interest, or penalties In for determining whether the discount terms are 
accordance with applicable regulations. favorable, take the discount If the favorable, or 
Generate the appropriate transactions to reflect track discounts taken/Jost. Interest and 
the above deductions and additions. penalties are calculated. 

16 I Collect Informations on discounts taken, J NP 2 0 Not fully satisfied. Functionality does not exist 
discount lost, and Interest penalties to comply for determining whether the discount terms are 
with applicable Prompt Payment Act reporting favorable, take the discount If the favorable, or 
requirements. track discounts taken/Jost. Not reporting of 

Interest, penalties and discounts taken/loss Is 
provided. 

17 I Provide for various forms of payment to be I J I I I 2 I 4 I Satisfied. EFT or Check for automated 
used, I.e., check, or electronic transfer of funds, payments. 
(e.g., ACH, wire). 

18 I Consolidate multiple payments to a single I J I NP I I 1 I 4 I Satisfied. 
payee, up to the prescribed limitation In order 
for the disbursing office to produce one check 
and Itemize all payments covered by the one 
check. Allow for separate checks to a payee In 
specific Instances where needed. 

19 I Allow a payment to be removed from the J NP 2 2 Satisfied. A payment can only be removed 
automated scheduling stream and to be from a payment schedule before certlflcallon. 
scheduled as a manual payment or held for 
later payment. 

20 I Process transactions resulllng from payments J 2 4 Satisfied. Option exists to prepare a no pay 
made using other systems, such as payroll. voucher. 
Record disbursements, assets, expenses, 
obligations, or other accounts as appropriate, 
but do not schedule a payment to be made by 
the Core financial system, since the payment 
has already been made by the other system. 
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21 I Record disbursements made through OPAC by I J I I I 1 I 1 I Not satisfied. OPAC disbursements are 
another agency: against the agency's funds. entered manually. Automated OPAC 

functionality Is under development and In the 
testing phase. 

I Record payments made by another entity, such I I I 
.. 

I I I SaUsfled. No pay vcucher functionality. 22 J 1 4 
as a finance center, on behalf of the agency 
using agency funds. 

23 I Define, track, and report tolerances used to;·· .. I I NP I I 2 
I .... o ... I Not satisfied. 

quantity variances between receiving reports 
and the obligating documents. Goods or 
services should be rejected If this tolerance Is 
exceeded unless an override Is made by 
authorized personnel. 

24 I Match obllgetlng document, recelvl~g-;ep~~·-1 · I NP I I 2 I 0 I Not satisfied. 
and Invoice. 

25 Provide notification where a receiving report NP I 2 I 0 I Not satisfied. 
acceptance Is missing for an Invoice, or where 
goods or services have been received and 
accepted, but an Invoice has not been received. 

26 I Proc;;;;; pt1rchase returns, Including ;;;i';li~~--otT·-· ·TAf-p-·r---r· 2 I 0 I Not satisfied. 
part of a shipment. The appropriate resulting 
transactions should be generated. 

27 I Provide for the comparison of the agency's I J I NP I I 2 I 4 I Satlst!ed. 
payment schedule and disbursing office's 
accomplished payment schedule. 

--- --····-···-*'-····--~--- -
28 I Update the agency's records when payment I J I NP I I 2 I 4 I Satisfied. 

Information Is received from the disbursing 
office to Include: the paid schedule number, 
check numbers, and date and amount of 
payment. 

3&7 
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29 I Maintain payment history of every payment by I J I NP 
the Core financial system authorizing document 
number, payment schedule number, payment 
date, Invoice number, vendor number, 
appropriation charged. 
---~· ,~-·--------------"··-· 

30 I Provide on-llne access to vendor and payment I J I NP 
Information. 

USAID NMS Analyala Raport 

$()p 

I I 2 I 

I I 2 I 

4 

0 

I Satisfied. 

~-;::;.-:;, -
:Sb..=:= .!'f=.. 

J Not satisfied. Functionality was available In 
legacy system environment and Is planned for 
NMS. 
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Appendix E-5: 
AWACS - Accounts Receivable 

Record the establishment of accounts J 2 2 Not fully satisfied. System does not support 
receivable along wllh the corresponding expenditure reduction and not al! AllD 
revenues, expenditure reductions, or other Headquarters offices are entering accounts 
appropriate offsets. receivable. 

2 I Support the establishment and tracking of J 2 0 Not satisfied. Functional does exist In the loan 
accounts receivable to be paid under module that is under development. 
Installment plans, Including plans for which 
payments have been rescheduled. 
--------·-· ·---·-- ----·-· 

3 I Print bills using dHferent methods to J 2 4 Satisfied. AWACS AIR has the functionalily to 
accommodate the generation of standard forms generate bills In the following forms: AID 7· 
such as SF-1080's or SF· 1081 's, and 129, SF-1081, and SF-1080. Also a notice of 
turnaround documents to be used as a payment can be generated. 
remittance advice. 
------- 0.--~··. .. ---··----·- ··-···-~--"'"-

4 I Prepare and transmit billing data lo the On-line J 1 1 Not satisfied OPAC receipts are entered Into 
Payment and Collection (OPAC) system AWACS AIR manually. An automated Interface 
operated by the Treasury Financial Is under development. 
Management Service to obtain funds from other 
federal agencies In accordance wllh 
lnteragency agreements. Provide supporting 
data for OPAC transactions to agencies billed 
which can be used by them to verify the OPAC 
charges. 

5-rRecord adj;;'stments to bills and post to I J I I 1- 2 I 4 I Satlstled. 
customer accounts. 

• -~L~.,~~---•··------- -----·"-··-----
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7 

8 

Maintain detailed Information by account (e.g., 
Individual, employee, private sector 
organization, state or local government, or other 
federal agency) sufficient to provide audit trails 
and to support billing and research activities. 

J AR 

AR 

5 ;;.;: ='f-;; 

2 4 Satisfied. 

Identify government and non·govemment does not exist at the upper level. See funds 
Maintain accounts for reimbursable orders and ~J AR 1 2 Satisfied. Note: Reimbursable functlonallly 

accounts. management. 1 
---i- --~ . I 

Update each account when bllllng documents J AR 2 4 Satlslled. 9 
are generated and collections are received. 

,~.---·-----· ··~-------t----· 

10 Maintain Individual accounts receivable and 
references to appropriate supporting 
documentation. 

>------0f------·- .. ·- "·~--

11 

12 

13 

Provide on·flne query capabllhy to receivable 
and account information. 

Provide Information, on a summary basis and 
on Individual accounts receivable, on the age of 
accounts receivable to allow for management 
and prioritization of collection activities. 

Provide tor the calculation and assessment of 
lnlerest, administrative charges, and penalty 
charges on overdue accounts receivable. Allow 
for the waiver of these charges with appropriate 
authority. 

·-----+ ---·--.. ----
14 Maintain data for accounts receivable referred 

lo other federal agencies and/or outside 
organizations for collections. 

UllAID NM8 Analyala Report 

J 

J 

J 

2 

2 

AR 2 

AR 2 

AR 2 

4 

0 

0 

2 

Satisfied. 

Partially satisfied. Outslandlng accounts 
receivable only. Query of satisfied accounts 
receivable Is In the testing phase. 

Not satlslled. Aging of accounts receivable Is 
under development. 

Nol satisfied. Functionality Is currently In the 
testing stage. 

Functionality exists, but It Is not being used. 
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15 I Record the wrtte·off of delinquent or I 
uncollectib!e accounts receivable and maintain 
data to monitor closed accounts. 

16 I. Produ~e dunning (collection) letters for ~;rdue I 
accounts receivable, In accordance with 
Treasury requirements and exisUng legislation. 

17 I Record complete and partial receipts according I 
to the Debt Collection Act of 1962 and other 
applicable regulations. 

J I AR I I 2 I 

·j-r··:;.fi-·r··-1--;-I 

J I AR I I 2 I 

2 

3 

4 

= --
E =-:: =--= --===-=Y5: 

I Functionality exists, but It is not being used. 

I Satisfled. 

I Satisfied. 

····1a-r Record,;;enua;:~xpendlt~r~ reductl~ns, or-·1-J-r· AR I . -r ··21 ·-4-·I Satisfied. 
other appropriate offsets associated with 
collections for which no receivable was 
previously established. 

-w· r Provide Information to allow for offset of fund; . ·r·-J- -rAR 1---·r-·-1 -·· I 0 I Not satisfied. 
due to dellnquent Indebtedness through 
appropriate means, such as administrative 
offset, federal employee salary offset, and 
Income tax refund offset. 

·----------------... ·---···· 
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Appendix E-6: 
A&A 

1 I Describe acquisition requirement 15.402 I I I I 2 I 4 I Fully functional 
,7.105 

2 I Describe estimated value of acquisition 15.802 I 2 3 Estimated value maybe difficult lo validate at 
this point In the Planning process. 

·-----~ 

3 Describe dates required 15.402 I 2 2 Entering the date required at this juncture Is of 
·g(1) dubious value. Klck·off meeting and WBS 

have not been developed. A Requester Is 
entering this data wllhout sulllclent information 
for their date to be well grounded. 

4 I Select category of resource I I I I I 1 I 2 I Database search Is not indexed. This results In 
a more time consuming process than 
necessary. Roles for Inputing this field Is 
unclear wilh users. 

--5-1" Select desired type of acqulsltl~n I Parts I I I I 1 I 4 I Fully functional 
7,13, 

14 

6 I Select desired type of sollcltatlon 115.402 I 
·g(3), 

I I I 1 I 4 I Fully func!lonal 

(8), ·h 
15.405 

7 I Suggest vendor type (If limited competition) 115.407 I 
·C(2) 

I I I 0 I 4 I Fully functional. 

a I View status of acquisition (once assigned to I I I I I 2 I 4 I Fully functional 
CO) 
- - ---------

9 I Confirm ability to support acquisition I I I I I 0 I 0 I Functionality does not exist. 

"--~ 
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10 I Give recommendations regarding development 115.406 I I I I O I 2 I Request can be staffed. However, functionality 
of SOW Is better achieved In practice via e·mall or the 

phone. Consequentty, users do not use this 
functionality. 

11 I A;;1~;~;;~~~lty for acquisition to 1 1.603 -n···-r ·-1--2 r· 4 I Fully funcu;;;;; 

12 ~:::~:
9

v:~
0

:r type -- ---·--·~1- -·· r 0 I 1·-r-4- Fully lu~~ii~~;1-··----
l3 --I-Review acquisition descriptions, solicitation ... ··;6.101 0 1-·r·· 4-·· -Fullyf~~ctlo;;l--

types, and vendor selected for acquisition , 1 02 
14 I Record concurrence to acquisition ----- ...... ___ ·r I I 1 ··2--··1--4·-1·F~ly·f~nctlonal. 

:: ,-::~::::: ?:~:r;;-g-::::n types oft. . 53.2 ~ .... . ---~-·-:--· :~:~~~t::n:~ ::11~:1~:~=~~:::;onallty exists 

award or do not use It. 
...... ---·------- ......... ···--·· ...... ---- ---· .. -------------

17 I Record technical and funding approvals 32 I 4 This Is petformed In A&A and used in AWACS 
has the un-llquldated balance line 

111\W'~f~~ - -- -~-. __ ._ ··-- -·---·----- --~-·-----··-----------

18 ... r Record/Track award status I 14.408 I I 2 I 4 I Fully funclional 
·1 --------·-- ---~------

19 I Create, approve, track CBD notices 5.101 I 1 4 Fully functlon_a_I __ 

20 Review/record responsibility evaluation of I 1 o Cannot use the system to determine If a 
vendors contractor has a good financial and ethical 

track record. 
-- . -----.. ------· .. ·---------

21 I Check malling lists and responses against 9.406 I 1 0 Based on the vendor list In A&A, there Is no 
Debarred or Suspended bidders list program that can be run to tell user If any of 

the vendor are debarred. 
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22 

23 

24 

25 

26 

27 

28 

29 ----
30 

31 

32 

I Record cost and technical evaluation of each I 15.804 I I 
I I 0 

response 

---·---·,.·----------·--- --~··" -· ---- ._ .. __ " 

Record BAFO, REQUESTS, memorandums of 15.611 I 1 
negotiation, and legislative notifications 15.610 

-------· -~----- ,_ ________ -·----·-·------
--·~---"" 

I Use electronic signature to transmit record of I 2 
orders to vendors 

I 3 

-·------- -
3 

----
0 

-;- =-===- -
..::... ::-:!:. .!1f5: 

I Cost and Technical scores are recorded and 
calculates a total response score, However, It 
does not show any justlllcatlon for the ultimate 
decision and Is consequently misleading. If 
someone needs to see the justification for 
award, they need to see the entire response 
evalµatlon Ille. ---.. ~' 
Olten, users do not know this functionality 
exist and do not use It. They do not seem to 
miss It. 
···------ -------
NMS deta cannot be sent directly to vendors. 
Developing such functionality Is required under 
the 1997 DOD Authorization Act. 

····-----~ -··-·-------~------- .__. ___ .. ---- - · I 5~1oi 1··;1-1 ~, I ··1 ·Fully fun~tl~.;al but objectives can be better I Review/concur with all CBD notices 4 
achieved through e-mail, or direct Interaction. 

.. -------- r T I I I Basic lnf~rmatl~.;ls accessible. More data I Determine status of acquisitions I 2 4 
should be accessible to users through better 
database search capability. 

I Review Indirect cost rates during evaluation . 1-·-1 15.805 I I 1 ·1-· .. 2·· -, Functl.;~~llty exlst;·b~t is not enabled due to 
security Issues. 

"'"-- --·-·- ------ ···---

Establish competitive range 15.609 I 

=i1~ 
4 Fully functional 

---'"- -
Transmit deobllgaUons to FM I ···~- -

4 Fully functional. 
-------·- ''·-~------- ---- ··--·-·-

Develop proposals using USAID·provlded 14- I 0 This functionality was never provided 
software 202.8 

·-·--- ........ 
I Track/perform schedule AWARD amendments, 

planned and ad hoc actions 
14.4os ! I I I 1 I 2 I Not utlllied to the extent necessary. 

--·-------··· ---··-·----

I I ----1-1 T I Prepare a solicitation 14.2 2 I 2 I Uses a dialog box lo write solicitation. Users 
complain that dialog responses are not always 
properly reflected. There Is a lot of effori to 
overwrite the prepared sollcltatlon with cutting 
of pasting for other solicitations. 
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33 Create a list of vendors receiving so!lcltatlon 

---·· ·!·---------------------+---
19 34 I Capture Information regarding procurement 

actions which Include opportunity for small, 
mlnortty-owned or disadvantaged business 

35 lc~m;;,11 ,;;ci;--·· ---''-----------+----+--

36 

37 

38 

39 

. ., ----- --------·----·. 
Decommit funds 
---···. ···-------·-------
Record pre-award protest 

·-·----- ·-----
Rank vendors based on proposals 

I Electronlcally route a request docum·~~i'ki 
others In the agency for review and approval 

:~ -i~~:;;t: ::~:ct -
---

42 I Print reports 

33 

15.506 
-5 

I 13.106!-
-2(c) 

I I 

I 

-----
I 

I 

I 
----
I 

I 

I 

I 
I I I 

I I 

2 

------------
2 

---

3 

i;.;;~ 

Functlonallly exlsts. Automated so!lchatlon 
malling list from CBD responses can be 
printed but all users may not be aware of this 
capability 

t- ·--·----+·--- - --------
I 4 Fully functional 

----·-.. -·-·-·t--------·-·--· .. -------------1 
-- 2 __ -+ _4_ 

2 4 

Fully functlonal -- --- -----------·· I 
Fully functional. 

" ·-·--·· 
1 

0 

2 

i------+--·-·" ------------i 
3 

2 

Not being used consistently by the users. They 
may not perceive the need to enter data. 

Agency would not have automated access to 
past performance data. Can use past 
performance Information submitted with 
proposal. ,____ 1----- '' 

I 1 While there Is a staffing alert Indicator, some 
users do not go Into the system often enough 

this to be sufficient 

~----l 
4 

4 

Fully functional 

Fully func11onal 

2 Standard print out does not necessarily 
provide all necessary Information needed by 
the users. User would like access to a more 
robust tool such as Impromptu to print out 
specific Information. 

··--------·---- .. , ___ -------- --------- . --------- -------------
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43 I Perform database searches I I I I I 2 I 1 I Database searches can and are performed. 
Falls lo provide data that some users would 
like to have. Impromptu system is the main 
tool for more detailed searches, but few users 
have access to it or are trained to use It. 
Further, the data infrastructure ls not prepared 
to permit widespread use of Impromptu even If 
It were provided. 

44 Create Modification Requests 1.602 I 2 4 Fully functional 

45 Receive requests for small purchases from I 1 1 No functlonallty exists for the Missions. This 
AID/W offices or USAID Mission Via system would be useful for them. l . ·-· 46 Set Up Delivery Schedule 13.301 I 2 4 Fully func!lonal 

-- -····--·-·-- -·-· ----------··---- "''' .,.,,, .. '. ,,, - .. --- ·-------
47 Incorporate Statement of Work 13.106 I 2 4 Fully funellonal 

-1 (a) . .,,._" ___________ .,_""--"'' -·--
48 Commit/Sub-Commit Funds I 2 4 Fully functional 

··-··. --·· ··-· --· ""'"'·--

49 Oecommil Funds I 2 4 Fully functional 
·-. -- ·-···~---~--~-

50 Set Up Shipping And Bllllng Locations For 13.301 I 2 4 Fully func!lonal 
Goods and Services ..... ""'"'''•• 

51 I Elec!ronlcally Route a Request For Review or 14.202 I 2 4 Fully funcllonal 
Approval ·8 

- -·----- r·-52 I Prlnt a Purchase Order I I I 2 I 1 I Standard print out does not necessarily 
provide all necessary Information needed by 
the users. Print out seems to resort fine Items 
(e.g. Line 10 would appear first but line 100 
would appear before fine 20.) 

53 I Prepare a Request for Quotes I 13, 100 

·------~--:---
2 1 Users need better training to access the 

·2(a) lnformal!on they need to use this functlonaUty. -·--1--•o• 
54 I Record Quotes 13.106 2 4 Fully functional 

·2(b) 
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55 I Make an Award I 13.106 I I I 
·2(c) 

I 2 I 4 I Fully functional 

-;;-~=.= 
..::..:::: ..:TE: 

56 I Prepare a Negotiator's Memo·randum I 1~2~~~ i·· ·--·r-1-r~1···· I 2 I Not enough space lo record the basis for 
award In most circumstances. Print out does 
not reflect all entry In the field. 

-- - --- --·-"'-- ~ . ·····-- -- --------~-

··-····-r -I ~r- . ~ ·r-···-1-- ~- .. , 57 f Obligate Funds 2 4 Fully functional 

58 Pertorm Database Searches 2 1 Falls to provide data that some users would 
like to have. Impromptu system Is the main 
tool for more detailed searches, but few users 
have access to It or are trained to use it. 
Further, the data Infrastructure Is not prepared 
to permit widespread use of Impromptu even If 
It were provided. 
Employees find It laster to look data up In hard 
flies. 

59 I Track Invoices - -- - -----., .. _, _____ -. ... 
60 Track deliverables 2 Functlona!lly Is not sufllclenUy used and 

Impacts the agency's earned value-tracking 
capability. 

·--~----~--""'" r 1.602-
·--~-~ 

61 I Track/Implement amendment creation I 1 2 Some users are not using either because they 
1, -2, w do not know functlonallly exists or are not 

3 trained to use It. 
- --------.- '" .. ,, -·---------- - ---·--

62 I Collect Information on AWARD closeout I 1 1 Functlonallly exists but Is not enabled. 
---- ----- ----···~-------- --------- '" 

63 Perform AWARD closeout 4.802- I 1 0 Functlonallly does not exist 
2 

··----------------
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64 I Record Recelpl/Acceptance/Rejecllon I 11,403 I I I I 2 I 1 I The COTA record of 
receipt/acceptance/rejection Is recorded In 
ASA At one point this was connected to the 
payment process In AWACS whereby a 
payment could not be made w/o receipt and 
acceptance of deliverables by the COTA. 
AWACs requested that this feature be 
disconnected until Issues could be resolved on 
the AWACS side regarding the connection 
Consequently, FM cannot get approval 
through the system. Instead, there Is an off· 
tine process (phone calls, e-mails, etc .. .) to get 
the COTA sign-off. This has ramifications with 
regard to the Prompt Payment Act. 

65 I Record Post Award Prot~sts----· --- . --·-· 
. - -=r-; ~r~ ---~ 1 

--· - - -- -~-~-

33 4 Fully functional 
---- '--··-·--------~-- .. -----------------.... -- --- •••·····-''-"•••-•TI 

66 Record Correspondence Actions Between 4 Fully functional 
USAID and Vendors With Regard to an Award 

TM;k~Ad.;;r;,~tr~tl~;-Modlfl~;tlons to an Award ··· 1 1.602· 
" "~~- -----

67 I 2 4 Fully functional 
1,·2,-3 

., •-••-••~"<'O-··---.,, -·- -- -r -----------·· 
68 Deobligate Funding I 2 3 Entries by Program Managers In A&A are 

visible in AWACS In 24 hours or less. While 
Program managers obligate, COTR's approve, 
therefore leaving a small window whereby the 
agency could pay Invoices after money Is de· 
obligated. 

69 I Perform Searches to Extract Data I I I I I 2 I 1 I Falls to provide data that some users would 
like to have. Impromptu system Is the main 
loo! for more delalled searches, but few users 
have access to II or are trained to use It. 
Further, the data Infrastructure Is not prepared 
to permit widespread use of Impromptu even If 
It were provided. 
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71 I Automate records of vendors accounting 
systems 

15.805 
·5 

I 

,_, _7_2 _ _,1--A~;_-s-a-nd-trac-·· k past performance 42.15 I 

-~·-- --- -··------ -- -·r··--1----
73 I Evaluate workload analyslslslafflng 15.805 I 

requirements 
---·--·-· --------·- - ' - -1S.SOO-,--- I 74 I Access current records on vendors accounting 
systems ·3 

75 I A~~;s-;; ~~;;;;;;;~rds ~n vendor's negotiated •.. 15.809 I I 
Indirect cost rate agreements 
--- -·-· •-. ----- ----- - --- - ----· .. -- - --

76 I Add Vendors I 15.407 
·c(2) 

·-- -.m•• ·---- --··--· 
77 I Maintain Vendor Profiles, Capability and 4.703 

Performance Records 4.705 
... "'------· 

78 Reassign Workload 1.602 
··----

'" ______ ,,,,, ___ . ----

79 Add and Edit Shipping Addresses 47.303 
·---·-·---· ---- ----·· 

80 Perform Vendor Queries 

-~------------------ ·-------··· 
USAID HMS Analyale Report 

s/7 

I 

I 

0 

2 

1 

0 

2 

2 

---·--
2 

0 

0 

0 

0 

1 

4 

i ;..;: ='=f!.. 

Functionality does not exist. 

Functionality does not exist. Integration with 
NMS is not automated. Existing Past 
Performance Data Base Is a word perfect file 
that will fall when AID starts to collect most 
vendor past performance data 
··----.-.---
Functionality does not exist 

Functionality does not exist 

Functionality does exist but not enabled due to 
security Issues. 

----------~ Fully functional 

1 I It does not provide an automated view of past 
performance. It does maintain vendor profiles. ·····-·r··---" ----···· 

4 Fully functional 

4 Fully functional 

1 I Repol1s can be generated, however, NMS falls 
to provide data that some users would like to 
have. Impromptu system Is the main tool for 
more detailed searches, but few users have 
access lo ii or are trained to use It. Fu11her, the 
data Infrastructure Is not prepared to permit 
widespread use of Impromptu even If It were 
provided. 

···-··--·-···~--·"----
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Appendix E· 7: 
Budget 

Plan for the funding requirements in future l I x I I 2 l 4 I Fully functional. The bureaus have not fully 
years - program budget used this application yet; It will be used for the 

development of the FY 2000 budget. The 
bureausfmisslons will need training and policy 
guidance tor using the system. 

2 I Plan for the funding requirement In future years x 2 2 Gap In P and T. The OE budget can be 
- operating expenses (OE) budget budgeted to the SO and Acllvlty level; 

however, AID also needs to budget to the 
object and sub-object class level and cannot 
through NMS. The bureausfmlsslons will need 
training and policy guidance for using the 
system. 

----···~ · -r---><~r-·-·r I I Fully functional. 3 Aggregate request amounts for the Agency's 2 4 
OMB and Congressional Presentation (CP) -
program budget 

l---x-, ------- ---------------·-·--------··· --------r--· 
4 I Aggregate request amounts for the Agency's I 2 I 2 I Gap In P and T. Can aggregate the OE budget 

OMB and CP - OE budget to the SO and Activity level; however, AID 
needs to aggregate the budget to the object 
and sub-obJect class level and cannot through 
NMS . 

5 I Submit budgets to the next level 
... -1 

1 · x 2 4 Fully functional. Users can submit budgets 
from the activity to the SO to the mission to the 
Bureau to the Central Budget Offlca. 
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6 I Distribute OYB - program budget I I x I I 2 I 4 I Fully functional. AID uses this tool to develop 
proposed OYB operating plan (Annex) and for 
dlstrlbullng approved OYB. Policies and 
procedures are needed to address allotment 
process through system. 

7 I DlstributeOYB-OEbudg~-t ------ ---1---··r···-x-r-··-1 2 I 2 I Gap In P and T. Can distribute the OYB by SO 
and Activity but cannot distribute by object 
class and sub·ob)ect class In NMS. Policies 
and procedures are needed to address 
allotment process through system. 

r=1~r=r 
8 Link OYB allowances to AWACS X 2 4 Fully functional. 9--\-iif strib~te target;~ounts for c~rl9,:.;sslonal - -- ---- x -- 2 2 Gap In P and T. Indirect Emphasis Area 

earmarks and directives (Indirect Emphasis funding Is established In "Emphasis Area" 
Areas) module of BUD and can be seen through 

queries. However, the OYB dlstrlbullon does 
not Identify the earmarksfdlrectlves. 

10 I Monitor OMB and CP budgets I ------T----r··;c-·1· 2 I 2 I Gap In P and T. Can monitor status of budget 
cycle through queryfunct!onality. Training Is 
needed on query functions. 

I .,., ....... ~ ,_, .;;...00-,;-; ..... Tl _'_I:= - "~-

11 1 0 This functionality was orlglnally envisioned in 
fulure year the BAA but has never been Implemented. 

Users believe is would be useful to have. 
~·~--~------ - ~· - -- " --- - --

12 I Link to OYB actuals In AWACS X X 2 2 Gap In P and T. In order to formulate budgets 
and to generate queries, this sub-system 
needs to link to actual obligations and 
expendllures from AWACS. BUD Is able to 
download and display OYB actuals: however, 
the AW ACS data Is unreliable. 

13 I Develop narrative justlllcatlons for budget I 1- _x ___ I lo- l 0 I This functlonallty was originally Identified In the 
BAA; however, users would rather use other 
means to davelop and transmit narrative 
justifications. 
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15 I Provide narrative Instruction for distributing I I funds and creating future budgets 

16 Create Funds and Fund Accounts 

17 Edit Information on existing funds 
-

HI View Information on the funds 
i~~~~·~- -

19 Delete the Fund or Fund Account when 11 ls no 
longer needed 

-·· 
20 I Enter funding levels at specific budget 

milestones 

21 I Input of pre·approprlaUon amounts for a future budget 
year 

22 Create Direct Emphasis Araa categories 
-
23 Create Indirect Emphasis Area categories 

24 Edit Information on Emphasis Area categories 

25 Link Emphasis Area coding to OPS Acllvlly 
application 

U8AID NM8 Analyala Report 

,3~ 

x I I 1 I 1 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

x 2 4 

...,. -= ;..=-=== = ===::=5'f!: 

I Guidance Is available but none of the users 
surveyed have used the module. In addition, 
the system can accommodate tables that are 
part of the guidance. The Central Budget 
Office has suggested that the functionality be 
expanded to Include a messaging system. 

11' ''3i'ii:ii'J!i~'!li'b"~t' .,{~~( Y·\.!;1iLV;S8·:'.ft;i4f,;,._, '~· 1'0'-.-""A\'ti\s,,~_, .-,_,W""''"·"J: •. ,_ .. ,., t-

Fully functional. 

Fully functional. 

Fully functional. 

Fully functional. There are controls over when 
funds can be deleted. 

Fully functional. This allows for tracking dollars 
through the budget process (e.g., OMB, CP). 

Fully functional. 

Fully functional. 

Fully functional. 

Fully functional. Links data Into the OPS sub· 
system. 
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26 I Build a customized search of the NMS I I x I I 2 
database 

27 I Graph query results I I x I I 0 

I 2 

I 2 

? =-=-=-= 
..::.. =-:. .!"?!: 

I Gap In P and T. There are many query 
functions In place; however, additional features 
have been identified and there Is a lack of 
understanding of how to use the feature. Some 
queries do not return accurate results. 

I Gap In P and T. There are graph 
functionalities; however, few use this feature 
and some elements do not work properly. 
Functionality Is not needed here because the 
resulls can be transferred to Lotus. 

28 I Save query results as Lotus 1-2-3 worksheets --r--··--l-x-i··-x·1·2--1 3 I Gap In P. The users can save query results; 

29 I Save query parameters I 

30 I Establish new Resource Categories 

----------·--· 
31 I Modify Resource Categories 

32 I Provide Indexed access to Resource 
Categories below the Object Class level 

Fl~'IM 
·-·33"···1 Group countries together tor reporting purposes 

USAID NMS Analygls Raport 

however, there Is a lack of understanding on 
how to use the query feature. 

1-x-··1· I 2 -r--2-·-··1 Gap l~-P and T. The users can save queries; 
however, !here is a lack of understanding on 
how to use the query feature and 11 does not 
work all the time. 

x I I 2 I 0 I Resource Categories (I.e., sub-object class) 
cannot be added beyond the original hard-
coded categories. 

X 2 O Resource categories cannot be modified. -·t=H --
X h---~--2 -.. -0 The user has to search through the list of 400 

resource categories. 

Gap In P and T. The user can establish a 
reporting region but the link to running a query 
on that region Is not working. In query, the 
user can only selecl one country. This 
functionality could be Included as part of the 
query function. 

------··-··-~· 
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34 Provide canned reports x 

-+-----------··· ----·-----
35 Connectivity between missions and DC x x 

U8AID NM8 An11ly•ls Report 

3.:?y 

2 1 

2 3 

e ~-=v'i 

There are 2 or 3 budget-specific reports linking 
the agency's budge! to Its goals but the users 
need more reports. There needs to be user 
Involvement in defining needs. 

Gap In T. This feature Is needed so the agency 
can share Information and respond quickly to 
changes during budget development and 
execution. However, the technology 
sometimes hinders this communication • 

. ··--··---------------
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Appendix E-8: 
Operations 

ADD AND EDIT A STRATEGIC OBJECTIVE I I x I I 2 I 4 
AND RELATE IT TO THE AGENCY'S 5 
GOALS 

2 Create Results Framework x 2 4 

3 link to agency's 6 goals x 2 4 
--·- ~· 

2 2 J Gap In Organization and Process. Although, 4 Track measures, goals and Indicators x 
•-

. _ ·--- _____ -~ '.his function works It l~_n_~t being widely used. 

~:hcJtY.ilY~~=~~Z:::~~~~-~'O~.-·-~- ·--i---

5 I Define activities under an operating unit r--r x l 1-2-- r 4 
objective 

6 I Denne the geographic area that will benefit as a I I x I I 2 I 4 
result of this actlvlly 

7 I Assign Emphasis Area Coding to each activity x 2 2 Gap In Organization and Process. Although, 
by llscal year and fund account this function works In the module and Budget 

mandates to perform this task many people 
are not assigning the codes and people In 
Washington are doing that assigning for the 
mission staff. 

6 I Define a customer, stakeholder or Implementor j I x I I o• I 2 I Gap In Organization and Process. People are 
group. not using this function because It does not 

have to be automated or could be done by 
other means 
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Coordinate objective team membership, 
responsibilities and goals. Keep a team journal 

12 I Team Access, which allows people from other x 
Bureaus to look at their data. 

13 I Prepare a Results Package x 

14 I Input Lessons Learned x 
15 I Plan a Budget (Budget Planning Module) x 

16 I Conduct Results Planning (this module allows a x 
person to create a draft plan and then upload it 
to the Results Tracking Module) 

Generate reports I I x I I 

18 I Query functions x 
19 I Schedule x 

....-. 20 I Print screens I I I x I 

USAtD NMS Analyala Report 

3-<.c 

2 0 

o· 2 

o• 2 

o· 2 

o· 2 

2 I 4 

2 . 0 

o· 0 

2 I 0 

------------- ----- -- ---= ::-::::. =-== ===":'= 

Gap in Technology. This feature does not 
exist. 

Gap in Organization and Process. The concept 
of doing this has not been filtered throughout 
the entire organization. 

Same as above 

People are using spreadsheets to perform 
budget planning and would like to continue to 
use those sheets because they do not want to 
be on-line to perform what If scenarios. Many 
do not know It Is there or how It works. 

People are putting their results directly Into 
Results Tracking without creating drafts. 

I Ops has 5 reports, one of which Is the 
Performance Data Table that Is used In the R4 
process 

There are no query functions In NMS. 

Gap In Organization, Process, and 
Technology. Is a function that was planned but 
Is currently done using manual processes 
enabled by project planning software tools. 
Also, this function does not need to be on-line 
and shared around the globe. 

I Gap In Technology. Users have to take snap shots 
of the screen and get out of 
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21 Linkage to Budget x 
22 Linkage to AWACS x 
23 Linkage to A&A x 
24 Operations PC Is a local version of the software x 

that would give the missions without NMS the 
capability to use OPS 

25 I Generate Performance Data for GPRA report I I x I I 

26 I Need reliable AW />Cs data I I I x I 

USAID NMS Analy•I• Report 

d;f 7 

2. 4 
" 

2. 4 

2 4 

1 0 

2 I 2 

2 1·0 

--~ =-=-=-=:: ...:.. =--::..:SY= 

I Gap In Technology. This function has been 
programmed but the upload/download 
procedures have not been written. It ls nice to 
have because It supports 

I Gap In Organization and Process. The system 
Is able to collect the performance data by 
activity but the system Is not the only source 
for GPRA and never wlll be. 

I G~·P In Technology and Organization. People 
do not feel that AWACs data Is reliable and 
therefore any funding detail that Is generated 
ls bad. 

Appendix 1!·81 Operations • 41 



Appendix F: 

Enterprise Security Management Mechanisms 



Appendix F 

Enterprise Security Management Mechanisms 

a. Security Service Mechanisms 

If we establish the basic attributes of security that we are striving to achieve, then security 
mechanisms are the actual methods and techniques that we devise to accomplish them. In 
general, the simpler the mechanism, the greater the possibility that that mechanism might be 
defeated and the service rendered ineffectual. Thus, as a security policy evolves, it must 
necessarily establish minimum standards of security mechanism strength. It is frequently the 
case that when users are seeking 'more security' for their network, they are in effect asking 
for stronger security mechanisms to support the security services they have. In other words, 
the service may be perfectly correct for the organization's security policy; it just isn't 
implemented with mechanisms that are strong enough to thwart the threats being mounted 
against it. 

Some mechanisms are very familiar, but perhaps have been used to support other network 
services besides security. A common example is packet filtering. Simple packet filtering has 
been used to tune performance or to confine certain classes of traffic within an organization's 
interwork, or as a troubleshooting technique. Recently, more elaborate filtering techniques 
have been developed as part of a firewall access control strategy or to automatically route 
traffic over more protected paths. 

The list of mechanisms that can be used in supporting security services is long, but how they 
are used in the different product areas can differ. For instance, a password mechanism is 
universally used for authentication. Other mechanisms, such as encryption can be used to 
support virtually all services. 

b. Authentication Mechanisms 

Authentication is an essential service. Most commercial organizations, consciously or not, 
operate under identity-based security policies. Network privileges and access is authorized 
based on the identity of the user. Securely and reliably configuring a user's identity is, therefore, 
fundamental. 

One note of caution. It is sometimes easy to confuse who or what is being authenticated. In 
some cases it is a live individual. It also might be a computer or program that is representing 
that individual. This will be referred to as user authentication. In other instances the entity being 
identified is strictly a network device that may be associated with many ·users.• In that case, we 
will refer to it as device authentication. 

1. Passwords 

Passwords or Personal Identification Numbers (PINS) are the most commonly used 
authentication technique, representing something a user knows and secretly shares with the 
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device at the other end. Passwords are typically submitted, as part of a two-way handshake that 
should be should be part of logging in to hosts and servers, remote access servers, and the 
management ports of critical devices such as routers. Passwords can also be used within 
management applications to identify those who have been granted additional privileges for 
particularly sensitive functions (e.g., managing sensitive monitoring devices like AMON probes). 
Password-like values can also be used in protocol messages exchanged between devices. 
SNMP community strings, REPv2 authenticators, and PPP PAP passwords are examples. 
Passwords can be exchanged in both directions to obtain mutual authentication. Passwords are 
subject to protocol analyzer attacks and unauthorized reuse. The use of authentication servers 
to act as centrally administered (and protected) password databases is also recommended 
where possible. Protocols such as RADIT JS (see "RADIUS" section) can be used to securely 
transport passwords between the access device and the authentication server. 

2. Call-Back 

Call-back can be considered another form of handshake, commonly used in dialing in over the 
telephone to remote access servers. These servers can be configured to dial back a specified 
number associated with the user. While this has limited use for the mobile user, it can be useful 
in enforcing authentication if a password is lost or "loaned.• It is also useful for audit and billing 
purposes and can, in some cases, reduce telephone costs. 

3. One-time Passwords 

The one-time password mechanism uses a technique in which the password provided is never 
reused. This defeats protocol analyzer attacks because any password intercepted can no longer 
be used again. One of the most common examples of this technique uses time as the constantly 
changing value on which to base the password. The popular SecurlD card displays a value on 
its LCD screen that changes every minute. This value (something the user has) plus the user's 
PIN (something she knows) can be submitted to the authentication server, where it can be 
uniquely compared against the value computed for that uses card at that particular time. One
time passwords are the next logical progression for protecting remotely accessed devices. They 
are particularly important in cases where logins are initiated over the network via remote Telnet. 
A variation of this technique, using a set of encrypted counters, is used in BaySecure Router 
Services to authenticate SNMP SET commands. 

4. Kerberos Authentication 

Kerberos is a more complex method for authenticating network users and protecting network 
traffic based on DES encryption. As an Internet Engineering Task Force (IETF) standard, it is 
gaining a strong following, primarily in the UNIX community. Kerberos works by having a central 
server grant a "ticket" honored by all networked nodes running Kerberos. Tickets are encrypted, 
so passwords never go over the network in 'clear text.• The single login feature of Kerberos 
means that users do not need to reenter their password when accessing a different computer -
they just submit a ticket. The granting of a ticket itself can be used to authenticate the user 
logging into a remote access server. In a full Kerberos deployment, the ticket can be retained by 
the client and submitted as needed to gain access to other resources without having to login 
again. Finally, Kerberos tickets can be used to establish full confidentiality as well (see the 
section on Kerberos Encrypted Login). When operating in this mode, the encryption can be 
used to protect the communication flow continuously, and thus preserve the authentication of 
the connection beyond the initial setup. 
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5. RADIUS 

The Remote Authentication Dial-In User Service (RADIUS) protocol is rapidly becoming the 
basis for future, open standards-based exchange for all types of authentication data (e.g., PAP 
passwords, CHAP challenges and responses). Using RADIUS, a client can exchange 
authentication, access control, accounting, and device configuration infonnation with a RADIUS 
server. The RADIUS server can authenticate the user/device using its database of user IDs and 
authentication parameters. The keyed-NMS algorithm is to provide authentication and integrity 
for the RADIUS messages and selective confidentiality for authentication parameters they might 
contain. Further discussion of RADIUS is contained in the Access Control and Audit sections. 

6. Security Tokens 

Security tokens are small portable devices that provide secure storage of authentication 
parameters and the processing capability to participate in one-time password or challenge 
response authentication exchanges. In addition to the SecurlD card from Security Dynamics, 
other popular tokens include those from Enigma Logic, Digital Pathways, and Crypto Card. 
These tokens, and their associated servers can form the basis for an authentication method that 
covers client, server and host security as well as communication devices such as remote 
access devices. 

c. Access Control Mechanisms 

The fundamental purpose of all access control mechanisms is to prevent unauthorized use of a 
network resource. 

1. Access Control Lists 

The Access Control List (ACL) is at the heart of most access control mechanisms and 
constitutes the basis for making authorization decisions. The list can be either inclusive 
(specifying those users who are authorized - all others are unauthorized) or exclusive 
(specifying those users who are not authorized - all others are authorized). Lists can be 
organized by user, user group, device, or device port. User group profiles can be used to 
simplify the administration of lists with many users. Lists can be centrally administered offline 
and distributed to the various devices or maintained online in a central set of servers. Devices 
needing to determine access privileges refer to their local lists or communicate (securely) with 
the central server to obtain this information. Most networks rely on a mixture of both approaches 
for both security and reliability reasons. 

A common network device example is a list of IP nodes authorized to access embedded 
services such as SNMP, Telnet, FTP, or TFRP. SNMP agents associated with critical devices 
such as routers or RMON probes are especially in need of such protection since the community 
string "passwords' are too easily learned. 

Finally, because many networks use the access control lists built into their host and network 
operating systems, it is important that there is a common method for administering the lists 
maintained in network devices and network operating systems. Interfaces between network 
access control mechanisms and UNIX, NetWare, and Windows NT mechanisms will become 
increasingly important to ensure manageable and consistent access control lists. 
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3. Authorization Servers 

RADIUS servers and other authentication servers are examples of a centrally administered 
approach to access control in which the server contains not only a means for authentication, but 
also a database that contains the services that the authenticated user or device is to be granted. 
In the case of RADIUS, the server can download configuration parameters that can enable 
authorized communications and security services. RADIUS supported security parameters 
include user-specific filters and authorized protocols. Communication services examples include 
session control, channel reservation, and channel aggregation across multiple lines. To ensure 
scalability, these servers should also support proxy services that allow one server to receive 
access control infonnation from another server responsible for a particular user. 

4. Traffic Filtering 

One of the most basic and effective methods for enforcing access controls is at the data packet 
layer. In its simplest fonn, a filter can block packets that do not conform with security policy rules 
and to forward those that do. Filters can assigned to each port and traffic direction (i.e., 
incoming or outgoing) and is based on source and destination address, protocol type, and other 
fields within the packet. Routers can be particularly effective filtering engines because they are 
optimized to make rapid forwarding decisions based on these very same attributes. Filters can 
be used in switches and remote access servers as well. Besides blocking or forwarding, a filter 
should also be able to trigger an event for logging and/or alanning. 

5. Policy Filters 

Fonnerly called route filters, policy filters are available on routers and enable the network 
manager to set up an access control policy specifically aimed at controlling access to and from 
the routing tables. "Accept' filters are used to specify which route updates will be accepted from 
which routers or networks. 

6. Intrusion Detection 

One method, similar to filtering, available to control access to LANs is based on the ability of 
hub repeaters and switches to capture and compare the source address of all packets received 
from the connected nodes. This capability, which operates at full media rates, can be used in 
conjunction with "allowed nodes• access control lists, to ensure that only authorized stations are 
connected to the LAN at the appropriate physical location. Based on security policy, detection of 
unauthorized nodes can result in a security event, alann, or shutting off the port. 

7. Incoming CLI Screening 

For ISDN networks, which supply calling line ID (CLI), CU inclusive screening can be used to 
accept or reject incoming connections after comparison with an access control list to authorized 
CLIS. 

8. Inactivity Timeout 

Remote access servers can be configured to automatically tenninate user sessions when there 
has been no activity over the line for a specified period of time. This reduces unnecessary 
security exposures from unattended terminals and also saves on phone charges. A similar 
facility can be used with Telnet and other connection-oriented network protocols. 
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9. Routing 

Routers, in conjunction with filters, can also play a role in determining which network resources 
will be granted to a particular stream of packets. For example, IP delivery options allow a 
network manager to specify in advance the most appropriate path for certain classes of EP 
traffic based on resource considerations. With this capability, traffic arriving from certain 
insecure networks might be routed via networks having more security or less valuable attached 
resources. Access to paths that traverse subnetworks that serve particularly sensitive 
applications would be implicitly denied. 

1 O. Security Labels 

The Revised IP Security Option (REPSO) (RFC 1 108) specifies an optional IP header field that 
contains a security classification and handling label. Used primarily by the U.S. Government, 
this label allows the hosts and routers to appropriately label EP traffic based on its security 
level. Other hosts and routers can then check the labels of arriving datagrams. Based on the 
rules specified in RFC 1108, traffic may be accepted, rejected, or forwarded based on the 
security attributes of the host or the attached networks. Although not used by most commercial 
organizations who use identity-based security policies, labeling is essential to government 
mandatory access control polices based on security clearances and information classification 
levels (e.g., Top Secret). 

11. VLAN Tagging 

The Virtual LAN capabilities of frame switches allows the network administrator to establish 
Virtual LAN groups that directly parallel an organization's security policy. For example, Finance, 
Engineering, and Marketing VLANs can be established to ensure that tagged information flows 
can be logically segregated. VLANs dedicated to network management uses are another 
possibility. Controlled communication between VLANs can be implemented using any of the 
other mechanisms discussed in this section. 

12. ATM LANE Client Registration 

ATM LAN emulation (LANE) services allow administrators to establish a number of security 
relevant access control policies. For example. selected clients can be preassigned to a specific 
emulated LAN. In this case, all client registration requests are ignored and the client is placed in 
a specified emulated LAN or a special default emulated LAN. The default emulated LAN can be 
further restricted to prevent multicast or broadcast frame transmissions, thus effectively 
preventing communications between these clients via data-direct SVCS. 

13. Protocol Gatewavs 

Gateways that translate from one protocol suite to another can perform access control features 
as well. For example, a type of firewall can be established between a local NetWare LAN 
running EPX and the Internet running IP. IPX workstations running IP can access the Internet 
without any EP traffic traveling between the Internet and the local EP LAN. IP traffic from the 
Internet is blocked by this gateway as well as effectively hiding the local EP addresses and 
configurations 

14. Firewall 
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Routers have had a "firewall" function since their first introduction. Originally, a Router served as 
a barrier that could confine protocol strings to one subnetwork. Subsequently, simple traffic 
filters could be used to prevent certain types of services (e.g., FTP) from being allowed between 
networks. As users' needs for these services increase, simple all-or- nothing filtering became 
insufficient and special purpose security gateways, which did little or no routing, were developed 
to concentrate on enforcing security rules on the traffic flow. Today firewalls offer a range of 
services: static traffic filters, dynamic (or stateful) filtering, circuitry level gateways, and 
application proxies. In almost every firewall deployment, routers are used to perform the static 
filtering and serve as screening routers to provide a first layer of protection to the firewall and 
the inner network. It is expected that the distinction between static filtering done in routers and 
dynamic filtering and proxying done in firewalls will disappear. Common management of the 
access rule bases betwe!'ln the two devices will continue to evolve (e.g., Checkpoint Firewall-1 
Management Center), followed by a merging of some functions onto a single router-firewall 
platform. 

d. Confidentiality Mechanisms 

Confidentiality mechanisms protect communications from unauthorized disclosure. While 
encryption is the most flexible tool that applies here, a number of basic techniques are also 
discussed, because they can often be deployed quickly and with less system impact. 

1. Eavesdrop Protection 

Operating at full Ethernet speeds, eavesdrop protection hardware in Ethernet repeaters and 
hubs can immediately determine the destination MAC address of the packet and compare it with 
the authorized addresses for each port in the hub. Based on the MAC address, the packet data 
can be overwritten/erased for all unauthorized ports. With this totally transparent capability, the 
risks that sensitive traffic and user passwords can be intercepted by anyone plugging a PC into 
an empty office outlet or Trojan horse protocol analyzer programs introduced by an outside 
hacker with UNIX root privileges is greatly reduced. 

2. Access Control Filters. Firewalls. Labels, or Tags 

Traffic Filters, Firewalls, Security Labels, and VLAN Tagging can be effective in blocking 
information that should not be allowed to leave protected networks or enter unprotected 
networks or network segments. These access control mechanisms can be used to enforce 
security policies that have identified particular networks, hosts, or access points as particularly 
vulnerable to unauthorized disclosure. 

3. Routing 

Routers can also play a role in determining secure paths for sensitive data. For example, in 
conjunction with filtering, EP delivery options allow a network manager to specify in advance the 
most appropriate path for certain classes of IP traffic based on confidentiality considerations. 
Similar capabilities exist in an ATM context can support explicit control over how call setup 
requests are routed and more importantly, which calls are routed at all. If a portion of the 
network is deemed unsecure, it is possible to specify that no route is acceptable and the call 
request is refused. 
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4. Policy Filters 

Policy filters are available on routers and enable the network administrator to set up policies 
specifically targeted at controlling the dissemination of route updates. Announce filters specify 
which routes will be announced to other routers, thus protecting sensitive network route 
configuration information from external networks, and intruders, which have no need to know 
this information. 

5. Link Encryption 

The ability to encrypt the payload of a packet at the data link layer is essential for many 
applications, especially for private or public WANS. Routers that sit at the LAN-WAN boundary 
are particularly appropriate locations for this capability. Depending on bandwidth requirements, 
encryption can be done in either hardware or software. Software has the advantage of being 
more portable across different communication platforms, if the processing power is available. 
The ability to remotely manage the keys at each end of the link is essential. Of equal importance 
is the capability to automatically change the traffic keys in use, frequently, transparently, and 
without operator intervention. Hardware-based encryption, especially if it integrates into the 
modular and scaleable architecture of today's router platforms, can provide high-performance 
encryption processing for the full range of LAN and WAN interfaces. 

6. Network Encryption 

To extend confidentiality across the extended enterprise, it is imperative that a fully 
interoperable method of encrypting IP datagrams be available. Bay Networks has, and will 
continue, to contribute to the IETPs IP Security (IPSEC) Working Group and the IP Security 
Protocol (IPSP) suite. RFCs 1825-1829 specify an IP level security architecture, encryption 
(ESP) and authentication (AH) protocols and associated data transforms. These RFCs are 
currently proposed standards and have already formed the basis for such interoperability 
initiatives such as the Secure WAN (S/WAN) consortium sponsored by RSA Data, Inc. 

7. Secure Tunneling 

IPSP encryption (ESP) can operate in both transport and tunnel modes. In transport mode, the 
datagram payload is encrypted, and the original IP header is left in the clear. In tunnel mode, 
the entire original EP datagram is encapsulated, encrypted, and placed in the payload of new 
datagram. This has the advantages of hiding the original user addresses and the flexibility that 
allows intermediate nodes (e.g., routers, firewalls) to act as proxy destinations for traffic targeted 
at a particular end system. The net result is that encrypted tunnels can be established between 
gateways that securely connect enterprise LANs across insecure networks. The encrypted 
tunnel, depending on the application, can serve as a cryptographic conduit to prevent 
unauthorized access to the traffic (i.e., confidentiality). Conversely, the tunnel can act as secure 
pipe to confine user traffic to only authorized paths within the network (access control). 
Consequently, managing these tunnel endpoints is just as important as establishing the security 
between the endpoints. Static configuration, dynamic discovery, redundancy, and automatic 
switch over are essential to ensure that encryption remains transparent and does not degrade 
any of the dynamics and redundant features that contribute to the reliability of routed networks. 
Tunnels can be extended directly to workstations and servers if needed. 

8. Key Management 
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Further work is underway within the EPSEC Working Group to expand the IPSP suite to include 
an Internet Key Management Protocol (IKMP). The most promising Internet drafts include 
Simple Key management for Internet Protocols (SKIP) and the Internet Security Association Key 
Management Protocol (ISAKMP) using the Oakley key determination protocol. Both SKIP and 
ISAKMP/Oakley require the authenticated exchange of public key certificates to be most useful. 
The Public Key Infrastructure (PKIX) Working Group is standardizing the format of the Public 
Key Certificates and the Certificate Authority requirements needed for the successful operation 
of these protocols. Plans are underway within the S/W AN initiative to conduct interoperability 
testing using one of these proposed IKMPS. 

9. Encryption interoperability 

The S/W AN initiative is seeking to ensure full interoperability of encryption between routers. 
firewalls, and other intermediate packet encryption devices, as well as hardware/software 
implementations of EPSP in the end nodes. This interoperability must be at all levels: 
algorithms, data transforms, protocol data unit formats and processing, management of keys, 
negotiation of security parameters, and establishing security associations. 

10. Encryption Performance and Scalability 

Data encryption is similar to data compression in that it is computationally intensive. While 
software encryption is certainly feasible, performance in a typical server or router environment 
will probably be. limited to around T 1 speeds for generally accepted algorithm such as DES. 
Security that limits the performance of a network will not be accepted in most environments. For 
this reason, as well the advantages of implementing the algorithms and key storage in more 
tamper resistant hardware, encryption should be available in high performance hardware. These 
cryptographic accelerators should be modular so that one or more can be configured to provide 
the security horsepower needed to ensure transparency on backbones as well as remote links. 

11. Encryption and Troubleshooting 

The widespread· use of data encryption services can have an unintended impact on today's 
methods of monitoring and troubleshooting networks using network protocol analyzers and 
RMON probes. With the use of link or EP layer encryption, the upper-level protocol control 
information is not visible to conventional protocol analyzers, and even true source and 
destination address information can be hidden when operating in secure tunnel mode. 
Cryptographic management must include features for temporarily disabling encryption for 
troubleshooting purposes or preferably providing selective decryption for monitoring tools. 
Access to these features must be, of course, securely controlled. 

12. Encryption and Data Compression 

Encryption, if not implemented correctiy, can also impact the performance of data compression. 
It is important that any data compression be performed first, prior to encryption. Encrypted data 
is essentially randomized, without the redundancy of clear text, normally exploited by the 
compression algorithms. This means that IP encryption followed by data link compression will 
result in a degradation in overall throughput when compared to compression without encryption. 
In systems where compression is an important requirement, integrated compression-encryption 
processing must be carefully architected to ensure that the benefits of compression are not. 

13. Outboard Encryption Interfaces 
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In some environments, it may be appropriate to use standalone encryption devices that 
interface to network devices such as routers. Traditionally, U.S. Department of Defense 
applications require this approach. For example, BaySecure Router Services can configure a 
network interface appropriately to work with the KG-34 and Blacker Front End (BFE) encryption 
devices. Network devices should continue to support the direct connection of new government 
and non-government encryption devices that comply with standard network interface, 
management and protocol standards. 

14. Kerberos Encrypted Login 

Stronger authentication and continuous protection of the login session can be provided by the 
use of Kerberos. Kerberos clients can be granted tickets by the Kerberos security server that 
contain the keys for fully encrypted sessions with "Kerberized' servers. Encryption between 
client and server provides very strong protection against session hijacking. For example, if 
Kerberos is used only for initial Telnet authentication, TCP sequence number attacks can be 
launched to gain control of the authorized session. On the other hand, if the Telnet session is 
fully encrypted, the attacker must overcome both the encryption and the TCP sequence 
checking mechanisms - a much more daunting task. Encrypted login can be particularly 
important when accessing the maintenance and configuration features in critical network 
devices over the network. 

e. Integrity Mechanisms 

Integrity mechanisms provide a way to detect unauthorized modifications of the network 
communication. In many ways, integrity is one of the most important services. 
Applications and networks cannot run correctly if the data they are using has been tampered 
with. To detect tampering by an attacker, who is fully knowledgeable of the applications and 
protocols, requires cryptographic techniques, similar to those used for authentication. 

1. Checksums 

A checksum is a mathematical calculation, producing a result that depends on the entire content 
of the message. This redundant piece of information can be inserted in the message by the 
sender and recommitted by the receiver to see if the message has been changed. In the case of 
communication environments, the check is done to be sure no errors in transmission and 
reception have occurred because of noise problems or processing errors. Mathematical 
algorithms, variously known as cyclic redundancy checks (CRCS) or frame check sequences 
(FCSS) have been developed to detect errors with high probability. A knowledgeable attacker 
can, of course, make changes to the message and the checksum to prevent detection. 
Encrypting the message and checksum can defeat simple attacks but typically are not sufficient 
against replay or cut and paste attacks. 

2. Message Authenticator 

Secure, one-way hash functions efficiently reduce an arbitrary message string into a fixed length 
quantity (hash). Knowing the hash alone, it is difficult to independently reconstruct the original 
message. And, unlike checksums, even knowing the original message, it is difficult to compute 
another message that would have the same hash. If a shared secret key is used as a piece of 
the message, but is not actually sent, the resulting digest can be used to detect deliberate 
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attempts at modification as well as serve as an authenticator of the message's origin. This 
method also has the advantage that the message contents are in the clear and can be used by 
any recipient. However, only those possessing the shared secret can verify the integrity of the 
message. (If only the sender and receiver share the key, then origin authentication can also be 
obtained.) MD5 and SHA- I are commonly used hash algorithms. MD5, tor instance, has been 
specified for use in network management (SNMPv2), router-to-router protocols (RIPv2 and 
OSPF}, IP security (IPSP-AH), and RADIUS communications. This same mechanism can be 
used to protect file transfers, including user data and the configuration and software images 
downloaded to communications devices. 

3. Sequence Numbers 

Sequence numbering can be used to detect message playbacks and deletions. Message 
authenticators or encryption can be used to protect the sequence numbers included in 
connection-oriented protocols (e.g., TCP) or can be specified within a security protocol to 
provide this service. 

f. Non-Repudiation Mechanisms 

These mechanisms provide proof of the ongm and I or delivery of the communication. 
Generally, this has been considered an application-oriented service. Consequently, various 
management applications are the most obvious place to look for this service. 

1. Digital Signature 

Public key encryption systems, in which the encryption key is different from the decryption key, 
has made digital signatures possible. One key is kept secret by the originator and used to 
encrypt or "sign• messages. The other key is widely distributed to all potential recipients and is 
used to decrypt signed messages to •validate• their origin. The original message, the "signed" 
version, and the public validation key all constitute the proof of origin required for non
repudiation. Signed return receipts can also be used as proof of delivery. The most common 
signature algorithms are RSA and the Digital Signature Standard (DSS). 

Public key based digital signatures have many applications, but in the network management 
space they will be adopted initially in key management protocols as part of establishing a 
security association (e.g., ISAKMP/Oakley). Individual device and users will have public keys 
that will be exchanged as part of that protocol. These public keys will be contained in digitally 
signed certificates issued by trusted certificate authorities. These authorities can be internal to 
an organization, but more likely will be third parties that are trusted by many different 
organizations to securely issue/sign certificates and manage renewals and revocations. This so
called public key infrastructure pioneered in the X.509 directory services standard, will be the 
basis for building a secure communications and application infrastructure. The IETF is working 
on the necessary standards in the IPSEC and PKIX working groups. 

g. Audit Mechanisms 

Audit mechanisms provide independent records of communications activity that enable 
managers to measure the effectiveness of the security services provided as well as detect any 
suspicious activities. These records form an objective basis for making changes to the security 
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services and investing in stronger mechanisms. They also form the basis for adjusting security 
policies, conducting investigations, and, if properly protected and handled, used as evidence in 
prosecutions. The value and importance of these records is attested to by the fact that they are 
among the first things modified by sophisticated attackers after an initial break. 

1. Audit Trail 

Audit trails are the sum of all records collected and retained that relate to normal and abnormal 
events, occurring during the daily operation of a system. Network audit trails relate to the events 
that are noted by the set of devices making up the network. These records should be time 
stamped and contain information identifying the system, the communicating entities (e.g., user 
Ds, addresses, ports), the particular event, and other event-specific data. Synchronized system 
clocks can make the correlation of date-time stamps easier during an audit trail analysis. 

Typically, audit trails begin as recorded events in the network device. They can result in 
immediate notifications (e.g., SNND traps) or can be stored in an internal event log. The 
manager should be able to select which events should be recorded. A wide set of criteria should 
be supported (e.g., protocol type, event severity, event identifier/s, subsystem/module) to 
identify what should be included or excluded from the log. The ability to capture and store files 
locally or upload them as part of the permanent trail is, of course, required. Event logs and the 
collected audit trails should be properly protected. Authentication, access control, integrity, and 
confidentiality mechanisms should be in place to be sure that unauthorized tampering with the 
event records and the recording criteria can be prevented, or at least detected. 

2. Event Monitoring 

Events can be monitored either centrally or on an individual device. Regardless, systems should 
be in place to ensure that the local records can be periodically gathered and protected in a 
centralized manner for regular analysis. Filtering criteria (e.g., protocol type, event severity, 
event identifier/s, subsystem module) can again play a role to keep the volume of records 
forwarded for centralized monitoring to a manageable level. The unfiltered local log can be 
consulted for more information. Similar display filters are also desirable so that records of 
interest can be quickly viewed. Syslog messaging is a very common method for transporting 
logged events to a UNIX system running the syslog daemon. From there the logs can be 
dispatched to designated hosts, files, or printers. 

3. Event Alarms 

As mentioned previously, SNNV traps can be directed to the appropriate management station 
for real-time notification of specific events. These alarms should be logged and should be 
capable of initiating the usual visual, audible, and pager alerts, based on the severity of the 
alarm or warning. 

4. Accounting Records 

Although not strictly part of security, accounting services and mechanisms can be frequently 
incorporated into an overall audit trail picture of network activities. Accounting and billing 
mechanisms, such as those included in the RADIUS accounting protocols, are being rapidly 
standardized as part of dial-in user services. The use of accounting data (e.g., user name, 
calling number, type of service, session lengths, packets/bytes transferred) should be 
considered supplementary to event logs, alarms, and audit trails. 
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There are a number of products that offer enterprise security management solutions. The 
following chart is a sample product comparison of three products that offer the above mentioned 
six services in their suite of products. 

Bay Secure x x x x x x 
Aleen! x x x x x x 
ISS x x x x x x 
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AppendixG: 
NMS Applications and Supporting Module Code Review Results 

Ac<:ounls Payable 1841 6357 4073 1282 732 14285 53622 

Accounts Receivable 2916 11001 4533 1449 1308 21207 74038 

Funds Management 1909 4239 3099 870 755 10872 39931 

Loan Service 1006 1329 1590 635 385 4945 0 

Accounts Payable 1124 1032 1643 902 374 5075 22828 
Table Maintenance 

Accounts Receivable 121 77 241 150 48 = 2524 
Table Main1enance 

Payroll 331 291 564 231 203 1620 

Total 9248 24326 15743 5519 3805 58641 192943 

Percentage 4.8% 12.6% 8.2% 2.9% 2Jl% 30.4% 69.6% 

IDENTIFIED ERRORS 
30% 

USABLE LINES OF 
CODE 
70'J. 

Table G-1: AWACS Code Review Results 

USAID NMS AM!ysis Report Appendix G: NMS Applications & S..pportlng Module Code Review Results • 1 



Administration 

Fonnation 

Planning 

Small Purchase 

Support 

Total 

Percentage 

1D18 4D9D 

1915 5820 

1094 2987 

2028 7727 

666 1732 

6721 22356 

3.7% 12.3% 

USABLE LINES OF 
CODE 
74% 

2338 

3576 

1896 

3764 

1440 

13014 

7.2o/o 

507 293 

774 392 

367 768 

614 246 

365 160 

2627 1859 

1.4°/o 1.0% 

IDENTIFIED ERRORS 
26% 

Table G-2: A&A Code Review Results 

---------- ----- ---- ---- - - ------------·-

8246 31245 

12477 51691 

7112 23528 

14379 56285 

4363 18714 

46577 181463 

25.7% 74.3% 
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Query 475 1053 1155 305 160 3168 10707 

Budget Guidance 1707 1353 1077 166 1256 5563 12657 

Formulation 332 1052 903 151 249 2667 11672 

Emphasis Area 618 1215 1020 224 301 3378 12090 

Object Class Code 150 305 255 74 117 901 3710 

Pipe 418 719 619 145 192 2093 7567 

Fund Account 666 1597 1159 145 908 4475 19025 

Total 4366 72941 6188 1212 3205 22265 77648 

Percentage 5.6"k 9.4% 8.0% 1.6% 4.1% 28.7% 71.3% 

IDENTIFIED ERRORS 
29% 

USABLE LINES OF 
CODE 
71% 

Table 64: Budget Code Review Results 
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Activity 

Result Package 

Customer 

Geo Area 

Lesson Learned 

Org_Mat 

Orglist 

Team 

Total 

Percentage 

9D6 2570 

188 431 

1097 2087 

385 846 

409 745 

350 1043 

285 950 

607 1109 

4227 9781 

5.1cy'o 11.9% 

USABLE LINES OF 
CODE 
65% 

964 

626 

3391 

925 

700 

1220 

1044 

1665 

10535 

12.8% 

231 492 

121 115 

1030 262 

111 217 

206 353 

162 190 

154 133 

512 157 

2527 1919 

3.1°/o 2.3°/o 

__ ,,...__ __ IDENTIFIED ERRORS 
35% 

L ___ ~:_:;;; 

Table G4: OPS Code Review Results 

5163 16299 

1481 5339 

7867 28899 

2484 8109 

2413 8152 

2965 

2566 

4050 15416 

28989 82214 

35.3% 64.7% 
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Security 

Log on 

Total 

Percentage 

118 675 

525 715 

643 1390 

5.6% 12.0% 

USABLE LINES OF 
CODE 
69% 

240 

724 

6.3% 

175 300 

190 125 

365 425 

3.2% 3.7% 

IDENTIFIED ERRORS 
31% 

Table G-5: NMS Code Review Results 

1752 7585 

1795 3963 

3547 11548 

30.7% 
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Appendix H-1: 

USAID Resource I Cost Estimates for Year 2000 Renovation 

As shown in the table below, Year 2000 renovation of all of NMS is estimated to require 

approximately 550 person/months (46 person/years). We do not believe that USAID can find 

the resource skills or obtain the necessary additional funding to carry out such an effort in time 

to be ready for FY 2000 or the "event horizons" that will occur even earlier where future dates 

are used. 

Establish Guidance $130,000 16 1.3 

Get tools in place $550,000 - 790,000 66-95 5.5 - 7.9 

Renovate: Pilot $100,000 12 1.0 

A&A 181,463 $1,070,000 128 10.7 

AWACS 225,904 $1,330,000 160 13.3 

Budget n,648 $460,000 55 4.6 

OPS 82,214 $480,000 58 4.8 

Other 11,548 $70,000 8 0.7 

Cut-over details $75,000 - 125,000 9 - 15 .8-12 

Final integr Jaccept. test $100,000 12 1.0 

Totals: 578,n7 $4,365,000-4,655,000 524-559 43.7-46.5 

Figure H-2.1 NMS Year 2000 Renovation Cost Estimates 

Further, this renovation effort can only take place after the Visual Basic code for the currently 

missing functions is completed, and the code quality improved to an acceptable level. Thus, 

the renovation activity schedule will look like this: 

Add missing functions 
Improve code quality 

Renovate for Year 2000 

Jan. 1998 Sept. 1998 
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Minimum Mission-Critical Subset: We recommend that USAID define a subset of each of 
the NMS modules that are mission-critical and meet absolute minimum requirements for 
operation through the Year 2000 transition period. 

Based on the analysis done by our NMS functional teams and on their interviews with end
users, the reduction in work that needs to be done results in the modified Year 2000 renovation 
costs shown below: 

NMS Year 2000 Renovation Cost Estimates 

Establish Guidance $130,000 16 1.3 

Get tools in place $450,000 - 700,000 54-84 4.5- 7.0 

Renovate: Pilot $100,000 12 1.0 

A & A min. subset 94,000 $560,000 67 5.6 

AWACS min. 190,000 $1,120,000 134 11.2 
subset 

Budget min. subset 60,000 $350,000 42 3.5 

OPS min. subset 16,000 $91,000 11 0.9 

NMS Mod. min. 12,000 $70,000 8 0.7 
subset 

Cut-over details $55,000 - 105,000 7 -12 0.55-1.05 

Final integr Jaccept. test $75,000 9 0.75 

Totals: 372,000 $3,001,000-3,301,000 360-395 30.0-33.0 

When combined with the resource/cost estimates for the Legacy systems which also have been 
determined to be mission-critical (and therefore must be made Year 2000 ready), the total 

resources and costs estimated for USAID for Year 2000 renovation can be seen below: 

NMS Mission-Critical 372,000 $3,001,000-2,480,000 360-395 30.0-33.0 

Legacy systems: 

U101 - Country Fin. 76,501 $153,000 18 1.5 
Rep. 

C445-Cash 39,083 $16,000 2 0.2 
Journal 

C453- NAPS- 198, 168 $240,000 Outside Outside 
Payroll 
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C458/M -AET A 48,386 $97,000 12 1.0 
Missions Time& 
Attendance 

C501 - Ltrs. of 46,733 $93,000 Outsource Outsource 
Credn Sys. 

C825 - Full Time 34,593 $69,000 to PayroU to Payroll 
Equiv. 

0521 - Loan Grant 7,209 $14,000 2 0.2 
System 

W500-MACS- 495,338 $750,000 72 6.0 
Mission Acctg. & Control 
System 

B432 - Mission 56,195 $9,000 1 0.1 
Staffing 

8632 - Manpower (240,633) -done ($481,266) 2 0.2 
& Pers. 

8732 - Applicant 7,900 $16,000 1 0.1 
Tracking 

8832 - Agency 1,731 $60,000 5 0.4 
Locator 

N502-Equal (35,029) -done ($70,058) 1 0.1 
Opportunity 

H140 - Funds Util. 11,199 $60,000 5 0.4 
Navig. 

0520- (18,800) ($37,600) 1 0.1 
EconJSocial 0.8. 

G100 - Housing 16,282 $33,000 4 0.3 
Guaranty 

J305 - Funds Util. 5,355 $11,000 4 0.3 
Navig. 

0063- AUS 15,214 30,000 1 0.1 

U003-Mail 3,244 $30,000 3 0.3 
Accounting 

C449 - Storage 73,451 $30,000 3 0.3 
Tracking 

0103/D104- 28,094 $120,000 9 0.8 
Equip. Inv. 

W253 - Vehicle (75,618) ($151,000) 0.1 
Mngmt. 

W254 - Mission 45,416 $90,000 11 0.9 
Property 

0011-Cable (8,476) ($17,000) 1 0,1 
Switching 

0012-AOP 8,430 $17,000 2 0.2 
Tracking 
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0013 - Library 13,460 $27,000 3 0.3 
Control 

0060 - Electronic 10,633 $21,000 3 0.3 
Tel. Dir. 

E843 - Corresp. 98,606 $9,000 0.1 
Tracking 

E850 - Executive 
Sources 

0402 - Treasury (incl. in C425) (incl. in C425) (C425) (C425) 
Translate 

Legacy system totals: 1,341,000 $2,466,000 168 14.1 

USAID totals: 1,733,000 $4,996,000-5,296,000 528-563 44.1-47.1 
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Appendix H-2: 
USAID Year 2000 Questions I Checklist 

Has the inventory of all USAID systems and facilities been completed? 

• Does this inventory include minis and micros (PCs)? 

• Does the inventory also include •embedded microchip" systems in USAID and associated contractor 
facilities? 

• Does the inventory include trading partner systems that exchange data to/from USAID systems (e.g. 
Treasury)? 

Which of these have been assessed, and what is schedule for remainder? 

• Has triage been completed • i.e. • priorities assigned? 

• Have "event horizons" been determined? (Applications I systems where the type of application is 
such that failures might occur before 1/1/2000) 

• Have computer system vendors supplied Year 2000 compliance statements for hardware I system 
software I application software installed at USAID? 

• Has a fix I replace strategy been determined for each affected system? 

• Strategy can be repair, rewrite, purchase, service bureau or eliminate 

• Has an agency-wide agreement been established for the approach to Year 2000 compliance and 
interfaces between different software components? 

• For client/server systems, have decisions been made as to where various types of date processing 
should best be done (server or client)? 

• How many, what type of PC systems are there? Which of these have applications done by IRM, 
which by non-JAM staff (e.g. missions)? 

• How many of these PCs interface to IRM systems? 

• What are the scheduling I management implications of the fix I replace strategies (e.g. ·changing 
all affected application programs at once H data base date formats are changed from 2 to 4 digits)? 

How much ccrrective code has actually been written? 

• On which projects, and what is remaining schedule? 

• What are the resource implications of the fix strategies being employed? 

• Will USAID able to hold existing resources from "pirating' by business firms? 
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• What will the effects be on other USAID projects: 1998 /1999 new applications, etc., and on current 
processing? 

• What hardware and base systems software fixes have been delivered by vendors? 

• Has BIOS checking been done for PC systems? Have unfixable PC systems been replaced where 

needed? 

• When will affected embedded system microchips be replaced? 

• When will affected network I infrastructure systems be fixed I replaced? 

• If needed, are changes to trading partner systems being coordinated with USAID? Are they on 

schedule? 

• Note OMB target schedule of Sept. 1998 for completion of code fixes or replacement Year 2000-

compliant systems installed. 

How much new and corrected code has been tested? 

• Are new fixes causing problems with existing application code (regression testing)? 

• In client/server configurations, are both servers and clients being tested? 

• How long will testing be done in parallel with operational systems, and what are the (duplicate) 

resource implications? 

• Is Year 2000 testing also being done in parallel with 1998 / 1999 new applications? How is this 

being managed? 

• Note OMB target schedule of March 1999 for completion of testing. 

Which new I corrected applications have actually been implemented? 

• Can mixed applications (fixed I not yet fixed) be run together? - or must all await fixing of all 
applications in the set before any can be run? 

• If data bases are being changed, have all applications using them been adjusted? 

• Do these corrected applications include new 199811999 applications and other current USAID 
processing changes, or will the schedule have to be adjusted to have all changes take place at 
once? 

• What is the cut-over plan? Will old I new applications be run in parallel for some period of time, or 
will there be an immediate cut-over for production? 

• H old/new applications are to be run in parallel, have intermediate systems configurations and 
bridges/interfaces/data conversion routines between systems been defined? 

• Note that the cut-over will need to be completed by 1011/1999, FY2000 start. 
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It some applications cannot be corrected I tested I implemented by the 10/1/1999 deadline, 
what contingency planning has been put in place? 

• What will be the effect of missing the deadline? Wrong information, application or system crashes? 

• What will be the effect on USAID's trading partners (e.g. EDI connections)? 

• What will be the effect on USAID if trading partner systems miss their deadline? Does the 
contingency plan address problems resulting from bad inputs from trading partners? 

• Will USAID employ "SWAT" teams fix emergency problems? II problems are widely dispersed 
geographically· e.g. at one or more missions, can fixes be made, transmitted I tested remotely? 

• Are there legal exposures to USAID (Washington or missions) or to its trading partners ii the 
deadline is missed on some systems? 

• Are there financial exposures to other Government agencies? 

General: 

• How often will USAID's progress be reported? To whom? 

• Will progress reports be publicly available? 

• Whal Congressional Committees are involved? 

• Whal outside vendors and services are being used, and what is the level of their commitment to 
USAID? 

• Procurement· What is the skill level and Year 2000 experience of the contractors employed, and 
how were they selected? 

• Contract management: 

- Is there a clear set of measurable objectives, milestones, deliverables and defined 
test plans, and a frequent reporting plan? 

- It multiple contractors are being used, how are their efforts and reporting integrated? 

-What is the level of executive review, and are resources in place to manage the 
contractors effectively? 

• Are USAID's operational locations (e.g. missions) in full agreement with the current Year 2000 plan? 

- Do they have the resources to make it happen? 

- Are local employees fully knowledgeable of plans and risks? Is much overtime 
expected? Might they be called upon to help at other USAID locations? 
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Review of NMS Modules 
Summary of AWACS Critical Functionalities 
(from Appendix E of IBM Analysis of NMS) 

Local Currency Accounting (accounting for foreign currency-denominated obligations) 

Accrual Basis of Accounting (Appendix E-1; pg. 21 

Accounting and Reporting against Congressional Earmarks (Appendix E-2; pg. 71 

Accounting for funds under Section 511/517 Authority (Appendix E-2; pg. 9) 

Meeting Internal and External Financial Reporting Needs (Appendix E-1; pgs. 3 and 5) 

Prompt Payment Act/OMB A-125 (Appendix E-4; pg. 18) 

Standard General Ledger (Appendix E-3; pg. 12) 

Capability to Interface with Outside Systems (Appendix E-2; pg. 10) 



A&A VERSrON 4.0 REQUrREMENTS 

REVrEW OF rBM rv&.V REPORT, ANNEX E, "NMS Gap Analysis Matrices" 

A&A was provided the opportunity to review and comment upon the 
"draft" IBM scoring of the A&A portion of the Annex E "Gap 
Analysis". Comments provided were, for the most part, 
incorporated into the final version. And, as such, A&A does not 
have a problem with the correctness of the IBM Gap Analysis with 
one major exception: Item No. 68 "Deobligated Funding". The 
score should be "4" and the findings are not correct. AWACs 
receives an immediate update of the deobligations. Although, IBM 
did not have time to independently verify this as suggested, A&A 
has verified this in the training instance on 2/19/98. 

The A&A Gap Analysis is useful but only to a certain level. The 
"necessary" components are very broadly stated and do not 
adequately describe necessary A&A implementation issues for this 
agency. As only one example, the 189 items do not make it clear 
that A&A must encompass assistance and acquisitions. 

If the "necessary" item list is to be used as a guideline for 
Version 4.0 requirements within the existing NMS development 
organization, then it is sufficient as written. If it is to be 
used as the basis of a functional statement of work for the 
delivery of a Version 5.0, then A&A would need to expand th~ 
requirement---not in basic functionality---but in more detailed 
requirements. NMS A&A is successful because it appropriately 
captures the Agency's reengineered way of doing business and 
appropriately incorporates the Agency's procurement reforms. The 
identified "necessary" items for A&A in the IBM IV&V Report 
represent a skeleton description of the necessary functionality 
based on information directly taken from an Outline BAA. It is 
therefore, extremely important to A&A that the Gap Analysis 
continue to be viewed only in this context and not expanded to 
represent something it was never intended to be. 

A&.A VERSION 4.0 REOUIREM'~"NTS 

A&A has carefully reviewed the "necessary" A&A require.itents (per 
the IBM report) and considered these requirements in the context 
of the current direction of the NMS effort (i.e., a Version 5.0 
that consists of "improved" A&A, OPS and Budget modules and a 
COTS replacement for AWACS----all of which will be integrated.) 
Given the likelihood that the current NMS database structure will 
be significantly revised to accommodate the integration of the 
AWACS COTS in Version 5.0, A&A agrees to postpone desired 
enhancements and refinements until Version 5.0 



A&A VERSION 4.0 REQ. (Cont'd) 
Page 2 of 3 

The results of the IBM Gap Analysis of A&A in terms of 
t1necessaryn functions is summarized as follows: 

Total Necessary Functions: 48 

Total Necessary Functions with Score of tt Q 11 : 2 (5%) 
Total Necessary Functions with Score of 11111: 10 (21%) 
Total Necessary Functions with Score of u2n: 3 {7%) 
Total Necessary Functions with Score of t13u: 3 {7%) 
Total Necessary Functions with Score of 114 II ! 28 (59%) 

Of the 48 IBM coded "necessary" functions in A&A, 28 (59%) are 
fully functionally {i.e. earned a score of "4") and thus, are not 
a problem. A total of 6 were found to be technically working but 
not integrated into Agency processes (i.e. earned a score of "2" 
or "3 ") , and 10 were found to exist but having tech."lical problems 
(i.e. earned a score of "1 11 ). Finally, 2 were found to be non
existent (i.e. earned a score of "0"). 

The "0" scores were obtained for lack of incorporation of Past 
Performance tracking and no electronic signature function. A&.~ 
has no issue with delaying these functions in NMS until Version 
5.0 as compilation of Past Performance information is currently 
being adequately accomplished in a stand-alone database and true 
"electronic signature" is not mandatory until electronic commerce 
capability is implemented for the Agency. 

The "l" scores were obtained primarily for deficient query and 
reporting/printing functionality across A&A builds. This must 
be corrected in Version 4.0 as it is necessary for proper and 
efficient workload and status management. 

The "2" and "3" scores were obtained primarily due to lack of 
Agency use of the given functionality mostly because they are 
viewed as being extraneous processes or not us.er-friendly. These 
processes can be accompiished in NMS as the functionality works 
technically- -however, most users are accomplishing the process 
outside of NMS. Some examples include: tracking of d~liverables, 
creating a list of vendors receiving a solicitation, preparing a 
solicitation, and certain descriptive elements of a Request 
(e.g., date required, estimated value). Some of these issues 
cannot be definitively corrected without AWACS effort or, in one 
instance, without revision/replacement of DGS. It is not likely 
that AWACS will address these issues in the current Version nor 
it is it desirable to replace DGS in the current version. 
Therefore, A&A will look to refining these functionalities in 
Version 5.0. 
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Another Version 4.0 requirement for A&A is to create a plan and 
method for obtaining A&A data from the missions for: (1) 
Federally-mandated FPDC reporting purposes; and (2) Ad Hoc 
queries of all Agency A&A data for purposes of workload 
management, response to congressional inquiries, etc. The A&A 
team has recommended that A&A be turned on in the missions. A 
plan (cost/benefit analysis) for doing so is almost complete. 
Included in this plan is a broad review of other alternatives 
(primarily, a stand-alone system or other electronic means of 

·receiving data from the missions) to include a rough-order-of
magnitude (ROM) estimate for each. Regardless of the option 
selected, A&A must obtain data from the field. 

Finally, A&A must maintain the ability to support Version 4.0 in 
terms of development staff to respond to IRS and other trouble
shooting problems, data clean-up, etc. To this end, there is 
work-in-progress that should be completed to prevent costly re
work of the same issues later. An itemized listing of !Rs that 
represent work-in-progress will be included in the Mission Data 
Collection Proposal. Some of the A&A support effort is handled 
by direct hire staff in OP, however, a fair number of development 
staff (with corporate knowledge of A&A) must be retained to 
accomplish the technical tasks associated with this support. 
This development staff must include appropriate test and 
documentation staff. 

SUMMARY 

Version 4.0 Requirements are summarized as follows: 

(1) Correction of critical deficient functionality from IBM Gap 
Analysis. 

(2) Continued production support for IR/troubleshooting of A&..~. 
(includes finishing work-in-progress IRs) 

(3) Implementation of Mission A&A Data Collec.tion Plan. 



OPS Version Four Functionality 

~ Results Tracking Software Module (Current) 

1. Add and Edit a Strategic Objective and relate 
it to the Agencies's 6 goals and objectives. (l)* 

2 . Create Results Framework ( 1) * 

3 . Link to Agency Objectives ( 1) * 

4. Track measures Goals and Indicators (l)* 

Q Activity Software Module (Current) 

5. Define Activities under an operating unit (1)* 
objective 

6. Define the geographic area that will benefit 
as a result of this activity (l)* 

7. Assign Emphasis Area Coding to each activity 
by fiscal year and fund account. (l)* 

C. Participation Software Module (Current) 

8. Define a customer, stakeholder or implementor 
group. (3) 

9. Record an engagement plan for each 
customer. (3) 

10. Generate a Customer Service Plan (3) 

(1) Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and 1 desired. 

(2) Indicates IBM "desired" OPS functionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 



D. Team Software Module (Current} 

11. Coordinate objective team membership, 
responsibilities, and goals. Keep team journal. (3} 

12. Team Access, which allows people from other 
Bureaus to look at their data. (1) (Planned) 

~ Results Package Software Module (Current} 

13. Prepare a Results Package (3)* 

F. Lessons Learned Software Module (Current} 

14. Input Lessons Learned (3) 

G. OPS Budget Planning Software Module (In Testing} 

15. Plan a Budget(3) 

H. Results Planning Software Module (Current} 

16. Conduct Results Planning (This module allows 
a person to create a draft plan and then upload it to 
the Results Tracking Module) (3)* 

~ Reports Software Module (Current) 

17. Generate OPS Reports (l)* 

18. Query function (new functionality, not 
defined) (l)* 

J. Scheduler Software Module (Planned) 

19. Schedule(3) 

(ll Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and 1 desired. 

(2) Indicates IBM "desired" OPS functionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 



K. Other Functionality Listed in IBM Report not 
related to a specific OPS Module. 

~ Print Screens (The OPS Team believes this is 
a f~ionality which should be built into each of the 
applications) (1) * 

~ Linkage to Budget (1) (Current)* 

Linkage to AWACS (1) {Current(* 

@. Linkage to A&A (1) {Current)* 

~ Operations PC Software Module is a local 
ver~ of the software that would give the missions 
without NMS the capability to use OPS. (2) {Under 
Develo ment)* 

Generate Performance Data for GPRA report. (1) 
•'J:J!T>t ) * 

Need Reliable AWACS Data. (1) (Current)* 

L. Current or Planned OPS Modules not included in IBM 
Report 

.t::J Geographic Area Maintenance Software 
(Cur~)* 
~ Organization Maintenance Software (Current)* 

29. 

30. 

® 
Software 

Common Indicators Software (Current) 

Document Generator Software (Planned) 

Master Activity/Activity Re-parenting 
(Planned)* 

(1) Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and 1 desired. 

(2) Indicates IBM "desired" OPS functionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 



-.,;a. 

OPS Version Four Functionality 

A. Results Tracking Software Module (Current) 

1. Add and Edit a Strategic Objective and relate 
it to.the Agencies's 6 goals and objectives. (l)* 

2. Create Results Framework (l)* 

3. Link to Agency Objective!? (1) * --

4. Track measures Goals and Indicators (l)* 

B. Activity Software Module (Current) 

5. Define Activities under an operating unit (1)* 
objective 

6. Define the geographic area that will benefit 
as a result of this activity (1)* 

7. Assign Emphasis Area Coding to each activity 
by fiscal year and fund account. (l)* 

C. Participation Software Module (Current) 

8. Define a customer, stakeholder or implementor 
group. (3) 

9. Record an engagement plan for each 
customer. ( 3) 

10. Generate a Customer Service Plan (3) 

(1) Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and l desired. 

(2) Indicates IBM "desired" OPS functionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 



D. Team Software Module (Current) 

11. Coordinate objective 
responsibilities, and goals. 

team membership, 
Keep team journal. (3) 

12. Team Access, which allows people from other 
~ Bureaus to look at their data. (1) (Planned) · 

E. Results Package Software Module (Current) 

13. Prepare a Results Package ~3)*, 

F. Lessons Learned Software Module (Current) 

14. Input Lessons Learned (3) 

G. OPS Budget Planning Software Module (In Testing) 

15. Plan a Budget(3) 

H. Results Planning Software Module (Current) 

16. Conduct Results Planning (This module allows 
a person to create a draft plan and then upload it to 
the Results Tracking Module) (3)* 

I. Reports Software Module {Current) 

17. Generate OPS Reports (l)* 

18. Query function (new functionality, not 
defined) (1)* 

J. Scheduler Software Module (Planned) 

19. Schedule(3) 

(1 J Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and 1 desired. 

(2) Indicates IBM "desired" OPS functionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 



K. Other Functionality Listed in IBM Report not 
related to a specific OPS Module. 

20. Print Screens (The OPS Team believes this is 
a functionality which should be built into each of the 
applications) ( 1) * . 

21. Linkage to Budget (1) (Current)* 

22. Linkage to AWACS (1) (Current(...~ 

23. Linkage to A&A (1) (Current)* 

24. Operations PC Software Module is a local 
version of the software that would give the missions 
without NMS the capability to use OPS. (2) (Under 
Development)* 

25. Generate Performance Data for GPRA report.(l) 
(Current)* 

26. Need Reliable AWACS Data. (1) (Current)* 

L. Current or Planned OPS Modules not included in IBM 
Report 

27. Geographic Area Maintenance Software 
(Current)* 

28. Organization Maintenance Software (Current)* 

29. Common Indicators Software {Curre.nt) 

30. Document Generator Software (Planned) 

31. Master Activity/Activity Re-parenting 
Software (Planned)* 

(l) Indicates IBM Study "necessary" OPS functionality. The IBM 
study lists 26 OPS functionality of which 16 are necessary, 9 
unnecessary and 1 desired. 

(2) Indicates IBM "desired" OPS funccionality. 

(3) Indicates IBM "not necessary" functionality. 

(*) OPS Recommendation for Required OPS Functionality. 


