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ThIs document contams a recommendatIOn and mfonnatIOn concernmg the JudIcIal 
InformatIOn Center (JIC) operated by the Mimstry of Justice (MOl) of Egypt It IS based upon 
InformatIOn gathered durmg a SIte VISIt and meetmgs WIth MOl authOrItIes dUrIng early March 
1998 It has also been prepared WIth the expenence and consultatIOn of the AOlS project It IS 
dIVIded mto SIX sectIOns 

• recommendatIOn, 
• management Issues, 
• organizatIOnal Issues, 
• staffing Issues, 
• technology Issues, and 
• operatIOnal Issues 

Tills reVIew was conducted under the AdmimstratIOn of JustIce Support project (AOJS) by 
Amideast and the National Center for State Courts (NCSC), WIth fundmg provIded by USAID 

RecommendatIOn 
A cntIcal and very Important part of thIS report IS a recommendatIOn by the A OJS 

Project that the MOJ engage professIonal consultIng servIces to strengthen the JudICIal 
InformatIOn Center (JIC) management, personnel, and technology capabIlztIes The JIC WIll be 
the organIzatzon responSIble for sustaInIng and replzcatIng automated systems developed and 
purchased by the AOJS project The Project recommends strongly that concurrent WIth the life 
of the Project that the JIC prepare Itselffor It'S crItIcal Project support role ThIS document WIll 
descnbe the current Issues and problems WIthIn the JIC that result In thIS recommendatIOn and 
WIll descnbe the expected outcome of such recommended professzonal servIces 

ThIs report IdentIfies the problem areas WIthm the HC related to management, 
orgaruzatIOnal, staffing, technology, and operatIOnal Issues An earher JIC Survey Report 
descnbed the JIC organIzatIOn and technology mventory m detaIl ThIs assessment report 
defines m general tenns and descnptIOns what are the attnbutes of a well orgaruzed and 
successful mformatIOn systems development and support orgaruzatIOn The end product of the 
adVIce, aSSIstance and servIces of a profeSSIOnal consultant should be SImIlar to an organIzatIOn 
lIke that descnbed III thIS document 

Management Issues 
The consultants and MOJ leadershIp should address four mam management Issues They 

are defimng the mISSIon ofthe HC, articulatmg the role of the HC m the MOJ, developmg a 
strategIC plan to gUIde the work of the orgaruzatIOn, and overSIght of JIC actIVItIes 

Large, complex organIzatIOns sometImes struggle to keep mdividuais and busmess umts 
workmg toward common purposes The larger the orgaruzatIOn, the more dIfficult It IS to 
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communIcate and coordmate actIvItIes In recent years, It has become fashIOnable for leaders to 
take a stronger role m tills process by focusmg all staff on the mISSIOn of the organIZatIOn A 
mISSIOn statement IS a succmct artIculatIOn of the reason for the orgarnzatIOn's eXIstence More 
Important than the actual text of the mISSIon statement IS the process used to create It As staff 
members at all levels are asked to contrIbute, It helps them tillnk more senously about why they 
do what they do The result IS mtended to be a stronger team With more focused ObjectIves An 
expenenced consultant can gUIde the MOJ and JIC staff through thIS Important process 

As we met With JIC staff, It became clear that the role and relatIOnsillp of thIS group WIth 
the MOl as a whole IS not as clear as It ought to be For thIS reason, we also recommend that any 
effort to artIculate the mISSIOn of the JIC Include strong partICIpatIOn ofMO] leadershIp 

A strategIC planrung process also IS needed WithIn the nc Short term plans and actIOns 
should move any organIzatIOn m the dIrectIOn of ItS long-term agenda If no long-term dIrectIOn 
has been artIculated, there IS no way for managers to know how to deCIde Thus, short-term 
deCISIOn makIng can stymIe long-term accomplIshment A strategIC plan, by defirutIOn, covers 
broad Issues over a long term It would be dIfficult to make strategIC deCISIOns about the JIC 
WithOut mvolvmg the leadersillp of the MOJ In other words, strategIC plannIng for the JIC, If 
done only WIth IIC staff, wIll be meanmgless We dId reVIew a lIst of JIC technIcal aSSIstance 
reqUIrement, whIch outlmes some short- and long-term prIontIes ThIS IS a good begmnmg and 
should be passed along to the consultant who aSSIsts the JIC WIth strategIC plannIng 

The creatIOn of a mISSIon statement, refinement ofthe role ofthe lIC m the MOJ, and 
completIOn of a strategIC plannmg process WIll prOVIde sigruficant benefits to the courts of 
Egypt The productIVIty of JIC staff Will mcrease and they Will become more effectIve members 
ofthe MOl team Once all this work IS completed, It would be helpful to reassess how 
management and polIcy overSIght IS prOVIded to the JIC, to ensure that the momentum of change 
IS not lost Agam, the consultant that deals With management Issues WIll be In a good pOSItIOn to 
proVIde adVIce and work With MOl leadersillp on thIS Issue 

OrganIzatIOnal Issues 
Tills sectIOn covers the aSSIgnment of JIC staff to work groups and some suggestIOns for 

Improvmg organIzatIOnal structure It Includes recommendatIOns for the placement of staff to 
meet court ObjectIves These are only prehmmary recommendatIons, base on a qUIck reVIew A 
more thorough analYSIS IS needed before ImplementIng these suggestIOns 

A key organIzatIOnal Issue for the lIC wIll be to proVIde for the operatIOns, support and 
replIcatIOn of project delIvered computer eqUIpment and software ThIs Issue IS both a short 
term and long term management problem to be solved In the short term, the AOJS project wIll 
be requestmg IndIVIduals from wIthm the JIC to be aSSIgned to support roles for systems beIng 
Installed m the NCJS, North CaIro TYPIng Pool, and In the homes of80 judges USIng PCs for 
legal research The AOJS wlll define reqUIrements for speCIfic skills and experIence for the 
staff to be aSSIgned to work WIth the project The nc WIll aSSIgn mdlvlduals best matchIng the 
cntena to the AOIS project at a level of effort defined by the project These IndIVIduals WIll be 
responSIble for learmng the support and replIcatIOn skIlls related to AO]S developed computer 
hardware, software, applIcatIOn and telecommumcatIOn systems These IndIVIduals may reqUIre 
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trammg to develop the basIc knowledge and skIll sets These mdIVIduals wIll then partIcIpate m 
computer systems ImplementatIOn and support actIVItieS to develop and practIce these skIlls 
The AOJS project wIll expect that these mdlvlduals wIll work under whatever management and 
adrmmstratlve organIzatIOn IS then currently m place WithIn the JIC 

Because the AOJS project cannot mtervene m any other management Issues, systems 
development, support, operatIOns, agency reorganIzatIOn or other actIVItIes of the JIC the need 
for a long-term solutIOn to the replIcatIOn reqmrements on the JIC must be solved by the JIC or 
With consultmg aSSIstance We recommend that the JIC WIth consultmg adVIce define the 
makeup, scope of work and personnel allotment of a "replIcatIOn unIt" whIch wIll be assIgned to 
work With the AOJS project or project system dehverables A "rephcatIOn urnt" need not be a 
dIscreet organIzatIonal urnt but rather a VIrtual urnt whose members have been assIgned 
responslblhtIes for sustammg and rephcatmg project dehverables Such a urnt would be created 
usmg staff from varIOUS parts of the JIC A "rephcatIOn urnt" project manager should be 
appomted and empowered and responSIble for work task mtegratIOn Staff should be well 
tramed on the eqUIpment, software and applIcatIOns mvolved The JIC should establIsh 
operatIOns, support and replIcatIOn methodologIes and standards speCIfic to project dellverables 
Fmally, the "replIcatIOn urnt" must be mcorporated mto the new management structure that 
would be a product of the consultmg servIces 

Another orgaruzatIOnalissue Important to JIC IS that of legal research The JIC currently 
attempts to mamtam a legal research database of Court of CassatIOn opmIOns and proVIde 
research capabIlItIes mto the data ThIS actIVIty performs poorly and prOVIdes very lIttle user 
satIsfactIOn The Umted States' courts have found that the costs and resource reqmrements for 
attemptmg to prOVIde SImIlar legal research capabIlItIes are not worth the effort and results 
Expenence has proven that the prIvate sector can and wIll proVIde quahty research products at 
reasonable costs when encouraged to do so by the patronage of the courts and other legal 
profeSSIOnals It IS therefore, recommended that the MOJ WIth the aSSIstance of the AOJS 
project seek out and test on-lIne subscnptIOn servIces andlor CD-ROM products for legIslatIve 
laws and COC opimons Burdenmg the JIC With the reqUIrements and responsIbIhtIes to proVIde 
mternet servIces to the MOJ and courts or produce and update CD-ROM medIa for legal research 
are actIVItIes and costs that the JIC m ItS current condItIOn IS not eqUIpped to handle WIth 
success 

Proper orgaruzatIOn can help techmcal staff be more productIve If users can mterrupt 
any techmcal staff person WIth a questIOn or problem, effectIveness and effiCIency wIll suffer 
Development staff members who are partIally Isolated from day-to-day operatIOnal problems are 
able to work faster and produce hIgher-qualIty products TypIcal techmcal organIzatIOnal 
structures mclude many functIOns Small groups may have only programmer/analysts, operators, 
and tramers Larger groups may separate programmmg and analYSIS functIOns, systems 
programmmg and applIcatIOns programmmg, mamtenance and development programmmg, and 
hardware and software operatIOnal support They also may add audltmg, commurncatIOns 
groups, PC or local area network support, JudICIal support, and urnts that mamtam speCIfic 
applIcatIOns Management and admmistrative functIOns also expand WIth the SIze of the 
techmcal staff 
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A major challenge to automatIOn projects IS commumcatIOn (or lack of commumcatIOn) 
between court staff and techmcal people Sound organIzatIonal structure IS essential to good 
communIcatIOn, cooperatIOn, and productIVIty Employmg qualIfied former court staff m 
analysIs and trammg roles m the JIe can alleviate commumcatIOns problems Trammg technIcal 
staff m court operatIOns and procedures also has proved successful m JudIcIal branch 
organIzatIOns m the UnIted States 

As court and techrucal staff have opportunIties to work together, the qualIty of 
commumcatIOn can be enhanced TechnIcal trammg for court staff IS essential IrutIaI trammg 
m the use of case management applIcatIOns IS not suffiCIent, m-service trammg, cross trammg, 
and retrammg by a dedIcated trammg staff are reqUIred Trammg Issues WIll be addressed m a 
later sectIOn of thIs report Programmers should spend tIme workmg m a clerk's office, and court 
staff should come to the data-processmg area for desIgn meetmgs and testmg SOCial mteractIOn 
alone can do much to bndge the tremendous gaps that can eXIst between these groups 

We recommend that the JIe consIder creatmg the followmg organIzatIOnal unItS systems 
deVelopment, operatIOns, user support, and admmIstratIOn A brIef summary of each of these 
umts follows 

Systems Development 
The systems development group should conSIst of four mam functIOns analysIs, 

programmmg, testmg, and database admInIstratIOn Analysts create specIficatIOns for computer 
programs, prepare system deSIgn documents, and test completed programs agamst then 
speCIficatIOns They are generally concerned WIth three parts of applIcatIOn programs, database 
structure, busmess rules, and user mterface 

Programmers transform the speCIficatIons prepared by analysts mto workmg computer 
code They are also responsIble for testmg theIr programs to ensure that they work properly 
Database admImstrators are responsIble for mamtammg the conceptual and structural mtegrIty of 
data resources by controllmg changes to file and record structures 

When the number of staff m these work groups becomes unWIeldy to manage, larger 
orgamzatIons sometImes dIVIde them mto smaller umts For example, analysts and programmers 
are often dIVIded mto groups WIth responsIbIlIty for developmg new applIcatIOns or mamtaImng 
eXIstIng ones 

Key mdIvIduals often develop speCIaltIes withm an orgamzatIOn lIke the lIe SpeCIaltIes 
withm tills group could mclude management of source and object code lIbrarIes to ensure proper 
verSIOn control, research mto emergmg technology, software development tools, standards 
development, etc 

WhIle analysts are sometImes mdividuais WIth pnor expenence workmg m a court, they 
must also have very strong techmcal abIlItIes The most technIcally demandmg role IS that of the 
programmer The prodUCtIVIty of these mdividuais vanes WIdely, dependmg on theIr abIlIty 
Good programmers produce several tImes as much work as average ones, so It IS Important to 
acqUIre the best skills avaIlable when illnng for these pOSItIons 
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Operations 
We recommend that the II C consIder SIX functIOns to be housed m the operatIOns group 

computer operators, problem management, telecommumcatIOns/networks, mstallatIOn, 
mventory/contracts, and data entry 

Computer operators are responsIble for productIOn work, for system backups and 
mamtenance, arcluvIng, runnIng regular reports, and dIsaster plannmg The JIC staff should 
consIder locatIng operatIOns staff In IndIVIdual courts as applIcatIOns are Installed, coordInatIng 
theIr work from the nc facIlIty 

Problem management IS the resolutIOn of hardware and software conditIOns that keep 
people from workIng A smgle call to a help desk should proVIde all the assIstance needed by a 
system user Help desk staff should contact the necessary hardware or software speciahst, or 
vendor provIdmg mamtenance for eqUipment, as well as trackmg the length of tlme reqUired to 
resolve problems and provIdmg feedback to a user waItmg for aSSIstance 

TelecommumcatIOns and networkIng staff are responSIble for the eqUipment and 
telephone lInes that allow computers to communIcate WIth each other These speciahsts Install 
and maIntaIn local area networks, WIde area networks, and Internet servIces CreatIOn and 
mamtenance of World WIde Web SItes could fit m tlus group, though mdividuais from many 
parts of the MOl should be mvolved m developmg content 

A great deal oftlme IS spent unpackIng, configunng, and mstallmg eqUIpment, software 
packages, and upgrades, partlcularly when new systems are bemg Implemented An mstallatIOns 
group can perform these functIOns and allow other operatIOns staffto aVOId the dIstractIOns of 
trymg to keep up WIth problem calls and SImultaneously put new systems m place 

Keepmg track of hundreds of computer components, provIdmg scheduled mamtenance, 
and ordenng repaIrs can be a tremendous undertakmg Add to this the mynad of warrantles of 
dIfferent length and mamtenance contracts, and It IS easy to see the need to have a team 
dedIcated to thIS functIOn Not only can this group facIhtate the speedy resolutIOn of problems, 
they can become experts m the mamtenance optIOns avaIlable to the TIC and save a conSIderable 
amount of money 

The tremendous workload of preparmg court opimons for electromc publIcatIOn Will 
contmue to reqUire a dedIcated data entry staff Even when more and more opimons are created 
WIth word processmg packages, there wIll stIll be a need to venfy and format documents for 
mclUSIOn In electromc databases Tlus functIOn Will contInue to be a responSIbIlIty of the lIC for 
some tlme to come 

Mamtenance of a computer room IS also an Important responSIbIlIty of the operatIOns 
group More Will be srud on thIS subject under the headmg of technology Issues 
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The operatIOns group wIll reqUIre a varIety of specIahsts m computer operatIOns, 
telecommUnICatIOns, court apphcatIOns, and so forth The consultant retamed by the MOl can 
prepare specIfic Job descnptIOns for these varIed responsIbIhties 

User Support 
The pnmary functIOn of the user support group IS traInIng TraInIng wIll be needed for 

the hardware and system software acqUIred by the MOJ, office automatIon apphcatIOns lIke 
word processmg, spreadsheets, and electronIC mall, and apphcatIOns programs created by the 
nc The development of curnculum for new and m-service courses wIll be a tremendous 
undertakmg 

In addItIon to traInmg, the user support group also aSSIsts m system deSIgn and testmg, 
ensurmg that new releases of applIcatIOn software are free from defects before bemg Installed for 
use m the courts Staff also develops reference manuals, traImng materIals, and other 
documentatIOn needed by system users These mdividuals also can play an essentIal role In 
qUalIty control or audItIng functIOns 

A through knowledge of court bUSIness and the case management and other applIcatIOns 
developed by the nc IS essentIal for success In thIS area The abIlIty to teach and develop 
educatIonal materIals cannot be overemphaSIzed 

The nc must estabhsh an eqUipment, apphcatIOn and user support unIt ThIS group 
should be well tramed, personable, good communIcators and be WIllIng to help A help desk 
WIth telephone, fax and emaIl commumcatIOns capabIhtIes must be establIshed All automated 
systems users should be aware of theIr eXIstence and how to contact them and feel free to ask for 
aSSIstance The help desk should be the first level of contact for problem resolutIOn Problems 
that can be dIagnosed over the telephone should be solved Immechately WIth the caller Those 
problems that cannot be solved easIly must be researched and hIgher levels of aSSIstance sought 
ThIS may mvolve servIces proVIded by maIntenance contractors for eqUipment and software or 
on-SIte support personnel, or dIspatch of JIC personnel to the problem SIte In order to manage 
the workflow of the user support umt and help desk a problem management methodology must 
be developed, Implemented and enforced There are many eXIstmg automated help desk record 
keepmg software products and manual management methodologIes successfully bemg used m 
the mformatIOn systems profeSSIOn Careful evaluatIOn and selectIOn of software and 
methodology that best SUIts the nc's reqUirements should be a pnonty actIVIty 

AdmznlstratlOn 
The role of management m the success of the nc cannot be overstated In addItIon to 

provIdmg VISIOn, motIvatIOn, and leadershIp to staff, nc admInIstrators coordInate WIth other 
parts of the MOJ, helpmg to ensure smooth operatIOns There are also a number of substantIve 
functIOns that belong WithIn an admIlllstratIve group 

PlannIng IS the foundatIOn upon whIch good management and successful operatIOns are 
bUilt It IS Important that JIC staff always have a broad perspectIve of the InItIatIves that are 
bemg undertaken The plannmg process proVIdes the pnonty settIng and resource allocatIOn to 
ensure that the most Important work IS beIng done first It also helps mInIilllZe the dIstractIOns 
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that come from non-essentIal tasks that may be suggested from mSIde or outsIde of the 
orgaruzatIOn Fmally, It breaks complex tasks mto sImple steps, whIch helps JIC personnel aVOId 
feelmg overwhelmed by the amount of work expected of them 

Human resources Issues always arIse many orgaruzatIOn The nc IS In need of 
consultant assIstance m developmg job descnptIOns, aJob classIficatIOn program, salary scale, 
and performance planrung and management functIOns, as a part of Its human resources package 

Budgetmg and finanCIal management are an Important part of the admmistratIOn of the 
nc W1l1.le budget preparatIOn and expendIture management are separate actIVItIes usmg a 
dIfferent set of tools, both tasks reqUIre JIC leadershIp to balance polIcy and operatIOnal needs of 
the organIzatIOn IfMOJ leadershIp were to make budget preparatIOn deCISIOns and leave 
execution of expendIture management to nc staff, many resource allocatIOn problems would 
result ConsolIdatmg both of these actIVItIes m a nc admIrnstrative group IS an Ideal solutIOn 
ThIs does not, of course, SubstItute for MOJ's pohcymakmg role m the process 

Related to finanCIal matters IS acqUISItIOn PartIcularly at tImes when a great deal of 
eqUIpment IS bemg ordered, the task of coordmatmg a large number of purchases can seem 
overwhelmmg Havmg a speCIalIst aSSIgned to acqUISItIon Issues will Improve the consistency of 
the process and relIeve sernor managers of a great burden 

Some techrncal orgaruzatIOns reqUIre speCIalIsts to compIle statIstIcs and perform other 
research on court mformatIon stored m computer systems If thIS IS a need WIthm the JIC, thIs 
functIOn should be located In the admirnstratIve unIt 

Perhaps the most Important Issue affectmg the productIVIty of nc staff IS project 
management Project management IS the executIOn of the project plan and mvolves momtonng 
task completIOn, work aSSIgnments, schedules, budgets, and products Project management 
tools, whIle readIly avaIlable and mexpenSIve, are very labor mtensive to mamtam and Will 
benefit from havmg a speCIalIst aSSIgned 

Another role of nc admirnstration IS developmg standards and methodologIes for 
accomphshIng the work ofthe organIzatIOn As techmcians are tramed m a common approach to 
work and problem solvmg, the effectIveness of the group WIll exceed the capabIlItIes of the 
mdividuals Team productIvIty IS enhanced by the quahty of tools and methodologIes that 
determme how speCIficatIOns are deSIgned, how program code IS wntten, etc 

ObVIOusly, there IS a need for a varIety of skIlls WIthm the admlillstratIve urnt of the JIC 
WInle a Judge proVIdes leadershIp to the JIC, It wIll always be necessary to have a sernor 
techrncal director to ensure conSIstency and to aVOId lost productIVIty durmg pen ods of 
leadershIp tranSItIOn Strong teclmology background and management expenence are an 
essentIal qualIficatIOn for thIs mdividual 

Staffing Issues 
BUIldmg and mamtmrnng an effectIve and productIve team IS a cntical element In 

successful court automatIOn projects Whether the MOJ hIres ItS own staff, uses contractors or 
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consultants, relIes on techmcal personnel from another government entIty, or purchases software 
from a vendor, the qualIty of people mvolved IS sIgmficant to staymg on schedule and producmg 
lugh-quallty products 

The project team should mclude an appropnate mIxture of slallieveis An orgamzatIOn 
composed of too many sernor programmers and not enough JUlllor- and mId-level programmers 
wIll have problems WIth productIVIty and staymg WIthm budgets QualIfied court employees can 
functIon well m user analyst, tramer, and audItor pOSItIOns These people know the organIzatIOn 
and the work of the court, and theIr expenence can be extremely valuable m projects The need 
for expenenced sernor computer programmers and operatIOns staffm the nc cannot be 
overemphasIzed 

A techmclan who IS not famIlIar WIth courts and eXlstmg court apphcatIOns and hardware 
may not become fully productIve m the nc for one to two years Proper trrurnng m court 
orgamzatIOn and procedure, court applIcatIOns, and hardware and software platforms m use can 
shorten thIS tIme Trammg IS very expensIve, but IS less costly than Ignorance 

Techrncal staff may need tralrnng for new hardware, system software, development tools, 
and court operatIOns Users may reqUIre trammg m systems admmlstratIOn, office automatIOn 
packages, and the new court case-management apphcatlon The plan should mdlcate what 
traIrnng would be offered, who would attend, on wluch days, at whIch locatIOns Post­
ImplementatIOn trrumng also should be prOVIded 

The best system ever created could be useless to a court If the people usmg It were not 
domg therr Jobs correctly MIllIons of pounds can be spent on hardware and software, yet the 
ultImate success of the system depends on the qUalIty of work of the mdIviduals WIth the lowest 
salarIes and the least trrunmg m the courts Good trammg and qualIty control procedures are 
perhaps the most Important challenges project leaders WIll face If traImng IS not effectIve, the 
automatIon process cannot be successful 

Tlus trammg component must be a permanent part of the court In large court systems, 
full-tIme staff should be aSSIgned to the task Smaller courts must ensure that someone IS gIven 
the responSIbIlIty to assure that mformatIOn entenng the computer IS accurate Regular audIts of 
data mput should be performed to IdentIfy problems and trrunmg needs 

Those staff WIth operatIOnal responSIbIlItIes need begmrnng, mtermedIate, and advanced 
traIrnng to support the system, mc1udmg secunty, backups, and troubleshootmg SupervIsors 
need begmrnng, mtermedIate, and advanced trrumng m the software applIcatIOns They should 
be the reSident experts m all phases of system operatIOn and should help Identlfy and resolve 
problems Lme staff need begmrnng, mtermedlate, and advanced traIrnng m the modules of the 
software applIcatIOn they wIll use druly If resources permIt, cross trrunmg m other functIOns 
WIll mcrease the versatilIty of staff and promote more fleXIble aSSIgnments Office automatIOn 
packages are often purchased WIth systems, trammg should be proVided to those who need to use 
these functIOns as well 
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Trammg IS avaIlable from several sources Although the vendor may be the only 
resource for applIcatIOns software trammg, pnvate trammg consultants and commuruty colleges 
may offer trammg m networks, operatmg systems admmistratIOn, and genenc software, such as 
word processmg and spreadsheets Computer-based trammg IS provIded by several vendors, as 
are VIdeotaped courses and wntten educatIOnal matenals These can be cost-effectIve SubstItutes 
for expenSIve classes Many applIcatIOns are now provIdmg on-l me help and computenzed 
reference matenals Courts should move qUIckly to develop m-house expertIse for a permanent 
traImng component 

There are dIfferences of opmIOn about how to tram most effectively Some feel court 
staff should get away from theIr desks, telephones, and responSIbIlIties m the office so they can 
concentrate theIr efforts on learmng the new system Others belIeve traImng IS best offered on­
SIte, m the real world The best approach, where practIcal, may be a combmatIOn of the two 
ImtIal traImng should be held off-SIte Court staff should then have a test system avaIlable for 
practIce untIl the ImplementatIOn date arnves Tramers should be on-SIte for one to two weeks 
after the new system comes up Refresher courses and cross trammg should follow, eIther on- or 
off-sIte, dependmg on the nature of the matenals to be presented Follow-up traInmg IS 
Important because many new questIOns arIse after ImplementatIOn, and Important detaIls can be 
forgotten m the confuSIOn surroundmg new system start-up 

Most systems reqUIre constant upgrades As programs are Improved and features are 
added, trammg programs and mstructIOn manuals need to be updated Project leaders should 
develop a process for keepmg these courses and matenals current 

DocumentatIon for the system reduces the need for staff to remember the detaIls learned 
m class If they know answers are aVaIlable and where to look for them, they feel more 
comfortable With the system more qUIckly Three types of matenals need to be proVIded 
applIcatIOn reference matenals, trammg gUIdes, and system mformatIOn 

ApplIcatIOn reference matenals are the mstructIOns for usmg the court case-management 
mformatIOn system They should be detaIled, easy to read, filled WIth IllustratIOns, and well 
mdexed Users should partICIpate m theIr development 

TraImng gUIdes are matenals used m traImng They contam more IllustratIOns, exerCIses, 
and samples than reference matenals and are structured to fit the flow of the traImng classes 
They are wntten at a much more baSIC level and need not be comprehensIve reCItatIOns of system 
features and functIOns 

System mformatIOn IS the collectIOn of handbooks and reference matenals proVIded by 
the vendor for all the hardware and system software Techmcal staff WIll be responSIble for most 
of these matenals, but they should be dIstnbuted to court staff as needed For example, court 
employees that do system backups wIll need operatIOns manuals to aSSIst them m 
troubleshootmg when problems arIse Those responSIble for laser pnnters need the mstructIOn 
manuals for penodic cleamng, changmg toner cartndges, etc 
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Probably the bIggest challenge IS developmg documentatIOn for systems programmed by 
court staff LIke almost every other data-processmg applIcatIOn, court systems are developed on 
lImIted budgets With httle tIme As problems anse and projects fall behmd schedule, project 
leaders Will be tempted to cut corners to keep the project on schedule and WIthm budget 
Trrumng and documentatIOn, actIvItIes at the end of the project that are consIdered less Important 
than makmg sure the system IS completed and functIOmng properly, are often neglected 

Technology Issues 
Understandmg and Improvmg technology Issues are very cntical to the lIC Some 

general Issues concermng baSIC reqUIrements for facIlItIes, baSIC mfrastructure and eqUIpment are 
addressed m a genenc fashIOn m tms sectIOn However, equally Important are the technologIes 
that must be developed or customIzed speCIfically to the umque nature of each organIzatIOn, ItS' 
mISSIOn, staff and capabIhties 

These organIzatIOn specIfic techntcaiissues are those that relate to how the technology 
staffperform theIr work A few as examples Will be offered as encouragement to the JIC to seek 
consultmg servIces to perform needs assessments and deSIgn speCIfic solutIOns for these very 
Important technology Issues Examples of such Issues are, development and enforcement of 
types and levels of standards (programmmg, data, eqUIpment, operatmg system and end user 
apphcatIOn software), systems compatIbIlIty Issues, eqUIpment and software upgrade and verSIOn 
control methodologIes, evaluatIOn of eXIstmg apphcatIOns, platforms and personnel and optIOns 
for what to do If they are found lackmg 

lIC has been dependent on vendor adVIce for eqUIpment and software deCISIOns and JIC 
applIcatIOns have been wntten by techmcians defenSIve of theIr products A sIgmficant 
technology Issue IS the need for JIC management to receIve mdependent aSSIstance to seek the 
truth about theIr technIcal enVIronment, IdentIfy the problem areas, and deCIde what they should 
do With then findmgs 

Another very Important and potentIally benefiCIal or dIsastrous technology deCISIOn that 
JIC IS considermg should be researched thoroughly The JIC has proposed to the MOl that they 
become an Internet servIce proVIder The deCISIOn to proVIde such servIces and accept the 
assocIated cost, support and performance responSIbIlItIes IS a major step that should be carefully 
conSIdered before rushmg to ImplementatIOn The same careful conSIderatIOns should be gIven 
to related Issues of web SIte development and operatIOns 

When many staff are performmg SImIlar duttes m dIsparate ways, confuSIOn and 
dIsruptIon often result The larger and more complex an organIZatIOn IS, the greater need It has 
for umform methods of conductmg busmess Even the smallest organIzatIons can benefit from 
some of the standards and methodologIes that have been developed for systems development, 
mamtenance, trammg, and so forth For example, see Automatmg Court Systems, a NatIOnal 
Center for State Courts pubhcatIOn that has been proVIded to MOl leaders 

Many software tools eXIst that can speed the applIcatIons development process, such as 
code generators, edItors, debuggers, computer-assIsted software engmeenng systems (CASE), 
fourth-generatIOn languages, and obJect-onented database packages Some are mcluded With 
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system software at no charge, some are mexpenSIve, and others are very costly Before makmg 
major mvestments, project managers should make sure the tool IS needed and wIll fit WIth other 
tools and procedures muse 

A final task m thIS area that could be addressed by a consultant IS the adequacy of 
hardware and software m use by the nc A complete reVIew, followed by recommendatIOns and 
pnontIes would help nc leadershIp understand the most Important needs of the organIzatIOn 

Facliltles 
Management of the lIC faCIlIty and the court bUIldmgs In wluch technology wIll be 

mstalled IS an Important tOPIC for nc management and the MOl Ten Issues are typIcally 
problems m computer operatIOns m courts These Issues are dIscussed below 

• HeatIng, VentIlatIOn, and AIr ConditIOmng 
• Electncal 
• CablIng 
• Telephone and TelecommumcatIOns 

• Furrnture 
• NOIse 
• Lightmg 

• FIfe 
• Floors 
• RadIO Frequency Interference 

Heatmg, VentliatlOn, and Azr CondztlOmng 
BUIldmg heat, ventIlatIon, and air-conditIomng (HV AC), systems should proVIde a draft­

free office WIth a stable temperature and humIdIty Computer eqUIpment usually reqUIres an 
even more controlled and conSIstent enVIronment ExceSSIve heat or cold can damage hardware, 
msufficient humIdIty can cause statIC electncity and dISrupt operatIOns 

WhIle the bUIldmg's HV AC IS usually suffiCIent for PCs, small- to mId-SIzed network 
server configuratIOns, and small mimcomputers, larger eqUIpment reqUIres more attentIOn 
EIther addItIonal air conditIOmng must be Installed or a computer room must be constructed 
DedIcated envIronmental controls are also reqUIred Ifbwldmg aIr condItIOmng IS unavaIlable at 
mght, on holIdays, or on weekends, If the computer cannot be shut down dunng these penods 

EXIstmg systems can sometImes be modIfied to supply suffiCIently cold air Rebalancmg 
the airflow can dIrect more cool air mto the room housmg heat-generatmg dISk dnves, 
unmterruptable power supplIes, and other eqUIpment Movmg thermostats and addmg dIffusers 
can help 

It IS SImple to determme the need for air conditIOnmg and other envIronmental controls 
Computer manufacturers supply heat output ratmgs for theIr eqUIpment m BTUs per hour BTU 
ratmgs are also aVailable for room occupants, doors, wmdows, etc, though these amounts are 
normally neglIgIble The sum of heat dISSIpatIOn ratmgs for everythmg that wIll be m the room 
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(addIng as much as 50 percent cushIOn for future growth) gIves the SIze ofaIr-conditIOmng umt 
needed 

In computer rooms Without raised floonng, eIther standard or special envIronmental 
control umts can be purchased Raised-floor umts send cold air under the floor, forcmg It up 
through small holes dIrectly Into the computer hardware Large mamframes are cooled With 
water, rather than aIr, and supercomputers rely on lIqUId mtrogen for the extremely low 
temperatures they reqUIre 

Larger computer faCIlItIes wIll normally have multIple aIr-ConditIOmng umts for the 
computer room ThIs ensures a conSIstent enVIronment, even If one UnIt falls or reqUIres servIce 
Computenzed enVIronmental momtonng systems can track problems With temperature or 
humIdIty, power faIlures, or water under the floor, and automatIcally shut the system down and 
contact a deSIgnated IndIVIdual by telephone 

Electrical 
Almost every pIece of computer eqUIpment needs electncal power Most can be plugged 

mto a standard wall outlet InexpenSIve surge protectors can be added to protect a court's 
Investment In pes and other eqUIpment, but larger deVIces need protectIOn that IS more 
sophIstIcated Power condItIoners stabIlIze the flow of electncIty, but are usually not a guarantee 
of protectIOn agamst lIghtnIng strIkes and outages 

Umnterruptable power suppbes (UPS) prOVIde the power conditIOmng preVIOusly 
mentIOned and add protectIon agaInst a complete loss of electncity They normally proVIde 
power for only a few mInutes, long enough for an operator to bnng the system down In an 
orderly manner Most power faIlures are very bnef, so a UPS IS a good Investment for a 
computer that stores court InfOrmatIOn, whether It be a PC, mInICOmputer, or maInframe 

There are hmitatIOns, however, to the protectIOn and convemence proVIded by a UPS 
Battery maintenance IS reqUIred, and some systems Will not allow thIs to be done WIthout 
SWitchIng the entIre system off If there IS an extended power failure at mght when no one IS 
avaIlable to take care of the system, the UPS battenes Will be depleted and the system WIll stIll 
crash (although With some systems, an orderly shutdown can be accomplIshed automatIcally) 
On many types of hardware, If power IS lost whIle staff IS USIng a case-management system, the 
computer WIll stay up, but the termInals (WhICh are not connected to the UPS) Will go down In 
some computer systems, such a faIlure can damage or lock system files and may reqUIre the 
system to be restarted, although the processor and dIsk dnves never lost power DespIte these 
hmitatIOns, UnInterruptable power supphes are stIll conSIdered a good Investment 

When bUIldIng a new faCIlIty or remodelIng an old one, It IS Important to check the 
manufacturer's specificatIOns for electncal power on all eqUIpment that has been ordered, so If 
m-house hnes and CIrCUItS are InsuffiCIent, others can be added or modIfied Some hardware 
reqUIres speCial receptacles, dedIcated CIrCUIts, or Isolated groundIng These speCIficatIOns, 
though they make lIttle sense to most people, are easIly understood by qualIfied electncians 
Sources of electncity for all termInals, pnnters, PCs, and other office gear to be Installed In older 
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bUIldmgs should be checked carefully Improperly polarIzed or grounded power outlets can 
cause senous damage or mjury 

Large facIhtIes WIll reqUIre power momtors and testers as descnbed above If a computer 
center IS shared wIth a htgh-pnonty user, such as a law enforcement agency or emergency 
response team, dIesel generators also WIll be reqUIred to guarantee contmuous operatIOn 

Cablmg 
Cablmg connects the computer wIth Its penpheral devIces, e g , work statIons, prmters, 

scanners, modems, dIsk dnves There are two Important Issues related to cablIng what kmd of 
cable to use and how to run It from the computer to Its penpheral deVIces 

Cable of one sort or another has been the tradItIOnal standard for connectmg computers to 
penpheral deVIces CoaXIal cable, whtch has a woven ground WIre surroundmg the data 
transmISSIon WIre or WIres to proVIde protectIOn agamst mterference, has been used extensIvely, 
as has a multI-WIre standard called RS232, whtch has been dependable, but IS relatIvely 
expenSIve TWIsted pair WInng has replaced large cables m many places TWIsted pair IS a thtn 
telephone WIre that can be run along WIth telephone CIrCUIts, reducmg mstallatIOn costs Hlgh­
speed networkmg reqUIres a newer shtelded Wire that allows faster commumcatIOns than earlIer 
twIsted pair configuratIOns One of the latest technologIes IS fiber optIcs, m whIch lIght IS 
transmItted mstead of electncity It IS not as susceptIble to reSIstance and mterference, and It can 
permIt much faster data transmISSIOn Although costs are beglnnmg to decrease, fiber optIc 
technology IS stIll developmg and IS qUIte expenSIve 

Personal computer networks often use theIr own type of cablIng Ethernet IS one of the 
most-used approaches Some wIreless networks are also bemg mstalled and may become more 
popular Whatever optIOn IS chosen, It should match the reqUIrements of the computer or 
network DIfferent WInng plans may reqUIre concentrators, SIgnal sphtters, or other deVIces 

In some areas, fire code reqUIres RS232, coax, twIsted paIr, and other WInng to be run 
through metal condUIt unless It has speCIal Teflon or other approved shteldmg Project managers 
or appropnate staff should be famIlIar With local reqUIrements 

Stnngmg cable molder bUIldmgs or between bUIldmgs can be qUIte a challenge Some 
facIlItIes were not deSIgned to accommodate thIS type of cablmg, and mstallatIOn can add a great 
deal of expense to a project For example, sometImes concrete must be x-rayed to locate steel 
support structures before dnllmg can take place through cement floors and walls It IS Important 
that the project manager not underestImate the tIme and expense that may be necessary Cost 
and tIme estImates for penpheral cablmg should be one of the first pnontles of the faCIlIty 
preparatIOn process 

Asbestos IS present m some older faCIlItIes ThIS substance IS eaSIly dIslodged and blown 
through a ventIlatIOn system, so care should be taken to ensure that no asbestos eXIsts before 
removmg ceIlmg tIles m any bUIldmg 
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Telephone and Telecommumcatlons 
CommUnICatIOn wIth a computer at a remote locatIOn reqUIres a telephone lIne 

Attachment of workstatIOns or pnnters In remote locatIOns also can be establIshed through the 
telephone network Telephone lInes wIll be reqUIred In nearly every major automatIOn project 

Constant commumcatIOns capabIlIty through networks normally reqUIres the use of 
dedIcated (or leased) lmes These CIrcUIts are rented from a telephone company and are avaIlable 
24 hours a day, seven days a week On a network, the computer IS constantly commumcatmg 
WIth the actIve deVIces 

Penodic or lImIted-use commUnICatIOns can be accomplIshed through sWItched lInes 
When a number IS dIaled, the telephone company's computer finds avaIlable lInes and makes a 
connectIOn If another locatIOn were called dozens of tImes, chances are the SIgnal would use a 
dIfferent path on each occaSIOn 

Leased hnes, because they are permanent, can be enhanced to Improve the speed and 
qualIty of commumcatIOn Tlus process IS called condItIOnIng, and condItIoned hnes cost more 
than standard ones Most urban areas have made the tranSItIOn In recent years from analog to 
dIgItal CIrcUIts for data transmISSIOns DIgItal CIrcUIts are much better sUIted to electronIC 
commumcatIOns than vOIce-grade analog hnes The next generatIOn of telephone technology 
Will employ fiber-optIc cable, whIch IS beIng Installed In some parts of the world 

Telephones should be Installed In computer rooms and any other work areas so technIcal 
staff can support users adequately and commUnIcate WIth servIce personnel 

Furmture 
UntIl recently, standard office furmture has not been well deSIgned for computer 

eqUIpment Desks were too hIgh for comfortable tyPIng, and typewnter desk extenSIOns were 
not WIde enough to hold termInals and PCs WhIle keyboard drawers and other acceSSOrIes may 
be used to adapt eXIstmg desks, future purchases should accommodate computer workstatIOns 

ErgonomIc factors must be conSIdered There are many negatIve consequences of 
prolonged computer use, partIcularly In SItuatIOns of Inadequate posture or lIghtIng, but back, 
neck, and eye stram are among the most common Carpal tunnel syndrome, a degeneratIOn of 
tIssues m the wrISts and hands, IS one of many more senous alIments that can result The court 
should purchase furnIture and deSIgn work areas to prevent these condItIOns 

TechnIcal staff may need speCIal furmture Tape and dISk storage cabInets, prInter stands 
With acoustIc covers, and other eqUIpment should be conSIdered as needed 

BUIlt-In or plug-m technology WIll be used more In the future In the courtroom, the 
Judge may have a computer mOnItor bUIlt Into the bench Counsel WIll reqUIre electrIcal and 
telephone connectIOns at theIr respectIve tables More medIa systems wIll be bUIlt Into 
courtrooms to VIew SImulatIOns, remote testImony, and eVIdence Not only WIll tlus reqUIre the 
capabIlIty to play VIdeocassette tapes or VIew slIdes, ammatlon, or other types of computer 
SImulatIOns, but courtroom lIghtmg and dIsplay areas must be such that everyone can see the 
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presentatIOn Control panels may be bUIlt mto the clerk's work area to control IIghtmg, 
temperature, recordmg systems, sound systems, and presentatIOn medIa 

Nozse 
A well-desIgned office enVIronment goes unnotIced by Its users because they work In 

comfort and are not dIstracted The addItIon of even low nOIse levels, such as fans In 
workstatlOns and spmnmg dIsk dnves, can be troublesome for staff Impact pnnter nOIse can 
make It ImpOSSIble to carry on a conversatlOn on the telephone 

ConsideratlOn should be gIven to nOIse that WIll be generated by new or upgraded 
computer eqUIpment Placmg nOISY eqUIpment next to busy employees can affect theIr 
prodUCtiVity and morale 

In faCIlItIes WIth walls that only go as mgh as the ceIlIng tIles, a soundproofing blanket of 
msulatIon m the plenum space can Improve aural separatIon If nOIse IS stIll a problem, a dual 
wall or a smgle wall With offset studs may be reqUIred 

Lzghtmg 
Adequate lIghtmg must be proVIded In all work areas, mcludmg computer rooms, If 

employees are to complete theIr work In the office enVIronment, glare from computer screens 
can be a problem Morutors should be turned 90 degrees from strong lIght sources, and glare 
protectIOn filters, made of polanzed glass or dark, lIghtly woven fabrIC, should be proVIded 

Fzre 
Local bUIldmg codes Will determIne the type of fire protectIon needed when a faCIlIty IS 

bemg modIfied for a computer system In addItIOn, most vendors can prOVIde recommendatIOns 
for protectIon of theIr eqUIpment Both resources should be consulted before modlfymg the 
facIlIty 

Water sprInklers are a standard In bUIldmgs m many parts of the world WhIle water Will 
douse a blaze, It also Will rum computer eqUIpment There IS also some rIsk to computer 
operatIOns staff when hIgh-voltage power CIrCUItS are present DespIte these problems, tms type 
of fire suppressIOn system IS Widely used If ruImng some computer eqUIpment keeps a buddmg 
from bemg destroyed, then the rIsk IS probably JustIfied Adequate precautIOns should be taken 
to reduce the rIsk of leaks or aCCIdental dIscharge A dry system that does not store water m the 
pIpes IS preferred to a wet one 

Large computer mstallatIOns have relIed on more-sopmstlcated fire suppreSSIOn systems 
that use an mert gas, lIke halon These systems are more expenSIve, but can protect computer 
eqUIpment wlule controllmg a fire The gas m these systems IS harmless to people, but some 
computer manufacturers dIscourage ItS use because of thermal shock to eqUIpment that can occur 
when the room temperature IS lowered suddenly by 30 degrees In order for halon systems to be 
effectIve, speCIal dampers must be mstalled to seal the room completely when a dIscharge 
occurs Halon systems are now bemg ehmmated throughout the Uruted States because the gas IS 
a factor m atmosphenc ozone layer depletlOn Other types of systems are bemg developed, 
however, whIch WIll serve as SUItable replacements 
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FIre walls (non-combustible wIth a one-hour fire reSIstance ratmg) and self-closmg doors 
should be a part of every computer room deSIgn FIre, smoke, heat, and under-floor water 
detectIon momtors should be mstalled A 24-hour momtonng system that sounds an alarm or 
places an emergency telephone call also should be consIdered 

Floors 
Raised floors m computer rooms perform a varIety of functIOns They allow the 

hundreds of penpheral deVIce cables, telephone lInes, and power dlstnbutIOn Wires to be kept out 
of the way They are reqUIred for water-cooled eqUIpment, and they Improve the effiCIency of 
aIr-COnditIOmng systems because cold arr can be forced up through the eqUIpment that generates 
the heat They also safeguard staff from possIble exposure to hIgh-voltage electnclty Fmally, 
they can protect expensIve eqUIpment from damage If floodmg occurs 

If a raised floor IS mstalled, the court should ensure that handIcapped access IS provIded 
(With ramps) and that steps, ramps, and ralls allow large eqUIpment to be delIvered 

A final consIderation IS that whether raIsed or standard-level floonng IS used, adequate 
dramage must be provIded Floor drams must be suffiCIent m number and locatIOn to ensure that 
eqUIpment and connections Will not be damaged by nsmg water from broken plumbmg, 
dlschargmg spnnkler systems, or leakmg roofs or wmdows 

Although smaller systems do not reqUIre raised floonng, the chOIce of floor surfaces or 
covenng IS Important Flat cable can be laid under carpet tIles WIth adheSIve backmg In dry 
clImates, standard carpetmg can produce statIc electnclty that can make systems moperable If 
carpetmg IS deSIred and speCIal carpetmg cannot be mstalled, static protectIOn mats should be 
purchased They should be placed m any area where statIC electncity has been a problem To 
the extent possIble, floor surfaces should faCIlItate movmg eqUIpment around the room as 
necessary to accommodate addItIon, replacement, or rearrangement of system components 

RadIO Frequency Interference (RFJ) 
The U S Federal CommunIcatIOns CommISSIOn reqUIres that all computer eqUIpment 

sold m the Umted States meet regulatIOns concermng RFI Wlule tlus IS not usually a problem, It 
IS possIble that strong RFI SIgnals commg from polIce radIOS, aIrport radar, or commercIal radIO 
statIons could hamper court computer operatIOns Even If local regulatIOns are not a factor, care 
should be taken to aVOId RFI problems 

OperatIOnal Issues 
Implementmg a new court automatIOn system IS more lIke adoptmg a chtld than mstalhng 

a washmg machtne It cannot be Ignored after It IS mstalled, It reqUIres constant care and 
attentIOn Although computer systems tend to stablhze after the first hectIC weeks of operatIOn, 
unceasmg effort IS reqUIred to ensure that the system meets ItS goals and objectives 

In the followmg subsectIOns we dISCUSS many operatIOnal Issues and Imphclt to each IS 
the Issue of recurrmg cost of operatmg mformatIOn systems JIC must develop a greater 
awareness of the cntlcal nature of planmng for recumng costs and the need for tImelIness m 
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respondmg to recurrmg reqUIrements for the operatIOns and support of the automatIOn systems 
(1 e supphes, paper, versIOn upgrades, mamtammg electncal and telephone servIces daIly, etc) 
WIthout suffiCIent budget and supphes the systems wIll cease to functIOn As MOl orgamzatIOns 
become mcreasmgly dependent upon the automated systems to perform theIr work computer 
system delays and faIlures wIll become mtolerable 

ProductIOn 
Many new tasks are mtroduced when a court IS automated For example, a new computer 

system may replace manual completIOn of the Abstract of Traffic ConvIctIOn form But a new 
task has been mtroduced, someone must run a program penodically that extracts traffic 
dISpOSItIOn mformatIOn and prepares It for the dnver's lIcense agency ThIS 15 a productIOn 
actIvIty 

ProductIOn work generally mvolves runrung programs to compIle statIstIcs, generate 
forms, reconcIle accounts, or prepare mformatIOn Smce these programs usually must read every 
case m the database, they take a long tlme and can mcrease user response tlme If run dunng the 
day Most courts choose to run these types of programs at mght 

Schedulmg productIOn work can be a problem Preventive mamtenance on eqUIpment, 
flIght court, backups, staff schedules, and other actiVItIes can make It dIfficult to keep up With 
productIOn actIvItIes Fortunately, the computer system can be deSIgned to complete many of 
these tasks WIthout much operator aSSIstance 

Along With the automated productIOn actiVIty comes the need for supplIes Order and 
mventory processes must be estabhshed to ensure that the court has the tapes, dIskettes, toner 
cartrIdges, forms, prmter cleanmg kItS, and other matenals needed to keep the system operatmg 

Problem Management 
No system IS aVaIlable 100 percent of the tIme Downtime for computers and penpheral 

deVIces, though less common than a few years ago, IS gomg to occur, and plans should be m 
place to keep the court operatIOnal when the system 15 not Court staff should be the first lme of 
support Because they are tramed and have access to manuals and reference matenals, they 
should be prepared to handle many day-to-day cnses that anse 

A Help Desk should be establIshed for all but the smallest courts The help desk serves 
as a smgle pomt of contact for all users, for any type of problem Users should need to make 
only one telephone call to report a problem The help desk staff should have access to all the 
necessary resources to resolve the problem, mcludmg programmers, operatIOns staff, and vendor 
support personnel 

When a problem IS reported, help desk staff go through a tnage process to IdentIfy the 
appropnate method of resolutIOn By dlagnosmg symptoms, It IS pOSSIble to learn whether a 
hardware repaIr, software upgrade, system restart, program enhancement, or user trammg IS 
reqUIred Often, help desk staff Will ask the user to take certam actIOns to resolve the SItuatIOn, 
such as turnmg the deVIce off and back on Sometimes the system can be accessed remotely and 
the help desk personnel can VIew and correct the problem from theIr own workstatIOns 
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Some problems are operatIOnal and can be addressed qUIckly, as Just hsted Some are 
software related and may reqUIre programmmg and remstallatIOn of the software apphcatIOn 
The help desk determmes the urgency of the problem before proceedmg 

After talkmg to the user, the help desk contacts operatIOns, programmmg, or trammg 
staff, If appropnate A servIce call may need to be placed WIth a vendor, If a mamtenance 
contract IS In place If multIple vendors are Involved, the help desk coordmates theIr 
partIcIpatIOn to resolve the problem For example, solVIng a telecommUnICatIOns problem may 
reqUIre the computer hardware, modem, and telephone companIes 

The problem callIS logged on a form or In a specIal software program deSIgned for 
problem management The help desk and management can momtor progress and make the 
necessary callbacks to the user to keep them Informed Automated problem management 
systems allow the court to track the speed of vendor response and whether maIntenance contract 
proVIsIOns are bemg met They also help establIsh patterns of problems and solutIOns, WhICh can 
be valuable In developmg preventIve measures 

OperatIOnal Actlvltles 
Certam actIvItIes must be performed penodlcally to keep the system workIng smoothly 

and to protect the court agamst mterruptIOn of servIce and loss of valuable mformatIOn Some of 
these operatIOnal actIvIties mc1ude back-ups, off-SIte storage, database and dIsk reorgamzatIOn, 
and purges 

• Back-up 
• Off-SIte Storage 
• Data ReorganIzatIOn 
• DISk ReorgamzatIOn 

• Purge 

In most automated systems, the computer stores mformatIOn m files on dISks Because 
dISk dnve technology IS fallIble, backup copIes of the dIsk are made, usually to computer tape 
Each data transactIOn (addItIOn, modIficatIOn, or deletIOn ofmformatIOn) IS made to the data 
files, or database, and an extra copy IS usually made to a log file Because It takes so long to 
copy the full dIsk to tape, complete backups of all the dISks are only done occasIOnally CopIes 
of the log file (partIal or mcremental backups) are usually made daIly, copIes of the complete 
database (full backups) may be made weekly A backup of the full system (system backup), WIth 
all the programs, operatmg system, etc, may only be made monthly On computers that do not 
have large databases, partIal backups may mclude only those files that have been changed SInce 
the pnor backup 

If the system falls and the InfOrmatIOn on a dIsk IS lost, all the data files are erased and 
files from the last full backup are restored, or brought back from tape The partIal backup log 
files are also restored, and the transactIons are reapplIed The only transactIOns that are 
completely lost (If the data and log files happen to be on the dIsk that went bad) are those that 
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occurred between the tIme ofthe last partIal backup and the tIme the dIsk faIled Consequently 
log files are usually kept on separate dISks from the data files 

Several generatIOns of each type of backup are normally kept SometImes corruptIOn m 
data files IS not notIced for several weeks, so the extra protectIOn IS Important To guard agamst 
loss of data through physIcal damage to the facIlIty, the penultnnate generatIOn of full backups IS 

normally stored off-sIte 

Other methods for protectmg data mclude contmuous backup, where copIes of 
transactIOns are wntten to tape or dISk as they occur, and mirronng, where updates are made to 
two entIrely separate databases on dIfferent dISks MIrrOrIng IS most common on local area 
network systems Fault-tolerant or redundant systems have two entIrely separate computers that 
operate sImultaneously If one system crashes, work contmues on the other ThIS IS an excellent, 
albeIt expensIve, form of protectIOn 

As mformatIOn IS added and deleted from data files, they become fragmented Data can 
be scattered m many locatIOns, and the system must work harder to access and store mformatIOn, 
mcreasmg response tIme DIsks also must be reorganIzed This procedure conSIsts of copymg 
the files to other locatIOns (on tape or dIsk), cleanng the dIsks, and then restormg the files m a 
locatIOn and order that permIts effiCIent access WInle It IS a SImple actIvIty, It can take some 
tIme when data files are large 

Most courts would lIke to have all the mformatIOn for all theIr cases stored on the 
computer dIsk forever Unfortunately, thIS practIce IS usually too expenSIve to be practIcal Just 
as m a file room, the computer storage resources are hmited and must be managed RetentIOn 
schedules for electrOnIC InformatIOn need to be developed, as they are for paper records Purgmg 
IS the process of removmg mformatIOn from computer dIsks Just because InformatIOn IS purged 
does not mean It IS unavrulable Much hke sendmg paper records to an archIve facIlIty, courts 
can remove thIS InformatIOn but restore It later, If needed 

It IS also pOSSIble to establIsh purgmg routmes that only remove less Important 
mformatIOn, leavmg essentIal case mformatIOn mtact In fact, It IS pOSSIble to set up a multI­
layer purge that moves nonessentIal InformatIOn to tape several months or years after the case IS 
closed, then moves the remamder of the data some months or years later Whenever InformatIOn 
IS completely removed, paper or mIcrofilm mdexes should be produced so that archIval data can 
be accessed by case number or party name 

Maintenance 
When a computer and system software are purchased from a vendor, a long-term 

relatIOnshIp IS begun The eqUIpment and programs wIll reqUIre mstallatIOn, upgrades, 
preventIve mamtenance, and repaIrS Though the courts can do some of thIS work, most could 
not survIve WIthout aSSIstance from the ongmal servIce or product proVIder 

• Warranty 
• Mamtenance Contract 
• TIme and MaterIals 

NatIOnal Center for State Courts 19 



RecommendatIOns for lIe RevIew and Restructurmg 21 Apnl, 1998 Draft 

• Depot MaIntenance 
• Self MaIntenance 
• COmbInatIOn 
• Software Mamtenance 

Most hardware and software products have some type of warranty, whICh guarantees the 
product for several months At the conclusIOn of the warranty, the court has several optIOns It 
can purchase a servIce contract that works much lIke a health Insurance polIcy When the 
machme IS SIck (broken), reqUIres a routIne checkup (preventIve maIntenance), or vaCCInatIOn 
(upgrade) agaInst a dIsease, the vendor performs the work at no addItIOnal charge to the court 
These maIntenance contracts are probably the eaSIest, most convenIent way to support a system, 
but are also the most expenSIve An Important Issue relatIng to maIntenance contracts IS the 
hours and days of coverage If a court can bnng a computer system down dunng the day for 
upgrades, InstallatIOns, and preventIve maIntenance, It can save a great deal of money over 
extended coverage proVISIOns that reqUIre the vendor to perform these servIces after-hours 

An alternatIve IS the tIme and matenals contract Under tIme and matenals, the court has 
an agreement WIth the vendor to come on-SIte and repaIr eqUIpment at certaIn tImes and under 
certam condItIOns The court pays for the cost of the VISIt, IncludIng replacement parts Time 
and matenals contracts are usually less expenSIve than maIntenance contracts, but can be much 
more expenSIve If catastrophIC problems occur Another dIsadvantage IS that It IS dIfficult to 
budget for costs that are not known In advance 

Depot maIntenance IS SImIlar to a tIme and matenals approach, except that the court IS 
responsIble for takIng the eqUIpment to the vendor, and there IS no fixed-pnce agreement 
concermng labor and matenal costs Depot maIntenance can be a cost-effectIve alternatIve for 
personal computers, workstatIOns, and other small eqUIpment, Ifthere IS a good repaIr faCIlIty In 
the VICInIty 

Self-mamtenance IS used when the court has the technIcal expertIse and finanCIal 
resources to repaIr ItS own eqUIpment, Install ItS own software, or purchase replacement 
eqmpment 

Often, a court Will choose some combmatIOn of these optIOns, plaCIng essential system 
components on a mamtenance contract, penpherals on tIme and matenals or depot maIntenance, 
and software and IneXpenSIve hardware on self-mamtenance One component of a cOmbInatIOn 
strategy that IS sometImes used IS to purchase a few spare PCs, termInals, and pnnters, Instead of 
maIntenance contracts for all these deVIces As faIlures occur, the broken deVIce IS replaced With 
a spare If there IS suffiCIent technIcal expertIse on staff, parts can be canmballzed from the 
accumulated broken deVIces The strategy chosen by a court wIll depend on the relatIve cost of 
each optIOn and the amount of staff tIme that can be devoted to the more tIme-consumIng 
approaches 

If the court case-management InfOrmatIOn system IS purchased from a vendor, the same 
maIntenance pnnciples apply If the court has used ItS own staff to develop the applIcatIOn, then 
a new set of Issues emerges If a program IS not performIng as deSIgned, It needs repair These 
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types of problems are dealt WIth lIke a hardware problem, mdIvIduals are assIgned to fix them, 
and they work on the problems untIl they are resolved 

Often, the court needs an enhancement a remedIal, adaptIve, or perfectIve Improvement 
based on a change m deSIgn These types of changes take much longer and, unless the need IS 
urgent, should reqUIre approval by the user group or polIcy commIttee 

Peiformance Momtormg 
OperatIOnal aspects such as response tIme, securIty and access, backup, network 

performance, file access, and dISk utIlIzatIOn should be mOnItored System performance 
standards should be descnbed m the contract, and the court should make sure any problems are 
addressed before warrantIes expIre To ensure that ongomg performance IS mOnItored properly, 
several areas need to be watched They Include CPU utIlIzatIOn, dIsk storage, and memory By 
properly watchIng system performance, the court can maxImIze the benefits It receIves from Its 
Investment In hardware and software Moreover, It can antICIpate more accurately the need to 
upgrade system resources as the workload Increases over tIme 

Secunty 
A comprehensIve nsk assessment should be performed perIOdIcally, and a securIty plan 

developed to address areas of rIsk The rIsk assessment should mclude phYSIcal, personal, 
hardware, software, and network securIty SecurIty needs can be vIsualIzed as a three­
dImenSIOnal matrIx The three axes are resources, nsks, and actIOns Each cell In the matrIX 
represents an actIOn to address a rIsk to a resource 

There are SIX resources represented m the matnx They are 1) mformatIOn, 2) programs, 
3) people, 4) procedures, 5) eqUIpment, and 6) facIlItIes The five rIsks are 1) phYSIcal 
destructIOn, loss, or theft, 2) mtentIOnal modIficatIOn, damage, or lllJury, 3) aCCIdental 
modIficatIOn, damage, or mJury, 4) unauthOrIzed use, access, or dIsclosure, and 5) faIlure or 
mterruptIOn The three actIOns are 1) preventIOn, aVOIdance, or deterrence, 2) detectIOn, and 3) 
recovery, correctIOn, or remedIal actIOn 

F or example, a cell In the matrIx represents InfOrmatIOn, unauthonzed use, access, or 
dIsclosure, and preventIOn, aVOIdance, or deterrence The securIty plan should address how 
unauthonzed use, access, or dIsclosure ofmformatIOn (source documents, dIsk, tape, computer 
memory, paper output, screen dIsplays, and telecommUnICatIOns hnes) IS bemg prevented, 
aVOIded, or deterred 

Another cell In the matrIX represents a faCIlIty, unauthOrIzed access, and detectIOn The 
securIty plan should deSCrIbe how unauthOrIzed access to a faCIlIty IS detected The securIty plan 
should address each of the 90 cells m the secunty matnx, though some Will be covered In much 
more detaIl 

• Secunty Plan 
• DIsaster Recovery 
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Other excellent works have been publIshed to help develop and Implement appropnate 
securIty measures At a mmimum, a court computer-securIty plan should mclude locks and keys 
for computer areas, eqUIpment, tools, and suppbes, mventory of all eqUIpment and software, logs 
and reports for audIt traIls, trammg, enforcement of securIty reqUIrements, user IDs and 
passwords, password rotatIOn, securIty access groups withm applIcatIOns, call-back secunty on 
dIal-up lInes, VIruS protectIOn, elImmatIOn ofunauthonzed software on the system, and control 
of publIc access termmals and access pomts m other agencIes outsIde the court 

A good secunty plan also should mclude dIsaster planmng ThIS plan should address 
contmgencies for resumptIOn of servIce, recovery of VItal records, and SIte restoratIOn DIsaster 
plannmg for data-processmg resources alone IS not suffiCIent, smce an operatIOnal computer IS 
meanmgless unless a court or courtroom eXIsts to use It 

ConclUSIon 
The JIe IS a necessary and Important component of the automatIOn efforts of the MOl 

The JIe suffers from madequate development and support methodologIes, few and poorly 
enforced techrucal standards, staff wIth poor overall technIcal and applIcatIOn deSIgn skills, and 
poor techrucal skills cross-trammg The lIe IS an organIzatIOn that has developed from necessIty 
and not from planrung There IS no clearly defined mISSIOn statement, poor mtegratIOn of 
systems, and no organIzed user support Therefore, the lIe IS Implementmg and supportmg 
systems that need Improvement m the constructIOn, functIOnalIty, performance and user mterface 
ofthe programs 

The MOl and JIe should make a commItment to Improvmg the lIe through management 
reorgamzatIOn, establIshmg eqUIpment and software standards, Improvmg techrucal skIll, 
revIewmg, Improvmg or replacmg eXIstmg eqUIpment and software systems Key to 
accomplIshmg thIS the JIe must develop the abIlIty to set goals and Implement plannmg and 
enforcement to accomplIsh them EspecIally cntlcal to better orgamzatIOn are the establIshment 
of management structures for the admimstratIOn of plannmg, personnel, finance-budget, and 
project management The JIe should organIze Itself accordmg to orgamzatIOnal norms followed 
by most profeSSIOnal mformatIOn systems and technology dIVISIOns ThIs would mclude the 
formatIOn of the followmg adm1ll1stratlve and functIOnal umts A systems development umt 
would be responsIble for the analYSIS, applIcatIOns programmmg, systems programmmg, testmg, 
software verSIOn control, and documentatIOn tasks A telecommUIllcatIons UIllt would be 
responsIble for LAN, WAN and Internet systems, web SIte programmmg, and local and Internet 
emaIl systems An eqUIpment, applIcatIons and user support unIt would manage system 
problems from a help desk aSSIsted by on-SIte support personnel and supported by problem 
management methodologIes and applIcatIOns An operatIOns UIllt would take responsIbIlIty for 
mamtenance of eqUIpment to ensure the avaIlabIlIty and operatIOns of the automated systems, 
manage mamtenance contracts, and perform data backup and be prepared to Implement dIsaster 
recovery plan when reqUIred A trammg UIllt IS cntIcal to plannmg for and mamtammg staff and 
user skills necessary to theIr Jobs 

In order for the lIe to plan for and Implement such sweepmg changes, adVIce and 
aSSIstance IS necessary HIghly knowledgeable and skilled mdividuais and compames eXIst that 

NatIOnal Center for State Courts 22 



RecommendatIOns for JIe RevIew and Restructurmg 21 April, 1998 Draft 

can provIde the type of professIOnal servIces reqUIred by the JI C A companIOn document (a 
Request for Proposals for ProfessIOnal ServIces) provIded by the AOJS project should be used to 
SOlICIt, evaluate and contract for consultmg assIstance The end result of such a servIces contract 
should be both a plan and ImplementatIOn of a new management structure for the JIC 
orgaruzatIOn, an organIzatIOnal plan to maIntaIn current operatIOns and new planned Imtlatlves, a 
comprehensive personnel development plan, and a through technical reVIew, assessment, and 
recommendatIons concernIng the current technology eqUIpment and applIcatIOns supported by 
the JIC 

The tImIng for the strengthemng and Improvement of the JIC IS cntIcal The JIC must be 
capable of acceptIng, sustaInIng and replIcatIng the automatIOn products of the AOJS project 
ConsultIng servIces and JIC Improvements should begIn as soon as possIble The JIC IS, 
regardless of ItS' defiCIenCIes, an operatIng orgaruzatIOn WIth great potentIal to lIve up to all of 
the expectatIOns and recommendatIOns In thIs report 
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