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While RAMPS is essentially a useful management
information and data processing system, a num-
ber of improvements are resquired to assure its
effectiveness. Reduction in the number of
reports produced and distributed was found to
be feasible. Timeliness of the reports and
reliability of data were identified as problem
areas regquliring attention. Internal proce-
dures in both P2rsonnel Management and Data
Management were il1dentifiasd that should be cor-
rected to assure that RAMPS data is timely and
accurate. These ofifices have taken a numbar of
steps alraady to correct these problems, but
further effort is required.
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EXECUTIVZ SUMMARY

Introduction

The puropose of the Revised Automatad Manpower and Personnsl
System (RAMPS) is to provide an automated management system for
Agency personnel planning and tracking. The primary objectives
are to provide timely and accurate personnel data Zor improved
selection and assignment decisions and to automate clerical
proressing o the maximum extent possible. AID's Office of
Personnel Management (M/PM) has delegated responsibility for
thes2 objectives to tne Resources Planning Branch (M/PM/PDE/RP)
which consists of a Personncl Information Center (PIC) Section
and a Reporting Section. Data is submitted daily by personnsl
operations employvees (M/PM/0S, M/PM/W and M/PM/EPM) to PIC for
input to tne Uliice of Data Management (M/SER/DM) which is
responsible for the computer equipment, programs, and data base
files needed for RAMPS to operate. Transmitted data printouts
are returned to personnel operations for verification and
corrections. The New Anerican Payroll System (NAPS) reads and
records pertinent data from the RAMPS transaction file. RAMPS
automatically generates periodic reports which are distributed
by PIC.

The purpose 0of the audit survey was to evaluate the
effectiveness of RAMPS from a user's perspective and to
identiiy causes that inhibited satisfactory performance. In
addition, the systen security was review2d, Resources Planning
operations were commared to the respective functional
statement, and the efficiency of the Reporting Section was
examined. The O“*ca of Personnel Management also acked us to
provide an opinion as to whether RAMPS should be replaced.

Findincs, Conclusions ané Recommenda=ions

RAMPS is essentially a sound system that provides the

information for persconnel operations and management recuired b
Agency users; however, lmprovements are needed to better meet
users' needs. The nore significant findings are:

Results of & guestionnaire survey showed 26 of the 46
reports surveved did not fully satisiv usexr neseds. The
Staffing Pattern, used Agencywide both in AID/W and i
overseas mlsslions, was not received timely and the accuracy
of the da%z was guzstionabla. (See pp. 3-4).

Users Zound <Zaza accuracy to be & signifizant oprcblen.
Personnel operations supervisors neither ensursd necessary
datz was 1ndut nor reviewed input actions for
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accuracy or propriety of action. Also, data errors were
not corrected timely and Employee Data Records have not
been sent to employees as required. (See pp. 4-6).

M/SER/DM hnas contribuced to the accuracy provlem by not
testing program changes with test data and notade-
adequately documenting program changes. Improved
coordination with Resources Planning and strengthened
library controls for program changes were also needed.
(See pp. 6-8).

We also identified several needed improvements in the
wanragement of the Resources Planning Branch, including the
elimination of the Reporting Section. (See pp 8-12).

Management Comments

Responsible officials in Personnel Management and Data
Management had no major objections to our draft report
conclusions and concurred generally with the report
recommendations. Their responses to the draft report provided
additional clarifiying information and advised us of the
implemented and planned actions taken Lo correcti noted
deficiencies. We have eliminated some recommendations nased on
actions aiready completed and modified the revort where
necessary.



BACKGROUND

The Revised Au4omated Manpower and Personnel Svstem (RAMPS) is
an eutomated iniormation system used for daily personnel
operations 2nd for Ag=ancy personnel planninz and tracking. The
system provides informazion in the specific areas of position

o

i

e evzluation,

most all notifi
3

ané ceiling management, staffing, empl
pr- motions, assignments and training. ! c
of pmersonnel actions including those eiiecting esmplovee pay and
allowances are produced by RaMPS. The tives of
RAMPS are: timely and accurate personna2l da
n and assignment decisions oI personne
naximum extent possible the clarical
izational, position and personnel
ce of Personnel Management (M/P4) the
these objectives is a function o the
Evaluation Division, Resources Planning
A Personnel Information Center (PIC)
Secticn comprise the Resources Planning
bie for the cdaily opverations of
n O special regquests and transmitting
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as to whether the current RAMPS system is adeguate or shoulé bhe

replaced. Replacement of RAMPS could cost several million
dollars Zor systems design and installaticn and would disrupt
ongoing operations.

Questionnaires about the useiulness oI RAMPS rzports had been
sent to users as part of another audit. Wz reviswed and
analvza2d these responses. Directors from four Executive
Management Staifs were interviewed, and management cfficials
and cocders IZrom two ©I the thiree personnel operztions divisions
(M/24/0CS and M/PM/W) were interviewad. Reported definiesncies
were exanined to determ.ne the source oI anv problams. Cther
areas reviewed were manegemsnt controls in Resourcas Planning,
assessment of the security of RAMPS to prevent manipulation of
data and potential fraud, comparison cf the functional
statements for Resources P’annlng and 1its actual cperations,
and examination of the need for the Reporting Section. There
have peen no prior zudits oI RAMPS.



EINDINGS, CONCLUSIONS AND RECOMMENDATIONS

RAMPS is essentially a soundly designed system; however,
improvement 1s needed to better meet users' data processing and
management information needs. Particularlyv, the accuracy and
timeliness of data inputs must be improved. Personnel
interviewed during the audit reported the Staffing Pattern to
be an indispensable management tool, but it was untimely in
that changes were frequentlv not reflected for two to three
months and the accuracy of some of the data elements was

. unreliable. Also, cthe Executive Management Staffs expressed a
need to receive the report sooner. Personnel from the two M/PM
operations divisions reported that system downtime and the
failure to succescfully interface with the New American Payroll
System (NAPS) were the two main problems with RAMPS. The
coders found system downtime also to be a problem as well as
the reliability of the data reported by RAMPS. These problems
can be attributed to three different sources: (1) the accuracy
of data entry must be ensured at the point of origin; (2)
M/SER/DM testing and documentation of all program changes
reguires improvement; and (3) management controls within
Resources Planning should be strengthened.

We conducted a number of tests to determine whether
unauthorized or improper payments were being made or data
improperly manipulated. While we did not find any improper
payments, we beliesve the security of RAMPS should be
strengthened to assure that the input is authorized and that
signatures on input documents are periodically verlgloa- Our
review of documents produced by the Reporting Section also
showed that the manual reports currently prepared in the
Section could be automated and thus eliminate the need for
three of the four positions now employed.

Several RAMPS Revorts Wers Not Useful to Recipient

As part of another audit ¢ computer produced reports,
guestionnaires concerning 46 of the 93 reports routinely
generated by RAMPS were sent to all AID/W recipients to
determine user satisfaction. Results of the guestionnaires
analyzed during this survey showed 26 of the 46 reports should
be revised or eliminated. Survey results provided information
for evaluating the following categories: report accuracy,
avallabillity, useifulness, freaguency of receipt and use,
necessity, and improvements needed. Our conclusions were based
on tne data provided DY, repert users 1n response to the survey
and dilscussions wlth socme users

The Staffing Pattern, used Agencywide both in AID/W and in
overseas missions, was one of the reports identified as a




problem because it was not available on a timely basis and not
fully useful., Some users we interviewed found the repocst
untimely in that personnel changes are sometimes not shown
until two to thre2e months after the changes occurred. Report
distribution contributed to the delay problem in that two or
three weeks may €lapse from the end of the reporting period
before the report is received by AID/W management offices and
even more time overseas. Also, the accuracy of certain data
elements such as departure dates and organizational staffing
cellings was questionable. It was suggested that the
untimeliness in reflecting changes may be caused by personnel
speclialists not actively following up on arrival and departure
notices. M/PM recently sent a cable to all Missions reminding
them of their responsibilities in this regard and will follow
up monthly if they are not received. They have also taken
steps to improve the timeliness of production and distribution
of the Staffing Pattern.

A number of reports should be eliminated because users found
they were not useful. Our survey results were discussed with
responsible M/PM officials and corrective action has been
initiated. Users of all RAMPS reports have been asked to
express their report needs and suggest changes that would make
the reports more useful. PM has also eliminated 8 reports and
reduced distribution of other reports by about 35%.

M/PM Controls Needed to Ensure Data Accuracy

M/PM employees who originate data input into RAMPS are not held
accountable for ensuring the accuracy of the data. Supervisors
of coders neither ensure that necessary data is input nor
review input actions for accuracy or propriety. Also,
responsible officials have not ensured timely correction of
data errors or transmittal of Employee Data Records to

emp loyees as required by Agency policy. It is important that
RAMPS data pe accurate to assure that the reports prepared from
that data are complete and accurate and salary and other
payments are correct.

Our audit survey identified accuracy as a problem hampering
RAMPS' periformance. Results of the report survey showed only
10 of the reports were considered very accurate, 32 were fairly
accurate and 2 were not evaluated for accuracy. Additionally,
the Executive ianagement Staffs and the personnel coder
interviewed found recorded data unreliable. Ten of the 63
coders were randomly selected for interview to evaluate input
and supervisory review procedures. The interviews showed there
1S no assurance all required data is input into RAMPS. Eight
employees maintained logs of data and date submitted for input




he eight either did not
on data requiring

ors. The remaining two
ata submitted or data

by employee's name; however, two of t

annotate or did not actively follow up
resubmission to correct transaction err
enolovees did not keep daily logs for &
requiring resubmission.

Coders originate all employee data; therefors, verification
that data submitted is actually input must be performed at this
point of origin. Although two of the ten employees were
personnel specialists, supervisors at the GS 12 or 13 level,
the remaining eight were either in a trainee position or were
personnel assistants at the GS-5 or & level. None of the
supervisors of the eight lower graded employees routinely
verified that necessary data was input. Supervisors should
ensure controls are adequate to prevent the loss of data
submitted for input. A suggested method is to regquire all
coders to maintain logs according to date of input,
resubmission and acceptance and for supervisors to periodically
verify the correct use of the logs.

Although coders s*ated that RAMPS data was unreliable, they are
responsible for the coding and verification of data. We
believe it imperative that specialists/supervisors assume the
responsibility for ensuring the accuracy of submitted data by
reviewing and authorizing input documents. M/PM should provide

raining to those supe*visors who lack knowledge alout MPS to
enable them to perform this authorizing function.

In response to the draft report, two M/PM operating divisions
agreed that supervisors should review and authorize input
documents, but M/P4/0S responded that full compliance would

"inordinately slow down the process and would be
counterproductive." M/PM/0OS generates most of RAMPS' data
because of “he greater number of parsonnel actions required for
Foreign Service employees. In our opinion, the very nature of
thelr work requires e scrutiny to prevent inaccuracies and
preclude the need Zor itional corrections.

Fallure to correct error listings also contributed to the
accuracy problem. Monthly error listings, showing erroneous oOr
missing emplovee data are distributed to the appropriate
personnel divisions f£or correction. An analysis made by PIC of
recurring errors for December 1980 showed 287 had remained
uncorrected for twol and three subseguent months. In Jdanuary
1981, 271 of the 287 errors were again repeated. Diwvision
chieis have not given the error listings a high priority and
hayve not ensured that specialists and their subordinates make
timely corrections. Top personnel manacement recently




discussed the need t0 correct the error listings in staiil
meetings and repvort distribution was increased to include top
management ¢ M/2M, PIC will reinitiate a review of recurring
errors for thne second guarter ¢f r?Y 82. These cquarterly
analyses should provide 2 control mechanism to assure that
errors are corraczad.
M/2M has no:i sent 2mployees their Emplovee Dzta Records since
1978 alzhough Ag2ancy policy reguires that emploveas recelve a
COopy OL thelr raespective Employee Pata Record every two ysars.
Eaployee Data Recoris shiow all the pDersonnal data malintained by
the RAMPS system. Tne accuracy of the data is pertinent in
that decis:ons affacting employees' careers can be based on the
data recorded. Tme intent of the Agency policy is to inform
employees about thelir automated records so that M/ 21 can be
T - s . - / ~ A ~ -

notified 1I correcticns are needed. M/ should send these
records to all emplovees as soon as possible for review and
should adhere to the twe-year regulirement in the Iuture.
It is important thet cdata maintained in RAMPS be accurate and
complete so that reports prepared from that data Zor Agency
management uses and =xternal distribuition are accurate.

Recomm=ndation No. 1

M/ P should ensure that supervisors responsible

for cdata input (a) review &ll documents submitted

for input; and (b) ensurs that codars maintain

control logs.

Recommendation No. 2

M/ 21 should ensure fimely correction of error

listings.

Recomnandation NO.

M/PM shculd seni emplovees copies of their

Employee Zata Lhecords &s soon a&s poassible and

adhere zo the “wo-v=2ar reguirement in the Iuture.
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only interfaces with the payroll system (NAPS) but also is
composea of over 200 prougrams neaded to generate the reports
nu to upndate employee records. A chanve in one program may

ect tine operation of an ilnterrelated pProgram Or Programs.

f“

At

According to interviewed officials in M/SER/DM, program changes
were routinely made using "live" or actual data versus using
test data, cherefore, possibly atfecting the accuracy of data
in the system. The comglexity of RAMPS, the potential of human
error, and the necessity of good data systems control dictate
that all program changes b= tested using test data. M/SER/DM
Nas inltiated corrective action by establishing a parallel test
system which will duplircate all RAMPS programs and data base
files. NAPS should be included in the tests for changes
affecting elements which the two systems share. M/FM/ESD must
participate in the testing to validate changes made.

Program changes were also not documented; therefore, audit
trails were not available to provide programmers with a means
to trace provlems bhack tTo tha source. DM has also taken steps
to ensure that, as program changes are accepted for actual
rations, the program will be annotated to ref lect
changes made, the programmer maxing the change, and the change

At the time of our survey, we noted two other areas needing
improvenent in M/SER/DM: coordination with Resources Planning
and strezngtnening of library controls for program changes. In
the past, M/SER/DM failed to notifyv Resources Planning when
requested Changes were Deing installed; therefore, affecting
workload orocessing. M/SER,LM nhas improved significantly in

s

nonifying Rescurces Planning I comnletion of procram changms
since the draft audic report was distributed; conseguently, no
recommendation will e mads in this arsa. However, we were
informed that there was fraquent loss of program changes
pecause of weak library controls in M/SER/DM. RAMPS programs
reside 1n Ifour separzate libraries. The f£ix and test libraries
provide temporary program storage. The hold library i1s used to
reflne orogram changes opefore a program 1s transferred into the
orcductlion library. Periodically, program chanjes remaining in
the nold library have bpeeon erasad 1f a request £or transfer has
not bean inltiated. Program changes have been lost in chis
manner and Resources Planning has had to reguest some program
charge:s oors tYhan oncae.

It 1s Important taat program :hangnr D tested ang Jocumented
to assure2 zhat they are changing only the data intended in the
proper mannary, otherwlise it is possible that unwanted changes
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could be made whicn would affect the accuracy of data within
the system and reports or other documents prepared by RAMPS.

Recommendation No. 4

M/SER/DM should (a) test all program changes
using test data before installing in the normal
operations of RAMPS, (b) document all program
changes, and (c) strengthen library control to
prevent loss of pbrogram changes.

Management Controls in Resources Planning Need Improvement

Resources Planning should establish management controls in
several operational areas to better meet user needs.

Production records measuring machine downtime should be
maintained. Formal procedures should be established to respond
to coding problems and raquests for special reports. The
"Comparison Report petween NAPS and RAMPS Master Files" needs
to be routinely corrected. Cross training other PIC employees
in input duties and documenting input process steps is also
needed.

We could not verify whether systems downtime was & chronic
problem because Resources Planning has only recently kept
production records. The records for Decenber 1981, January,
and February 1982 showed RAMPS was used to input data 40 out of
61 possible workdays. The 21 day difference was considered
downtime from the viewpoint of #/PM. Resources Planning used
RAMPS exclusively for major projects 10 of LH@ 21 days. The
remaining 11 days, or 18 percent of the possible workdays,
apparently reprasenctad actual eqguipment Y progranm
malfunction. Resources Planning should continue maintaining
production records to measure RAMPS' guccess rate, 1.e.,
opaerative versus inoperative time and to identify downtime
causes. Resources Planning should alsc monitor the ra2cords and
correct proplems originating within their jurisdiction.
M/SER/DM should be contacted to rectify difficulties
originating there.

m

0]

At the time of our survey no formal procedure was estabtlished

n Resources Planning to respond to input problems encountared

hy coders. Proplems oroug o PIC may or nay not be resolved

depending on the complexity of the drobleam und the knowiedge of
W2

-
o gy
oo

tne PIC employe=e. Problems wore not Jdocumnents conseqgiently,
Resources Planning coull not affecctively rf,iew problems
encountaraed for potentizl iadicavicn 2f mors signiilicant sysian
Ce ective action has b2en taken 1n that
nas drafted a formal procedurs regulring all
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problems to be documented, and assigning one employee on a
rotational basis to respond tc all problems.

In another area, no formal procedure existed to respond to

requests for special reports. The audit survey revealed two

instances where employees from outside H/?I wasted excessive

time contacting various PIC employees bcfore receiving

satisfactory results to their special requests. Resources

Planning should have an established procedure to be followed by

all branch personnel when special requests are received. We

were advised that such procedures are being developed. .

’U

eriodic step increases for emplovees are not controlled to
ure that they are processed 1n a _1181j manner. Each month

n

cases the following month. The listings are distributed to
ating personnel for required approval and returned to PIC
input. Neither PIC nor M/PM/0S and M/PM/EPM ensure the
lists are returned for timely input; conseguently, employees
may not receive authorized step increases when they are due.
PIC generates, distributes, and inputs these listings;
therefcocre, PIC should control their timely return. We were
informed that controls will be establisned to accomplish this.

O - g
'O o H®m

th
O
~

Review of the "Comparison Report between NAPS and RAMPS Master
Files" reguire better coordination to assure that errors are

corrected. This report lists discrepancies in data recorded in
both systems and is issued at the end of each pavroll periaod to
PIC and M/FM/ESD for review and correction. Corre<tions are

information to official personnel files

made after verifying i
and employee pavroll records. Resolution of discrepancies is
dependent upon the successiul cocrdination between PIC,
M/3M/ESD and M/SER/DM when di apancies are the result of
program errors or haraware nalfhnctwo“s. PIC coordinates
resolution efforts pbetween the three organizations. Although
IC has this responsibility, the report did not ‘eceive high
,0b priority and not all of the data elﬂne 1ts were corrected.
PIC and M/F4/ESD did review the report to correct data
affecting pay status; but, contact between the two
organizations was sporadic at best and PIC acmittedly did not
give the report a high job priosity. Personnel operations
officials considered successful interfacing between RAMPS and
NAPS a significant problem. Therefors, a thorough review of
the '"Comparison Report! should be made routinely to correct
rrors and uncov=r potential programming problems.  Although
some corrective iiction has been taken, Resources Planning must
still give higher priority to the comparison report as well as
to regularly coordinate with M/FM/ESD and M/SER/DM to correct
the report when necessary.
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However, no secur.ty precaucions exist to prevent fraudulent
action at the point of data origin. As daca entered into RAMPS
can aifect the pay and benefits of enplovees, it is important

that only authcorized eantries be made. To prevent the
pOSSl“l-;Z/ of unauthorized individuals manipulating data,
verification of signatures oi ccders and authorizers 1s needed
vefore data is accepted for input. Data is accepted for input
although coders routinely f£ail to sign their names. The input
clerk will accept data for input as long as an operatiﬂg origin
code number is written on the form. The input clerk has a list

of authorized codars and thelr aswigned origin code numbers,
but the l.st is not accurate. Also, no signature samnples have
been obtained in order to make a voerification check. These
signature samples should b2 obtained so that Resources Planniny
can ensure only data forms conpleced by authorized coders and
authorizers are accepted Zor input.

Recommendation do. 7

M/PM should ensure that necessary signature
samples ar2 ottained and that signatures are
verified at least on a sampling basis before
accepting cd.ta for input.

f£or Resources Planning is not Accurate
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received a raduced ceiling leve: Although the section was
identified for abolishment, no action has been taken to
accomplish this. Our review of the position functions showed
that many stzafif days are spent menually producing reports that
could he automated. Auntcmaclon would save approxinately
$74,000 in aunual salary costs. M/PM agreed thai the
efficiancy of this Section could e improved by automation and
has agrzed o0 eliminate zhrse of the four positions, and assign
other dutles, including accomplishing the automation of the
reports in guestion, to the remaining staffi member.



EXHIEIT A

LIST OF RECOMMENDATIONS

Racommendation No. 1

/P4 should assure that supervisors responsible for data inpu
(a) review all documents submitted for input; and (b) ensure
that coders maintain control logs.

Recommendation No.2

cr
'J
3
n
()]

M/P4 should ensure timely correction of error lis

Recommendation No.3

M/2M shculd send employees copias of their Employee Data
Records zs soon as possible and adhere to the two-vear
requiremenc in the future.

Reconmendation No. 4

M/SER/DM should (a) test all p;ogram changes using tes:t data
before installing in the norma. operations of RAMPS, (D)
document all program changes, and (c) strengtihen library
control to prevent loss of program changes.

(94]

Recomnmendation No.

M/PM should assure that Resources Planning:
od io
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Recomnendation No. 6

M/PM/RP and M/F4/ESD should raview and corrsct the entire

"Comparison Report Betwesen NAPS and RAMPS Master File" biweekly
- - . I L. / -

andéd cooréinate with M/SER/DM Zor required action when needed.

Recommendation No. 7

M/PM should ensure that necessary signature samples are
obtained and that signaturss are verified at least on a
sampling basis belore accepting data for input.



LIST OF REPORT RECIPIENTS

Deputy Administrator, DA/AID

Assistant to the Administrator for Management,

Depu“y Assistant Administrator for Management, M/SER

Director, M/PM

Director, M/SER/DM

Controller, M/FM

Audit Liaison Officer, M/PM

Audit Liaison Officer, M/SER

Audit Liaison Officer, M/MM

Cifice of Legislative Affsirs, LEG

General Counsel, GC

Director, S&T/DIU

Inspector General, IG
RIG/A/Cairo
RIG/A/Karachi
RIG/A/Lazin America
RIG/A/Mani la
RIG/A/Nairobi

IG/r4s

IG/FPP

IG/II

EXHIBIT B
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