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1. Introduction to the Report 
 
Section 3 of the report on the National Mission Mode Project for e-governance in 
Municipalities (NMMP) discusses the standards and guidelines for the e-governance 
architecture to be followed by the ULBs for implementation of the envisaged 
information systems.  
 
Our recommendations on the preparation of standards and guidelines are based upon 
the best practices developed by PricewaterhouseCoopers (PwC) through study of 
international best practices and based upon our experience in similar projects, both at 
a national and international level. 
 
At the outset, it needs to be elucidated that these recommendations are based upon 
our understanding of the scope of the project. These recommendations, before 
finalization, will have to be compared and aligned to the standards and guidelines that 
are being developed on the national level by the Department of Information 
Technology (DIT) and the National Informatics Centre (NIC).  
 
The coverage of this volume of the report is segregated into the following distinct 
sections, largely addressing the various elements of the Scope of Work defined as part 
of Task 2 & 3.  
 

Application 

Application Software is the key component of the overall solution, which 
provides the suite of automated business processes and related services of the 
ULB to the employees, citizens and other related departments/service 
providers. The section “Guidelines and Standards for Application 
Architecture” in this section discusses the application architecture options for 
the proposed solution and the recommended architecture, standards and 
guidelines for development and implementation of the solution. 

Data 

Data is the essence on which the information systems are developed for 
processing, storing and retrieving the data. The ULB currently processes and 
manages large volumes of the citizens’ data in both manual and electronic 
format. The sections “Database Standards & Guidelines” and “Metadata 
Standards & Data Digitization Guidelines” in this section discusses key aspects 
of database management system, data digitization & migration process and 
meta data standards. 

Integration 

The services of the ULB are provided through various channels, which are both 
internal and external to the ULB. In addition, ULBs planning to continue their 
existing information systems deployed for various process automation 
requirements need to exchange the necessary data with the new information 
systems, which may be implemented at a later date.  
The section “Standards & Guidelines for Information Systems Integration” in 
this section discusses the key aspects to be considered for integration of ULB 
Information Systems with others, guidelines and standards for integration 
technologies. 
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Information 
Security 

ULBs’ information and information systems are valuable assets that must be 
protected. The ULB must maintain compliance with legal requirements for 
confidentiality and integrity while enabling public access to appropriate 
information. The section “Information Security Standards & Guidelines” in this 
section discusses the various aspects of information security, standards and 
guidelines for securing the information systems of the ULB. 

Solution 
Deployment 
Models 

The presence of Municipal Administration Department is spread across the 
entire state. Most of the department operations at the field level are 
performed at the ULBs or Municipalities. The services of the application 
software developed for the department need to available for the department 
employees at the ULB level. The section “Solution Deployment Models” in the 
man report discuses various options for deployment of the information 
systems for the department. 

BCP & DRP 
Guidelines 

ULBs are planning to use IT as the key enabler in providing the services to the 
citizens which leads to heavy dependence upon its information processing 
capabilities in order to support its service delivery. Only through effective 
advance planning and preparation can we ensure that critical service delivery 
functions and activities will continue in the event of a disaster. The section 
“Business Continuity & Disaster Recovery Guidelines” in this section discusses 
the guidelines in designing the business continuity and disaster recovery plan 
for the ULB information systems. 

Local 
Languages 

India is a multilingual county with as many as 22 scheduled languages. 
Therefore any language computing solutions will have to be provided for all or 
most other languages too. The section “Local Language Standards” in this 
section discusses the current technology standards for usage of local 
languages in the application systems to be developed for ULBs. 

Open 
Source 
Systems 

OSS refers to software that is developed, tested, or improved through public 
collaboration and distributed with the idea that it must be shared with 
others, ensuring open future collaboration. The section “Open Source 
Systems” in this section discusses the key aspects of open source systems 
including benefits, key factors for evaluation and selection of OSS. 

Information 
Privacy  

Privacy protection is one of the most significant issues in the e-governance 
and lack of adequate privacy policies, procedures and practices face 
challenges from legislators, regulators, and citizens. The section “Information 
privacy Standards & Guidelines” in this section discusses the key elements of 
information privacy and guidelines on building the privacy policies and 
procedures. 
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2. Software Development Methodology 
 
The objective of this section is to provide the ULB management with an insight into 
overall solution development methodology, since it is vital for the ULB management to 
understand the process and various phases of software development to mange the 
computerization initiative effectively. This section discusses various phases of the 
software development life cycle and guidelines for the ULB for each of the phases. 
 
As indicated in Figure 1 below, the phases and associated activities are iterative: for 
example, changes in the scope or requirements during the development phase will 
necessitate repetition of previous phases.  Whenever the process returns to previous 
phases, it may need to do so under the proper execution of the ULBs’ change control 
procedure. A project may cross-over into multiple phases and activities 
simultaneously. 
 
Following outlines the framework for software development, which can be adopted by 
the ULB for development of the Information systems. Many of the activities in the 
process described below may be performed by the vendor identified for solution 
development. While the tone of the description in this section reflects bespoke 
development, the methodology can be adopted with minor modifications to 
customization of existing software products too. 
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2.2 Requirements Analysis 
 
The purpose of the requirements analysis activity is to document a common 
understanding between the ULB and vendor1 in the form of a requirements document. 
This outcome determines and documents the ULBs requirements, functions and 
business rules.  
 
a. Process 
The vendor shall conduct a requirements assessment with the members of Project 
Management Team (PMT)2 established by the ULB. The goal in this activity is to 
develop a complete and unambiguous description of prioritized requirements that the 
application must address and these requirements need to be drawn from the ULBs’ IT 
vision, strategy and business requirements. The section 2 of the design report details 
the requirements of application software for ULB, the functional modules and the 
functional requirements of each module. The PMT and the vendor need to review the 
completeness and applicability of the functional requirements for the ULBs in the 
respective state and shall finalize the proposed list of requirements and begin to 
schedule requirements analysis meetings. The vendor should review, in addition to the 
process description provided in Section 2 of the report, any existing documentation 
about how things are done i.e. as-is processes followed by the ULB, including data 
used and produced. The PMT should provide samples of data used (input) or produced 
(output) to the vendor.  
 
Using the information in the requirements document, the vendor should determine if 
there are areas of overlap with the current applications used by the ULB.  In these 
cases, integration analysis should be conducted during the system design stage. In case 
an application solution already exists in the individual ULBs addressing a part of the 
envisaged requirements, a gap analysis is required to be conducted by the vendor to 
identify the additional features required to be developed for the ULB. Based on the 
extent of the gap in the requirements, the technology used for development of 
existing applications (e.g. legacy monolithic applications or two tier applications etc), 
PMT shall decide to whether to develop a complete new system addressing all the 
requirements of the ULB or to continue the existing systems. For ULBs continuing to 
use the current application solution and developing a new solution addressing the 
additional requirements, an appropriate strategy for effective integration of existing 
and the new system needs to be developed. Please refer to Section 5 (page 31) for 
more details related to integration technologies and standards. 
At this point, co-ordination/communication with applicable outside data sources or 
applications sources should be established by the vendor through coordination from 
PMT. 
                                                 
1 Vendor is the solution development/deployment organization identified by the ULB through 
an open tender route (recommended) or any other mechanism as preferred by the ULB. A 
request for proposal (RFP) is required to be prepared detailing the project objectives, high 
level solution requirements, estimated project timelines, other terms and conditions etc. 
2 ULB shall identify a Project Management Team (PMT) for the successful realization of the 
project objectives.  
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b. Activities/Tasks 

- Requirements analysis and planning 
- Define/update ULBs needs based on the requirements provided in Section 2 
- Review as-is processes and current information systems 
- Determine if similar applications exist and determine feasibility of integration 
- Complete/update the requirements document  
- Begin planning with owners of outside data sources or applications such as 

integrated citizen service centers. 
 

c. Deliverables/outputs 
- System objectives 
- Updated requirements definition and preliminary specifications document  
- Project revision log. 
 

d. Validation procedures: Walkthroughs 
- When the requirements document is in final draft, vendor shall distribute the 

document to PMT, development team, and review team 
- Schedule a walkthrough meeting at least two working days after members 

receive document 
- Conduct walkthrough 
- After walkthrough meeting, vendor shall resolve any defects with document 
- Distribute final version of requirements document to original walkthrough team 

members 
- Allow two (min) working days for approval/disapproval evidenced by an email 

receipt or through any other formal approval mechanism 
- If disapproval, vendor and PMT resolves issue and updates the requirements 

definition 
- Baseline final document; update as necessary. 

 
2.3 System Design/Customization Phase 
 
During this phase, the vendor shall use the documented requirements from the 
requirements phase to define the physical design of the system. If the ULB already has 
an application software, which the ULB wishes to continue, the vendor shall perform 
an analysis of the customization required to meet the stated requirements in the 
earlier phase. This outcome and a data conversion plan are produced during this 
phase. After a successful walkthrough of the design/customization3 document, the 
project moves to the development phase.  
 

                                                 
3 Currently, MoUD has identified the application software solutions developed by various 
vendors across the country for different states. If the ULB of a given state wishes to implement 
a solution identified/short listed by MoUD, the vendor would need to perform the required 
customization of the software. The customization requirements shall be drawn from the 
analysis phases 
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a. Process 
The high-level software design/customization (high-level structure) shall be performed 
by the vendor and draft user interfaces are created/customized (where applicable) 
and are identified in the design document. Upon completion of the preliminary 
design/customization and prior to moving to detailed design, a walkthrough of the 
preliminary design will be conducted by the vendor with PMT. Based on the outcome 
of the walkthroughs and discussions, a detailed design shall be performed by the 
vendor along with development of unit test plans. 
 
The vendor transforms the conceptual data model created during requirements into a 
physical database diagram that represents the physical tables, which will be accessed 
by the application. The vendor will determine if any of the required tables already 
exist or if similar tables exist which could, with minor modifications, meet the needs 
of the envisaged solution. If existing tables will require modification to suit the needs 
of this application, the vendor shall request the changes in writing from the personnel 
who are currently responsible for the tables. 
 
b. Activities/Tasks 

- Develop/customize preliminary design  
- Conduct walkthrough of preliminary design 
- Develop/customize detailed design including interfaces, sub systems, database 

etc. 
- Initiate test plan (unit, system, and acceptance) 
- Conduct walkthrough of the design document 
- Update project schedule. 
 

c. Deliverables/Outputs 
- High level and detailed system design documents 
- Forms and report specifications 
- Draft test plan. 
 

d. Validation Procedures: Walkthroughs 
- When the design document is in final draft, distribute the document to PMT 

(preferably high level design document including interface design, report 
design specifications only), selected members of the development team and 
review team 

- Schedule a walkthrough meeting at least two working days after members 
receive document 

- After walkthrough meeting, vendor resolves any defects/changes with the 
solution design 

- Distribute final version of design document to the original walkthrough team 
members 

- Vendor obtains approval/disapproval evidenced by email receipt or through any 
other formal approval mechanism 

- If disapproval, vendor and PMT resolves issue identified 
- Baseline final document; update as necessary. 
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2.4 System Development/Customization Phase  
 
The application units are developed, customized, tested and modified during the 
development/customization phase. The other activities such as physical data 
structures are created; tests of the data transition from existing systems are 
performed.  A demonstration of the user interface, often in the form of a software 
prototype, must be provided to PMT for evaluation. 
 
In the development phase, the first draft of the application is created based on the 
results of previous phases are used as input, such as the documented requirements and 
design. The key outcome deliverables produced in this phase relate to the physical 
nature of the application. These may include major portions of the code modules as 
well as technical documentation. It is vital that the PMT is involved in this phase as 
the user interface and application logic are taking shape/customized based on the 
requirements of ULB. 
 
a. Activities/Tasks 

- Create database structure 
- Finalize the data dictionary 
- Research existing code modules for reusability 
- Write/customize and unit test the code based on the detailed design   
- Update test plan (system test, acceptance test) 
- Conduct unit testing 
- Document unit-testing results  
- Update acceptance test approach in project plan, if required 
- Prepare user  manual 
- Initiate customer-training plan 
- Update project schedule   
- Conduct walkthrough. 
 

b. Deliverables/Outputs 
- Tested units of code 
- Technical documentation 
- Unit testing results 
- Updated user manual  
- Finalized system test plan 
- Updated acceptance test approach. 

 
c. Validation Procedures: Walkthrough 
 
At any point in the development/customization process, a walkthrough of the test plan 
can be performed. Typically this would occur just before the Testing Phase. 

- Distribute the test plan to PMT, selected members of the development team 
and review team 

- Schedule a walkthrough meeting after members receive document 
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- Conduct walkthrough 
- After walkthrough meeting, document author(s) resolve any defects with 

document 
- Distribute final version of test plan document to original walkthrough team 

members 
- Baseline final document; Update as necessary. 
 

In absence of skilled resources within the ULB, it is recommended to nominate an 
external agency for providing the quality assurance and project auditing services on a 
continuous basis in order to ensure that the application software 
developed/customized  for the ULB is adhering to the industry best practices in 
designing, documentation, coding and testing of the solution. This minimizes the gap 
in the expectations of the ULB and the actual solution delivered by the vendor. 
 
2.5 System Testing Phase 
 
During this phase, the application is installed on a test platform and system level 
testing is conducted. The outcomes of this phase include complete functional testing 
to ensure all requirements are satisfied by comparing the requirements documented 
with the actual functionality of the application. This phase also includes non-
functional testing to ensure issues such as stress; recovery; performance, and 
reliability are satisfied.  
 
a. Process 
The vendor shall deploy a dedicated testing team independent of the development 
team to perform the testing activities of the solution. Training shall be conducted by 
the vendor for the testers including PMT for performing user acceptance testing, 
required documentation shall be provided to the testers. These documents should 
include the test plans, a place for reviewers' comments, and a list of items to be 
tested. The application shall also be tested for its efficiency, security, and integration 
across planned hardware platforms and adherence to documented requirements. Major 
changes to the functional requirements trigger a reiteration of previous phases.  The 
phase is complete when the test team and PMT agree that the application satisfies all 
documented requirements. 
 
At the end of the test period, all test results should be signed off and documented. 
The test team signs off on the test plan, indicating that testing has shown the 
application satisfies all requirements. 
 
Other considerations include the details necessary for production migration; for 
example, dates, file names and locations of programs that must be run.  Continued 
coordination with database administration staff and the customer community is 
imperative.  In addition, the user manual and training plan for the production system 
need to be completed by the vendor. 
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In this phase, application testing may take many forms and require different types of 
testing.  Some of these are discussed briefly below. 

 
Various Types of Software Testing  

S.No Type of Testing Description 

1 Alpha Testing 
Testing after code is mostly complete or contains most of the 
functionality and prior to users being involved. Sometimes a select 
group of users are involved.  

2 Automated 
Testing 

Software testing that utilizes a variety of tools to automate the 
testing process and when the importance of having a person 
manually testing is diminished. Automated testing still requires a 
skilled quality assurance team with knowledge of the automation 
tool and the software being tested to set up the tests. 

3 Black Box 
Testing 

Testing software without any knowledge of the inner workings, 
structure or language of the module being tested. Black box tests, 
as most other kinds of tests, must be written from a definitive 
source document, such as a specification or requirements 
document. 

4 White Box 
Testing 

Testing in which the software tester has knowledge of the inner 
workings, structure and language of the software, or at least its 
purpose. 

5 Compatibility 
Testing 

Testing used to determine whether other system software 
components such as browsers, utilities, and competing software 
will conflict with the software being tested. 

6 Functional 
Testing 

Testing two or more modules together with the intent of 
identifying defects, demonstrating that defects are not present, 
verifying that the module performs its intended functions as 
stated in the specification and establishing confidence that the 
solution meets the ULBs requirements. 

7 Integration 
Testing 

Testing two or more modules or functions together with the intent 
of finding interface defects between the modules or functions. 
Testing completed at as a part of unit or functional testing, and 
sometimes, becomes its own standalone test phase. On a larger 
level, integration testing can involve a putting together of groups 
of modules and functions with the goal of completing and verifying 
that the system meets the system requirements.  

8 Load Testing 

Testing with the intent of determining how well the solution 
handles competition for system resources. The competition may 
come in the form of network traffic, CPU utilization or memory 
allocation. Load testing be performed keeping in view the users 
external to the ULB such as external service delivery channel users 
providing the ULBs services through accessing ULBs application 
logic or data. 

9 Performance 
Testing 

Testing with the intent of determining how quickly a product 
handles a variety of events. Automated test tools geared 
specifically to test and fine-tune performance are used most often 
for this type of testing. Performance testing be performed keeping 
in view the users external to the ULB such as external service 
delivery channel users providing the ULBs services through 
accessing ULBs application logic or data. 

10 Regression 
Testing 

Testing with the intent of determining if bug fixes have been 
successful and have not created any new problems. Also, this type 
of testing is done to ensure that no degradation of baseline 
functionality has occurred. 
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11 Stress Testing 
Testing with the intent of determining how well a product 
performs when a load is placed on the system resources that nears 
and then exceeds capacity. 

12 Acceptance 
Testing 

Acceptance testing is generally performed the ULB users with the 
intent of confirming completeness with respect to the 
requirements outlined by the ULB and as captured and signed off 
in the solution requirements specifications. Acceptance testing 
shall be performed by the PMT. 
ULB can also consider such testing done by an independent auditor 
in case ULB does not have the in house capabilities in performing 
such tests.  

13 Security & 
Controls Testing 

The information systems developed for the ULB processes and 
stores the citizen related information including financial data (e.g. 
property tax, vacant land tax etc.). Testing of controls built into 
the application surrounding the transactions (access and 
authorization controls), accuracy of processes (business process 
controls), and data is critical. 
ULB need to consider performing such testing in house or through 
the acceptance testing performed by an independent auditor. 

 
The system should be readied for implementation upon addressing all the issues 
identified during the tests conducted by the vendor and the PMT (user acceptance 
testing). 
 
b. Activities/Tasks  
- Migrate application to the appropriate test environment  
- Conduct training for the test team and ULB users or designated external agency 

(for User acceptance testing) 
- Provide test team with requirements specification, user manual, and test plans 
- Conduct system test 
- Document results of system test 
- Complete user manual  
- Update test plan (acceptance test) 
- Finalize customer-training plan. 
 
c. Deliverables/Outputs 
- Successful testing with results recorded   
- Updated test plan (acceptance test) 
- Any required documentation as identified in project plan    
- Customer training plan. 
 
2.6 Implementation Phase 
 
The final outcomes during this phase include production installation, acceptance 
testing and sign-off, upon Go-Live of the application. All documents including user 
requirement definition document, system design documents, test plans with test 
results, user manuals, system manuals, training manuals etc shall be finalized for 
delivery to the ULB. ULB sign-off of the application and all the related documents will 
be obtained upon successful completion of the acceptance test. 



National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

 
 15

 
A detailed training shall be conducted by the vendor for the identified personnel and 
based on the training plan defined during the project initiation phase and during the 
execution. ULB shall adopt “train the trainer” approach, which can be used to train all 
the ULB personnel across the geography in a phased manner. The vendor shall provide 
all the required documentation in support of the training such as user manuals, 
training manuals, computer based training (CBT) software etc. 
 
a. Activities/Tasks 
- Migrate application/data to the appropriate production environment 
- Implementation plan 
- Implement customer-training plan 
- Document acceptance test results 
- Document revisions with revision log 
- Obtain customer sign-off of acceptance test 
- Cut-over to production 
- Obtain customer sign-off 
- Conduct user training 
 
b. Deliverables/Outputs 
- Successful acceptance test with results recorded 
- ULB sign-off on project 
- Training completion form 
- Project closeout. 
 
2.7 Software Change Management  
 
During the application development phase or during the support phase, there could be 
several changes to the solution arising due to changes to the business processes or 
incomplete user requirements definition. It is vital to implement an appropriate 
change management procedure to address such changes to the system. It is 
recommended, during the development and post development, to implement separate 
instances of the application in the form of development, test, pre-production and 
production systems. Any changes to the production systems need to be forced through 
the change management process through appropriate approvals from both the ULB and 
the management of the vendor. 
 
Following outlines the broad change management process for the ULB, which can be 
tailored to the requirements of individual states. 
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S.No Description 

1 
A change control board (CCB) need to be constituted by the ULB with the members 
from both the ULB and the selected vendor for the project for evaluating and 
ensuring the successful implementation of the change to the system. 

2 A standard template need to be designed i.e. change request form (CRF) for 
submitting change requests for the system. 

3 Each change request need to be evaluated by the CCB for applicability and feasibility 
and shall accept or reject the change request. 

4 

Any change request to the solution, irrespective of source of the request, shall be 
recorded in the change request log (CRL) by the vendor. The CRL shall capture the 
change request id, raised date, raised by, description, size of change, effort, 
accepted/rejected/on hold, status etc. 

5 

For each change request an impact analysis shall be carried out by the vendor and 
the detailed results of the impact analysis shall be submitted to the CCB. The impact 
of the changes in terms of schedule, effort and cost are identified and estimates 
shall be recorded. 

6 
Based on the impact of the change, change request details including the impact 
analysis results shall be submitted to change control board (CCB) as identified for 
the project. The approval/disapproval shall be recorded in the change request form. 

7 Upon receiving the approval from CCB, the schedule and resources for implementing 
the changes shall be planned by the vendor. 

8 Upon implementation of the change, the CCB validates the changes to make sure 
that the change implementation is properly performed. 

9 Upon completion of changes and relevant tests, a sign off need to be obtained from 
the CCB for migration of changes to the production environment. 

10 Appropriate version management procedures need to be followed before 
implementing the change into the production environment. 

 
2.8 Software Configuration Management 
 
As the development of the application solution progresses with additional functionality 
and features, it becomes increasingly important to effectively manage and control the 
version management and distribution management. This section discusses important 
aspects of managing the software configuration. 
 
A system is a collection of components organized to accomplish a specific function or 
set of functions. The configuration of a system is the function and/or physical 
characteristics of hardware, firmware, software or a combination thereof as set forth 
in technical documentation and achieved in a solution. Configuration management 
(CM), then, is the process of identifying the configuration of a system at distinct points 
in time for the purpose of systematically controlling changes to the configuration and 
maintaining the integrity and traceability of the configuration throughout the system 
life cycle. CM is the process of applying technical and administrative direction and 
surveillance to identify and document the functional and physical characteristics of a 
configuration item, control changes to those characteristics, record and report change 
processing and implementation status, and verify compliance with specified 
requirements 
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2.8.1. Tool Selection and Implementation 
 
Different types of tool capabilities, and procedures for their use, support the SCM 
activities. Depending on the situation, these tool capabilities can be made available 
with some combination of manual tools, automated tools providing a single SCM 
capability, automated tools integrating a range of SCM (and, perhaps other) 
capabilities, or integrated tool environments that serve the needs of multiple 
participants in the software development process. Automated tool support becomes 
increasingly important provides support for:  
 the SCM Library, 
 the software change request and approval procedures, 
 code and change management tasks, 
 reporting software configuration status and collecting SCM metrics, 
 software auditing, 
 performing software builds, and 
 version management including managing and tracking software releases and their 

distribution. 
 
ULBs shall implement the SCM solutions and use of tools in these areas increases the 
potential for obtaining product and process measurements to be used for project 
management and process improvement purposes. Through the use of SCM tools and 
enterprise management system (EMS), ULBs can ensure that the same version of the 
software is being deployed across all the locations in the state. 
 
The EMS selected for software distribution shall support the following requirements at 
a minimum. 
 The software distribution function should provide flexible and scalable delivery, 

installation, and configuration of software. 
 The software distribution should support customizable distribution schedules, 

alternate methods, heterogeneous network protocols, diverse operating systems 
including UNIX, and both push and pull distribution modes. 

 Compression should be supported while distributing the software across WAN. 
 Furthermore, its integration with the event management functions of the EMS 

should provide complete tracking logging, automated correction of failures during 
the delivery and installation process. In addition, its integration with the security 
functions of the EMS should enable administrators to deliver software with peace 
of mind. 

 It should be possible to store images of the servers and desktops and restore 
images from the image server. It should distribute the image to the 
desktops/Servers by using the booting from image floppies. 

 
The later sections of the report discusses the various technology domains of the 
Application Software Solution envisaged for the ULB, the standards and guidelines, 
which need to adopted for each of these technology domains during design, 
development/implementation and maintenance phase. 
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3. Guidelines and Standards for Application Architecture 
 
3.1 Introduction 

Application software is the key component of the overall solution, which provides the 
suite of automated business processes and related services of the ULB to the 
employees, citizens and other related departments/service providers. The application 
architecture identifies criteria and techniques associated with the design of 
application software for the ULBs’ information systems that can be easily modified to 
respond quickly to the changing business needs, as well as to the rapidly evolving 
information technologies available to support those needs of the ULB. 

 
This section discusses the recommended application architecture for the proposed 
solution and the recommended standards and guidelines for development and 
implementation of the solution. 
 
The diagram (figure 2) presents the functional modules and other subsystems of the 
proposed solution to the ULB. The functional requirements and specifications of the 
individual functional modules are detailed in Section 2 of the report. 
 
Fig 2: Logical view of the Solution for ULBs 

 

Note: N Tier architecture is a enhanced form of a 3Tier Architecture, which supports 
all the features and functionalities of a 3 Tier Architecture. N Tier has been suggested 
as a best practice. 
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Based on the evaluation of various application architecture solutions, three-tier 
architecture is recommended for the ULBs i.e. the user interface, the business rules, 
and the data access software.  
 
User Interface allows applications to communicate with users as well as with other 
applications and data resources. Traditionally, people interfaced with computer 
applications using character terminals, graphical user interfaces including web based 
interfaces. Now a host of new interfaces such as PDA’s and wireless devices are 
gaining momentum in usage. 
 
Business rules support the business processes that ULB follows. They automate the 
process, defining what must be done and how it must be done. As the business 
processes of ULBs change, the business rules in the applications that support those 
ULBs must also be changed. Business rules can be isolated into components.  
 
Data access procedures automate the storing, searching, and retrieving of data by 
Information Systems. 
 
Following presents the guiding principles in the design of the application architecture 
and the benefits of the three tier architecture over other solutions. 
 
Principle 1: Architect applications to mimic business 
 It is essential to gain complete understanding of the business processes of the ULB in order 

to develop an information system to meet the requirements of the ULB. 
 The business process must be completely understood, requiring each business 

event/service be identified and the work unit servicing each event/service be identified. 
 The logical boundaries for applications should be drawn around units of work. 
 Each unit of work is implemented with a collection of related business rules. 
 Applications should respond to business events by invoking business rules. 

Principle 2: Design applications to be highly granular and loosely coupled 
 The application design architecture should allow for the possibility of re-partitioning an 

application in the future. 
 Being highly granular and loosely coupled provide flexibility in physical implementation 

(i.e., in the deployment of application components on different platforms). 
Principle 3: Design application to reuse components 
 Applications should be built by assembling and integrating existing components, rather than 

by creating custom code. 
Principle 4: Select tools based on Application Architecture 
 There is no such thing as one application tool that satisfies all application requirements. 
 Most tools, such as user interfaces, business rules, end user reporting, on-line analytical 

processing are oriented toward different areas of development. 
 Historically, project teams selected tools first, and then had to live with the architecture 

those tools supported. That led to the problem of the tools driving the architecture (and 
thus the business) rather than the business requirements mandating the tools. 

 Tools are available for end-to-end design, development, and deployment of n-tier service 
oriented applications.  

 
 



National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

 
  20

3.1.1. Three-tier client/server applications 
 
Three-tier client/server applications are partitioned into three executable tiers of 
code: the user interface, the business rules, and the data access software as discussed 
above. This does not mean that the three tiers execute on three different platforms. 
Often, the business rule tier is deployed on the same platform as the data access tier, 
or on the same platform(s) as the user interface. 
 
Properly implemented three-tier client/server applications can achieve higher 
performance efficiency by providing more flexibility in where application executables 
can be deployed.  Figure 3 illustrates a three-tier client/server application. In the 
deployment - or physical partitioning - of the application, the business rules are 
separate from both the user interface and the data access code.  
 
Figure 3: A three-tier client/server application 
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Three-tier client/server applications offer the following advantages: 
 Three-tier client/server applications can be easier to modify to support changes in 

business rules. 
 With three-tier client/server applications, there is less risk/complexity in 

modifying the code that implements any given business rule. 
 Three-tier client/server applications can be made to support multiple user 

interfaces: character, graphical, web browser, telephones, and others. 
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3.2 Web-enabled Applications 
 
Web enabled solution, application access through a web based interface (web 
browser), is the most convenient among the user interfaces which supports flexibility 
in deployment/changes to the application solution. 
 
Web-enabled applications (As shown in Figure 4) are a special case of client-server 
applications where the “client” is a standard web browser. The browser serves as 
another type of user interface (thin client) in the 3-tier application. Use of a standard 
web browser as the client offers the opportunity to provide the user with a familiar, 
intuitive interface and significantly simplifies the process for developing and 
distributing the user interface. 
 
Figure 4: Web-enabled applications use a web Browser for the user interface 
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Ideal web-enabled applications for the ULB are n-tier service oriented applications 
that make use of: 
 An industry standard web browser as the thin client; 
 Intranets/secured Internet to provide secure access to ULB users; 
 Extranets/intranets to provide access to other ULBs and service providers to enable 

G2G, G2B and G2C transactions. 
 The Internet to provide managed access by citizens and other interested parties. 

 
3.3 Service Oriented Architecture (SOA) 
 
The application solution deployed for the ULBs are required to interface with various 
other external/internal applications for data exchange. For e.g. the property 
ownership and mutation information processed and stored by the application systems 
implemented by the ULB is required for effective implementation of GIS solution, 
another MMP initiated by GoI. Similarly, for providing services such as property tax 
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payment through external service delivery channels (e.g. integrated citizen service 
centers) requires exchange of ULB data/business logic. The “service-oriented 
architecture”, provides an approach to enterprise computing in which component-
based applications are built expressly to share functionality with other components 
and applications using web services protocols. With web services capabilities now 
included in most development tools and application platforms, and with packaged 
software vendors exposing the functionality of their products through Web services 
interfaces, the groundwork is being laid for ULB software infrastructure that will 
require less duplication of development work and in which few applications will 
function in isolation. 
 
The ULB application needs to be distributed to many machines for scalability, 
availability, and performance. The application architecture and design must allow this 
type of distribution. The application designed by SOA is based on services that interact 
with business components. Each service defines a particular business function. Service-
oriented architecture models the enterprise as a collection of standards based services 
that can be invoked over standard protocols to ensure their availability across the 
enterprise and beyond. This service-based design (Shown in Figure 5) provides the key 
to flexibility.  
 
Figure 5: Components of SoA 

 
 
 
a. Key Drivers for using SOA 
 
• Easier and faster integration of business applications (both internal and external to 

the ULB) 
• Reduce latency in operations to become more real-time. 
• Enable robust, flexible and dynamic business process management layer. 
• Leverage existing investment in IT infrastructure (software) through 

interoperability. 
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In order to realize SOA benefits, ULB need to implement standards based “service 
brokering environments for registering, finding and binding loosely coupled services 
over their network infrastructures. 
 
3.4 Recommended Best Practices 
 
The recommended best practices in this section apply to the designing and developing 
of applications. 
 
Best Practice 1: Design for the N-tier service oriented architecture. 
 While many of the problems inherent in the monolithic and two-tier applications can be 

overcome by implementing applications with a three-tier architecture, large, complex 
projects that are anticipated to have high usage volumes and/or long life spans will be 
better served by an n-tier service oriented architecture 

 N-tier applications are easily modified to support changes in business rules 
 N-tier applications are highly scaleable 
 N-tier architecture offers the best performance of any application architecture 
 Any combination of user interfaces (e.g. graphical, web browser, and telephone interfaces) 

may be implemented in an N-tier application 
 N-tier applications are less expensive to build and maintain because much of the code is 

pre-built and shared by other applications. 
Best Practice 2: Do not focus on platforms or deployment 
 ULB should not focus on where application components will execute (i.e., where they will 

be deployed) or what platforms they will execute on 
 ULB must avoid platform-specific or hard-coded interfaces that are difficult to change. 

Best Practice 3: Generalize application interfaces 
 The code providing input and output to the user interface should be designed to provide 

input and output to as wide a range of interfaces as possible. This should include other 
applications as well as other types of user interfaces 

 Do not assume that application components will always be accessed via a graphical user 
interface (or any other user interface) 

 Avoid assuming a specific page size, page format, layout language or user language 
whenever possible. 

Best Practice 4: Implement business rules as discrete components 
 Implement business rules as discrete executable components or services. 

Best Practice 5: Access data through business rules 
 Design applications so business rules control access to data. 
 Data is created and used by business processes. In computer applications, data must be 

created, used by, and managed by the application component that automates the business 
process 

 Accessing data in any way other than by business processes bypasses the rules of the 
module that controls the data. Data is not manages consistently if multiple processes or 
users access it 

 Centralised data should be used wherever possible to assure data accuracy and simplify 
data management. 

Best Practice 6: Achieve working system first 
 Once the detailed application design is complete, concentrate on achieving a working 

system utilizing off-the-shelf components whenever possible. This will allow the system to 
be tested first and then optimized later. Early implementation of a working system 
provides: 
- A test platform for proof of concept 
- Validation of the application design early in the development life cycle 
- Early warning of performance issues 
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- Early validation or detection of issues provides a greater opportunity to take corrective 
action. 

Best Practice 7: Design for manageability 
 Design applications so they can be managed using the enterprise’s system management 

practices and tools. Applications and their components require the following management 
functions: 
- Software distribution 
- Start-up, shutdown, and restart of components 
- Starting multiple instances of a component. 
- Configuration of components 
- Logging of component operations 
- Communication of errors, exceptions, and unexpected events 
- Security 
- Installation, removal, and update of application modules 
- Version control. 

Best Practice 8: Adopt coding standards 
 Adopt coding standards, in all languages, on all platforms. Coding standards make 

debugging and maintenance easier. They should address (but not be limited to): 
- Naming conventions for variables, constants, data types, procedures and functions 
- Code flow and indentation 
- Error and exception detection and handling 
- Source code organization, including the use of libraries and include files 
- Even the earliest code developed in a project should adhere to the standards. 

Best Practice 9: Design for ease of testing 
 Design application components so they can be easily tested and debugged 
 Testing is a critical step in the development of client/server applications 
 Application components with consistent interfaces are easier to test on an application-wide 

basis 
 Error handling, tracing, and check pointing should be included 
 These functions should be implemented in the earliest phases of development. 
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4. Database Standards and Guidelines 
 
4.1 Introduction 
 
Data is the essence on which the information systems are developed for processing, 
storing and retrieving the data. The ULB currently processes and manages large 
volumes of the citizens’ data in both manual and electronic format. Moving towards 
such an initiative of computerizing the entire ULBs business processes need adequate 
planning and care for managing the ULBs data and this section discusses the key 
aspects of Data management.  
 
Data is organized and managed through a database management system (DBMS). It is 
recommended for the ULBs to implement a standard relational database management 
system (RDBMS) for its data storage and management. A relational database 
management system (RDBMS) is a collection of data organized into related tables so 
relationships between and among data can be established. When new databases are 
implemented in the ULB, relational database technology should be used, because of 
the efficiency, flexibility, and compatibility associated with relational technology. 
Non-relational technology, particularly flat files, should only be used for unstructured 
data, textual data, and temporary work storage. In an n-tier design, data access 
services are implemented in a separate tier from business rules and user interfaces. 
 
The section 2 of the report discusses the data and field level requirements of various 
transactions and business processes of the ULB. The database structure design, based 
on the business processes and the data generated by these business processes of the 
ULB, shall be performed by the vendor selected for the solution deployment for ULB. 
The key inputs for such database structure creation are provided in section 2 of the 
report. Other information required for the database structure, shall be gathered by 
the vendor while performing the requirements analysis and system design. 
 
4.2 Recommended Best Practices 
 
The recommended best practices in this section pertain to designing and implementing 
a database. 
 
Best Practice 1: Use a relational database management system (RDBMS). 
 Although there is cost and effort associated with an object-relational model, the relational 

data model is much more adaptive and understandable. RDBMS allows new relationships 
and data mappings to be easily defined. 

 As applications and associated databases age, applications tend to depreciate because 
business needs change over time, while data and databases appreciate because of the 
valuable information contained within. 

Best Practice 2: When using a relational database with object-oriented programming, design 
the relational data model first. 
 Object models are typically more complex than the relational model. 
 If the object model is built first, building the relational model that matches it may not be 

possible. 
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Best Practice 3: When creating an object-relational mapping between the object model and 
the RDBMS, keep it simple. 
 Simple relationship mappings between objects and relational databases provide ease of use 

and better performance. 
 Use the primary and foreign key relationships in the RDBMS to assist in mapping 

relationships between objects. 
Best Practice 4: Replicate stable data, based on business and performance requirements. 
 Replication should not be used unless it is required for performance or decision support. 
 A replication infrastructure is simpler to design for stable data. If replicated data is 

updated frequently (i.e., not stable), it is much more difficult to design and maintain a 
replication infrastructure. 

 
4.3 Standards 
 
The standards in this section pertain to database management systems. 
Standard 1: New databases must use a relational DBMS supporting ANSI-standard SQL. 
 Relational databases offer dependability, flexibility, and compatibility for future data 

needs. 
 Data can be maintained and readily accessed through standard SQL calls. SQL is an industry 

standard for the data access tier of an application and for data access tools. 
 Use of proprietary extensions creates vendor lock-in. 
 Desktop database products are considered end user database access tools and must not be 

used for ULB wide implementation. 
 Non-relational technology such as flat files can be used for temporary work storage and 

unstructured data such as textual data. Large-scale use of non-relational technologies must 
obtain a waiver. 

 
4.4 Data Security 
 
The ULBs data is a valuable resource, and establishing a secure data environment is a 
key component of the technical architecture. It is critical that the ULBs data be 
protected against any unauthorized access. Data security is designed to protect data 
against the following threats: 
 
• Unauthorized use of the database or application 
• Accidental modifications and deletions 
• Confidentiality and integrity breaches for data in data transport and physical 

storage 
• Disasters. 
 
There are various security models that can be deployed when implementing an 
Internet or a web based application. The appropriate model to deploy can be 
determined primarily based on the security requirements of the data being accessed. 
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Figure 6: A sample security model including firewalls 
 
In many applications today, authentication is handled by the application when the user 
first connects. This practice is used to minimize user account administration, so a user 
account is defined centrally, and accounts and passwords are not maintained in 
multiple locations. In the back end, when databases are accessed, a generic user 
account is used instead of a specific user account for authorization purposes. When 
this method is deployed, it is important to implement an audit process within the 
application to ensure that the activities of each user are captured.  
 
When a generic account is used, the individual account is not automatically 
communicated to the database and tracked in the transaction log. Without an audit 
process in place, when a record or group of records is updated or deleted, it may not 
be possible to know which user performed the modifications. When a true threat is 
realized, it is important to be able to recover the lost data and track the user account 
that was used inappropriately. A best practice for the application is to capture key 
information about each user who modifies or deletes records. This information can be 
stored in the database, capturing old and new information, or the deleted record, 
along with transaction activity for an update or delete of a record. An audit process 
may not be necessary during a read-only transaction, as the data is not being 
modified, unless sensitive data is involved. 
 
Implementing backup and recovery procedures is also a crucial process for data 
security. A backup can limit the loss of data that may occur due to disaster, theft, 
intrusion, or accident. Data stored on end user systems must also have a backup and 
recovery plan and key information must not be stored on end user systems without 
encryption or password protection.  
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Protecting a database server is also a consideration when implementing and supporting 
a database. A firewall solution shall be used to protect a database server. A firewall 
can limit the access to a server by restricting the addresses and/or requests to the 
database server. For example, only certain programs can be allowed access to the 
server, restricting individual ad hoc usage. Access can be limited to specific 
application servers or processes as well. 
 
4.5 Recommended Best Practices 
 
The recommended best practices in this section pertain to Data Security. 
 
Best Practice 1: Perform a risk assessment for the application database and data elements to 
determine level of security required. 
 To assure adequate protection of data assets, perform a risk assessment to identify 

specific security concerns that must be addressed before development and deployment of 
an application. 

 The security analysis will determine what measures must be put in place to restrict end 
users and applications from viewing, modifying, or deleting confidential or private data. 
The security analysis may reveal that adequate measures are in place to restrict end users 
and applications from viewing, modifying, and deleting low impact and public data. 

 Classify users according to their functional data needs (e.g. outside access from citizens, 
other departments, external service providers etc.) 

Best Practice 2: Use generic, protected user accounts for direct database access to streamline 
administration, ensure scalability, and protect against non-application data access. 
 When a generic, protected user account is used, each individual user account is not 

defined to the database, so end users are unable to gain ad hoc access to the data. Their 
only access should be through the application. 

 The individual user account is only defined at the application level, and does not have to 
be maintained in more than one place. 

 Implementing generic users makes applications scaleable since each process is not tied to 
a specific user. 

 The generic user account and password used to access data in the back end must be 
protected and not accessible to end users. 

Best Practice 3: Implement data security to allow for changes in technology and business 
needs. 
 Implement security to be a roadblock to unauthorized access, but not a hindrance to 

access by authorized users. Implement the minimal number of sign-on or authentication 
processes if possible. 

 An adaptable security infrastructure must be implemented to allow for changes in 
technology, business needs, and reactions to intrusions. 

 Monitor industry security alerts and recommendations. Security tools and techniques are 
rapidly changing and enhancements are being made. Monitor the industry 
recommendations and implement changes to security configurations as needed. 

Best Practice 4: Handle sensitive data carefully. 
 Confidential or private data must not be stored on end user systems without password 

protection or encryption. End user systems are vulnerable to loss of data through hackers, 
thieves, and accidents. Sensitive data must be secured on a database server with proper 
policies and procedures in place to protect the data. 

 Ensure that passwords are encrypted both inside application executables and across the 
transport layer. 

 Password and data encryption in databases and end user systems can be provided by third 
party products. 

 A backup and recovery plan for databases and systems must be in place. 
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Best Practice 5: Provide measures for systems to backup their data, like zip drives, etc. 
 Only non-sensitive data should be stored on a system. If possible, the authoritative source 

must be on a server, and data should be replicated to the system. 
 When data is stored on a system, provide easy-to-use backup facilities. Implement policies 

to ensure and automate backup. 
Best Practice 6: Record information about users and their connections as they update and 
delete data. Auditing can determine who updated a record and their connection data. 
The information that can be captured by the application includes: 
 The user account the user logged in with the timestamp. 
 The TCP/IP address of the connected user’s workstation 
 The certificate information (if using certificates) about that user 
 The old values that was stored in the record(s) before the modification 
 The new values that were input to the record(s). 

Best Practice 7: Implement transaction logging so recovery of original data is possible and 
protect the transaction log. 
 Transaction logging records activity on the database and can be used to roll back a 

transaction. 
 Protect the transaction log through access control and backup. Only the database should 

be writing to the transaction log. All other access should be read only. 
 The transaction log should be located on a separate physical disk if possible. If not 

possible, use RAID to protect the integrity of the log file. 
Best Practice 8: Implement security scanning and intrusion detection at the database level. 
 Scan the database and database server for potential weaknesses before they become a 

problem. Implement any recommendations of the security management tool. For 
example, a tool may advise to disable FTP services on a database server. 

 Monitor the database for possible intrusions. For example, monitor and alert when 
multiple invalid login attempts occur. Intrusion detection protects the database server 
from attacks from both sides of the firewall (e.g. internal network, WAN, or Internet). 

 Audit logins, user account creation and failed login attempts. 
Best Practice 9: Ensure data integrity by securing data movement or data transport. 
 When high impact, sensitive data is transported through the LAN, WAN, or Internet, 

ensure that the data is encrypted and protected from alterations. This can be 
accomplished through secured socket layers (SSL) or virtual private network (VPN). 

 Other types of data must be encrypted and protected if there is a risk of the data being 
altered. 

Best Practice 10: Protect database servers from hardware failures and physical OS attacks. 
 Database servers must be located in a climate-controlled, restricted-access facility, and 

preferably a fully staffed data center. Uninterruptible power supplies (UPSs), redundant 
disks, fans, and power supplies must be used. 

Best Practice 11: Protect source code in data access rules, particularly if it contains password 
information. 
 On the back end, an application needs to store account and password information in order 

to authenticate to a database or other application service. Protect the source code from 
unauthorized viewing. 

 Store passwords in an encrypted format when possible. 
 
The solution deployment model for ULB has direct impact on the over all cost of 
database solution for the ULB. The costing of the database solution is generally 
performed on a per processor license. Following options exist for procurement of a 
database solution for the ULB. 
 
a. Database Enterprise Solution with unlimited users 
The database enterprise edition offers complete suite of the database services and it 
is recommended to implement the database enterprise solution with unlimited user’s 
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option at the state data center, which hosts the portal solution. The database solution 
can be implemented in a clustered configuration (active-active) at the SDC level. The 
broad requirements of database physical server are detailed in the later sections of 
this document. 
 
b. Database Standard Solution 
The database standard solution offers the essential database solution features for 
storing, retrieving and management of the data. Deployment of a database standard 
edition is economic in locations such as ULB where number of users is relatively low. 
For selection of a database solution, it is essential to perform an assessment of total 
number of users of the solution at each location. The ULB should consider the 
following factors while arriving at the total number of solution users, which is useful in 
performance and cost management: 
 
 Internal users: concurrent system users within ULB 
 Other users: from external service providers (e.g. integrated citizen service 

centers) 
 Users from the other government departments, as applicable 
 Future growth in both internal and external users. 

 
Based on the above assessment, ULBs need to identify the appropriate database 
solution for deployment.  
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5. Standards & Guidelines for Information Systems Integration 
 
5.1 Introduction 
 
The services of the ULB are provided through various channels, which are both internal 
and external to the ULB. In addition, ULBs planning to continue their existing 
information systems deployed for various process automation requirements need to 
exchange the necessary data with the new information systems, which may be 
implemented at a later date. Thus exchange of data between the current and new 
application systems and with the information systems deployed by other 
departments/external service providers requires integration of these various 
application/data resources in an effective manner. The need for information exchange 
across the departments to provide effective G2B, G2C services and to generate 
meaningful MIS is increasing on a day-today basis. Such exchange of information across 
various information systems used by the department (s), which are developed using 
different technology platforms need tight integration of these information systems. 
The integration architecture and standards discussed in this section specifies how the 
ULBs application can be integrated with various applications both internal and 
external to the ULB, operating on different platforms effectively work together.  

 

For ULBs implementing a single turnkey solution for complete business process 
automation requirements, an integration solution might not be required internally. 
But, it is essential for interfacing with the application systems external to the ULB 
(e.g. GIS solution, integrated citizen service centers etc). Today, several state 
governments and Ministry of Information Technology (MIT) at the central level have 
taken up initiatives to establish a common infrastructure for the state to address the 
data exchange and communication requirements of the information systems deployed 
by various government agencies. The required integration solution i.e. ‘Government 
Gateway’, established and managed centrally, acts as a message exchange hub routing 
the messages (data) between these government agencies. It avoids administrative 
efforts in establishing the point-to-point communication between the applications 
deployed by two departments. This also leads to huge cost savings for the state (and 
for the ULB) by avoiding implementation of integration technology solutions at each of 
the departments. It is recommended for the ULBs to realign the application 
integration strategy keeping in view the current “Gateway” initiatives of the 
respective states. For more details related to the gateway projects and related 
details, please contact the local Information Technology Department in the respective 
states and Ministry of Information Technology, Government of India. 

 
5.2 Application Integration 
 
Application integration facilitates information exchange among independently 
developed applications, such as legacy applications, purchased applications, and new 
client/server systems. 
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Application integration is more of a program-to-program interface strategy as opposed 
to the data-to-data or program-to-data interface of data access integration (see figure 
7). 
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Figure 7: Application Integration 
 
An application interface can provide the following services: 
• Data translation and mapping: Translates the different communications and data 

interchanges between two applications 
• Transaction explosion: If configured properly, an application integration interface 

can take one client transaction and spawn multiple transactions in remote 
applications 

• Front-ending other applications: An interface can provide a single front end for 
integrating multiple application systems 

 
Through application integration, new applications can access the existing business 
processes and information. An application integration strategy has the potential to 
reduce software development and maintenance costs for situations that require 
connecting multiple heterogeneous applications. 
 
Applications can be integrated programmatically with other applications through 
direct program-to-program interfaces, middleware systems, or interface engines.  
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5.3 Recommended Best Practices for Application Integration 
 
The recommended best practices in this section pertain to application integration. 
Best Practice 1: Anticipate future usage. 

 Whenever an application integration interface is constructed, anticipate future usage so 
the technology will be adaptable and scaleable. 

Best Practice 2: Use application integration strategy for online transactions, not decision 
support systems (DSS). 
 Data warehouses or other solutions should be used in decision support applications. 

Best Practice 3: Design an integration solution that does not write directly to an operational 
database. 
 Existing application logic or business rules should be used when updating an application 

database. An external user or application could inadvertently corrupt operational data. 
Best Practice 4: Recommended priority of using components of application integration are 
interface engine first, middleware systems second, direct program to program interface as 
third and last alternative.  
 This will reduce integration effort substantially.  
 The recommendation assumes that all three alternatives are applicable in a given 

situation.  
Best Practice 5: Use direct program-to-program interfaces for high transaction volumes. 
 Direct program-to-program interfaces pass only the required information between 

applications, so performance and throughput is at the optimal level. 
Best Practice 6: When designing an application integration solution using an interface 
engine, give careful consideration to the design and planning of the application interfaces 
and connectivity. 
 At the beginning of the design stage, involve application developers who are 

knowledgeable in the business rules and interfaces to each system that needs to be 
accessed. 

 Some application systems may have multiple entry or exit points that can be used. If a 
non-invasive solution is selected, capitalize on using the entry or exit points that best 
apply to your application needs. 

 
5.4 Implementation Guidelines for Application Integration 
 
The implementation guidelines in this section pertain to application integration. 
 
Guideline 1: Security shall be critical consideration in designing applications. 
 Implement a security solution with authentication and access control as needed. 
 Know what steps are required to access a remote application system and ensure that users 

have permission to execute any remote application calls or to log in to a remote system. 
Guideline 2: In program-to-program interfaces, new application systems should invoke existing 
application logic. This typically requires modification to the existing application in order to 
accommodate the new application call. 
 Application developers should not have to recreate existing business logic within each new 

application system. 
 Using existing business logic has the potential to reduce software development and 

maintenance costs. 
Guideline 3: Application modifications are required for direct program-to-program 
communication and are recommended when the existing systems are going to continue to be 
in use for a long period of time. 
 Custom programs providing integrative functions can be designed and documented to 

minimize the complexity of the interface. In the long run, maintenance costs will be 
lower, especially when the systems being integrated are subject to change. 
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 Direct program-to-program integration can handle transaction volume more efficiently 
than other methods. 

Guideline 4: Use middleware and application program interfaces (APIs) as the program-to- 
program interface. The most common use for remote procedures is when existing application 
logic is packaged so it can be invoked using a remote procedure call facility. 
 Middleware and APIs provide standard and well-documented means of providing inter-

application communication. 
Guideline 5: Use an interface engine to link multiple heterogeneous applications, especially 
when at least one non-invasive link is required. 
 An interface engine simplifies the interoperation of heterogeneous applications residing 

on heterogeneous platforms, having different network protocols, data formats and record 
layouts. It simplifies the connectivity by imposing only one connection per application 
instead of many point-to-point connections that would otherwise be necessary. 

 If a modification is made to one system, the change may only need to be reflected in the 
interface engine configuration. 

Guideline 6: The interface engine programming should not contain any application specific 
business rules; it should only contain the rules required to integrate heterogeneous 
application systems messages and data. 
 This minimizes complexity by keeping the business rules in the applications instead of in 

the interface. 
Guideline 7: When implementing an interface engine, use a non-invasive connection to an 
existing application whenever possible. 
 A customized invasive connection creates an additional level of complexity that will be 

expensive to develop and maintain. 
 
5.5 Standards for Application Integration 
 
Standards in this section pertain to the application integration. 
 
Standard 1: Clearly Define Application Interfaces 
 To integrate applications for which the ULB has no source code rights, application 

interfaces must be clearly defined in order to allow reliable communication between 
applications. 

 To facilitate purchase of best-of-breed software while easing application integration 
issues, the application interfaces must be clearly defined. 

Standard 2: The message structure must be documented. 
 A message or transaction is the mechanism for extracting data from an application or 

sending data to an application. 
 Programmers integrating applications need to know record length and type (i.e., whether 

it is a variable or fixed length record, and if it’s variable, the delimiting characters used 
to separate the fields), and know which fields are optional versus required. 

 A description of the data for each field is also necessary. 
 Explanations and examples of record formats and field descriptions are helpful and should 

be included. 
Standard 3: The application must be able to transmit and receive messages using a 
client/server model. 
 The client is the process that sends or originates the message. The server is the process 

that receives the message. 
 Clients and servers may communicate using TCP/IP and sockets, or other communication 

protocols, such as Serial and FTP, as long as they perform the same transmit and receive 
functionality. 

 Packetization characters, which identify the start and end block strings and message 
acknowledgment format, must also be provided.   
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5.6 Data Access Integration 
 
Data access is the accessing and sharing of data between legacy, new, and packaged 
applications. It can be accomplished through several types of data access including 
data extraction, data replication, and data sharing (see figure 8). 
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Figure 8. Data Access Integration 
 
Data extraction and data replication are used in cases where the application or user 
only needs a snapshot of a set of data, whether it is 24 hours or even a week old. Data 
sharing is used in cases where data is needed real time from most current operational 
database. 
 
 Data extraction. The extraction of data from one database and inserting the data 

into another database for use of an application, usually through custom extraction 
and import programs. Needed data is extracted and provided as a file or database, 
which can then be accessed by the user or application. 

 
 Data replication. Similar to data extraction except there is copy of data 

throughout multiple systems, and data is synchronized on a regular basis. 
 
 Data sharing. The same data being shared by more than one application system 

simultaneously. Databases are accessed directly by all participants, usually through 
an application interface such as a database gateway. 

 



National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

 
  36

5.7 Recommended Best Practices Data Access Integration 
 
The best practices in this section pertain to data access integration. 
 
Best Practice 1: Use as few middleware layers as possible when implementing a database 
gateway  
 Additional layers of middleware in between an application and the database gateway 

could hinder performance of mission critical applications. For example, an application 
that needs to access a database gateway can implement an ODBC middleware layer that 
ultimately accesses the gateway middleware. Application performance can be increased if 
the application was written to make direct calls to the gateway middleware, omitting the 
ODBC layer. 

 If there are fewer middle conversion tiers, there are less operational layers to maintain in 
the event of maintenance or upgrades. For example, if there is a change to an application 
database location, or an upgrade or maintenance update to the middleware software, it 
can affect all the information systems that access that application. 

Best Practice 2: Balance the type of data access method implemented with required 
performance needed by the application end users and the impact to the existing operational 
databases. 
 If the wrong data access method is selected, the performance may not match the 

application needs. 
 A solution that is good for a new application may adversely impact existing operational 

applications. 
Best Practice 3: Keep the integration strategy as simple as possible. 
 The more complicated the strategy, the more difficult it is to maintain and change. 

Best Practice 4: Code data integrity verification rules into the DBMS whenever possible, 
particularly when external users and programs will be writing data directly to the DBMS. 
 Since most DBMS vendors can code triggers and rules into the database, it is 

recommended to use this technology wherever possible in order to ensure data integrity. 
Best Practice 5: Separate decision support systems (DSS) from online transaction processing 
(OLTP) databases whenever feasible. 
 If this practice is feasible, it will reduce the impact of ad hoc and large queries from 

decision support systems onto production operational application databases that are used 
by online users for day-to-day operations. 

 
 
5.8 Implementation Guidelines 
 
Once the best method for data access has been selected, the following guidelines may 
apply: 
 
Guideline 1: Implement a hub topology as opposed to distributed data access topology 
whenever possible. 
 The distributed data access topology is where each point-to-point connection makes sense 

by itself, but the infrastructure as a whole is a “tangled” mass of connections. 
 The star or hub technology is less complex and easy to maintain. 

Guideline 2: Use a database gateway technology to combine queries of SQL data with non-SQL 
data. 
 A gateway allows an application to query legacy data. 
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Guideline 3: Do not use any vendor specific extensions when using a database gateway that 
uses SQL calls. 
 Use the industry standard of ANSI Standard SQL  

 
5.9 eXtensible Markup Language (XML) 
 
XML (eXtensible Markup Language) has developed as the de-facto standard for business 
to business exchange of data on the internet. It is extensible because it allows users to 
define their own data and document structures. XML provides the ability to define how 
to encode structured data into a text stream in a standard way. XML is an extensible 
method of structuring, displaying, transmitting, and storing data. XML is human 
readable and allows the user to implement descriptive tag names. 
 
Because of the above reasons it facilitates and enables interchange of data through a 
series of mechanisms and hence allows applications to talk to one another.  
 
XML relies on the inherent infrastructure of the network layer as well as that within 
applications to enforce security whenever it facilitates transactions. Hence, security is 
not addressed by XML.  
 
Applications that use XML create a file that contains data that needs to be exchanged. 
This application data is converted by Data-to-XML translator into defined XML syntax. 
The XML syntax is then sent to the target applicationl. At the receiving end, the XML 
data is then mapped into an application specific data format. The application specific 
data format is then processed via some application program.  
 
 
5.10 Recommended Best Practices for usage of XML 
 

Best Practice 1: Choose XML as a preferred mode for all application integration for new 
systems, wherever possible 

 It is a global standard, meaning that tools and solutions to be used for developing 
applications will either be complying with it already or will comply in their future 
releases. 

 This will significantly reduce the cost and effort for building and maintaining interfaces 
between applications when compared with similar non-standards based tools.  

 Use XML with web services for integration of the ULB applications with external 
information systems through Internet or Intranet. 

 
5.11 Implementation Guidelines for XML 
 

Guideline 1: Check available/accepted schemas before developing them bottom up  

 Globally, a number of initiatives have been underway towards defining DTD/Schemas. 
These are initiated by various industry groups and address industry specific need for 
exchange of information. Considerable effort can be saved if some of these schemas can 
be found to be deployable by the ULB, either as-is or with some modifications.  
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Guideline 2: Develop an organization and associated processes for developing and maintaining 
DTD/schemas, ULB-wide 

 Developing DTD/schemas and maintaining them, updating them in view of changing needs 
of the ULB will be an ongoing process that will require constant monitoring 

 Compliance and enhancements can be enforced better if the responsibility is centralised 
by the creation of a repository and an organization to maintain it. 

 The compliance to the relevant schemas defined at national and state level need to be 
addressed wherever possible.  

Guideline 3: Rely on the network other security infrastructure for building and enforcing 
necessary secure environment for exchange of data. 

 The XML standard addresses data transformation only. Hence, it relies on other systems 
for security services. 

Guideline 4: Monitor developments on the XML standards development forums.  

 A number of initiatives are underway on the standards development front. By closely 
monitoring them, it will be possible to incorporate expected changes into future plans of 
the ULB.  

 
5.12 ULB Solution Integration with National Urban Information System (NUIS) 
 
The national urban information system (NUIS) scheme has been proposed by the 
standing committee on urban management (SC-U) formed along with the national 
natural resources management system (NNRMS) by the Planning Commission, GoI. The 
aim was to provide guidelines on major issues related to urban applications, 
identification of new areas for research and advice on taking up of specific national 
programmes. The NUIS scheme aims to establish town-level geographical information 
system (GIS) databases and national urban data bank and indicators (NUDBI) under the 
scheme. The scheme is to be taken up as a centrally sponsored scheme. 

As mentioned above, the NUIS scheme comprises of two major components described 
below: 

 Urban Spatial Information System (USIS): The component includes development of 
GIS based multi-hierarchical database, with application tools, to support 
master/zonal plan generation; ULBs (ULB) administration and utilities 
management.  

 
 National Urban Databank and Indicators (NUDBI): The component includes 

designing and establishing a comprehensive data bank and integration of these 
parameters to support planning and derive indicators for national urban 
observatory (NUO) for monitoring the health of urban settlements. 

 
ULB manages information (refer to section 2) which is vital for NUIS solution including 
property related information, type of use of property; mutation information etc. In 
such a scenario, integration of proposed ULB solution with NUIS solution planned by 
GoI is required. The ULB through appropriate integration mechanism shall publish the 
data to NUIS Solution. In addition, the departments are also required to publish/ 
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subscribe the required information with various other departments in the state. The 
state governments and GoI are working towards establishment of a government 
gateway for exchange of information and services among various government agencies 
and related information systems. The government gateway is envisaged to establish an 
integration platform (middleware solution) to enable information exchange among 
various government agencies. The Government gateway provides single point of 
reference for each department for any external departments or service delivery 
channels seeking the information and services of the respective department. ULBs, 
based on the readiness of the state government gateway, need to appropriately assess 
whether to implement a separate application integration infrastructure for the 
department or to make use of state government gateway infrastructure for integration 
purposes. 
 
Fig 9: ULB Solution Integration with NUIS and other government departments 
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The Integration technology options, guidelines and standards are discussed above in 
this section. 
 
For exchange of information between the ULBs and the NUIS following critical factors 
need to be evaluated by the respective states. 
 
 How the information exchange will be facilitated between ULB systems and NUIS? 

 
o Using the gateway solution to be implemented at a state level 

If government gateway solution is used for data exchange, required 
communication channel needs to be established between the ULBs, government 
gateway and NUIS. 

o Using the integration solution to be implemented by the ULBs 
If ULB integration solution is used for data exchange, required communication 
channel needs to be established between the ULBs and NUIS. 

o Direct data exchange between ULB systems and NUIS 
The information can also be exchanged between the two systems without using 
an integration solution. In case, both the systems are using the database 
solutions from the same vendor, then direct data exchange can be 
implemented using the online/batch transfer programs to be developed for this 
purpose. In a scenario where the database solutions implemented for both the 
systems are of two different vendors, then exchange of information with out a 
standard integration solution, is difficult and can lead to inconsistencies in the 
data exchange. This option is not recommended for the departments, in case 
heterogeneous database solutions are implemented at ULBs and for NUIS. 



Government Intranet or 
Secured Internet

Department application infrastructure

Gateway Integration Interface

Government gateway infrastructure

X
M

L/W
eb S

ervices

GIS Solution

Internet

National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

40

� At what frequency data shall be published from ULB systems to NUIS? 

The data exchange frequency between the systems (i.e. real time or scheduled data 
transfer) is another important factor which determines the communication/networking 
requirements of the solution. For example change in the ownership information/type 
of land usage in ULB systems is required to be updated in NUIS. If real time data 
updation of such is required, a dedicated communication channel needs to be 
established between NUIS and the ULB Systems using leased lines or VPN connectivity. 

If real time data updation is not required, a dialup or on demand network connectivity 
can be established between NUIS and ULB solution based on the agreed schedule at 
which data shall be exchanged between NUIS and ULB. 

Based on the above considerations, respective states need to implement appropriate 
solution. The integration technologies, including data access integration, are discussed 
in detail in Section 5 of this report. 

Following depicts an illustrative mechanism for integration of ULB solution with NUIS 
through Government gateway and with out the government gateway option. 

Fig 10: Option 1- Integration of Department Solution with NUIS through 
Government Gateway 

In Option 1, the ULB shall implement the department integration system (DIS) based 
on the standards as prescribed by the government gateway. The information exchange 
between department application and GIS solution shall take place using XML and web 
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services. XML shall be used as the data exchange format and webs services shall be 
used as transport mechanism for publishing and subscribing the data from GIS solution. 

In Option 2, the UKB shall implement the application integration infrastructure, which 
shall be used to cater the data and service integration requirements of the ULB with 
other departments and external systems such as GIS. In the similar fashion, the ULB 
solution shall also exchange data with external service providers (e.g. e-Seva in 
Andhra Pradesh and B1 in Karnataka) for provision of department services through 
these service centers. If ULB and the external service providers are using the same 
database solution, the data exchange can be performed without using the integration 
solution. In case two different database platforms are used, appropriate data 
integration technology is required as discussed above in this section. 

Fig 11: Option 2- Integration of Department Solution with GIS through Department 
Integration Solution 
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6. Information Security Standards & Guidelines 
 
6.1 Introduction 
 
ULBs’ information and information systems are valuable assets that must be protected. 
The ULB must maintain compliance with legal requirements for confidentiality and 
integrity while enabling public access to appropriate information. Security 
architecture standards and guidelines discussed in this section identifies criteria and 
techniques associated with protecting and providing access to the ULBs’ information 
resources. The ULBs’ technological resources must be available to internal users, 
external service delivery channels and citizens regardless of location or platform. 
Therefore, the ULB must implement information security services in such a manner 
that the ULBs’ information infrastructure is protected and accessible while, at the 
same time, its functionality is unimpeded and its business services are readily 
available. 
 
The purpose of security is to protect and secure the ULBs’ information resources in 
order to provide an environment in which the ULBs operations can be safely 
transacted. As the municipalities perform more business functions electronically, it 
must transition to security services designed to protect the electronic environment. A 
comparison of the traditional business methods to electronic business methods is given 
in the table below.  
 

Traditional Government Practices Electronic Government Practices 
Handwritten signatures Digital signatures 
Visual identification of individuals 
(employees and citizens) 

Biometrics, smart cards, token cards, public 
key certificates 

Notary services Digital time stamping and digital signatures 
Visual inspection of documents to detect 
modifications 

Integrity and cryptography services 

 
As the electronic age transitions from closed, proprietary systems to more open, 
distributed systems, additional security services will be needed to provide protection 
in a dynamic and less controllable environment. For example, the use of simple 
electronic passwords within the ULB network might be supplemented by digital 
certificate based identification methods when used across the internet. Therefore, the 
ULB must create a security architecture that will provide the strategies and framework 
necessary to protect its information infrastructure while it operates in a changing 
electronic world. In order to protect its resources, the ULB must first assess the types 
of threats that it will encounter relative to its information infrastructure. It must 
understand the forms of threats that are possible in the electronic technology 
environment and it must determine what impact any particular threat will have on the 
ULBs’ operations. The required security services to protect the ULBs’ information 
infrastructure will be discussed in this section. They include: 
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• Identification - the process of distinguishing one user from all others 
• Authentication - the process of verifying the identity of the user 
• Authorization and access control - the means of establishing and enforcing rights 

and privileges allowed to users 
• Administration - the functions required to establish, manage, and maintain security 
• Audit - the process of reviewing system activities that enables the reconstruction 

and examination of events to determine if proper procedures have been followed. 
 
The relationship between security services and the technologies required is shown in 
the figure 12 below. 
 
Figure 12: Security Services & Technologies 
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6.2 Identification 
 
Identification is used to distinguish one user from all others. Identification techniques 
provide a means of gaining entry to the ULBs’ resources such as workstations, 
networks and applications. Identification is closely linked to authentication. 
Authentication is the process of verifying the identity of a user and is covered in the 
following section. 
 
The most commonly used form of identification is a user-id. A user-id is associated 
with a password to identify and authenticate a user. Techniques to improve the 
security of user-ids and passwords have been developed. These techniques include 
smart cards, biometrics, tokens etc. Several identification techniques can be 
combined to increase the level of security. Today’s environment is primarily based on 
user-id identification and password authentication. 
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6.3 Authentication 
 
Authentication is the act of verifying the identity of a user or process. Authentication 
answers the question: “Are you who you say you are?” The most common method used 
to authenticate a user is a password. A password is a secret series of characters and 
numbers associated with an individual user id by the owner/user. 
 
A sign-on process to authenticate the user accepts a password and a user-id. The sign-
on process matches the password given, with a stored password for that user. If they 
match, the system has verified the user's identity. Passwords are inexpensive and 
widely integrated into today’s systems. Passwords have various weaknesses. User 
passwords are often poorly chosen and present a danger of passwords being 
intercepted and read over unsecured communication links. 
 
Electronic business transactions have stricter requirements on uniquely identifying and 
authenticating the sender or recipient of electronic information. These can be 
satisfied with a ‘digital signature,’ which is the equivalent of a handwritten signature. 
Authentication techniques such as public key certificates have been developed to 
address the strict authentication requirements of electronic business processes. This 
technology is based on cryptography, which is discussed later in the section. The 
implementation of digital signatures for online or real-time transactions needs to be 
based on the guidelines defined in IT Act 2000 and further amendments, if any. 
 
6.3.1. Recommended Best Practices for User Identification and Authentication 
Services 
 
The recommended best practices in this section pertaining to security authentication 
are given below. 
 
Best Practice 1: Authenticate users prior to accessing services. 
 Access to the application systems and the supporting IT Infrastructure should not be 

provided without user authentication. 
 Authenticating users provides accountability for the transactions/activities performed 

within the system. 
Best Practice 2: Use Public Key/Private Key technology for authenticating the users for 
providing access to the sensitive transactions 
 ULBs need to perform a risk assessment of the services/transactions processed using the 

Information Systems. 
 For the critical and sensitive online transactions (e.g. submission of tender response in e-

procurement), PKI based authentication shall be used. 
 Digital signatures are most useful for transactions requiring high degree of authentication 

and authorization. 
 ULBs can also consider the usage of digital certificates/biometrics for authentication of 

users performing critical transactions in the system (e.g. for performing changes to the tax 
related values (master tables in the system), PKI/biometrics based authentication can be 
used).   

Best Practice 3: Use token-based or strong password based authentication where public key 
certificates are not feasible. 
 Token-based systems are an improvement over passwords. 
 Where token-based identification and authentication is not possible, a password policy 

based on best practices can provide an acceptable level of security. 
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6.3.2. Implementation Guidelines for Authentication Services 
 
The implementation guidelines in this section pertain to security authentication. 
 
Guideline 1: Make use of strong user id and password controls for Information Systems. 
 Access to the information systems of ULB without a user id and password should be 

restricted. 
 Each access request to the Information systems need to be routed through the designated 

authority. User ids shall be created and activated in the system only upon receiving a 
formal approval from the relevant authority. A standard user id creation/deletion form and 
procedure should be implemented to ensure that relevant approvals and documentation is 
maintained for each user id created in the system. 

 Strong password usage is a minimal requirement for authentication. 
 The password controls shall at a minimum include: 

- Passwords must be a minimum of eight (8) characters in length, non similar to the user 
id and be comprised of letters, numbers, and special characters to the extent possible 

- Users with access to information classified as “SECRET” must have passwords that are a 
minimum length of ten (10) characters and conform to password standards 

- Users must be forced to change passwords every sixty (60) days. System Administrators 
must enforce this through technical means by configuring password aging on systems. 
Where technically possible, user-ID access must be disabled upon sixty (60) days of 
inactivity. In addition, user account lockout features need to be implemented to 
disable the user id after three unsuccessful login attempts 

- Where technically feasible, new users must be forced by the system to change their 
initial password to one that meets password guidelines 

- Where technically feasible, systems must use password history techniques to maintain a 
password  history of users. These forces users not to re-use passwords repeatedly 
when forced to change the  password. The password history file must be stored in 
an encrypted form. The history file must contain the last six (6) previous passwords of 
users, and store them in encrypted form 

- Passwords must not be visibly displayed on the screen when being entered and must be 
stored in encrypted format only. 

- All computers, databases or applications that store user-ID and password information 
must be secured in the strictest manner. Access to the user-ID tables must be 
restricted to authorized persons only 

- All default passwords supplied by vendors must be changed following the installation of 
the software 

- Passwords related to the administrator user/super user id shall be only with the system 
administrators and should not be distributed to the general users. 

Guideline 2: Make use of industry products for applications requiring public key certificate 
authentication. 
 Widely accepted products are available for public key authentication. 
 Web-based applications are the best-understood uses of certificates. 
 Certificates for Web applications are provided by a number of major vendors. 
 Use of proprietary certificate extensions must be avoided to ensure later inter-operability. 
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6.4 Authorization & Access Control 
 
Authorization answers the question: “Are you allowed to do what you are asking or 
trying to do?” Requirements for use and prohibitions against use, of resources vary 
widely across the ULB. Some information may be accessible by all users, some may be 
accessible by several groups, and some may only be accessible by a few individuals. 
Access to applications, the data they process and database modifications must be 
carefully controlled. Authorization is the permission to use an information resource. 
Access is the ability to do something with an information resource. Access controls are 
the technical means to enforce permissions. They allow control over what information 
a user can use, the applications they can run and the modifications they can make. 
Access controls should be built into the application software used by the ULB, 
operating system and can be implemented in add-on security packages that are 
installed into an operating system. Access controls can help protect: 
 
 Application software from unauthorized access to the business functions and the 

related data 
 Operating systems and other system software from unauthorized modification and 

thereby help ensure system integrity and availability 
 The integrity and availability of information by restricting the number of users and 

processes with access 
 Confidential information from being disclosed to unauthorized individuals. 

Authorization and access control can be applied internally to the ULB information 
systems. They can also be used to protect ULB-information systems from 
unauthorized external access. Internal authorization and access control are 
implemented: 
- At the platform 
- To stored information 
- To information in transit 
- For distributed applications. 

 
In the application software, access to perform the business processes/transactions 
shall be provided based on the role and responsibilities designated for the employee. 
The application software should facilitate for controlling the access for the ULB 
employees and other users of the system to the individual modules/functions in the 
modules based on the designated role. Such access to the module/transactions shall 
be provided through an approval process, which shall be documented. 
 
6.4.1. Internal Access Control 
 
Internal access control protects information from access points internal to the ULB. 
Internal access control shall be applied at the points in the ULB where potential 
damage may occur. This ensures the ULBs ability to perform its functions by allowing 
only authorized access to the information infrastructure. The internal access control 
shall address the following: 
 Access to the application software should be restricted to only authenticated and 

authorized users 
 Direct access to the backend database should be restricted to only the authorized 

administrators 
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 Access to the servers operating systems/data and other supporting infrastructure 
such as routers, switches, firewalls in the ULB should be restricted only to the 
authorized administrators. 

 
6.4.2. External Access Control 
 
External access controls are a means of controlling interactions between ULB 
information resources and outside people, systems, and services. External access 
control should permit authorized remote access by employees of the ULB, citizens, 
and external service providers to the ULB Information systems. External access control 
must also ensure that confidential information transported outside the ULB is 
protected from unauthorized access. External access controls use a wide variety of 
methods including physical devices. 
 
Protecting the ULB from unauthorized external access can be accomplished by: 
• Secured mode of user identification using user id/password or using digital 

certificates for critical transactions. 
• Perimeter defenses such as firewalls 
• Defining the access control lists in the network components (routers and switches) 

and in the firewall. 
• Secure communications from the ULB to external authorized parties (e.g. virtual 

private network (VPN)) 
• Online detection and termination of unauthorized activities in the ULB network 

using intrusion detection system (IDS) 
 
6.4.3. Recommended Best Practices for Authorization and Access Control 
 
The recommended best practices in this section pertaining to authorization and access 
control are highlighted below. 
 
Best Practice 1: Authorize users based on least privilege. 
 Authorize users to the minimum set of resources appropriate to their role. 
 Authorizing users on least privilege minimizes the impact of security violations. 
 Authorizing users to a minimum set of resources necessary to their function makes it easier 

to establish accountability. 
Best Practice 2: Use appropriate security service levels for each part of the technical 
infrastructure according to ULB-wide standards. 
 Identifying the necessary security service levels allows appropriate choice of a security 

mechanism. 
 A subdivision of infrastructure along security requirements will minimize security 

management and response to changes. 
 A basic level of communication security will reduce the number of applications that must 

be security-aware. 
Best Practice 3: Use open standards-based security solutions. 
 Security implementations vary widely. Use of proprietary solutions may make it difficult to 

adapt to advances in security and standards development. 
 Security management across the ULB requires a consistent and open standard based 

implementation of security solutions. 
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6.4.4. Implementation Guidelines for Authorization and Access Control 
 
The implementation guidelines in this section pertain to authorization and access 
control. 
 
Guideline 1: Secure transmission of data where appropriate. 
 Data in transit to and from the ULB must be protected in compliance with legal 

requirements for confidentiality and privacy. 
 Web-enabled applications must protect confidential or critical data from unauthorized 

access. 
 Use secure server-to-server communication to protect confidential or critical data 

transmission. 
Guideline 2: Avoid virtual private network (VPN) solutions for connecting other ULBs/ service 
providers outside the ULB that are not IPSec compliant. 
 VPN solutions today are proprietary. All other ULBs/external service providers are unlikely 

to use the same or similar technology. 
 Most transactions can be done with SSL. 
 VPN solutions should be chosen on compliance with IPSec and inter-operability among IPSec 

compliant VPNs. 
Guideline 3: Web-enabled applications that require user authentication should use SSL with 
client authentication and client public key certificates where appropriate. 
 For certain payments over the Web, SSL without client authentication is sufficient 

protection for client and server confidentiality. 
 For the online transactions, which mandate user authentication, SSL with client 

authentication should be used. 
Guideline 4: Use encryption for stored data or email only when appropriate. 
 Encrypted data incurs management and performance overhead. 
 Encrypted data incurs high overhead to encrypt and decrypt. 
 Managing encrypted or archived encrypted data requires effective key recovery and escrow 

schemes. 
Guideline 5: Services provided through the Internet (Web-enabled applications, FTP, Mail, DNS 
etc) must be placed on the DMZ or proxied from the DMZ. 
 Application services must be protected from unwanted external access and must be located 

on a DMZ or proxied from the DMZ. 
 All communication from servers on the DMZ to internal applications and services must be 

controlled. 
 Remote or dial-in access to the ULB must be authenticated at the firewall or through 

authentication services placed on the DMZ. 
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6.4.5. Standards 
 
The standards in this section pertain to authorization and access control. 
 
Standard 1: Secure sockets layer (SSL) 
 SSL is the most commonly supported protocol for communication between Web Server and 

browser. 
 It authenticates the web server and optionally authenticates the user browser. 
 Current implementations allow for client authentication support using the services 

provided by certificate authorities. 
Standard 2: IP Protocol security extension (IPSec) 
 IPSec is an extension to the IP communications protocol, designed to provide end-to-end 

confidentiality for packets traveling over the Internet. 
 IPSec has two modes: sender authentication and integrity but not confidentiality through 

the use of an authenticating header (AH), and sender authentication and integrity with 
confidentiality through the use of an encapsulating payload (ESP). 

Standard 3: Cryptography must be based on open standards 
 Cryptographic services identified in this document are based on open, industry accepted, 

standards. 
Standard 4: Use S/MIME for securing email communications. 
 S/MIME provides a consistent way to send and receive secure email including MIME data. 
 S/MIME defines a protocol for encryption services and digital signatures. 
 Email clients should be evaluated for support of the standard and for interoperability. 

 
6.5 Administration 
 
All organizations, including ULBs, experience change. Keeping security systems 
synchronized with that change is essential. For example, employee additions, transfers 
and resignations must be reflected rapidly. Administration of security in a distributed 
environment is a complex task. This task includes the means to administer user 
accounts, privileges, authentication and security policy implementation. The 
complexity of administering security can be reduced by: 
• Structuring responsibility for security e.g. creating an organization structure with 

defined responsibilities 
• Simplifying the complexity of security requirements, e.g. role-based administration 

vs. user-based administration 
• Creating security domains with common security requirements and policies 
• Tools for performing administrative functions. 
 
6.5.2. Recommended Best Practices for Security Administration 
 
The recommended best practices in this section pertaining to security administration 
are highlighted in below. 
 
Best Practice 1: Because security control impacts the entire ULB, its implementation must be 
easy to administer, verify, and sustain. 
 Administration of user identification, authentication and authorization is required to 

protect the ULB. 
 In order to sustain security it must be easy to administer. 
 The security implementation must be verifiable to ensure continued reliability of the ULBs 

IT infrastructure. 
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Best Practice 2: Identify security policy domains. 
 The ULB is one security policy domain with a specific security policy that must be 

implemented. 
 Establishing security domains simplifies the analysis of security requirements and focuses 

attention on security policy requirements. 
 Identifying security domains allows policies to be applied at the appropriate locations in 

the architecture. 
 Security policies may vary between domains requiring protective measures or gateways to 

traverse differences in policies. 
 
6.6 Audit 
 
The security architecture must provide the capability to track and monitor successful 
and unsuccessful interactions with the information infrastructure of ULB. 
Accountability for interactions must be tied to specific users. The 
architecture/systems should facilitate audit of all significant security events including 
authentication, accessing of services and security administration. The auditing 
capabilities need to be built into various layers of the ULBs infrastructure including 
application software, operating system, database, network, firewall etc. Following are 
the details of the guidelines for auditing of systems deployed by ULB. 
 
a. ULB shall perform an IT system audit including security and controls review of 

application software, supporting IT infrastructure and general computer controls 
review. The security and controls review of application software shall include the 
review of following controls built into the application software: 
- Input Controls: To ensure that inputs to the system are authorized, complete, 

accurate and not duplicated.  Also, to ensure that the rejected transactions are 
isolated, analyzed, corrected and resubmitted in a timely manner 

- Processing Controls: To ensure that data is processed by the system accurately 
and completely in the proper accounting period 

- Output Controls: To ensure that the system outputs are adequately reviewed 
for accuracy and are distributed to authorized persons only and on time 

- Interface Controls: To ensure that system interfaces operated in a manner such 
that data is transferred accurately and completely and in the proper period and 
rejected transfers are isolated, analyzed, corrected and re-submitted in a 
timely manner 

- Standing Data Controls: To ensure integrity of data and existence of adequate 
controls to enable only authorized changes to be made to master files, 
parameter files and standing data files 

- Audit Trials: To ensure generation of audit trails that make the transactions 
entered in the system transparent, enable assigning of responsibility for actions 
committed through the computer and review security violations. The auditing 
capabilities built into the application software should address the requirement 
such as user authentication attempts and failures, login/logout time, 
transaction time stamping with user id, changes to the application software, 
version changes etc. 
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b. ULB shall implement Intrusion Detection Systems (IDS) at all the critical network 
points, both internal and external, for monitoring and addressing the unauthorized 
access attempts and the malicious activities in the network. 

c. Information and communications systems handling sensitive ULB information must 
log all security relevant events. Examples of security relevant events include, but 
are not limited to: 
- attempts to guess passwords, 
- attempts to use privileges that have not been authorized, 
- modifications to production application software, 
- modifications to operating systems, 
- changes to user privileges, and 
- changes to logging subsystems. 

d. Procedures must be established for monitoring the use of information processing 
facilities. Level of monitoring must be determined as a result of a risk assessment 
analysis. 

e. The active user ids in the system need to be continuously reviewed by the 
designated personnel to ensure unused user ids beyond a specified period (e.g. 60 
days) are deactivated or deleted through appropriate procedures. 

f. Computer and communications systems handling user access must be monitored for 
the user-id, type of event, time and date of event, files and objects accessed, and 
the program or utility used for access. Other relevant security issues, such as users 
switching ids, attempts to guess passwords, failed logon attempts, policy violations 
for gateways and firewalls, alerts from intrusion detection systems, and attempts 
to use unauthorized privileges, must also be monitored. 

g. Computer and communications systems handling privileged user operations must be 
monitored for use of supervisor user-id, system start-up and shut-down, and I/O 
device attachment/detachment. 

h. Computer and communications systems handling system alerts and failures must be 
monitored for console messages or alerts, system log exceptions, and network 
management alarms. 

i. Log records must be reviewed frequently according to the risk factors involved.  
Areas that need to be considered are the criticality of the application processes, 
the value of the information, the past experience of system misuse, and the extent 
of the system inter-connections. 

j. System administrators must perform system monitoring as part of their daily work 
routine. This includes, but is not limited to, monitoring system usage, processing 
and input/output performance, and availability of network services. 

k. Software tools or utilities shall be used that will programmatically summarize log 
entries or associate actions with log file entries. This will help to summarize 
important log events generated in log files. (E.g. top 10 FTP users, top 10 denied 
FTP users, top 10 telnet/rlogin users, top 10 denied telnet/rlogin users, top 10 
failed user authentication, usage statistics by proxy services like ftp)   

l. The logs will be accumulated for one week and then archived to a location, which 
is independent of the firewall system. The archive backups will be stored for at 
least six months. 
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m. System administrators shall continuously monitor for the latest patches/antivirus 
updates/releases for the system software deployed by the ULB. Such updates shall 
be implemented for all the IT resources deployed by the ULB. 

 
The portal solution is among the key requirements of the envisaged solution for the 
ULBs and following outlines, in addition to what has been discussed in this section, 
security guidelines for the portal solution. 
 
Portal Solution  Security Requirements 
The portal solution should provide the ability to map together two sources of user 
information. For instance, LDAP is very good at storing largely static data about users, 
however if there is some data about users that is highly dynamic, it can be more efficient to 
store such information in an RDBMS, and retain the static data in LDAP. The solution should 
provide a method for linking the two. For example a users ID and contact details are largely 
static, whereas transactional information relating to the user (i.e. service registration details) 
are liable to frequent changes. 
Browser based password change service for users with enhanced password management 
Features such as minimum password length, minimum number of numeric characters, forced 
password change with optional grace logins, non-dictionary words, password history etc. 
Access control to information 
The security solution must be able to support a variety of ways to restrict access for specific 
users to only certain resources in the solution. The System must provide single sign-on to all 
functional areas. 
Scalable and portable solution 
The security solution must provide scalable access services for the Portal solution, including 
scalability in terms of number of users, user groups, resources, and access control policies.  
Open and extensible security platform 
The solution must provide a robust and customizable security solution that meets the 
application requirements of the solution. It is hard to anticipate all present and future 
requirements. An open, extensible architecture and documented application programming 
interfaces (APIs) enable developers to customize an access control system to their specific 
requirements.  A platform that will grow with additional application deployment and scales as 
user traffic grows, while providing the highest level of reliability is required. 
Uninterrupted security services /automated load balancing to backup services 
The security solution must provide for load balancing to enable a fully scalable solution. It 
should also enable continued service on failure of one or more of its component parts. 
Secure storage of critical items 
The security solution must provide for the ability to securely store critical data within the 
LDAP or other user directory structure or any user related databases so that database 
administrators or any unauthorized users do not have access to such items as passwords and 
other critical documents of any oration. 
Detailed session management abilities 
The security solution must provide for session settings such as idle or max session time-outs, 
concurrent sessions and other session control settings 
Web Access Filtering 
The security solution must examine all traffic to all services/pages being protected by the 
solution. All access attempts to the web server/application should be intercepted and 
examined for authentication and authorization requirements. 
Security Monitoring 
The security solution must be capable of comprehensive logging of the traffic through the 
network and applications under its control. It should be capable of logging unauthorized 
access attempts in to the network and the internal resources, and attempts to login that fail. 
It should also be capable of notifying appropriate parties including the ULB users/security 
administrators etc of suspicious activity. 
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Configuration Management 
The security solution should provide a way of controlling changes to configuration, if a major 
change to configuration is made then a way of recording this change must be provided with 
the possibility of rolling back through previous configurations in the case of problems. 
The portal environment, including the documents uploaded by the users, needs to be 
adequately protected against viruses. 
Security- User profiles 
For an administrator - The system should provide two layers of access control over the 
creation/modification of user profiles. 
For the first login by a user, the system should prompt the user to change his password. 
When a user logs-in, the system should show him the date & time of last login 
The System must restrict user access based on the privileges assigned to the user  
The system should maintain a log of all the activities carried out by a user along with a date 
and time stamp. 
The System must maintain a log of all activities carried out by an administrator. 
Other Security Services 
The sensitive and confidential information and documents of the users must be stored in an 
encrypted format in the database. 
The system should support 128-bit encryption for transmission of the data over the internet. 
All the systems in solution network should run most up-to-date anti-virus software to avoid 
malicious programs to cause damage to the systems 
Any access to the solution database should only be via application/portal authorization 
Physical security for the solution should address securing all information assets from physical 
access by unauthorized personnel. For example, the data center server infrastructure should 
not be physically accessible by anyone other than the persons responsible for on-site 
maintenance of the systems 
The technology solution should comply with BS7799 standards. Security certification process 
shall include audit of network, server and application security mechanisms. 
 
PKI Service Requirements 
 
For providing online and real-time transactions to the citizens and businesses requiring 
high degree of user authentication and security, ULB need shall implement the PKI 
based solution. For e.g. the e-procurement module of the ULBs should facilitate online 
submission of tender responses by the vendors. For such transactions, ULBs can 
implement digital signature based authentication services. ULBs need to carryout an 
exercise to identify such sensitive and critical transactions, and shall make use of PKI 
services for performing such transactions. Following outlines certain guidelines with 
respect to implementation of PKI Services.  
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PKI Services Requirements 
The solution should support digital certificates issued by licensed CA’s in India and should 
accept digital certificates based on criteria (Issuer, Class, Policy Identifiers). 
Client digital certificates based authentication should be used for access to the services as 
identified by the ULBs. 
The digital signatures used in for the ULBs solution must be compliant to RSA standards as 
required by IT-Act 2000 and any further amendments, if any. 
Automatic validation of digital certificates used for authentication and digital signatures is 
required. The validation must include check for acceptance criteria (Issuer, Class and Policy 
Identifiers), validity period, and current CRL based revocation checking. 
Digital signing and encryption of attachments (documents) compliant to PKCS standards is 
required. 
XML digital signatures compliant to W3C XML-Signature syntax and processing 
(http://www.w3.org/TR/xmldsig-core/) are required for transactions. 
 
6.7 Directory Services 
 
The government departments including ULBs are conducting their business processes in 
electronic environment and developing closer electronic interface with citizens, other 
departments and service providers. This requires a secured means of identification, 
authorization and administration of ULB information users and effective security 
administration of ULB information resources. To meet these goals, a directory services 
infrastructure must be in place. Such information can also be maintained in any 
standard relational database system. But, directory services provide effective and 
efficient administration facilities over RDBMS in this context.  
 
X.500 is an international telecommunications union telecom (ITU-T) standard for 
directory services that defines a global solution for the storage, distribution, and 
retrieval of directory information. A directory service allows a user, administrator, or 
program to locate objects on a network and obtain information about them. A key 
component of a directory service is the directory, a type of database that stores 
information. Directories often are displayed in a GUI as trees with branches. A 
directory service is a database that provides a mechanism to inventory, administer, 
and access resources in the network. These resources include users, groups of users, 
applications, data, printers, servers, and other physical devices throughout the 
network. A properly designed and implemented directory service can present a central 
point for authentication (log-in) and a view of all available resources on the network.   
 
Additionally, this facilitates authorization, also known as access control, which 
determines the rights that are associated to a particular resource and enforces them.  
 
6.7.1. Recommended Best Practices 
 
It is necessary to implement a directory services strategy in order to improve 
communications between disparate systems. When planning a project that includes 
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directory services, the strategy must be based on the following best practices to 
assure its success. 
 
Best Practice 1: Implement a fault tolerant solution to provide 24-hour, 7-day availability to 
the enterprise directory. 
 If the directory becomes inaccessible, the resources to which a user has rights become 

unavailable. Therefore, a directory must be available at all times to accept 
authentication requests. This can be accomplished with a planned fail-over strategy to 
ensure that, if one server fails, another backup server can pick up the requests. This 
should include a replication strategy with hardware solutions that include disk or system 
duplexing, disk or system mirroring, disk arrays. 

Best Practice 2: Purchased applications and operating systems should be directory-enabled. 
 Securing applications and their operating environments is a significant challenge. Security 

is a natural environment for the use of a directory. Applications can authenticate users to 
an external source by being directory enabled. The directory is better suited to provide 
information on the level of security necessary. Applications can be further enhanced 
when they are enabled to obtain an expanded set of information from the directory as 
appropriate. Thus making applications more modular and consolidating administration to 
a central location. For example, an application can gather employee information from 
the user object in the directory. This facilitates user authentication and authorization by 
making the resources on that platform available to the ULB, when the appropriate rights 
are in place. 

 
 
6.7.2. Implementation Guidelines 
 
The implementation guidelines in this section pertain to directory services. 
 
Guideline 1: Ensure that new software and operating systems are directory-enabled whether 
purchased or developed in-house. 
 Authentication and authorization functionality may be available in each of the existing 

and planned applications. Rather than building these same services into each 
application, these services should be obtained from the enterprise directory. Purchased 
applications and operating systems should also utilize the enterprise directory for user 
authentication and authorization. This prevents redundant administration and user 
authentication. Furthermore, when current systems are undergoing significant change 
this functionality should be built in. 

Guideline 2: Discontinue propagation of proprietary products that do not conform to 
standards. 
 Proprietary products that do not utilize industry standards prevent our systems from 

being interoperable. Accessibility to our enterprise directory from other systems 
provides a mechanism for central administration and user authentication, directory 
lookups, synchronization, public key retrieval, and others. LDAPv3 is the current industry 
standard for this functionality. 

Guideline 3: Use the enterprise directory for authentication and authorization of network 
and application users. 
 The primary function of directories today is user authentication. Applications should be 

directory enabled to allow authentication to be performed by the enterprise directory. 
The directory is better suited to provide security and it allows us to consolidate 
administration to a central source. This is not the only capability of directories. 
Directories are being expanded to support policy-based networking, DNS, among other 
functionality.  
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7. Solution Deployment Models 
 
The presence of municipal administration department is spread across the entire 
state. Most of the operations at the field level are performed at the ULBs or 
municipalities. The services of the application software developed for the department 
need to available for the employees at the ULB level. Following are the solution 
deployment models for hosting the necessary infrastructure to cater to the 
information processing requirements of the department. 
 
Most of the business processes of the department are performed at the ULB level, 
including revenue (property tax, vacant land tax, water tax etc) collection, birth & 
death registration, town planning etc. The number of ULBs in a state in India varies 
from two to seven hundred. Deployment of required server and software infrastructure 
at all the seven hundred locations in a state is an expensive proposition and also leads 
to huge management overheads. Where as in the states with less number of ULBs can 
afford to deploy the required infrastructure for information processing needs in each 
ULB. However, certain data consolation is required at the district and state level for 
supporting the state level planning, administration and decision making.  
 
Application architecture, data consolidation requirements, availability of the 
connectivity between the locations and its performance are some key parameters 
based on which solution deployment model for the ULBs can be designed. 
 
As discussed in the Section 3, the department application shall be based on a three 
tier architecture which supports all the three models of the solution deployment. 
Several state governments are progressing towards implementation of state wide area 
network (SWAN) for the government communication needs. SWAN is also a parallel 
MMP of Government of India. 
 
Centralized deployment architecture is the most preferred and recommended solution 
for the ULBs, which provides administrative control, ease of management of the 
solution and several other benefits as discussed in the table below. For the centralized 
deployment, as discussed above a dedicated and high performing network solution is 
required, which does not exist in many of the states today.  
 
Comparison of Solution Deployment Models 

Option 1 - Centralised Option 2 - Hybrid Option 3 - Decentralized 
Pros 
• Ease of integrating 

applications within and 
outside the ULB 

• Ease of software and 
systems management 
(version control, upgrades, 
etc) 

• Data updation control and 

• Data availability risk is 
localized to a district at a 
time 

• Relatively lower no. of 
locations to manage 

 

• Individual locations have 
control over their data 

• Availability of service at 
one ULB is independent 
of all other ULBs 
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integrity management  
would be easier 

• Lower cost of system 
software. 

• Increased control of 
managing disparate 
information systems 

• Maintenance of data 
confidentiality is high 

• Ease of implementation/ 
roll outs 

• Efficient resource 
utilization 

• Reduced cost of ownership 
• Reduced cost of 

management 
• Reduced cost of 

implementation 
Cons 
• High reliability on 

communication  
• Higher communication cost 
• Single point of failure - 

Need for redundant site/ 
hardware/communications 
etc. 

• Data availability risk is 
higher as compared to 
de-centralised 
architecture 

• Delay in rollout to all 
the field units 

• High reliability on 
communication 

• Version control of 
applications in different 
locations is complex 

• Skilled IT personnel at 
each location 

• Higher hardware 
investments 

• Higher communication 
cost 

• Higher maintenance and 
IT management costs 

• Increased application 
complexity 
• Replication between 

databases 
• Interfaces  

• Difficulty in integration 
of intra-ULBs and inter - 
departmental 
information 

• Delay in rollout to all the 
ULBs 

• Version control of 
applications in different 
locations is complex 

• Skilled IT personnel at 
each location 

• Higher hardware 
investments 

• Higher maintenance and 
IT management costs 

• Higher system software 
cost. 

 
Considering the pros and cons of the three deployment models, for the states having 
the reliable and high performance networking infrastructure and facilities, it is 
recommended to implement the solution on a centralized basis. For the locations, 
with non-availability of the reliable backbone and the supporting infrastructure with 
the service providers, a decentralized solution is recommended. However, the 
following discusses the three solution deployment models in detail. 
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7.1 Solution Deployment - Option 1 – Complete Centralized Solution 
 
The option 1 is based on complete centralized architecture with the entire server and 
storage infrastructure required for ULBs’ information processing needs is hosted at the 
central data center at state level i.e. state data center (SDC). 
 
Fig 13: Data Center Deployment in Option 1 
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 In option 1, dedicated network connectivity need to be established from each ULB to 
the state data center for accessing the application services. Establishing network 
services from SDC to all the ULBs is an expensive proposition. The ULBs can utilize the 
services of state wide area network (SWAN), which shall be established by the 
respective states. But currently, a complete state wide area network spanning till ULB 
level does not exist in the country. For ease of management and reducing the costs of 
network connectivity, the district head quarters in each district shall host the District 
Network center at which all the data circuits from ULBs shall be terminated. The user 
request from the ULB to the application infrastructure in SDC shall be routed through 
the District network center of the respective district. Following discusses the three 
tiers in the solution deployment i.e. state data center, district network center and 
ULB. 
 
Tier I - Urban Local Bodies: The ULBs where most of the department’s business 
processes are executed hosts infrastructure such as personal computers (PCs) and 
printers to perform the day-to-day operations. The necessary connectivity shall be 
provided from ULBs to the respective district network center. Appropriate redundancy 
shall be built into the connectivity between the ULB and DNC. The user requests from 
ULB shall be routed to state data center through the district network center. 
 
Tier II – District Network Centers: district network center (DNC) in each district shall 
be hosted in one of the ULBs in the respective district head quarters. The DNC shall 
host the necessary communication infrastructure for aggregation of leased line circuits 
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from all the ULBs in the district and also facilitates a high speed uplink to the SDC. 
Appropriate redundancy shall be implemented in connectivity to both SDC and ULB. 

Tier III – State Data Centers: 
The SDC shall host the necessary infrastructure, including application servers, 
database servers and data storage facilities etc to cater to the information processing 
requirements of the employees operating from the ULBs. The state data center (SDC) 
shall be connected to each district network center using high speed leased lines (2 
Mbps).

Provision of services to the citizens through Internet is among the most preferred 
option of service delivery as Internet has gained wide acceptability in usage. For such 
provision of online services, a portal solution is required to be hosted at a central level 
for each state. SDC in each state shall host the portal solution for provision of online 
services to the citizens of the state. In addition, SDC also caters to the MIS and other 
data consolidation requirements of the entire state through data gathering from 
various districts in the state. Following depicts the illustrative solution deployment for 
option 1 discussed above. 

Fig 14: Illustrative Solution Deployment for Option 1 

7.2 Solution Deployment - Option 2 – Decentralization at the District Level 

The Option 2 is based on decentralized architecture at the district level with the 
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head quarters. In option 2, dedicated network connectivity need to be established 
from each ULB to the DDC for accessing the application services. Following discusses 
the three tiers in the solution deployment i.e. state data center, district data center 
and ULB. 
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Fig 15: Data Center Deployment in Option 2 
 
Tier I - Urban Local Bodies: The infrastructure at ULB remains same as detailed in 
Option 1. 
 
Tier II – District Data Centers: The DDC shall host the necessary infrastructure, 
including application servers, database servers and data storage facilities, to cater to 
the requirements of the employees operating from the ULBs. Each DDC is connected to 
the respective ULB to extend the application services to the ULB employees. district 
data centers also provide connectivity to the external service providers (e.g. e-Seva in 
Andhra Pradesh and B1 in Karnataka) for provision of the services through integrated 
citizen service centers. For such provision of services by the external service providers 
it is essential to provide the access to the entire data of the district to the respective 
service provider. The online data aggregation at the district data center also provides 
quick access to the MIS and other data related to the administration purposes for the 
ULB officials at the district levels. 
 
Tier III – State Data Centers: 
SDC shall host the infrastructure required for provision of services to the citizens 
through the portal. The request submitted by the citizen at the portal shall be routed 
to the respective district, through intranet, for verifying the authenticity of the 
request and further transaction processing. For e.g. a property tax payment request 
shall be routed to the respective district based on the district name selected by the 
citizen. The information shall be queried from the district database using the 
assessment number supplied by the citizen. SDC shall store the data related to the 
transaction history and the entire transaction processing shall be carried out through 
data pull and push mechanisms with respective DDC. 
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SDC shall also host the required infrastructure for aggregation of MIS and other 
administrative data for the requirements of the ULB. The DDC’s shall publish the MIS 
data of the respective districts to SDC at defined frequency through the Intranet. 
Following depicts the illustrative solution deployment for Option 2 discussed above. 

Fig 16: Illustrative Solution Deployment for Option 2 

7.3 Solution Deployment - Option 3 – Decentralization at the ULB Level 

The option 3 for solution deployment for department is a complete decentralized 
model with application resources deployed at the ULB level. Individual ULBs shall host 
the application and database server infrastructure to cater to the respective ULB 
employees. Following discusses the three tiers in the solution deployment i.e. state 
data center, district network center and ULB. 
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Fig 17: Data Center Deployment in Option 3 
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Tier I - Urban Local Bodies: In option III, the individual ULB is provided with the 
application and database server infrastructure, in addition to the PC’s and other 
infrastructure required for carrying out the ULB operations. Deployment of application 
and database servers at each ULB causes huge management overhead for the 
department. 
 
Tier II – District Network Centers: The infrastructure at DNC’s remains as discussed in 
Option 1. 
 
Tier III – State Data Centers: 
SDC shall host the infrastructure required for provision of services to the citizens 
through the portal. The request submitted by the citizen at the portal shall be routed 
to the respective district, through intranet, for verifying the authenticity of the 
request and further transaction processing. For e.g. a property tax payment request 
shall be routed to the respective ULB, through DNC, based on the district name and 
ULB selected by the citizen. The information shall be queried from the ULB database 
using the assessment number supplied by the citizen. SDC shall store the data related 
to the transaction history and the entire transaction processing shall be carried out 
through data pull and push mechanisms with respective ULB. 
 
SDC shall also host the required infrastructure for aggregation of MIS and other 
administrative data for the requirements of the department. The DNC’s shall publish 
the MIS data of the respective districts to SDC at defined frequency through the 
Intranet. Following depicts the illustrative solution deployment for Option 2 discussed 
above. 
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Fig 18: Illustrative Solution Deployment for Option 3 

ULB, based on its application services availability requirements needs, shall 
appropriately choose the deployment model feasible for implementation of its 
application software. Following are few guidelines for the same. 
� Establish state level data center for implementation of the external portal solution 

for the citizens. 
� It may not be required to aggregate the entire data at the state data center. ULBs 

need to perform an assessment of data consolidation and MIS requirements 
required at a state level and need to only obtain and store such data from the 
respective districts through secured intranet. 

� The national urban information system (NUIS) module envisaged for the ULBs is 
expected to provide the state level MIS information which enables assessment of 
the performance of the ULBs. The consolidated information from the respective 
ULBs needs to be updated to the central database at State Data Center. This data 
updation shall be scheduled using the batch transfers during the non peak hours. 

� Implement 3-tier network architecture with state data center, district data or 
network center and ULB. Connecting all the ULBs across the state directly to the 
central data center is an expensive proposition. It is recommended to establish the 
network aggregation points in each district head quarter and connect all the 
district head quarters to the state data center. 

� It is recommended to design the network architecture in line with the state wide 
area network architecture of the respective states. 

� If high speed data backbone exists operating with good performance in the state, it 
is recommended for the ULB to make use of such backbone to connect the district 
network centers to the state data center, and ULBs to the district data center. 
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 It is recommended to implement hybrid architecture with application and database 
server infrastructure at the district data center level in each district. 

 In case of non availability of reliable and required network connectivity options for 
connecting ULB to DNC, the required server infrastructure need to be established 
at each ULB for ensuring the performance and availability. It is recommended to 
provide an offline processing server in each ULB for the above purposes ensuring 
the performance and availability of the solution. 

 For connecting the ULBs to district network centers and district network centers to 
state data center, it is recommended to make use of high speed leased line 
connectivity wherever possible. 

 For connecting the DNC to SDC, a minimum 2 Mbps bandwidth connectivity need to 
be established with appropriate redundant backup circuit using another leased line 
or VSAT connectivity. 

 For the locations lacking reliable terrestrial leased line facilities, ULBs can 
implement the network connectivity using VSAT technology. 

 The zones in the same ULB can be connected using the leased lines with ISDN or RF 
links as the backup option which can be used in case of failure in the leased line 
connectivity. 

 The network communication established for the ULBs shall be a complete multi-
service network and should support other services such as voice over internet 
protocol (VoIP) and video services. The network infrastructure including the 
network operating system installed in the WAN components shall support the VoIP 
and Video services. 

 Appropriate quality of services (QoS) mechanisms shall be configured in the WAN 
routers ensuring that data, voice and video traffic are assigned with required 
priority levels in the network. 

 ULBs need to perform an assessment of external service providers/departments, 
which might require access to the ULB’s data. For provision of department related 
services through integrated citizen service centers, it is required to obtain access 
to the ULB’s data. In network designing, ULBs need to identify such integration 
points at the state, district and ULB levels to ensure secure and reliable access to 
the external service providers or other departments. 

 While this document details the minimum required server specifications for 
application, web and database servers, MoUD need to evaluate the required server 
capacity based on both the internal department users and other external service 
delivery channel users accessing the ULB’s application/data. 
o E.g. Each ULB may have 5 - 10 users in the department’s facility accessing the 

application infrastructure. If the state implements integrated citizen service 
centers in the ULB for provision of transactions such as property tax payment 
etc, then the service center operators would need access to the department’s 
data for transaction processing. In such a scenario, the number of users 
accessing the ULB application/data infrastructure might get doubled with 
service center operators in addition to the department employees. During the 
peak transaction days (e.g. property tax payment), the number of concurrent 
users accessing the systems might be very high and ULBs need to consider all 
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these during the assessment of number of concurrent sessions expected to be 
processed by the server infrastructure. 

 For data replication, ULBs shall identify the non-peak business hours and data 
backup/replication processes should be scheduled during the non-peak hours. 

 It is always recommended to deploy heavily used data sources “close” to the 
applications using them i.e. either deploy the user interface, application and data 
in the LAN or if separated should be connected using high performance (high 
speed) and reliable network infrastructure. 

 When implementing a decentralized architecture, load and performance analysis 
need to be carried out based on the number of users, per transaction load, data 
transfer requirements and anticipated growth in application usage. ULBs need to 
make an assessment of the required bandwidth sufficient to operate the solution in 
a decentralized environment. The network must be positioned for future growth in 
traffic and expansion of services such as voice and video. 

 When data has to be distributed to multiple points (e.g. software and content 
distribution), move it once and only once across each data link. 

 The standard for LAN cabling shall be followed i.e. Category 5, 5e or 6. Unless 
specific needs exist, such as high speed or long distances, UTP should be 
considered for the horizontal runs in cable layouts. 

 
7.4 Infrastructure Management 
 

The performance and availability of the infrastructure supporting the application 
software plays a key role in successful rollout of the solution. Appropriate enterprise 
management solution (EMS) should be implemented to manage the supporting 
infrastructure such as routers, switches, servers, storage, data, application, end user 
systems and antivirus etc. Following are high-level guidelines for Infrastructure 
management and administration. 

 

 Centralize remote systems management for mission critical applications. 
 Implement products that use standard protocols and interfaces i.e. the 

infrastructure selected for ULBs shall support network management and monitoring 
protocols and standards such as simple network management protocol (SNMP), 
RMON etc. 

 Infrastructure deployed in data centers must be configured to facilitate remote 
management and support. An Infrastructure management console room shall be 
established which is physically separated from the premises where the 
infrastructure hosted. The administration of the systems and servers shall be 
managed from the console room. For any emergency system operations the system 
administrators shall access the physical infrastructure. Systems management 
functions for data center should be remotely performed. 

 System components should be configured to proactively alert in advance of failure 
including predictive capability. 

 Inventories of hardware and software configurations should be maintained real-
time. 
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 A reporting mechanism should be implemented for monitoring and reviewing the 
infrastructure performance results.   

 
Following details the specifications and illustrative requirements of the enterprise 
management system for the ULBs. 
 
Functional and technical requirements: 
 The enterprise network and systems management system should be used to manage all 

enterprise resources with a solution that encompasses the heterogeneous networks, 
systems, applications, desktops and databases present. It should have the capability to 
consolidate all the information to one console with the support for web interface. 

 The discovery services in the EMS should discover systems, network devices and the 
topology. This capability allows for a complete inventory of all visible IT resources. The 
inventory scanning process should be able to discover any custom IT resources (such as 
in-house applications). 

User Interface 
 EMS should provide the graphical user interface which is user friendly to depict an IT 

infrastructure, making IT management much more intuitive. 
 The EMS should offer maps and a Web browser interface. The interface should utilize 

detailed geographic maps to determine physical locations. The map should be capable to 
provide real time view of the enterprise. The web browser interface should enable 
management of IT resources via Internet or Intranet access or through dialup/remote 
access. 

 The EMS should provide the redundancy mechanism, which enables the end points or 
agents to subscribe to another gateway when the primary gateway fails. 

Event Management 
 The EMS should offer a solution to the problem of managing exception events. It should 

correlate and filter events from different types of IT resources, and pinpoint the root 
cause of a problem. 

 This event manager should also permit integrating in-house applications with the EMS. It 
should be used to integrate not only management applications, but also general business 
applications to make them easier to manage. 

 With event filtering and correlation, multi-level managers and agents, automatic 
corrective measure, the EMS should provide comprehensive event management 
capabilities. It should eliminate the clutter of spurious alarms and simplify the 
management of complex IT infrastructures. 

 It should help to notify through pager, cell phone, email, and fax of various/selective 
events occurring in the enterprise. 

Software Distribution 
 The software distribution function should provide flexible and scalable delivery, 

installation, and configuration of software. 
 The software distribution should support customizable distribution schedules, alternate 

methods, heterogeneous network protocols, diverse operating systems including UNIX, 
and both push and pull distribution modes. 

 Compression should be supported while distributing the software across WAN. 
 Furthermore, its integration with the event management functions of the EMS should 

provide complete tracking, logging and automated correction of failures during the 
delivery and installation process. In addition, its integration with the security functions 
of the EMS should enable administrators to deliver software with peace of mind. 

 It should be possible to store images of the servers and desktops and restore images from 
the image server. It should distribute the image to the desktops/Servers by using the 
booting from image floppies. 
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Network Management 
 The Network Management function must monitor performance across heterogeneous 

networks from one end of the enterprise to the other. 
 It should proactively analyze problems to improve network performance. 
 The Network Management function should create a graphical display of all discovered 

resources. 
 The Network Management function should have extensive reporting facility, providing the 

ability to format and present data in a graphical and tabular display 
 The Network Management function should collect and analyze the data. Once collected, 

it should automatically store data gathered by the NMS system in a database. This 
enterprise-wide data should be easily accessed from a central location and used to help 
with capacity planning, reporting and analysis. 

 The network management function should also collect traffic statistics on client/server 
sessions, which cross the LAN on which it is running. 

 The network management function should also provide information on performance of 
Ethernet segments, including capacity utilization and error statistics for the segment and 
the top-contributing hosts, WAN links and routers. 

 Alerts should be shown on the event management map when thresholds are exceeded 
and should subsequently be able to inform network operations center (NOC) and notify 
concerned authority using different methods such as pagers, emails, etc. 

 It should be able to automatically generate a notification in the event of a link failure to 
ensure proper handling of link related issues. 

 The systems and distributed monitoring (Operating Systems) of EMS should be able to 
monitor: 

- Processors: Each processor in the system should be monitored for CPU utilization. 
Current utilization should be compared against user-specified warning and 
critical thresholds 

- File Systems: Each file system should be monitored for the amount of file system 
space used, which is compared to user-defined warning and critical thresholds. 

- Log Files: Logs should be monitored to detect faults in the operating system, the 
communication subsystem, and in applications. The function should also analyze 
the files residing on the host for specified string patterns 

- System Processes: The System Management function should provide real-time 
collection of data from all system processes. This should identify whether or not 
an important process has stopped unexpectedly. Critical processes should be 
automatically restarted using the System Management function 

- Memory: The System Management function should monitor memory utilization 
and available swap space 

- Event Log: User-defined events in the security, system, and application event 
logs must be monitored. 

 The Remote Control feature of EMS should offer the following: 
- Should take the complete control of Remote Windows 95, Windows 98, Windows 

2000, Windows NT and Windows Terminal Server based desktops from a central 
location 

- Should support security related features for taking the control of remote PCs 
based on pre-defined policy and authorization. 

- Roles should be used to restrict the level of operations an administrator can 
perform in a certain region. The Remote Control should offer at least the 
following four roles: 

a. Control: Take control of the remote machine, execute commands and 
applications (active state) 

b. Monitor: View the display of the remote workstation and monitor activities 
(monitor state) 

c. Probe: Execute diagnostic commands, such as scripts or batch files, on the 
remote workstation 

d. Reboot: Reboot the remote workstation. 
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Reporting 
 The Reporting and Analysis tool should provide a ready-to-use view into the wealth of 

data gathered by Management system and service management tools. It should 
consolidate data from all the relevant modules and transform it into easily accessible 
business-relevant information. This information, should be presented in a variety of 
graphical formats can be viewed interactively (slice, dice, drill down, drill through). 

 The tool should allow customers to explore the real-time data in a variety of methods 
and patterns, and then produce reports to analyze the associated business and service 
affecting issues. 

 The presentation of reports should be in an easy to analyze graphical form, enabling the 
administrator to put up easily summarized reports to the management for quick action 
(Customizable Reports). The software should be capable of supporting the needs to 
custom make some of the reports as per the needs of the organization. 

 Provide Historical Data Analysis: The software should be able to provide a time snapshot 
of the required information as well as the period analysis of the same in order to help in 
projecting the demand for bandwidth in the future. 
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8. Business Continuity & Disaster Recovery Guidelines 
 
8.1 Introduction 
 
In recent years, added emphasis has been placed on the continuation of business 
functions in the face of potential disasters. Such disruptive acts may be natural 
disasters such as earthquakes, severe storms, flooding or deliberately caused by man 
(bombings, arson and sabotage). The ULB is looking forward to improve the service 
delivery through business process reengineering and infusion of Information 
Technology into service delivery. ULB is also planning to use IT as the key enabler in 
providing the services to the citizens which leads to heavy dependence upon its 
information processing capabilities in order to support its service delivery. Only 
through effective advance planning and preparation can we ensure that critical service 
delivery functions and activities will continue in the event of a disaster. 
 
With such a strategic priority given to the IT, it is mandatory for the ULB to review and 
address all the issues and risks surrounding the IT and to plan for the continuity of the 
services in case of unforeseen events. This section of the document highlights 
standards and guidelines in designing the business continuity and disaster recovery 
plan. 
 
8.2 Definitions 
 
Business continuity plan  
 A plan that sets out the processes that are to be followed for an organization to 

continue to function and deliver essential  services in the event of a significant 
disruption 

 
Disaster recovery plan 
 A plan that sets out the processes that the ULB needs to follow in order to 

continue to deliver essential services in the event of a significant disruption to, or 
degradation of ULB IT resources 

 
8.3 Guidelines for Development of BCP & DRP 
 
The automation of ULBs business process and processing and storage of transactions 
through information systems have increased the greater dependence on information 
systems. As a result, information processing has become a nerve center for the success 
of any e-governance initiative. As dependence on automated business processing 
increases, so does the risk associated with a loss of processing capability. Preparation 
of an overall business recovery plan gives ULB an excellent opportunity to alleviate or 
minimize potential problems that would disrupt the service delivery and operations. 
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• Flexibility is a crucial concept in continuity planning. No amount of detailed 
planning can accommodate every contingency. Instead, the ULB should plan to 
have the personnel, training, information, and resources in place to respond to the 
broadest variety of contingencies. Planning for flexibility in no way reduces the 
need for a detailed plan with "hot site" provisions, back-up files, personnel 
scheduling. 

• Continuity plans should encourage management initiative by decentralizing 
decision-making authority within the bounds of formalized goals and objectives. 
Clear statements of both disaster-specific continuity goals and objectives that 
apply to all continuity-disrupting events should provide management with both the 
confidence and the authority to remain flexible. 

 
The continuity planning process should cover these main areas: 
• Business Planning - determines which aspects of the services and operation of the 

ULBs are the most critical and creates the justification for the overall plan. This 
preliminary analysis phase assesses the potential risk and impact on the ULBs 
service delivery and operations, identifies recovery requirements and lists 
alternative strategies. 

• Technical Support - determines the feasibility of the plan from a technical 
standpoint and ensures that all critical alternate locations have the equipment and 
technical support to continue the services and operations. Details of the functions 
that must be carried out must be provided, both prior to and following a disaster, 
to minimize the loss and improve the chances of quick recovery 

• Implementation - ensure that ULB personnel will be able and willing to implement 
the plan. The plan should take personnel changes into account, to avoid the 
situation where only one person knows about the systems 

• Maintenance and Testing - the Business Continuity Plan is a dynamic document that 
must reflect the continuing changes in the processes. Constant testing and 
adjusting are needed in order to ensure its continued viability. 

 
The plan should consider various types of disasters and varied durations of operations 
interruption. It should detail the actions to be taken based on the level of damage, 
rather than an individual type of loss. Exceptions to this rule will be regional disasters, 
such as earthquakes, in which case the plan should detail specific actions. 
 
Following outlines the guidelines for designing and implementing the Business 
Continuity and Disaster Recovery Plan for the ULB. 
 
a. Organize and Manage the BC & DRP Project 

• ULB shall establish a dedicated contingency planning team 
• ULB shall develop the detailed work plan and schedule for development of BC 

& DRP 
• ULB should review the current backup facilities and insurance for the 

information systems and evaluate the relevance and reliability of such 
facilities. 

 



National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

 
  71

b. Perform impact analysis 
• ULB shall develop a process/service evaluation criterion identifying the 

individual business processes and the services offered by the ULB, criticality 
and uptime or availability requirements of the services and potential impact to 
the process and/or service in case of failure in the Information Systems or 
related enablers 

• ULB shall perform the impact analysis based on the evaluation criteria 
developed and shall prioritize the critical processes/services. 

 
c. Determine minimum processing requirements and Recovery Point and Recovery 

Time Objectives (RPO and RTO) 
• ULB shall define the normal operating requirements for each critical 

process/service and application (s) identified in the previous step. 
• Define the minimum operating requirements for each critical 

process/application 
• Define Recovery Point Objectives (RPO) i.e. the point in time to which systems 

and data must be recovered after an outage as determined by ULB and 
Recovery Time Objectives (RTO) for each service and the enabling 
Infrastructure i.e. timelines within which the information systems need to be 
recovered. 

 
d. Identify and analyze risks 

• ULB shall analyze the risk associated with IT and other resources enabling the 
service delivery shall prioritize the resource needs 

• ULB shall identify the scenarios of resource loss situations, which might have 
impact on the service delivery 

 
e. Analyze alternatives and select strategy 

• For the identified critical resources enabling the key services and processes, 
ULB shall identify the recovery alternatives available. 

• ULB shall evaluate each recovery alternative identified for the critical 
resources and based on the minimum processing requirements and RPO/RTOs 
appropriate recovery strategy shall be defined. 

 
f. ULB shall develop a detailed plan based on the identified recovery strategy as 

discussed above. 
g. ULB shall develop the appropriate test scenarios for verifying the effectiveness of 

the recovery plan and based on the test results, the recovery plan shall be 
updated. 

h. Technological advances and changes in the business process and service delivery 
requirements of ULB will necessitate periodic revisions to policies, standards, and 
guidelines. The ULB shall be responsible for routine maintenance of these to keep 
them current. Major policy changes will require appropriate approval from the 
officials concerned. 

 
Other guidelines while developing a Business Continuity Plan: 
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i. There should be a clear definition of individual responsibilities, including who has 
the authority to declare a disaster and initiate the BCP procedures. 

j. There should be instruction on when, where and how to use the backup site 
including, but not limited to: 
• Procedures for establishing Information Systems processing in an alternate 

location including arrangements for office space 
• Replacement equipment 
• Telecommunications 
• Supplies 
• Transportation etc. 

 
k. A list of contacts of key personnel with work, home and cellular phone numbers as 

appropriate should be maintained. 
l. Identification of vital system software documentation should be stored at the 

backup site. 
m. The procedures for retrieving and restoring information and data from the off-site 

storage facility shall be documented. 
n. A list of vendor contact personnel should be made available. 
o. Documentation detailing the complete listing of IT Infrastructure including 

software and hardware shall be maintained. 
p. The interim procedures to be followed until systems are restored, and procedures 

for catching up when systems are back in operation shall be documented. 
q. There should be an evaluation of maximum outage tolerable for each system and a 

restoration priority listing indicating the order in which to restore systems. 
r. A copy of the Recovery Plan shall be stored off-site. 
 
8.4 Critical Infrastructure Considerations for Disaster Recovery Planning 
 
a. Disaster Recovery Site 
Establishment of an alternate data center i.e. disaster recovery center which shall be 
available in the event of a major event impacting the main data center. ULBs can 
establish their own DR site or such services can be contracted with external data 
center service providers. The delivered hardware will have the same capacity or at 
least 50 % of the capacity required for performing the ULB operations. 
 
b. Infrastructure 
Appropriate redundancy shall be provided in the critical IT Infrastructure including 
Servers, firewalls, switches and routers etc. Currently, various options exist for 
providing the redundancy in the Infrastructure supporting the ULB operations. 
i. Clustered Solution, implementation of two nodes with fault tolerant and automatic 

fail-over features 
ii. Remote failover Solution, implementation of clustered nodes with a remote node 

availability in the ULB owned DR site 
iii. Disaster recovery service contract; implementation of clustered nodes with remote 

node availability in a DR site owned and operated by a third party service provider 
i.e. ISP. 
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iv. Stand-by system; to be implemented in case of a failure in the primary 
infrastructure servers. This option does not provide real time fail over capabilities. 

 
c. Network 
The Municipalities are spread across the geography of a state and availability of 
communication channel from the Municipalities to the respective district head 
quarters is critical in service provisioning and continuation of day-to-day operations. 
Appropriate redundancy need to be built into the connectivity between the locations 
based on the bandwidth requirements. For the ULB, the primary connectivity option 
shall be a terrestrial leased line with redundancy in the network connectivity using 
ISDN services or VSAT connectivity. 
 
d. Data 
The security and availability of the data is critical in continuation of the operations 
and service delivery of the ULB. ULB shall implement appropriate data storage and 
archiving policies to ensure availability of the data in the event of a disaster. ULB 
design a data backup policy which shall capture the data items for backup, frequency 
of data backup, data restoration procedures etc. ULB shall implement a secure and 
fireproof data storage vault, which shall be used for storing the data backup locally in 
the ULB. Access to the data backup shall be restricted for authorized personnel only. 
ULB shall also implement a secured off-site storage facility and the backup of the 
data, preferably in the encrypted format, shall be stored in the offsite location. In 
addition to the business data, the application software, system design documents, 
user manuals, database structures, operating system, database and other critical data 
shall be stored in the secured offsite location. 
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9. Metadata Standards & Data Digitization Guidelines 
 
One of the obstacles for sharing data across the ULB is that the current data 
definitions implemented in existing databases have not been consistent. Data 
definitions are determined during the data-modeling phase, which occurs early in the 
application development lifecycle. Over the years many different data modeling 
philosophies have been utilized. Therefore, many anomalies have been introduced into 
the way data has been defined and stored in databases. Some examples of these 
anomalies are as follows: 
 
 Identification: How a record is uniquely identified. An example of an identifier 

difference is where one database may store data about a citizen using “Drivers 
License Number”, while another may store data about the same citizen using 
“Passport number” 

 Semantic: Different values associated with the same data element. An example of 
a semantic difference is where one database may refer to “Gender” as “Male” or 
“Female” and another may refer to “Gender” as “1” or “2” 

 Synonym: Different field names for the same data element. An example of a 
synonym difference is where one database may refer to gender as “Sex” and 
another may refer to gender as “Gender”. 

 
The ULB should develop applications that cooperate and share data, both within and 
outside ULB. In this model, common data elements can be defined consistently even 
when they are stored in multiple databases and data can be shared between 
applications. This type of data is referred to as centralised data. 
 
When centralised data is defined consistently, data is described the same way in each 
table where it is defined (see figure 19). Definitions include traits such as name of the 
field, length, number format, data format, and the values it can store. When the data 
has the same format, it is much easier to exchange data across system and 
organizational boundaries. 
 
The way to describe or define data is through metadata. Metadata is “information 
about data.” Metadata is stored in a repository containing detailed descriptions about 
each data element. By using the formats described in the metadata repository, 
whether the data resides in a single location or in multiple databases across the ULB, 
the same data management principles apply. 
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Figure 19: Using the Centralised Metadata Repository (CMR) for Consistent 
Definitions and Exchange 
 
The ULB should have an enterprise metadata repository called the centralised 
metadata repository (CMR) which would be used to store ULB and statewide metadata. 
 
Centralised metadata can be implemented even if data is physically located in 
disparate databases. Logically, if the data is modeled the same in each physical 
location, application interaction will be much less complicated. Centralised metadata 
exchange standards simplify application integration for data sharing. When n-tier 
application design techniques are deployed, reusable services are implemented to 
access data that needs to be shared. When centralised metadata exchange standards 
are deployed, data is used consistently in each application. 



National Mission Mode Project for e-governance in Municipalities (NMMP) – Design Phase 
Section 3 – e-Governance Architecture & Standards 

 
  76

 
9.1 Recommended Best Practices 
 
The recommended best practices in this section pertain to centralised metadata. 
 
Best Practice 1: Use and actively maintain the Centralised Metadata Repository to store 
metadata definitions. 
 Storing data element definitions in a central repository incrementally builds the 

enterprise data model. 
 The repository must be actively maintained (e.g. changes to metadata occur in the 

repository before the changes occur in operational applications). 
 The repository serves as a centralized data administration tool and helps promote data 

reusability, reliability, and sharing across the enterprise. 
Best Practice 2: When designing or modifying a database, review the Centralised Metadata 
Repository for existing standard and proposed data elements before implementing a new 
database to ensure data elements are defined according to CMR standards. 
 Design reviews are essential to ensure that shared data is defined consistently across all 

applications. Design reviews also determine whether data that already exists is 
consistently defined and not redundantly stored. 

 Design reviews should document the following: 
- Where is this application getting its data? 
- What other applications are getting data from this application? 
- Is data used by this application defined consistently with metadata definitions?  

 A design review evaluates the data requirements of a project and identifies the 
following: 
- A data requirement that can be solved by using existing centralised metadata 

element 
- Data not already identified as centralised metadata must be proposed as an ULB or 

statewide standard to become centralised metadata. 
Best Practice 3: Define existing databases in the Centralised Metadata Repository. 
 If possible, existing databases should be defined into the database component of the 

CMR. 
 Centralized data management is crucial to the quality and consistency of shared data and 

requires a quality assurance and quality control process in place for enterprise data. 
 As decentralized databases are implemented across the organization, centralized 

administration will be crucial to the quality and consistency of the data. Use of 
inaccurate and inconsistent data is of questionable value. 

Best Practice 4: Identify authoritative sources for centralised metadata. 
 Authoritative business sources for centralised metadata must be identified, documented, 

and actively maintained in the repository. Authoritative business sources are the business 
units responsible for the accuracy of the data stored. 

 A source of record is an authoritative source for data. Data in a source of record is 
trusted to be accurate and up-to-date. All other data stores should synchronize to the 
source of record. The data in record sources must be actively managed and the data 
model should be verified by data administrators. Tools and quality control techniques 
must be applied to the contents of the data stores themselves, in order to ensure the 
quality of the data. 

 Each application must identify data sources for all data that it does not originally 
capture. The application capturing the original data is the authoritative source, and is 
responsible for the quality of the data. All application data models for ongoing projects 
should be reviewed to ensure that data existing in authoritative systems is reused and 
not redundantly stored. 
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9.2 Implementation Guidelines 
 
Guideline 1: Use and actively maintain the Centralised Metadata Repository (CMR). 
 Avoid defining data elements on an application-by-application basis. 
 ULB must use and actively maintain the information stored in the CMR to maximize 

collaboration. 
 Establish and document consistent definitions for data elements with anomalies. 

Guideline 2: Propose new Centralised Metadata Repository standards when applicable. 

 Review data models for new repository standards. 
 Propose new repository standards to the Metadata Element Review Team. 

 
9.3 Structure of each Metadata 
 
Each of the metadata elements could be detailed under the following distinct 
metadata attributes, given below: 
 
1. URL 2. Element Name 3. Element 

Definition 
4. Description 

5. Business Format 6. Validation 7. Values 8. Default Value 
9. Owner 10. Based On 11. Verification 12. Synonyms 
13. Homonyms 14. Comments 15. Version 16. Date 
 
This is an all encompassing list and the data may or may not be stored in such details. 
 
a. Data Standard Template 
 
Following details a sample metadata structure for the ULBs. An exercise need to be 
carried out by the ULB to identify the common/shared data elements and to define a 
standard data model for these identified data elements. Each data standard will be 
documented using the following templates: 
Sl. 
No. 

Element 
Name 

Element 
Definition 

Field 
Length 

Validation Data Element 
Type 

      
      
 
Element Name: The full name of the data type/data item 
Element Definition: A simple but explicit definition of the data type or Item 
Field Length: Defines the minimum and maximum number of characters and digits, if 
appropriate, and the structure of the data type/item 
Validation: The validation rules to be applied for acceptance of data 
Data Element Type: Defines whether the data is stored as an Alphabetical or Numeric 
character (A= Alpha and N=Numeric). 
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Sl. 
No
. 

Element 
Name 

Element 
Definition 

Field 
Length 

Validation Data 
Element 

Type 

Example 

1. State 
Code 

state_code 2 00 is not legal, No space or 
special character permitted 

N 01 

2. District 
Code 

district_code 2 00 is not legal, No space or 
special character permitted 

N 01 

3. Sub-
District 
Code 

sub_district_
code 

2 00 is not legal, No space or 
special character permitted 

N 01 

4. Town 
Code 

town_code 4 0000 is not legal, No space 
or special character 
permitted 

N 0102 

5. Ward 
Number 

ward_numbe
r 

3 000 is not legal, No space 
or special character 
permitted 

N 041 

6. ULB 
number 

ulb_number 4 0000 is not legal, No space 
or special character 
permitted 

N 0102 

7. Name of 
citizen – 
First 
Name 

citi_fname <= 60 (a) spaces are not allowed 
(b) No special characters 
are allowed, apart from “.” 

A  

8. Name of 
citizen – 
Last 
Name 

citi_Lname <= 60 (a) spaces are not allowed 
(b) No special characters 
are allowed, apart from “.” 

A  

9. Name of 
citizen – 
Middle 
Name 

citi_mname <= 60 (a) spaces are not allowed 
(b) No special characters 
are allowed, apart from “.” 

A  

10
. 

Sex citi_sex 1 only acceptable fields are 
M (for male) and F (for 
female) 

A M or F 

11
. 

Father’s 
name 

citi_fname <= 60 (a) Each element of the 
name must be separated by 
space (b) Consecutive 
spaces are not allowed (c) 
No special characters are 
allowed, apart from “.” 

A  

12
. 

Mother’s 
Name 

citi_mname <= 60 (a) Each element of the 
name must be separated by 
space (b) Consecutive 
spaces are not allowed (c) 
No special characters are 
allowed, apart from “.” 

A  

13
. 

Date of 
Birth 

citi_dob 8 To be presented in the 
DD/MM/YYYY format. No 
space and special 
characters are allowed 

N 01-11-
1980 

14
. 

Place of 
Birth 

citi_pob <= 20 No space and special 
characters are allowed 

A Delhi 
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9.4 Guidelines for Data Digitization  
Availability of data in digitized format is essential for implementation of Information 
Systems for the ULB. Currently the data in the ULB may be in various formats including 
both manual and digitized format. The data digitization is a key activity to be 
undertaken by the ULBs prior to implementation and usage of the developed 
application software. This section focuses on guidelines to be followed for digitization 
of the data in the ULBs. 
 
Data Digitization Guidelines 
 
Sl. 
No. 

Guidelines 

1 An assessment need to be performed to identify the database requirements for the 
application software envisaged for the ULB. The data requirements in terms of master 
data, transaction data need to be identified, which is required for the envisaged 
solution. 

2 Based on the initial assessment and the project timelines, ULB need to analyze whether 
the data digitization can be performed using the ULB employees or to outsource such 
requirement to private operators. 

3 While making such decision, it is vital to evaluate the current level of skill sets existing 
with in the ULB in using computers for data digitization, the timeframe required to 
train the ULB employees in data digitization and whether such timelines are permissible 
within overall project timelines. 

4 If ULB wishes to outsource the data digitization process to a private organization, ULB 
need to enter into a non disclosure agreement with the vendor to protect the privacy of 
the information and to ensure accuracy of digitized data. 
And ULB shall have the complete rights over the digitized data and the data digitization 
vendor shall not possess the ULB data, partly or completely. The agreement between 
ULB and the vendor need to incorporate such which ensures complete ownership of 
data for the ULB. 

5 ULB need to define the data quality standards and target data formats prior to the 
commencement of the Data digitization. 

6 The software for performing data entry must be properly designed after an adequate 
study of the data to be digitized. The software must have adequate validations built in 
to reduce errors during data entry. 

7 The software deployed must be adequately tested before deployment. It is preferable 
to test data using “live data” from some of the ULB records that are to be digitized 

8 Appropriate controls such as audit trail etc must be built into the software to ensure 
that changes to entered data are tracked. 

9 Data entry personnel must be adequately trained in using the software. 
10 The data entry personnel must also be trained adequately on understanding the 

structure and contents of ULB records which is to be digitized so as to reduce the 
incidence of errors while data entry 

11 It is preferable to carry out data digitization at a premises designated by the ULB, so as 
to have better control over the physical registers. 

12 Physical security of the premises must be ensured adequately, by restricting entry to 
authorized personnel only. It should be ensured that registers and other materials 
provided to the vendor are kept in the designated premises at all times. 

13 The ULB must, at all times maintain track of the registers being digitized by the vendor 
by maintaining a log of the same. 
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14 Every register must be checked for number of pages, number of entries (if possible) 
before they are handed over to the vendor for digitization. The same must be cross 
checked when the register is returned after digitization  

15 The ULB may appoint suitable personnel to supervise the work of the vendor and be 
available to answer queries relating to data in the registers (in case they are illegible, 
unclear etc) 

16 The vendor may be asked to perform a first level of validation of the entered data 
against the data in the physical registers, before the same is submitted to the ULB for 
validation. 

17 The vendor on completion of data entry and first level of validation would provide 
printouts of the digitized data for validation to the ULB. 

18 Validation of the digitized data would be performed by personnel from the ULB level by 
comparing the printouts provided by the vendor with the physical registers. The ULB 
will be required to validate 100% of the digitized records to ensure that they are error 
free  

19 Every official involved in the validation process must check a prescribed percentage of 
the entered records and a sign need to be obtained for the verification performed. 

20 The errors so found would be marked clearly using special ink on the printouts and 
returned to the vendor for correction under acknowledgement, a copy of the corrected 
checklist would be retained by the ULB staff. 

21 The vendor shall correct the errors marked out at no extra cost. He would then submit 
a print out of the corrected records for validation by the ULB 

22 All officers and staff involved in the data validation process shall be required to submit 
a certificate in writing declaring the fact that he/she has verified the required 
percentage of records as mandated including the corrections, if any. In order to ensure 
compliance and accountability, all officers would be required to put their official 
stamp, signature and date on every record verified by them 

23 The progress of the vendor must be tracked on a regular basis to ensure that the 
prescribed number of records are digitized within the timeframe defined for the 
process 

 
9.4 Approach to Data Migration  
 
The data required for envisaged solution for the ULB might be currently in a digitized 
format which is currently being used by the existing applications. It might be required 
to migrate the existing data or digitized data into the target database platform 
identified for the solution. This section outlines an approach to undertaking data 
migration. It also enumerates some good practices that may be adhered to in the data 
migration exercise. 
 
Data Migration Phases 
The following figure illustrates the phases in a data migration project: 
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Fig 20: Data Migration Phases 

a. Data Assessment: 
The key objective of this phase is to assess the state of the data in the source systems 
and determine whether it meets the criteria for use in the target system. The study of 
the source system must provide comprehensive insights into the content, structure, 
quality and integrity of the source system. Inputs from this study would be used to 
map fields from the source data to the target database, they would also help design 
data cleansing and transformation techniques for use in later stages of the project. 

This phase would involve extensive interaction between the data migration team and 
the data owners (from the ULB) as the data migration team endeavours to obtain a 
complete understanding of the source systems.   

b. Data Cleansing: 
Data Cleansing is the process of applying agreed criteria to source data to make it 
suitable for use in the new target system. The criteria may be applied automatically 
through some program or may be carried out manually. The key activities in this phase 
are as given below: 

� Identify data cleansing needs and expectations  
� Clean up source data in current system  
� Format unstructured data in other systems  
� Run extracts and queries to determine data quality
� Create metrics to capture data volume, peak hours and off-peak hours. 

c. Test Extract and Load: 
In this stage the data element mapping between the source and target databases is 
done, this phase would also involve creation of tools for automating the extraction and 

Data Assessment

Data Cleansing

Test Extract & Load

Final Extract & Load

Migration 
Validation

Post Migration Activities

Data Migration Phases
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loading of the data from source to target system. The key activities are as given 
below: 

• Create/validate element mappings  
• Create tools for automation of extraction  
• Run mock migrations 
• Load extracts into new system using automated tools 
• Perform data validation. 

 
d. Final Extract and Load: 
On success of the test extraction the final extraction and loading is done from the 
source to the target databases  
 
e. Migration Validation 
This phase consists of validation of the data migrated into the target system. Data 
quality in the target system is assessed and detailed metrics are prepared for the 
migrated data. Any exceptions, errors found are resolved and the migrated database is 
signed off  
 
f. Post Migration Activities 
The key activities in this phase are as given below: 

• Complete data migration reports and cross-reference files/manuals  
• Data sanity reports  
• Target system usage reports  
• Infrastructure capacity report and dashboards  
• Sign off on data migration project. 

 
9.5 Key Considerations for Data Migration 
 
This section presents some key points to be considered during the data migration for 
the ULB. It also presents some good practices to be considered for adoption. 
 
Risk Identification and Mitigation: It is extremely important to identify all risks 
associated with the project and enumerate mitigation measures. The plan should 
address the contingency measures to be adopted during the event of a data migration 
failure. It should also clearly specify measures to be taken to prevent data loss. It may 
be preferable to consider migration of data to a back up system at the same time as a 
new target system to address data loss due to system failures  
 
Data Mapping:  A comprehensive data mapping exercise must be undertaken before 
embarking on data migration. A good data map will detail an in-depth cross-
referencing of all mutual fields across the source system and the target system. Ideally 
it should include: 

• Names of applicable to and from fields  
• Lengths and data types of these fields  
• Any logic involved in mapping such as string truncations or validations against 

any business rules. 
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Data Transformation:  Data transformation is the process of changing data from the 
source format into data that can be used by the target system. Data Transformation 
can be efficiently performed by technically advanced ETL tools available in the 
industry. The choice of tool is an important consideration that would determine the 
success of the migration effort   
 
Training: In order to effectively perform data assessment and cleaning, it is important 
that the vendor is sufficiently familiar with existing data structures of the source 
registers/databases. The data owners (the ULB) will have to play an active role in 
ensuring that the vendor is sufficiently trained on existing data formats and 
structures. Any documentation on the same will need to be passed on to the vendor. It 
may also be desirable that representatives of the ULB play an active role during the 
entire migration process and validation of migrated data 
 
It is also equally important, that the staff from the existing ULB is sufficiently 
sensitized about the data migration exercise so that they may be in a better position 
extend the required co-operation to the vendor. 
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10. Local Language Standards 
 
10.1 Introduction 
 
India is a multilingual county with as many as 22 scheduled languages. Therefore any 
language computing solutions will have to be provided for all or most other languages 
too. Language computing, therefore, faces two major challenges – first, the 
development of appropriate language tools and technologies for its total language 
computing needs and secondly the multiplicity of Indian languages with different 
scripts, dictions and styles, each vying for a place in the computing roadmap. The 
ultimate goal of multilingual computing is to ensure that the technology reaches the 
common man at his doorstep in his own native language so that he feels more at home 
working with the new technology. This in turn will facilitate his active involvement in 
the whole process of social and economic advancement that the new technology is 
expected to bring about. 
 
There is a need today to develop solutions for various language computing 
requirements in Indian languages. It is felt that basic language tools like standard spell 
checkers, grammar checkers, sorting facilities, thesauri, and tagged lexicons are yet 
to be fully developed and standardized in Indian languages. At a higher end, 
knowledge based applications like human assisted machine translation systems, 
information retrieval systems, text-to-speech and speech-to-text systems are yet to be 
fully developed and standardized in the context of Indian languages. The Information 
Systems developed for the ULB must be able to render the forms and the contextual 
help in the local language of the user. This section highlights the current Language 
Technology & Localization Standards. 
 
10.2 Standards for Local Language Implementation 
 
The standards requirement for the implementation of Indian languages would have to 
keep in mind the following standards and aspects: 
a. Encoding standard 
b. Font/rendering standard 
c. Inputting standard 
d. Transliteration/roman equivalent 
e. e-Governance terminology lexicons repository. 
 
In the table (provided overleaf is a listing of the approved standards nationally and 
internationally. 
 
Standards Requirement for implementation for Indian Languages 
Standard Description Advantage Standard Body Supported 

Languages 
ISCII 
Storage 
Standard 

BIS approved 
standard 
IS13194:1991. 

8 bit standard 
code 

BIS level 
implementation 

Assamese, Bengali, 
Devanagari (hindi/ 
marathi), Gujarati, 
Kannada, Oriya, 
Malayalam, Punjabi, 
Tamil, Telugu. 
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ISCLAP 
Storage & 
Rendering 
standard 

Indian  Script  
Code for Language 
Paging  

16-bit standard TEC 
BIS 

Assamese, Bengali, 
Devanagari (hindi/ 
marathi), Gujarati, 
Kannada, Oriya, 
Manalayalam, 
Punjabi, Tamil, 
Telugu. 

Unicode 
Storage 
standard 

Universal standard 
covering all 
languages around 
the world 

16 Bit Unicode 
Consortium 

Indian as well as 
other scripts 

INSCRIPT 
Keyboard 
Layout 
Inputting 
Standard 

BIS approved 
standard 
IS13194:1991 

 BIS Assamese, Bengali, 
Devanagari (hindi/ 
marathi), Gujarati, 
Kannada, Oriya, 
Manalayalam, 
Punjabi, Tamil, 
Telugu. 

 
10.3 Recommendations for implementation of Local Languages 
 
The Indian language component of the application should be taken into consideration 
through out the application’s lifecycle. Focus should be on language independent 
architecture wherein provision is there for implementation of additional languages as 
and when required (summarized below). 
 
Recommendations for Local Language Implementation 
Category Using Requirements Recommendations 
Migrating existing 
application 

ISCII Existing environment 
of all systems and 
storage applications 
should be 8 bit and 
support win-1252 
standard for storage. 

Data storage in ISCII. 
Data has to be 
converted to font 
code for display. 
Migration path for 
Unicode 
implementation 
should be specified. 

 Unicode Existing environment 
and storage 
application should be 
Unicode enabled. This 
is applicable 
irrespective of nature 
of application, client 
server applications 
etc. 

Data storage un 
Unicode. Migration 
path for existing 
ISCII data should be 
specified. 
Backward 
compatibility with 
legacy applications 
needs to be 
specified. 

Creating new 
application 

ISCII Environment of all 
systems and storage 
applications should 
be 8 bit and support 
Win 1252 standard for 
storage. 

Data storage in ISCII. 
Data has to be 
converted to font 
code for display. 
Migration path for 
UNICODE 
implementation 
should be specified. 
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 Unicode Only environment 
(such as OS) and 
storage application, 
which are Unicode 
enabled, can be 
supported. This is 
applicable 
irrespective of nature 
of application like 
desktop application, 
client server 
applications etc. 

Data storage in 
Unicode. Migration 
path for existing 
ISCOO data and 
interfacing with 
existing ISCII 
applications should 
be specified. 

  
Note: It may be noted that ideally the interface for the local language should be both 
at  the Data level and the user interface levels.  
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11. Open Source Systems 
 
Several open source software (OSS) applications are already in use in various 
Governments across the world. This document discusses the strategy to enable MoUD 
to evaluate the open source software for its information technology needs. 
 
This section only details various factors related to open source systems such as 
opportunities offered by OSS, benefits and key issues which need to be evaluated 
during the selection of an OSS. This information is useful for the ULBs in evaluating 
whether to implement OSS or OSS based systems. Today many of the software 
products are incompliance with the open standards and interfaces and this is an 
important factor to consider (conformance to open standards) during the selection of 
required technology platforms for implementation of application systems for the ULBs. 
 
OSS refers to software that is developed, tested, or improved through public 
collaboration and distributed with the idea that it must be shared with others, 
ensuring open future collaboration. OSS has emerged as a powerful new way of 
generating knowledge and economic value. It is available to anyone, usually at little or 
no cost, it does not attract proprietary license fees and it may be freely redistributed. 
Users also have access to the source code revealing the inner workings of the software 
- hence the term “open source software”.  
 
11.1 Why an Open Source Software? 
 
Open source software (OSS) is raising considerable interest worldwide. There are 
numerous favorable reports and for some IT applications OSS has a significant 
following. Like in many other countries, the Government in India is exploring the 
possibilities of using open source in e-governance. 
 
a. Collaboration, sharing, access  
OSS refers to software that is developed, tested, or improved through public 
collaboration and distributed with the understanding that it will be shared with 
others, ensuring open future collaboration. It is available to anyone, usually at little or 
no cost, it does not attract proprietary license fees and it may be freely redistributed. 
Users also have access to the source code revealing the inner workings of the 
software, hence the term "open source software".  
 
b. Development Model  
Essentially OSS is developed through volunteers, who collaborate to develop the 
software and then improve and extend it over time. The software is then made 
available freely or with limited conditionality to any user. 
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11.2 Categories of OSS widely used 
 
Internet 
The Internet has done much to fuel current interest in OSS. The Internet is founded on 
non-proprietary standards and applications contributed by individuals and distributed 
communities of developers. Some widely used current applications are the following: 
- Apache, which runs many of the world's web servers. 
- Perl, which is the engine behind most of the "live content" on the World Wide Web. 
- BIND, the software that provides the DNS (domain name service) for the entire 
Internet. 
- Sendmail, the most important and widely used email transport software on the 
Internet. 
 
a. Operating system 
The Linux operating system is one of the most widely known OSS applications. 
 
b. Office suites 
Several open source based office suites exists for word processing, spreadsheets, 
presentations, etc. 
 
c. Other 
Globally a wide variety of other software has been developed, including - 
- Geographic Information Systems 
- Compilers for C, C++, FORTRAN, Objective C and other languages etc. 
 
11.3 Benefits of using OSS 
 
Governments and other institutions implementing OSS may benefit in a number of 
ways: 
• Open source software is to be written portably and hence is available on a wide 

range of platforms. Open Source allows a wider choice of computing platforms and 
potentially easier upgrade to new technology; 

• Avoiding lock-in - source code is made available to all users who wish to have it 
and can then be amended by others, without having to depend on a single 
developer whose focus is of necessity on return on investment. 

• Expenditure 
 As the software, in many cases, is not sold and no licensing fees are involved, 

the recipient usually only has to bear the cost of duplicating and distributing. 
 Several programs can be downloaded via the Internet free of charge. The 

only cost is that associated with lengthy connections with the download site. 
 In many cases reasonably priced (sometimes free) CDs containing the 

software can be purchased, often accompanied by a greater or lesser amount 
of printed material. 

 Acquisition costs are therefore normally low and can under the right 
circumstances drive down the total costs of ownership. 
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• Non-obsolescence 
 OSS can readily be amended if new demands arise. Therefore, software need 

not become obsolete when, for example, the formats of inputs or required 
outputs change. 

• No need for licence management and policing 
 The cost of recording which workstations and/or users possess licenses 

entitling them to use the software falls away. The danger of employees using 
unauthorized, pirated copies of software is eliminated. 

 
11.4 Factors for Consideration for using OSS 
a. Ongoing effort 
There should be clear evidence of ongoing effort to develop the open source software 
that the ULB is considering. There should be recent work to fix bugs and meet user 
needs. Active projects usually have regularly updated web pages and development 
email lists. They encourage the participation of those who use the software in its 
further development. 
 
b. Documentation 
Open source software projects may lag behind in their documentation for end users, 
but they are typically very good with their development documentation. The required 
documentation for a clear history of bug fixes, feature changes, etc need to be 
available for the identified open source. This may provide the best insight into 
whether the product, at its current point in development, is fit for your purposes. 
 
c. Skill set 
ULB need to evaluate the availability of required skill set to deploy and maintain the 
open source software. 
 
d. Support (Community) 
ULB need to verify and evaluate the support available for the OSS identified for 
implementation. The support for the software is essential for addressing the issues 
faced in implementation and during operations. 
 
e. Support (Commercial) 
Third party commercial support is available from a diversity of companies, ranging 
from large corporations to specialist open source organizations such as Red Hat and 
MySQL, to local firms and independent contractors. Commercial support is most 
commonly available for more widely used products or from specialist companies who 
will support any product within their particular specialties. 
 
f. Version 
ULB need to evaluate when was the last stable version of the software released? 
Virtually no software, proprietary or open source, is completely bug-free. If there is an 
active development community, newly discovered bugs will be fixed and patches to 
the software or a new version will be released. 
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Note: As has been mentioned before, adoption of open source systems or efforts 
towards development of OSS based systems need to be taken up as part of a deliberate 
State strategy and cannot be a decision taken by individual departments / ULBs. The 
reasons for the same is that significant time investments are  required in R & D or in 
establishment of Open source development teams, which are best taken up at a 
national or at state level rather than at the individual department (Municipalities) 
level. Further, decision to go for OSS needs to be evaluated at the stage of finalizing 
the Municipality e-Governance roadmap in line with the overall State IT / e-
Governance Strategy. It may however be mentioned that we have recommended open 
standards in all applicable areas as this approach would help achieve greater cost 
efficiency and inter-operable solution. 
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12. Information Privacy Standards & Guidelines 
 
12.1 Introduction 
 
Privacy protection is one of the most significant issues in the e-governance and lack of 
adequate privacy policies, procedures and practices face challenges from legislators, 
regulators, and citizens. In e-governance, the protection of personal data requires a 
new approach. 
 
Pressures for privacy come from technological innovations, from public concerns of 
their personal information use and distribution, and from national data protection 
laws. Data protection, privacy, and security are integral parts of e-governance and a 
challenge for ULBs in e-enabling their services. Legislation, regulation codes of 
practice have enhanced the privacy rights of individuals by placing obligations on 
governments in regard to the processing of personal and sensitive data and individual 
rights of access and redress. 
 
Legislation is creating a framework for a global consensus on privacy and the use of 
personal data in both the public and private sectors. Most of the laws being passed 
establish independent oversight authorities and incorporate rules that govern the 
collection, use, retention, and distribution of personal data. Determining how to 
handle variations in regulatory requirements while accommodating the various self 
regulatory industry best-practices approaches to privacy becomes a compliance risk 
management decision. The ULB must determine how they should operate with respect 
to this baseline. 
 
Privacy rights need to be expanded to deal with the growing impact of computers on 
government record keeping. This increases the transparency and accountability of the 
process, and gives citizens greater individual control over their personal data in 
government data banks. For all practical purposes this citizen data needs to be 
treated as confidential data and provided only if required for explicit Government 
purpose only. 
 
12.2 Definition of Privacy 
 
Privacy is the fundamental right of individuals to decide about the collection and 
processing of their personal data and to protect information about their personal lives 
from unwarranted disclosure. It is also concerned with the upholding of this right by 
those who process personal data. Privacy issues can be divided into four categories: 
 
• Acquisition of personal information, including access, collection, and distribution. 
• Use of personal information, including use for reasons other than those for which it 
was explicitly collected, and its transfer to other parties. 
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• Prevention of misuse of personal data and invasion of privacy, including unwanted 
solicitation of personal data. 
• Security of personal information. 
 
Privacy comprises two interrelated topics: individual privacy and data protection. 
 
Individual Privacy: It is recognized that privacy is a fundamental human right. Many 
nations have constitutional provisions, legislation, or court decisions that define the 
individual’s right to privacy as the right to be left alone— to be free from unwarranted 
intrusion. 
 
Data Protection: Businesses and governments have a responsibility, often codified in 
national legislation, to maintain the security and integrity of the data they process. 
For governments, this responsibility primarily pertains to information gathered about 
individual citizens and employees that is collected during the transactions.  
Privacy is the overarching concept, and data protection is a mechanism for securing it. 
 
12.3 Protection of Privacy: Key Issues 
 
Balancing e-governance desire to transact, collect and use individually identifiable 
data with individuals’ desire to protect their data is a key business challenge. 
Emerging laws, regulatory agendas, and the demand for meaningful privacy self-
regulation are rapidly creating a pressing need to manage privacy risks. 
 
Matters of privacy must be considered in human resources, information technology, 
compliance, and security. Activities having privacy concerns include systems 
management, online transactions, e-mail, Internet and Web use, outsourcing, and data 
transfers with external entities. Identifying the various regulatory regimes, 
incorporating best practices, and implementing commercial solutions can be a 
complicated process. 
 
Failing to respond effectively to problems with privacy may result in regulatory 
burdens, enforcement action, loss of data, costly litigation, and adverse publicity 
that, in turn, may affect the overall service delivery of the ULB. Citizens concerns 
about privacy have been heightened by the technological changes centering on the 
Internet. 
 
12.4 Key Elements of Privacy 
 
A comprehensive approach to data protection and privacy compliance identifies and 
resolves the issues. A set of common elements that can serve as a starting point for 
ULBs privacy compliance initiatives can be derived from analysis of current regulatory 
and self-regulatory approaches to privacy. The following key elements ensure fair, 
lawful, and transparent processing of personal data: 
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a. Notice—giving data subjects notice of who is collecting their personal information 
and for what purpose and providing any other information necessary to ensure that 
the processing is fair, such as whether the data is likely to be disclosed and to 
whom. 

b. Choice—providing data subjects with some control over the use of their data by 
offering choices about the way their personal information is used. 

c. Data integrity—Collecting and using only personal information that is relevant to 
the purpose for which it has been obtained, and ensuring that data is accurate, up 
to date, and kept for no longer than necessary. 

d. Access—Enabling data subjects to obtain appropriate access to personal 
information that is held and to correct or delete that information as necessary. 

e. Security—Taking appropriate steps to prevent unauthorized or unlawful use or 
disclosure of personal information, and protecting against accidental loss or 
damage. 

f. Data transfer—Establishing appropriate agreements with external service 
providers from whom personal information is collected or to whom data is 
transferred to ensure that processing is consistent with the elements of notice and 
choice; ensuring that third parties who receive data have an adequate level of 
protection and that the data subject retains enforceable rights. 

g. Enforcement mechanisms—ensuring compliance with key privacy elements and 
verifying ongoing compliance, providing recourse to individuals, and remedying (by 
correcting or deleting data or by other means) problems that arise from 
noncompliance.  

 
12.5 Building Responsive Privacy Policies, Practices and Procedures 
 
The ULBs data processing requirements, identified using techniques like privacy risk 
assessments and privacy audits, should be addressed by developing a privacy policy 
and associated practices and procedures that are responsive to the ULBs needs. This 
development should address these questions: 
- How does the ULB ensure that citizens will be notified about what information is 

collected? 
- Does a ULB have clear practices and procedures for the use of personal information 

that reflect choices made by citizens? 
- How does the ULB provide citizens with access to their personal information and 

the ability to amend or delete it? 
- How will the ULB protect personal data from unauthorized use? 
- What procedures ensure that citizens are notified of changes in privacy policies? 
- What procedures exist to ensure that external service providers use ULB 

information according to policy? 
- How does the ULB train employees on fair information and privacy practices? 
- A privacy policy is the foundation of the ULBs privacy strategy and should identify 

the way the key elements of privacy are to be addressed. The privacy policy should 
identify the ULBs privacy requirements, support the overall e-governance strategy, 
and comply with relevant legislation and regulation. It also should identify the 
ULBs information and privacy practices, which should include: 
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o Purposes for which personal data is used by the ULB. Where independent 
oversight authorities exist to administer data protection and privacy 
regulations, mandatory categories may have been defined. 

o Types of personally identifiable information collected by the ULB. If sensitive 
information is collected, it should be clearly identified. 

o Disclosure of external service providers with whom data is shared. 
o Security and integrity mechanisms that are in place both online and offline and 

how these environments are maintained. 
o The identity of the data controller or point of contact for individuals who have 

privacy-related queries or complaints. The complaint process and procedures 
for giving individuals access to their data should be clear and, where 
appropriate, state when the ULB will take action. 

 
Specialized legal resources may be required to ensure that the privacy policy complies 
with all relevant legislation and to interpret the privacy policy so that supporting 
practices and procedures are also compliant. 
 
Information technology (IT) resources may be required to design privacy-compliant 
features into new or existing systems. Both automated and manual business processes 
may need to be modified or created to ensure effective implementation of these 
features. Enhancements could include: 
- Placing an approved privacy policy statement on all relevant Internet, extranet, 

and intranet sites. Online privacy policy statements should reflect approach to 
privacy that addresses internal and external aspects of good privacy practice. 

- Including privacy policy components in all relevant internal and external 
documents and media. 

- Obtaining consent, when appropriate, from individuals for any personal data 
collection activities that the organization declares in its privacy policy. Consent 
can be obtained by using online forms containing checkboxes or by asking 
individuals to sign and return a written consent form. 

- Designing and implementing data flagging mechanisms within systems to ensure 
that mechanisms for declining to consent operate effectively, or that data masking 
requirements can be satisfied. 

- Ensuring that adequate protection and security of personal data are maintained by 
developing or revising agreements with third-party data processors or organizations 
to which data transfers are to be made. 

- Enhancing data security and integrity practices by implementing additional 
application and Web security measures, using mechanisms like improved access 
control, encryption, personnel security, and backup procedures. Communication 
mechanisms should be created to ensure that citizens, employees, and external 
service providers are fully aware of the privacy policy. Effective implementation of 
a privacy policy can be used to demonstrate, internally and externally, that 
appropriate structures, controls, processes, training, and compliance systems are 
operational. 
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13. Infrastructure Guidelines 
 
It may be noted that Data Centres are being created as part of the National e-
governance Plan (NeGP), as one of the programme component and Mission Mode 
Project. The data centre referred to in this report at the State and district level would 
be covered under NeGP programme as part of the separate SWAN and SDC Mission 
Mode Project.  
 
It may also be noted that as per the architecture proposed, while information 
relating to a ULB would be stored at district data centres, the access to the 
information of a particular ULB would be limited to the use of that ULB only by 
building suitable access guidelines, other than for purpose of MIS (UMIS and 
NUIS) which would be routed to the State department as per agreed forms and 
formats. 
Following details the guidelines for Design and Implementation of Data Centers 
for the department. 
 
Data Center Specifications 
Power availability 

The power source for the infrastructure should be provided from dual redundant 
Uninterrupted Power Supplies with full load battery backup of minimum 8 hours. The power 
cabling from the two UPS to the racks hosting infrastructure should also be redundant and 
follow different paths. The UPS should be backed by DG set capable of supplying power non-
stop. In addition, the data centre hosting the infrastructure should have 2 different power 
sources with provision for automatic transfer of load for continuous power supply to the data 
centre. 
The data centre should have centralized monitoring to check the quality and availability of 
the power supply 
Provide details about the power supply to the data centre – feeders with capacity, UPS with 
KVA rating & full load backup duration, backup generators with KVA rating, fuel storage 
(liters and hours), and power distribution within the data centre. 
Air Conditioning 
The data centre should have air supply through false flooring/ceiling from redundant 
precision air conditioning units capable of maintaining the data centre temperature at 18-22 
degree centigrade (± 1 degree). 
The data centre must have floor throw AC available for the racks hosting infrastructure. 

The dust in the data centre should be less than 5 microns. Provide details about the air 
conditioning system deployed in the data centre. (Independent third party audited figures 
are preferred). 
Fire Safety 
The entire building in which the data centre is hosted should have automatic fire detection 
and suppression systems installed. 
The data centre should have ozone friendly gas based automatic fire suppression system. The 
other parts of the building should have dry pipe or gas based automatic fire suppression 
systems. Bidder shall provide details about the fire detection and suppression systems 
deployed at the data centre. Vendor shall provide fire safety compliance report obtained 
from the local fire-brigade or equivalent government agency. 
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Physical Security 
Access to the data centre should be controlled by at least three tiers of physical security. 
Each tier should have solid walls and strong doors and electronic access control. Each tier 
should have progressively harder physical security controls. 
Infrastructure shall be secured in a caged environment and access shall be provided only to 
the authorized employees of the successful bidder and staff. In addition, the physical data 
storage media shall be secured in a closet for which access shall be provided to Information 
Security Officer identified by the department.  The data backup, data archival activities shall 
be performed by the successful bidder using the automated tools with out having any direct 
access to the data media. The IT Infrastructure and Data Storage deployment shall be 
subject to an audit by third party nominated by the department. 
The data centre should have electronic access control through bio-metric device preferably 
palm geometry or retinal scanning. All doors should have door sensors and alarms. 
The data centre along with all building entrances and exits should be under ‘24x7’ video 
surveillance. The vendor should provide at least one CCTV dedicated camera covering the 
entire rack space hosting the infrastructure. The vendor should be able to make the CCTV 
recording available for viewing/audit by department Information Security Officer for at least 
a period of 30 days from the date of recording. 
Within the data centre the Server Room, Network Equipment Room, Tele-communication 
Room, Console Room should be separate and the vendor should have implemented need-to-
use basis physical access control policy. Vendor shall provide details about the physical 
security measures implemented for the data centre. (Independent third party audit reports 
will be preferred.) 
Site Safety 
The building in which the data centre is located must be adequately protected against 
natural disasters like earthquakes, floods, hurricanes. Vendor shall provide information about 
the site safety of the proposed data centre. (Independent third party audit reports will be 
preferred) 
 
The following details the minimum specifications for the Infrastructure required for 
the implementation of ULB Solution. 
 
WAN Routers Specifications 
 Power availability 

- The router shall be configurable for different protocols on WAN and LAN respectively 
with the software to support communication over IP 

 The routers shall have the following features to provide the high reliability and 
redundancy: 
- Dynamic on-line reconfiguration shall be supported both locally and from remote 

locations 
- Non-disruptive hot swap of modules in the event of a failure shall be supported (where 

ever required) 
- Power Supply redundancy (where ever required) 

 The router shall provide for the following management and security features: 
- SNMP Version 2 & 3 shall be provided. Additional Enterprise MIB support should also be 

made available. RMON MIB Version I, II support should also be provided. 
- Multiple levels of management access privileges for configuration and read only tasks 

should be supported. 
- The router shall provide the extensive packet filtering capabilities and Ability to 

assign traffic filters based on any parameter in a data packet should be supported 
- Extensive debugging and troubleshooting features 
- Encryption using internationally accepted standards such as DES 
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 All the Routers proposed for the Department should have or adhere to the following 
requirements: 
- SNMP Version 2 & 3 shall be provided. Additional Enterprise MIB support should also be 

made available. RMON MIB Version I, II support should also be provided. 
- Multiple levels of management access privileges for configuration and read only tasks 

should be supported. 
- The router shall provide the extensive packet filtering capabilities and Ability to 

assign traffic filters based on any parameter in a data packet should be supported 
- Extensive debugging and troubleshooting features 
- Encryption using internationally accepted standards such as DES 

 The router shall provide for the following management and security features: 
- The router shall support the ability to compress payload data on all WAN interfaces. 

The compression shall be hardware/software based. The compression algorithm shall 
conform to the various industry standard algorithms like Lempel-Ziff, STAC etc. 

- Routers should provide the Quality of Service and Type of Service features 
- The router should be able to support the encapsulation and tunneling protocols 
- Should provide the dial back up provision for establishment of an alternate secondary 

connection in the event of failure of a WAN Link 
 The router should support the following protocols: 

- Internet Protocol (IP) routing and provision for upgrading to other protocols 
- Routing protocols: - RIPv2, IGRP, OSPF and BGP 
- NAT support. 
- Must support IPv6. 

 The router should support the following WAN protocols: 
- Frame Relay (ITU-T Q.922 Annex A). 
- PPP support for PAP/CHAP authentication over PPP link. 
- ISDN BRI (Q.921/Q.931) or PRI (Q.921/Q.931). 
- Support for VPDN, VPN, L2TP, PPTP, and IPSEC 

 The router should also support the following features: 
- IGMP, DVMRP, MOSPF or any other multicast routing standard technology 
- Resource Reservation Protocol (RSVP) 
- Dial on Demand 
- Bandwidth on demand etc 

 
Switches 
 The switches will be stackable and will be able to interconnect networks that support 

different media and topology. They will be scalable to take care of future requirement. 
The internal architecture of the switches will be bus/switch based. 

 Switches will provide the option to easily increase the switch’s port density and provide 
high speed up links through bandwidth aggregation (Fast Ether channel and Gigabit 
Ethernet Channel). 

 The switches will support dynamic on-line configuration. 
 The following management and security features will be supported: 

- Will support SNMP MIB’s version 1 and 2 for Ethernet (RC 1643, RFC 1213, and RFC 
1493). RMON MIB II and I support is also required. 

- Console and out of band management. 
- FTP/TFTP/BOOTP support. 
- Configuration through console and GUI/Web based utility (desirable). 

 The following technical features will be supported: 
- Up to 24 Fast Ethernet auto sensing ports 
- Switching fabric of at least 8 GBPS capable of delivering wire speed performance on 

all ports 
- Supports for VLANS 
- Capability to support up links on Fiber 
- Support for 802.1Q as a software upgrade feature 
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- 802.1D compliant MAC Layer frame forwarding and filtering across all ports 
- Stackable and Manageable switches 

 
Firewall Specification 
The Firewall Solution deployed for the department should provide robust security features to 
secure the ULB IT Infrastructure from the unauthorized access and use. Following outlines 
the broad specifications of the firewall solution requirements for the department. 
 Should be an appliance based solution with redundant firewalls in active-hot standby 

mode 
 Should support at least 10000 concurrent connections with at least 1.5 Gbps throughput 
 The firewall solution should also support the gigabit Ethernet ports 
 Firewall solution should provide the following features:  

- Support destination URL policy management; 
- Denial-of-service (DoS) detection and prevention; 
- dynamic port mapping; Java applet blocking;  
- VPN QoS support; real-time alerts;  
- Should support the basic network protocols services such as VLAN’s, DHCP, BOOTP, 

OSPF, RIP, TFTP, etc. 
- audit trails;  
- policy-based multi-interface support;  
- Network Address Translation (NAT); bidirectional NAT; dual NAT; 
- time-based access lists;  
- authentication, authorization, and accounting (AAA);  
- dynamic, per-user authentication and authorization;  
- Support ‘stateful inspection fire-walling’ as well as ‘application and protocol 

inspection’. 
- Should provide VPN services including site to site VPN connectivity 

 
Network Intrusion Detection System Specifications 
 The Network Intrusion Detection System (IDS) should facilitate to detect, report, and 

terminate any unauthorized activity in the network  
 The NIDS must be Real-time intrusion detection and must have a minimum inspection 

rate of 500 Mbps; 
 5,000 new TCP connections per second; 500,000 concurrent connections; 100% alarm 

rate. 
 Real-time intrusion detection transparent to legitimate traffic/network usage 
 Real-time response to unauthorized activity to block offenders from accessing the 

network or terminate offending sessions 
 Comprehensive attack signature list to detect a wide range of attacks and detect content 

and context-based attacks 
 Should support Alarms to include attacker and destination IP addresses, destination port, 

and attack description\ 
 Should provide a secured environment for the department Infrastructure against the 

following (not limited to): 
- CGI Scripts 
- Web Server Attacks, Web Browser Attacks 
- Access (failed login attempts, password cracking, administrative power abuse) 
- IP Spoofing 
- SMURF, TCP Sequence Number prediction 
- Buffer over flows 
- DNS Attacks, PING Sweeps, TCP Scans, UDP Scans, OS Identification, Account 

Scans, DOS Attacks 
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Web Servers Specifications 

 ULB portal solution should have at least two web servers configured in load balancing 
mode. 

 Server should be of at least dual processors with 3.2 GHz speed or higher and scalable 
up to 4 processors 

 Vendor should supply the processors which should be latest in its segment on date of 
hardware delivery. 

 Should have at least 2 GB SDRAM expandable to 8 GB 
 2 x 72.8 GB SCSI Hard drives with 15,000 rpm 
 Server should provide the vertical scalability features in terms of both processors and 

memory 
 Vendor should provide the cost of upgrading the server in terms of both processors and 

memory 
 Should have redundant NIC’s – 10/100/1000 WOL 
 Redundant power supply 

 
Application Server Specifications 
 ULBs solution should have at least two application servers configured in load balancing 

mode. 
 Server should be of at least dual processors with 3.2 GHz speed or higher and scalable up 

to 6-8 processors 
 Vendor should supply the processors which should be latest in its segment on date of 

hardware delivery. 
 Should have at least 4 GB SDRAM expandable to 8 GB 
 2 x 72.8 GB SCSI Hard drives with 15,000 rpm 
 Server should provide the vertical scalability features in terms of both processors and 

memory 
 Vendor should provide the cost of upgrading the server in terms of both processors and 

memory 
 Should have redundant NIC’s – 10/100/1000 WOL 
 Redundant power supply 

 
Database Server Specifications 
 Department’s solution should have at least two database servers configured in HACMP 

mode. 
 Server should be of at least four processors with 3.2 GHz speed or higher and scalable up 

to 8 processors 
 Vendor should supply the processors which should be latest in its segment on date of 

hardware delivery. 
 Should have at least 8 GB SDRAM expandable to 32 GB 
 2 x 72.8 GB SCSI Hard drives with 15,000 rpm 
 Server should provide the vertical scalability features in terms of both processors and 

memory 
 Vendor should provide the cost of upgrading the server in terms of both processors and 

memory 
 Should have redundant NIC’s – 10/100/1000 WOL 
 Redundant power supply 

 
End User Systems 
 Processor: 3 GHz or higher 
 Memory: 128 MB SDRAM expandable to 3 GB 
 Hard Disk: 40 GB HDD with ATA 100 interface 
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 Removable Storage: 48 X CD ROM Drive or higher 
 Keyboard: Standard PS/2 Keyboard 
 Mouse: 2 button wheel mouse 
 Monitor: 15’’ Color monitor 
 Ethernet: Integrated 10/100 Ethernet with WOL 
 Floppy Drive: 3.5” 2-mode Floppy Drive 
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List of Abbreviations 

 
Abbreviation Description 
AH Authenticating Header 
BCP Business Continuity Planning 
BGP Border Gateway Protocol 
BOOTP Bootstrap Protocol 
CA Certificate Authority 
CBT Computer Based Training 
CCB Change Control Board 
CGI Common Gateway Interface 
CORBA Common Object Request Broker Architecture 
CRL Change Request Log 
DES Data Encryption Standard 
DHCP Dynamic Host Configuration Protocol 
DIT Department of Information Technology 
DNS Domain Name Server 
DOS Disk Operating System 
DRP Disaster Recovery Planning 
DTD Data Type Definitions 
DVMRP Distance Vector Multicast Routing Protocol 
ESP Encapsulating Payload 
GIS Geographic Information System 
GUI Graphical User Interface 
IDL Interface Definition Language 
IDS Intrusion Detection Systems 
IGMP Internet Group Management Protocol 
IGRP Interior Gateway Routing Protocol 
INSFOC Indian Standard for Font Code 
IP Internet Protocol 
IPSEC IP Security Expansion 
ISCII Indian Script Code Information Interchange 
ISCLAP Indian Script Code for Language Paging 
ISDN Integrated Services Digital Network 
IDS Intrusion Detection System 
ISO International Standardization for Organizations 
IVRs Interactive Voice Response Systems 
L2TP Layer Two Tunneling Protocol 
MNIC Multipurpose National Identification Card 
MOSPF Multicast OSPF 
MoUD Ministry of Urban Development 
NAT Network Address Translation 
NIC National Informatics Center  
NMMP National Mission Mode Project 
NUIS National Urban Information System 
OSPF Open Shortest Path First 
PDA Personal Digital Assistant 
PING Packet Internet Groper 
PKI Public Key Infrastructure 
PPTP Point-to-Point Tunneling Protocol 
RA Registration Authority 
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RIP Routing Interchange Protocol 
RMON Remote Monitoring 
RPC Remote Procedure Calls 
RSVP Resource Reservation Protocol 
RPO Recovery Point Objective 
RTO Recovery Time Objectives 
SGML Standard Generalized Markup Language 
SNMP Simple Network Management Protocol 
SoA Service Oriented Architecture 
SOAP Simple Object Access Protocol 
SSL Secure Socket Layer 
STP Software Test Plan 
TCP/IP Transmission Control Protocol/Internet Protocol 
TFTP Trivial File Transfer Protocol 
UDDI Universal Description, Discovery & Integration 
UDP User Datagram Protocol 
ULB Urban Local Body 
VLAN Virtual Local Area Network 
VPDN Virtual Private Dial-up Network 
VPN Virtual Private Networks 
WSDL Web Services Description Language 
XML eXtensible Markup Language 
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