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Quarterly Performance Report 
For 

International Business & Technical Consultants, Inc. 
Contract #: EPE-I-00-95-00056-00 

For the period July 1, 2000 to September 30, 2000 

A. CONTRACTORS REPORT - NARRATIVE 

1. Background: 

USAID has been providing technical assistance to the National Bank of Ukraine (NBU) since 
April 1995, to help strengthen its capacity to regulate and supervise the banking sector. The 
primary focus of the program has been to help the Bank Supervision Department (BSD) build up 
the primary components of prudential regulation; on and off-site examination, problem bank 
resolution, and legal underpinnings. This program, however, would have reached an impasse 
unless the Ukrainian banking system converted to international accounting standards (lAS). 
There is no way that either the National Bank of Ukraine or the general public can get an accurate 
picture of the financial conditions of the banks unless the lAS system is adopted. The Gosplan 
accounting system previously in use was designed for a time when the so-called banks served not 
as allocators of financial resources to the most efficient uses based upon price, but were a funnel 
of centrally planned financial allocations. In such a system, risk and credit analysis had no role 
and the accounting system reflected this. Therefore, it was critical that this conversion to lAS 
was made as soon as possible. 

The Governor of the NBU had asked that USAID to broaden its program to include particular 
emphasis on the implementation stage of the development of international accounting standards 
in the commercial banks. Bank supervision and internationally accepted accounting conventions 
are interrelated priorities in building a market-oriented private banking sector. Conversion to 
lAS was one of the most important conditions in the World Bank's Financial Sector Adjustment 
Loan. The implementation of lAS in the Ukrainian commercial banks is a large undertaking and 
AID has been joined by EU/TACIS and the British Know How Fund in this program. 

The National Bank of Ukraine has issued in 1997, an accounting chart for commercial banks and 
instructions on the new accounts, based on lAS and existing requirements set up by the 
supervision and statistics sections of the NBU. These documents were used as guidelines by 
commercial banks during the implementation phase that began in October 1997. Use of the new 
chart of accounts and revised reporting were mandatory for aU commercial banks beginning 
January I, 1998. 

The ongoing project was divided into two components: to provide technical assistance to a group 
of Pilot Banks (Pills) and to advise Participating Banks (P ABs) in their conversion process. The 
final objective of the first component was to provide technical assistance to a group of Pills so 
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that they would have accomplished a rapid and correct transition from the existing, Soviet-based 
accounting system to a new accounting system which would be in substantial compliance with 
international accounting standards (IAS), In addition, the technical assistance should be directed 
to ensure that PIB management comprehends and uses correctly the IAS data produced from the 
new system. The second component is to assist as many Ukrainian banks as possible, the P ABs, 
with an analysis and approval of their conversion keys from the existing system to an IAS-based 
system, to advise on the use of IAS valuation and recognition rules for implementation beginning 
January 1, 1998, and assist in the development of possible management information systems 
which can be prepared from the new system. The initial project was completed on September 30, 
1998 and was then extended for an additional two years. In September 1999, the project was 
modified effective October 1, 1999, to support additional bank restructuring initiatives through 
December 2000. Reporting on the project objectives, technical approach and planned 
benchmarks on the modified project begins in this quarterly report. 

2. Expected Results: 

The Task Order (TO) helps to fulfill the strategic objective of developing a more competitive and 
market-responsive private financial sector, and most specifically, to develop the financial 
infrastructure. The specific objectives are to assist the National Bank of Ukraine (NBU) in 
converting the commercial banks to international accounting standards (lAS) and to assist the 
commercial banks in upgrading their ''back office" functions. The specific results expected are to 
achieve a transactions level conversion to IAS for banks covering at least two-thirds of the total 
assets of the banking system and, with a select group of banks, strengthen back office functions, 
such as internal audit, financial management, and fundamental systems. ,. , 

The project components were restructured during the first quarter in collaboration with USAID 
and NBU. As of December 31,1998, the project was divided into three components. The first 
component was to provide extensive in-bank technical assistance to a large bank in the system 
(the pilot bank-PIB). This bank was selected from the top ten banks in Ukraine and its viability 
is important to systemic stability. 

The second component was the provision of in-bank technical assistance of lesser intensity to a 
group of medium-sized banks, the Partner Bank group (PAR). Collectively, the PAR group was 
significant to the banking system and, individually, the banks selected had the capability to 
provide leadership in the reform process to the rest ofthe banking system. 

The third component was conducted jointly with the advisory team from EU/TACIS and focused 
on delivering a series of workshops to the Participating Bank group (P AB). This group, estimated 
at approximately 30 banks, was selected from the list of banks meeting NBU requirements. The 
workshops were directed to senior bank management and supervisory support staff and focused 
on the practical implementation of bank financial reporting and operational reforms using tested 
methodology from work in the PIB and PARs. 
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With the beginning of bank restructuring programs and the end of the EUIT ACIS bank 
accounting project and related cooperative efforts, the project was again modified in September 
1999, to support bank restructuring efforts and extend Kiev-based training programs on lAS and 
Internal Audit implementation tools into the regions. The training programs focus, in part, on the 
in-bank use of the Bank Management Reporting System (BMRS), the financial reporting 
software developed by the project in 1998. The project modifications included an extension 
through December 2000. 

3. Current Core Activity: 

The core activity for this quarter continued on implementation of the two major components of 
the project as set forth in the June 1999 Strategic Work Plan (SWP): The Pilot Bank Program 
(PIB) and the Sector-wide Dissemination of lAS Implementation Tools (Dissemination 
Program). As indicated above, these components were modified and redefined beginning October 
1, 1999. 

Specific activities performed during the quarter within the PIB were as follows: 

• With technical support from short-term IT advisor, assisted Aval in the development of 
automated maturity gap and interest sensitivity gap reports for use by ALCO, conducted a 
diagnostic on Aval's customer deposit and plastic card payments systems, and developed an 
internal audit program, procedures, and supporting software for audit of plastic card 
operations. 

• In coordination with the Aval Bank Restructure Project, began planning IT assistance in the 
development of credit reporting systems, 

• Assisted the internal audit department at Aval in preparing detail components of its internal 
audit manual for risk assessment methodology, branch audit procedures, and audit of 
deposits, 

• Assisted Ukrsibbank in Kharkiv in re-defining the technical assistance goals agreed upon for 
year 2000, 

Specific activities performed during the quarter within the Dissemination Program were as 
follows: 

• Delivered the BMRS-Basic and Internal Audit Case Study courses in regional bank training 
centers in Kharkiv and Lviv, 

• Completed development of the BMRS-Advanced course and scheduled October delivery of 
the course in Kiev and Lviv. 

• Maintained the project website with current information, including revised versions of 
BMRS. 
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4. Performance (June 1999 SWP): 

Benchmarks for Quarter Four (September 30, 2000): 

• At Aval Bank implementation of the MIS development plan will be well in progress on at 
least one sub-system to be specified in the workplan which promote bank restructuring 
objectives (for example the policies and procedures for a redesigned credit administration). 

As described in the June 30, 2000 quarterly report, problems came up in the new data base 
implementation and conversion at the head office and performance against the strategic plan was 
delayed. Aval management was aware of the slippage and took action to correct the situation. 
They made the decision to develop the enhanced applications in-house using Aval IT staff 
instead of leaving that task with IBIS as originally planned. In that way, we were advised that 
IBIS could increase the resources allocated to continuing data base development and conversion. 
We were also advised that the first set of applications (Dealing, client bank, general ledger 
fimctions, operating day, and basic financial reports) have been converted to run against the new 
data base system and that field testing ofthese applications was begun in the Chernigiv branch. 

The short-term IT advisors that were working with Aval during the quarter in evaluating the new 
deposit and plastic card application system and developing the gap management reports 
confirmed that the slippage in implementing the IT strategic plan continued into the present 
quarter. Contrary to what we were told in June, the new database is not populated with data and 
is not being used by Aval even though its design was completed in the spring. Therefore, the 
automated maturity and interest sensitivity gap reports had to be based on the limited data that 
could be extracted from the old database. 

The IT advisor evaluating the new customer deposit/plastic card application system being 
developed in-house, which is called "Robin", spent two days in Chernigiv where the new 
application system is being field tested. His conclusion from that evaluation was that Robin was 
a very elementary branch banking system that lacked basic customer and deposit fimctionality. 
The advisor also raised general concern on the overall process and documentation standards in 
the in-house development effort. His report on this system is attached as Exhibit v. 
As stated in the June 30 quarterly report, a fimdamental assumption of the strategic plan was that 
IBIS would develop new application systems and that no significant development would be 
undertaken in-house. The review of the test site results this quarter indicated that Aval does not 
have the resources in-house to effectively design a modem customer deposit system. It is also 
likely that this same limitation would apply to the other application systems originally projected 
for development by IBIS this year. 

The IT advisor who assisted Aval in the development of the IT Strategic Plan returns to Ukraine 
in October for a final evaluation of progress on the original plan and recommendations on actions 
which should be taken by Aval to proceed with effective implementation. 

• Aval bank will have completed the revision of its accounting policies and procedures at the 
home office and such revised polices and procedures will be in substantial compliance with 
lAS. 

International Business and Technical Consultants. Inc. 



National Bank of Ukraine - Ukrainian Bank Accounting and Operations Infrastructure Development Project 5 
Report for Quarter ending September 30, 2000 

In September, Aval completed the fourth and final (for year 2000) revision of its complete set of 
technological cards (TC) which represent the banks formal accounting policies and procedures. 
We had reviewed key drafts ofTCs during the year and our comments were incorporated into the 
final version. The TCs, as revised, are in substantial compliance with lAS. However, the final 
TC manual does not contain certain TCs that would be needed for Aval to have fully compliant 
lAS financial records and reporting. In all cases the omitted TCs are in areas were the NBU has 
not yet issued instruction. Examples of such areas are consolidation, deferred tax accounting, 
and recognition and measurement of financial instruments (lAS 39). 

In addition, we had previously noted that the general process of preparing TCs was making the 
task more difficult and that our memorandums on the specific TCs reviewed were repeating 
many of the same basic deficiencies. Accordingly, we prepared a model TC for management to 
consider in preparing TCs in the future, Ava!'s methodology department prepared one TC using 
many of our recommended changes to the content and format The revised, "model" TC was 
given to us late in the quarter further review and discussion, Weare optimistic that many of the 
features in the model TC will be adopted in future TC revisions. A copy of the model TC using 
interest accrual as an example is attached as Exhibit I. 

• Aval bank will have completed a majority of the internal audits scheduled for the first six 
months of 2000 and these audits will have been peiformed in compliance with ISlA, There 
will be evidence that management is implementing corrections in response to audit 
deficiencies. 

For the most part Aval Bank has followed its audit schedule for the first six months of 2000, For 
branch audits, only one branch audit was delayed by one week Two head office audits were not 
completed, The audit of "Transactions with Funds Raised at and Placed with the Interbank 
Market" was cancelled and replaced with another urgent audit request by management and the 
audit of "export-import Transactions, Settlements via Documentary LC's" was delayed due to 
illness. The head office audit department stills follows Ava!' s previous system and has not fully 
adopted international standards of internal auditing to their auditing procedures, However, based 
on our prior audit training at Aval, some improvements have been adopted. Sampling is now 
used in some cases, the department is preparing more detailed audit programs, and flow charting 
of procedures is being attempted. 

The branch "pilot" audit, which was done under our supervision, was only completed at the end 
of June so did not yet have an effect on the branch audit methodology for the first half of the 
year. However, we noted that subsequent branch audits are much closer to international 
standards of internal auditing. Significantly, improvements were noted in documenting the 
review of internal controls and in distinguishing between the roles of the internal auditor, 
external auditor, and the 'revision' function. It is now the branch audit section's current practice 
to review the flowcharts that were drawn up in the pilot audit and to complete the internal control 
questionnaires. Although, the audit programs are sometimes not followed in their entirety due to 
the extra time required, much more detailed instructions are now given by the supervisors to their 
staff. Unfortunately, although everyone agreed that the pilot audit documentation was much 
better, the current documentation procedures have not changed significantly, again probably due 
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to the extra time required. There is a good chance that this latter point will be rectified when the 
external auditors start to review the internal auditor's working papers. 

Aval does have a very strict system of follow-up on audit findings. Upper management is 
involved and management of the audited department is expected to respond promptly to the 
internal audit's management explaining in writing what steps it has taken to correct deficiencies 
noted. If necessary, the audit department performs a follow-up review. 

• Aval will have adjusted its financial records to comply with the audited external financial 
statements issued as of December 31,1999. 

Senior management of Aval made the decision not to adjust its financial records to comply with 
the "Big 5" external audit report and not to publish IAS-compliant financial statements, which 
would differ from those previously presented to its shareholders and NEU. Accordingly, the 
financial records of the bank, the reports to NEU and financial information furnished to 
shareholders and the Ukrainian public do not comply with IAS. Early in the year, management 
had agreed to do this and it was part of Aval's commitment letter to NEU. Therefore, we had 
included full IAS compliance as a key benchmark for this quarter. 

Management's reasons for not making these adjustments were: (a) NEU did not provide 
instructions on how these adjustments were to be reported, (b) there was no agreement on the. 
period of time that resulting capital shortfalls could be recovered, and (c) the adverse client 
reaction and public opinion could jeopardize the bank's market position and liquidity. 

There is justification for management's decision in this regard. A major directive issued by NEU 
this year was the requirement to publish finan~ial reports by July 1 accompanied by the auditors' 
report. The initial draft of the directive required that the audit report be from an "internationally 
recognized" firm. However, that requirement was challenged and was not in the final directive. 
The banking sector was effectively "off the hook" on its IAS reporting obligation. Therefore 
Aval and, from our observation, probably most other banks accompanied their published 
financial statements with a local, statutory audit report which was not IAS-based. NEU did not 
achieve the sector-wide compliance for the IAS-compliant reporting that would be needed to 
protect the individual banks reporting adjusted results. A memo from Aval management on the 
IAS adjustment issue is attached as Exhibit II. 

• A third training facility will be identified and have completed the training the trainer 
program for the two core implementation workshops and be capable of delivering these 
courses on a sustained basis. 

By the end of September, three bank training institutes had completed the training the trainer 
program for the two core courses, BMRS-Basic and the Internal Audit Case Study course. The 
National Center for Training Bank Personnel (NCTBP) in Kiev completed the program last 
quarter, and, as reported in our quarterly report for that period, we were not confident then that 
the center had developed the trainer capability to continue delivery. However, they have been 
furnished soft and hard copies of all the course material and related software. They also maintain 
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an aggressive training program for bankers and, although the project's specific training courses 
are not currently offered, components of these courses are included in the NCTPB' s programs. 

As set-forth in our quarterly report as of June 30, preliminary arrangements were made with the 
Banking College in Lviv to be the third training facility for the two core courses. The Banking 
College there includes a separate Banking Institute supported by NBU to advance training 
programs for bank employees. Therefore, it can provide both the permanent faculty and 
computer lab necessary to establish a sustainable program. 

In September, both the BMRS-Basic and the Internal Audit Case Study courses were delivered at 
the Lviv center. The Banking College furnished two faculty members to be assistant trainers in 
the course and a full set of course materials and related software were provided to allow for 
incorporation of the courses into the curriculum for both the Institute and Banking College. 

In Kharkiv, which had been identified as the region for our second training center, we had 
previously delivered our cor~ courses at the International Consulting Center (ICC) and the 
Banking Department of the National Economic University. However, neither of these centers 
offered the resources for a sustained program. In June, we were introduced to the Banking 
College and affiliated Bank Training Center which, like Lviv, is supported by the NBU and trains 
employees in the banking sector. Also like Lviv, the Banking College has both NBU backing 
and a permanent faculty to support a sustainable program. 

The BMRS-Basic course was delivered in July at the Kharkiv Bank Training Center and the 
Internal Audit Case Study Course was delivered in September. The BMRS-Basic course was 
delivered by a "second team" of trainers from the project so in the future we would have the 
capability to deliver courses in the regions simultaneously. Assistant trainers were provided from 
the College faculty and the course materials and related software were given to the Institute for 
follow-up training. 

As part of our program to expand the dissemination of the core courses, BMRS-Basic and 
Internal Audit Case Study, at the request of the regional NBU in Odessa, we delivered both 
courses in Odessa during July. Participants in the courses included representations from 
commercial banks as well as the regional NBU and the National Economic University. The 
training facility used was provided by mIS, the Odessa-based software supplier for Ava!. 
Unfortunately, we were not been able to locate a training center in Odessa that had the computer 
laboratory and staff capable of delivering these courses on a sustained basis. However, the 
Odessa participants and NBU were very interested in the courses and appreciative of the 
opportunity to participate in the training in their region. 

• The BMRS--Advanced Workshop will be developed. 

Development of the BMRS Advanced Workshop was completed concurrent with finalization of 
the management reporting enhancements to the revised BMRS software program ("Storm"). The 
concept of the workshop was discussed with staff of the bank training centers in Kiev (NCTBP), 
Kharkiv and Lviv and course offerings were tentatively scheduled in Kiev and Lviv for October. 
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The course is linked to two key components of the sector-wide dissemination program, the 
training program itself and making available, through internet and in-bank visits, enhanced 
software for preparation of lAS-compatible financial and management reports. We have 
observed that, even three years into the lAS-based accounting reform process, the banks are still 
not preparing suitable, lAS-compatible internal financial and management reports and there is no 
software product that is readily available to Ukrainian banks for this purpose. Accordingly, with 
the encouragement of NBU, other bank advisors, and the BMRS-Basic course participants, we 
devoted significant resources to the development of BMRS-Advanced and the dissemination 
program. 

A copy of the course description and schedule and student outline is attached as Exhibit m. 

• The NeTBP will have completed the trainer program for BMRS Advanced and be capable of 
delivering the two core implementation courses and the advanced course. 

As of the end of the quarter the BMRS-Advanced course had not yet been delivered at the 
NCTBP. However, as stated in prior quarterly reports, we do not believe that center devoted the 
resources necessary to deliver the two core courses on a sustained basis. Therefore, we are not 
optimistic that a train the trainer program at the NCTBP for the BMRS-Advanced course would 
be successful. 

As an alternative to using the NCTBP as the primary center for developing qualified trainers to 
sustain the project's bank training programs, we have focused on the regional training centers in 
Kharkiv and Lviv. In addition, as of the end of the quarter we are exploring other organizations 
that may be interested in taking responsibility Tor maintaining all the proj ects dissemination and 
training tools, software, website content, training materials. Organizations contacted, in addition 
to the training centers, include the Ukrainian Bankers Association, International Management 
Institute, and NBU's training center in Kiev. 

• Follow-up advisOry services and/or site visits will be conducted by the project instructor and 
training assistant for a majority of the banks represented in the course delivered by the 
project advisor at the regional center. 

As stated in previous quarterly reports there has been no demand for in-bank follow-up advisory 
services. The availability of these services is offered during the course and subsequent to the 
course through follow up letters and phone calls. We plan to conduct a survey of the participants 
during October in an attempt to evaluate how much of the course materials are actually being 
used in the banks. All the course offerings received excellent ratings from the participants. But, 
the courses are specifically designed to provide tools that are immediately usable to improve 
procedures. Therefore, the level of implementation impacts the long-term effectiveness of the 
training program. 
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• Summary of progress on related project activities during the quarter: 

A. The work at Aval during the quarter included supporting three IT assistance programs being 
conducted by three short-term advisors. These programs, which were designed to support 
both the accounting/auditing advisory work and the objectives of the bank restructuring 
project, are summarized below: 

• An IT specialist in internal audit and automating internal audit procedures developed the 
audit program and related software to support the internal audit of plastic card 
operations. This work also included the preparation of the entire section of Aval' s 
internal audit manual covering the plastic card area. Copies of the outline of the 
advisor's report and executive summary together with a soft copy of the entire report are 
attached as Exhibit N. 

• A second IT advisor performed a diagnostic of Aval' s Bank Customer Deposit and Plastic 
Card Payment Systems. As indicated earlier in this report, the advisor's work included a 
visit to the Chernirhiv Branch where Avars newly developed deposit system, "Robin", is 
being tested. A copy of the Executive Summary from the advisor's report and a soft 
copy ofthe entire report are attached as Exhibit V. 

• A third IT advisor assisted Aval in implementing automated maturity gap and interest 
sensitivity gap reports. The team assigned from Aval to assist the advisor was excellent 
and included the Aval IT specialist that developed the program to prepare the NBU data 
file used for the regulatory maturity gap report. A proto-type of the initial maturity gap 
report and a description of how it links to the interest sensitivity gap report was discussed 
in a meeting of the bank's Asset Liability Committee (ALCO) in late September. A copy 
of the Summary of Findings from the report together with a soft copy of the entire report 
are attached as Exhibit VI. 

B. On July, the advisor team visited Ukrsibbank in Kharkiv as part of the regular monthly 
follow-up on our technical assistance program there. Ukrsibbank continues to lag behind on 
the year 2000 technical assistance goals that were agreed to with management last March. 
Specifically, they are not preparing an lAS-compliant monthly internal financial report or the 
key management reports that we have been recommending and have been assisted them in 
developing. In addition, they still had not staffed their internal audit department. Instead, 
they designated the head of the financial reporting department as the internal auditor. He 
performs no internal auditing, and, if he remains in his current position, he would not qualify 
as an independent internal auditor. Because of the lack of progress on the technical 
assistance goals, we wrote our senior management counterpart, Deputy Director Oleg 
Moyseenko, and advised him that the project was coming to a close and that we needed to re­
define which of our original goals could be realistically accomplished within the time 
available. In response to this letter, Ukrsibbank advised us that they had recently hired two 
internal auditors (the first one hired attended our Internal Audit Case Study course in Kharkiv 
in September) and would like to refocus on their internal reporting deficiencies. 
Accordingly, we agreed to review and comment on the new internal audit organization and 
procedures and provide a special, in-bank workshop on the BMRS-Advanced financial 
reporting software in October. 
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5. Statement of Work: 

The Statement of Work calls for the implementation of the following five specific tasks in order 
to support the overall strategic objective of developing a more competitive and market­
responsive private financial sector: 

• Deepening of the commercial bank IAS-conversion process 
• Improving financial management 
• > Strengthening the internal audit function 
• Systems analysis 
• Accounting department organization 

As set forth in the June 1999 SWP, the project's tangible results and benchmarks were modified 
effective October 1, 1999, to better achieve the strategic objectives of the original program and 
support restructure initiatives planned for the systemically significant financial institutions. 

6. Role of and Coordination With Other Donors or International Financial Organizations: 

Specific activities which support the role of other donor agencies of international financial 
organizations, which were conducted during the quarter, include: 

A. During the period July 5 to July 9, Gary Fechtmeyer attended the Regional Bank Supervision 
Conference in Warsaw, Poland. 

B. During July, in coordination with the annual summer institutes for university faculty 
conducted by the Consortium for Enhancement of Ukrainian Management Education 
(CEUME), the project distributed descriptions of the two core courses to interested university 
faculty and made available detailed course materials. 

C. In July the team advisors attended the USAID sponsored contractors meeting for those 
projects involved with accounting reform in Ukraine 

D. During August the internal audit advisor met with Ms. Politiva, Director of Internal Audit for 
the NBU, and provided her with a generalized version of the risk assessment methodology 
developed at Ava!. The generalized version included examples of how to apply the 
methodology using ''model'' bank data so that Ms. Politiva could use this material as part of 
NBU's internal audit directive and training programs on the risk assessment process. 

E. On August 16, the accounting and restructure teams conducted a joint presentation for the 
senior management meeting at Ava!. 

F. In September, Mr. Fechtmeyer attended a project status and planning meeting of the Chief of 
Parties for the USAID and EUTACIS bank restructure teams. 
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Technological Cards: Accruals 

Title: Interest Accrual 

Serial Number 144 

Revision Number 00 - Date 28/06/2000 

Author Glyn Phillips 

Editor Ojena Borko 

Contact details 

Ojena Borko Room 304, Aval Bank, Tel. 294 8556 

This technological cover interest accruals on 
Loans to and Deposits from: 
o Business entities 
o Individuals 
o Branches 
o Doubtful Loans 

Related Technological Cards covering similar areas. 
Card No. Dated Subject 

126 20.10.99 Accrual offuterest on Budget Accounts 
Accrual of Interest Plastic Cards 
Accrual of Interest Leasing 
Accrual of Interest EBRD Loans 
Accrual of Interest Interbank Loans 

APPROVED BY: 
Person 
DerkachOV 
???? 
???? 

Position 
Chairman of the Board 
Working Group Chairman 
Head ofInternal Audit 
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Date 
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Technological Cards: Accruals 
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Technological Cards: Accruals 

Procedures and Controls 

Table Layout 
The table recording the outline of the system has been set up as follows: 
Shaded sections indicate where actions have been "guessed" and they mayor may not 
exist at all. 
No. 
This is the sequence in which the action should take place. 
Action 
This is to record what should take place 
Actions include Control Activities -

Batch totals extracted 
System total generated. 
Limit checks 
Periodic reconciliations 

Responsible 
Department 
This is the department that is responsible for the action 
For 
This is what the department is responsible for 

Timing 
This is when the action should take place 
Documentation I Computer 
Documentation: 
This records the pieces of paper and files that make up the non-computer part of the 

\ system. . 
Documents - Key Questions: 
Identification 
Number (pre-numbered, system generated etc) 
Content 
Number of Copies 
Originator 
Authoriser 
Checker 
Where each copy is filed (alphabetically, numerically etc) 
Computer: 
This records where the computer interacts with the rest of the system. It should include: 
Control totals generated by the system 
Authorisation / limits levels 
Screens used for particular purposes 
Mandatory / discretionary Print outs 
Etc. 
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Table 1 Accrual of interest on loans to Business Entities and Individuals 
Responsible Responsible for 
Dept 

No Action Dept For Timinli! Documentation I Computer 
I Set up I amend loan Credit Dept Accuracy of credit database 

agreement 
2 Check database Intrabank Communicating differences 

accuracy to Credit Dept 
3 List loans for accrual Intrabank Communicating differences By 26 day of month 

to Credit Dept 
4 Suspension of accrual Credit Cttee. Decision and communication Day after decision? 

with Intrabank 
5 Suspension of accrual Intrabank Not accruing per Credit 

Cttee. 
6 Prepare preliminary Intrabank Agreement with Credit Dept. Day before interest Preliminary Interest Accrual Report 

interest accrual accrual date? 
7 Check preliminary Credit Dept Approval and signature. 

accrual 
8 Sample examination Intrabank To check accuracy of 

calculation 
9 Calculate final accrual Intrabank Produce interest accrued 

statements and accrued 
interest register. 

10 Sign accrued interest Accounting Chief accountant Chief 
register. Intrabank officer 

11 Pass register to follow Intrabank 
up control 

12 Follow up 
control 

13 Accounting System DR Accrued Income CR Interest Income 
generated 

2048,2058,2078,2108, 6024,6025,6026,6027, 
2128 6030,6031 
3801 3800 
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Table 2 Accrual of interest on doubtful loans 
Responsible Responsible for 
Dept 

No Action Dept For Timin!! Documentation / Computer 
1 Recommendation on Credit· Monit(jring(;)~S'~el' .. , .J 

Classification I performahce:.){~: "; /' ..• ' I ....... " ;c'<:'" 

2 Classification as doubtful Credit Cttee Decision 
3 Communication of decision Credit Cttee Informing Credit Dept. Day following 

decision 
4 Communication of decision Credit Informing Intrabank. 
5 Change ofloan type to 61 Intrabank 
6 Database entry Credit Dept Updates loans database 
7 Prepare Preliminary Intrabank Approval by Credit Dept 

Interest Accrual Report 
8 Submit for appJoval Intrabank Submitted to Credit Dept 
9 ApjJfoval Credit Dept 
10 Prepare consolidated .r."i 

memorial order 
11 Approval Signature Chief 

Accountant 
12 Update database Operational 
13 Accounting System DR Income not paid CR Contra Account 

9601 9910 
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Table 3 Accrual of interest on deposits from Business Entities and Individuals 
Responsible 
Dept 

Responsible for 

No A .fl.,n Dept For • n" .. ", 1,-
1 SetUp I . Set UR o( "",,~.:;,;.; A. 

• ; ...... " , .. '. Ii" ~;':".<v' -, ~~'1;/ I;,',;·: •.• .:._ .~ .• __ 
agreement Acconnts! 

'·'..,is',;" ::~_;'t;Z'i,:, ...... :. '. , ... ',';~Ua-J after 
Fin~(lial 

...,;);~l.;:,;, I:'.' .' ..... . . 
2 accuracy rr 

~t~',. to SeLUril :"';";:;'-'" . 

3 List loans for 
to Set Up l~ :;:"" 1.- .~;-," -.,J of 

" .i::~ 1< 
4 lof: ~~tUP:al I u' ~:nri:, In.,, .r LI -, . th . ,;:;,.~!: > 1'/';" manCl W1 .ffiU: ." 

'.' " _C i·' . ...... . ··:.,:j;,';:::x.;:~,,-;' ·X·.· .' .. ,.. 

5 Prepare 'J Intrabank Agreement with Set Up Dept. Day ry Interest Accrual Report 
accrual ~""n1~1 date? 

6 Check preliminary accrual Set Up Dept/ Approvalllnd: ..... , ", '. 'p I'; ", . 
Financial .' '. . .>_!.;2:;:-;~:~,-~;ci I·; ... ,. __ ~, .. 

, .. 

7 Sample examination T ,check .' "'5' " ". o .. , .', "in,;}'-~;:':" calculation': X::.: 1':- ,.... . " 
S : final accrual ~"'uv=~ Produce interest accrued Filed by customer and by date hard and 

• f • soft .:. 

9 Sign accrued interest .A, . Chief acconntant Chief Ii,: .. ~-: ", -,- ~ Cfficerl ' ... ,. 

10 Pass register to up 
., 

. . •..• •. :;-;.i;:.'.:>,:fi:, ..• \ 
'. . 

~"'uv=~ 

1:""'< vUl1u()1 '. '. . . 

11 , to ""' 
,,,. 

. • :of% 'mode 
1~ create .\ order 
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Table 3 Accrual of interest on deposits from Business Entities and Individuals 
Responsible Responsible for 
Dept 

No Action Dept For Timin!! Documentation / ComDuter 
13 Accounting System DR Interest Expense Demand CR Accrued Interest 

generated Deposits Expense 
Accrual DAB 7020 Business 2608 Business 

7040 Individual 2628 Individuals 
Currency 3800 Position 3801 Position 

Payment 2608 Business 2600,2604,2560 
2628 Individuals Client Accounts 

Accounting Tenn Deposits System DR Interest Expense Tenn CR Accrued Interest 
generated Deposits Expense 

7021 Business 2618 Business 
7041 Individual 2638 Individuals 
3800 Position 3801 Position 

~,,,: 
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. TaJIle4 A lof t on loans to I from 
Responsible Responsible for 

i Deut 
, No A~t;nn Deut For l/r' -Tech Card 

I Set Up I Amend n.l Accuracy or ·-r Second last day 
Relations database of month 

2 Check database accuracy ••••• I:' ' 
. ,' ... 1'\, ... ,. . . .... .. I to 

',~' "/ 3 List loans for .. • 1 

> 
".,";,." "e

J 

14 1<_",.il ,ili.tinn 

5 Prepare Interest Avv<Uvu Signed ByChlef Accountant 
R 

6 to follow Up Intrabank 
control 

7 Follow up 
Control 

8 Accounting I DR Interest expense CR-A 

13800 3905 
CR Accrued Expense DR Interest 

13905 3904 
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Technological Cards: Accruals 

General Comments 
1. Aval's own instructions on content are not being followed 
2. No mention of how input is made to computer system. 
3. Separate Credit Dept front office and back office. Credit Dept (or others) should not 

set up / amend loans that they have agreed with customer 
4. Gaps in tables represent an absence of information 
5. Where do Follow Up Control fit into the system? 
6. Very little on timing. 
7. The section on Regulatory Basis that appears on some technological cards but not on 

others, is it necessary? 
8. What about access and confidentiality? 

Comments: Table 1: Accrual of interest on loans to Business Entities (and 
Individuals) 

1. What set-up / completeness controls are used? Is this covered in the Tech. Card on 
Set Up. How does Intrabank Dept check database accuracy? Are hash / batch totals 
extracted to prove processing accuracy? How are differences communicated to 
Credit Dept.? How does Credit Dept. signify approval? 

2. What are criteria for the "list of loans for accrual". How are differences 
communicated to Credit Dept.? How does Credit Dept. signifY approval? 

3. How / when does Credit Cttee. communicate non accrual decisions to Intrabank. 
(Copies / authorisation / limits / / control totals / filing). How is request made to 
Credit Cttee.? 

4. What are the control totals for non accruing loans / suspension? Who reconciles? 
9. Preliminary interest accrual (Copies! authorisation / limits / / control totals / filing) 
10. How does Credit Dept signify approval. 
11. What is sample examination to check accuracy of calculation? How is sample 

selected? What are pass / fail critera? (Copies / authorisation / limits / control totals / 
filing) 

12. What are interest accrued statements. (Copies / authorisation / limits / / control totals 
reconciliation with total / filing). What is interest accrued register. (Copies / control 
totals reconciliation with total/filing) 

13. What do Follow up Control do with the interest accrued register? 
14. Are any memorial orders prepared? 
1. 12 What do Follow up control do? 

Comments: Table 2: Accrual of interest on doubtful loans 

1. Where is this step set out? 
2. How is Credit Committee notified that loan is doubtful? (Copies / authorisation / 

limits / / control totals reconciliation with total/filing) 
3. How is Credit Committee decision communicated to Credit Dept and Intrabank 

(Copies / authorisation / limits / / control totals reconciliation with total/filing)? 
4. Communication of decision should be direct to Intrabank for better internal control. 

Tech Cards 144 Accrued 25/10/0014:59 9 GRP 



Technological Cards: Accruals 

5. How does Credit Dept. inform Intrabank (Copies / authorisation / limits / / control 

totals reconciliation with total/filing)? 

6. How is change of loan type controlled? (Copies / authorisation / limits / / control 

totals reconciliation with total/filing)? 

7. How is change of loan type reconciled with entries made by Credit Dept. 

For better internal control separate database entry from front office. 

8. Preliminary Interest Accrual report (Copies / authorisation / limits / control totals / 

filing)? 
9. How does Credit Dept signify approval of report? 

10. What is operational dept (that makes accounting entries)? 

11. How is follow up control involved? 

12. Is accrued interest register is produced? (Copies / authorisation / limits / control totals 

/ filing) 
13. How often is account 9601 (Accruals on doubtful loans) reconciled? 

14. Is 9601 posted to customer accounts at all? 

Other 

Comments: Table 3: Accrual ofInterest on Deposits 

1. How is set up controlled? (Copies / authorisation / limits / control totals / filing) Are two 

departments responsible for the accuracy of the database (Set Up and Financial Markets)? 

2. How does Intrabank check on database accuracy? 

3. What are the criteria in listing loans for accrual Copies / authorisation / limits / control totals 

/ filing). How are non accruing deposits handled? Copies / authorisation / limits / control 

totals / filing 
4. What is the procedure for suspension of accrual? 

5. Preliminary Interest accrual report. (Copies / authorisation / limits / control totals / filing) 

6. How is preliminary interest accrual checked? 

7. What are criteria for sample examination of preliminary accrual report? 

8. How is final interest accrual checked? (Copies / authorisation / limits / control totals / filing). 

9. Interest accrued statement and register? (Copies / authorisation / limits / control totals / 

filing). 
10. What is function of Follow up Control? 

11. Payment to customer (Copies I authorisation / limits / control totals / filing) 

12. Memorial order (Copies / authorisation / limits / control totals / filing) 

13. Accounting Account numbers incorrect? 

Comments: Table 4: Accrual of Interest on loans to I from branches 

1. Same comment re separation of back and front office functions. 

2. How does Intrabank check on database accuracy Check accuracy (Copies / authorisation / 

limits / control totals / filing). 

3. Are balances listed? (Copies / authorisation / limits / control totals / filing). 

4. Who reconciles? (Copies / authorisation / limits / control totals / filing). 

5. Interest Accrued Register (Copies / authorisation / limits / control totals / filing). 

6. Follow Up Control do what? 
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Technological Cards: Accruals 

Sample Documents / Reports 

This section will contain samples of the documents and reports referred to in the preceding 
paragraphs. 
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EXHIBIT II 

A val-Memo on lAS 
Adjustments not made 



AVALBank 
The Head office 

# 04-01103-183 
of 06/22/00 

Translation of Aval Internal Memorandum 

TO: International Business & Technical Consultants, Inc. 
U.S. Agency for International Development 
Ukrainian Bank Accounting and Operations 
Infrastructure Development Project 

Following the results of audit examination carried out by Arthur Andersen company, 
there is a mismatch in financial result calculated by the auditors and the amount of income 
reflected in the balance sheet statement of A VAL Bank on account #5040. 

Major reasons for these differences are as follows: 

1. According to auditors' calculations, the historic value of fixed assets of A VAL Bank is 
somewhat lower that that stated in the balance sheet statement. Consequently, there is a 
decrease in depreciation expense and an increase in the income of the bank according to the 
estimates of the auditors. 

2. According to the calculations made by the auditors, there is an excessive reserve in place. 
The decrease in reserve results in reduction of bank expense and increases its income. 

3. Reflection of difference in rate of exchange. 

Following the results of the external audit examination ('Arthur Andersen' auditing 
company) the commercial banks are allowed to adjust their books as recommended by the 
National Bank of Ukraine. 

However, the management of A VAL Bank considers that it is not reasonable to make these 
adjustments at the moment because of the following: 

1. The National Bank of Ukraine has not approved the policy on making annual adjustments 
following the results of the external audit examination. 

2. The issue of reflection adjusted income in case when the shareholders meeting at which the 
dividends are approved is held prior to the day the audit report is obtained is not addressed. 
Income adjustment resulting in its increase will lead to negative public opinion about the 
bank. 

3. In 1998 and 1999 there were two reevaluations of fixed assets made by AVAL Bank. The 
management of the bank reckons that as a result of reevaluations made the book value of 
fixed assets represents the maximum approximation to the market. 

4. In January 2000, the National Bank of Ukraine took an examination of AV AL Bank. 
According to the NBU report, the loan loss reserve is not accrued in full. 



5. Revaluation of FX assets and liabilities is made by AVAL Bank on a daily basis to comply 
with the NBU policy. Making adjustment entries goes against the requirements set by the 
National Bank of Ukraine. 

Deputy Chairman 
of A VAL Bank Managing Board 

The Chief Accountant 
of AVAL Bank 

Prepared by: 
Tarnavska A.A. 
295-87-14 (4-54) 

SmoliyY.V. 

Voloshchuk LP. 



EXHIBIT III 

BMRS Advanced Course 
a) Course Description 
b) Course Schedule 
c) Outline of Student Guide 



International Business & Technical Consultants. Inc. 
u.s. Agency for International Development 

Ukrainian Bank Accounting and Operations Infrastructure Development Project 
Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-229-6525 
Kyiv 252034, Ukraine ibtciua@naverex.kiev.ua Fax: 380-44-246-4953 

Bank Management Reporting System (BMRS)-Advanced Course 
Presented by 

IBTCI as Contractor for 
USAID Ukrainian Bank Accounting and 

Operations Infrastructure Development Project 

Course Description 

The BMRS-Advanced Course is a computer-assisted simulation workshop to train senior 
accounting staff and financial analysts in the preparation and analysis of management reports 
using BMRS software. This workshop would also be of interest to senior operating management 
in better understanding how management reports can be used for the evaluation of bank 
performance and monitoring selected banking risks. 

The workshop is based on financial information created for "Test Bank" from simulated NBU 
data files 01, 02, and 25. During the course, each student will gain hands-on experience in using 
the software program to prepare the management reports. Immediately following the brief 
preparation phase, the participant will be trained in the analysis of the management reports 
through an interactive workshop discussion technique together with some financial modeling. 

The components of the workshop are as follows: 

• Characteristics of properly prepared and effective management reports 
• Explanation of how the NBU data files are used in the software program, the comparative 

information in the files, and preparation of the detailed balance sheet and income statement 
used as the foundation for the management reports. 

• Preparation and analysis of the BMRS management reports-
• Condensed financial report and analysis schedules 
• Foreign currency position 
• Daily flow of funds 
• Branch performance 

• Preparation ofBMRS management reports from participant bank's data files (Optional) 

The course is suitable for senior accounting managers, financial analysts and, internal audit staff 
who design management reports. Also, since the reports cover asset and liability yield analysis, 
treasury operations, and branch performance, operating managers from those departments would 
also benefit from the workshop. It would be helpful for some of the students to have completed 
the BMRS-Basic course and be familiar with using the basic BMRS software "Storm". For those 
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participants who wish instruction in using "Stonn", a half-day training session prior to the 
beginning of the BMRS-Advanced course can be arranged. This session would be devoted solely 
to a review and practice in using the basic Stonn program. 

Students who successfully complete this course will have the benefit of gaining practical 
experience in the preparation and analysis of key management reports which would typically be 
prepared in an international banking environment. Further, the participants would receive the 
complete course materials including a CD-ROM with the BMRS software, management 
reporting modules, and installation instructions for implementation in their banks. 

'" , 
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International Business & Technical Consultants. Inc. 
u.s. Agency for International Development 

Ukrainian Bank Accounting and Operations Infrastructure Development Project 
YuHtsa Lysenko 4, Apartment 13 Telephone: 380-44-229-6525 
Kyiv 252034, Ukraine ibtciua@naverex.kiev.ua Fax: 380-44-246-4953 

Bank Management Reporting System (BMRS)-Advanced Course 

Course Schedule 

General Course Framework: 
I) The course will be a two-day course with an optional half-day "up-front" to familiarize 

participants with how to use BMRS program (Storm) if they have not already been trained in 
the program (Intro Day). 

2) Days I & 2 are devoted to the preparation and analysis of the management reports. Because 
preparation of the reports is automated through the software program, the time required for 
that element of the course is minimal. In fact, it is recommended that only a few computers 
be available to demonstrate the preparation process so that the course does not 
overemphasize the computer aspects at the expense of the analysis process. 

3) After preparation, the participants will be asked to analyze the individual statements and will 
then, under the guidance of the instructor, discuss their observations. Each statement will 
have key analysis (teaching) points to be identified and discussed. 

Estimated Description of Key Teaching Points 
Time Module 

Intro Day-Those Participants not familiar with BMRS 
4 hours Introduction to BMRS I. Installation ofBMRS and preparation of data files. 

2. Exporting to Excel detailed balance sheet and income statement formats. 
3. Introduce "out of balance" problem/solution 
4. Making adjustments (interbranch elimination, reclassify prior period 

adjustments) 
5. AddlDelete/Change account codes and mapping 

Dayl .. . . 

Y, hour Introduction to Describe key elements in an effective bank management report 

management reporting 
andBMRS 

I hours Preparation ofBMRS 1) Identification of case study data files 
2) Identification of comparison periods to be created from data files. 
3) Post correcting entries adjustments (interbranch elimination, reclassify 

prior period adjustments) 
4) Preparation of detailed income statement and balance sheet. 
5) Cursory review of detailed statements. 

a) Quick reconciliation of retained earnings. 
b) Identification of unusual balances for further investigation 

Coffee Y, hour 
Break 
y, hour Preparation ofBMRS See above 

continued 



Y. hour Preparation ofFX Note: Discussion of report done as part of Condensed Financial Report 

position report 
II, hour Preparation of Senior Note: Discussion follows 

Management 
Condensed Financial 
Report and Analysis 
Schedules 

Lunch 1 hour 
Break 
I Y2 hours Analysis of Senior 1) Compare condensed balance sheet and income statement to detailed 

Management BMRS report. 

Condensed Financial 
2) Discuss condensed income statement format and results 

Report and Analysis 
3) Components of Net Interest Income (NIl) 

a) Use of average balances. 
Schedules b) Demonstrate how improvements in asset and deposit "mix" affect 

NIM. 
4) Operating expense comparison. 

a) Explain unusual variations between periods 
b) Discuss Operating expense ratios 

5) Condeused Balance Sheet 
6) Analysis of Changes in Loan and Deposit accounts 
7) Preparation of summary FX position report. 

a) Explain need to measure risk by matnrity category 
b) List FX dominated accounts "not mapped" and discuss Why. 
c) Explain reporting of FXdominated ''reserve'' accounts 
d) Discuss relative FX risk in off-balances sheet accounts. 
e1 Compare BMRS FX position report with NBU regulatory report 

Coffee Y, hour 
Break " , 

I hour Analysis of Senior 
Management 
Condensed Financial 
Report and Analysis 
Schedules, continued 

I hour Preparation of Daily Cash flow will be completed for two consecutive days. 

Funds Flow 
I hour Evaluation of Daily 1) General discussion of funds flow report 

Investment 2) The participant will use the program to Estimate excess (deficient) 

Performance statutory reserve and non-invested funds. Includes discussion of non-
invested funds and effect on NIl 

Day 2 
I II, hours Daily Funds Flow Simulate the days treasury daily investment activity 

Simulation 
Coffee Y, hour 
Break 
II, hour Preparation of Branch 

Performance Report 
for two branches over 



three months 
I hour Analysis and I. Branch trend in "earning asset" to "total asset" ratio. 

Discussion of Branch 2. Branch NIl performance 

Performance Report 
3. Employee and operating expense to asset ratio will be compared between 

branches. 
4. Discussion of transfer pricing. 

Lunch 1 honr 
Break 
I y, hours Analysis and 

Discussion of Branch 
Performance Report, 
continued 

Coffee Y, hour 
Break 
I hours Preparation of Optional 

Participant Banks' 
Management Reports 

y, hour Closing discussion 



1. 

II. 

III. 

IV. 

v. 

(Training Center Letterhead) 
Bank Management Reporting System (BMRS)-Advanced Course 

Presented by 
IBTCI as Contractor for 

USAID Ukrainian Bank Accounting and 
Operations Infrastructure Development Project 

Ontline of Student Guide 

Introduction to Characteristics of Management Reporting and the BMRS-Advanced 
System 
A. Characteristics of Management Reporting 
B. Sample list of Recommended Management Reports 

1. For Senior Management 
a) Evaluate Performance 
b) Monitor Risk 

2. To support Operations 
C. BMRS-Advanced System 

1. Loading multiple NBU data files 
2. Introduction to comparison feature 
3. Preparation of detailed financial reports 

Senior Management Condensed Financial Report and Analysis Schedules 
A. Preparation 
B. Analysis of Report Content For "Test Bank" 
Daily Flow of Funds 
A. Preparation 
B. Analysis of Report Content 

1. Initial Report 
2. Evaluation of Treasury Operations 
3. Daily funds investment simulation 

Branch Performance 
A. Preparation 
B. Analysis of Report Content 
Appendix 
A. Installation instructions for Storm and NBU data files 
B. Listing of Test Bank Data Files 
C. Samples of Management Reports 
D. Instructions for setting up BMRS for preparation of management reports 
E. Instructions for preparation of Condensed Senior Management Reporting Package 
F. Instructions for Foreign Currency Position Report 
G. Instructions for Preparation of Daily Flow of Funds Report 
H. Instructions for Preparation of Branch Performance Report 



EXHIBIT IV 

A val - Internal Audit of 
Plastic Card Operations 



e Intern_nal Business & Technical Consultants, Inc. 

U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT 

UKRAINIAN BANK ACCOUNTING AND OPERATIONS INFRASTRUCTURE DEVELOPMENT PROJECT 

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44·229·6525 
Kyiv 252034, Ukraine Fax: 380-44·246-4953 
E·mail: ibtciua@naverex.kiev.ua 

Audit Program for Financial Operational Audit of Plastic Card Activities of 
AvalBank 

Table of Contents 

1. Executive Summary 
II. Introduction and Background 

A. Definition ofTenns 
1. Operational Audits 
2. Credit Card Lending 
3. Management Should Evaluate Risks Associated with Plastic Card Lending 

a. Transaction Risk 
b. Compliance Risk 

B. Scope 
C. Objectives 
D. Preliminary Survey 

1. Approach to Planning the Audit Program 
a. Gathering Infonnation 
b. Infonned Approach to Planning the Audit 
c. The Focus will Vary Depending on the Nature of the Audit 
d. Procedures to Follow in Carrying out the Survey 
e. Summary of Results 

m. Preliminary Survey Report 
A. Chronology of Past Efforts to Conduct the Plastic Card Audit 
B. Automating Components of the Plastic Card Audit 
C. The Plastic Card Management Process (Attachment N a) 
D. Organizational Chart of the Credit Card Division of Aval Bank (Attachment N b) 
E. Approach to Accomplish Audit Objective 
F. Preliminary Findings from the Survey 

N. Audit Grid Matrix Program 
A. Deliverables 
B. hnplementation by Internal Audit Department 
C. Next Steps to be Taken 
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e InternatWnal Business & Technical Consultants, In~ 
U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT 

UKRAINIAN BANK ACCOUNTING AND OPERATIONS INFRASTRUCTURE DEVELOPMENT PROJECT 

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-229-6525 
Kyiv 252034, Ukraine Fax: 380-44-246-4953 
E-mail: ibtciua@naverex.kiev.ua 

Attachment I 

Attachment II 
Attachment III 
Attachment IVa 
Attachment !Vb 
Attachment IV c 
Attachment IVd 
Attachment IV e 
Attachment IV f 
Attachment IV g 

FFIEC Handbook, Chapter on Retail EFT Activities (USA) - available in 
English only 
IIA Audit Standard on Scope of Work - available in English only 
IIA Audit Standard on Perfonnance of Work - available in English only 
General Description of Functions in Plastic Card Operations 
The Plastic Card Management Process (diagram) 
Organization Chart of the Credit Card Division 
List of Technology Cards Relating to Plastic Card Transactions 
Internal Control Questionnaires 
Audit Programs 
Audit Grid Matrix 



Audit Program for Financial Operational Audit of Plastic Card 
Activities of A val Bank 

I. Executive Summary 
This audit program is the last of several steps taken by ffiTCIlUSAID to develop a 
comprehensive audit plan for the audit of plastic card activities at Aval Banle The Internal 
Auditors have done limited flowcharting of some areas in the Credit Card Division. They have 
also performed some audits in this area, however, of limited scope, in the last two years. 

This audit program provides a comprehensive, "grid matrix" approach, lining up Credit Card 
Department activities with corresponding system reports and applicable sections of the 
Technology Cards. 

In addition, a macro random selection procedure has been built into the Excel Audit Grid file and 
delivered to Internal Audit to use in any random selection procedure, either for a whole number 
or a percentage random selection. It is universal in application, not dependent on record type, 
size, etc. 

The audit manual sections for Merchant, Cardholder and ATM audits have been updated to 
include the random selection procedure and steps in the Audit Grid Matrix. 

The work of the consultants is the property of Internal Audit to use or modify and update as they 
choose. 

Implementation by Internal Audit 

Consultant met with Internal Audit Department to deliver: 
1. Audit Grid Matrix File. 
2. Revised Audit Manual Section on Cardholder Activities in Russian. 
3. Random Selection Macro. 
4. Demonstrate Random Selection Macro. 
5. Six audit steps to select from to implement the Random Selection Macro. 
Internal Audit: 
1. Accepted the Random Selection Macro. 
2. Selected data for the two audit steps for random selection by the Macro. 
3. Successfully tested the Macro and implemented it for these two audit steps of the 

Credit Card Division audit. 
4. Successfully reviewed the Audit Grid Matrix File (in Russian and English) and the 

Internal Auditors accepted it as part of their audit work and planning - they were 
interested in how it displayed relationships between the Technology Card process 
steps, and available system reports in the audit planning, execution, and update 
process. 

Next steps to be taken: 



1. Internal Auditors should continue flowcharting, at a more detailed transaction level, 
concentrating on the following functional areas, in descending order of priority (highest 
priority to the first), starting with the functional process steps, a-e, and concluding with 
those of a wider system view, f-j: 

a. Conclusion of agreements 
b. Card issuing - personalization and delivery to the cardholder 
c. Replenishment 
d. Settlements 
e. International payment system clearing 
f. Customer disputes resolution - mostly charge-backs 
g. Overdraft management 
h. Technical support of ATMs and database management (Transmaster) and error 

management 
1. Adjustments/corrections input - controls over all manual database entries 
j. System flows and controls on processing data in database updates 

i. Between Aval's Transmaster and UPC's Transmaster, and 
ii. Between Aval's Transrnaster and the General Ledger. 

2. Internal Auditors should use the Excel Random Selection Macro Spreadsheet on the 
Audit Grid File to generate random samples in each area ofthe audit program as required. 

3. Internal Auditors should continue work on validity checks and summary checks of 
cardholder updates indicated in section E of the audit report (area highlighting update 
control weaknesses). 

4. Internal Auditors should be aware of control weaknesses in conducting the audit, in order 
to provide additional audit focus and make recommendations for improving internal 
system controls in these areas. See Audit Grid File for specific references. 

II. Introduction and Background 

A. Definition of Terms 

1. Operational audits review a specific department, division, or area of a bank. 
This type of audit includes a review of policies, procedures, and operational 
controls (e.g., loan review) to determine whether risk management, internal 
controls, and internal processes are adequate and efficient. Operational audits 
generally include procedures to test integrity of accounts, regulatory reports, and 
other aspects of operations. These audits may also include a review of 
management and employee compliance with bank policies and procedures. 
(Source: Comptroller'S Handbook on Internal and External Audit, U.S. 
Department of the Treasury) 

2. Internal Controls for Retail EFT - Attachment I, FFIEC Handbook Chapter 
on Retail EFT Activities - Internal Controls. 
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3. Management Should Evaluate Risks associated with Plastic Card Lending -

A variety of factors have caused the plastic card business to become one of the 

most complex and competitive areas in the financial services industry. The market 

enviromnent and risks make it essential for issuing banks to have written 

operating policies tied to well-conceived business plans and risk management 

systems. 

From a management perspective, risk is the potential that events, expected or 

unanticipated, may have an adverse impact on the bank's capital or earnings. The 

OCC has defined nine categories of risk for bank supervision purposes. These 

risks are Credit, Interest Rate, Liquidity, Price, Foreign Exchange, Transaction, 

Compliance, Strategic, and Reputation. These categories are not mutually 

exclusive, any product or service may expose the bank to multiple risks. The 

primary risks associated with credit card lending are: credit, transaction, 

liquidity, strategic, reputation, interest rate, and compliauce risk. 

All these risks should be taken into account by Aval management in operations 

planning and by Internal Audit in audit planning. However, two appear to be 

most relevant to Aval Bank's current operations in the plastic card area. They 

are: (1) Transaction Risk and (2) Compliance Risk. Therefore, we paid special 

attention to these two risk areas in planning this audit prograrn. 

a. Transaction Risk 

Transaction risk is the risk to. earnings or capital arising from problems with 

service or product delivery. 'This risk is a function of internal controls, 

information systems, employee integrity, and operating processes. Transaction 

risk exists in all products and services. 

A bank's success in plastic card operations depends in part on achieving 

economies of scale. Credit card operations are highly automated, have a large 

transactional volume, and require strong operational controls. Aggressive growth 

has the potential to stretch operational capacity and can cause problems in 

handling customer accounts and in processing payments. The merchants 

acquiring business for the Bank's card accounts need accurate and immediate 

information for detecting customers' credit limits and blocked amounts after each 

transaction before posting to card accounts. Pin and card account number security 

must be maintained to safeguard the integrity of the transactions. 

To control transaction risk, a bank should maintain effective internal controls and 

use comprehensive management information systems. One can assess transaction 

risk by evaluating the adequacy of plastic card application and processing systems 

and controls, the capabilities of systems and technologies in relation to current 

and prospective volume, contingency preparedness, and exposures through the 

payment system. 
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b. Compliance Risk 

Compliance risk is the risk to earnings or capital arising from violations or non­
conformance with laws, rules, regulations, prescribed practices, or technical 
standards. In Ukraine, Aval Bank should be in compliance with NBU regulations, 
directives and instructions that apply to plastic card operations. It should also 
follow Konts supporting technical documents for issuance of plastic cards using 
the Transmaster System. 

Management should ensure that staff involved in credit scoring, processmg 
applications, and collections activity comply fully with these directives, 
instructions, and supporting technical documents. 

In addition, compliance with cardholder and merchant agreements should be 
assured, and tested as part of the audit process. 

B. Scope 

Plastic Card Activities of Aval Bank include cardholder activity, merchant activity and 
ATM-cash withdrawal activity. See Attachment II for IIA standards on developing scope 
of work. 

C. Objectives 

(1) Design and testing of an audit program that automates random sampling for 
comparison of data in key control/test areas in the flow of the plastic card transactions 
with POS, ATMs and domestic and International Payment Systems, Cardpay and UPC. 
(2) Revision of Intemal Audit Manuals for Audits of Cardholder Activities, Merchant 
Activities and ATMs, to include the automated random selection program in each area. 
(3) To advise bank management on the strength and weaknesses of the operation of its 
internal control system. 
(4) Provide Internal Audit with a tool, the Plastic Card Audit Program Grid, to help plan 
and revise audit steps and procedures in the plastic card area of its business in an 
interactive way with linkages to Technology Card work steps and available system report 
outputs. 

D. Preliminary Survey 

I have completed the Preliminary Survey of this audit through the process of interviewing 
key persons working in the target area (plastic Card Division, Cardpay and UPC) and 
observing and evaluating the systems of internal control, the financial systems flows and 
as a result, develop the audit program. 

1. Approach to Planning the Audit Program 
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One of the key components of planning the audit work and audit program is the 
Preliminary Survey. (See Attachment III for IIA standards on planning the audit 
work.) My survey followed the IIA guidelines: 

Performing, as appropriate, a survey to become familiar with the activities, risks, 
and controls to identify areas for audit emphasis, and to invite auditee comments 
and suggestions. 

a. A survey is a process for gathering information, without detailed 
verification, on the activity being examined. The main purposes are to: 

- Understand the activity under review. 

- Identify significant areas warranting special emphasis. 

- Obtain information for use in performing the audit. 

- Determine whether further auditing is necessary. 

b. A survey permits an informed approach to planning and carrying out 
audit work, and is an effective tool for applying the internal auditing department's 
resources where they can be used most effectively. 

c. The focus of a survey will vary depending upon the nature of the audit. 

d. The scope of work and the time requirements of a survey will vary. 
Contributing factors include the internal auditor's training and experience, 
knowledge of the activity being;.exaruined, the type of audit being performed, and 
whether the survey is part of a recurring or follow-up assignment. Time 
requirements will also be influenced by the size and complexity of the activity 
being examined, and by the geographical dispersion of the activity. 

e. My preliminary survey followed the following procedures: 

- Discussions with the Director of the Credit Card Division and extensive 
interviews with the Heads of each of the Credit Card Division's Departments, 
Cardpay and UPC. 

- Involvement of the Internal Audit Department of Aval Bank in each of these 
meetings and steps. 

- On-site observations. 

- Review of management reports and studies. 

- High level flowcharting. Detailed flowcharting was beyond the scope of the 
work. However, Internal Audit was provided with instructions, procedures and 
priorities for detailed flowcharting. 
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-Functional "walk-through" (tests of specific work activities from beginning to 
end). 

- Documentation of this workflow analysis and start building the audit program. 
It should provide common ground for the internal auditors and credit card 
management to interact in a more positive and constructive manner. 

f. A summary of results and preliminary findings was prepared at the 
conclusion of the survey, in the form of a Preliminary Survey Report 
which follows. 

III. Preliminary Survey Report 

A. Chronology of Plastic Card Audit 

The Bank's Internal Audit Department has made several attempts to audit the credit card 
activities of the Bank, starting April 1, 1999. The project staff have been providing 
technical assistance to them in each of these efforts. While they have delivered two 
reports they have only resulted in partial audit coverage of the Credit Card Division: 

Date Action Done Action Performed by 
April 1, 1999 Planning begun for Audit of Plastic Card AvalIA 

Operations 
April 1 to July 1999 Limited scope audit performed of account opening Aval IA 

and closing balance 
July 15, 1999 Plastic Card operations designated as a "Pilot AvalWIBTCI 

Audit" 
September 1999 Planning completed for audit of merchant activity: Aval IA 

Fieldwork begins 
December 1, 1999 Interim Audit Report issued on Merchant activity: Aval IA 

• Confirmation step not performed 

• Settlements not tested 
January 2000 Advisors send letter to Chairman summarizing IBTCI 

procedural deficiencies noted in audit. Recommend 
further audit of merchant activity be postponed 
until deficiencies corrected. 

April 2000 Advisors and Aval agree to change Pilot Audit to AvalWIBTCI 
Audit of an Aval Branch 

May 2000 Advisors informed that Cardholder audit Aval IA 
completed, denied access to report and working 
papers. 

June 2000 Advisors recommend bringing an "IT" specialist to IBTCI 
automate components ofthe Plastic Card audit. 
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B. Automating Components of the Plastic Card Audit 

1. Objective is to produce an audit program that automates random sample selection 
and provides specifications for automated comparison of data in key control/test 
areas in the flow of the plastic card transactions with POS, ATMs and domestic 
and International Payment Systems, Cardpayand UPC. 

2. User of this program will be the Internal Audit Department, not the Information 
Technology Division. Internal Audit will take ownership of this program and 
implement it. A diagram is provided to show where this audit process fits into 
the overall management framework of plastic card operations. 

C. The Plastic Card Management Process (Attachment IV b) 

D. Organizational Chart of the Credit Card Division of A val Bank (Attachment IV c) 

E. Approach to Accomplish this Audit Objective: 
1. Probable audit areas to automate: 

a. Random selection of records for conducting audit tests - completed. 
b. Validity checks of Q-File update of Transmaster System in UPC from 
Aval Bank, e.g. values or number of plastic card transactions sent and 
received. 

c. Summary checks or tests of total plastic card debits, credits 
and balances for the data entered into General Ledger operating 
day. 

F. Preliminary Findings from Survey 
Need for overall daily reconcil4ttions of account data sent with that received for: 

1. Plastic Cards Updates (Transmaster) 
2. Plastic Cards vs. Operating Day 
3. Plastic Cards vs. Intra-Day Database 
4. Daily control Summary Totals 

For example we found that: 
1. Q-file update of Transmaster System in UPC from Aval Bank Transmaster System 

four times a day - need for improvement in 
a. No validity checks of values or number of transactions sent and received. 
b. No summary checks of total debits, credits and balance for the data entered 

into the system 
c. Rows are replaced rather than values updated as would be preferred 
d. Error messages during transmission, while few on each transmission are 

cumulative to the database and may be very significant over time. They 
should be recorded in a register with colunms for a date and time of 
resolution. 

2. Operating day update at 10:00 am each day for the work ofthe previous day 
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a. No validity checks of values or number of transactions sent and received. 
b. No summary checks of total debits, credits and balance for the data entered 

into the system 
c. No daily, weekly or monthly totals for the entire GL or for product lines. 

Only show totals for branches and subsidiary ledgers. 

3. While current systems seem to process the daily updates to the Transmaster and 
General Ledger systems adequately, there is no apparent process for reconciliation 
during update of systems. The view appears to prevail that as long as the 
transactions are processed on time, and the merchants and cardholders do not 
complain, then all is well. However, customers have been provided only two 
telephone lines to report their problems to the bank with no provision for stacking 
calls or for tracking lost or busy calls. We were informed that these service levels 
are now in the process of being upgraded. Nevertheless, records show that 
approximately 24,000 plastic card account cancellations have occurred in the past 
few years, since the Transmaster system was implemented. Rapid growth in the 
total number of new cardholders has overcompensated for this loss, but 
nevertheless, they may represent dissatisfied customers who have problems with 
their account balances. Credit Card Division reports show that in some recent 
months growth in number of closed accounts has exceeded growth in new accounts. 
There is no report on the reasons for these cancellations. 

4. The current state of systems that support plastic card transactions appears to be a 
patchwork of internally developed software to process and transport data and for 
updates to and from the Transmaster and General Ledger systems. They operate 
adequately to "process the work of the day" but lack daily reconciliations to assure 
account data sent was received (transmission integrity). There is also a need for 
better summary reports to management by product group. 

5. Internal Audit has successfully tested and implemented the random sampling 
macro, developed as part of the audit program, and intends to use the audit grid 
matrix in its audit work. 

IV. Audit Grid Matrix Program 

A. Deliverables 

This audit program (Audit Grid Matrix Program) is the last of several steps taken by 
IBTCIlUSAID to develop a comprehensive audit plan for the audit of plastic card activities at 
Ava! Bank. (Attachment IV g, Excel file). The Internal Auditors have done limited 
flowcharting of some areas in the Credit Card Division. They have also performed some 
audits in this area, however, oflimited scope, in the last two years. 
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This audit program provides a comprehensive, "grid matrix" approach, lining up Credit Card 
Department activities with corresponding system reports and applicable sections of the 
Technology Cards. 

In addition, a macro random selection procedure has been built into the Excel Audit Grid file 
(Attachment IV h, Excel file) and delivered to Internal Audit to use in any random selection 
procedure, either for a whole number or a percentage random selection. It is universal in 
application, not dependent on record type, size, etc. 

The Internal Audit Manual sections for Merchant, Cardholder and ATM audits have been 
updated to include the random selection procedure and steps in the Audit Grid Matrix and 
Internal Control Questionnaires have been provided (Attachments IV e & f). 

The work of the consultants is the property of Internal Audit to use or modifY and update as 
they choose. 

B. Implementation by Internal Audit 

Consultant met with Internal Audit Department to deliver: 
1. Audit Grid Matrix File. 
2. Revised Audit Manual Section on Cardholder Activities in Russian. 
3. Random Selection Macro. 
4. Demonstrate Random Selection Macro. 
5. Six audit steps for the Internal Audit to choose from to implement the Random 

Selection Macro. 
Internal Audit: ., 

I. Accepted the Random Selection Macro. 
2. Selected data for the two audit steps for random selection by the Macro in the area of 

merchant and ATM activity. 
3. Successfully tested the Macro and implemented it for these two audit steps of the 

Credit Card Division audit. 
4. Reviewed the Audit Grid Matrix and its relationships to audit planning and execution 

and accepted it as part of their audit work and planning. They were interested in how 
it displayed relationships between the audit steps, Technology Card process steps, and 
available system reports. 

C. Next steps to be taken: 

I. Internal Auditors should continue flowcharting, at a more detailed transaction level, 
concentrating on the following functional areas, in descending order of priority 
(highest priority to the first), starting with the functional process steps, a-e, and 
concluding with those of a wider system view, f-j: 

k. Conclusion of agreements 
i. Corporate salary projects 

ii. Corporate cards 
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Ill. Individual cardholders 
IV. Merchants 
v. ATM site placement agreements 

vi. International payment systems 
1. Card issuing 

i. Personalization 
ii. Delivery to cardholder 

m. Replenishment 
1. Individual cardholder accounts 

11. salary projects 
Ill. corporate cards 
iv. ATMs 

n. Settlements 
1. Merchants 

11. Financial Institutions 
lll. Payment Systems 
IV. ATMs 
v. Affiliated Banks 

vi. Joint Projects 
o. International 

i. Payments 
ii. Settlements 

iii. Transfers 
p. Customer disputes resolution - mostly chargebacks 
q. Overdraft management 
r. Technical Support 

i. ATM operation, management and support 
ii. Database management 

1. Process charges and administration of database on Transmaster system 
iii. Error management - should be a register for daily transmission error messages 

showing time and date of occurance and of resolution. 
s. Adjustments/corrections input (all manual database entries). There should be a log of 

all manual entries, with justification and authorization noted. 
t. System flows and controls on processing data in database updates 

i. Between Aval's Transmaster and UPC's Transmaster, and 
ii. Between Aval's Transmaster and the General Ledger. 

2. Internal Auditors should use the Excel Random Selection Macro Spreadsheet on the 
Audit Grid File to generate random samples in each area of the audit program it is 
required. 

3. Internal Auditors should continue work on validity checks and summary checks of 
cardholder updates indicated in section E of the audit report (area highlighting update 
control weaknesses). 

4. Internal Auditors should be aware of control weaknesses in conducting the audit, in 
order to provide additional audit focus and make recommendations for improving 
internal system controls in these areas. See Audit Grid File for specific references. 
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Automation has enabled banks to electronically perform many retail banking functions formerly handled 
manually by tellers, bookkeepers, data entry clerks and other banking personnel. Examples of retail 
Electronic Funds Transfer (EFT) systems include automated teller machines (ATM), point-of-sale (POS) 
networks, debit and smart cards, and home banking. Accordingly, the need for physical banking facilities 
and related staff has been reduced. EFT and related banking services also has brought access to, and 
control of, accounts closer to the consumer through use of widely distributed unstaffed terminals and 
merchant facilities. EFT related risk to a financial institution for individual customer transactions is 
generally low, since the transactions are usually for relatively small amounts. However, weaknesses in 
controls that could lead to incorrect or improper use of several accounts could lead to significant losses or 
class action suits to a financial institution. Examinations of retail EFT facilities should focus on the 
potential large scale risks of a given product. 

As with other EFT services, financial institutions have found it beneficial to share their ATM and POS 
systems' costs and realize economies of scale. This has led some institutions to form alliances that are 
mutually beneficial. Two examples are: 

rl" Shared systems + A group of financial institutions mutually research, install, market and operate the 

system. 

rl" illterchange systems + Separate institutions with ATM programs or separate shared systems allow each 

other's customers use of their machines. 

Additionally, there are single institution systems, where only the customers of the bank that developed and 
installed the A TM system may use the machine. 

Fraud, robbery and malfunction are the major risks in an ATM environment. Although the use of plastic 
cards and PINs act as a deterrent, there is a risk that an unauthorized individual may obtain them. 
Customers even may be physically accosted while making withdrawals or deposits at ATM locations. 
Some institutions have decreased this risk by installing surveillance cameras and access/entry control 
devices. 

AUTOMATED TELLER MACHINES (ATM) 

An ATM is an EFT terminal that is capable of performing many routine banking services for the customer. 
ATMs handle deposits, transfers between savings and checking accounts, balance inquiries, withdrawals, 
small short-term loans and payments to third parties. ATMs usually operate 24 hours a day and are located 
both on and off bank premises. Daily withdrawals are normally limited to relatively small amounts (usually 
$500 or less). Deposits are processed in the same manner as if handled by a teller. 

ATMs are generally activated through use of a plastic card encoded with a machine readable customer 
identification number. ill most systems, the customer is required to enter a corresponding personal 
identification number (pIN). 

ATM machines operate in either off-line or on-line mode. Off-line transactions are recorded on tape and 
physically transported to the financial institution for daily processing. Since off-line systems are not 
directly connected to the financial institution's computer system, balance verification is normally limited to 
the customer's opening balance. On-line systems are directly connected to a financial institution's computer 
system. The computer processes each transaction immediately and provides instant account balance 
verification. On either system, a card is normally captured if misuse is indicated (e.g., reported stolen or 
improper PIN number). 
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POINT-OF-SALE SYSTEMS (POS) 

A POS system transaction is defined as an electronic transfer of funds from a customer's checking or 
savings account to a merchant's account to pay for goods or services. Transactions are initiated from POS 
terminals located in department stores, supermarkets, gasoline stations, and other retail outlets. In an 
electronic POS system, a customer pays for purchases using a plastic card (e.g., ATM card or debit card). 
The store clerk enters the payment information into the POS terminal and the customer verifies the transac­
tion by entering a PIN. This results in an automatic debit to the customer's account and credit the merchant. 

POS transactions may either be processed through single-institution unshared systems or multi-institution 
shared networks. Participants in a shared systems settle daily, on a net transaction basis, between each 
other. In unshared systems, the merchants and customers have accounts with the same financial institution. 
Thus, the need to settle for transfer of funds between banks is eliminated. 

As with other EFT systems, POS transactions are subject to risk of loss due to fraud, mistakes, and system 
malfunction. POS fraud is caused by stolen cards and PINs, counterfeit cards, and direct computer access. 
The system also is susceptible to errors such as debiting or crediting an account by too much or too little 
and entering unauthorized transactions. For the most part, POS systems usually deal with these risks by 
executing bank-merchant and bank-customer contracts that delineate each party's liabilities and responsi­
bilities. Also, consumers are protected by state and federal statutes limiting their liability ifthey give notice 
of a lost, stolen or mutilated card within a specified time period. Another risk inherent in POS systems is 
that of computer malfunction or downtime. Also, financial institutions offering POS services should 
provide for adequate records backup. 

DEBIT AND SMART CARDS 

Other funds transfer related activities that use plastic card and PIN access are debit cards and smart cards. 
While not EFT systems by themselves, they may pe used in conj unction with EFT systems. Debit cards 
may draw against available balances or lines of credit in related deposit accounts. They can be used for 
currency withdrawals by A TMs or for the direct purchase of goods or services from retailers using POS or 
paper-based settlement systems. 

Smart cards contain a microchip which can store customer account profiles and credit line balances, as well 
as a record of transactions. When the card is used to make a purchase, the amount of the purchase is 
deducted from the balance remaining in the card's memory. Once the credit line in the card is exhausted, it 
can be replenished. Smart cards do not require on-line terminals. 

HOME BANKING 

Home banking allows customers to determine their bank account balances, make bill payments, and 
transfer funds between the customer's own bank accounts via telecommunications lines. These services, 
which were originally performed solely by telephone, may employ either telephone or personal computers 
(PCs). To access the account, the customer dials a designated phone number and enters an account number 
and PIN. If a transfer is to be made, the customer also enters the merchants' identification numbers, 
customer's account number with each merchant, and the amount and date of payment. If a telephone is 
used, the data is called back via voice response equipment or, if by computer, the data is transmitted back 
to the computer terminal screen. The customer then presses a designated key to confirm the transaction. 
Financial institutions complete the transaction by: 
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.. Transferring funds directly from the customers' account to the merchant accounts, if the accounts are in 
the same bank. 

.. Transferring funds into a holding account and sending a check and printout to the merchants . 

.. Transferring funds to the merchants' bank. 

.. Transferring funds to a third party who then pays the merchant or utility. 

In addition to financial services, some home banking systems include programs that offer such things as: 

.. Stock brokerage services . 

.. Home information services that allow electronic access to local and regional newspapers, classified ads, 
and airline, restaurant, theater and sporting event reservations . 

.. Income tax preparation service. 

INTERNAL CONTROLS FOR RETAIL EFT 

Regardless of the system employed, financial institutions should ensure that adequate internal controls are 
in place to minimize errors, discourage fraud, and provide an adequate audit trail. Recommended internal 
control guidelines include: 

For all systems: 

.. Measures to establish proper customer identification (pINs) and maintenance of their confidentiality . 

.. Issuance of a receipt to the customer as required by Regulation E . 

.. Installing a dependable file maintenance and retention system to trace transactions . 

.. Producing, reviewing and maintaining exception reports to provide an audit trail. 

.. Requiring customers of each service to sigu agreements that clearly define the responsibilities of the 
customer and the financial institution . 

.. Producing and forwarding periodic customers' statements so they can review transactions made during 
the period and detect unauthorized transfers, as required by Regulation E . 

.. Confidentiality and security of customer account information including protection of PINs . 

.. Maintenance of contracts between bank and merchants, customer and banks, and banks and network. 

.. Daily reconciliation of ATM machine transactions . 

.. Policies and procedures regarding credit and check authorization, floor limits, override, settlement and 
balancing . 

.. Maintenance of transaction journals to provide an adequate audit trail. 
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.. Generation and review of daily exception reports with provisions for follow-up of exception items . 

.. Provisions for backup and contingency planning . 

.. Adequate control of captured cards . 

.. Physical security surrounding A TM terminals. 

For transfer and bill paying systems: 

.. Allow customers to pay bills or transfer funds only from their accounts . 

.. Require that all transactions be preauthorized for specifically stated customer accounts . 

.. Discourage payments to third parties without written authorization. 

The most critical element of EFT systems is the need for undisputed identification of the customer. 
Particular attention should be given to the customer identification systems. The most common control is 
the issuance of a unique PIN that is used with a plastic card or, for non-card systems, an account number. 
The following guidelines, as recommended by the American Bankers Association, are encouraged. 

PIN CONTROL GUIDELINES 

Storage 

.. Unissued PINs should never be stored before issuance They should be calculated when issued and any 
temporary computer storage areas used in the calculation should be cleared immediately after use . . , 
.. PINs should be encrypted on all files and data bases . 

.. All file maintenance to PINs stored in databases should be restricted. Console logs and/or security 
reports should be reviewed to determine any attempts to subvert the PIN security system. 

Delivery 

.. PINs should not appear in printed form where they can be associated with customers' account numbers . 

.. Bank personnel should not be able to retrieve or display customers' PIN numbers via terminals . 

.. PIN mailers should be processed and delivered with the same security accorded the delivery of bank 
cards to cardholders. (Note: PINs should never be mailed to a customer together with the card.) 

Usage 

.. The PIN should be entered only by the card-holder and only in an environment that deters casual entry 
observation . 

.. The PIN should never be transmitted in unencrypted form . 

.. PIN systems should record the number of unsuccessful PIN entries and should restrict access to a 
customer's account after a small number of attempts. 
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.. If a PIN is forgotten, the customer should select a new one rather than having bank personnel retrieve 
the old one. 

Control and security 

.. Systems should be designed, tested and controlled to preclude retrieval of stored PINs in any non­
encrypted form . 

.. Application programs and other software containing formulas, algorithms, and data used to calculate 
PINs must be subject to the highest level of access for security purposes . 

.. Any data recording medium, e.g., magnetic tape and removable disks, used in the process of assigning, 
distributing, calculating or encrypting PINs must be cleared immediately after use . 

.. Employees with access to PIN information must be subject to security clearance and must be covered 
by an adequate surety bond. They should not be involved in card issuance operations in any way. 

System design 

.. To limit fraud, PIN systems should be designed so that PINs can be changed without reissuance of 
cards . 

.. PINs used on interchange systems should be designed so that they can be used or changed without any 
modification to other participants' systems . 

.. Financial institutions electing to use encryption as a security technique for bank card systems are 
strongly encouraged to consider the Data Encryption Standards established by the National Bureau of 
Standards. . 

PLASTIC CARD CONTROL GUIDELINES 

Procurement 

.. A written agreement between the card manufacturer and the financial institution should detail control 
procedures and methods of resolution to be followed if problems occur . 

.. Financial institutions should acquire the card manufacturer's latest third-party audit report . 

.. An investigation of the security devices used by the manufacturer when encoding and embossing the 
card should be conducted. 

EmbossinglEncoding 

.. If done by a vendor, similar precautions as detailed for card manufacturers should be considered, 
including written contracts and reviews of control procedures in effect. 

.. If done on site, the equipment should be maintained in an extremely secure area . 

.. Proper inventory controls over blank plastic card stock should be in place. There should be proper 
accounting for the number of cards used, including test cards and spoiled cards. 
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rl" Separation and rotation of duties should be practiced to the extent practical and supervisory control 
reviews should be conducted on a periodic basis. 

Storage 

rl" Dual control procedures should be in place. Only a limited working supply of blank cards and cards in 
the process of being embossed/encoded should be allowed out of the dual custody. Adequate interim 
storage and accounting must exist for all cards not under dual control. 

rl" Adequate controls should exist for captured cards. 

Mailing 

rl" Accountability controls should be created to ensure that all cards initially disbursed from the storage 
area are delivered to the mail area or are properly destroyed. 

rl" Returned cards should be separately handled by a function independent of the mail department. 

rl" Control cards should be mailed randomly to customers and their delivery validated within a few days to 
ensure that no theft has taken place. 

TERMINAL SHARINGINETWORK SWITCHING 

In an attempt to lower costs and provide widespread services, financial institutions share EFT facilities to 
process retail EFT services, primarily A TM and POS facilities. Some financial institutions are required by 
state law to share such facilities, while others voluntarily share them. EFT facilities are usually shared 
regionally; others voluntarily share them on a regional, nationwide and, in some cases, international basis. 
The most commonly shared EFT systems are: " 

rl" An EFT network formed and shared by different financial institutions. 

rl" A multi-bank holding company network servicing affiliated banks . 

.. A single institution's proprietary EFT network shared with other institutions for a fee. 

To facilitate use of the system, a switching network (switch) must be in place to allow shared terminals and 
computers to communicate with each other. The two types of switching networks used are: 

rl" Line switching + essages are sent directly from one station to another when the central switching site 
establishes the connection. These systems are commonly used in real-time environments. 

rl" Store and forward + The central switching site stores incoming messages and later retransmits the 
messages to their destination. 

Control Requirements 

The primary concerns in shared EFT facilities are security and confidentiality of customer data. These 
concerns become critical when the network, or any section of it, becomes inoperable or when line problems 
develop that interrupt the normal transfer of information through the switch. Therefore, adequate audit 
trails must exist for all transactions, at each switch point, identifying the originating terminal and 
destination. 
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Adequate procedures must be in place to control activity if the shared system becomes inoperable to ensure 
accurate posting and maintain security. Also, procedures for balancing and settling transactions should be 
well-documented and monitored for adherence. Each participant in the switch should receive adequate 
transaction journals and exception reports necessary to facilitate final settlement for their institution. 

Agreements between switch or network participants must delineate each party's liabilities and 
responsibilities. Certain basic control items concerning normal and contingency processing must be 
detailed and responsibility for correction must be stated. Grievance procedures and arbitration policies 
should be established in order to resolve differences. 

Reference is made to the Chapter 18 - Wholesale EFT for consideration of other retail EFT related 
concerns in the areas of input/output controls, encryption, backup, insurance, disaster recovery, and 
government regulations. For additional guidance also refer to the Federal Reserve's Guide to the Federal 
Reserve's Payments System Risk Policy. 
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Attachment II 

300 SCOPE OF WORK 

THE SCOPE OF INTERNAL AUDITING SHOULD ENCOMPASS THE EXAMINATION 
AND EVALUATION OF THE ADEQUACY AND EFFECTIVENESS OF THE 
ORGANIZATION'S SYSTEM OF INTERNAL CONTROL AND THE QUALITY OF 
PERFORMANCE IN CARRYING OUT ASSIGNED RESPONSIBILITIES . 

. 0 I The scope of internal auditing work, as specified in this standard, encompasses what audit work should 
be performed. It is recognized, however, that senior management and the board provide general direction 
as to the scope of work and the activities to be audited . 

. 02 The purpose of the review for adequacy of the system of internal control is to ascertain whether the 
system established provides reasonable assurance that the organization's objectives and goals will be met 
efficiently and economically . 

. 1 Objectives are the broadest statements of what the organization chooses to accomplish. The 
establishment of objectives precedes the selection of goals and the design, implementation, and 
maintenance of systems whose purpose is to meet the organization's objectives and goals . 

. 2 Goals are specific objectives of specific systems and may be otherwise referred to as operating 
or program objectives or goals, operating standards, performance levels, targets, or expected 
results. Goals should be identified for each system. They should be clearly defined, measurable, 
attainable, and consistent with established broader objectives; and they should explicitly recognize 
the risks associated with not achieving those objectives . 

.3 A system (process, operation, function, or activity) is an arrangement, a set, or a collection of 
concepts, parts, activities, andlor people that are connected or interrelated to achieve objectives 
and goals. (This definition applies to both manual and automated systems.) A system may also be 
a collection of subsystems operating tOgether for a common objective or goal. 

.4 Adequate control is present if management has planned and organized (designed) in a manner 
which provides reasonable assurance that the organization'S objectives and goals will be achieved 
efficiently and economically. The system design process begins with the establislunent of 
objectives and goals. This is followed by connecting or interrelating concepts, parts, activities, 
andlor people in such a manner as to operate together to achieve the established objectives and 
goals. If system design is properly performed, planned activities should be executed as designed 
and expected results should be attained . 

. 5 Reasonable assurance is provided when cost-effective actions are taken to restrict deviations to 
a tolerable level. This implies, for example, that material errors and improper or illegal acts will 
be prevented or detected and corrected within a timely period by employees in the normal course 
of performing their assigned duties. The cost-benefit relationship is considered by management 
during the design of systems. The potential loss associated with any exposure or risk is weighed 
against the cost to control it. 

.6 Efficient performance accomplishes objectives and goals in an accurate and timely fashion with 
minimal use of resources . 

. 7 Economical performance accomplishes objectives and goals at a cost commensurate with the 
risk. The term efficient incorporates the concept of economical performance . 

. 03 The purpose of the review for effectiveness of the system of internal control is to ascertain whether the 
system is functioning as intended. 



.1 Effective control is present when management directs systems in such a manner as to provide 
reasonable assurance that the organization's objectives and goals will be achieved . 

. 2 Directing involves, in addition to accomplishing objectives and planned activities, authorizing 
and monitoring performance, periodically comparing actual with planned performance, and 
documenting these activities to provide additional assurance that systems operate as planned. 

a. Authorizing includes initiating or granting permission to perform activities or 
transactions. Authorization implies that the authorizing authority has verified and 
validated that the activity or transaction confOtnlS with established policies and 
procedures. 

b. Monitoring encompasses supervlsmg, observing, and testing activities and 
appropriately reporting to responsible individuals. Monitoring provides an ongoing 
verification of progress toward achievement of objectives and goals. 

c. Periodic comparison of actual to planned performance enhances the likelihood that 
activities occur as planned. 

d Documenting provides evidence of the exercise of authority and responsibility; 
compliance with policies, procedures, and standards of performance; supervising, 
observing, and testing activities; and verification of planned performance . 

. 04 The purpose of the review for quality of performance is to ascertain whether the organization's 
objectives and goals have been achieved . 

. 05 The primary objectives of internal control are to ensure: 

.1 The reliability and integrity of information . 

. 2 Compliance with policies, plans, procedures, laws, regulations, and contracts . 

. 3 The safeguarding of assets . 

.4 The economical and efficient use of resources . 

.5 The accomplishment of established objectives and goals for operatious or programs . 

. 06 A control is any action taken by management to enhance the likelihood that established objectives and 
goals will be achieved. Management plans, organizes, and directs the performance of sufficient actions to 
provide reasonable assurance that objectives and goals will be achieved. Thus, control is the result of 
proper planning, organizing, and directing by management. 

.1 Controls may be preventive (to deter undesirable events from occurring), detective (to detect 
and correct undesirable events which have occurred), or directive (to cause or encourage a 
desirable event to occur) . 

. 2 All variants of the term control (administrative control, internal accounting control, internal 
control, management control, operational control, output control, preventive control, etc.) can be 
incorporated within the generic term. These variants differ primarily in terms of the objectives to 
be achieved. Since these variants are useful in describing specific control applications, 
participants in the control process should be familiar with the terms as well as their applications. 
However, the methodology followed by internal auditors in evaluating such controls is consistent 
for all of the variants . 

.3 The variant internal control came into general use to distinguish controls within an organization 
from those existing externally to the organization (such as laws). Since internal auditors operate 
within an organization and, among other responsibilities, evaluate management's response to 



external stimuli (such as laws), no such distinction between internal and external controls is 
necessary. Also, from the organization's viewpoint, internal controls are all activities which 
attempt to ensure the accomplishment of the organization's objectives and goals. Internal control 
is considered synonymous with control within the organization . 

.4 The overall system of control is conceptual in nature. It is the integrated collection of 
controlled systems used by an organization to achieve its objectives and goals . 

. 07 Management plans, organizes, and directs in such a fashion as to provide reasonable assurance that 
established objectives and goals will be achieved . 

. 1 Planning and organizing involve the establishment of objectives and goals and the use of such 
tools as organization charts, flowcharts, procedures, records, and reports to establish the flow of 
data and the responsibilities of individuals for performing activities, establishing information 
trails, and setting standards of performance . 

. 2 Directing involves certain activities to provide additional assurance that systems operate as 
planned. These activities include authorizing and monitoring performance, periodically 
comparing actual with planned performance, and appropriately documenting these activities . 

.3 Management ensures that its objectives and goals rernain appropriate and that its systems 
rernain current. Therefore, management periodically reviews its objectives and goals and modifies 
its systems to accommodate changes in internal and external conditions . 

.4 Management establishes and maintains an environment that fosters control. 

.08 Internal auditors examine and evaluate the planning, organizing, and directing processes to 
determine whether reasonable assurance exists that objectives and goals will be achieved. Such 
evaluations, in the aggregate, provide information to appraise the overall system of internal control. 

.1 All systems, processes, operations, functions, and activities within the organization are subject 
to the internal auditors' evaluations. 

" , 
.2 Such evaluations should encompass whether reasonable assurance exists that: 

a. Objectives and goals have been established. 

b. Authorizing, monitoring, and periodic comparison activities have been planned, performed, 
and documented as necessary to attain objectives and goals. 

c. Planned results have been achieved (objectives and goals have been accomplished) . 

. 3 Internal auditors perform evaluations at specific points in time but should be alert to actual or 
potential changes in conditions which affect the ability to provide assurance from a forward­
looking perspective. In those cases, internal auditors should address the risk that performance may 
deteriorate. 

310 Reliability and Integrity of Information 

Internal auditors should review the reliability and integrity of financial and operating 
information and the means used to identifY, measure, classifY, and report such 
information . 

. 01 Information systems provide data for decision making, control, and compliance with external 
requirements. Therefore, internal auditors should examine information systems and, as appropriate, 
ascertain whether: 



.1 Financial and operating records and reports contain accurate, reliable, timely, complete, and 
useful infonnation . 

. 2 Controls over record keeping and reporting are adequate and effective. 

320 Compliance with Policies, Plans, Procedures, Laws, Regulations, and Contracts 

Internal auditors should review the systems established to ensure compliance with 
those policies, plans, procedures, laws, regulations, and contracts which could have a 
significant impact on operations and reports, and should determine whether the 
organization is in compliance . 

. 01 Management is responsible for establishing the systems designed to ensure compliance with such 
requirements as policies, plans, procedures, applicable laws and regulations, and contracts. Internal 
auditors are responsible for determining whether the systems are adequate and effective and whether 
the activities audited are complying with the appropriate requirements . 

. 1 The term compliance refers to the ability to reasonably ensure conformity and adherence to 
organization policies, plans, procedures, laws, regulations, and contracts . 

. 2 The term compliance requirement refers to conditions established by management for the 
organization. The term also refers to conditions which may be imposed on the organization by law 
or regulation, or agreed to by contractual arrangement. These conditions affect the manner in 
which an organization's operations are conducted and objectives are achieved. Compliance 
requirements include those established, imposed, or agreed to for the purpose of safeguarding 
organization assets including prevention and/or detection of unauthorized acquisition, use, or 
disposition of resources . 

. 3 Management is responsible for having knowledge of compliance requirements of all laws, 
regulations, and contracts applicable to the organization which are siguificant to achieving internal 
controi objectives set forth in Section 300.05 of the Standards . 

.4 Management is responsible for desiguing and implementing policies, plans, and procedures, 
including those intended to comply with laws, regulations, and contracts. 

a. The policies, plans, and procedures desigued and implemented by management should be 
sufficient to reasonably ensure prevention and/or detection of noncompliance with applicable 
laws, regulations, and contracts that are significant to ac'irieving internal control objectives. 
Significant noncompliance with laws, regulations, or contracts may constitute illegal acts, as . 
described in Section 280 of the Standards. Significant noncompliance can also occur with 
respect to policies, plans, and procedures in which no law or regulation is involved. 

b. Management is responsible for determining whether noncompliance brought to its attention 
by internal auditors, or by discovery, may violate laws, regulations, or contractual agreements, 
and/or constitute illegal acts. In addition, management is responsible for initiating such 
corrective actions necessary to achieve compliance. This may require reporting by 
management to the board and appropriate legal, funding, and/or regulatory authorities . 

. 5 In determining audit objectives, internal auditors should make inquiry regarding specific 
compliance requirements that are siguificant to internal control objectives. Internal auditors should 
consider inquiring about significant compliance requirements with: 

a. Organization management having financial, operational, and oversight responsibilities. 

b. Internal or external legal counsel. 

c. Funding or contracting organizations. 



d. Governmental or other regulatory authorities. 

e. External auditors . 

. 6 Internal auditors are responsible for establishing objectives that include planning and 
performing a scope of work which provides a reasonable basis for reporting on the extent of 
organization compliance with poliCies, plans, procedures, laws, regulations, and contracts that are 
significant to internal control objectives . 

. 7 Internal auditors may perform additional procedures which provide insight with respect to 
compliance with laws, regulations, and contracts. Such performance may provide insight as to the 
existence and impact of exposure to significant instances of noncompliance . 

. 8 Internal auditors should promptly inform senior management and the board of all relevant facts 
when information gathered from the performance of internal auditing procedures indicates the 
existence of significant noncompliance or an urneasonable exposure to significant instances of 
noncompliance. 

330 Safeguarding of Assets 

Internal auditors should review the means of safeguarding assets and, as appropriate, 
verify the existence of such assets . 

. 01 Internal auditors should review the means used to safeguard assets from various types of losses 
such as those resulting from theft, fire, improper or illegal activities, and exposure to elements . 

. 02 Internal auditors, when verifYing the existence of assets, should use appropriate audit procedures. 

340 Economical and Efficient Use of Resources 

Internal auditors should appraise the economy and efficiency with which resources are 
employed. " 

.01 Management is responsible for settiog operating standards to measure an activity's economical and 
efficient use of resources. Internal auditors are responsible for determining whether: 

.1 Operating standards have been established for measuring economy and efficiency . 

. 2 Established operating standards are understood and are being met. 

.3 Deviations from operating standards are identified, analyzed, and communicated to those 
responsible for corrective action . 

.4 Corrective action has been taken . 

. 02 Audits related to the economical and efficient use of resources should identify such conditions as: 

. 1 Underutilized facilities . 

. 2 Nonproductive work. 

.3 Procedures which are not cost justified . 

.4 Overstaffing or understaffing. 



350 Accomplishment of Established Objectives and Goals for Operations or Programs 

Internal auditors should review operations or programs to ascertain whether results 
are consistent with established objectives and goals and whether the operations or 
programs are being carried out as planned . 

. 01 Management is responsible for establishing operating or program objectives and goals, developing 
and implementing control procedures, and accomplishing desired operating or program results. 
Internal auditors should ascertain whether such objectives and goals conform with those of the 
organization and whether they are being met. 

.1 The term operations refers to the recurring activities of an organization directed toward 
producing a product or rendering a service. Such activities may include, but are not limited to, 
marketing, sales, production, purchasing, human resources, finance and accounting, and 
governmental assistance. An operation's results may be measured against established objectives 
and goals which may include budgets, time or production schedules, andlor operating plans . 

. 2 The term programs refers to special purpose activities of an organization. Such activities 
include, but are not limited to, the raising of capital, sale of a facility, fund-raising campaigns, new 
product or service introduction campaigns, capital expenditures, and special purpose government 
grants. Special purpose activities may be short-term or long-term, spanning several years. When a 
program is completed, it generally ceases to exist. Program results may be measured against 
established program objectives and goals . 

.3 Management is responsible for establishing criteria to determine if objectives and goals have 
been accomplished . 

.4 Internal auditors should ascertain whether criteria have been established. If so, internal auditors 
should use such criteria for evaluation if they are considered adequate . 

. 5 If management has not established9riteria, or if the established criteria, in the internal auditors' 
opinion, are less than adequate, interm.l auditors should report such conditions to the appropriate 
levels of management. Additionally, internal auditors may recommend appropriate courses of 
action depending on the circumstances . 

. 6 Internal auditors may recommend alternative sources of criteria to management, such as: 

a. Acceptable industry standards. 

b. Standards developed by professions or associations. 

c. Standards in law and government regulations . 

. 7 If adequate criteria are not established by management, internal auditors may still formulate 
criteria they believe to be adequate in order to perform an audit, form an opinion, and issue a 
report on the accomplishment of established objectiyes and goals . 

. 8 The internal auditors' evaluation of the accomplishment of established objectives and goals may 
be carried out with respect to an entire operation or program or ouly a portion of it. Audit 
objectives may include determining whether: 

a. The objectives and goals established by management for a proposed, new, or existing 
operation or program are adequate and have been effectively articulated and communicated. 

b. The operation or program achieves its desired level of interim or final results. 



c. The factors which inhibit satisfactory performance are identified, evaluated, and controlled 
in an appropriate manner. 

d. Management has considered alternatives for directing an operation or program which may 
yield more effective and efficient results. 

e. An operation or program complements, duplicates, overlaps, or conflicts with other 
operations or programs. 

f. Controls for measuring and reporting the accomplishment of objectives and goals are 
established and are adequate. 

g. An operation or program is in compliance with policies, plans, procedures, laws, and 
regulations . 

. 9 Internal auditors should communicate the audit results to the appropriate levels of management. 
The report should state the criteria established by management and employed by internal auditors 
and disclose the nonexistence or inadequacy of any needed criteria. If internal auditors formulated 
criteria by which to measure the accomplishment of objectives and goals, the report should clearly 
state that internal auditors formulated the criteria and then present the audit results . 

. 02 Internal auditors can provide assistance to managers who are developing objectives, goals, and 
systems by determining whether the underlying assumptions are appropriate; whether accurate, 
current, and relevant information is being used; and whether suitable controls have been incorporated 
into the operations or programs. 



Attachment III 

400 PERFORMANCE OF AUDIT WORK 

AUDIT WORK SHOULD INCLUDE PLANNING THE AUDIT, EXAMINING AND 
EVALUATING INFORMATION, COMMUNICATING RESULTS, AND 
FOLLOWING UP . 

. 0 I The internal auditor is responsIble for planning and conducting the audit assignment, subject to 
supervisory review and approval. 

410 Planning the Audit 

Internal auditors should plan each audit . 

. 01 Planning should be documented and should include: 

.1 Establishing audit objectives and scope of work. 

a. Audit objectives are broad statements developed by internal auditors and defme intended audit 
accomplishments. Audit procedures are the means to attain audit objectives. Audit objectives and 
procedures, taken together, defme the scope of the internal auditor's work. 

b. Audit objectives and procedures should address the risks associated with the activity under audit. The 
term risk is the probability that an event or action may adversely affect the activity under andit. The 
guidelines contained in Sections 520.04.1 - .14 of the Standards should be used by internal auditors to 
assess risk for individual audit assignments. 

c. The purpose of the risk assessment during the planning phase of the audit is to identify significant areas 
of the auditable activity. 

" < 

.2 Obtaining background information about the activities to be audited. 

a. A review of background information should be performed to determine the impact on the audit. Such 
items include: 

- Objectives and goals. 

- Policies, plans, procedures, laws, regulations, and contracts which could have a significant impact 
on operations and reports. 

- Organizational information, e.g., number and names of employees, key employees, job descriptions, 
and details about recent changes in the organization, including major system changes. 

- Budget information, operating results, and financial data of the activity to be audited. 

- Prior audit working papers. 

- Results of other audits, including the work of external auditors, completed or in process. 

- Correspondence files to determine potential significant audit issues. 

- Authoritative and technical literature appropriate to the activity. 

b. Other requirements of the audit, such as the audit period covered and estimated completion dates, should 
be determined. The fmal audit report format should be considered, since proper planning at this stage 
facilitates writing the final audit report. 



.3 Detennining the resources necessary to perform the audit. 

a. The number and experience level of the internal auditing staff required should be based on an evaluation 
of the nature and complexity of the audit assignment, time constraints, and available resources. 

b. Knowledge, skills, and disciplines of the internal auditing staff should be considered in selecting internal 
auditors for the audit assignment. 

c. Training needs of internal auditors should be considered, since each audit assignment serves as a basis 
for meeting developmental needs of the internal auditing department. 

d. Consideration of the use of external resources in instances where additional knowledge, skills, and 
disciplines are needed . 

.4 Communicating with all who need to know about the audit. 

a. Meetings should be held with management responsible for the activity being examined. Topics of 
discussion may include: 

- Planned audit objectives and scope of work. 

- The timing of audit work. 

- Internal auditors assigned to the audit. 

- The process of communicating throughout the audit, including the methods, time frames, and 
individuals who will be responsible. 

- Business conditions and operations of the activity being audited, including recent changes in 
management or major systems. 

- Concerns or any requests of management. 

- Matters of particular interest or concern to the internal auditor. 

- Description of the internal auditing department's reporting procedures and follow-up process. 

b. A summary of matters discussed at meetings and any conclusions reached should be prepared, 
distributed to individuals, as appropriate, and retained in the audit working papers . 

.5 Perfonning, as appropriate, a survey to become familiar with the activities, risks, and controls to 
identify areas for audit emphasis, and to invite auditee comments and suggestions. 

a. A survey is a process for gathering information, without detailed verification, on the activity being 
examined. The main purposes are to: 

- Understand the activity under review. 

- Identify significant areas warranting special emphasis. 

- Obtain information for use in perfonning the audit. 

- Detennine whether further auditing is necessary. 

b. A survey pennits an informed approach to planning and carrying out audit work, and is an effective tool 
for applying the internal auditing department's resources where they can be used most effectively. 

c. The focus of a survey will vary depending upon the nature of the audit. 



d. The scope of work and the time requirements of a survey will vary. Contributing factors include the 
internal auditor's training and experience, knowledge of the activity being examined, the type of audit 
being performed, and whether the survey is part of a recurring or follow-up assignment. Time requirements 
will also be influenced by the size and complexity of the activity being examined, and by the geographical 
dispersion of the activity. 

e. A survey may involve use of the following procedures: 

- Discussions with the auditee. 

- Interviews with individuals affected by the activity, e.g., users of the activity's output. 

- On-site observations. 

- Review of management reports and studies. 

- Analytical auditing procedures. 

- Flowcharting. 

- Functional "walk-thru" (tests of specific work activities from beginning to end). 

- Documenting key control activities. 

f. A summary of results should be prepared at the conclusion of the survey. The summary should identify: 

- Significant audit issues and reasons for pursuing them in more depth. 

- Pertinent information developed during the survey. 

- Audit objectives, audit procedures, and special approaches snch as computer-assisted audit 
techniques. 

,. ,. 
- Potential critical control points, control deficiencies, andlor excess controls. 

- Preliminary estimates of time and resource requirements. 

- Revised dates for reporting phases and completing the audit. 

- When applicable, reasons for not continuing the audit . 

. 6 Writing the audit program 

a. Audit programs should: 

- Document the internal auditor's procedures for collecting, analyzing, interpreting, and documenting 
information during the audit. 

- State the objectives of the audit. 

- Set forth the scope and degree of testing required to achieve the audit objectives in each phase of 
the audit. 

- Identify technical aspects, risks, processes, and transactions which should be examined. 

- State the nature and extent of testing required. 

- Be prepared prior to the commencement of audit work and modified, as appropriate, during the 
course of the audit. 



.7 Determining how, when, and to whom audit results will be communicated. 

a. The director of intemal auditing is responsible for determining how, when, and to whom audit results 
will be communicated. This determination should be documented and communicated to management, to the 
extent deemed practical, during the planning phase of the audit. Subsequent changes which affect the 
timing or reporting of audit results should also be communicated to management, if appropriate . 

. 8 Obtaining approval of the audit work plan. 

a. Audit work plans should be approved in writing by the director of internal auditing or designee prior to 
the commencement of audit work. 

b. Adjustments to audit work plans should be approved in a timely manner. Initially, approval may be 
obtained orally, if factors preclude obtaining written approval prior to commencing audit work. 

420 Examining and Evaluating Information 

Internal auditors should collect, analyze, interpret, and document information to 
support audit results . 

. 01 The process of examining and evaluating information is as follows: 

.1 Information should be collected on all matters related to the audit objectives and scope of work. 

a. Intemal auditors use analytical auditing procedures when examining and evaluating information. 

b. Analytical auditing procedures are performed by studying and comparing relationships among both 
financial and nonf'mancial information. 

c. The application of analytical auditing procedures is based on the premise that, in the absence of known 
conditions to the contrary, relationships among information may reasonably be expected to exist and 
continue. Examples of contrary conditions include unusual or nourecurring transactions or events; 
accounting, organizational, operational, enviromnental, and technological changes; inefficiencies; 
ineffectiveness; errors; irregularities, or illegal acts. 

d. Analytical auditing procedures provide internal auditors with an efficient and effective means of making 
an assessment of information collected in an audit. The assessment results from comparing such 
information with expectations identified or developed by the internal auditor. 

e. Analytical auditing procedures are useful in identifYing, among other things: 

- Differences that are not expected. 

- The absence of differences when they are expected. 

- Potential errors. 

- Potential irregularities or illegal acts. 

- Other unusual or nourecurring transactions or events. 

f. Analytical auditing procedures may include: 

- Comparison of current period information with similar information for prior periods. 

- Comparison of current period information with budgets or forecasts. 



- Study of relationships of fInancial information with the appropriate nonfInancial information (for 
example, recorded payroll expense compared to changes in average number of employees). 

- Study of relationships among elements of information (for example, fluctuation in recorded interest 
expense compared to changes in related debt balances). 

- Comparison of information with similar information for other organizational units. 

- Comparison of information with similar information for the industry in which the organization 
operates. 

g. Analytical auditing procedures may be performed using monetary amounts, physical quantities, ratios, or 
percentages. 

h. SpecifIc analytical auditing procedures include, but are not limited to, ratio, trend, and regression 
analysis, reasonableness tests, period-ta-period comparisons, comparisons with budgets, forecasts, and 
external economic information. 

i. Analytical auditing procedures assist internal auditors in identifying conditions which may require 
subsequent auditing procedures. Internal auditors should use analytical auditing procedures in planning the 
audit in accordance with the gnidelines contained in Section 410 of the Standards. 

j. Analytical auditing procedures should also be used during the audit to examine and evaluate information 
to support audit results. Internal auditors should consider the following factors in determining the extent to 
which analytical auditing procedures should be used: 

- The signifIcance of the area being examined. 

- The adequacy of the system of internal control. 

- The availability and reliability of financial and nonfInancial information. 

- The precision with which the results of'imalytical auditing procedures can be predicted. 

- The availability and comparability of information regarding the industry in which the organization 
operates. 

- The extent to which other auditing procedures provide support for audit results. 

After evaluating the aforementioned factors, internal auditors should consider and use additional auditing 
procedures, as necessary, to achieve the audit objective. 

k. When analytical auditing procedures identify unexpected results or relationships, internal auditors should 
examine and evaluate such results or relationships. 

I. The examination and evaluation of unexpected results or relationships from applying analytical auditing 
procedures should include inquiries of management and the application of other auditing procedures until 
internal auditors are satisfIed that the results or relationships are sufficiently explained. 

m. Unexplained results or relationships from applying analytical auditing procedures may be indicative of a 
signifIcant condition such as a potential error, irregnlarity, or illegal act. 

n. Results or relationships from applying analytical auditing procedures that are not sufficiently explained 
should be communicated to the appropriate levels of management. Internal auditors may recommend 
appropriate courses of action, depending on the circumstances . 

. 2 Information should be sufficient, competent, relevant, and useful to provide a sound basis for audit 
findings and recorrnnendations. 



a. Sufficient information is factual, adequate, and convincing so that a prudent, informed person would 
reach the same conclusions as the auditor. 

b. Competent information is reliable and the best attainable through the use of appropriate audit techniques. 

c. Relevant information supports audit fmdings and recommendations and is consistent with the objectives 
for the audit. 

d. Useful information helps the organization meet its goals . 

.3 Audit procedures, including the testing and sampling techniques employed, should be selected in 
advance, where practicable, and expanded or altered if circumstances warrant . 

.4 The process of collecting, analyzing, interpreting, and documenting information should be 
supervised to provide reasonable assurance that the auditor's objectivity is maintained and that audit 
goals are met. 

.5 Working papers that docmnent the audit should be prepared by the auditor and reviewed by 
management of the internal auditing department. These papers should record the information obtained 
and the analyses made and should support the bases for the fmdings and recommendations to be 
reported. 

a. Audit working papers generally serve to: 

- Provide the principal support for the internal audit report. 

- Aid in the planning, performance, and review of audits. 

- Docmnent whether the audit objectives were achieved. 

- Facilitate third-party reviews. 

- Provide a basis for evaluating the internal auditing department's quality assurance program. 

- Provide support in circumstances such as insurance claims, fraud cases, and lawsuits. 

- Aid in the professional development of the internal auditing staff. 

- Demonstrate the internal auditing department's compliance with the Standards for the Professional 
Practice of Internal Auditing. 

b. The organization, design, and content of audit working papers will depend on the nature of the audit. 
Audit working papers should, however, document the following aspects of the audit process: 

-Planning. 

- The exaruination and evaluation of the adequacy and effectiveness of the system of internal control. 

- The auditing procedures performed, the information obtained, and the conclusions reached. 

-Review. 

- Reporting. 

- Follow-up. 

c. Audit working papers should be complete and include support for audit conclusions reached. 

d. Among other things, audit working papers may include: 



- Planning documents and audit programs. 

- Control questionnaires, flowcharts, checklists, and narratives. 

- Notes and memoranda resulting from interviews. 

- Organizational data, such as organization charts and job descriptions. 

- Copies of important contracts and agreements. 

- Information about operating and fmancial policies. 

- Results of control evaluations. 

- Letters of confirmation and representation. 

- Analysis and tests of transactions, processes, and account balances. 

- Results of analytical auditing procedures. 

- The audit report and management's responses. 

- Audit correspondence if it documents audit conclusions reached. 

e. Audit working papers may be in the form of paper, tapes, disks, diskettes, films, or other media. If audit 
working papers are in the form of media other than paper, consideration should be given to generating 
backup copies. 

f. If internal auditors are reporting on financial information, the audit working papers should document 
whether the accounting records agree or reconcile with such fmancial information. 

g. Some audit working papers may be categorized as permanent or carry-forward audit files. These files 
generally contain information of continuing imJ1ortance. 

h. The director of internal auditing should establish policies for the types of audit working-paper files 
maintained, stationery used, indexing and other related matters. Standardized audit working papers such as 
questionnaires and audit programs may improve the efficiency of an audit and facilitate the delegation of 
audit work. 

i. The following are typical audit working-paper preparation techniques: 

- Each audit working paper should contain a heading. The heading usually consists of the name of 
the organization or activity being examined, a title or description of the contents or purpose of the 
working paper, and the date or period covered by the audit. 

- Each audit working paper should be signed (or initialed) and dated by the internal auditor. 

- Each audit working paper should contain an index or reference number. 

- Audit verification symbols (tick marks) should be explained. 

- Sources of data should be clearly identified. 

j. All audit working papers should be reviewed to ensure that they properly support the audit report and that 
all necessary auditing procedures have been performed. Evidence of supervisory review should be 
documented in the audit working papers. The director of internal auditing has overall responsibility for 
review but may designate appropriately experienced members of the internal auditing department to 
perform the review. 



k. Evidence of supervisory review should consist of the reviewer initialing and dating each working paper 
after it is reviewed. 

1. Other review techniques that provide evidence of supervisory review include completing an audit 
working-paper review checklist and/or preparing a memorandum specifying the nature, extent, and results 
of the review. 

m. Reviewers may make a written record (review notes) of questions arising from the review process. 
When clearing review notes, care should be taken to ensure that the working papers provide adequate 
evidence that questions raised during the review have been resolved. Acceptable alternatives with respect to 
disposition of review notes are as follows: 

- Retain the review notes as a record of the questions raised by the reviewer and the steps taken in 
their resolution. 

- Discard the review notes after the questions raised have been resolved and the appropriate audit 
working papers have been amended to provide the additional information requested. 

n. Audit working papers are the property of the organization. 

o. Audit working-paper files should generally remain under the control of the internal auditing department 
and should be accessible only to authorized personnel. 

p. Management and other members of the organization may request access to audit working papers. Such 
access may be necessary to substantiate or explain audit fmdings or to ntilize audit documentation for other 
bnsiness purposes. These requests for access shonld be subject to the approval of the director of internal 
auditing. 

q. It is common practice for internal and external auditors to grant access to each other's audit working 
papers. Access to andit working papers by external anditors shonld be subject to the approval of the 
director of internal auditing. 

r. There are circumstances where requests for access to audit working papers and reports are made by 
parties outside the organization other than external auditors. Prior to releasing such documentation, the 
director of internal auditing should obtain the approval of senior management and/or legal counse~ as 
appropriate. 

s. The director of internal auditing should develop retention requirements for audit working papers. These 
retention requirements should be consistent with the organization's guidelines and any pertinent legal or 
other requirements. 

430 Communicating Results 

Internal auditors should report the results o/their audit work. 

.01 A signed, written report should be issued after the audit examination is completed. Interim 
reports may be written or oral and may be transmitted formally or informally . 

. 1 Interim reports may be used to communicate information which requires immediate attention, to 
communicate a change in audit scope for the activity under review, or to keep management informed 
of audit progress when audits extend over a long period. The use of interim reports does not dintinish 
or eliminate the need for a fmal report . 

. 2 Summary reports highlighting audit results may be appropriate for levels of management above the 
auditee. They may be issued separately from or in conjunction with the final report. 



.3 The term signed means that the authorized internal auditor's name should be manually signed in the 
report. Alternatively, the signature may appear on a cover letter. The internal auditor authorized to sign 
the report should be designated by the director of internal auditing . 

.4 If audit reports are distributed by electronic means, a signed version of the report should be kept on 
file in the internal auditing department. 

.02 Internal auditors should discuss conclusions and recommendations at appropriate levels of 
management before issuing final written reports . 

. 1 Discussion of conclusions and recommendations is usually accomplished during the course of the 
audit andlor at post-audit meetings (exit interviews). Another technique is the review of draft audit 
reports by management of the auditee. These discussions and reviews help ensure that there have been 
no misunderstandings or misinterpretations of fact by providing the opportunity for the auditee to 
clarify specific items and to express views of the findings, conclusions, and recommendations . 

. 2 Although the level of participants in the discussions and reviews may vary by organization and by 
the nature of the report, they will generally include those individuals who are knowledgeable of 
detailed operations and those who can authorize the implementation of corrective action . 

. 03 Reports should be objective, clear, concise, constructive, and timely . 

. 1 Objective reports are factnal, unbiased, and free from distortion. Findings, conclusions, and 
recommendations should be included without prejudice. 

a. If it is determined that a fmal audit report containa an error, the director of internal auditing should 
consider the need to issue an amended report which identifies the irrformation being corrected. The 
amended audit report should be distributed to all individuals who received the audit report being corrected. 

b. An error is defined as an unintentional misstatement or omission of significant irrformation in a fina1 
audit report . 

. 2 Clear reports are easily understood anJlogical. Clarity can be improved by avoiding unnecessary 
technical language and providing snfficient supportive information . 

.3 Concise reports are to the point and avoid unnecessary detail. They express thoughts completely in 
the fewest possible words . 

.4 Constructive reports are those which, as a result of their content and tone, help the auditee and the 
organization and lead to improvements where needed 

.5 Timely reports are those which are issued without undue delay and enable prompt effective ac,tion . 

. 04 Reports should present the purpose, scope, and results of the audit; and, where appropriate, 
reports should contain an expression of the auditor's opinion . 

. 1 Although the format and content of the andit reports may vary by organization or type of audit, they 
should contain, at a minimum, the purpose, scope, and results of the audit. 

.2 Audit reports may include background information and summaries. Background information may 
identify the organizational units and activities reviewed and provide relevant explanatory information. 
They may also include the status of fmdings, conclusions, and recommendations from prior reports. 
There may also be an indication of whether the report covers a schedUled audit or the response to a 
request. Summaries, if included, should be balanced representations of the audit report content. 

.3 Purpose statements should describe the audit objectives and may, where necessary, inform the 
reader why the audit was conducted and what it was expected to achieve. 



.4 Scope statements should identify the audited activities and include, where appropriate, supportive 
information such as time period audited. Related activities not audited should be identified if 
necessary to delineate the boundaries of the audit. The nature and extent of auditing performed also 
should be described . 

. 5 Results may include findings, conclusions (opinions), and recommendations . 

. 6 Findings are pertinent statements of fact. Those findings which are necessary to support or prevent 
misunderstanding of the internal auditor's conclusions and recommendations should be included in the 
final audit report. Less significant information or findings may be communicated orally or through 
informal correspondence . 

. 7 Audit findings emerge by a process of comparing what should be with what is. Whether or not there 
is a difference, the internal auditor has a foundation on which to build the report. When conditions 
meet the criteria, acknowledgment in the audit report of satisfactory performance may be appropriate. 
Findings should be based on the following attributes: 

a. Criteria: The standards, measures, or expectations used in making an evaluation and/or verification (what 
should exist). 

b. Condition: The factual evidence which the internal auditor found in the course of the examination (what 
does exist). 

c. Cause: The reason for the difference between the expected and actual conditions (why the difference 
exists). 

d. Effect: The risk or exposure the auditee organization and/or others encounter because the condition is not 
the same as the criteria (the impact of the difference). In determining the degree of risk or exposure, 
internal auditors should consider the effect their audit findings may have on the organization's financial 
statements. 

e. Reported findings may also include recommendations, auditee accomplishments, and supportive 
information if not included elsewhere . 

. 8 Conclusions (opinions) are the internal auditor's evaluations of the effects of the findings on the 
activities reviewed. They usually put the fmdings in perspective based upon their overall 
implications. Audit conclusions, if included in the audit report, should be clearly identified as such. 
Conclusions may encompass the entire scope of an audit or specific aspects. They may cover, but are 
not limited to, whether operating or program objectives and goals conform with those of the 
organization, whether the organization's objectives and goals are being met, and whether the activity 
under review is fimctioning as intended . 

. 05 Reports may include recommendations for potential improvements and acknowledge 
satisfactory performance and corrective action . 

. 1 Recommendations are based on the internal auditor's fmdings and conclusions. They call for action 
to correct existing conditions or improve operations. Recommendations may suggest approaches to 
correcting or enhancing performance as a guide for management in achieving desired results. 
Recommendations may be general or specific. For example, under some circumstances, it may be 
desirable to recommend a general course of action and specific suggestions for implementation. In 
other circumstances, it may be appropriate ouly to suggest further investigation or study . 

.2 Auditee accomplishments, in terms of improvements since the last audit or the establishment of a 
well-controlled operation, may be included in the audit report. This information may be necessary to 
fairly represent the existing conditions and to provide a proper perspective and appropriate balance to 
the audit report. 



.06 The auditee's views about audit conclusions or recommendations may be included in the audit 
report . 

. 1 As part of the internal auditor's discussions with the auditee, the internal auditor should try to obtain 
agreement on the results of the audit and on a plan of action to improve operations, as needed. If the 
internal auditor and auditee disagree about the audit results, the audit report may state both positions 
and the reasons for the disagreement. The auditee's written comments may be included as an appendix 
to the audit report. Alternatively, the auditee's views may be presented in the body of the report or in a 
cover letter. 

.07 The director of internal auditing or designee should review and approve the final audit report 
before issuance and should decide to whom the report will be distributed . 

. 1 The director of intemal auditing or a designee should approve and may sign all final reports. If 
specific circumstances warrant, consideration should be given to baving the auditor-in-charge, 
supervisor, or lead auditor sign the report as a representative of the director of internal auditing . 

. 2 Audit reports should be distributed to those members of the organization who are able to ensure that 
audit results are given due consideration. This means that the report should go to those who are in a 
position to take corrective action or ensure that corrective action is taken. The fmal audit report should 
be distributed to management of the auditee. Higher-level members in the organization may receive 
ouly a summary report. Reports may also be distributed to other interested or affected parties such as 
external auditors and the board . 

.3 Certain information may not be appropriate for disclosure to all report recipients because it is 
privileged, proprietary, or related to improper or illegal acts. Such information, however, may be 
disclosed in a separate report. If the conditions being reported involve senior management, report 
distribution should be to the board of the organization. 

440 Following Up 

Internal auditors should follow up to ascertain that appropriate action is taken on 
reported audit findings . 

. 01 Internal auditors should determine that corrective action was taken and is achieving the desired 
resuits, or that senior management or the board has assumed the risk of not taking corrective 
action on reported findings . 

. 1 Follow-up by internal auditors is defined as a process by which they determine the adequacy, 
effectiveness, and timeliness of actions taken by management on reported audit findings. Such findings 
also include relevant findings made by external auditors and others . 

. 2 Responsibility for follow-up should be defined in the internal auditing department's written charter . 

. 3 Management is responsible for deciding the appropriate action to be taken in response to reported 
audit findings. The director of internal auditing is responsible for assessing such management action 
for the timely resolution of the matters reported as audit fmdings. In deciding the extent of follow-up, 
internal auditors should consider procedures of a follow-up nature performed by others in the 
organization . 

.4 As stated in Section 110.01.6(c) of the Standards, senior management may decide to assume the risk 
of not correcting the reported condition because of cost or other considerations. The board should be 
informed of senior management's decision on all significant audit fmdings . 

.5 The nature, timing, and extent of follow-up should be determined by the director of internal 
aUditing. 



.6 Factors which should be considered in detennining appropriate follow-up procedures are: 

a. The significance of the reported fmding. 

b. The degree of effort and cost needed to correct the reported condition. 

c. The risks that may occur should the corrective action fail. 

d. The complexity of the corrective action. 

e. The time period involved . 

. 7 Certain reported frodings may be so significant as to require immediate action by management. 
These conditions should be monitored by internal auditors until corrected because of the effect they 
may have on the organization . 

. 8 There may also be instances where the director of internal auditing judges that management's oral or 
written response shows that action already taken is sufficient when weighed against the relative 
importance of the audit finding. On such occasions, follow-up may be performed as part of the next 
audit. 

.9 Internal auditors should ascertain that actions taken on audit fmdings remedy the underlying 
conditions . 

. 10 The director of internal auditing is responsible for scheduling follow-up activities as part of 
developing audit work schedules . 

. 11 Scheduling of follow-up should be based on the risk and exposure involved, as well as the degree 
of difficulty and the significance of timing in implementing corrective action . 

. 12 The director of internal auditing should establish procedures to include the following: 

a. A time frame within which management's response to the audit fmdings is required. 

b. An evaluation of management's response. 

c. A verification of the response (ifappropriate). 

d. A follow-up audit (if appropriate). 

e. A reporting procedure that escalates unsatisfactory responses/actions, including the assumption of risk, to 
the appropriate levels of management. 

.13 Techniques used to effectively accomplish follow-up include: 

a. Addressing audit report rrodings to the appropriate levels of management responsible for taking 
corrective action. 

b. Receiving and evaluating management responses to audit findings during the audit or within a reasonable 
time period after the report is issued. Responses are more useful if they include sufficient information for 
the director of internal auditing to evaluate the adequacy and timeliness of corrective action. 

c. Receiving periodic updates from management in order to evaluate the status of management's efforta to 
correct previously reported conditions. 

d. Receiving and evaluating reports from other organizational units assigned responsibility for procedures 
of a follow-up nature. 

e. Reporting to senior management or the board on the status of responses to audit findings. 



Attachment IVa 

General Description of Functions in Plastic Card Operations 

Plastic Card Functions at A val Bank are concentrated in the Credit Card Division of the bank. 
There are seven departments in this division: Marketing, Interbank & International Relations, 
Information Processing, Plastic Card Transactions, Monitoring, ATM Support and Technical 
Support. Refer to the attachment IV c for an organizational chart broken down by functions 
performed by each department. 

Marketing plans and carries out the overall market strategy for attracting new plastic card 
customers and merchants as clients and initiates contracts with merchants, corporate salary 
projects and for ATM placement. Interbank & International Relations provides liaison and 
settlements with the major international card payment systems. Information Processing 
handles card issuing and agreements with corporations and individual cardholders and 
replenishment of accounts. Plastic Card Transactions handles settlements with merchants, 
financial institutions, payment systems, ATMs, affiliated banks, and joint projects. 
Monitoring provides 24-hour customer service, and handles overdrafts and manages 
merchant activities. ATM Support handles ATM cash replenishment and maintenance of 
ATMs. Technical Support supports software in the division, the card personalization 
process, database management and updates, and processing of charges and adjustments. 

The Ukrainian Processing Center (UPC) a private company with majority control exercised 
by the bank, handles systems for monitoring ATMs, points of sale (POS) and payment 
systems clearing for Aval Bank and its Credit Card Division. 

Major activities are (1) debit and credit card accounts, (2) ATMs, (3) merchants' credit card 
business, and (4) salary payment systems. 

As of August 31, 2000, Bank Aval had 102 ATMs and approximately 140,000 cardholders 
and 3,000 merchants. Cardholders are both debt and credit cardholder, although the debit 
cardholders balances are much greater by comparison. The bank uses a single account system 
for cardholders: if the account has a debit balance, it is in effect a debit card and if it has a 
credit balance, it is a credit card, with credit liinits regulated by the most recent agreement 
with the bank. 

For example, for debit cardholders with Bank Aval, totals were as follows: 

August 1, 2000 
July 1, 2000 
April 1, 2000 

Hrivna 156,299,327 
Hrivna 146,666,351 
Hrivna 104,294,242 

By comparison, for individual credit cardholders with Bank Aval, totals were as follows: 

August 1, 2000 
July 1,2000 
April 1, 2000 

Hrivna 2,380,142 
Hrivna 2,378,243 
Hrivna 1,081,246 



Bank Aval has agreements with most of the international payment systems such as Visa, 
Mastercard, Cirrus/Maestro, and Europay International. It implements settlements for bank 
affiliates who are members of Europay International. 

Bank Aval intends to promote more business in the plastic card area in the future. It is 
therefore important that this area of its business is supported by sound systems of financial 
control. Effective internal audit is indispensable to quality assurance in this area. The audit 
programs developed as part of this project are owned by the Bank's Internal Audit 
Department. They have been designed and tested with their participation and through 
cooperation with them and with the Credit Card Division. The Credit Card Division hopes to 
gain increased efficiencies through effective audit and evaluation of its financial systems. 
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Curreut Organizational Structure ofthe Non-Trading Operations and 
Payment Cards Division of Aval Bank as of August 27, 

1 
Non·Trading 

Operations (Retail) 
Services to 
Individuals 

I I 
INTERBANK & INFORMATION 

INTERNATIONAL PROCESSING 
RELATIONS Eugene Demyanov 

Shasha Gubarev 296·9209 
290·4638 

Functions: Functions: 
Liaison - Card Issuing 
International Agreements with 
Payments Individuals & 
Settlement Corporations 
Transfers· Agent Replenishment 
Sanks & Affiliated Payments 
Banks Salary Projects 
Charge Back 

2000 

Non·Trading Operations and 
Payment Cards 

Peter Hnatiuk, Director, 
296·9290 

Credit Card Division, V.V. 
Oleskiv 290·1168 

PLASTIC CARD 
TRANSACTIONS 
Oksana Bober 

296·9259 

Functions: 
Settlements: 
Merchants 
Financiallnst .. 
Payments Sys. 
ATM 
Affiliated Sanks 
Joint Projects 

Eugene Plotitsa, 

f- Deputy Director 
290-4601 

I 
MONITORING 
Igor Nelepa 
294·6248 

Functions: 
24 Hour Customer 
Support 
Overdraft 
Management 
Merchant Activities 
Management 

ATM SUPPORT 
Sergy Aletdinov 

296·9233 

Functions: 
Cash Replenishment 
Minor ATM 
Maintenance 
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296·9233,37 
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Support software 
used in Credit Card 
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Process Card 
Database updates 
Process Charges & 
Adjustments 
Maintain Credit 
Card Division Office 
Equipment & E·mail 
systems 
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Attachment IV d 

List of Technology Cards Relating to Plastic Card Transactions Received from the 
Credit Card Division for each of its Departments' Operations 

No. Dept. Title 
96 PCT ATM Operation 
99 ATMS OnATMs 
102 TECHS Payment Card System Administrator Job Description 
101 TECHS Personalization of Plastic Cards 
98 MON 24 Hour Cardholder Service Re2ulation 

105A MON Monitoring Dept. Charter 
105 MON A V AL Bank Re2ulation on Plastic Card Overdrafts 
104 MKT Sale and Si2n up Sale of Plastic Cards 
125 IP Information ProcessillK Dep_artment 
103 IP Processin2 of Payrolls Received via E-mail (Salary Projects 
95 PCT Settlements with Payment Systems 
97 PCT Settlements with Merchants 

133 PCT Settlements on VISA-UMC Cards 
134 PCT Settlements with Affiliated Banks Europay Members 
90 IREL Bonus Payment for Seizure Findin2 of Plastic Cards 
91 IREL Chargebacks 



Attachment IVe 

Internal Control Checklist for the Plastic Card Division 
A TM Activity 

The Name of the Department ___________________ _ 
Submittedby _______________________________ ___ 
Meeting with ________________________ _ 
Meeting with __________________________________________ ___ 
Meeting with -:-:-__ ,...--_,...--____________________ _ 
Other information reviewed ____________________ _ 

# Description YeslNo Comments 
1 ATM Agreements 

A. Has the Division developed a standard ATM agreement? 
B. Has the Division developed a standard agreement for all 

commercial customers who whish to use the system for POS 
transaction processing? 

C. Does the Division have adequate agreements with the 
servicer for all ATM networks to which it belongs? 

D. If the Division relies on a vendor to provide ATM card and 
PIN services, does it have an adequate agreement with the 
vendor limiting the institution's liabiliiy? 

2 Organizational Procedures 
A. Does the organization chart setout key positions and depict the 

supervisory and reporting responsibilities? 
B. Are there job descriptions for each position in the department, 

which establish the duties of the position, the reporting 
responsibility and the qualifications needed to adequately 
perform the duties? 

C. Do technological cards cover all procedures and are they in 
accordance to with NBU procedures? 

3 ATM Systems 
A. Do ATMs log each transaction processed? 
B. Does the log coniain the following: 

a. Written confirmation of all previous periods of 
employment? 

b. ATM identification number? 
c. Sequential control number? 
d. DebiUcredit account numbers? 
e. Day/time of the transaction? 

C. Are two employees reguired 
4 Servicing ATMs 

A. Are two employees required to service the ATM? 
B. Are ATMs serviced and balanced at least daily? 

5 ATM Accounts and Reports 
A. Are settlement accounts with the network balanced and 

reconciled daily? 
B. Are outstanding reconciling items followed up and resolved in 

a timely manner? 



C. Are exception reports generated daily and items resolved in 
a timely manner? 

D. Are ATM daily withdrawal limits set at a reasonable level? 

6 Security of ATM cards and PINs 
A. Are PINs stored on the ATM, central computer and/or card 

encrypted? 
B. Are customers allowed to transfer funds only between their 

own accounts or, for bill-paying services, only to an account 
authorized in writing? 

C. Do all switching networks, ATM card servicers, etc. provide the 
institution with an annual service auditor's report indicating an 
adequate internal control environment? 

D. Are blank ATM cards stored in a secure location? 
E. Are the embossing/encoding functions for ATM cards 

performed in a secure area? 
F. Are returned cards and PINs handled by separate 

departments? 
G. Are PINs and the encryption programs adequately secured 

against retrieval? 
H. Do ATM systems capture a card after a low number of invalid 

PINs? 

7 Employee screening and termination 
A. Are employees with access to PIN information subject to pre­

employment/pre-assignment screening prior to assignment to 
the position? 

B. Do pre-employment/pre-screening requirements for ATM card 
servicing positions require at least the following: 

a. Credit check through national and local credit reporting 
organizations?, 

b. Fingerprinting and a criminal records check through 
the national bureau investigating such areas? 

c. Written confirmation of all previous periods of 
employment? 

C. Are written procedures enforced specifying that, upon 
notification of termination or intention to terminate, the ATM 
manager will ensure that the employee is: 

a. Relieved of all duties involving ATM functions and 
assigned to non-sensitive duties? 

b. Immediately terminated with appropriate severence 
pay, with further access to the premises to be as a 
visitor and controlled as such? 

D. Upon termination, are passwords and user Ids assigned to the 
employee changed? 

E. Upon termination, does the personnel/human resources 
department: 

a. Brief the employee on his or her continuing legal 
responsibility to maintain the confidentiality of 
information in the employee's possession after 
termination of employment? 

b. Have the employee executed a termination agreement 
signifying his or her understanding and acceptance of 
these responsibilities? 
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Internal Control Checklist for the Plastic Card Division 
Merchant Activity Department 

The Name of the Department _______________ _ 
Submittedby _______________________________________ _ 
Meeting with _____________________ _ 
Meeting with _____________________ _ 
Meeting with 
Other informa-:t:-io-n-r-e-v:-ie-w-e-d:-------------------

# Description YeslNo Comments 
1 Organization of Merchant Activity Department 

A. Does the Department have a Charter 
B. Is the Charter approved by the Bank's Board of Directors 
C. Is there an organization chart for the department 
D. Does the organization chart setout key positions and depict the 

supervisory and reporting responsibilities. 
E. Are there job descriptions for each position in the department, which 

establish the dUties of the position, the reporting responsibility and 
the qualifications needed to adequately perform the duties? 

2 Merchant Relations: 
A. Are all merchants required to enter into a merchant agreement 
B. Does the merchant agreement set-forth: 

• Rate of Commission ~. 

• Charge limits 

• Validation and identification procedures for cardholders 

• List of POS terminals 
C. Is there a standard schedule of commission rates and charge limits 

approved by the head of the plastic card division 
D. Are all merchants assigned a primary customer relations officer in 

the bank to monitor merchant performance and provide customer 
service 

. 

E. Do deviations from the standard commission schedule in merchant 
agreements require the approval of the head of the plastic card 
division 

F. Are all merchants required to maintain settlement accounts at the 
bank and are minimum balances established to cover possible 
charge-backs 

G. Does the reporting system disclose other business transactions 
between the merchant and the bank such as loan or other deposit 
accounts 

3 Merchant Operations and Processing: 
A. Are merchants entered into the internal processing system (IPS) by 

someone separate from the individual approving the merchant 
agreement 

B. Are charge limits entered into the IPS so that merchants exceeding 
their limits are identified 



C. If charges are received from the CPU for merchants not in the IPS, 
are such charges recorded to a clearing account and listed for 
follow-up and resolution by the division manager 

Are technological cards prepared to describe processing procedures and 
are they approved by senior manaQement 

4 Merchant Settlement and Reporting: 
A. Are settlement entries to the merchant's account made by someone 

other than the individual approving the merchant agreement? 
B. Are technological cards prepared to describe settlement 

procedures and are they approved by senior management 
C. Are commissions and fees accrued during the period earned 

and recognition not deferred until settlement date 
D. Are charge-backs immediately debited to the merchant's settlement 

account and communicated to the merchant for resolution 
E. Is merchant activity suspended if a debit balance occurs in the 

settlement account due to excessive charge-backs 
F. Do merchants receive a detailed statement of credit card activity at 

least monthly 
G. Are merchant activity reports reviewed at least monthly by a senior 

manager in the department who is separate from the client relations 
officer to verify compliance with the merchant agreement and 
determine profitability of the merchant account. 



liaHK «ABaJIh}} 
BonpoCHUK no paCCMompeHUIO cmpYKmYPbl U cbYHKUUU 

denapmaMeHma nnacmUKoablX KapmO'IeK. 
lleRmenbHocmb Topeoauea. 

HaHMeHOBaHHeAenapTaMeHTa ________________________________________ __ 

nOArOTOBHn ____ ~---------------------------------------------------
C KeM npoBeAeHa 6eceAa ______________________ _ 
C KeM npOBeAeHa 6eceAa ______________________ _ 
C KeM npoBeAeHa 6eceAa --;-____________________ _ 
np04aR paCCMOTpeHHaR HHcjJopMa4HR __________________________________ _ 

War OnllcaHlle 

1 OpraHII3allllH AenapTaMeHTa no pa60Te c ToproBllaMII 
A IiIMeeTCR ml nOIlOlKeHl1e 0 ,QenapTaMeHTe? 
6. YTBeplKAeHO 1111 nOIlOlKeHl1e npaBIleHl1eM 6aHKa? 
B. CYLljeCTByeT 1111 CTPYKTYpa AenapTaMeHTa? 
r. Onl1CblBaeT 1111 OpraHI13alll10HHaR CTpYKTYpa OCHOBHbie 
AOIllKHOCTl1, 06H3aHHoCTI1 11 nopRAoK OT'leTHOCTI1? 
A. CYLljeCTByeT 1111 Onl1caHl1e BbmOIlHReMblX pa60T AIlR 
KalKAoro pa60THI1Ka oTAeIla, ero ".; AOIllKHOCTHblX 
06R3aHHoCTeA, nopHAoK OT'leTHOCTI1 11 He06xoAilMaR 
KBaIll1cjJl1Kalll1R AIlH BbmOIlHeHI1R 3TI1X 06H3aHHoCTeA? 

2 B3allMooTHoweHIIH ToproBlleB: 
A. BeeM 1111 ToproBlIaM He06xOAI1MO 3aKIllOyaTb 
cornaweH~fI c 6aHKOM? 
6. Onl1CblBaeT 1111 ToproBoe COmaWeHl1e cIleAYIOLljee: 

• KOMI1CCI10HHYIO CTaBKY 
• OrpaHl1yeHl1e no nIlaTelKaM 

• npOlleAYPbl YTBeplKAeHI1R 11 onpeAeIleHI1R 
AeplKaTeIleA nIlaCTI1KOBblX KapT 

• Cnl1COK POS TepMI1HaIlOB 
B. CYLljeCTByeT 1111 CTaHAapTHaH Ta6Ill111a KOMI1CCI10HHbiX 
CTaBOK 11 OrpaHl1yeHI1A no nIlaTelKaM, YTBeplKAeHHaR 
PYKoBOAI1TeIleM AaHHoro AenapTaMeHTa? 
r. Bce 1111 ToproBlIbl pa60TalOT HenocpeACTBeHHo C 
COTPYAHI1KaMI1 6aHKa AIlR MOHI1TOpl1Hra pe3YIlbTaToB 
AeRTeIlbHOCTI1 ToproBlIa 11 OKa3aHI1H yCIlyr KIll1eHry? 
A. He06xOAI1MO 1111 oA06peHI1e rIlaBbl ,QenapTaMeHTa 
nIlaCTI1KOBblX KapT B cIlyyae OTKIlOHeHI1R KOMI1CCI10HHbiX 
CTaBOK OT Tex, KOTopble Onl1CaHbl B Ta6Ill1l1e? 
E. BceM 1111 ToproBlIaM Heo6xOAI1MO I1MeTb CyeT B 6aHKe? 
Onl1CaHbl (YKa3aHbl) 1111 MI1HI1MaIlbHble OCTaTKI1 Ha CyeTe 
ToproBlIa B CIlyyae Hanl1YI1H onpOTeCTOBaHHblX CYMM? 

Aa/HeT KOMMeHTaplI1I 



)1(. OTpa)l(aeT n~ CYLI1eCTBYIOLI1a51 C~CTeMa OT'leTHOCT~ 
np04~e onepall~~ MelKAY ToproBlIeM ~ 6aHKOM, 
Hanp~Mep, Kpe,Q~THble ~n~ ,Qen03~THble C4eTa? 

3 Onepalllflf TOprOBL\eB If o6pa6oTKa AaHHblx: 
A. BHeceHbl n~ ToprOBlIbl BO BHYTpeHHlO1O c~cTeMY 

06pa60TK~ AaHHbix (BCOA) COTPY,QH~KOM, KOTOPbl~ He 
OTBe4aeT 3a YTBeplKAeH~e ToprOBoro cornaWeH~51? 
Ii BHeceHbl n~ OrpaHl14eHI151 no nnaTe)l(aM B BCOA, TaK 
4T06bl npeBblweH~e nI1M~T8 MO)l(HO 6blno onpe,Qen~Tb? 
B. B cnY4ae nonY4eH~51 ~HcjJopMall~11 (OT'lEiTOB) ~3 ynl\ 
no ToproBlIaM, KOTopble eLl1e He HaXO,Q51TC51 B BCOA, 
TaK~e nnaTe)l(~ ,Qon)l(Hbl 6blTb 3aHeceHbi Ha Kn~p~HrOBbl~ 
C4eT ~ 3anl1CaHbi ,Qn51 npOBepK~ (np~H5lT~51 peWeH~51) 
MeHe,Q)I(epOM ,QenapTaMeHTa. 
r. CYLI1eCTBYIOT n~ TeXHonor~4eCK~e KapTbl, 
nO,QrOTOBneHHble ,Qn51 on~CaH~51 npOlle,QYP 11 0,Q06peHHble 
PYKOBO,QCTBOM? 

4 PaC'IeTbl C TOprOBL\aMIf If OT'IeTHOCTb: 
A. Bce n~ npoBo,QKI1 3an~caHbl Ha C4eT ToproBlIa 
COTPY,QHI1KOM, He OTBe4alOLI111M 3a YTBeplKAeHl1e ToprOBoro 
COrnaWeHI151? 
6. CYll.\eCTBYIOT ml TeXHOJl0n14eCK~e KapTbl, 
nOArOTOBJleHHble All$! on~CaH~$! npOl.~eAYp paC4eToB 
~ oAo6peHHbie PYKOBOACTBOM? 
B. Ha4~CJl$!Jl~Cb Jl~ KOM~CC~OHHble ~ C60Pbl B 
Te4eH~e OT4eTHoro nep~oAa ~ He 6blJlO Jl~ ~X 
np~3HaH~e 0TJ10)l{eHO AO paC4eTHO~ AaTbl? 
r. 3aHeceHbi nil onpOTeCTOBaHHbie CYMMbl Ha paC4eTHbl~ 
C4eT ToprOBlIa? OCBeAOMneH n~ 06 3TOM caM ToprOBeL\? 
A. np~OCTaHaBnl1BanllCb n~ onepall~1I no C4eTaM 
ToprOBlIa B cnY4ae ,Qe6eTOBoro OCTaTKa, np~4~HO~ 
KOToporo nocnyml1nll MHor04~cneHHble cnY'la~ 

onpOTeCTOBaHHblX CYMM? 
E. nonY4alOT nil ToprOBlIbl AeTanbHbl~ OT4eT 06 ~x 
Ae51TenbHOCTI1 no 06cnyml1BaH~1O nnaCTI1KOBblX KapT04eK, 
He MeHee O,QHoro pa3a B MeC51ll? 
)1(. AHanI13~pYIOTC51 nil OT'leTbl 0 Ae51TenbHOCT~ ToprOBlIeB 
PYKOBO,Q~TeneM ,QenapTaMeHTa no Kpa~He~ Mepe pa3 B 
MeC51ll, KOTOPbl~ He np~HIIMaeT Y4aCTII51 B pa60Te c 
Kn~eHTaM~? ::lTO He06xo,Q~MO ,Qn51 onpe,QeneHII51 
COOTBeTCTB~~ C ycnOB~51M~ cornaWeH~51 MelKAY EiaHKoM II 
ToprOBlIeM, a TaK)l(e ,Qn51 onpe,QeneHII51 np~6blnbHOCT~ no 
c4ery ToprOBlIa. 



Internal Control Checklist for the Plastic Card Division 
Cardholder Activity Department 

The Name of the Department ___________________ _ 
Submitledby ____________________________________________ __ 
Meeting with ________________________ _ 
Meeting with __________________________ _ 
Meeting with 
Other informa--:t-=--io-n-r-e-v-=--ie-w-e-d:-----------------------

# Description Yes/No Comments 
1 Organization of Cardholder Activity Department 

F. Does the Department have a Charter? 
G. Is the Charter approved by the Bank's Board of Directors? 
H. Is there an organization chart for the department? 
I. Is there sufficient separation of duties including the separation of 

duties of authorization of new cards, credit limits from address 
changes and from reconciling the database files? Is the 
reconciliation of the changes to the maintenance report 
independent from the inputting of the data? Is the responsibility for 
charge backs and the investigation of fraud independent of the 
responsibility of the issuance of new cards and maintenance files. 

J. Does the organization chart setout key positions and depict the 
supervisory and reporting responsibilities? < ,. 

K. Are there job descriptions for each position in the department, 
which establish the duties of the position, the reporting 
responsibility and the qualifications needed to adequately perform 
the duties? 

L. Do technological cards exist for the (1rocedures and are thell in 
accordance to with NBU (1rocedures? 

M. Do the technological cards com(1l:,! with the agreements with the 
creditidebitlATM card comoanies? 

2 Cardholder Relations: 
H. Is it necessary for all Holders to conclude and sign an agreement 

with the Bank? 
I. Do the cardholder agreements set-forth: 

• Terms of issuing a plastic card 

• Fee for various types of plastic cards and method of paying 
and timing of paying the fee. 

• 
• Credit and withdrawal limits 
• Method for replenishment of the card account (cash / non-

cash) 

• Validation and identification procedures for Cardholder 

• Terms of replenishment of the guarantee deposits, 
agreements, contract of maintenance of minimum balances 

• Monthly statements to inform the Holder on the card 
transactions and balance of his account 



• Instructions concerning separation of passwords from cards 
• Requirement for signature by the staff approving the card and 

the cardholder who thus confirms having accepted the terms of 
agreements. 

• Appropriate information concerning steps to be taken in case 
of lost or stolen cards or incorrect or fraudulent charges. 

• Conditions resulting in cancellation of the card. 
• Interest rate and calculation of interest. 
• Customer service contact (if not included in regular deposit 

account system) 
J. Is there a standard schedule of fees and withdrawal and credit 

limits approved by the head of the Plastic card division (Chief of 
the Board)? 

K. Are all cardholders required to maintain settlement accounts at the 
bank and are minimum deposit balances established for certain 
cardholders? and on the basis of what kind of documents? 

L. Does the internal reporting system disclose other business 
transactions between the cardholder and the Bank such as loan or 
other deposit accounts 

M. Is there a policy of notifying denied or accepted applications for 
cards or changes in credit within a reasonable amount of time. 

3 Does the existing software satisfy the following, namely: 
A. Accounting of transactions (synthetic & analytical); 
B. Realization I Implementation of reconciliation of daily transaction 
report to accruals of fees, interest charges, merchant file, deduction 
from deposits. Is the data from the UPC reconciled to the accounting 
(ODB). 
C. Obtaining of summary (consolidate) information about the accounts 
of separate customers (one Client); 
D. Possibility of creation of ad hoc reports. E. Storage of the 
information on activity of the holders - creation of a Database (Reports 
UPC, statement on the account, control tapes with ATM, appropriate 
certificates (acts) etc.). 
F. A report that highlights overdue credit balances. 
N. A report that reconciles daily debit using debit cards and the 

related debits from the accounts. 
H. Is a daily maintenance report of client information produced that 
highlights card changes (new cards, address changes, changes in 
limits, closures) and is this report reconciled to the source documents 
by someone independent of the person responsible for agreeing to the 
changes and inputting the data. 

4 Cardholder Operations and Processing: 
D. Are Cardholders entered into the internal processing system (IPS) 

by someone separate from the individual approving the Cardholder 
agreement? 

E. Are charge limits entered into the IPS so that Cardholders 
exceeding their limits are identified? 

F. If reports are received from the UPC for Cardholders not in the 
IPS, are such payments recorded to a clearing account and listed 
for checking and adopting a decision by the division manager? 

G. Whether at once information on granting of the new credit 
(established limit of crediting) under plastic cards is entered in IPS, 
namely: 
• Type of card; 
• Credit or withdrawal limits 



• Interest Rate 
• Whether the card is valid internationally or not? 

H. Condition of payment. 
I. Are there proper procedures for authorising credit limits in 

accordance with the Bank's general credit policy? 
J. Whether there is a technique of definition of credit status of the 

card holder, a regular system of flagging and reviewing accounts 
according to the credit status definitions of overdue debt and 
formation of reserves for bad debt for credit cards? 

K. Are there adequate restrictions concerning staff access to the 
cardholder databases (only relevant staff can access the database 

L. Are credit card transactions immediately added to the cardholder's 
account? 

M. Are there sufficient procedures to notify a cardholder when he/she 
is over his/her limit? 

N. Are there sufficient procedures in place concerning credit card 
disputes, reporting of loss and stolen cards or fraudulent use of 
cards. (Immediate halt on the cards for the latter three). 



liaHK «ABaJIb)} 
BonpOCHUK no paCCMompeHUIO cmpVKmypbl U cbYHKYUU 

oenapmaMeHma nnacmUK06blX KapmO'IeK. 
D.eRmenbHocmb D.ep)l(ameneu nn./KapmO'IeK. 

Ha~MeHOBaH~eAenapTaMeHTa ________________________________________ __ 
nOArOTOB~fl ____ ~ ________________________________________________ ___ 
C KeM npOBeAeHa 6eceAa _____________________ _ 
C KeM npoBeAeHa 6eceAa _____________________ _ 
C KeM npoBeAeHa 6eceAa ---:-____________________ _ 
np04aH paCCMOTpeHHaH ~H<popMal..\~H ________________ _ 

War OmlcaHlle 

1 OpraHII3allll1l ynpaBneHlIlI no pa60Te c ,QeplKaTenliMIl 
A. VlMeeTclI ml nonOlKeH~e 06 ynpaBneH~~ (oTAene)? 
6. YTBeplKAeHO n~ nOnO>KeH~e npaBneH~eM 6aHKa? 
B. CYUleCTByeT n~ CTpYKTYpa ynpaBneH~lI (OTAena)? 
r. On~cblBaeT n~ opraH~3a~~oHHali CTpYKTYpa KnlO4eBble AonlKHoCT~, 
06113aHHOCT~ ~ nopllAoK oT4eTHoCT~? 
,Q. CYUleCTByeT n~ omlcaH~e BblnonHlIeMblX pa60T Anll KaJKAOro 
COTpYAH~Ka OTAena, ero AOn>KHOCTHbIX 06113aHHOCTe£l, nopllAOK 
OT4eTHOCT~ ~ He06xoA~Mall KBan~cjJ~Ka~~lI Anll BbJnonHeH~lI 3T~X 
06113aHHoCTe£l? 

2 B3allMooTHoweHil1i ,QeplKaTeneil: 
A. BeeM n~ ,Qep>KaTenllM He06xoA~MO 3aKnlO4aTb comaWeH~lI C 
6aHKoM? 
6. On~cblBaeT n~ 3TO comaweH~e cneAYIOUlee: 
• CPOK~ Bb1Aa4~ nn.lKapT04K~? 
• KOM~CC~oHHble CTaBK~ no T~naM nn.lKapT04eK? 
• BanlOTa aBTop~3a~~~? 
• OrpaH~4eH~e no nnaTe>KaM (npeBblweH~e pacxoAHoro n~M~Ta 

np~ npoBeAeH~~ onepa~~~)? 

• MeTOA nononHeH~e KapT04Horo C4eTa (Han~4Hbl£l I 
6e3Han~4Hbl£l)? 

• npo~eAYPbl YTBeplKAeH~lI ~ onpeAeneH~lI ,Qep>KaTenll 
nnaCT~KoBo£l KapTbl? 

• CPOK~ nonOnHeH~lI rapaHT~£lHoro Aen03~Ta, comaCHO, ,QorOBopa 
06ecne4eH~1I (rapaHT~£lHoe nOKPbIT~e)? 

• E>KeMeC1I4HO ~HcjJOpM~poBaTb ,Qep>KaTenll 0 COCTOllH~~ ero C4!!Ta 
(npeAOCTaBneH~e Bbln~COK no C4!!ry(aM)? 

B. CYUleCTByeT n~ CTaHAapTHall Ta6n~~a (Tap~cjJbl) KOM~CC~OHHbIX 
CTaBOK ~ orpaH~4eH~£l no nnaTe>KaM ~ npeAOCTaBnlleMblX ycnyr 
YTBeplKAeHHall PYKOBOA~TeneM 6aHKa (~n~ PYKOBOA~TeneM AaHHoro 
ynpaBneH~lI)? 

/:ta/HeT KOMMeHTaplI1I 



r. Bce I1~ AeplKaTeI1~ pa60TalOT c HenoCpeAcTBeHHblM COTPYAH~KOM 
6aHKa Am MOH~Top~Hra pe3YI1bTaTOB Ae~TeI1bHOCT~ AeplKaTeI1~(e~) 
11 OKa3aHl11O yCI1yr KIll1eHTaM? 
,[\. He06xoA~MO I1~ oAo6peHl1e rI1aBbl AenapTaMeHTa nI1aCTIiKOBbIX 
KapT 11I111 npeAceAaTeI1~ npaBI1eHI1~ 6aHKoM, B CI1yyae OTKIlOHeHI1~ 
KOMl1CCl10HHbiX CTaBOK OT Tex, KOTopble Onl1CaHbl B Tap~cjlax 6aHKa? 
E. BceM I111 AeplKaTeI1~ He06xOAl1MO I1MeTb CYeT B 6aHKe? YKa3aHbi I 
OrOBapIiBaIOTC~ I111 MI1HI1MaI1bHble OCTaTK~ no CyeTaM AeplKaTeI1etl B 
CI1yyae HanI1Y~~ onpOTeCTOBaHHblX CYMM? Ha OCHOBaHl111 KaKoro 

AOKYMeHTa? 
)/{. OTpalKaeT I111 CYLlIeCTBYIOLlIa~ C~CTeMa OT4eTHOCT~ np04l1e 
Onepalll1l1 MelKAY AeplKaTeI1eM 11 6aHKOM (KpeAI1THble 11I111 
Aen03l1THbie CYeTa)? 

3 YAOBI1eTBOpSieT ml cYl1\ecTBYlOl1\ee nporpaMMHoe o6eCne'leHl1e 
cI1eAYIOI1\I1M nOKa3aTenSlM: 

• YYEiT Onepalll1~ (CI1HTeTI14eCKI1~ 11 aHanI1Tl1yeCKI1~); 

• npOBeAeHl1e BblBepKI1; 
• <l>opMl1pOBaHl1e CBOAHO~ I1HcjloPMall1111 no C4eTaM OTAeI1bHOrO 

AeplKaTeI1~; 
• B03MOlKHOCTb cjlopMl1pOBaHI1~ cjlI1HaHCOBO~ OT'lEiTHOCT~ no 

He06xOAl1MbiM I Tpe6yeMbiM KpIiTepl1~M; 

• XpaHeHl1e I1HcjloPMall1111 no AemeI1bHOCTI1 AeplKaTeI1e~ -
C03AaHlie 6a3bl AaHHblX (OT'lEiTOB YnL\, Bblnl1COK no CyeTaM, 
KOHTPOI1bHbIX I1eHT C 6aHKoMaToB, cooTBeTCTBYIOLlIIiX aKTOB 11 
T.A.). 

4 Onepal(l1l1 AeplKaTeneii 11 o6pa6oTKa AaHHbIX: 
A. BHeceHbl I111 AeplKaTeI111 BO BHYTpeHHlO1O CI1CTeMY 06pa60TKl1 
AaHHblX (BCOA) COTPYAHIiKOM, KOTOPbl~ He OTBeyaeT 3a YTBeplKAeHlole 
Tpe6yeMbix COrnaWeHI1~? " 
5. BHeceHbl I111 OrpaHl1yeHI1~ no nI1aTelKaM B BCOA, TaK YT06bl 
npeBblWeHl1e I1I1MI1Ta MOlKHO 6blI10 onpeAeI1I1Tb? 
B. B cI1yYae nOI1yYeHI1~ I1HcjlopMalll111 I OTYEiTOB 113 ynL\ 06 
onpOTeCTOBaHHblX CYMMax no AeplKaTeI1~M, KOTopble eLllEi He 
HaXOA~TCR B BCOA, TaKlole nI1aTelKlol AOI1lKHbl 6blTb 3aHeceHbi Ha 
KIl~p~HroBbli1 C4eT 11 3an~caHbl AI1~ npOBepK~ (np~H~T~~ peWeHI1~) 
MeHeAlKepOM AenapTaMeHTa. 
r. Cpa3Y J111 BBOAI1TCR I1HcjlOPMalll1R 0 BblAaye HOBoro KpeAI1Ta 
(YCTaHOBI1eHlole I1I1M~Ta KpeA~TOBaHI1R) nOA nI1aCTI1KOBble KapTOYKI1 B 
BCOA, a I1MeHHO: 

• BI1A; 
• JlI1MI1T KpeA~TOBaHI1~; 

• npOlleHTHaR CTaBKa; 
• YCI10BI1~ ynI1aTbl. 
A. CYLlIeCTBYIOT I111 TeXH0I10rl1yeCKl1e KapTbl, nOArOTOBI1eH-Hble AIlR 
OnlolcaHIiR npOlleAYP 11 OA06peHHbie PYKOBOACTBOM? 
E. CYLlIeCTByeT I111 MeTOAI1Ka npeAOCTaBI1eHI1R KpeAI1TOB 
(YCTaHOBI1eHl1e I1I1M~Ta KpeAI1TOBaHI1~) nOA nI1aCTI1KOBble KapTOYKI1? 
)/{. CYLlleCTByeT I111 MeTOAI1Ka onpeAeI1eHI111 KpeAI1TOCnoco6-HOCTI1 
AeplKaTeI1R 11 cjlopMl1pOBaH~R pe3epBOB no KpeAI1TaM nOA KpeAI1THble 
KapTOYKI1? 
3. npOBOAI1TC~ I111 I1Cn0I1H~TeI111M~ elKeAHeBHaR cBepKa no 
onepalll111M AeplKaTeI1e~? 
11. OCVLlleCTBI111eTC~ I111 He3aB~C~Mall npOBepKa I1H<lJoPMalll1~ 0 
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Kn~eHTax (Aep)I(aTen5lx) Ha nOnHOTY ~ npaB~nbHOCTb? 
K. YCTaHOBneH n~ 3anpeT An51 ~CnOnH~Tenei1 Ha npaBO 
KOppeKT~pOBK~ ~H¢OpMall~~ (peKB~3~TOB) 0 Kn~eHTe (Aep)l(aTene) B 
OA6? 

PaC'IeTbl C TOprOBlIaMII II OT'IeTHOCTb: 
A. Bce n~ npOBOAK~ 3aHeCeHbi Ha C4eT Aep)l(aTen51 ~n~ Cn~CaHbl C 
ero C4eTa COTPYAH~KOM, KOTOPbli1 He OTBe4aeT 3a yTBep)I(AeH~e 
Tpe6yeMbix cornaweH~i1 Me)I(AY 6aHKOM ~ Aep)l(aTeneM? 
6. CYll.IeCTBYIOT IWI TeXHOIlOrlt14eCKIt1e KapTbl, nOArOTOBIleHHble 
AIl51 Onlt1CaHIt1H np0l.\eAYP paC4eToB It1 oA06peHHbie 
PYKOBOACTBOM? 
B. Ha41t1CIlHIllt1Cb IlIt1 KOMIt1CCIt10HHbie It1 np0l.\eHTHble AOXOAbl 
(C60Pbl) B Te4eHIt1e OT4eTHoro neplt10Aa It1 He 6blIlO IlIt1 It1X 
npIt13HaHIt1e OTIlOlKeHO AO pac48THoi1 AaTbi? 
r. 3aHeceHbi nlt1 onpoTecToBaHHble CYMMbl Ha pac4eTHbli1 C4eT 
Aep)I(aTen5l? OCBeAoMneH n~ 06 3TOM Aep)I(aTenb? 
,Q. np~oCTaHaBn~Ban~cb n~ onepall~~ no C4eTaM Aep)l(aTenei1 B 
cnY4ae Ae6eToBoro OCTaTKa, np~4~Hoi1 KOToporo nOcnYlK~nlt1 
MHor04~cneHHble cnY4a~ onpOTeCTOBaHHblX CYMM ~n~ HenoraWeH~5I 
KpeA~Ta? 
E. nOIlY4alOT Il~ Aep)l(aTeIl~ AeTaIlbHblA OT4eT 06 ~x Ae5ITeIlbHOCT~ 
np~ ~cnOIlb30BaH~~ nIlaCT~KOBoA KaPT04K~ He B ceT~ 6aHKa, He 
MeHee OAHoro paaa B MeC5IlI? 
>1<. OCYll.leCTBIl5leTC5I Il~ KOHTPOIlb npaB~IlbHoCT~ nOArpyaK~ I 
nocrynIleH~5I AaHHblx, no npOBeA8HHbiM onepall~5IM, B OA6 OTAeIlOM 
Y4eTa It1 KOHTPOIl51 no nIlaCT~KOBbIM . KapT04KaM AenapTaMeHTa 
6yxraIlTepCKOro Y4eTa It1 0T48THOCT~? 
3. AHaIlIt13~pYIOTC5I IlIt1 OT4eTbl 0 Ae5lTeIlbHOCT~ ,[Iep)l(aTeIleA 
PyKoBoA~eIleM AenapTaMeHTa, no KpaAHeA Mepe, pa3 B MeC5IlI, 
KOTOPblA He nplt1H~MaeT y4aCT~5I B pa60Te C H~M~? 3TO He06xOAI1MO 
AIl51 onpeAeIleH~5I COOTBeTCTB~A C yCIlOB~5IM~ cornaWeH~5I Me)I(AY 
6aHKOM ~ Aep)l(aTeIleM. An51 onpeAeIleH~5I np~6bIIlbHOCT~ no C4eTaM 
,[Iep)l(aTeIleA ~ nplt16blIlbHOCTIt1 6aHKa OT 06CIlYlK~BaH~51 ,[Iep)l(aTeIleA. 
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AVALBANK 
Audit program 

Plastic cards operations: cash withdrawal through ATM. 

1. To insure completeness and adequacy of an ATM-related Technological procedures in the 
Plastic cards department. Compliance of the procedures with the NBU regulating documents and 
Payment Systems requirements. 
2. To insure reasonable control over the access to ATM. 
3. To insure that reconciliation of balances (tumovers) on deposit and loan accounts is in place 
when withdrawing cash through ATM. 
4. Evaluate procedures for withdrawal of plastic cards from circulation and procedures on 
storage; to provide for the description of the indicated procedures in Technological cards. 
5. To insure reliability of ATM operation. Frequency of ATM failures / deficiencies upon usage of 
plastic cards. 

Description 
A. Obtain the list of all available (registered) ATMs in the Plastic Cards 
department as of 31.12.99 including the following: 

• ATM number assigned by the Bank; 
• Address; 
• Number of transactions conducted in the reporting 

month/period; 
• Turnover in the reporting month / period; 
• ATM last unload date; 
• Date of planned ATM loading. 

B. Verify that the number of ATMs listed (see pat_1A) corresponds to the 
actual number of ATMs. Reconcile Database information to the accounting 
data in the Intrabank transactions department. 
A. Based on the list obtained, use Excel Random Selection Macro 
Spreadsheet on the Audit Grid File to generate a random sample of 
ten percent of ATMs, as of a recent date. This will be used for further 
verification of transactions conducted through ATMs in the sample. Follow 
the Instructions Spreadsheet to generate the the random selection. 
Build a selection table on the following criteria from the Transmaster 
Database for this purpose: 

• ATM number assigned by the Bank; 
• Address; 
• Number of transactions in the reporting period / cycle; 
• Turnover in the reporting period / cycle; 
• Commission income received by the Bank; 
• Indicate number of ATM failures; 
• Reasons of failures, discovered by Plastic Cards department 

staff. 
B. From the sample of ATM selected in par_2A above, prepare a list with 
the following information (as the statistic data) using the data filter on 
Excel: 

• Total number of ATMs; 
• Number of ATMs selected; 

Done by 
Working paper, 

reference 
1 
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• Number of transactions conducted via all A TMs in the reporting 
month; 

• Number of transactions conducted via selected ATMs in the 
reporting month; 

• Turnover in the reporting month I period on all ATMs; 
• Turnover in the reporting month I period on selected ATMs; 
• Cover ratio; 

C. Obtain the schedule (time-table) of loading I unloading of cartridges on 
all of ATMs from the Plastic cards Department. 
D. Based on the schedule (par_2C above) and ATM transactions register, 
to verify the terms of loading I unloading of selected ATMs, (On the basis of 
the following documents: cash journal, check register, ATM control tapes 
and cash documents for the amount of transactions conducted through 
ATM). 
E. Check up process of loading I unloadings ATM (check on places 1-2 
ATM) and their conformitv to the Technoloaical procedures. 

3. A. To reconcile balances on acc._1004 with the Daily comprehensive 
statements from the UPC on transactions carried out through ATMs (by 
one operational day on selected ATMs). 
B. To reconcile reports on ATMs, received from the UPC with the Database 
information of the Bank, by one operational cycle on selected ATMs and to 
present the information in the table format: 

• Total amount on transactions (turnover); 
• Total number of transactions undertaken; 
• Transaction Date (cash withdrawal through ATM); 
• Settlement Date (cover was booked); 
• Amount of commission income received by the Bank; 
• Date, commission income was received on acc. 6110 

4. A. To determine an error rate and frequency of ATM breakdowns, to 
identify reasons and trouble-shooting actions that are taken by the Bank. 
Once an ATM cycle is over, reconciled/actual data on all transactions 
through ATM need to be entered into ODB. 
B. To review/assess actions of the Bank upon an ATM failure together with 
measures taken on behalf of the Ukrainian Processing Center (UPC) to 
resolve the problem 

5. A. A method used by UPC to get an updated ODB version should be stated 
tog~ther with frequency the ODB is beina uparaded at. 

6. To analyze/evaluate the activity of a particular department with 
respect to the lost/stolen plastic cards. 
Namely: 

• The availability of Technological chart (flow-chart) describing 
the process for card withdrawal. 

• Storage of cards. 
• Card annulment. 
• Return to the real cardholder 
• Real cardholder identification (description of required 

documents and respective procedures). 
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Anns «Aeanb» 
npoapaMMa ayouma. 

Onepaquu C ucnonb30saHueM nnacmUKOSblX KapmO'IeK npu CHHmuu OeHea 
'1epe3 5aHKOMam. 

1. Y6eAJ,1TbCSl B naIl HaTe J,1 3aBepWeHHOCTJ,1 TeXHOIlorW.JeCKJ,1X npOL.\eAYP no pa60Te C 
5aHKOMaTaMJ,1 B AenapTaMeHTe nIlaCTJ,1KOBbIX KapT. Io1x COOTBeTCTBJ,1J,1 PemaMeHTJ,1pYIOU.\J,1M 
AOKYMeHTaM H5Y J,1 nIlaTe)f(HbiX <;:J,1CTeM. 

2. Y6eAJ,1TbCSl B HaAIle)f(aU.\eM KOHTpoIle AocTyna K 5aHKoMary. 
3. Y6eAJ,1TbCSl B TOM, 4TO cyU.\eCTByeT J,1 np0J,13BOAJ,1TCSl BblBepKa OCTaTKOB (060pOTOB) no 

Aen03J,1THbIM J,1IlJ,1 KpeAJ,1THbIM C4eTaM npJ,1 npOBeAeHJ,1J,1 onepal.\J,1Ci 4epe3 5aHKoMaT. 
4. np0J,13BeCTJ,1 Ol.\eHKY (Ol.\eHJ,1Tb) np0l.\eAYP(bl) no J,13bSlTJ,11O J,13 06paU.\eHJ,1Sl nIlaCTJ,1KOBbIX 

KapT04eK J,1 J,1X XpaHeHJ,1IO, a TalOKe YAocTOBepJ,1TbCSl B TOM, 4TO AaHHbie np0l.\eAypbl 
OnJ,1CaHbl B TeXHOIlOrJ,14eCKJ,1X KapTax. 

5. Y6eAJ,1TbCSl B HBAe)f(HOCTJ,1 np0l.\ecca pa60Tbi 5aHKoMaToB. 4acToTa B03HJ,1KHOBeHJ,1Sl 
c60eB/HeAocTaTKoB B np0l.\ecce pa60Tbi 5aHKoMaToB npJ,1 J,1CnOIlb30BaHJ,1J,1 nIlaCTJ,1KOBbIX 
KapT04eK. 

War OmlcaHlle I1cnOIlHIlTellb 

1. A. nOIlY4~Tb B AenapTaMeHTe nnaCT~KOBbIX KapT04eK cmlCOK 
~MelOU.\J,1XCSl (3aperiICTp~pOBaHHblx) 6aHKoMaToB, 3a 31.12.99, B B~Ae: 

• HOMep Kn~we, np~cBoeHHbl~ 6aHKoM; 

• Mpec; 
• Kon~4eCTBo npo~3BeAeHHblx onepall~~ 3a oT4eTHbl~ MeCSlll; 
• 060POT 3a oT4eTHbl~ MecSllll nep~oA; '\ 
• AaTa nocneAHe~ Bblrpy3K~; 
• AaTa nnaHJ,1pyeMo~ 3arpy3K~. 

6. Y6eA~TbcSl B TOM, 4TO Kon~4eCTBO npeACTaBneHHblX B cn~CKe (CM. 
n._1A) 6aHKOMaTOB COOTBeTCTByeT Ae~CTB~TenbHOCT~. CBep~Tb 
~HcjlopMall~1O B 6a3e AaHHblX C AaHHbIM~ Y4eTa B OTAene 
BHyTp~6BHKOBCK~X onepBlI~~. 

2. A. 1i13 cn~CKa 6aHKOMBTOB MeTOAOM cnY4a~HO~ BbI6oPK~ C 
~cnonb30BaHJ,1eM MaKpoca cnY4atlHotl BbI6oPK~ AaHHbIX, CAenaTb 10% 
Bbl60PKY 3B OA~H ~3 nocneAH~X npoBepK~/cBepK~ onepBlI~~, 

npo~3BeAeHHblx 4epe3 H~X, II npeACTaB~Tb B B~Ae Ta6nllllbi Ha 
OCHOBaHII~ cneAYIOU.\~x napaMeTpoB, B3SlTbiX ~3 6a3bl AaHHblX 
nporpBMMbl TpaHcMBCTep: 

• HOMep 6aHKoMaTa; 
• Mpec; 
• Kon~4eCTBO npo~3BeAeHHblx onepall~tl 3a OT4eTHbitl nep~OA 

(lIIIKn); 
• 060POT 3a OT4eTHbitl neplloA (lI~Kn); 
• CyMMa nonY4eHHbix KOMM~CC~~; 
• YKa3aTb Konll4eCTBO c60eB B pa60Te 6aHKoMBTB; 
• npW1~Ha c6oeB, BblSlBneHHBSl pB6oTH~KBM~ AaHHoro 

ynpaBneH~Sl. 

6. 1i13 Bbl60PKII nyHKT 2A C IIcnonb30BaH~eM cjlllnbTpa Excel 
nOAroToBIITb cn~COK co cneAYlOl11l1MII AaHHblMII (KaK CTBTllCTII4eCKlle 
AaHHble): 

• 06111ee Konll4eCTBO 6aHKoMaTOB; 

CCblllKa Ha 
pa6o'lIle 

AOKYMeHTbl 
ATM·1 

ATM-2 

ATM - 2/1 



International Business & Technical Consultants. Inc. 
U.S. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kiev 252034, Ukraine 

• Kon~4ecTBo Bbl6paHHblx; 
• KOnl14eCTBO np0l13BeAeHHbiX onepall~w 3a OT4eTHblW MeC5IlI 

no BceM 6aHKoMaTaM; 
• Kon~4eCTBo np0l13BeAeHHbix onepalll1w 3a oT4eTHblw MecHlI 

no Bbl6paHHbiM 6aHKoMaTaM; 
• 060POT 3a OT4i!THbIW Mec5ILt/nep~oA no BceM 6aHKoMaTaM; 
• 060pOT 3a OT4i!THbIW Mec5ILt/nepI10A no Bbl6paHHbiM 

6aHKoMaTaM; 
• npolleHT nOKPbIT~51; 

B. nonY411Tb B AenapTaMeHTe nnaCTI1KOBblX KapT04eK Cnl1COK 
nep~oA~4HOCT~ 3arpy3K~/Bblrpy3K~ KacceT no Bbl6paHHbiM 6aHKoMaTaM. 
r. Ha OCHOBaHl111 Cnl1CKa nYHKT 2 B nep~oA~4HOCTI1 3arpy3K~/Bblrpy3KI1 
6aHKoMaToB ~ lKypHana Y4i!Ta pa60Tbi 6aHKoMaToB npOBepl1Tb 
c06nlOAeH~e CPOKOB 3arpy3K~/Bblrpy3K~ oT06paHHbix 6aHKoMaToB, (Ha 
OCHOBaH~~ ~MelOL11I1XC5I npl1XOAHblX 11 pacxoAHblX KaCCOBblX oPAepoB, 
KOHTponbHblx neHT ~ pacxoAHblX oPAepoB Ha CyMy onepalll1ii 
cOBepwi!HHblx 4epe3 6aHKoMaT). 
A. 04HOii npoBepKoii (npoBepKow Ha MeCTax no 1-2 6aHKoMaTaM) 
npoBep~Tb npollecc 3arpy3K~/BblrpY3K~ 6aHKoMaToB ~ ero 
COOTBeTCTB~e ~MelOL11I1MC5I TexHonom4ecK~M npOlleAypaM. 

3. A. npO~3BecT~ cBepKY OCTaTKOB no c4._1004 C ElKeAHeBHbIM~ 
AeTanbHblM~ Bbln~CKaM~ YnL.\ no onepall~51M, npOBeAi!HHbIM 4epe3 
6aHKoMaT (3a OA~H AeHb pa60Tbi no Bbl6paHHbiM 6aHKoMaTaM). 
6. npO~3BeCT~ CBepKY OTYi!TOB no 6aHKoMaTaM, nonY4eHHbiM OT YnL.\ 
np~ ~cnonb30BaHH'" nn.lKapTo4eK C I1HcpopMall~ew B 6a3e AaHHblX 
6aHKa, 3a OA~H lI~Kn pa60Tbi no Bbl6paHHbiM 6aHKoMaTaM, AaHHYIO 
~HcpopMall~1O npeACTaBI1Tb B B~Ae Ta6nl1l1bl: 

• 06L11a51 cyMMa no onepall~51M (060pOT); 
• 06L4ee KOnl14eCTBO np0113BeAi!HHblx onepall~i1; 
• AaTa onepalll1~ (cHm~51 AeHer 4epe3 6aHKoMaT); 
• AaTa paCYi!Ta C 6aHKoM (3a4",cneH~51 nOKPbIT~51); 
• CYMMa KOM~CC~OHHbIX nonY4eHHbix 6aHKoM; 
• AaTa nonY4eHI151 KOM~CC~OHHbIX Ha C4. 6110; 

4. A. OnpeAemlTb 4aCToTY HeAoCTaTKoB, c60eB B pa60're 6aHKoMaToB, ~x 
np~4~Hbl ~ np~H~MaeMble 6aHKoM Mepbl no yCTpaHeH~1O pe3ynbTaToB 
HapyweH~" pa60Tbi 6aHKOMaTOB. 
no OKOH4aH~~ lIblKna pa60Tbi 6aHKOMaTa B OA6 AonlKHbl nOCTyn~Tb 
CBepeHHble/peanbHble AaHHbie no BceM onepall~51M , npOBeAeHblX 
'lepe3 Hero. 
6. npoaHan~3~poBaTb/OlleH~Tb AeiiCTB~51 6aHKa np~ npepbIBaH~~ 
npollecca (HapyweH~ii B pa60Te 6aHKoMaTa), a TaKlKe np~H~MaeMble 
Mepbl co CTOPOHbl YnL.\, 4T06bl pa3pew~Tb B03H~Kw~e np06neMbi B 
Te4eH~e aTOro BpeMeH~. 

5 A. CneAyeT OTMeTI1Tb MeToA, C nOMOL11blO KOToporo YnL.\ nonY4aeT 
Bepc~1O o6HoBneHHOii 6a3bl AaHHblX ~ 4aCTOTa ee 06HoBneH~R 

6. npoaHaml3KpOBaTb I OL\eHKTb pa60yY AaHHoro AenapTaMeHTa c 
YTepSlHHblMK I YKpaAeHHblMK nn.iKapTO'lKaMK. 
A ~MeHHO: 

• Haml4~e He06xoA~MOW TexHonor~4ecKow KapTbl 
on~CbIBalOL11eW npollec ~3b5lT~51 KapT04K~; 

• XpaHeH~51 KapT04K~; 
• YH~'lTOlKeH~51 KapT04K~; 
• B03BpaT KapT04KI1 peanbHoMY Bn8AenbllY; 
• IiIAeHT~cp~Kall~51 n~4HOCTI1 peanbHoro BnaAenblla (on~CaHl1e 

Heo6xoA~MblX AOKYMeHToB 11 COOTBeTCTBYIOL11~X npolleAYP). 

Telephone: 380-44-226-6525 
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Audit program for Plastic Card Department 
Cardholder Activity Section 

1. Verify that Cardholders listed as being active (Le. with credit cards outstanding or clients that 
have used debit or cash cards in the last year) clients on the audit date have valid Cardholder 
agreements and there are no card transactions being conducted with cardholders not having 
valid agreement. 

2. Verify that transactions with Cardholders during the period are being settled accurately, on a 
timely basis, and in accordance with the Cardholder agreement. 

3. Verify that the accounting for Cardholders transactions, including fee and interest income, is 
being properly recorded in the financial reports and in accordance with the established 
technological procedures of the Bank. 

4. Verify that plastic cards are being issued to cardholders in accordance with established 
technolog ical procedures of the Bank. 

5. Verify that loans to individual cardholders are granted in accordance with the bank's loan 
policy, that the balance of loans outstanding as of the audit date accurately reflects the 
amounts due the bank by cardholders and that the reserve for credit losses applicable to 
these loans is adequate. 

6. Verify that charges protested by the cardholder are being flagged in the account, are being 
charged back to the correct vendor and that adequate procedures are in place to resolve the 
protested item. 

7. Verify that proper procedures for reported fraud, or lost and stolen cards and issuance of new 
cards and closings are followed according to NBU and the agreements with the 
credit/debit/ATM card companies. 

Description 

Review I update of current procedures: 
A. Update I complete the internal control checklist for the Cardholder Activity 

Section; 
B. Review the relevant Charter(s) and Technological cards (TCs). Evaluate the 

adequacy of these procedures, their accordance with NBU directives and 
agreements with the creditidebitlATM card companies and make 
recommendations as appropriate; 

C. Draw up flow charts for the following areas (deciSion of whether to make just 
five flowcharts or more will depend upon procedures and decision by the 
auditor drawing the flowcharts as to what would be the most efficient). 

D. 1) Issuance of new cards 
E. 2) Routine monthly bookings to cards (interest, payments, withdrawals, 

transactions sent in by UPC and the related accounting and reconciliation. 
F. 3) Process for unusual occurances (reporting of fraud, charge backs, and 

complaints). 
G. 4) Closing or withdrawal of cards including lost and stolen cards. 
H. 5) Overdue credit card accounts. 
I. Retain copies of the department organizational chart, charter(s) TCs and 

flowcharts and internal control checklist as they will form part of the 
permanent file for this area. 

Done by 
Working 
paper, 

reference 
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1. From the list of Cardholders as of for a recent date, use Excel Random 
Selection Macro Spreadsheet on the Audit Grid File to generate a random 
sample of cardholders for detail testing as follows: 
A. For credit cardholders, select 3 blocks of 5 cardholders, from each credit card 
class ( i.e. VISA, EC/MC, Cirrus/Maestro) 
B. For debit-only cardholders selects 10 blocks of 5 cardholders. 
C. Select a sample of five new credit and debit cards that have been authorised 
and issued in the period. 
D. Calculated the percent that the number of cardholder accounts in the sample 
is of the total accounts (sample coverage) and if possible the percentage of the 
new cards authorised sample is of the total new cards authorised. 
From the sample of cardholders selected in 1 (A) (i.e. credit) above, prepare a 

2. list with the following information: 
J. Type of Card 
K. Cardholder number and name 
L. Credit limit 
M. Card fee 
N. Loan Interest rate 
O. Aval credit officer approving agreement and date. 
P. Loan balance as of November 30,1999. 

3. Perform the following procedures on this list prepared in step 2 above: 
A. Compare the above information to the agreement on file and list any 

exceptions. 
B. Confirm that the credit officer approving the agreement was authorized to 

approve the agreement and the agreement complied with the bank's credit 
policy and the credit card companies' policy. 

C. Confirm that pending charge-backs have been properly segregated in the 
account and bank procedures are being followed to remedy disputed items. 

D. Compare the cardholder loan balance to the list of outstanding cardholder 
loans as of November 30, 1999. 

E. Check for credit that is overdue. over the authorised credit limit or 
contravenes the repayment agreement. 

F. Send confirmation of loan balances to the client using the ,positive 
confirmation form. 

G. Ensure that card renewal was in accordance with authorised credit 
procedures. 

H. Ensure that the last issuance of annual (biannual?) replacement cards was 
in accordance with proper procedures. 

I. Ensure that any extension of credit complied with the Bank's and the credit 
card companies' credit policies. 

J. Check any changes (address changes, etc) are in the cardholder database 
and track to the daily maintenance file and that there is proof of a reconciliation 
of this report to the source documents 

4. From the sample of debit cardholders selected in 1 (B) above, prepare a list with 
the following information: 
Q. Type of Card 
R. Cardholder number and name 
S. Withdraw limit 
T. Card fee 
U. Aval officer approving agreement and date of approval 
V. Balance in deposit account as of November 30, 1999. 

5 Perform the following procedures on this list prepared in step 4 above: 
A. Compare the information to the agreement on file and list any exceptions. 
B. Confirm that the officer approving the agreement was authorized to approve 

the agreement and the agreement complied with the bank's debit card 
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C. Compare the cardholder deposit account balance to the list of individual 
deposits as of November 3D, 1999. 

O. If the cardholder withdraws have exceeded the deposit balance, determine 
that the overdraft has been authorized and/or a hold has been placed on 
future card withdraws. 

E. Confirm that pending charge-backs have been properly segregated in the 
account and bank procedures are being followed to remedy disputed items 

F. Send confirmation of cardholder information to the client using the negative 
confirmation form, 

G. Ensure that the last issuance of annual (biannual?) replacement card was in 
accordance with proper procedures. 

H. Ensure that any extension of the withdrawal limit complied with the Bank's 
and the debit card companies' policies. 

J. Check any changes (address changes, etc) are in the cardholder database 
and track to the daily maintenance file and that there is proof of a reconciliation 
of this report to the source documents. 

6. For the sample of newly authorised cards selected in step 1 C prepare a list with 
the following information: 
W. Type of Card 
X. Cardholder number and name 
Y. Withdrawal or credit limit 
Z. Card fee 
AA. Aval officer approving agreement and date of approval 

7. For the above, 
A. Ensure that the cards were authorised according to the proper credit deposit 

account procedures, i.e. a check on credit worthiness of applicant. 
B. Ensure that the card and password were issued following proper procedure, 

i.e. applicant shows appropriate 10 when picking up the card and that same 
employee does not have access to password and card before issuance. 

C. Ensure that NBU and credit/debit and cash card companies directives are 
being met. 

O. Ensure that applicant and an authorised officer of the Bank have signed the 
agreement and that the file contains data documenting the 10 used to 
confirm the identity of the cardholder. 

E. Ensure that client signature cards and client address data is retained in the 
file. 

F. Check that appropriate (daily new cardholder report?) report has been 
updated in the cardholder database and that there is proof of a reconciliation of 
this r~ort to the new cardholders files or aareements. 

8. From the sample of cardholders selected in Step 1 above, randomly select one 
cardholder from each block of 5 and obtain the transaction activity in the account 
for the month of November. Confirm the following: 
A. That fee and interest income were charged to the account in accordance 

with the cardholder agreement and recorded in the operating day in the 
proper period. 

B. That transactions in the accounts, including charge-backs, were settled 
accuratelv and on a timely basis. 

8. Randomly select 5 reports of complaint from the period and the preceding period 
from cardholders re incorrect charges and check the follow ups made by the 
appropriate departments and that charge back was made when necessary in a 
proper and timely basis. 

9. Randomly select 5 reports from the period and the month preceding concerning 
fraudulent use of cards and check follow UP made bv the appropriate 
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departments. Was an immediate halt put on the card number? Was contact 
made with the appropriate other banks? Was an attempt made to discover and 
report to the police the perpetrator of the fraud? Was the proper correction 
made to the cardholder's account? 
Randomly select a sample of 5 reported lost and stolen cards from the period 
and the preceding month and ensure that the NBU directives and 
creditidebitlATM card company agreements have been followed. Ensure that an 
immediate halt has been put on the card and if the staff checked whether the 
password could also have been available to the thief or anyone finding the card. 
Randomly select a sample of 3 credit cards and debit cards that were closed in 
the period and verify that and a halt on the card numbers has been input into the 
systems on a timely basis. Record the reason for the closure of the account 
and follow up on anything unusual. Check the closings to the cardholder 
database and track to the daily maintenance file and that there is proof of a 
reconciliation of this report to the source documents. 
For the month of November, calculate the average yield on the outstanding 
credit card loans (Account # 6041) and compare to the average interest rate on 
the credit cards in the sample. Comment on any unreasonable difference. 
Obtain a listing of past due credit card loans as of November 30, 1999, and an 
estimate of the required loan loss reserve from the plastiC card department. 
Verify that any past due loans included in the credit card sample are also 
included in this listing and that the reserve complies with NBU regulations and is 
adequate to provide for estimated losses in the loan portfolio. 
From the CPU report for two days in November, select a random sample of 10 
cardholders, not included in the sample in (1) above, from each card issuer and 
verify that: 
A. the transactions for that day have been posted to the cardholders account 
B. That the cardholder has a valid cardholder agreement. 
Obtain a list of credit card loans written-off for during the six months ended 
November 30, 1999. Verify that these accounts were included in the write-offs 
recorded to Account # 9611 
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npOepaMMa ayouma. Omoen nnacmUKOSblX Kapm. 
Onepau,uu c /1,epJKamenflMu nnacmUK06blX Kapm. 

1. Y6eAIiITbc7I, 4TO AeplKaTeJlIiI, HaXOA7ILlIlileC7I B cnlilCKe aKTIiIBHblX KJllileHTOB (T.e. KJllileHTbl, 
KOTOPblM BblAaHbl KpeAIiiTHble KapT04KIiI, IiIJlIiI KOTopble IiICnOJlb30BaJlIiI Ae6eToBbie IiIJlIiI 

KpeAIiiTHble KapT04KIiI B Te4eHlile npowJloro rOAa) Ha AaTY aYAIiITa, IiIMelOT B HaJllil41i11i1 

Aei'lCTBYIOLlIIili'l AoroBop. npoBepliITb, 4TO onepal.\1iI1iI C nJlaCTIiIKOBblMIii KapTaMIii He 
npOBOA7ITC7I C AeplKaTeJl7lMIiI, Y KOTOPblX HeT Aei.1CTBYIOLlIero AorOBopa Ha AaTY npOBeAeHIiI7I 

aYAIiiTa. 
2. Y6eAIiITbc7I, 4TO pac4eTbi no Onepal.\IiI7IM C AeplKaTeJl7lMlii nJlaCTIiIKOBblX KapT 3a 

cooTBeTcTBYIOLlIIili.1 nepliioA npoBeAeHbl npaBIiIJlbHO, BOBpeM7I iii B COOTBeTCTBliI1iI C 
AorOBopOM. 

3. Y6eAIiITbc7I, 4TO Y4eT onepal.\liIi'l C AeplKaTeJl7lMIiI, BKJlI04a71 onepal.\1iI1iI no c60paM 
(KOMIiICCIiIOHHbIM) iii np0l.\eHTHoMY AOXOAY, B cpliIHaHcoBblX OT4eTax BblnOJlHeH npaBIiIJlbHO iii 
B COOTBeTCTBliI1iI C CYLlIeCTBYIOLlIIiIMIii TeXHOJlOrlil4eCKIiIMlii npolleAypaMIii 6aHKa. 

4. Y6eAIiITbc7I, 4TO BblnycK nJlaCTIiIKOBblX KapT BblnOJlH7IeTC7I B COOTBeTCTBliI1iI C 
TeXHOJlOrlil4eCKIiIMlii npolleAypaMIii 6aHKa. 

5. Y6eAIiITbc7I, 4TO KpeAIiITbl cplil31i14eCKIiIM JlIiIl.\aM npeAOCTaBJl7lIOTC7I B COOTBeTCTBliI1iI C 

KpeAIiiTHoi'l nOJlIiITIiIKoi'l 6aHKa, iii 4TO OCTaTKIiI no BblnYLlIeHHblM KpeAIiiTaM Ha AaTY aYAIiiTa 
T04HO OTPalKalOT CYMMY K BbinJlaTe ,QeplKaTeJlIO nJlaCTIiIKoBoi'l KapTbl, a TalOKe pe3epBbi nOA 

KpeAIiiTHble PIiICKlii aAeKBaTHbl. 
6. Y6eAIiITbc7I, 4TO onpoTeCToBaHHble AeplKaTeJleM CYMMbl 6blJlIiI OTpalKeHbl Ha KaKOM-JlIil60 

C4eTe iii B nOCJleACTBliI1iI nepeBeAeHbl Ha npaBIiIJlbHbli.1 C4eT TOprOBl.\a. TalOKe, npoBeplilTb 

HaIllil41i1e He06xoAIiIMbiX npolleAYP AJ171 peWeHIiI7I np06JleM, CB7I3aHHbIX C 
onpoTecToBaHHblMIii cYMMaMIii. " 

7. Y6eAIiITbc7I, 4TO HaAJ1elKaLlllile np0l.\eAypbl no cpaKTaM MoweHHIiI4eCTBa, YTep7lHHbiM iii 

nOXIiILlIeHHblM KapT04KaM, 3MIiICClillii iii 3aKpblTIiIIiI KapT04eK oCYLlIeCTBJl7lIOTC7I comaCHO 
Tpe60BaHIiI7IM H6Y iii comaWeHliI7IM, 3aKJl104eHHbiM C KOMnaHIiI7IMIiI-3MIiITeHTaMIii 

KpeAIiiTHbl ~ 6 6 Ae eTOBblX iii np041i1X KapT04eK AJ171 aHKOMaTOB. 
CCblnKa Ha 

Om1caHile "'CnOJlHIITeJlb pa6o'lile 
AOKYMeHTbl 

npoBeplIITb I 06HOBIIITb TeKYLlIllle npolleAYPbl: 
A. 06HOBIIITb/3aBepwIIITb BonpocHIIIK no BHYTpeHHeMY KOHTPOiliO 
(onepallllllll C ,[\ep>KaTemIMIII); 
6. npoaHall1ll3111poBaTb cooTBeTcTBYIOlIlllle nOllO>KeHIIISl 0 
AenapTaMeHTe III TeXHOllorlll4eCKllle KapTbl (TK). OlieHIIITb 
AOCTaT04HoCTb/npaBIIIllbHoCTb 3TIIIX npolleAYP, I1X COOTBeTCTBl1e 
Tpe60BaHI1SlM H5Y, a TaK>Ke YCllOBIIISlM comaweHIIIH C KOMnaHIIISlMI1-
3MIIITeHTaMIII KpeAIIITHblxlAe6eToBbix 11 np0411x KapT04eK AllSl 
6aHKoMaToB 11, nplII He06xOAI1MOCTI1, cAellaTb peKoMeHAallllll1; 
B. COCTaBI1Tb 6lloK-cxeMbl clleAYlOlIll1x npolieccoB (peWeHl1e 0 
He06xoAIIIMOM KOll114eCTBe 6lloK-cxeM 6YAeT 3aBI1CeTb OT 
CYlIleCTBYlOlIll1X npolleAYP, a TaK>Ke OT lllll4Horo MHeHI1Sl aYAIIITopa, 
KOTOPblHI1X COCTaBllSleT, PYKOBOACTBYSlCb co06pa>KeHIIISlMI1 
Halll60llbwe~ 04eBIIIAHoCTIII 6lloK-cxeM): 
1) BblAa4a HOBblX KapT; 
2) PYTIIIHHble e>KeMeCSl4Hble npOBOAKI1 no KapT04HbiM C4eTaM 

ffipolleHTbl, nllaTe>Kl1, CHSlTIIISl co c4eTa, on~allllll1, AaHHbie no 
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KOTOPblM nocrynalOT OT UPC, cooTBeTcBylO~~e 6yxrallTepCK~e 
npoBoAK~ ~ KB~TOBKa CyMM); 

3) Ae~cTB~~ B cnY4ae HecTaHAapTHblx c~TYa4~~ (MoweHH~4ecTBo, 
4apA~6eK~,~an06bIKn~eHTOB)~ 

4) 3aKPb1T~e ~n~ ~3b~T~e KapT04eK, BKnI04a~ YTep~HHble ~ 
YKPaAeHHble KapT04K~; 

5) npOCp04eHHbie C4eTa KpeA~THbIX KapT04eK. 
r. 06ecne4~Tb coxpaHHocTb AOKYMeHTOB, on~CbIBalO~~X 
opraH~3a4~oHHylO CTpyKTypy AenapTaMeHTa, nono~eH~~ 0 
AenapTaMeHTe, TK, 6noK-cxeM ~ BonpocH~KOB no BHYTpeHHeMY 
KOHTponlO, KOTopble 6YAYT ~cnonb30BaHbl An~ COCTaBneH~~ 
nOCTO~HHom cjla~na 3Toro HanpaBneH~~ Ae~TenbHocT~ 6aHKa. 

1. 1113 cn~CKa Aep~aTene~ no COCTO~H~IO Ha nocneAHlO1O OT4eTHYlO 
AaTY, ~cnonb3y~ AOKYMeHT/cjlYHK4~1O Excel, n03Bon~lO~ylO 
ocy~eCTBn~Tb cnY4a~HYIO Bbl60PKY AaHHblX, npeACTaBneHHblx B 
B~Ae 3neKTpOHHO~ Ta6n~4bl, BbmonH~Tb cnY4a~HYIO Bbl60PKY An~ 
nocneAylO~ero AeTanbHoro TeCTa: 
A. An~ Aep~Tene~ TonbKO KpeA~THbIX KapT Bbl6ep~Te 3 rpynnbl, 
COCTO~~~X ~3 n~T~ Aep~aTenei1 ~3 Ka~oro Knacca KpeA~THbIX KapT 
(VISA, ECIMC, Cirrus/Maestro) 
6. An~ Aep~Tenei1 TonbKO Ae6eToBbix KapT Bbl6ep~Te 10 rpynn, 
COCTO~~~X ~3 nRT~ Aep~aTene~. 
B. npoBeCT~ Bbl60PKY n~T~ HOBblX KpeA~THbIX ~ Ae6eToBbix 
KapT04eK, aBTop~3~poBaHHblx ~ BblAaHHblx 3a AaHHbl~ nep~oA 
r. Pacc4~Tai1Te np04eHTHoe COOTHoweH~e BbI60PK~ K 06~eMY 
4~cny Aep~aTene~ (noKpblmue 6b160pKU) ~, ecn~ B03MO~HO, 
np04eHTHoe OTHoweH~e BbI60PK~ no HOBblM aBTop~3~poBaHHbIM 
KapT04KaM K 06~eMY 4~cny KapT04eK, aBTop~3~poBaHHblx 3a 
nocnellH~i1 nep~oA. . 
1113 BbI60PK~, on~caHHoil B ware 1 (A), nOAroToBbTe cn~COK co 

2. cneAYIO~eil ~HcjlopMa4~e~: 
1. T~n KapTbl 
2. HOMep ~ ~M~ Aep~aTenR KapTbl 
3. n~M~T KpeA~ToBaH~R 
4. KOM~CC~oHHble 
5. np04eHTHa~ CTaBKa no KpeA~TY 
6. OTBeTCTBeHHblil COTPYAH~K 6aHKa «ABaflb», OA06p~BW~~ 

cornaweH~e 

7. OCTaToK no KpeA~TaM Ha 30 Ho~6p~ 1999. 

3. BbmonH~Tb cneAylO~~e np04eAypbl, ~cnonb3yR ~HcjlopMa4~IO, 
nepe4~cneHHylO B ware 2. 
A. CpaBH~Tb Bblwenepe4~cneHHYIO ~HcjlopMa4~1O c cornaweH~eM B 
cjla~ne ~ BbIHeCT~ Bce pa3n~4~R. 
6. Y6eA~Tbc~, 4TO COTPYAH~K 6aHKa, YTBep~alO~~i1 cornaweH~e, 
~MeeT Ha 3TO cooTBeTCTBylO~~e nonHOM04~R ~ cornaweH~e 

cooTBeTCTByeT KpeA~THoil non~T~Ke 6aHKa, a TalOKe non~T~Ke 

KOMnaH~~-3M~TeHToB KpeA~THbIX KapT04eK. 
B. Y6eA~TbcR, 4TO HeBbmonHeHHble onpoTeCToBaHHble CYMMbl 6bm~ 
npaB~nbHo oT06pa~eHbl Ha C4eTe ~ np06neMbi peweHbl, ~cnonb3y~ 
cy~eCTBylO~~e np04eAYPbl 6aHKa. 
r. CpaBH~Tb OCTaTK~ no KpeA~TaM co cn~CKOM KpeA~ToB BblAaHHblx 
Aep~aTen~M COCTO~H~eM Ha 30 Ho~6p~ 1999. 
A. OTcneA~Tb npocp04eHHbie KpeA~Tbl, KpeA~Tbl, npeBblwalO~~e 
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mlM~Tbl KpeA~ToBaH~~ ~n~ )1{e npoT~Bope4a111~e cornaweH~1O 0 
noraweHH~. 

E. OTocnaTb nHCbMa nOATBep)I{AeHH~ 06 OCTaTKaX no KpeAHTaM 
KnHeHTY, Hcnonb3Y~ cj:lOPMY n03HTHBHoro nOATBep)l{AeHHR 
)1(. Y6eAHTbc~, 4TO 06HoBneH~e KapT04K~ npowno B COOTBeTCTB~H C 
YTBep)I{AeHHbIMH KpeAHTHblMH npOl.leAypaMH. 
3. Y6eAHTbc~, 4TO nocneAHH~ BblnYCK rOAOBblX (AByxneTHHx?) 
3aMe111alO111Hx KapT04eK 6bln BblnonHeH comaCHO HaAne)1{a111HM 
npOLleAypaM. 
~. Y6eA~TbC~, 4TO nlO60e npeAOCTaBneHHe KpeAHTa npOHcxOAHno B 
COOTBeTCTBHH C KpeAHTHO~ non~THKO~ 6aHKa H KOMnaHH~ no BblnYCKY 
KpeAHTHblX KapT04eK. 
K. 3aper~CTp~pOBaTb nlO6ble H3MeHeHH~ (H3Y4~Tb H3MeHeH~~) B 
6a3e AaHHblX Aep)1{aTene~; npocneAHTb 3a HX BHeceHHeM B 
e)1{eAHeBHbl~ cj:la~n·conpOBO)I{AeHHe. Y6eAHTbC~, 4TO CY111eCTByeT 
KOHTponb 3a CBepKO~ AaHHoro OT4eTa/cj:la~na C ~CXOAHbIM~ 

AOKYMeHTaMH. 

1113 Bbl60PKH Aep)1{aTene~ Ae6~THbIX KapT, on~caHHo~ B nYHKTe 1 (6), 
nOAroToBbTe cn~COK co cneAYlO111e~ ~Hcj:lopMall~e~. 
1. T~n KapTbl 
2. HOMep Aep~Ten~ ~ ~M~ 
3. npeAenbHa~ cYMMa np~ CH~~H AeHer co C4eTa 
4. KOM~CC~oHHble 

5. OTBeTCTBeHHbl~ COTPYAH~K 6aHKa «ABanb», OA06p~BW~1l 
comaweHHe 

6. OCTaToK Ha Aen03~THbIX C4eTax COCTO~H~eM Ha 30 Ho~6p~ 1999 

5 BbmonH~Tb cneAYI0111He npolleAypbl, Hcnon~y~ ~Hcj:lopMallHIO, 
nepe411cneHHYIO B ware 4: 
A. CpaBHHTb Bblwenepe4~cneHHYIO ~Hcj:lopMalllllO C cornaweH~eM B 
cj:lallne II BblHeCTII Bce pa3nH4HR 
Ii. Y6eAIITbc~, 4TO COTPYAHIIK 6aHKa, YTBep)I{AaI0111~1l cornaweHlle, 
liMen Ha 3TO COOTBeTCTBYI0111He nonHOM04~~, cornaweHlle 
cooTBeTCTByeT npolleAypaM 6aHKa no onepallll~M C Ae6~THbIMII 
KapTaMII. 
B. CpaBHIITb OCTaTKII Ha Aen0311THbiX C4eTax co cnHCKOM Aen03HToB 
cj:l1l3114ecKIIX nllll COCTO~HlleM Ha 30 Ho~6p~ 1999. 
r. Ecnll npeAenbHa~ cYMMa CH~TII~ co C4eTa npeBblwaeT OCTaTOK, 
He06xoAIIMO y6eAIITbc~, 4TO npeBblweHlle 6blno oA06peHo 1I/lInll 
onepallllll 6YAYT npeAocTaBneHbl Ha CH~T~e AeHer B 6YAY111eM 
.Q. Y6eAIITbc~, 4TO HeBblnonHeHHble onpoTeCToBaHHble CYMMbl 6bln~ 
npaBllnbHo onpeAeneHbl Ha C4eTe ~ np06neMbi peweHbl, IIcnonb3Y~ 
npolleAypbl 6aHKa. 
E. OTocnaTb nllCbMa nOATBep)I{AeHII~ 06 OCTaTKax no KpeAIITaM 
KnlleHTY, IIcnonb3Y~ cj:lOPMY HeraT~BHoro nOATBep)I{AeHII~ 
)1(. Y6eAIITbc~, 4TO nocneAHII~ BbmycK rOAOBblX (AByxneTHllx?) 
3aMe111alO11111X KapT04eK 6bln BblnOnHeH comaCHO HaAne)1{a11111M 
npolleAypaM. 
3. Y6eAIITbc~, 4TO nlO60e Ha3Ha4eHHe npeAenbHo~ CYMMbl nplI 
CH~TIIII AeHer co C4eTa npollcxoAllno comaCHO nonllTIIKe 6aHKa II 
KOMnaHII~ no BblnYCKY Ae611THbiX KapT04eK. 
~. 3aperllCTpllpOBaTb nlO6ble 113MeHeHII~ (1I3Y411Tb 113MeHeH~~) B 
6a3e AaHHblX Aep)1{aTene~; npocneAIITb 3a IIX BHeceHlleM B 
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eJKeAHeBHbl~ cjJa~n-cOnpOBoll<AeH~e. Y6eA~TbcS1, 4TO cYllIeCTByeT 
KOHTponb aa cBepKo~ AaHHoro oT4eTa/cjJa~na C ~CXOAHbIM~ 

AOKyMeHTaM~. 

lila BbI60PK~ HOBblX aBTop~a~poBaHHblx KapT04eK, on~caHHo~ B ware 
1 (8), nOAroToBbTe cn~COK co cneAylOllIe~ ~HcjJopMal.\~e~: 
1) T~n KapTbl 
2) HOMep ~ ~MS1 Aep)KaTenS1 KapTbl 
3) npeAenbHbl~ n~M~T CYMMbl np~ CHS1T~~ AeHer ~n~ n~M~T 

KpeA~ToBaH~S1 

4) KOM~CC~oHHble 

5) OTBeTCTBeHHbl~ COTPYAH~K 6aHKa «ABanb», OA06p~BW~~ 
comaweH~e ~ AaTa aBTOp~aal.\~~ 

KacaTenbHo ~anO)KeHHOrO B npeAblAYllleM nYHKTe: 
A. Y6eA~TbcS1, 4TO aBTOp~aal.\~S1 KapT04eK npo~aowna comaCHO 
HaAne)Kalll~M np0l.\eAypaM no KpeA~THbIM/Aenoa~THbIM c4eTaM, T.e. 
KOHTponb aa KpeA~Tocnoco6HOCTblO 3aS1B~TenS1. 
6. Y6eA~TbcS1, 4TO KapT04Ka ~ naponb 6bln~ BblAaHbl comaCHO 
AOn)KHO~ np0l.\eAype, T.e. 3aS1B~Tenb npeAOCTaBnS1eT 
COOTBeTCTBYlOlllee YAOCTOBepeH~e n~4HOCT~ np~ nonY4eH~~ 
KapT04K~, a OA~H ~ TOT )Ke cnYJKalll~~ 6aHKa He ~MeeT Aocryna K 
naponlO ~ KapT04Ke AO BbIAa4~. 
B. Y6eA~TbCS1, 4TO BblnonHS1IOTCS1 ~HCTPYKI.\~~ H6Y ~ KOMnaH~~ no 
BblnycKY KpeA~THblxlAe6~THbIX KapT04eK. 
r. Y6eA~TbCS1, 4T0 3aS1B~Tenb ~ ynonHoM04eHHbl~ cnYJKalll~~ 6aHKa 
nOAn~can~ comaweH~e, COAepJKalllee ~AeHT~cjJ~Kal.\~OHHble 
AaHHble, ~cnonbaYIOIlI~ecS1 AnS1 nOATBepll<AeH~S1 n~4HOCT~ 
AepJKaTenS1. 
A. Y6eA~TbCS1, 4TO AOKYMeHT COAepJK~T 06paael.\ nOAn~c~ Kn~eHTa ~ 
aApeCHble AaHHble. 
E. npOBep~Tb, 4TO B 6a3Y AaHHblX Aep)KaTene~ BHOCS1TCS1 ~aMeHeH~S1 
comaCHO cooTBeTCTBYlOlllero OT4eTa (e)KeAHeBHbl~ OT4eT 0 HOBblX 
Aep)KaTenS1x?), a TalOKe 4TO cYllIeCTByeT KOHTponb 3a cBepKO~ 
AaHHoro OT4eTa ~ <l>a~noB/comaweH~~ no HOBblM ilep)KaTenS1M. 
1i13 BbI60PK~ Aep>KaTene~, on~caHHblX B ware 1 Bbl6ep~Te oAHoro 
Aep)KaTenS1 ~3 Kall<AO~ nS1To~ rpynnbl ~ nony4~Te on~caH~e 
onepal.\~~ 3a H0S16pb. nOATBepA~Te cneAYlOllIee: 
A. KOM~CC~OHHbl~ ~ npOl.\eHTHbl~ AOXOA 6bln~ onpeAeneHbl Ha C4eTe 
B COOTBeTCTB~~ C comaweH~eM ~ 3an~caHbl B onepal.\~OHHbl~ AeHb 
3a cOOTBeTCTBylOllI~~ nep~oA. 
6. Onepal.\~~ no c4eTaM, BKnI04aS1 4apA)K6eK~, 6bln~ BbmonHeHbl 
npaB~nbHO ~ BOBpeMS1. 
npO~3BonbHo Bbl6paTb 5 )Kan06 3a AaHHbl~ nep~oA ~ npeAbIAYIll~~ 
nep~oA, nocryn~Bw~x OT AepJKaTene~ OTHOC~TenbHO 
HenpaB~nbHoro B3~MaH~S1 KOM~CC~OHHbIX; npoBep~Tb nocneAylOllI~e 

Ae~CTB~S1 co CTOPOHbl cooTBeTCTBylOllI~x AenapTaMeHToB, a TalOKe 
npaB~nbHoe ~ cBoeBpeMeHHoe npoBeAeH~e 4apAJl(6eKoB B cny4ae 
He06xoA~MOCT~. 

npo~aBonbHO Bbl6paTb 5 OT4eTOB 3a AaHHbl~ nep~oA ~ npeAbIAYIll~~ 
MeCS11.\ OTHOC~TenbHO MoweHH~4eCKoro ~cnonb30BaH~S1 KapT04eK; 
npoBep~Tb nocneAylOllI~e Ae~CTB~S1 co CTOPOHbl cooTBeTCTBylOllI~x 
AenapTaMeHToB. 6bln0 n~ HeMeAneHHO npeKpallleHo Ae~CTB~e 
KapT04K~ C AaHHblM HOMepoM? CBS1aan~cb n~ C np04~M~ 

3aAe~CTBOBaHHbIM~ 6aHKaM~? 6bma n~ npeAnp~HS1Ta nonblTKa 
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06HapYJKeH~51 MoweHH~Ka nyreM 06pa14eH~51 B M~n~L\~IO? 5bln~ n~ 
BHeceHbl AonlKHble ~3MeHeH~51 B CYeT ,Qe~lKaTen51? 
npO~3BonbHO Bbl6paTb 5 OTyeTOB 06 yrep51HHblX ~ nOX~14eHHbIX 

KapTOYKaX 3a AaHHbl~ nep~oA ~ npeAbIAY14~~ MeC51L\; y6eA~TbC51, YTO 
BblnOnH51IOTC51 ~HCTpyKL\~~ H5Y ~ ycnOB~51 cornaweH~~ c 
KOMnaH~51M~ no BblnYCKY KpeA~THbIX, Ae6eToBbix ~ npoy~x KapTOyeK 
An51 6aHKoMaToB. Y6eA~TbC51, YTO Ae~CTB~e KapTOYK~ 6blno 
HeMeAneHHO npeKpa14eHO, a TaKlKe YTO nepcoHan 6aHKa npoBep~n 
B03MOlKHOCTb Toro, YTO naponb ~3BeCTeH nOX~T~Ten 10 ~n~ 

HaweAweMY KapTOYKY. 
npO~3BonbHO Bbl6paTb 3 KP6A~THbIX ~ Ae6~THbIX KapTOYK~, 

3aKpblTbiX 3a nep~oA ~ y6eA~TbC51, YTO I1HcjJopMaL\~51 06 OCTaHOBKe 
Ae~CTB~51 KapTOyeK C AaHHblM HOMepoM 6blna cBoeBpeMeHHo 
BHeceHa B c~CTeMy. 3aper~cTp~poBaTb np~Y~Hbl 3aKPbIT~51 CyeTa ~ 
nocneAylO14~e Ae~CTB~51 B cnyyae He06blYHbiX c~TYaL\~~. 
npoBep~Tb, YTO B 6a3Y AaHHblX ~ elKeAHeBHbl~ cjJa~n-

cOnpoBOlKAeH~e BHeceHbl AaHHbie 0 3aKPbIT~~ KapTOYK~, a TaKlKe 
YTO CY14eCTByeT KOHTponb 3a cBepKo~ AaHHoro cjJa~na/OTYeTa c 
~CXOAHbIMI1 AOKYMeHTaM~. 

PaCCY~Ta~Te cpeAHI1~ AOXOA 3a H0516pb no BblAaHHblM KpeA~TaM 
(CyeT 6041) ~ cpaBH~Te co cpeAHe~ npOL\eHTHo~ CTaBKo~ no 
KPe.l1~THbIM KaPTOYKaM 113 BbI60PKI1. npOKOMMeHT~pY~Te pa3n~Y~R 
nonyY~Te cn~cOK npOCpOyeHHblX KpeA~TOB COCT051H~eM Ha 30 
H0516p51 1999 ~ onpeAen~Te np~6n~3~TenbHbl~ 06beM pe3epBa no.l1 
KPeAI1THble p~CKI1 ~3 oTAena nnaCTI1KOBblX KapT. Y6eA~TbC51, YTO 
npOCpOyeHHble KP6A~Tbl BKnlOyeHbl B Bbl60PKY AeplKaTene~ 
KpeA~THbIX KapT 11 B cn~COK. A TaKlKe pe3epBbi cooTBeTCTBYIOT 
HopMaT~BaM H5Y 11 cnoc06Hbi BAeKBaTHO nOKpblTb nOTep~ no 
KPeA~TaM B KpeA~THOM nopnjJene. " 
Vl3 OTYeTa YKpa~HcKoro npOL\eCCI1HrOBOro l..\eHTPa, 3a ABa AH51 B 
H0516pe, cAena~Te Bbl60PKY ~3 1 0 AeplKaTene~, He BKnlOyeHHblX B 
Bbl60PKY (eM. nyHKT 1) ~ onpeAen~Tb cneAYI014ee: 
A. OnepaL\l1~ 3a AeHb 6bln~ 3aHeceHbi Ha CYeT ,QeplKaTen51 
5. nePlKaTenb ~MeeT Ae~cTB~TenbHoe cornaweH~e. 
nonYY~Tb cn~COK cn~caHHblX KpeA~TOB 3a nep~OA, 

3aKaHY~BalO14~~C51 30 H0516p51 1999. OnpeAen~Tb, YTO 3T~ onepa4~~ 
6bln~ oT06palKeHbi Ha CYeTe 9611. 

Telephone: 380-44-226-6525 
Fax' 380-44·246-4953 
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International Business & Technical Consultants, Inc. 
U.S. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kiev 252034, Ukraine 

Telephone: 380-44-226·6525 
Fax: 380-44-246-4953 

Audit Program for Merchant Activity 

Working paper, 
Description Done bv reference 

Receive the current list of the Merchants from Plastic Cards Division. 

Determine the total number of merchants. From this number decide 
on sample size. Sample size may be on the basis of a whole number 
or percent of the total number of merchants. Suggest using a percent, 
say 5 percent. Use the random number program on the Audit Grid 
to generate the sample records .. 
Place results in Sample Coverage Summary Table below. If a 
larger coverage of transactions, turnover or income per month is 
desired, run the program again 
Selected information on Merchants to be present in random Selected 
Information on Merchants Table, below: 
Merchants number; 
Number assigned by Bank. 
The name of the enterprise; 
Number of POS terminals I Imprinters; 
Date of agreement (registration of trade pOint); 
Number of transactions for a month (most recent month - at the 
discretion of auditor); . 
Total volume for a month. 
Total commission for a month. 
Build selection table on above criteria from data in Transmaster 
Merchant Database. 
Import selection table into Excel Random Selection Macro File 
Spreadsheet. 
Follow Instructions Spreadsheet to generate the random 
selection. Then complete the following audit steps for the 
records selected. 
Verify existence of the agreements between Bank and enterprise by: 
(1) Comparison to Merchant Agreement Files and (2) Positive 
Confirmation Letters to merchants selected in sample, attached. 
Select one week into a recent month, at the discretion of auditor, to 
provide and check mutual settlements (clearing) between Bank and 
Merchant, on the basis of the statements I reports I journals of 
accounts (of the selected Merchants): 
Check up timeliness of registers of the payment documents I "slips" 
from the Merchants and term's of money passing to an accounts of 
the Merchants, their conformity with agreement between Bank and 
Merchants; 
Verify accuracy of ))ayments and accountil1& entries; 
Reconcile acceptance of trade receipts from the enterprises and make 
register accept "slips" for day or some period (at the discretion of 
auditor) with formed "Report about sending» in UPC; 
Verify, that the commission income on transactions with the 
Merchants is taken into account on the appropriate accounts (ac._ 
6110) and for appropriate period; 
Verify procedures on follow up control in Plastic Card department. The 
transactions of the Merchants are in accordance with the described 



8. 

a) 

b) 

c} 

International Business & Technical Consultants, Inc. 
U.S. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kiev 252034 Ukraine "'-

Telephone: 380-44-226-6525 
Fax' 380 44 246-4953 . - -

procedures in Technological cards and functions of responsible 
persons). 
Analyze presented documents of the Merchants (Clients) for solvency 
evaluation and limit determination on authorization. Sent letter by fax 
to 8 or 10 of the forty Merchants and confirm the following: 
Information to agree such as - date of conclusion, commissions & 
etc: 
Volume of select test period and date settlement received for test 
period; 
Amount of any unsettled claims against AVAL Bank. 

Note: Responses to the confirmation letters should be sent directly to Internal Audit Deparlment 
Determine and analyze main causes of Chargebacks and review 

9. procedure for charging/charging off of the protested amounts. Receive 
the list of "Chargebacks" during the test period. Obtain information to 
present in the table: 

a) Name of the enterprises; 

bl The reason for chal'fLe off; 
c) Date charge off; 
d) Date of receipt the protested sum; 
e)_ Result of conducted negotiations on "Charge backs" 

Selected Information on Merchants Table -1 
Merchants No Name of No of Date No of Total Comm 

Number Assgn Company POS of Trans Volume perMo 
By Terms Agmt per perMo 

Bank Mo 

. , 

S I C ample overage S ummary T bl 2 a e-
Number of Number of Turnover for Income for a 
Merchants transaction a month (UAN month 

Description for a month /1000) (commissions) 
1 Randomly selected 

Merchants - 1 st Sample 
2 2nd Sample, if Necessary 

3 Total Sample 
4 Total of Merchants 
5 Percentage coverage of 

sampling 
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npoapaMMa aydumopcKoi.'J npoeepKu no onepau,uflM 
Topaoeu,ee. 

OmtCaHlie JIIcno11HIITe11b 

nonY4~Tb cn~COK ToproBlIeB OT AenapTaMeHTa nnaCT~KOBbIX KapT 

OnpeAen~Tb 06~ee KOm14eCTBO ToproBlIeB. Ha OCHOBe :lToro 
BblnonH~Tb BbI60PKY. Bbl60pKa MOlKeT 6a3~pOBaTbcH Ha 06~eM 
K011114eCTBe ToproBlIeB 111160 Ha onpeAeneHHOM npolleHTe OT 06~ero 
KOnl14eCTBa TOproBlIeB. 
nOMeCTI1Tb pe3ynbTaTbi B Ta6n. npliMep nOKpblTIiSi Bbl60PKII 
(npeACTaBneHa HlIlKe). EC1111 He06xOAliMO 60'nbwee KOnl14eCTBO 

TpaHCaKlII1A, 60'11bwlle 060POTbi II 60'nbwlIA AOXOA 3a MeCHlI, TO 
BbIn011HIITb nporpaMMy_e~e pa3. 
JIIHcjJopMallll1O 0 Bbl6paHHbix ToproBlIax npeACTaBI1Tb B BIiAe 
Ta611l1l1bl JIIH<ilopMaIlIlSi 0 Bbl6paHHbix ToproBlIax: 
nOpHAKOBblA HOMep; 

HOMep npliCBoeHHblA 6aHKOM; 

Hal1MeHOBaHlie ToproBlIa (lOplIAlI4eCKoro 11l1l1a); 

K011114eCTBo POS TepMI1HaJ10B 111111 JIIMnpIIHTepoB; 

AaTa 3aKll104eHI1S1 AorOBopa (perllCTpallllSi ToprOBoA .• T04KI1); 

K011114eCTBo npOBeA!iHHbIX onepallllA 3a MecSilI (3a npeAblAY~I1A 
(HeAaBHI1A) neplioA - Ha YCMOTpeHlle aYAIiTopa); 

06~IIA 06b!iM onepalll1A 3a MecHlI 

06~aSl cYMMa KOMIiCCIIOHHblX 3a MeCSIlI 

Pa3pa60TaTb Ta6nllllY Bbl60PKII B COOTBeTCTBlI1I C KpI1TepIIHMII, 
onllcaHHblMIi Bblwe 113 6a3bl AaHHblX ToprOBlIeB TpaHCMaCTep. 
JIIMnOpTl1pOBaTb Ta611l1l1Y Bbl60PKII B MaKpoc C11Y4aAHoA Bbl60PKII 
AaHHblx. 
CneAOBaTb IIHCTPYKlIlISIM 3n. Ta6nl1l1bl AnH nOArOTOBKII cnY4aAHO~ 
BbI60pK~. 3aTeM BblnOnHI1Tb warl1 AnH Bbl6paHHbix AaHHbIX. 
npOBepl1Tb Hanll411e AoroBopOB MelKAY 6aHKoM 11 ToproBlIeM 
(lOpIIAI14eCKI1M Il11110M) cIleAYIO~IIM 06pa30M: (1) CpaBHIITb cjJaAIlbl 
C KOHTpaKTaMI1 C ToprOBlIaMI1 11 (2) CpaBHIITb nliCbMa 
nOATBeplKAeHIISI C ToproBlIaMI1, nonaBWIIMIi B BbI6~KY. 
no YCMoTpeHl11O aYAI1TOpa, Bbl6paTb OAHY HeAeIlIO B MeCSIlIe AnH 
npOBeAeHI1H npOBepKII B3a~Mopac4!iToB MelKAY 6aHKOM 11 
ToprOBlIeM, Ha OCHOBaHl111 BblnllCOK I OT4!iTOB IlKYPHaIlOB paC4!iTOB 
(no Bbl6paHHbiM ToproBlIaM): 
npOBeplITb CBoeBpeMeHHOCTb nOAa411 peeCTpOB nIlaT!i>KHbIX 
AOKYMeHTOB I «CIlllnOB» OT ToproBlIeB 11 CTPOKII 3a411CIleHIIH AeHer 
Ha C4eTa ToproBlIeB, I1X COOTBeTCTBlie cornaweHll1O MelKAY 6aHKoM II 
ToproBlIeM. 
npOBepl1Tb T04HOCTb BblnIlaT II 6yxraIlTepcKlix npoBoAoK; 
CBeplITb npllHHTlie ToproBblx KBIiTaHlIliA OT npeAnpl1HTI1A 11 
cOCTaBneHHblA peeCTp npllHHTblX «CfllllnOB» 3a AeHb/nepl10A co 
Cq,OpMllpoBaHHbIM «OT4!iTOM 0 nOCblnKe B YnI-I»; 
npoBep~Tb, 4TO KOMIICCI10HHbie AOXOAbl no Onepalll1HM C 
ToproBlIaMIi Y411TbiBalOTcH Ha cooTBeTCTBYIO~IIX C4eTax (C4. 6110) II 

CCbl11Ka Ha 
pa60411e 

AOKYMeHTbl 
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International Business & Technical Consultants. Inc. 
u.s. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kyiv 252034, Ukraine 

3a COOTBeTCTBYIOl1\~~ nep~OA; 

Telephone: 380-44-226-6525 
Fax: 380-44-246-4953 

npoBep~Tb npoLleAypbl nocneAKoHTpon~ B OTAene nnaCT~KOBbIX 
KapT. Y6eAI1TC~, 4TO onepaLlI1~ C ToproBLlaMI1 COOTBeTCTBYIOT 
TeXHOnorI14eCK~M KapTaM ~ o6~3aHHoCT~M cooTBeTCTBYIOl1\I1X 
COTDVAH~KOB. 

npOaHanl13~pOBaTb AOKYMeHTbl npeAcTaBn~eMble ToprOBLlaM~ 
(Knl1eHTaMI1) An~ oLleHK~ KpeA~Tocnoco6HoCT~ ~ yCTaHoBneH~5l 
n~M~TOB Ha aBTop~3aLl~IO. nOcnaTb n~CbMa (cjJaKcoM) 8 ~nl1 10113 
40 Bbl6paHHblx ToproBLleB An5l nOATBeplK,t\eH~~ cneAYIOl1\e~ 
~HcjJOPMaLlI1~: 

Ii1HcjJopMaLlI1~ ~3 AorOBopOB, TaKa~ KaK - AaTa 3aKn104eHI1~ 
AorOBopa, npOLleHT KOM~CCI10HHbIX 11 np0411e Heo6x. AaHHble; 
06beM onepaLlI1~ B aYA~pyeMoM nepl10Ae 11 AaTa paC4eTOB B 
aYAI1PyeMoM nepl1oAe; 
KOnl14eCTBO KaK~X-nI160 Hepa3pewEiHHblx Tpe6oBaH~~ (I1CKOB) 
BblCTaBneHHblX 6aHKV 

npIIMe'laHlle. OTBeT Ha nOATBeplK,t\alOl1\ee nl1CbMO AonlKeH 6blTb noCnaH HenocpeAcTBeHHo B AenapTaMeHT 
B HYTpeHHero aYAI1Ta. 

Bbl5lCHI1Tb 11 npOaHanl1311pOBaTb OCHOBHble npl1411Hbl B03HI1KHOBeHI1~ 
9. «4ap46eKOB» 11 YCTaHoBneHHYIO npoLleAYPY nOCTYnneH~5l1 cnl1CaHI1~ 

co C4EiTOB ToproBLleB onpoTeCToBaHHblx CYMM (npoBep~Tb Hanl14~e 
TeXHOnOrI14eCKO~ KapTbl no AaHHo~ onepaLl~I1). nonY411Tb Cnl1COK 
onpoTeCToBaHHblx CYMM "4ap46eKOB" 3a aYA~pyeMbl~ nep~oA. 
nOflV4eHHYIO I1HcjJOPMaLll11O npeACTaBI1Tb B Ta6nl1L1e: 

A) Hal1MeHOBaHl1e ToprOBLla; 
Ii) npl14~Ha Cnl1caHI15l; 
B) naTa Cnl1caHI151' .. 
IJ Aarn 3a4I1CneH~5l onpOTeCTOBaHHO~ CYMMbl; 
1.1) Pe3vnbTaT npoBeAEiHHblX neperOBopOB no «4ap46eKaM». 

It1H(j>opMal!IUI 0 TOprOBl!aX Ta6n.-1 
HOMep HOMep, Ha3BaHKe Kon-BO Ana Kon-BO 06"beM KOMKCC 
OprOBl!a npKCBoeH KOMnaHKK POS KOHTpaKT Onepal!KM Onepal!KM KOHHbl 

HblM TepMKHan a 3a MeCHl! 3a MeCHl! e3a 
6aHKOM OB MeCHl! 

4 



International Business & Technical Consultants, Inc. 
u.s. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kyiv 252034, Ukraine 

nPIIIMep nOKpblTIIISI Bbl60PKIII 
Kon~4-BO 

Bbl6paH. 
On~eaH~e npeAn-

PI1~TI1~ 
1 KpynHble npeAnp~m~~ 
2 n peAn p~~T~~ 

Bbl60aHHbie Ha VraA 
3 Seero Bbl6paHHbix 

npeAnp~~T~~ 
4 Seero npeAnp~~TI1~ 
5 npolleHT nOKPbIT~~ 

BbI6oPK~ 

Kon~4-BO 

onpepall~~ 
3a ~lOnb 
Mee~ll 

Telephone: 380-44-226-6525 
Fax: 380-44-246-4953 

Ta6n. -2 
060pOT 3a KOM~ee~oH-

I1lOnb Mee~ll Hbl~ AOXOA 3a 
(rPH. /1000) ~lOnb MeeSlll 
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MKT 

MKT 

MKT 

MKT 

MKT 

MKT 

MKT 

MKT 

MKT 

MKT 
MKT 
MKT 
MKT 

MKT 

MKT 
MKT 

1. Develops division marketing strategy 

2. Advertises for: 

s. CardhOlders to use merchant services 

b. Corporate card agreements 

c. Merchant agreements 

3. Concludes: 

a. Merchant agreements 

b. Salary payment agreements 

c. Telecommunication agreements 

d. Clients of travel agencies when they travel abroad 

4. Training of cashiers 

a. for small branches 
b. for merchants 

5. Issues procedures for small branches 

6. Develops forms for card agreements for small branches 

7. Locates sites fOf ATM placement 
8. Concludes agreements for ATM placement 

Aval Bank Credit Card Division Audit Program Attachment IVg 

Reports Used by CredIt Card Deets 

Report on the loaded payroll !oumals - amounts of the loaded amounts of 
salaries, bonuses, etc. by the Salary Prolects of the Cenlral Office, The report is 
generated based on data from the Information processing Department. 

UPC weekly report on "acquiring" for all merchants of the Bank - Used to 
estimate efficiency of cooperation with each partner company. 

UPC daily shipment reports on aU merchants of the Bank ~ payment 
systems. 

UPC rePOrts on transactions of specified merchants for specified periods (on 
request) 

UPC Monthly report "Settlements" - used to estimate profitability of card 
business as a whole. 

Monthly report from lolnt-stock company "BankomsW!" on the radio 
communications services provided. Used to estimate Its performance. 

Reports and extracts from the "Register" merchant's data base 

AuthoRiZation Hlstorv - (for specific card/or merchant) provided by upe 
,,~ 

Nilson Reports 

Page 1 

Technol Card System Cks Audit Step 
(note missing controls) 

Select random sample of 10 merchants 
records from the Register extract to 
trace 10 agreements to verify thai they 
are authorized and up-to-date. 

Select random sample of 10~ 
payment records from the database 
extract to trace 10 agreements to verify 
that they are authorized and up-Io-date. 

Select random sample of 3 
telecommunication agreement records 
from the database to trace to 
agreements to verify that they are 
authorized and up-to-date. 

Select random sample of 5 records on 
ATM placement from the database to 
trace to agreements to verify that they 
are authorized and up-te-dale. 

Select random sample of 5 agreements 
on ATM placement from hard CODY files 
and trace to agreements file on the 
database to verify that they are there 
and up-Ie-date. 

Automated Audit 
Proced or Sys Check 

First Automated 
Random Selection of 
records to be tested. 

Audit Program Grid· for Credit Card Activities at Aval Bank· English 



IR 

IR 

IR 

IP 
IP 

IP 

IP 

IB 

1. Communicates with international payment systems 

2. Settlement selVices for agent banks and affiliated banks 

3. Handles disputes between merchants and cardholders, 
e.g. chargeback resolution 

1. Handles issuing of cards 
2. Replenishment payments 
a. Cardholders 
b. Salary projects 

3. Concludes Agreements 

a. corporate card agreements 
b. agreements with individual cardholders 

Re orts Used b Credit Card De ts 
International Relations Department 

Files with Incoming chargebacks are recelvid from upe ~ The files contain 
the transaction data, chargeback reason code, etc. Can be retrieved from the 
UPC exchange server any lime. Used for chargeback processing. 

Reports with previous two week authorization volumes of outgolna 
transactions - performed with the use of affiliate member bank cards. Received 
bye-mall daily from UPC. Used for risk control of affiliate bank card operations. 

Reports with pre .... ious month settlement volumes of outaolng transactions 
- perfonned with the use of affiliate member bank cards. Received by e-mail daily 
from UPC. Used for risk control of affiliate bank card operations. 

Reports of sufficiency of funds by aaent banks on correspondent accounts 
with A .... al • Each agent bank distributing Aval cards among his customers must 
maintain a certain amount of funds on hIs cor. account with Aval to guarantee 
transaction settlement for the cards he has distributed. The reports can be 
generated any time by a software developed by a technical support dept. 
programmer. The SOftware uses TransMaster databases. 

3. -Manages cardholder database on Transmaster System" ~. generated using appropriate option of Trans Master. Contains a list of 
cards and cardholders in compliance with indicated parameters. 

Page 2 

Technol Card S stem Cks 

Activities with the Clients and 
Information processing Dept. 

Audit Step 

Select random sample of 2 records on 
chargebacks from the database. for 
each reason code to trace to 
agreements 10 verify that they are 
authorized and up-la-date. 

2. Select random sample of 1 record on 
oulgoing transacions from the database 
for each affiliated bank agreement to 
verify thai they are authorized and up-Io­
date. 

Select random sample of 5 records of 
outaoing transactions received from 
UPC bye-mail each day on the previous 
month to trace through to settlements 
wilh affiilated banks. 

Select random sample of 5 records from 
the database to trace to agreements to 
verify that they are authorized and up-to­
date. 

3. Select random sample of five 
disputes to verify they were resolved 
properly and timely. 

a. Select random sample of 5 Corporate 
Card Agreements from the database to 
trace through the system 10 verify to 
cardholders agreements (files). 

C. Select random sample of 25 
cardholder records from the database to 
trace through the syslem to verify to 
cardholders agreements (files). 

Automatea AU9lt 
Proced or Sys Check 

Audit Program Grid· for Credit Card Activities at Ava! Bank· English 
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MKT 

IIY 

4. Processing of Payrolls received via E-mail (Salary 
Projects) 

Reports Used by Credit Card Cepts 

Report on loading of salary file - contains the parameters of the processed 
payroll file (amount, number of accounts, errors revealed). 

Page 3 

Technol Card System Cks 

Consulting services to the clients 
on opening and closing and tariffs 
of the Bank and balances of the 
accounts. 

Audit Step 

Compare customer complaints to 
Blocking/unblocking of the funds blocking and unblocking procedures. 

on the clients'accounts. 
Inputlwlthdrawal of the cards 
fromlto stop-list. 

Processing of the information on 
ATM cards 
Imlementation of telex 
authorization for the operations, 
etc. 

Processing of Salary Breakdown 
FUe, via E·mail 

Key ReqUirements 
Present service is provided to the 
legal entities who have a general 
salary agreement with the Head 
Office of Bank Aval 

Before dissemination of salary file 
distribution via e-mail, the client 
(legal entity) has to sign an 
additional contract with the Head 
Office of Bank Aval which 
regulates thes operations 
(Appendix I). 

Review agreed provisions for two salary 
agreements, and compare to how the 
system is actually working prior to and 
during payroll disbursements to 
employees. 

Praced or Sys Check 

Audit Program Grid· for Credit Card Activities at Ava! Bank· English 
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Reports Used by Credit Card Depts 

Page 4 

Technol Card system Cks 
After signing the additional 
agreement, the Bank has to 
prepare a specimen of the 
software PGP (Pretty Good 
Privacy) to the client. After this the 
client and the Bank exchange 
clear ciphering keys for the data. 
The physical transfer of the 
software and cipher key to the 
client is documented with the 
conveyance letter (Appendix 2). If 
necessary, responsible employee 
of the IT Department consults with 
a representative of the Client 
regarding the software issues. 
Ciphering of the data is done, 
using asymmetrical model with 
ciphering key of 1024 bytes. 

Exchange of Cipher Keys between 
the Bank and the Client 

The Bank and the Client have to 
assign responsible individuals 
from both parties for the 
safeguarding and use of the 
Ciphering keys and passwords of 
PGP. 

Proced or 5ys Check 

Audit Step 

Audit Program Grid· for Credit Card Activities at Aval Bank· English 
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Technol Card System Cks 
Responsible employee of the Bank 
passes the software to the 
responsible employee of the Client 
together with global key to install 
the pGP on the Client's computer. 
This transaction is documented by 
the representatives of both parties 
in two copies of the conveyance 
letter. 

Audit Step 

ResponSible employee of the For the two agreements selected, look 
Client installs the software on his for any evidence thai the password has 
computer and creates a key to been compromised. e.g. written down or 
pass it to the Bank. The password passed around the department. 
has to be memorized and if 
necessary, to be stored in the 
vault. 

Upon the transfer of the key to the 
Client, representatives of both 
parties have to sign the copies of 
the conveyence letter. 

The responsible employee of the 
Bank has to Install the key into the 
system for further operations. 

The responsible employee for the 
fulfillment of the- above is Senior 
Engineer of the IP Dept. of the 
Plastic Card Division. 

The Supervisor for the 
Implementation of the above is the 
Head of the IP Department. 

Operation of the Salary Payment 
System 

The Client using the "Salary" 
Installed by the Bank creates a 
salary distribution file with the 
extenSion .dbf and text file with 
salary listing. 

AUIOmateo AUOIl 

Proced or Sys Check 
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Technol Card System Cks 
The enterprise sends salary funds 
to the Bank account defined in the 
general salary agreement. The 
amount defined in the file has to 
equal amount of sent salary funds. 

The enterprise, in accordance with 
the general salary agreement, 
sends the total commission 
amount for the cash/settlement 
services to the Bank. 

Responsible employee of the 
Client zips the text file and listing 
file by RAR.exe with the extension 
.dbf 

The enterprise ciphers the file with 
its own key. 
The enterprise includes ciphered 
file into a single message and 
sends It to the bank to the address 
salary@card.avalbank.com in the 
following manner: SALARY <name 
of the enterprise>:<Number Of 
people in the file>. For example, 
SALARY:ZA TZus\aZ:298 

Upon the receipt of the salary 
funds to the account #2909, the 
employee of the Bank responsible 
for the processing of the salaries 
file has to perform the following 
tasks: 

• Review the salary spreadsheet 
of the enterprlsee 

• Decipher it and verify the 
authorization of the electronic 
signature 
_ Calculate the amounts 
- Review the accuracy of the 

structure of the database 

Verify the correspondence of the 
total amount in the text file with 
amount of the sent salary funds. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Technol Card System Cks 
• Allocate salary amount to card 

accounts of the enterprise 
employees, using "Salary" 
software during three banking 
days. 

After implementation of all the 
operations, responsible employee 
of the Bank sends a-mail to the 
Client stating that the the salary 
file has been processed and funds 
were distributed to the card 
accounts. Otherwise, if there are 
errors, a-mail message weould 
specify that a failure occured 
While receiving salary file for 
processing. with the reasons for 
failure and detailed list of the 
errors. 

The responsible employee for 
implementation of the above is 
Economist of the IP Dept. 

The Supervisor for the 
implementation of the above is the 
Head of the IP Doot, 

The general supervision of the 
requirements is done by the Head 
of the IP Dept. 

Settlement with Merchants TC·97 

Audit Step 

Automated Audit 
Proced or Sys Check 
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The officer of the Plastic Card 
Transactions Department obtains 
slips from merchants, checks 
them for accuracy and enters data 
into the register of slips received 
during the day, Indicating 
consolidated reports' numbers 
and the amounts. The copies of 
the register are .submitted to the 
UPC operator on a daily basis for 
further transaction processing 
purposes. The register is prepared 
in two copies. Upon submission to 
the UPC, it is signed by the officer 
of the External Settlements 
Division and by the UPC operator. 

UPC's Settlements Division keys 
In the data from the merchants' 
slips and generates a daily report 
on transactions processed (Report 
on shipment). which is sent to the 
Bank via e-mail. Based on the 
report and using settlement 
software, the officers of the 
Plastic Card Transactions 
Department generate the register 
with the following being recorded: 
transactions by each individual 
merchant, the name of the 
merchant, trade point code, loan 
account number, Branch 10 Code 
of the recipient bank. commission 
charged and by Visa-EC/MC and 
Cirrus/Maestro payment systems. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Technol Card System Cks 

Based on the settlement register 
and using Interim entry program, 
the PCT Dept. officers authorize 
final entries to be carried thorough 
the operating day of the Bank to 
the General Ledger. 

Authorized entries are recorded in 
the payment document register. 

The register is signed by the Head 
of the PCT Dept, the assigned 
employee and the officers that 
have A&B signature authority.l!l. 
case entries are made manually, 
there is a memorial order prepared 
upon the entry of the internal 
document. The memorial order is 
signed by the Chief Accountant, 
the Head of the peT Dept. and the 
assigned officer. In case funds are 
transferred to the account of other 
banks' customers or to the branch 
account, there is a payment order 
prepared, which is signed by the 
officers that have A&B signature 
authority and it is stamped 
approved 

Settlement with Payment Systems 
VISA·UMC 

Statements for Visa·UMC clients' 
payments arrive electronically at 
Aval Bank from UMC (incoming 
files.thorough leased line). 

Technical Support Dept. engineer 
from the Credit Card Division 
processes incoming files for Visa· 
UMC card transactions by loading 
tthem to the Transmaster System. 

Audit Step 
Reconcile summary of postings made to 
merchant accounts in Gl to detail in 
activity in merChant accounts over a one­
week period. Note: this control is 
missing in Aval orocedures. It is 
assumed that the shipment reports are 
correct. That makes this audit step more 
important. 

Prepare register of manual entries for a 
one·week period and trace them to 
proper authorization. Note: this control 
is missin~ in Aval procedures. That 
makes this audit step more important. 

Automated Audit 
Proced or Sys Check 
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Technol Card System Cks 

Funds are charged off the clianfs 
account, statement is prepared. 
Based on the statement, the 
economist from the peT dept. 
records cover In UMC settlement 
accounts minus the bank's fees, 

All accounting entries are 
recorded in the PCT Dept. 

After cover is recorded, payment 
order is prepared and signed by 
the 1st and 2nd persons entitled to 
sign documents. Head of the peT 
and the officer. The number of the 
Incoming file, total amount of the 
transaction, and bank's fee is 
provided in the description of the 
payment. Payment order and a 
copy of the statement are also 
kept in PCT. 

Settlements through International 
Payment Systems 

For transactions with credit card 
Visa International, issued by a 
Ukrainian Bank (except Aval), 
settlements are processed 
through NBU; for international 
cards Visa· Chase Manhattan 
Bank NY; for Eurocard, 
Cirrus/Maestro issued by 
Ukrainlnan Banks (except) Aval 
and banks affiliate members of 
Europay International· Ukainian 
Export-Import Bank, International 
cards Eurocard, Cirrus Maestro -
Midland Bank, London; for 
intemational Mastercard - Chase 
Manhattanb Bank. 

Audit Step 
Compare charges made to clients 
account to accounting entries over a one­
week period in the Transmaster System 
to those made to the General ledger. 
Ava! activity in Transmaster in Bank 
Avail 'Nith that in Banks' Gl. Note: this 
control is missing in Aval procedures. 
That makes this audit step more 
important. 

Compare amount processed through 
UPC on a one-day test period, with that 
recorded in Ava! dearing accounts and 
that posted in Aval ccorrespondent 
accounts in settlement banks. 

Automated Audit 
Proced or Sys Check 
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Technol Card System Cks 

Settlements with payment 
systems for operations with credit 
cards are recorded in Aval 
correspondent account in 
settlement banks. 

Dally, UPC submits to the Bank, 
the electronic version of the 
settlement of transactions 
processed for each day reflecting 
each payment system separately. 

The Chief or Senior Economist of 
the PCT Dept analyzes reports 
and records appropriate 
accounting entries in subsystem 
Visa, Master. 

Documenting procedures: The 
following documents received, are 
submitted by the payment 
systems and are the bases fo 
recording settlements with the 
payment systems: (1) Visa 
International· Statement VSS, 
TOPAZ, (2) Europay International, 
Cirrus/Maestro - Statement ECCS, 
(3) Mastercard International -
statement INET, sent by UPC 
electronically. Incoming and 
outgoing transaction files are 
provided by UPC, such as: 
customer settlement itr-files 
(consolidated), sr-files covers for 
acquiring (for banks affiliated 
members). Acceptance/sign-off of 
funds realized by settlement 
banks base on the respective 
statements. 

Audit Step 

Compare UPC transmissions to Bank 
Aval with PCT accounting entries for 
several days to the Gl. Note: this 
control is missing at Bank Ava!. That 
makes this audit step more important. 

Review documentation for agreements 
with international payment systems -
make lests to ensure that data sent was 
equal to data received. 

Automated Audit 
Proced or Sys Check 

This step should be 
automaled as a 
"compare" program. 
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Settlements with Bank Affiliates, 
and Members of Europay 

International using plastic cards 

Bank Aval implements settlements 
for the bank affiliates who are 
members of Europay International. 
According to the agreement, all 
the settlements are made In the 
national currency of Ukraine. 
Bank Aval receives a commission 
of the settlement bank, calculates 
and receives a commission for 
interchange according to the 
agreements with bank affiliates 
members of Europay International. 
Settlements are implemented in 
the UPC which creates a report on 
processed transactions on a daily 
basis as of the previous date and 
sends it to the Bank In the soft 
copy (NB·report). Based on NB· 
report, the accounting entries are 
made. 

Settlement process is fully 
automated. Therefore, reporting 
flies are loaded into the Operating 
Day of the ISAOD, and thereby 
posted to the General Ledger. 

In order to implement the 
settlements, Bank Aval has 
opened clearing account 2924AII. 

Audit Step 

Reconcile amount passed to an affiliated 
bank. 

Automated Audit 
Proced or Sys Check 
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Technol Card System Cks 
All the entries are reflected in the 
register. 

The register is signed by the 
individual who has a right of 
secondary signature, head of the 
PCT Dept., and the responsible 
employee. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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24 Hour Customer Service Section 

Functional Responsibilities: 

1. Opening special plastic card 
account (SCA), necessary 
documents and bank's fees 

2. Account balance since the last 
upload, if necessary· current 
account balance 

3. Location of ATMs in Ukraine 
and other cities of the world. 

4. Client assistance program. 
change of lost/stolen cards, 
instant cash disbursement. 
Services to Clients 

1. Place the card on the Stop-list. 

2. Render services to clients 
- lost/stolen card 

- instant cash disbursement 

3. Handle substandard situations' 

- investigate reasons why clients 
refused to process transaction, 
and release client's accounts. 

• support clients at times of 
global problems (disconnection of 
UPC, problems with payment 
systems, etc. 

• In such substandard situation, a 
division staff member has to 
connect with Blocking System and 
the system that delivers data 
about client account balance 
through UPC in a form of e-mail. 
(UPC Inquiry Service). 

- based on the answer, the staff 
member has to determine 
accessible balance In the account 
and the blocked amount. 

- negotiating return of plastic 
cards that were withdrawn by 
mistake from Bank Aval clients. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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2. Prevent overdrafts and quick reaction time when they 

0=' 
3. Monitoring of merchant activities 

1. Technical Support for operating ATMs 

2. Supply cash to ATMs 

Reports Used bv Credit Card Depts 

Monitoring Department reports on fraud with the merchants of the Bank 

Technol Card System Cks 
Major Reasons for card 
withdrawal are; 

1. Placement of card on stop list. 

- assign&d employee has to verify 
correctness of adding a plastic 
card to the stop list. 

• assigned employee has to assist 
only users of "golden" or 
corporate plastic cards. 

• assigned employee has to assist 
any client if the balance if the 
balance in the account exceeds 
equivalent of USD 200. 

2. Incorrect pin input three times 

3. ATM withdraws a plastiC Card as 
a result of a technical error when 
processIng a transaction or any 
other technical malfunctions 

Monitoring of Overdrafts on Clientll 
Card Accounts II 

Daily review of the operations 
which lead to overdrafts on ctient 

Ib===========================dcard accounts. 

Prepartation of reports relatiing to 
the number and amount of 
overdrafts on client card 
accounts. 

"R •• :p~O~rts"""o:;nCt~.;Ch;;n~l~c;a~1 c~0~n~d~l~tl~0;;n:;0'f~Ar-Tf.Mij;.~u:;pd:rl::.~t.;;d".:v~.:;ry;;-;5rm:::iln~ute:rl::~.====;h;:erification of causes for 

~~~~~~~~~~~ .. ~".",,~,";a,~~~""om~~~om~~overdrafts, :atmcito.txt ~ Reflects the events requiring special attention from the beginning of 
the day till the current moment Presentment of the Information 

regarding the client debts to the 
Security Department of the Plasic 
Card Division. 

atmhlst.txt· history of events from the beginning of the day tm the current 
moment 
atmomenttxt - ATM status as of the current moment 

Supplying Cash to ATMs TC-96 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Reports Used by Credit Card Depts Technol Card SYstem Cks 
retcard txt ~ lisl of cards retained by ArM's forlhe period from the beginning of 
the day till the current event. 

The amount of cash and the 
schedule of encashments are 
determined by an engineer of the 
ATM Support Dept. based on 
informationon balances from the 
authorization center and taking 
Into consideration, the 
reqUirement of continued 
operation of the AiM and the 

rr============================jJestablished limit. 

The request for total amount of 

Reports on technical condition of ATMs generated once a day (at end of the cash Hryvna by denominations 
day). DD=Date, MM"'Month, NN"'ATM selVer no. and cartridges for each AiM are 

signed by the Head aftha Credit 
Card Division and submitted by 
the the ATM Support Dept. 
engineer to the Deputy Head of the 
Cash Desk Transactions or to the 

~!ruiiiM!!ti!!i~:;. ... ", ... ~::rt.~:quitn~;;edai";l~fun;:;r,;;e;JO;;edaydHead of Hryvna Cash Desk. ,ctDDMMNN.txt - reflects the events requiring special attention for previous day. 

stDDMMNN - hiStory of events for previous day 

rcDDMMNN -list of cards retained by ATM for previous day 

Based on the second copy of this 
request, an officer of the External 
Settlements Issues a withdrawing 
order for the total amount to be 
loaded in each ATM. 

The cash money is being 
prepared, the cartridges are being 
loaded, closed and sealed by the 
cashier and cashier-controller, in 
the presence of the cash desk 
manager. 

Cash desk of the Bank issues the 
cash money to the coilector in 
compliance with the specification 
(signed by three persons: cash 
desk manager, deputy chierf 
accountant and the collectOr). 

Audit Step 

Automated Audit 
Proced or Sys Check 
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During the course of loading of an 
ATM, the ATM Support Engineer 
removes the control loading slip 
(balance), the system transaction 
log (containing all transactions) 
and hands it over to the External 
Settlements officer. 

Based on the loading slip, the 
External Settlements Officer 
Issues a receipt cash order for the 
amount unloaded. 

Based on the control balance sUp, 
the External Settlements Officer 
Issues a withdrawal order for the 
ATM balance and a receipt cash 
order for this balance to the cash 
desk of the Bank, and submits it to 
the Deputy Head of he Cash Desk 
Transactions orto the Head of 
Hryvna Cash Desk. 

ATM transactions in a detailed 
report by withdrawal transactions 
is received daily by the UPC, 

Audit Step 

Automated Audit 
Proced or Sys Check 
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1. Supports and maintains intra-office e·mail system and 
electronic document flows 

2. Creates programs for generating reports for the other 
departments, particularty the Plastic Card Dept. 

3. Database administration for the Orade Transmaster 
System 

4. Technical support for office equipment (PC's, printers, 
workstations, etc.) 

Reports Used by Credit Card Depts 

retcarNN.all. summary list fo cards retained by ATMs for previous 30 days 

.,-

~""ft!J!~am~1tC"" i 
current moment Used to schedule encashments. Genereated by UPC at 
request of ATM Support 

av dDDmmpNN" 'detailed report' on all transactions of each ATM for previous 
day. Generated by UPC at the end of each day. Used as a source Of statistics on 
daily turnovers for scheduling encashments. 

-No Reports Used or PreparecJ... 
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Technol Card System Cks 

Documentation: An External 
Settlements Officer conducts a 
higher-type journal for each ATM 
including: ti) Receipt cash order 
for the amount of loading, (2) ATM 
control slip for the amount of 
loading by denominations, (3) 
Withdrawal cash order for the 
unloaded amount, (4) ATM control 
slip for the amount of unloading 
by denominations, (5) Withdrawal 
cash order for the amount of ATM 
transactions for the period 
between encashments, (5) 
Consolidated report on 
transactions via ATM, and (7) 
Reconciliation reports. 

A ground for accounting entry on 
transactions via ATM is the 
consolidated ATM report, "aUdit", 
which contains transaction 
amounts for every day of the 
encashment period. This 
reporting file Is submitte by the 

Aval Bank's Transrnaster System 

Preparatory actions: From 9_9'30 

!!!l Find out NBU exchange rate. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Function Reports Used by Credit Card Oepts 
5. Technical development work. on new projects - programs 
deal with work related to payment systems and sevices to 
clients 
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Technol Card System Cks 
Check server with system data. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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UPC 

1. Develops software for UPC and 2000 POSs and ATMs 
throughout Ukraine 
2. Instals and services 2000 ATMs and POSs - acts as 
vendor. 

3. Bills Bank Aval for serviCing aU of its POSs and ATMs. 

1. Online processing center for 17 Ukrainian Banks 

2. Ava! Bank is its biggest client bank accounting for 50% of 
its gross revenue. 

Reports Used by Credit Card Depts 
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Technol Card System Cks 
Check accuracy of the current 
data In the system and on the 
server. 

Transfer UPC data to Aval through 
exchange server from 9;30 am • 
10:00 am and 4:00 pm • 5:00 pm 

International W·files and local L­
files of transactions 

E-files with pins 

A·flles with amounts blocked 
during authorization 

Reporting files necessary for 
international settlement dept 
activities received from Visa and 
Europay for settlements with 
merchants and financial 
institutions 

Use of Plastic Card System. from 
10:00 am ·1:00 pm and 2:00 pm-
4:00 pm 

Momtor user authorization to 
various menu selections. 

Assistance to the departments of 
the Credit Card Dept. 

Database and register adjustment 
based on the documents furnished 
by the staff of the Credit Card 
Division 

Restoration of data lost during 
system failures: 

Inform all users about failure 
incurred. 
Restore data base on the last back· 
up. 
Grant access to economists to 
restore data based on the sourd 
documents, such as agrrrments 
with clients, payment orelers, etc. 

Upload international and local files 
with transactions. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Inform all users about restoration 
of the system. 

Monthly (on12thl at the end of the 
reporting period when the bank 
calculates interest payable and 
receivable on customer accounts 
for the period administrator has to 
calculate fixed payment for the 
period, such as plastic card user 
monthly fee, fees for statement 
preparation, etc. After that, 
customer accounts are either 
debited or credited. 

Preparation of monthly reports for 
bank's customers - payments 
processed on/off plastic cards. 

Scheduled operations: From 10:00 
am -10:30 am and 5:00 pm - 5:30 
pm 

Extract data about purchases. 
payments and drawings from the 
appropriate local and international 
files of transactions to temporary 
databasel. 

Accept and record to the client 
data base files with PINs. 

Accept and record to the client 
data base files with amountss 
blocked during authorization. 

Input current foreign currency 
exchange rates. 

Monitor data in the temporary data 
base. 
Add data fonn the temporary to 
the permanent data base. 

Refresh payment data base which 
Is used as a back-up of the 
payments processed for the 
month - add new data from the 
temporary data base. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Prepare the list of cards with 
overdrafts to be added to the 
"soft" stop list. 

Audit Step 

Automated Audit 
Proced or Sys Check 
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Personalization of Plastic Cards 

Reports Used by Credit Card Depts 
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Technol Card System Cks 
Accumulate debits and credits for 
each plastic card account for the 
month. 

Refresh stop-list (add and 
eliminate plastic cards fro the list) 

Prepare daily list of input data, 

Prepare daily Balance Sheet for 
plastic card accounts. 

Prepare a check list for plastic 
card accounts. 
Prepare Q-file with authorization 
parameters and S·file with the 
stop.list 

Prepare exporting flies. 
Repeated registration of data with 
unchanged registration date. 

Submit exporting a-files to UPC. 

Evening back-up of Dayment card 
system (Transmaster system) 
from 5:00 pm until the completion 
of the task. 

Copy files to back up disk. 

Archive files in the back up disk. 

Move archive to ong.term bask up 
disk. 
Change data registratIon card, 

Double check of data integrity. 

Responslbily - The senior engineer 
of the division personally 
accounts for accurated 
performance of the tasks 
described above. 

Personalization of Plastic Cards 
TC-101 

Once a day, employees of the 
d&partment responsible for client 
services (IP) create a file for 
personalization of he card data 
(out-file) based on the- client data 
input by the card system. The 
Schedule is as follows: 

Audit Step 

Automated Audit 
Proced or Sys Check 
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IP 

TECHS 

Reports Used by Credit Card Depts 
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Technol Card System Cks 
15:30 ·15:45· Creation of ouHiles 

15:45 -17:00 Printing of PIN 
envelopes 
17:00 -18:00 Personalization of 
plastic cards (Visa, EuroCard) 

09:00 -12:00 Personalization of 
Debit plastic cards (Maestro) 

Ha~ing all the necessary 
equipment compliance with the 
rules of international settlement 
systems VISA and Europay, 
employee of the techincal 
department (TECHS) generates 
and prints personal PIN code in 
the envelopes. 

Audit Step 

If plastic material is stored in one Review policy as compared to actual 
location and personallzation Is physical security provided, 
done in another, the 
transportation of the plastic 
material and personalized cards is 
Implemented In special case 
accompanied by security 
employees of the Bank. The case 
must be closed. One key has to be 
stored in the vault where the 
plastic is stored, and another key 
has to be stored in the 
personalization room. 

~I! ;;;:;lp~.~rs~o~n~'~H~'"~t~;o~n~p~,~o~C~.$~$~:Jl11 
Responsible employee creates a Compare total of daily file of totals 
dally file for personalization of personalized wilh new card with those 
cards, using card system (out. sent with PINs 10 new hads 
flies) 

Automated Audit 
Proced or Sys Check 
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Specifications for automated random selection procedure for audit testing 

1 input· "test data for audit procedure' data matrix worksheet 
2 Provided· unique name for each random selection audit step on the 'Audit Procedure Worksheet" 
3 Create unique no. identifier for each record. 
4 Provide option to either select a fixed number or percent of the universe random sample generation. 
5 Place this option in the column next to the audit procedure 
6 output· selected records worksheet 
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TEST DATA FOR AUTOMATED PROGRAM 
TO SELECT A RANDOM SAMPLE 

CONTROL NAME AMOUNT DATE COMM·TERM LIMIT TURNOVER QTYTRANS COMM·AMT 
NUMBER (20) alphanum (15) alphanum (10) date (15) alphanum (15) alphanum (15) num (10) num (15) num 

DNEPR NIGHT BAR 6110795 (USD) 2·0ct·96 4\4\3 150\250\0 93777.89 51 2813.34 
DNEPR PANORAMA BAR 6110795 (USD) 3·Jan·97 3\3\3 1000\500\500 32235.00 45 967.05 
DNEPR RESTAURANT 6110795 (USD) 6·May·98 3\3\3 150\250\250 2245.00 66 67.35 
DNEPR EXPRESS BAR 6110795 (USD) 3·0ct·98 3.5\3.5\3.1 150\250\0 667775.00 101 20033.25 
DNEPR HALL BAR 6110795 (USD) 2·Jan·98 3\3\3 1000\500\500 3434.00 33 103.02 
DN EPR RECEPTION 6110795 (USD) 15·Jun·98 3\3\3 150\250\250 78765.00 44 2362.95 
NIGHT BAR 6110795 (USD) 12·Jul·98 3.5\3.5\3.1 150\250\0 93777.89 51 2813.34 
PANORAMA REST 6110795 (USD) 2·0ct·96 3\3\3 1000\500\500 32235.00 45 967.05 
HOTEL RECEP 6110795 (USD) 3·Jan·97 3\3\3 150\250\250 2245.00 66 67.35 
HOTEL KYIV LOBBY 111255 (UAH) 6·May·98 3.5\3.5\3.1 150\250\0 667775.00 101 20033.25 
HOTEL DENIPRO REST 111255 (UAH) 3·0ct·98 3\3\3 1000\500\500 3434.00 33 103.02 
UMC SHOP 1 111255 (UAH) 2·Jan·98 3\3\3 150\250\250 78765.00 44 2362.95 
UMC SHOP 2 111255 (UAH) 15·Jun·98 3.5\3.5\3.1 150\250\0 93777.89 51 2813.34 
UMC SHOP4 111255 (UAH) 12·Jul·98 3\3\3 1000\500\500 32235.00 45 967.05 
UMC SHOP 5 111255 (UAH) 2·0ct·96 3\3\3 150\250\250 2245.00 66 67.35 
UMC SHOP 6 111255 (UAH) 3·Jan·97 3.5\3.5\3.1 150\250\0 667775.00 101 20033.25 
AMC KYIV 1 111255 (UAH) 6·May·98 3\3\3 1000\500\500 3434.00 33 103.02 
AMC KYIV 2 111255 (UAH) 3·0ct·98 3\3\3 150\250\250 78765.00 44 2362.95 
AMC KYIV 3 111255 (UAH) 2·Jan·98 3.5\3.5\3.1 150\250\0 93777.89 51 2813.34 
AMC KYIV 4 111255 (UAH) 15·Jun·98 3\3\3 1000\500\500 32235.00 45 967.05 
AMC KYIV 5 111255 (UAH) 12·Jul·98 3\3\3 150\250\250 2245.00 66 67.35 
AMC KYIV6 111255 (UAH) 2·0ct·96 3.5\3.5\3.1 150\250\0 667775.00 101 20033.25 
SUPERMKT ALADIN 1 111255 (UAH) 3·Jan·97 3\3\3 1000\500\500 3434.00 33 103.02 
SUPERMKT ALADIN 2 111255 (UAH) 6·May·98 3\3\3 150\250\250 78765.00 44 2362.95 
GOLD FISH REST 111255 (UAH) 3·0ct·98 3.5\3.5\3.1 150\250\0 93777.89 52 2813.34 
TRAVEL TOURS 1 111255 (UAH) 2·Jan·98 3\3\3 1000\500\500 93777.89 51 2813.34 
TRAVEL TOURS 2 111255 (UAH) 15·Jun·98 3\3\3 150\250\250 32235.00 45 967.05 
TRAVEL TOURS 3 111255 (UAH) 12·Jul·98 3.5\3.5\3.1 150\250\0 2245.00 66 67.35 
TRAVEL TOURS 4 111255 (UAH) 2·0ct·96 3\3\3 1000\500\500 667775.00 101 20033.25 
TRAVEL TOURS 5 111255 (UAH) 3·Jan·97 3\3\3 150\250\250 3434.00 33 103.02 
TRAVEL TOURS 6 111255 (UAH) 6· May·98 3.5\3.5\3.1 150\250\0 78765.00 44 2362.95 
GOLDEN TOURS 1 111255 (UAH) 3·0ct·98 4\4\3 1000\500\500 93777.89 51 2813.34 
GOLDEN TOURS 2 111255 (UAH) 2·Jan·98 3\3\3 150\250\250 32235.00 45 967.05 
GOLDEN TOU RS 3 111255 (UAH) 15·Jun·98 3\3\3 150\250\0 2245.00 66 67.35 
GOLDEN TOURS 4 111255 (UAH) 12·Jul·98 3.5\3.5\3.1 1000\500\500 667775.00 101 20033.25 
GOLDEN TOURS 5 222335 (USD) 2·0ct·96 3\3\3 150\250\250 3434.00 33 103.02 
GOLDEN TOURS 6 222335 (USD) 3·Jan·97 3\3\3 150\250\0 78765.00 44 2362.95 
RIVER SHOP 1 222335 (USD) 6·May·98 3.5\3.5\3.1 1000\500\500 93777.89 51 2813.34 
RIVER SHOP 3 222335 (USD) 3·0ct·98 3\3\3 150\250\250 32235.00 45 967.05 
RIVER SHOP 4 222335 (USD) 2·Jan·98 3\3\3 150\250\0 2245.00 66 67.35 
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RIVER SHOP 6 222335 (USD) 15·Jun·98 3.5\3.5\3.1 1000\500\500 667775.00 101 20033.25 
RIVER SHOP 7 222335 (USD) 12·Jul·98 3\3\3 150\250\250 3434.00 33 103.02 
RIVER SHOP 8 222335 (USD) 15·Jun·98 3\3\3 150\250\0 78765.00 44 2362.95 
RIVER SHOP 9 222335 (USD) 12·Jul·98 3.5\3.5\3.1 1000\500\500 93777.89 51 2813.34 
RIVER SHOP 10 222335 (USD) 2·0ct·96 3\3\3 150\250\250 32235.00 45 967.05 
RIVER SHOP 2 222335 (USD) 3·Jan·97 3\3\3 150\250\0 2245.00 66 67.35 
RIVER SHOP 11 222335 (USD) 6·May·98 3.5\3.5\3.1 1000\500\500 667775.00 101 20033.25 
RIVER SHOP 5 222335 (USD) 3·0ct·98 3\3\3 150\250\250 3434.00 33 103.02 
RIVER SHOP 12 222335 (USD) 2·Jan·98 3\3\3 150\250\0 78765.00 44 2362.95 
RIVER SHOP 15 222335 (USD) 15·Jun·98 3.5\3.5\3.1 1000\500\500 93777.89 33 2813.34 
RIVER SHOP 14 222335 (USD) 12·Jul·98 3\3\3 150\250\250 78765.00 44 2362.95 
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Major Activities of Marketing Department 
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1. Concluding Corp Card agreements in an Information Processing function. 

Concluded by 

~ Marketing 

Concluded by 
Marketing 

Concluded by 
Marketing 

Concluded by 
Marketing 

Yurly Kucherenko, Head of Marketing Dept. 7·28·00 

Mktg trains their 
cashiers 

Mktg concludes 
agmt to place 

V' ATMs 
Mktg looks for 

~ sites for ATMs .. 
ATM Dept 
concludes agmt 
to service ATM s 
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Major Activities of Marketing Department 

Marketing Department 

1. Develops division marketing strategy 
2. Advertises for: 

a. Cardholders to use merchant services 
b. Corporate card agreements 
c. Merchant agreements 

3. Concludes: 
a. Merchant agreements 
b. Salary payment agreements 
c. Telecommunication agreements 
d. Clients of travel agencies when they travel abroad 

4. Training of cashiers 
a. for small branches 
b. for merchants 

5. Issues procedures for small branches 
6. Develops forms for card agreements for small branches 
7. Locates sites for ATM placement 
8. Concludes agreements for ATM placement 

•. ' 
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International Relations Department 

International 
Relations 
Department 

Communicates with 
international payment 

1-------f~·lsystems 

Provides settlement 
services for agent 
banks and affiliated 
banks 

Handles card disputes 
between merchants and 
cardholders, e.g. charge 
back resolution 

Shasha Gubarev, 7·28·00 

Note: Gained good understanding of handling of disputes between cardholders, merchants and affiliated banks and the Card Security Department (outside the 
CCD) - and the problems involved with credit card fraud and how the bank incurs losses in this area. 

International Relations Department 

1. Communicates with international payment systems 
2. Settlement services for agent banks and affiliated banks 
3. Handles disputes between merchants and cardholders 
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Information Processing Department 

Information Processing Department 

( Start )----..... ~~I 

Issuing of Cards 

Replenishment 
payments for 
cardholders and 
salary projects. 

~ .. ' 

Eugene Demyanov, 7·31·00 and 8·3·00 
and demonstration of Transmaster System on 8·2·00 

Manages 
Cardholder 
Database 
Transmaster 
System 

For cards with 
Individuals 

For Corp Card 
------J~.,Agreements 

Note: First good look at relationship of Cardholder Database and relationship with UPC database - system demonstration yesterday showed 
complexity of system design and operation of the Transrnaster Cardholder Database. 

Discovery that there is only one customer acconnt for both debit and credit card activities. 

Information Processing 

1. Handles issuing of cards 
2. Settlements and payments 

a. Concludes corporate card agreements 
b. Concludes agreements with individual cardholders 
c. "Manages cardholder database on Transmaster System" .. ask them what they mean by this. 
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Plastic Card Transactions Department 

Plastic Card Transactions,Oksana Bober, Head, 7·31·00 & 8·3·00 

Settlements with 
Merchants & Financial 

r=~\ ------•• ·1 Institutions 

Settlement with 
Payment Systems 

Settlement on ATMs 

Settlement with 
Affiliated Banks 

Settlement on Joint 
Projects 

Note: Described the work of her 5 bookkeepers and daily updates of CCD GL. It took some time to relate her daily work to the systems - but it was our first look at these relationships. 
We gave her copies of some earlier flowcharts and she is reviewing them and making comments to update and validate them. 

Plastic Card Transactions Department 

1. Settlements with Merchants and Financial Institutions 
2. Settlements with Payment Systems 
3. Settlement on ATMs 
4. Settlement with affiliated banks 
5. Settlement on joint projects with other firms 
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Monitoring Department 

Monitoring Department, Igor Nelepa, 8·1·00 

24 Hour Client 

( ---;;t;;rt1-_____ -.lsuPport services· two 
Start telephone lines 

Preventi ng over·drafts and 
and providing quick reaction 
time when it occurs· e.g. 
overdraft management 

Monitoring of 
merchant 
activities 

{.~ 

Note: Only 2 telephone lines with no stacking of waiting calls. 

Monitoring Department 

1. 24 hour cardholder support services 
2. Prevent overdrafts and quick reaction time when they occur 
3. Monitoring of merchant activities 
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24 Hour Service Hotline Department 

24 hour service Hotline 

Two telephone lines 
for anwering calis, but 

( Start ) ~ no stacking 

+ 
Administered by the 
Monitoring 
Department 
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ATM Support, Sergy Aletdinov 

~~~-------~.~I 

ATM Support Department 

Technical Support of 
operating ATMs 

Supply cash to ATMs 

Note: Went into a lot of detail on how the encash ATMs and remove cartridges and relevant controls and safeguards relating to personnel and steps involved. 
Detailed description of how cardholder DB and accounts are updated and cards are personalized. 

ATM Support 

1. Technical Support for operating ATMs 
2. Supply cash to ATMs 
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Technical Support Department 

Technical Support Department, Eugene Kadema ·8·2·00 

Support and 
Maintenance of 

• Payment Systems 

Personalization of 
rl Plastic Cards 

Support of E·mail 
• System & Elec. Data 

flows 

Create programs for 
generating reports 

Database Administration for 
Oracle Databases, e.g. 
Transmaster System !.'( 

Technical Support for 
office equipment 

Technical Support for 
New 

office Technical Devel 
Payment 

Work for new projects 
Systems 

" I Services to 
"I Clients 

Note: Detailed description of how cardholder DB and accounts are updated and cards are personalized. 

Technical Support Department 

1. Supports and maintains intra·office e·mail system and electronic document flows 
2. Creates programs for generating reports for the other departments 
3. Database administration for the Oracle Transmaster System 
4. Technical support for office equipment (PC's, printers, workstations, etc.) 
5. Technical development work on new projects. programs deal with work related to payment systems and sevices to clients 
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International Relations Department 

Cardpay, established in 1997, Peter Hnatuk, 8-4·00 
Volodmyr Sharayevsky, Managing Director 

Develops 
software for UPC U PC grew out of 

( Start ~ 
and 2000 POS Card pay in 1997 
and AlMs 
thoroughout 
Ukraine 

~ 
Card pay is an NCR 
partner but can service ~ 
Siemans, Diebold and Instals and services 
other AlMs. 2000 AlMs and POSs, 

acts as vendor 

•. ' 

Cardpay, Ltd. 

Aval purchased 100 
AIMS from NCR ... 

Bills Aval for 
servicing all of its 
POSs and AlMs 

1. Develops software for UPC and 2000 POSs and AlMs throughout Ukraine 
2. Instals and services 2000 AlMs and POSs . acts as vendor. 
3. Bills Bank Aval for servicing all of its POSs and AlMs. 
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International Relations Department 

UPC (Ukrainian Processing Center). established in 1997. Grew out of Cardpay. Peter Hnatuk. 8·4·00 
Volodmyr Sharayevsky. Managing Director 

Acts as an online . 

processing U PC grew out of 

( Start )-+ 
center for 17 Cardpay in 1997 
banks 
thoroughout 
Ukraine· Aval is 
its biggest 
accounting for 
50% of its 
revenue. 

Note: Detailed description of how cardholder DB and accounts are updated and cards are personalized was provided. 

UPC· Ukrainian Processing Center. 

L Online processing center for 17 Ukrainian Banks 
2. Aval Bank is its biggest client bank accounting for 50% of its gross revenue. 
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Cardholder and Corporate Card and Salary Agreements 

Personalization of Plastic Cards 

Replenishment of Accounts 



Merchant Agreements and Settlements 
and International Clearing Audit Procedure 

Merchant Agreements 
Concluded by the Marketing 
Department 
Cashiers of Merchants trained by 
Marketing Department 

Credits to Merchants' Accounts 
Transactions come to UPC 

Transactions sent by leased line to Bank 
Aval to Plastic Card Transactions 
Department for settlement 

Charges against Cardholder Accounts 

Settlement with international payment 
systems 

Those with pas terminals come 
in by dial up or leased line 
connections 
Some bring in diskettes 
Those with manual card devices, 
send in their slips to Bank Aval 

Entered into Bank's Transmaster 

system "' 



Agreements for ATMs 

Location of ATMs 

Encashment and Servicing of ATMs 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

1 EXECUTIVE SUMMARY 

The main focus of the assignment is to review the accounting and information process of Ava I Ban k's Plastic Card 
Division. The scope of work is to review and propose improvements to the Card accounting process and how to provide a 
controlled interface with the deposit accounting system in Aval. 

1.1 SUMMARY RECOMMENDATIONS 

Reorganize the Plastic Card division to focus the card operations on control functions (See 4.1.1 below) 

Since there is no acceptable sub-ledger deposit application system available at Aval Bank for debit card accounts, or sub­
ledger loan accounting for credit card accounts, it is recommended that Aval take the following action. 

1.2 IMMEDIATE RECOMMENDATIONS FOR CARDS 

Invest immediately in a minimal enhancement effort to, 
organize and manage the Transmaster database and system as a sub-ledger accounting system (See 4.1.2 to 4.1.7 
below) 
develop a control sub-system "around" the Transmaster database 

for deposits/liabilities (debit cards) and credits/assets (credit cards) 
to record batches, detail entries, sub-totals and totals for the four intra-day updates and for a day's complete cycle 
of activity 
to provide greater detail and better control over the Operating Day postings from debit/credit card transactions 

Add Merchants accounts to an accounting system for merchant credits, commissions, etc. 
an immediate option is to add the merchants as analytical accounts to Operating Day 
eventually, the merchants should have deposit accounts in the same sub-ledger as all deposit accounts 

Develop a comparison and reconciliation process for Aval Transmaster vs. UPC Transmaster. For the immediate term, 
the process can be relatively simple, for reconciling, 

Customers, accounts and cards, and 
• Balances; blocked and available 

1.3 INTERMEDIATE/LoNGER TERM RECOMMENDATIONS FOR CARDS 

Expedite the acquisition and installation of the I FS TP-II card processing and management solution (Also consider other 
back-office card management software, such as, IFS TP-CMS). 
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Acquire and install a capable deposit accounting solution and a loan accounting solution for the card accounts, either by, 
expediting ROBIN development to provide deposits and loans with the necessary functions, or, 
buy and implement a proven software solution from a proven vendor 

1.4 IMMEDIATE/INTERMEDIATE RECOMMENDATIONS FOR IN HOUSE SYSTEMS 

The ROBIN system, which is the early stages of an Aval Bank in-house development of a core banking systems solution, 
lacks many basic Customer and Deposit functions that are considered standard for a commercial banking solution (see 
Appendix 5.1 for systems requirements). According to bank management, Aval Bank has decided not to continue with 
banking systems development using the IBIS consulting company. Consequently, the Bank has undertaken an in-house 
development effort that is a change from the IT Strategic Plan developed for 2000. 

It is strongly suggested that Aval Bank re-consider the current in-house development of its banking systems. 

Aval management should reassess the feasibility of Aval Bank acquiring package software for the Bank's systems 
solutions. ,.' 

Consider that the investment in ROBIN to-date is minimal. 
Explore all possible funding options; capitalization, third party leasing, partial sub-system migration vs. total core­
banking installation, etc. 
Invite 4 - 5 Internationally well-known Banking Software vendors to give presentations on their package solutions; 
include ALL relevant Bank staff, end-users from branches and head office, procurement, IT, and Audit. 
Packages have proven internal control, balancing and international accounting standards including flexibility for 
domestic nuances. 
I n-house systems development is one of the highest risks a bank can encounter. 
Packages are supported by: 

knowledgeable support teams 
end-user associations 
complete documentation 
complete systems for many countries, accounting methods and different size banks. 

If the Bank decides that an in-house development is still the only option available, then the ROBIN development effort 
should be expedited and enhanced. 

the ROBIN development effort should be pursued under a prototype development methodology 
• the development effort and methodology should be enhanced by: 
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inviting internationally known Commercial Banking Solution providers to present demonstrations and marketing 
brochures of their respective "core banking" application systems solutions (if not done as part of "build vs. buy" 
decision 
defining and creating an end-user and auditing advisory team to provide banking business and internal control 
functional input to the development specifications 
enhancing the development team with outside senior banking business analysts with expertise in contemporary 
commercial banking systems 
developing system and end-user documentation (e.g., add objects to display screens or online help integrated 
within the ROBIN system) 
installing a "Change Management" process to mitigate the risks of in-house development by communicating 
progress and activities that may impact different areas of the Bank 
installing a "Release Control" methodology to assure properly prepared (tested and signed-off) and carefully 
distributed iterative versions of software 
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2 INTRODUCTION AND BACKGROUND 

The Aval Bank in Kiev, Ukraine began offering the banking payments services of plastic cards, including debit cards and 
credit cards, to individuals and corporations approximately three (3) years ago. 

The Bank developed the card payment business, the internal bank operation and the internal transaction control gradually 
via the natural process of add-on departmental functions as needed, plus assistance and instruction from the international 
payment systems, e.g., VISA, MasterCard, Eurocard, etc. 

As a result of trying to be responsive to the market and install the necessary processes as quickly as possible, an overall 
coordinated and integrated card payment process with other interdependent banking systems was not realized. 

Although a sub-ledger system is being used to account for the balances, transaction accountability, control of the 
accounts and supporting the use of the card payments, the system is not functionally adequate or integrated with the 
required other banking systems. These other systems include, e.g., deposit accounting, loan accounting, general ledger, 
customer information, and external international payment systems. 

The sub-ledger system, known as "TransMaster", provided by the vendor Konts from Riga, Latvia was incomplete, with 
some functions containing processing errors, when originally installed. Due to the rapid growth of the business, the "learn 
as you go" development process of the Bank users, the minimal support from the software vendor, the TransMaster 
system has not been enhanced to the necessary level of internal control and integration to other bank systems. 

This sub-ledger system is installed and used in Aval Bank and is closely integrated with another similar TransMaster 
database used for intra-day authorizations. The intra-day database is installed in the Ukrainian Processing Center (UPC). 

In addition, no effort has been made to install a surrounding and supportive control sub-system for the TransMaster 
database at Aval, the Intra-day TransMaster authorization database, or for the interfaces to general ledger or deposit 
accounting. 

As a result of this lack of control to transparently report the accuracy and data integrity of the plastic card database and 
transaction processing, there exists some doubt as to the accuracy and appropriateness of the figures posted to the 
general ledger for the plastic card business. 

The Senior Management at Aval Bank is concerned that assets and liabilities are not reported completely and accurately. 
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2.1 PURPOSE AND OBJECTIVES 

The main focus of the assignment is in the accounting and information process area of the Plastic Card Division. The 
understanding is to review and propose improvements to the Card accounting process and how to interface with the 
deposit accounting system in Ava!. 

More specifically, to provide the Client, Aval Bank, with suggested improvements to the accountability, reconciliation, data 
control and management information of the information capture, process, storage, retrieval and display of the Customer 
transactions initiated using plastic cards. 

The task will consist of the following components: 
Discovery and review of current plastic card transaction and deposit accounting processing, for individuals, 
corporations and merchants 
Assessment of the effectiveness, completeness, accuracy and timeliness of the card payment transaction process and 
the deposit accounting systems 
Recommendations for re-engineering the card transaction process and probable integration with the deposit 
accounting sub-ledger system, including the data controls for the intra-day authorization data base, the Aval card 
account sub-ledger data base and the Aval Operating Day (general ledger) data base. 
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2.2 SOURCES DOCUMENTS AND INTERVIEWS 

The following source information for studying the current situation was provided and found to be very helpful. 

2.2.1 Documents 

Technology Cards are used to develop a working relationship between the employee and the Bank. It should be noted 
that, although every attempt is made within the Technology Cards to define a work responsibility completely, there are 
always special conditions that arise in a day that must be handled that may not be specifically included in the Technology 
Card description. Job descriptions should leave some room for interpretation and additional tasks that either, come up 
extemporaneously, or are recognized as needed but not described. 

It appears that the narrow focus of the Technology Cards allows for the lack of an overall view of the function and concern 
for data control. 

Plastic Card Division Technology Cards 
Marketing Department 

_. Sale and sign-up Sale of Plastic Cards 
International and Inter-bank Liaison 

90. Bonus Payment for Seizure Finding of Plastic Cards 
91. Charge backs 

Information Processing 
103. Processing of Payrolls Received via E-mail (Salary Projects) 
125. Information Processing Department Technology Card 

Plastic Card Transactions 
95. Settlements with Payments Systems 
96. ATM Operation 
97. Settlements with Merchants 
133. Settlements with VISA-UMC Cards 
134. Settlements with Affiliated Banks Europay Members 

Monitoring Department 
. 24 Hour Cardholder Service Regulation 

_. Monitoring Department Charter 
105. AVAL Bank Regulation on Plastic Card Overdrafts 

ATM support 
99.0nATMs 
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Technical Support 
101. Personalization of Plastic Cards, 2000 
102. Payment Card System Administrator Job Description 

Retail Non-Trade Department Synopsis 
Services and supporting systems 

Other documents provided to understand the conditions at Aval Bank and the Ukrainian Processing Center (UPC). 

Aval Bank Master Organization Chart, March 2000 
Aval Credit Card Division, 28 July 2000 
Transmaster User Manual, Issuing, Part 1: Client, Accounts and Cards 
Transmaster User Manual, Issuing, Part 4: Monthly Processing 
Card Pay Brochure 
Ukrainian Processing Center (UPC) Brochure 
UPC Strategic and Business Planning Document 
Card Pay Strategic and Business Planning Document 
IFS International, Inc. 

Corporate Brochure 
TPII EFT Management System, Product Summary Document 
TP-CMS Issuer and Merchant Functions and Facilities 
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2.2.2Interviews/Discovery Meetings 

The following interviews and visits were conducted during the assignment. The topics covered developing an 
understanding of the scope of work, Aval's specific concems, workflow description and analysis, and the condition of 
various data systems at the Bank. 

Jakov V. Smoliy, Deputy Chairman of the Board 
Ivan Voloshchuk, Aval Chief Account 
Peter A. Hnatluk, Director Division of Retail Banking 
Eugene Plotitsa, Deputy Director of Retail Banking 
Andriy V. Smilyanets, Chief of Information Technology Department 
Andriy B. Dzubatiy, Deputy Chief of Information Technology Department 
Yurly Kucherenko, Marketing Department, Card Division 
Shasha Gubarev, International Relations Department, Card Division 
Eugene Demyanov, Information Process Department, Card Division 
Oksana Bober, Plastic Card Transactions Department, Card Division 
Igor Nelepa, Monitoring Department, Card Division 
Sergy Aletdinov, ATM Support Department, Card Division 
Eugene Kadema, Technical Support Department, Card Division 
Kalinouska Nataliya Ivanouna, Deputy Chief Accountant, Foreign Exchange 
Velichko Nina Vasilievna, Deputy Chief Accountant, Plastic Cards 

Chenirhiv Branch 
Aval Deposit Accounting System (ROBIN) Development and UAT (User Acceptance Testing) Test Site 
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3 SITUATION DISCOVERY ANOANALYSIS 

The discussion regarding the current conditions at Aval bank for the plastic card account and transaction processing, and 
the deposit account and transaction processing are handled separately in the following sections. The Plastic Card 
organization, systems and processes are separate at this time. The subsequent recommendations bring the processes 
and systems together. 

3.1 PLASTIC CARD DIVISION 

The Plastic Card business and supporting bank organization has been developing over the last three years. The business 
was initiated in approximately 1997 and has been growing ever since. Based on the figures provided, the rate of growth 
has been about 5-10% every month such that the business doubles about every year. 

Generally, the Ukrainian retail banking market has not, and still does not trust doing business with banks, especially 
deposits for safekeeping. Banks have historically had a difficult time acquiring retail deposits and subsequently using the 
funds to invest in lending or other earning assets. 

With the combination of direct deposit payrolls ("salary projects") and card technology (ATM's, POS devices) Aval Bank 
has grown the retail deposits and debit card business. The credit card business has grown as well, but not nearly as 
much due to the lack of credit worthy individuals. 

Since Customers can access their salaries quickly and directly at these card devices, the Customers are leaving their 
money in the accounts and the balances are growing. The success of the product (Le., direct salary deposit and debit 
card), has encouraged additional card business that now needs better systems and data control. 

Aval management developed the Plastic Card Division as the business grew by adding sections responsible for specific 
aspects of the card business, e.g., new account, payments/replenishments, charges, merchant settlements, payment 
network settlements, affiliate/agent reconciliation, plastic embossing, etc. 

Plastic Card Transaction System 
An inexpensive card processing system was acquired from a small software vendor from Riga, Latvia. The system was 
actually deSigned to be the front-end intra-day transaction approval system and, in addition, was never thoroughly tested 
oTprepared for live transaction processing. The system is called Transmaster (TM) and has no sub-ledger accounting 
processes or reports. Additionally, none of the individuals that work with the system trust the reporting that the system 
produces. 
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One form of the Transmaster (TM)system is installed in a front end payments processing service center that also provides 
the "switch" that communicates with the card devices for cash and trade (ATM's, POS), and the international payment 
systems/networks (e.g., VISA, Euro MasterCard, cirrus, etc.) 

Another form of Transmaster is installed in Aval Bank and is used to record the Customer, Accounts and cards. This form 
of TM is posting deposits, payments, charges and withdrawals, and being used as a deposit sub-ledger system but lacks 
any overall controls. 

Additionally, the debit card accounts and the credit card accounts are on the same Transmaster. This is proper for front­
end authorization but not for sub-ledger accounting. 

Data Controls 
The separate sections of the Plastic Card division (see 3.1.1 below) process their respective transactions, however, 
normal standard posting procedures and verification of successful updates are not followed. For example; 

charges are posted directly by the plastic card techrlical staff from files provided by UPC without any audit trail or 
jou rnal such as batch detail or totals, 
payments are extracted from general ledger cash desk recordings and then re-keyed and staged for processing 
without further verification of successful posting, 
salary payments are received via files or keyed in and staged for processing without further verification of successful 
posting, 

Basically, each section focuses on their respective transaction responsibility, but there is no overall accounting control, 
which would normally begin with the start-of-day (SOD) balance, apply intra-day transactions and prove to the end-of-day 
(EOD) balance. 

In addition, detail listings of batches of work do not exist or are not readily available. The postings to general ledger are 
provided in bulk figures with no detail backup for verification. During some of the discovery meetings, errors or rejected 
transactions were noticed and there was no known explanation. 

The operating assumption is that if each transaction is properly posted then the whole must be correct. There are no 
procedures to verify that all transactions that should have posted, in fact did, or are identifiable as a reject to be corrected 
and re-entered later. See 3.1.2 below showing separate processes but no overall control. 

13 September. 2000 10 International Business & Technical Consultants, Inc. 



Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

Since the card business is growing significantly. some internal data control and account sub-ledger balancing should be 
installed. The recommendations section of this report offer some short term and longer term solutions to this control 
problem. See 4.1.1 - 4.1.7. 
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3.1.2 Current Plastic Card Transaction Flow 
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3.2 DEPOSIT ACCOUNTING SYSTEMS 

Aval management recognized shortly after the inception of the Plastic card business that the debit card service requires a 
sub-ledger account for replenishment of funds, such as, payment of salary deposits, individual deposits, funds transfers 
and the appropriate card transactions (withdrawals). 

In an attempt to identify an existing system at Aval that could be used as sub-ledger accounting for the debit cards, the 
following assessment and conclusions developed. 

3.2.1 Existing Systems 

The existing systems in Aval Bank that approximate deposit accounting functionality are, by all opinions solicited, 
inadequate for any future use. These systems are known as, 

• "Sberbank" for pension savings, and 

• "ISAOD OVO" for transactions requiring funds on demand, e.g., individual deposits, receiving payments, foreign 
currency funding, money transfers, transacting travel checks, etc. 

There are other systems focused on payment transactions (e.g., ChekMateIThomas Cook, in-house check sale/receiving, 
Visa Travel MoneylThomas Cook, FOREX transactions, etc.). Separate local consulting companies have provided these 
systems. 

At a very cursory level of review, the systems are focused on recording transactions and have no broad architectural view 
of Customer, Customer grouping or Deposit balance accounting at a sub-ledger level, or in support of Bank Management 
Reporting (MIS). They also are criticized for errors and being difficult to use. These systems were not pursued any 
further as a possible solution to recording and managing the card accounts. 

3.2.2 New Deposit System: 

The Aval Bank IT Department is currently developing, in-house at the Chenirhiv Branch location, a deposit SUb-system of 
what is intended to be eventually the Bank's "core banking" systems solution. According to bank management, Aval Bank 
has decided not to continue with banking systems development using the IBIS software development company. 
Consequently, the Bank has undertaken an in-house development effort that is a change from the IT Strategic Plan 
developed for 2000. 
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The system was reviewed to evaluate the potential use to record debit card accounts, and as an overall solution to Aval 
Bank's future banking systems needs. 

The system is code named "ROBIN" and is developed using contemporary IT development tool sets (e.g., "Power 
Builder", Sybase database management software, TCP/IP LAN and WAN network protocol, "Clipper", etc.) 

Functionally, the system can record Customers, term deposits (Time and Certificates), demand deposits, savings, 
currency exchange transactions, and payment orders transactions (e.g., pay invoices, pay bills, transfer funds intra-bank 
and inter-bank). 

The "ROBIN" system does not process current accounts that are used for Customers' inter-bank funds transfer 
transactions. All current accounts are directly posted as "analytical" line items in the Bank's general ledger. Inter-bank 
transfers are initiated at the Bank ledger level and the banking regulations require that the customer account be posted 
subordinate to and within a general ledger line item. 

ROBIN Assessment 
The ROBIN development effort has only been ongoing since March 2000. The intent is to expand the functionality and 
include other deposit accounts and also loan accounts. At this stage ROBIN is a very elementary branch banking system. 
The system should be given much more development effort and strenuous testing, with user involvement before installing 
in any Branch, 

The ROBIN system lacks the following basic Customer and Deposit functionality to make it a complete solution for 
Commercial Banking or adequate for the debit card accounts (see Appendix 5.1 for deposit systems requirements): 

Customer missing: 
• Corporate Holding Company and Subsidiaries 
• Family grouping known as "House-holding" 
• Customer Relationship Management (linking all accounts, cards, products, and services for easy viewing by Bank 

officers or MIS reporting) 
• Customer Demographics (personal, employment, etc.) 
• Central Head Office view of Customer 
• Systematic linkage to multiple accounts of one Customer, e.g., multiple deposits, loans, cards, etc. 
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Deposit Accounting: 
• Current Accounts 
• Overdraft accounting 
• Debit Card accounts 
• Funds Management and automatic transfer instructions 
• Statements 
• Operational and Management reporting 
• Central Head Office view of Deposit liabilities 

Development Methodology: 
• Low to No User involvement 
• No audit involvement 
• No documentation for requirements, systems specifications, business or technical user 
• Uses distributed "book" architecture (customer ~d account level data at regional branch level) that will require 

end-of-day processing at all regional branches (70+) and local cash desks (1000+), plus extensive balancing and 
reconciliation between layers, i.e., cash desks, branches, regional branches, central office and head office. 
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4 RECOMMENDATIONS 

After assessing the systems situation at Aval Bank in regards to the accounting requirements of the Plastic Card Division, 
the following recommendations are offered. 

4.1 IMMEDIATE RECOMMENDATIONS FOR PLASTIC CARDS 

Reorganize the Plastic Card division to focus the card operations and control functions together and under an overall 
control responsibility. See 4.1.1 below. Develop Technology Cards that focus on controlling the Transmaster data day to 
day. 

Since there is no acceptable sub-ledger deposit application system available now, or in the near term (Le., one year) at 
Aval Bank for debit cards and credit card account, it is recommended that Aval take the following action. 

Invest immediately minimal enhancement effort to organize and manage the Transmaster database and system as a sub­
ledger accounting system. A control sUb-system can be developed "around" the Transmaster database and process 
without a large effort. This effort should be done with in house personnel. 

Develop an overall control sub-system of the Transmaster database and system. See 4.1.2 -4.1.7 
Develop a control sub-system forthe deposits/liabilities (debit cards) recording batches, detail entries, sUb-totals and 
totals for the four intra-day updates and for a complete day's cycle. 
Develop a separate control sub-system for the credits/assets (credit cards) with the same details as for deposits. 
Develop greater detail journal for Operating Day postings from debit/credit transactions 

Add Merchants accounts to an accounting system for merchant credits, commissions, etc. The first suggestion is to add 
the merchants as analytic accounts to Operating Day. The Merchants should have deposit accounts in the same sub­
ledger as all deposit accounts. 

Develop a comparison and reconciliation process for Aval Transmaster vs. UPC Transmaster. For the immediate term, 
the process can be relatively simple, for reconciling, 

Customers, accounts and cards, and 
Account gross balance, blocked approvals, and available balance 
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4.1.1 Suggested Plastic Card Division Organization Non-Trading and Payment Cards 
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4.1.2 Suggested Control Sub-System 

Branches 
Cash Desk 

Company 
Salary 
Projects 

Merchant 
"slips" 

Payment 
Systems 

Branches 

Card Operations & Control 

New 
Customers 
Agreements 
Cards 

Salary Deposits 

Charges - "Slips" 

Adjustments 

Aval Operating Day 
General Ledger 

Accounting 

i· 
-bulk 

-non-resident· bulk 

data entry 
& file 

files 

",os 

# 

S 

T # 

A 2 

G 

N 

G 

4 

AvalBank 

TransMaster 
"accounting" 

Database 

Debit/Credit Accounts 

'sub-Iedger accounting" 

(4 intra-day updates) 

ADD Merchants 
To database 

Ukrainian 
Processina Center 

TransMaster 
"front end authorization" 

Database 

Debit/Credit Accounts 

"intra-day authorization" 

(4 intra-day data refresh 
only - no 'posting" style 

update 
from Aval processing) 

-----:-----~"riC,U~file tranLsl-e-rs----------' 

New accounts, charges. payments, fees, 
, ____ ---'L. __ ---, adjustments 

TransMaster 
Balancing and Control 

status 

Capture PurchasefTrade 
Charge 'slips" 

International 
Payment systems 

RealTime 
Switch 

Local Authorization 

ATM 
~ pas 

Int'I Authorization 

visa 
euroMC 

~ cirrus 
etc. 

+ __ Merchants 
>1\1 ATMs 

Cash pas 

visa 
>1\1 euroMC 

settlements cirrus 
etc. 

13 September, 2000 19 International Business & Technical Consultants, Inc. 



I7t 

Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

4.1.3 Summary Control Report 

This control report is for summarizing all the intra-day updates (usually 4) for the entire day. This report would be used to 
control the Transmaster and reconcile with Operating Day entries. 

Report Id: xxxxxxxx 

Loan/Excess 
Beginning Balance 

99,999.990R 

99,999.990R 
No.1 ,2,3,4 ... Daily Process 

+ New Customers/Aeets/Cards 
500.000R 
+ 
500.000R 

(Closed Cards) 

+ Payments 
10,000CR 

10,000CR 

+ Salary Projects 
10,000CR 

10,000CR 

Acquired Charges 
10,0000R 

ATM Cash 
10,0000R 

13 September, 2000 

UAH 

USD 

UAH 

USD 

UAH 

USD 

UAH 

USD 

UAH 

USD 

UAH 

USD 

Aval Debit/Credit Card Control Report Date: 28 August 2000 
Time: 19:10 

Item Counts Balance Control 
Customers Accounts Cards Deposit/Liability Loan/Asset 

150,000 175,000 200,000 999,999.99cR 999,999.990R 

150,000 175,000 200,000 999,999.99CR 999,999.990R 

50 50 50 5,000.00CR .00 

50 ... " 50 50 5,000.00CR .00 

(5) (5) (5) 

+ 100,000.00CR 50,000CR 

+ 100,000.00CR 50,000CR 

+ 100,000.00CR 50,000CR 

+ 100,000.00CR 50,000CR 

100,000.00OR 50,000OR 

100,000.00OR 50,000OR 
10,000OR 

100,000.00OR 50,000OR 

100,000.00OR 50,000OR 
10,000OR 
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+ Adjustments UAH + 100,OOO.00CR 
10,OOOCR 

USD + 1 00,000. OOCR 
10,OOOCR 

Adjustments UAH 100,OOO.00DR 
10,OOODR 

USD 100,OOO.00DR 
10,OOODR 

Ending Balance UAH 150,050 175,050 200,050 999,999.99CR 
99,999.99DR 

USD 150,050 175,050 200,050 999,999.99CR 
99,999.99DR 

(Total Closed Cards) UAH 14,005 14,005 14,005 999,999.99CR 
99,999.99DR 

USD 10,005 14,005 14,005 999,999.99CR 
99,999.99DR 

50,OOOCR 

50,OOOCR 

50,OOODR 

50,OOODR 

999,999.99DR 

999,999.99DR 

999,999.99DR 

999,999.99DR 
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4.1.4 New Business Detail Control Report 

The control sub-system should record all the new business and provide detail to support the summary totals listed above 
for each intra-day update processed against the Transmaster in Ava!. 

Report Id: 'new business detail' 
28 August 2000 

19:10 

No.1 ,2,3.4 ... Daily Process 

Total New 

(Closed Cards) 

13 September, 2000 

UAH 
USD 

Aval Debit/Credit Card New Business Report Date: 

Time: 

Customer Number Account/Agreement # Card Number Type 

9999999999 Customer 
9999999999 9999999999 Account 
9999999999 9999999999 9999999999999999 Card 

50 r,'"' 50 50 
50 50 50 

(5) 
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4.1.5 Card Account Replenishment Control Report 

Replenishment/Payment Report is printed for the input to each intra-day cycle. 

Report Id: 'replenishment detail' Aval Debit/Credit Card Replenishment Control Report 
2000 

Customer Number Account/Agreement # Val. 
No.1 ,2,3,4 ... Daily Process 

Batch ID: xxxxxxxxxx Type: salary project 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 
9999999999 9999999999 UAH 

Total: xxxxxxxxxx UAH 
USD 

Batch ID: xxxxxxxxxx Type: individual/corporate payments 
9999999999 9999999999 USD 
9999999999 9999999999 USD 
9999999999 9999999999 USD 
9999999999 9999999999 USD 
9999999999 9999999999 USD 
9999999999 9999999999 USD 

Total: xxxxxxxxxx UAH 
USD 

Amount 

999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 

999,999,999.00 
999,999,999.00 

999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 
999,999,999.00 

999,999,999.00 
999,999,999.00 

Date: 28 August 

Time: 19:10 
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4.1.6 Card Account charges Detail Control Report 

Charges Detail Report printed for the input to each intra-day cycle. 

Report Id: 'charges detail' 
2000 

No.1 ,2,3,4 ... Daily Process 

Batch ID: 

Total: 

Batch ID: 

Total: 

xxxxxxxxxx 

xxxxxxxxxx 

)()()()()(XXXXX 

)()()()()(XXXXX 

Aval Debit/Credit Card Charges Report 

Customer Number Account/Agreement # 

9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 

-f."1 

9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 

9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 
9999999999 9999999999 

Val. Amount 

UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 
UAH 999,999,999.00 

UAH 999,999,999.00 
USD 999,999,999.00 

USD 999,999,999.00 
USD 999,999,999.00 
USD 999,999,999.00 
USD 999,999,999.00 
USD 999,999,999.00 
USD 999,999,999.00 

UAH 999,999,999.00 
USD 999,999,999.00 

Date: 28 August 

Time: 19:10 

Card Type 

Visa 
MC 
EMC 
EMC 
MC 
MC 
MC 
MC 
MC 
MC 

Maestro 
Visa 
Visa 
Visa 
Visa 
Visa 
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4.1.7 Card Account Adjustment Control Report 

Adjustments Report is printed for the input to each intra-day cycle. From Plastic Card Technical SupporUMonitoring 

Report Id: 'adjustments detail' 
2000 

No.1 ,2,3,4 ... Daily Process 

Batch ID: xxxxxxxxxx 

Total: xxxxxxxxxx Debit(-) 

13 September, 2000 

Aval Debit/Credit Card Adjustments Report 

Customer Number Account/Agreement # Val. Amount 

9999999999 9999999999 UAH 999,999,999.00 
9999999999 9999999999 UAH 999,999,999.00 
9999999999 9999999999 USD 999,999,999.00 
9999999999 9999999999 UAH 999,999,999.00 
9999999999 9999999999 USD 999,999,999.00 
9999999999 9999999999 UAH 999,999,999.00 
9999999999 9999999999 USD 999,999,999.00 
9999999999 9999999999 UAH 999,999,999.00 
9999999999 9999999999 USD 999,999,999.00 
9999999999 9999999999 UAH 999,999,999.00 

UAH 999,999,999.00 Credit(+) UAH 999,999,999.00 
USD 999,999,999.00 USD 999,999,999.00 

25 

Date: 28 August 

Time: 19:10 

Account Type 

Debit 
Credit 
Debit 
Credit 
Debit 
Credit 
Debit 
Credit 
Debit 
Credit 
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4.2 IMMEDIATE RECOMMENDATIONS FOR ROBIN (NEW IN-HOUSE CORE BANKING SYSTEM) 

It is strongly suggested that Aval Bank re-consider in-house development of the its banking systems. 

Aval management should reassess the feasibility of Aval Bank acquiring a package solution for the banking systems 
needs and reconsider the in-house ROBIN development. 

In-house systems development is probably the highest risk a bank can make, other than fraud and improper 
accounting. 
Packages are supported by knowledgeable teams and user associations with other Banks users, and have full 
documentation, completed systems with full functionality features 
Packages have proven internal control, balancing and international accounting standards with flexibility for domestic 
changes, 
Packages have been proven in many countries with many accounting methods, in many banks of many different sizes, 
and for many years. 
Explore all possible funding options; capitalization, third party leasing, partial SUb-system migration vs. total core-
banking installation, etc. ,< 

Consider that the investment in ROBIN to-date is minimal. 

Invite 4 -5 Internationally well-known Banking Software vendors to give presentations on their package solutions. Include 
all relevant Bank Management, End-users from branches and head office, IT, Auditing. For example, 

Financial Objects, London 
Midas Kapiti International, London 
Infosys Technologies, Bangalore, India, 
Sanchez, PA, USA 
Callatay & Wouters, Brussels, Belgium 
Alltel, USA/France 

After careful consideration, determine that Aval Bank can or cannot consider purchasing proven experienced Commercial 
Banking packages. 

If the Bank decides that an in-house development is the only option available, then the ROBIN development effort should 
be expedited and enhanced. See Intermediate Term Recommendations for ROBIN Banking Software below. 
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4.3 INTERMEDIATE TERM RECOMMENDATIONS 

Plastic Cards 
Since the Transmaster system is inadequate, and the Bank should not invest any more money in the system then 
necessary, the following is recommended. 

Expedite UPC conversion to new IFS electronic payments for front-end switch functionality and control. 
Expedite acquisition of IFS TP-CMS for enhanced management of plastic card accounts and merchants. 

ROBIN Banking Software 
If the Bank decides that an in-house development is the only option available, then the ROBIN development effort should 
be viewed as a prototype development methodology and should be expedited. The ROBIN team appears to have a good 
technical staff with good knowledge of the development tools and IT systems infrastructure. 

The development effort and methodology should be enhanced by: 
Defining and creating a user and auditing advisory team to provide banking business feature and function input to the 
development team 
Enhance the development team with experienced Senior Business analysts knowledgeable in contemporary 
commercial banking systems 
Develop system and end user documentation (add objects to display screens or online help integrated within the 
ROBIN system) 
Invite internationally known Commercial Banking Solution providers to present demonstrations and marketing 
brochures of their respective "core banking" application systems solutions 
Complete the current ROBIN modules with the necessary functionality as mentioned in ROBIN Assessment in section 
2.2.2 above 
Develop a "Change Management" process and "Release Control" methodology 
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4.4 LONGER TERM RECOMMENDATIONS 

Reconsider the entire architecture of new systems at Aval (ROBIN or package) to provide for servicing a Customer at any 
outlet (branch, cash desk, ATM, POS, Phone, Internet, etc.), at any time, by including, 

Customer Relationship Management (extensive customer demographics), 
Centralized online transaction processing databases for central "book" and one End-of-Day processing ("distributed 
book" causes delays and reconciliation problems) 
Data identified by each Provincial Branch unit, Branch unit and Satellite unit. 

Assure the availability of the proper level of accounting source data for thorough MIS queries and reporting, Le., 
Customer level, 
account balance and demographics, and 
certain large transaction level data. 

This level of data is considered the basic set of data necessary to formulate the vast majority of answers required by Bank 
Management. This set of data is considered "enterprise data" for contemporary international banks and is necessary to 
properly. 
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4.4.1 Suggested Intermediate Information Architecture 
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5 ApPENDIX 

5.1 COMMERCIAL BANKING "CORE SYSTEMS" FUNCTIONAL SPECIFICATIONS 

The following descriptions and discussions of banking data organization and information functionality are provided to 
highlight some of the major issues in today's banking. Due to the limited time scope for this advisory document, the 
reader should understand that there is a great deal more specificity and detail associated with all of the requirements 
presented. 

The following considerations are presented because there are very basic and fundamental issues within each area that 
seriously effect the eventual effectiveness of any set of banking software solutions in supporting the business of banking. 
The proper data design accommodation for 'Customer' is fundamental throughout all bank reporting and servicing. 
The proper information delivery is dependent on three sets of specifications: technical software and hardware 
infrastructure, business functionality, and network performance and security. 

Model Customer/Product Data Structure c,< 

This basic model of information organization (see 5.1.1 below) is presented to highlight the need to focus on the Customer 
and Customer Groups (individuals in same households, company subsidiaries) when designing the organization of the 
accounting data. The linkage of all the Customer's and Customer's Group products and services allows the bank to better 
serve the Customer, and recognize the total risk and profitability of doing business with the customer. 

Technical SpeCifications 
These specifications (see 5.1.2 below) highlight issues that are not directly associated with business functions but provide 
the IT architecture and foundation that facilitates the servicing and protection of the bank's information. 

Business Solutions 
The business solutions (see 5.1.3 below) are the minimum requirements to execute international standard banking 
business for domestic and international Customers. These solutions are basic "core banking" systems. There are many 
more systems required by banks today. Due to the scope of this advisory deliverable, the systems described are most 
closely related to Debit and Credit Card transactions. 

Network Access and Service Performance 
Since banking today must rely on communication systems and networks, these issues are discussed and defined as a 
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third aspect of required specifications (see 5.1.4 below). The banking "delivery" systems are no longer paper-based and 
nearly completely electronic. Customers are initiating and receiving results from banking transactions directly, e.g., 

plastic cards at ATM's and for purchases of goods in stores at point of sale devices, 
on-line via the Internet and on the phone for individuals and corporations, and 
in-branch online servicing by bank officers and cash tellers. 
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5.1.1 Model Customer/Product Data Structure 

Cash Loans 

BklBr Code 

Acc!. No. 
ffective Date 

LOAN-HISTORY 

13 September, 2000 

CUSTOMER/OWNER 

Customer Id. 
Group (Owner) Id. 

ACCOUNT-DESCRIPTION 

BklBrCode 
Acc!. No. 

Cr. Ref. No. 

m BklBrCode 
Acct No. 

m 

m 

\ 
QUALITY-DESCRIPTION 

BklBr Code 

Cr. Ref. No. 

/ 

CREDIT-FACILITIES 

Commitments 
Standby-LC 
Line Availability 

Hedging Contracts 

m 

CUSTOMER-DESCRIPTION 

m 

Customer Identification 

m 

CUSTOMER-ALIAS 

BklBr Code 
Customer Id. 

Customer Name 
Primary Customer Id. 

BORROWER-COLLATERAL 
_--_CUSTOMER/BANK 

LINKAGE BklBr Code 
Borrower Id. BanklBranch Code 

Credit Reference/Account No. 

m 

Borrower Customer Id. 
Collateral/Guarantor Code 

Collateral Id. 

BklBr Code 
Cr. Ref.lAcct. No. 

Collateral/Guarantor Code 
Collateralld. 

ACCOUNT-GUARANTEE 
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ollateral/Guarantor Code 
Collateral Id. 

ACCOUNT -COLLATERAL 

BklBr Code 
Cr. Ref.! Acc!. No. 

Collateral/Guarantor Code 
Collateral Id. 

BklBr Code 
Borrower Id. 

Collateral/Guarantor Code 
Collateralld. 

BORROWER-GUARANTEE 
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5.1.2 Technical Specifications 

The following specifications cover many, although not all, issues concerning contemporary international standard banking 
systems solutions. More than just the basic banking functionality within the "core" applications there are many issues 
concerned with the structure of the data processing and data storage (e.g., centralized vs. branch "book"), the consistence 
of data manipulation (e.g., interest calculations), and business continuity (e.g., contingent back-ups, fail-over capability, 
etc.). 

These specifications are presented more as a "checklist" for Bank's End-users and IT management to compare to any in­
house development that may be pursued or banking software vendor packages that may be evaluated and considered in 
the future. 

5.1.2.1 IT Architecture Requirements 

These Technical Specifications describe the requirements for various banking computer systems and related interfaces, 
which are, in one form or another, installed and used in modem international commercial banks to support and process all 
banking transactions and payments instructions. These banking system solutions are generally referred to as a 
Commercial Banking System and are comprised of the following basic components; 
a. "core banking" transaction systems (Customer, Deposits, Loans, General Ledger/Financial Control), 
b. banking Customer delivery systems for Branch Automation, 
c. inter-bank electronic item processing interfaces (national and international payment systems, credit/debit cards, etc.) 

and 
d. information facilitating systems (data warehouse). 

5.1.2.1.1 Design Standards 

The solution platform and architecture should to be compliant with contemporary international standards. Basic concepts 
such as: 
a. system inter-operability and solution integration - . the systems solutions (customer, loans, deposits, general ledger, 

branch and other delivery, and data warehouse), process and operate together in a compatible manner with, at least, 
a logical "seamless" appearance for all accounting, end-users and, most importantly, for Customers. The combined 
total proposed Commercial Banking System solution should be designed for "end-to-end" handling of all modern 
internationally processed banking transactions and information delivery. 
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b. open systems architecture 
c. client server architecture 
d. component and device independence, including modularity and flexibility of software components for ease of future 

development and release control 
e. "scalability", i.e., upwardly compatible components regarding capacity and volumes, 
f. data and account integrity and security 
g. system availability should be 99.9+ percent of the time with nO noticeable delay to an End-user or Customer due to 

any automatic fail-over. 
h. processing redundancy to support a "24 by 7" operation in the central processing center, including, but not limited to: 

automatic fail-over with no noticeable delay to the end-user giving audible warning and auto-dial support call 
ii automatic fail-back with manual initiation with no noticeable delay to the end-user 
iii automatic synchronization of primary and secondary data bases 
iv fault-tolerant servers 
v parallel and redundant processors 
vi adherence to "hot-plug" standards 

i. data management based on a widely installed ancHndustry accepted relational data base management system 
(RDBMS) engine. All solution systems should follow contemporary data entity relational techniques and 
methodologies. All solution systems should demonstrate a collective integration of effective data normalization, data 
sharing and minimal data redundancy 

j. other file and message protocols consistent with Electronic Data Interchange (EDI) and network standards 
k. an end-user interface layer designed: 

to facilitate accuracy and completeness at time of data capture 
ii with both GUI (graphical user interface) and character presentations options 
iii to offer display navigation assistance to end-users, especially account officers and tellers during Customer-Bank 

points of contact 
iv to provide end-user response between 1-5 seconds at branch teller, branch platform, automatic teller machines 

and departmental workstations 
I. single point of entry for commonly used data, e.g., customer name entered only once, loans and deposits use the 

same data, and 
m. compatibility and facilitation for internationally accepted standards, e.g., but not limited to: 

International Organization for Standardization (ISO) 
ii International Federation for Information and Documentation (FlO) 
iii World Intellectual Property Organization (WIPO) 
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Centralized Processing 

The basic IT environment and information processing should be designed using the commonly used Banking concepts of 
daily central processing of the entire Bank's accounting record at one time, commonly know as the "End-of-Day" (EOD) 
process. 
a. The "Books of the Bank" should be officially and legally located at the Head Office processing center. 
b. The databases for every Customer, account and transaction should be stored and updated at the processing center. 

The Customer transactions will be initiated at the branches and sent to the central systems for updating. 
The entire Bank should be on-line for domestic branch operation throughout an extended business day, e.g., 
8.00am to 18.00pm. 

ii The connectivity should be real-time and interactive throughout the business day. 
iii The Branch Automation local system should be able to temporarily process local Customers and accounts if the 

communication service is interrupted. The local Branch Automation system and the central system should be 
capable of automatically updating and synchronizing the databases when the communication service is restored. 

c. The End-of-Day processing will wait for all domestic Branches to "close" and pass their transactions to the Information 
Processing Center. The EOD processing is expected to start at approximately 20.00pm and be completed within 2 -
4 hours, i.e., before 24.00 (midnight) of each day. 

d. The updated or changed records and accounts of the Customers will be sent back to the Branches for local 
replacement, or "refresh" for the start of the next day. No official posting will be executed in the Branches. 

e. The processing center systems will send report database tables or files to the Branch system for local printing on 
hardcopy or other display form. The central processing center will NOT print or create daily or regularly scheduled 
"hardcopy" reports and ship or mail them out to the Branches or other offices. 
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5.1.2.1.3 IT Architecture Benefits 

The centralized design of the information process, serviced by multiple delivery systems is acknowledged via long-term 
international experience as providing the following benefits. 

a. All summary and detail financial information from every Branch (consolidated, including branch satellite units) known 
on-line the next moming 

b. Consolidated Bank financial position available the next moming 
c. Customer view for all accounts (savings, current, time, loans, individual, joint, etc.) available to all authorized 

workstations 
d. Risk Management and exposure reporting available 

e. Customer profit and loss statements available 
f. Customer statements (consolidated) available for Customer to verify status of all accounts 
g. Customer trust Significantly improved 
h. "anywhere, anytime, anyway" banking economically possible 
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5.1.3 Business Solution Requirements 

The technical specifications described below are the business functional requirements for international standard 
Commercial Banking System solution. 

5.1.3.1 Overall Requirements - All Solutions 

The following are requirements that apply to all solutions, systems, sub-systems, modules, computer software, hardware 
and network components that are mentioned or may be implied within these Technical Specifications for a Commercial 
Banking System. 

I # I Required FeatUres/Functions/Data Groups I 
I I Multi-currency I 
i I Every solution must be able to handle unlimited currencies for recording account balances and for transaction amounts. The i 

1,.1,,

1 ..... 1 !number of different currencies must be parameter driven. The method for maintaining the exchange rates must be efficient and 1,1' 

I occur in one commonly shared component for all the solutions. 
i 
irvtuiti:ranguage------------------------------------------------------------------1 

iii 2 !Every solution must have at least three (3) language options for workstation screen displays, help screens, hard-copy output, and I 
Idocumentation. The language options must be parameter driven. One language must be Ukrainian. I 

····Tiiltegrated Calendar ------------------. ----------------------------------1 

IThe Bank requires that the systems solutions (customer, loans, deposits, general ledger, treasury, branch and other delivery, and! 
!data warehouse), process and operate from the same bank company calendar. The calendar module must be able to define I 
Ibanking business days, non-banking days, processing days, holidays, emergency closure days, etc., for consistent calculations I' 

3 I and solutions daily cycles. The calendar must be retained historically and be able to be created and updated at least one year in 
,advance with effective dates for usage. Different calendars must be available for different bank companies that may exist in I 
I different countries and time zones. I 
iThe calendar processing across all applications is required to highlight and indicate to the officer when entering a loan or time i 
!dependent instrument when major due dates (e.g., maturity date) will be non-business days. I , , 

.. _"" _ ..... L," ______ ." ______ ... ______________ ._ ...... __ . ___ . __________ . __ .," ___ . __ . ___ . ____ ._ ... ___ ._ ... j 
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Re uired Features/Functions/Data Grou s 
i Integrated Interest Rates II 

iThe Bank requires that the systems solutions (customer, loans, deposits, general ledger, treasury, branch and other delivery, and 
i data warehouse), process and operate from the same bank interest rate table. The interest rate module must be a common sub- i 
i system that is accessed as needed by all systems for consistent interest calculations. The interest rate table must be easily i 
i updated from external market data services, component medium (e.g., diskette) or authorized user entry. The rate table must be i 
1 retained historically and be able to be created and updated in advance with effective dates for usage. 
IThe interest calculation formula is parametric in design to allow the following day basis standards: 
i' Actual days / 360 day year 
I· Actual days / 365 day year 
[. Actual days / 366 day year 
I' 30 day month / 360 day year 
I' 30 day month / 365 day year 
'. 30 day month / 366 day year 

4 I Rate fields are consistently defined by parameters, e.g., 3 significant whole numbers and 6 significant decimal positions 

I
, l(inclUding all interim work data fields) to guarantee accurate rounding to 4 decimal positions. Rounding options must include 

I rounding to the units position for currencies with no decimal positions. 

'
I. I Interest calculations for accruing, capitalizing and paying must be available for at least the following frequencies: 

1· Daily .' 
I· Monthly 
i· Quarterly 
I. Semi-annually I 
, Annually I 
i See further details regarding interest specifications under the accounting applications. The integrated interest component must I' 

linc/ude all features and functions itemized in each of the accounting applications and the features and functions must be 
,consistently applied in al/ applications. 
i 

r-I;~~~\~~o~n~y~~~~ ~a~:~ p~~~7::~~~~~ective dating and value dating (back-value :~~~uture-~~~::;';:r'~::~i~9:;':;I"--'-"'I,1 
I 5 Itransactions, e.g., account opening, deposits, withdrawals, disbursements, payments, account closing, fees, interest, 
I ! adjustments, ledger/sub-ledger accounting entries, etc. 
! I 
f·---·L--.--c---C7:-----:-=C---::---. 

I 
'Accounting and Management Reporting 

, All solution systems must present their respective standard set of daily, monthly and periodic accounting reports and displays. 
The Bank's users will evaluate the control reporting by each accounting solution and as a whole for the core banking solutions, 

6 i.e., customer, loans, deposits, general ledger and treasury. 
The branch reporting should be included in the core solutions plus local reporting. 
The data warehouse reporting should be presented as a model demonstrating the full range of proposed reporting capabilities, 

L_ .. _._L___ ._________________ __. __ ...... _ .......... _ .............................. __ ..................... _ .............. _ ............... _ .. J 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# 1 Required FeafUres/Functions/Data Groups 
! Shared Processing Option 
IThe total solution integration should include the option to direct common time consuming logistical activities to regional 
i processing offices or to a central processing office. For example, 
j, Certain hard copy print and mail services 
i Statements 
i Notices 

I 7 i Advices 
I i Billing, etc. 

I Consumer loan application scoring and processing 
i Project appraisal, etc. 
I 

'",.,,""!! " Standardized Bank procedures 

I . t····· ···iArilhmetiCin-termeCITatedatafieiCiS------.. ·-·.· . . . ---........ -.. --........... -............................ -.......... ----.. ---.... -----· .. ---.. ------·-.... --.. -1 

!
i IAII calculations must use work fields with sufficient significant digits on both sides of the decimal to ensure accurate results I 

8 laccording to the accounting standards for the Bank, the National Bank, country accounting standards and international 
I accounting standards. I 

........... ; ......... -.. -------------.. . . ._-_._---------_. ---_ .... _ ..... _--_ ....... --... _ .... _ ............ _ .. _._._--------_ .. _-----_ .. _-..... _ .... _ ... _---_.-
! Monetary data field size I' 

9 !Monetary data elements in all solutions must be proven large enough for currencies requiring large numerical values, e.g., 18 , 
I numeric digits for significant whole numbers with 2 significant decimal digits. ! , ' : i 

: .. ···· .. ··· .. 1' .... _·---- . ..----- - ----.-.. --............ - ... --.... ---...... - .......... - ...... - .... --.. -- ... ------...... - .. - .... --.-........ - .... --.... --i . Record identifier major key data field 
I II All record identifiers (for example, but not limited to, customer identifier, account numbers, certificate identifiers, ledger and sub-

I I
ledger line items, MIS data record identifier, pas card identifier, etc.) in all required application solutions and interfaces must 

10 accommodate existing and future record identifier characteristics, for example, but not limited to, minimum/maximum size, 
I I minimum/maximum value range, format, valid character set, etc. The vendor must respond with each identifiers characteristics 
I land limitations, if any, for all solutions required in this Technical SpeCification. 
, I 
~ ..... ,",. ..) .. _____ ._________ ......... ___ .•. ____ '·"'"'-"'--'.'-'--'''"''--'"_'·'0"_''·' •. __ ... __ .•.. _-•. _. __ ' __ ' __ . ___ . __ .•..•. ______ .. _ .•. __ .....•. _. ___ .•. _ .. ___ ! 

[ [Internal System Activity Audit i 
i i For all applications, all activity, either financial transactions or updates to descriptive data must include a internal control group of 1 

! [data, e.g., but not limited to, . Ii 

! 11 II' Source of activity (system or operator) 
[ ,Date of last financial activity I 

! i, Date last non--financial activity 

I···--.. ·L- --. ---------....................... -----..... -.--...... -.... --.. ----.. --.-.. ---.. -.---.. -. 
I 

I Universal Adjustments and Data Changes 
12 I For all applications in the overall system, all financial data fields must allow adjustments and all indicative (descriptive) data fields 

! I must allow updates. This universal data field access must be tightly controlled via security profiles. j 
L ... , ... _.l. __ . __ . ____ . ___ ._ _ _________ .•. ___ ._ _ __ ,_,_,", __ ,_"_, __ "., __ , __ ,.",, __ ... , .•.•. _ .... ___ ._ .•. _. ____ ..•. __ .,_._. __ " .• ,",,_._. ____ .•. _ .. ___ ., __ .. ____ .• 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 Required Features/Functions/Data Groups 
I User Access Security Profiles 
IThe complete integrated Commercial Banking System and each of the individual accounting applications must be secured by 
'I user access profiles. The profiles should limit access by. but not limited to: 

I ,User sign-on and password 
i 13 I' Userfunction(s) 
! i, Workstation 

I 
I 

II; i, Major data group(s) i, Day and time 
t..... . .. 1 ......... _ ... _._ ....... _._ ........ __ .. _____ . ____ ._._ .......................... _ .... _ ............ _ .. _ .... _. __ . .. __ . ____ ... __ .... ,_ .... ___ ... __ .... ___ .............. ___ ....................... _ ............... __ J 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.2 Customer Information 

5.1.3.2.1 General Requirements 

The Customer solution is the pivotal system for linking and joining anyone Customer, or group of related Customers, and 
their respective products and services provided by the Bank, into a consolidated view. Some of the benefits are, 
• improved service for the Customer, 
• bank marketing, 
• reduced data redundancy, and 
• bank risk management. 
The Customer system is not an accounting system; it is a Customer descriptive and products and services linkage 
system. 

negra e an Ina o u Ions Itt dB k' S I f 

CUSTOMER INDICATIVE DATA 
(name, address, Customer ID Code, primary account officer) 

LENDING TREASURY DEPOSITS LC CAPITAL 
MODULE MODULs MODULE MODULE MARKETS 

Processes Processes Processes all MODULE 
Processes all all deposit LC Processes 

all loan FXand MM transactions transactions all securities 
transactions transactions trading 

transactions 

GENERAL LEDGER 
(processes all accounting postings across general ledger accounts) 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.2.2 Features/Functions/Data Groups 

The target Customer Information solution requires, but is not limited to, the following chart of features, functions and major 
data groups. 

# Re uired, Felltures/FunctionslOata Grou s 
Customer Identification 
,The Customer ID must be unique across entire bank and across bank holding company and independent of all other numbers, 1 

1 i ID's and identification purposes. Idenlification number must have the capacity to never be re-assigned within the legal document I 
i retention period of Ukraine ! 
i Customer Definition 
iThe system must provide this function with at least the following information and supporting processes. 
IAccommodation for any Customer-Bank product or service relationship, e.g., 
ia) Borrower, 
i b) Depositor, 
Ie) Guarantor, 

2 i d) Collateral owner, 
ie) Participating lender, 
if) Correspondent bank, 
i g) Trade finance partner, 
ih) any user of bank service 

.. .1 ______ .. __ .. _ 
! Customer Linkage 
IThe system must provide this function with at least the following information and supporting processes. 

3 i Inter-Customer linkage for grouping related customers, e.g., 
la) corporate subsidiaries, 
jb) family households, etc. 
i 

I 4W~:t~~~;~~t~Si provide this function with at least the following information and supporting pr~~:·:::~-.----------------------------------'-I 
I I Historical recording of previous Customer indicative and account linkage data I 

tl--:--'l~~!t~~~;~~~st provide this function with at least the following information and Supportin~-p~:-:sses-.-----------------------------------1 
L .. __ JData elements for all legal entities, e.g., individuals, partnerships, corporations, institutions and public ~_~~_:~i~~ ________ . _____ . __ J 
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# I Required Features/Functions/Data Groups 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 Required Features/f?Onctions/Data Groups 
I Customer/Bank Contact 
iThe system must provide this function with at least the following information and supporting processes. 
la) Relationship Manager 

9 ib) Customer Branch/Business Unit 
Ie) Originating Date 
1 

!--- !Customer NationallD 

I
I""",' IThe system must provide this function with at least the following information and supporting processes. 

la) Legal Entity code (e.g., individual, partnership, corporations, public agency, institution, association, etc.) 
\b) Government ID 
ic) Residency ID 
!d) Passport Number/Country 

I Ie) Tax ID 
1 10 if) Driver's License I Ig) Corporate License number 

ih) Corporate License date 
Ii) Geographic code 
ii) Standard Industry Code (SIC) 
I k) Economic Sector 
! I) Government Ministry Code 

L. __ .. _,..LI ___________ _ 

! 
..... _--_._. __ ... __ .... _.01 

i 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# Re uired Features/Functions/Data Grou s 
I Customer Personal 
IThe system must provide this function with at least the following information and supporting processes. 
!a) Household status (e.g., head of household) 
ib) Date of birth 
i c) Citizenship 
Id) Educational level 
Ie) Gender 
if) Ethnic group 
Ig) Marital Status 
i h) Spouse name 

11 ! I) Number of children 
ij) Employer name 
I k) Job Title/Responsibility 
iI) Office Address 
im) Employment date 
in) Salary/lncome 
10) Net worth 
Ip) Residency ownership 
I (ownllease home/apartment) 
Iq) Residency date 
Ir) National Credit Information ID 

I I 
\--"----.1-::--:---;;:----:----------------------
i i Customer Como rate 
i IThe system must provide this function with at least the following information and supporting processes. 
i la) Income Statement data 
I ib) Balance Sheet data 
I i c) Quarterly & Annual report data 
lid) Assets/Liabilities/Capitalization/Equity 
I 12 Ie) Financial ratios 
! If) Principle and Signature names 
I I g) Number of employees 
I h) National credit agency rating/date 

I j) Moody's credit rating/date 
I JI) Standard & Poor credit rating/date 

1 ___ . f()rporate financial data will be more extensive in data warehouse 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

I # I Required Fealures/Functions/Data Groups I 
I I Customer Group Linkage 
I iThe system must provide this function with at least the following information and supporting processes. 
I la) Family members (spouse, sons, daughters, parents, others living in same house) 
! 13 Ib) Holding company to subsidiary 
I I c) Individual/individual 
i ld) Partnerships 
I Ie) Government agencies 

L.. ' 
i Customer Products/Services Linkage 

ia) Customer 10 ,,
! I The system must provide this function with at least the following information and supporting processes. 

i Ib) Bank code I 
I 14 II, Cd» Product/Service Branch/Business Unit ,1",1 

' Product/Service number 

I, i~u:;/~d~~~~~~~~~~:defor all products/services (current, savings, loans, consolidated statements, certificates, debitlATM card, I 
!credit card, InternetlPC, securities, trust, etc.) ____ n. ____ • _ • _ _ __ • .1 

! i Previous Customer Profiles ,,' i 
! 15 iThe system must provide this function with at least the following information and supporting processes. II 

i la) Number of retained historical Customer profiles must be parameter driven and determined by the Bank 

' ...... · .... j-'Rules based processing --------.- -- __ n_ -- n_ -- ------. --------

iThe system must provide this function with at least the following information and supporting processes. 
ia) Data entry quality validation, verification, standard data content and abbreviations (Mr., Ms., Dr., MBA, St., No., etc.) 
ib) Suggested household linkages 
i c) Suggested business relationship linkages 
!d) Multi-language statements 

16 Ie) Data Quality post entry screening 
I i Data redundant elimination 
I I Missing data exceptions 
! I Non-standard phrases 

,f) Customer profiling 
19) Predictive modeling 
I These and other rules based processing may also be done within the data warehouse solution 

.... _ .. ___ .J. __ . ____ .. .. ___ . _____ ... _____ "" __ . ______ " ____ .. , _________ . 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 Required Features/Functiohs/Data Groups 
i Customer Standard Reporting 
IThe system must provide this function with at least the following information and supporting processes. 
iA full list of all operational and exception reporting included in the proposed solution must be submitted with the following report 
i descriptions, 
I· Report title 

17 i. Brief report purpose and focus description 
Ii· Frequency 
; i· Major sort sequence 

i· Major sub-totals and grand totals 
.l~_ ... _~.e~.§_._ ............ _._ .. _ ........ __ ._ ..... _ ..... __ ._ .... _ ... _._. ______ ._ .. ___ . ______________ .. _______ . ____ ... _._ ... _. __ ......... _ .............................. _ ..... __ .......... _ .. . 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.3 Deposit Accounting 

5.1.3.3.1 General Requirements 

The deposit accounting solution must account for deposits for corporate wholesale, middle market companies, high net 
worth individuals and retail Customers. 
Deposit accounts are an important source of funds for banks. Deposits represent the core element in maintaining liquidity 
to meet funding requirements for lending, investing, trading, and customer demands for withdrawals. These accounts are 
an integral part of the Bank's funds management strategy. 
The deposit system solution, should allow for the taking and accounting for cash and negotiable fund instrument deposit 
transactions under both International Accounting Standards and the requirements of the National Bank of Ukraine. The 
Customer statements and other notices of the Deposit Accounting system should convey to the Customer a sense of 
complete security and concern for the safety and integrity of the funds of the Customer. 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.3.2 Features/Functions/Data Groups 

The target Deposit Accounting solution requires, but is not limited to, the following chart of features, functions and major 
data groups. 

# I Required Features/Furictions/Data Groups 
iThe deposit accounting solution must process all commonly known bank liability accounts, e.g., but not limited to: 
ia) Current, interest bearing 
ib) Current, non-interest bearing 
ie) Savings demand 
id) Savings term (time deposits) 
Ie) Savings certificates 
if) Checking 
i g) Money market 
lh) Nostro andvostro 
Ii) Official bank 
Ii) Offshore/overnight 
i k) Interest and non-interest bearing 
it) Overdraft and non-overdraft 
i m) Passbook 

l i t.O"_. __ ..J __ 
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# 
IAccount Control 

Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

Re uiredFeatUres/Functioos/Data Grou s 

iThe system must provide this function with at least the following information and supporting processes. 
I a) Stop Payments instructions 
!b) Block transactions instructions; partial and total i c) Hold amounts; partial and total 
! d) Activity status 
i Active 

Inactive 
Closed 

• Dormant 
2 !,'f)e) Escheat criteria and process 

Collateral indicators 
19) Balance limits 
! Minimum positive 
I • Maximum overdraft 
Ih) Activity limits 
I Withdrawals, # of, and amounts (e.g., ATM) 

II Transfer limits, # of, and target accounts 

1",,

1 Domestic vs. international payments 
Total # transactions 

.. J. ________ " _____ _ 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# Re uired Features/Functions/Data Grou s 
j Deposit Account 
! The system must provide this function with at least the following infonnation and supporting processes. 
ta) Bank 
Ib) Branch/Business Unit , 
Ie) Account Number 
i d) Description 
Ie) Purpose 
if) Deposit type/categorization 
! g) Relationship officer 
I h) Geographic 
Ii) Standard Industry Code (SIC) 
ti) Open date 
I k) Effective date 
b) Status (active, block, etc.) 
1m) Standing instructions (automatic transfers, etc.) 

3 I n) Statement type 
10) Currency 
ip) Ledger balance(settled and unsettled funds) 
lq) Available balance 
i r) Uncollected balance 
Is) Multiple availability, minimum 6 cycles (float) 
it) Overdraft limit 
iu) Overdraft approval & date 
Iv) First deposit date 
!w) Actualiriterest rate 
! x) Base rate identifier 
!y) Rate variable or fixed 
I z) Rate spread from base rate 
iaa) Interest calculation method/basis 
!bb) Interest accrued/paid/capitalized 
i .'" __ ._ .. J. .... "_ ..... __ ... _______ . _________________________ ....... "._.' ____ ... __ .. . 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 Required··Featilfes/functlom./Data.Groups 
I Standing instructions 
1 For pre-defined automatic funds transfers or payments. 
IThe system must provide this function with at least the following information and supporting processes. 
!a) Bank 
!b) Branch/Business Unit 
je) Source account number 
ld) Target bank/account number (requires table of beneficiary banks & addresses) 
I e) Description 
II) Purpose 

4 19) Priority 
i h) Sequence 
i;) Currency code 
Ii) Start date 
ik) End date 
il) Frequency 
1m) Amount 
I 
in) Balance threshold 

l... . '0.., ..... 1...."" ..... __ . __ . ___ . :-:c;-..--
i Statements 
I The system must provide this function with at least the following information and supporting processes. 
ja) Account linkage 
Ib) Customer and address linkage 
! e) Single account / consolidated accounts 
I d) Current period statement 
I e) Previous cycles statements (number cycles user defined) 
II) Opening balances 
19) Closing balances 

5 I h) Statistics (interest rate, date open, interest accrued) 
ITransaction Activity: 
!a) Date 
ib) Description 
i e) Currency 
id) Amount 
i e) Value date 
i I) Process date i 19) Delivery source (ATM/branch/lnternetletc.) 

l ..... __ ..... .J. __ .•. __ . _____ . ___________ .. __ • _______________ _ 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# Re uiredFe;1tures/Func:tions/Data Grous 
i Interest 
I The system must provide this function with at least the following information and supporting processes. 
,Tiered balance pricing, number tiers and criteria defined by the user 
iAccrual: 
ia) Daily, 
ib) Weekly, 
i e) Monthly, 
\d) Quarterly, 
je) Semi-annually 
if) Annually 
i Compounding: 
la) Daily, 
ib) Weekly, 
Ie) Monthly, 
! d) Quarterly, 
Ie) Semi-annually, 
if) Annually 

9 ! Capitalization: 
ia) Daily, 
Ib) Weekly, 
i e) Monthly, 
I d) Quarterly, i e) Semi-annually, 
if) Annually 
! g) Same account 
I h) Different account 
I Rates: 
ia) Fixed 
ib) Variable 
1 e) Base, internal/market 
Id) Spread (+/-) 
iBasis: 

1

1;:)365/366 
b) 366/360 

I I e) 360/360 
.. .J~ee Overall Reguirements. 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# Re uired Features/Functions/Data Grou s 
!Overdraft 
IThe system must provide this function with at least the following information and supporting processes. 
! a) Thresholds and limits, 

, ib) # of occurrences, 
! 10 Ie) revert negative liability amount to assetledger, 
i !d) allow for pre-approved, 
! i e) approval each occurrence 
I if) fees and interest options 
i I !... i Slalemi;;;is----------·--------------·- -------------.------------- ... -.---.----.---.-.-

I The system must provide this function with at least the following information and supporting processes. 
!. Available for any account, 
!periodic cycles: 
ja) Monthly on cycle date, 

, !b) Monthly EOM, 
! 11 i e) Quarterly, 
i id) Semi-annually, 
I Ie) Annually, 

.",.,.".,.,:

1 If) On request, 
i g) Date to/from range 
I h) Multi-language option 

I--I~~~~~it:~'~~~~ ~~~~~:~~;!~:~:~:~:ith-at least the following information and supporting p;~:::::-~:---------
i la) Payments, incoming/outgoing, 
! 12 I b) Overdraft, 
1 Ie) Inactivity, escheat 
, !d) Audit confirmations 

Ie) Special free-form correspondence I 
.. _ .. --_ .... ,-------------------------_._-------._--------- ----------------------------,-----.-------.. _----_ .. _-------------
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

1 # I Required'Feature$IFunctibn$/Da:ta ,Groups 
I Fees, unlimited, user defined, e.g., but not limited to, 
iThe system must provide this function with at least the following information and supporting processes. 
ia) Periodic service (monthly) 
ib) Transactions: 
I c) Deposits 
i d) Withdrawals, 
Ie) Transfers, 
if) Payments 

13 i9) ATM usage 
I h) Overdraft 
b) Returned draft 
Ij) Insufficient funds, etc. 
I k) Balances: 

......... 11, . ~~~~~~:d ......, Minimum low balance 

I~~e~~!t:~~~!~ngr;~~:d~i~ ~no~~~~ith at least the following information and supp~rti~~~;~~~:::"~.·"··:m·"·"··"j"II'1 
iA full list of all operational and exception reporting included in the proposed solution must be submitted with the following report . 
I descriptions, 

! 14 i· Report title 
I I· Brief report purpose and focus description 
I !. Frequency 

I· Major sort sequence 
I. Major sub-totals and grand totals 

i. ..•....... i· Media 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.4 Loan Accounting 

5.1.3.4.1 General Requirements 

All loans in modern international banks, commercial for companies and institutions, or retail for individuals, are each 
becoming more unique as banks attempt to differentiate their products. 
Most processing elements are common to all loans. By permitting flexible processing options within the defined elements, 
each loan can be customized to unique legal requirements and terms and conditions, but with a standard processing flow. 
Newer loan systems using open system architecture isolate common elements of loans and establish loan parameters 
within the elements so that the process becomes more standard. 
Due to the flexibility in lending products demanded by the market and bank business development officers, all loan 
accounting can be and, in some cases is, processed on one system. One full function loan accounting sy.stem solution 
offers better accounting integration and processing efficiencies. 
The loan accounting system should have both commercial and consumer loan components to enable the lender to 
develop a unified database. 

.' The commercial loan component of the loan system sfiould contain extensive documentation capabilities of the terms and 
conditions of the loan. The documentation capability must include, 
• check off procedures for required documentation; 
• data base links or separate modules for project appraisal documents and processes, 
• data base links to additional engineering documents, or 
• data base links to other legal documents. 
This provides online documentation tracking for construction loans and other infrastructure project loans with extensive 
documentation requirements. 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.4.2 Features/Functions/Data Groups 

The target Loan Accounting solution requires, but is not limited to, the following chart of features, functions and major data 
groups. 

I # I Required FeatlJres/Euil.ctionS/Data Groups I 
l_.':L 1 Capable of processing all wholesale, middle market and retail loans and credit facilities/commitments. . _______ . _____ . ___ . ______ 1 
! iThe loan accounting solution must include all on and off balance sheet credit instruments, e.g., but not limited to, 1 

! I. secured and unsecured lending, I' 

i i. installment, 
! i. revolving credit, I 

! !- demand, ! 

"I: leases, I 
, discounts, 
i· trade finance/letters of credit, I 
i· contingent letter of credit, I 
!. line of credit, ; 

2 I. credit commitment, ! I· bank guarantee 

I
·•• convertible facilities, 

syndicated lending, 
I. participating lending, 
I· real estate, 
I· construction, 
I. project, 
!. mortgages, I 
I· re-structured credits, etc. 

\L_ -·------·-------·-···-·--·1 
! IThe system must provide this function with links to project appraisal, assessment and progress documentation records for I 
I 3 ! phased disbursement. I' 

I I l... ........ _ •. 1... . ____ . _____ ... _. ___ ._. ___ . __ ....... __ ... _ .... ____ .... _. _____ ....... ___ . __ .. _._ ... ___ ._. ___ .•. _ .. J 
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Bank Customer Deposit and Plastic Card Payments Systems 
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# RequiredFeat.u~es/Functions/DataGroups 
Loan account 
The system must provide this function with at least the following information and supporting processes. 
a) Bank 
b) Branch/Business Unit 
c) Account Number 
d) Description 
e) Purpose 
f) Loan type/categorization 
g) Loan status (e.g., current, sub-standard, etc.) 
h) Relationship officer 
i) Geographic code 
j) Standard Industry code (SIC) 
k) Loan risk rating 
I) Currency code 
m) Secured 

(linkage to collateral/guarantor) 
n) Originating date 
0) Effective date 
p) Original Commitment 

4 q) Outstanding loan balance 
r) Outstandingirilerest due 
s) Outstand ing fees 
t) Disbursement schedule 

(dates and amounts) 
u) Billing schedule 
v) First payment due date 
w) Payment type 

(interest/principle/both) 
x) Payment schedule/amortization 
y) Payment due date 
z) Payment frequent 
aa) Maturity date 
bb) Actual interest rate 
cc) Base rate identifier 
dd) Rate variable or fixed 

iee) Rate spread from base rate 
I iff) Interest calculation method 
I I gg) Interest accrued/paid/capitalized 
.. _" _____ ..J _____ . _" __ . ___ . __ . __ 

13 September, 2000 59 International Business & Technical Consultants, Inc. 



Bank Customer Deposit and Plastic Card Payments Systems 
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# Re uired. FeaturesfFurictiohsfOata Grou s 
!Credit facility (off balance sheet contingent liabilities) 
iThe system must provide this function with at least the following information and supporting processes. 
ta) Bank 
I b) Branch/Business Unit 
Ie) Facility Number 
i (linkage to loans/draw downs) 
ld) Description 
Ie) Purpose 
If) Facility type/categorization 
i g) Geographic code 

5 ih) Standard Industry Code (SIC) 
i i) Credit rating 
Ii) Currency code 
ik) Originating date 
i I) Effective date 
I m) Expiry data 

, in) Commitment fee 

I p) Used amount I
I 10) Original Commitment amount 

I I q) Available amount I 
1····1...... ..,..-,--- .. __ . . ..... "-. ..... " .......... " ................ ,,.................................... . ...................... . 
i i Loan account history 

! 6[§:::5~~::~~~~~~~:~~.!OO.", '::m"= ___ J 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# I RequiredFea~ures/Furj(:~ionsfData Groups 
i Collateral/guarantee 
i The system must provide this function with at least the following information and supporting processes. 
!a) Owner of Collateral/Guarantee 
!b) Customer linkage 
Ie) Loan linkage 
i d) Description 
Ie) Purpose 
I I) Collateral type/categorization 
19) Location (full address) 
I h) Effective Date 

7 ,i) Expiration Date 
!i) Original booked value 
i k) Amount of undertaking 
II) Percentage undertaking 
I m) Market value 
1 n) Date last marked to market 
10) Type of support 
!p) Continual loan to collateral value ratio ,.' 
I q) Safekeeping location 
Ir) CUSIP number 

......... L .... ____ . __ 
'ISyndicated and Participating credits 
The system must provide this function with at least the following information and supporting processes. 

,a) Lead bank 
ib) Member banks 

8 i e) Original underwriting 
!d) Subscribed amounts and institutions 
Ie) Un-subscribed amount 
il) Consortium/Customer/loan linkage 

i---- -------------.-------------
i Loan documentation 
'IThe system must provide this function with at least the following information and supporting processes. 
a) Required document checklist for this loan 

I 
9 b) Application data 

Ie) Customer financial disclosure data 

I ._---------j 

I 
1__Jd) Licenses/approvals/ce~~ca~~:s 

._- _ .. -------_ .. _ .. _------------.. -------------_ .... -------.. ----.--._ .. --_._---. 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 Required Features/Functions/Data Groups 
i Loan project 
iThe system must provide this function with at least the following information and supporting processes. 
[a) Customer/Loan/project linkage 
ib) Project description 

I 10 [e) Engineering feasibility assessment 

,i id) Financial pro-forma assessment 
Ie) Progress Milestones 

IJ___~_at_e_s,_de~cri~~~~:~:_~~~~r~~:~_~_~~~~~~:~! 
t- J1 nterest rates 
i,;i jThe system must provide this function with at least the following information and supporting processes. 

[a) Effective date 
I b) Interest rate (3 digits/6decimals) 

I 11 Ii e) Rate Description 
i ,d) Rate history 
I Ie) Date entered 
1 if) Last date updated 
i I Maintain historical interest rate changes. See Overall Requirements. 
LL _____________________ . __ .. _____ .. ________ ------ --.--------------... ---...... ---.. ----------...... -.-...... -.----.. --.-. _______ .. ___ .. _____ .. 11 
I iFees 
! iThe system must provide this function with at least the following information and supporting processes. 
ira) Commitment 
! i b) Origination 
! !e) Processing 
[ id) Legal 
I 12 je) Late 
! I f) Prepayment 
i \9) Buy down 
I Ih) Engineering/architectural 
I I i) Insurance premium/fee 
, ii) miscellaneous 

I --------_._ ... _-----._-----------
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I # I Required Features/Functions/Data Groups I 
i 'Loan classifications 
liThe system must provide this function with at least the following information and supporting processes. 
I iParameter driven and defined by the user, e.g., but not limited to: 
I la) Current 
i 13 ,b) Special mention 
I i e) Substandard 
i I d) Doubtful 
i Ie) Loss I I f) Non-accrual 
i .. · .... · .. +·---,----,--o-~c-~--· -.. --..... -----.. --.. ------------- ---..... - .. - .. - ......... -... - ............ -"." ........ " ....... "." ............ - ....... -.. -... --.. --...l I I Collateral classification I 
liThe system must provide this function with at least the following information and supporting processes. I 
I 14 i Parameter driven and defined by the user .,11

1 

! i Unlimited classifications 
\. ........... 1--_. ___________ .... __ . ______ ._. __ ._"_"._ .. __ ........ ----0 ... ---.-.- ____ ._. ______ . ___ ....... ___ .............................. __ " ___ ................................ -.' .. i ! Billing options --············ .. · ....... · .. ·· .. · .. ·······-----1 

I iThe system must provide this function with at least the following information and supporting processes. 
! ja) Coupon book , .. 
i i b) Preauthorized and standing orders 
! ie) Issue payment notice at due date i Id) Bill one or all payment components (principal/interestlfees/escrow) 
, lie) Seasonal billing options (e.g., skip prinCiple payments for 3 months) 
I 15 f) Balloon (once at expiry) 
! g) Periodic Billing 
I i h) Monthly 
! ! i) Semi monthly 
I Ii) Quarterly 
II i k) Sem i-annual 

il) Annual 
I I m) Expiration 
i .............. 1 ..... ______________ _ 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

#1 ReguiredFllatores/Functions/DataGroups 
i Interest rate formulas 
i The system must provide this function with at least the fOllowing information and supporting processes. 

.. ia) 360/360 basis 
i I b) 365/360 basis 
i 16 I e) Actual days 
I id) Itemized available interest formulas (e.g., rule of 78, etc.) 
! !e) Discount 
, if) Simple interest on outstanding balance 
.... l§.ee Overall Requirements.. __ 

Iinterest accrual/capitalization/payment frequency 
iThe system must provide this function with at least the following information and supporting processes. 
ia) Daily 
lb) Monthly cycle 
Ie) Quarterly 

17 id) Semi-annually 
Ie) Annually 
If) Transaction , 
! g) Expiration 

..l~ee Ov,?!all Requiremen.!~: ________ . __ ._ .... _______________ _ 
I i Mortgage escrow analvsis I 
I I (annually) i 
I 18 IDue to the variable nature of this functionality the vendor must offer their existing solution for this function. I 
1 ........... ..1___ -----.. - .... ---... - .. ----.... ------------------.--.. - ...... -...... --.. -.. --.. -.. -.......... · .... ·· .... ····--........ ·· .. --.. ·· .. ···· .. -- .. ··----· .... 1 
i ! Loan payment schedule 
liThe system must provide this function with at least the following information and supporting processes. I 

I 19 !a) Any amount ,II 

lib) Any dates ., 
I Ie) Unlimited number of entries 

1·····IG-racepeiiQd--------.. --.. --.. -...... · .... -.. -.. -.. -.... --·--- --.---.. ---.. ---.---.- .. -... --- ......... ---.... --.--........... ---.... ·-.. -1 

I 'I'The system must provide this function with at least the following information and supporting processes. I 
I 20 Payment due X days after billing ,i ! ! First payment due X days after disbursement 
, .. __ ..... . L ...... __ . ______ ... __ . __________ . ___ . __ .. ___ _ __ . _____ . _ ______ __ __ . _____ . _. __ . _ .. _______ .J 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

Required Features/FunctionsfOata Groups 
I Payment application sequence rules 
iThe system must provide this function with at least the following information and supporting processes, 
i Parameter driven function to define the sequence for applying a loan payment to outstanding amounts, 
I a) Principle 

, 21 

I 

Ib) Interest 
Ie) Past due interest 
id) Past due principle 
Ie) Fees 
If) Excess payment amount (principle, interest, fees, escrow, etc.) I 
1,-Pavment/lnterest/Fee Overrides -----------------------------------"'------ --------1 

- 1 lThe system must provide this function with at least the following information and supporting processes. 
i I Security access overrides should allow, but not limited to: 
i 22 I a) Waive interest 
! Ib) Waive fees 
I I' e) Suspend principle/interest payments for x periods 
I ,d) Extension of loan 

L- };-I -:-::7'7-;-:-;----;--:;--;----
I 1 Multiple disbursement methods 
i liThe system must provide this function with at least the following information and supporting processes, 
I ,a) Time dependent 
i 23 ib) Milestone dependent 
i I e) Line of credit 
I i d) Step down 
i I , ............... ,-" .. __ ."--------------

i 
________________________ ,, ___________ ,, __ ,, _______ ,,_"" ___ ,, ______________ "...1 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

# Re uired Features/Functions/Data Grou s 
I Loan documentation 
IThe system must provide this function with at least the following information and supporting processes. 
iMonitoring and exception process and reporting, e.g., 
iProject/Real Estate/Construction Documentation 
i a) Application 
ib) Financial disclosure borrower/guarantor 
I c) Corporate documents 
id) Corporate financial statement 
Ie) Corporate resolution 
if) Current tax return 

I 19) Credit agency information 
I 24 i h) Executed guaranty 

Ii) Indemnity agreement 
Ii) Loan agreement 
I k) Insurance correspondence 
iI) Appraisal of property/project 
! m) Engineering feasibility assessment 
in) Legal documents 
io) Closing statement 
iP) Attorney's letter 
iq) Title company 
I,) Annual performance review by appraisers 

1....,,,.,, ....... 1 __ " ___ ._ --____ ... ___ ._ _ ______ ... __ ... ___ .. _ ... _"""""_._ ... ____ ............. _ .... _. ___ ..... _ ... _.__ ._._. _____ ._ .. __ . ___ .. _ .. ___ ... _ ... __ . ___ .1 
I I Project/construction progress documentation I 
I 25 IThe system must provide this function with at least the following information and supporting processes. ".Ii 
I I Provide for comments or linkage to sub-system to document funds disbursement. 
i I I TCreclitfacility accounting---'-"--' ... ------"-... -............... -"-.,,.--... - .. ---.-.--.. ,,-..... ,,.,,-....... "." .. -...... " .......... ,,-- "-"-'--'--"1 
I IThe system must provide this function with at least the following information and supporting processes. I 
i la) Original commitment ,II' 

I 26 Ib) Draw downs (loans) 
I I c) Used amount 
I I d) Available amount 
...... L._ ....... _. _____ . __ ._.,, ______ ._ .. ______ .. ____ ... " ..... _ .. ___ .. "_ ....... _" .. " ..... "_ .. " ... _ ... "" ........ ,,.,, ...... _ ........... _" ............. _....1 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

I # . Required Features/Functions/Data Groups 
I I Collateral mark to market 
! liThe system must provide this function with at least the following information and supporting processes. 
I a) Re-value in a blanket valuation of defined securities 
I 27 'ib) Re-value individual securities 
I Ie) Calculate loan to collateral value ratio 
lid) Collateral currency 
i ,e) Loan currency 

."" ....... 1...",,_". __ .. _ .. __ .,."_ ....... _________ . __ ._._ .... ___ .. _._" ...... _ .... " ................................ _ ..... _ .. ____ . _______ . ___ _ 

i Guarantor Reporting 
iThe system must provide this function with at least the following information and supporting processes. 
iManagement of guarantor positions requires, but is not limited to: 
la) Borrower description 
! b) Guarantor description 

28 Ie) Project or purpose description 
id) Loan terms and conditions 
Ie) Amount or percentage of loan guaranteed 
if) Start date and expiry date 
i g) Location 
! h) Branch and Account Officer 
i iiwOrkclUtariclrecciveryToa;,-accountlng-------·--- _ .. _ ..... _ ... _ .. _ .... , .. _, .. ".,., .... ,., .... , .. , .. ,.,_.,.,.".,,_ .. , 

! 29 IThe system must provide this function with at least the following information and supporting processes. 
!....l,ll.gcommodate booking of_assets definecl-'?Y,ttl~_!J~~r for loans in workout or !ec!?"-~_ry,,_,_,_""'._""_"" 
I i Loan quality assessment and classifications 
i 30 IThe system must provide this function with at least the following information and supporting processes. 
I I Periodic risk asset portfolio analysis 
IL9u1l.li!y criteri1l.Jl_~!..a.rr~eteLclriv~.rl~Q.cl..£ef~rl.ed by'!he u,"'se"'r'--___ _ 

I 
------·"'·"1 

I 
.. ·"·,·--"'---'--1 

, ... ,.. ... . "-,- ". ___ ..1 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.5 General Ledger and Financial Control 

5.1.3.5.1 General Ledger 

The general ledger is the primary accounting record of the Bank or "the books of the bank" and is defined by the Bank's 
Chart of Accounts. All financial accounting transactions flow to and are posted to the ledger. 
The general ledger accounts are the summation of related subsidiary ledgers. The sub-ledger are the accounting for the 
bank's core systems, such as, the deposit accounting system, loan accounting system, treasury accounting, etc. 
The details of each individual transaction (e.g., geographic code, interest rate of the account, etc.) are stored and 
maintained in the subsidiary ledger system. 
A subsidiary ledger (sub-ledger) is a Chart of Accounts grouping of individual Customer accounts within the general 
ledger. The grouping criteria are determined in response to management's business needs for controlling the financial 
activity of the Bank. 

5.1.3.5.2 Financial Control 

Financial reporting is intended to provide information for making business and economic decisions. Financial reporting is 
used for the bank's internal funds management, asset liability management, capital adequacy planning and profitability 
analysis. The banking sector financial reporting to the National Bank assists with decisions about allocation of resources 
in a country's economy. 
Financial reporting is derived from accounting information. It is required that the General Ledger and Financial Control 
Solution applies accounting policies and standards, which will ensure consistent measurement and subsequent analysis 
of the financial records of the bank. Accuracy, completeness and availability are the primary qualities of useful decision­
making information. To be relevant, information must be timely and it must have predictive value, feedback value or both. 
To be reliable, information must have integrity and it must be verifiable and transparent. Increased relevance and 
reliability make information a desirable commodity in decision-making. 
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Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

5.1.3.5.3 Features/Functions/Data Groups 

The target General Ledger and Financial Control solution requires, but is not limited to, the following chart of features, 
functions and major data groups. 

# Re uired FeatureslFunctions/Data Grou .s 
i Holding Company. Bank, Branch consolidation 
IThe system must provide this function with at least the following information and supporting processes. I 

1 I Mapping tables allowing rollup and consolidated reporting at the holding company level, including multiple entity configurations I 

I;~:;~;~;;~i~~;:;:: use diS~~iI~:~~arts of accounts. .------------------------------1 
!The system must provide this function with at least the following information and supporting processes. 

2 I Linkage from old Chart of Accounts to newly adopted Chart of Accounts. 
ISUb-ledger account numbering (e.g., deposits, loans) must be independent of Chart of Account changes. 
, ·······-rFUlly-fiitegrated-·----·----· .-.----.-----.. --.--.--.-.. -.-.-.-.. -.. -.. ---.-.-.-.. -.. -
'IThe system must provide this function with at least the following information and supporting processes. 
An integrated general ledger that organizes and reports on transactional information from and at literally any cost center, branch, 
,or other user-defined level. The general ledger will support: 

3 I balance sheet and profit & loss reporting, 
i budgeting, 

I I cost center accounting, and 
i 'I • holding company consolidation, 

f ___ I_:~~~:::ti:~ramework of u_~er d~in~ __ ~~:figUration and reporting options. . __________ _______________ 1 

! IThe system must provide this function with at least the following information and supporting processes. I 
I 4 I'The system automatically revalues all foreign currency assets and liabilities and also outstanding foreign exchange contracts with 
I the equivalent amount in VND and USD; evaluate the benefit/loss from the Foreign Exchange transactions in local currency. I 
!. ............ '".1---- -- . --.-----.... ----.-... --.--.---.-... -.---.-.. -....... --....... ------..i I I User defined balance sheet and profit and loss statement I 
I 5 !The system must provide this function with at least the following information and supporting processes. i 

1_1~;~:;;;~:~~~_~~_~he ~~~-~~-------------- ______________________________1 

I 
6 IThe system must provide this function with at least the following information and supporting processes. i 

.Ability to input entries directly into GL accounts. I 
I_L ________ . _____ . _____ . __ . ____ ._._. ___ .. . ____ . __ . ___ . __ . __ . __ . ____ ._ .. _ ... __ .. _._ .......... _._ .. _. .. ___ . __ .. ...i 
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#1 ReguiredFeatures/Ful'lctions/Data Groups 
tReversals 

7 !The system must provide this function with at least the following information and supporting processes. 
iAIl transactions posted to the GL must also be reversible . 

.......... _.J.."."" .. ___ ... _ ... __ . ____ , .......... __ ... ,".--, .. " .... --,-........ ---.... --... ---.. -.... --_ ... , ____ ........ ____ .... __ 
!History 
I The system must provide this function with at least the following information and supporting processes. 

8 !A history of all transactions must be maintained for each GL and defined by the user, including previous Chart of Accounts for 
itime series reporting. 

J _ ... .. L ___________ ... _________ . _______________ ,,_,, ________ .___ . .. ___ .. ___ , __ ...... __ ._ ... _ .. ___ . __ . _____ .",_ ... _" ___ "_. ____ .,_, ... ____ . ____ .., 
i IAudit trail 
I iThe system must provide this function with at least the following information and supporting processes. 

9 IA complete audit trail must also be maintained. Every posting made to any GL must be able to reference back to the sub" 

..Ia~~~~~~~"~~""i~~:~i~,~~~~,,~,,~,~:ti~ns_~~,,s~r,,~:d branch. "'"''-,,-''''' '"'''' """ ..""".1 
,Block transactions 
IThe system must provide this function with at least the following information and supporting processes. .. 

10 !GL accounts may also be blocked. The accounts exist on the system but transactions will not be posted, The user can unblock I 
! i an account. ~,~ I 

I"~ 11~~~:~~~~u~~~~~~~~de th~ fu~~t~:n Wi;h"~t:::"~he following information and su~~orti~~"pr~:::::"::""''''''''''''-'l 
1",,,J~he Bank must also be able to close ~~~ccoun~~: ,, ___ ,,_,_""'''''''''''''''_''''''''''''''''j 
I i Budgeting I 
I 12 ! The system must provide this function with at least the following information and supporting processes, Ii 
! IThe facility should allow multiple budgets to be maintained and controlled by the Bank. 

\""lvearE'n-d-------------·" .. · ...... · .. " .. " .. " .. - .. " .. "--,.--"--.. -,,-.-.... ,-.. -,,-"'-.... - .. -,, .... ,, .. ,,---~ 
! iThe system must provide this function with at least the following information and supporting processes. I 
I 13 IAutomatic yearend closing as defined and controlled by the user. Profit and loss accounts are brought to zero, net operating 1,,1,1 

I 1 profit/loss is calculated and the system readies itself for a new accounting year. 

I···,·, ·lfaXManaa'Eiment"""-"'''-,,------------------- -------.---.-.. -.---.-.----.-.. -.---.--.-----.-.. -.----.------1 
i 14 iThe system must provide this function with at least the following information and supporting processes, I 
IJ~~~rameter ~rive:_~~m~~:~:_~~,,~~:,~~~ B~nk to define the tax structure and calculate I~~~I an~,~,~~~~_~~t~~~~,,~_~~.""_,, __ ..J 
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Bank Customer Deposit and Plastic Card Payments Systems 
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# I Required Feat.ureS/Functiol1sTDa.ta Groups 
i Bank Guarantee Controls 
!The system must provide this function with at least the following information and supporting processes. 

15 I· Pending interest 
!. Waived or canceled interest 
i 

...........• ;" .•. _ .... _-

1161 ~~e~I;~~ermr~uos7i~~ovide this function with at least the following information and supportin;~roc:::::.---------------------------.I 
i iWell-developed facility for reporting to banking regulatory agencies, and The National Bank of Ukraine. 

I·· ·1~~:r~~i~:I;~~~~~~~i~:~~So:u~~~~~n!~th at least the following information and supporting ~ro:::::::----
! a) flexibility for Ukrainian accounting rules 

17 fb) standard account reporting 
ie) holding company/banklbranch/department structure 
Id) user definable account structure 
Ie) at least four (4) levels of segmentation in line item account code 
if) branch clearing line items for intra-bank transactions 

..... -- is-u'ii~classifications --------------------------------------1 

,The system must provide this function with at least the following information and supporting processes. 
i a) agency accounting 

! 18 fb) IMF report structure 
i ie) monetary policy 
i !d) economic statistics 
I ie) profitability centers for treasury reporting 
).,_," __ ,.""_1 . ____ . ______ . __ ,.",_"_,__________________ _ _____ . ___ ._ .... _ ..... _ ... __ ...................... __ ........... _ ................ ___ .. ,.".,_,.".".'" _____ , 

I i Cost Accounting I 
I I The system must provide this function with at least the following information and supporting processes. I 
1 19 'I a) cost of funds allocation Ii 

I b) shared expenses 
I Ie) overhead allocation 

I ··IFixed Assets -----------------------------1 
i IThe system must provide this function with at least the following information and supporting processes. i 

I 
la) Inventory (description, serial #'s, location) 

20 b) variable depreciation periods 
I e) variable depreciation formulas 
I d) asset sales new asset purchase 

I_J:)_~~:~~~~_~s~~~~~om one bra:~~_~o anthe:_ one _____________ _ 
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Bank Customer Deposit and Plastic Card Payments Systems 
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# Re uired Feature$/FUllctions/Data Grou 5 

! "Snap shot" of account activity 
liThe system must provide this function with at least the following information and supporting processes. 
I 21 la) transaction query by account 
, !b) account balance query 
I I c) "one-time" account query (branch, department level) 

q-IMamiaiToiirnareniri"es"'--'''---'' .----------... --.. - .................. --.... -.................... -........................................ -........................ -....... .. 
iThe system must provide this function with at least the following information and supporting processes. 

I I a) batch entry capability 
! 22 ib) data validation edit for online entry 
! je) reversals 
lid) block transactions 

! 

j .t .. ,_ 
i Operating and proof reports 

........................................................... .......................-- .. ···· .. · ...... · .. · .. · .. ·· .. · ............ ·-1 
iThe system must provide this function with at least the following information and supporting processes. 
ia) daily trial balance 

, !b) by main branches, sub-branches 
I 

I 23 i c) departments •. ' 
i !d) strategic business units (e.g., retail, corporate, etc.) 
i Ie) bank consolidated 
! if) holding company 
I I , , !'Ti=oreT9riexchanaecOiilrOf(off balance sheeiy------.. .--------... ----...... -.... -............................................ -.. 
liThe system must provide this function with at least the following information and supporting processes. 
I 24 la) spot currency positio~ .account 
I ib) forward currency posItion account 
! I c) net currency position account 

1 .. ·........-1-------------------_ ............ _ .. · __ .... _.. .. -----.... -............ -........................... -............ -............................... -........ -- ... -.. -.---... . . i Financial Reporting, e.g., but not limited to:'---I 
liThe system must provide this function with at least the following information and supporting processes. I 

1 25 i~i ;~s~~~2:~ee~ent II 

lid) funds management 
I Ie) historic and time series analysis 
{ ....................... L .................. ________ .. __ .. ___ . ______ ._ .... __ .. _ .. _.. ..._ .. _. ____ ............................ _ .... _ ...... _ .. __ ...... _ ........ _ .. _ .. __ .... _ .... __ .. _ ... ____ .J 
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# Re ulredFeatureslFunctlonslOata Grou .s 
I Report writer and generator 

I i The system must provide this function with at least the following information and supporting processes. 
\ 26 la) standard report formats 
i ib) user definable report formats I 
'·TExcepiionreports,e.g~.··butnot Iimitedto:- ... _--.. -.... ---.. -......... -.-.-.-- ......... - ........ --.---............ -.. - ..... --... -\ 

i The system must provide this function with at least the following information and supporting processes. I 
, i a) overdrawn nostro I 
1 27 I b) account exceptions "",)", . I C) significant balance change reports 

I d) significant transaction reports 

;281~:;E~f:~~:r~~~~ide t~·i:~~C-f-,O~-:i~~-a-t ;east the following information a~d :~~~:~~~--~~:~:::::~- ·······-·--········--········-·-··..--·····-·-· .. --.,1 

i i b) profit plan 
I i c) forecasting 
i I 

i i-i=inanci8i raiios. e.g .• but not limited to: -----. . --------.... - ........ --............... - ............ --.. ..- .. -...... -----.- ............. --- ......... -....... ---; 

i iThe system must provide this function with at least the following information and supporting processes. 

"."I

i, la) return on average assets 
;b) return on average equity 
! c) net interest spread 

lid) non interest income as a percentage of average assets 
I Ie) earning assets to total assets 
i 29 If) non performing loans to total assets 
I ,g) non performing loans to total loans 
i ih) non performing loans to total capital 
! Ii) earning assets as percentage of total assets 

I
· Ii) interest bearing liabilities as percentage of total liabilities 

'Ik) interest bearing liabilities as percentage of total interest bearing liabilities 
I I) non earning assets as a percentage of total eaming assets 
I ' 
I ! 
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# Re uire.d Features/Functions/Data Grou s 
! Off balance sheet risk 
IThe system must provide this function with at least the following information and supporting processes. 

1 : a) credit risk 
i 30 Ib) concentration risk 
i ! c) interest rate risk 

',1. \d) liquidity risk 
....... " .. "+ ...•. __ .•. _-----------_ .. _ .. _------------------ ._-------., •. _---,._-_ ................... -._ .•.•.•.•.•. 

I I Off balance sheet controls, e.g., but not limited to: 
'.,: iThe system must provide this function with at least the following information and supporting processes. 

ia) loan commitments 
i 31 ib) standby I/c i i c) foreign exchange 

id) guarantees 

i ·····jiniern-ai'conirOls;-e,g., but-not-Ilmltii(ito-:-·---.. ·------ .---------... 
[ lThe system must provide this function with at least the following information and supporting processes. 
I 32 [a) full end-to-end transaction audit trails from entry, subsidiary ledger, general ledger 
i I b) dual control for selected data entry functions, i.e. adjustments to customer accounts 
I ' , ! 
I· .. ·.. -.. ---.----.--.. ----------------------------..... 
, I General Ledger Accounting Standard Reporting 

• 

------1 
i 

·······························..1 

I
i [The system must provide this function with at least the following information and supporting processes. 

iA full list of all operational and exception reporting included in the proposed solution must be submitted with the following report 
i I descriptions, : , 
1331: 
\ !. 

I \. 

I I: 

Report title 
Brief report purpose and focus description 
Frequency 
Major sort sequence 
Major sub-totals and grand totals 
Media 
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5.1.3.6 Branch Automation 

5.1.3.6.1 General Requirements 

An automated branch system is still the primary bank delivery facility internationally. It is the major Bank-Customer 
interactivity that captures and delivers banking transaction data to a core banking application and information back to the 
Customer. 
The branches have two main functional activities, the cash teller activities and accounting teller (Platform) activities. 
Platform activities are business development and Customer service related functions, and cash teller activities are 
transactional functions related to payment processing. 
The branch automation solution must be completely compatible with, and "seamlessly" interact with the centrally 
processed core banking applications and the data warehouse. 
The branch solution is expected to provide the end-user (Customer and account officer) interface to the central core 
solutions. The branch solution is expected to, 
• Be on-line and interactive with the central databases, 
• Capture in a store and forward methodology (for contingent reasons) and pass all transactions to the central 

processing center for immediate update to the intra-day positions and for end of day (EO D) bank-wide processing, 
• Accept start of day (SOD) updated and changed account records only for refreshing the local branch databases for 

possible intra-day contingent processing (e.g., if the telecom lines are down), 
• Accept daily and periodic branch report "data content" electronically and store on local servers for branch 

management display or local hard-copy print as required, and 
• Provide a data-mining interface to the Bank's data warehouse for branch management and business analysts. 
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5.1.3.6.2 

Bank Customer Deposit and Plastic Card Payments Systems 
Diagnostic and Accounting Enhancement Recommendations 

Features/Functions/Data Groups 

The target Branch Automation solution requires, but is not limited to, the following chart of features, functions and major 
data rou s. 

# Re uiredFeatlires/FlIrietlon's/Data Grou s 
iTeller user Interface layer 
!The system must provide this function with at least the following information and supporting processes. 
!a) Displays designed for Item and Transaction processing 
Ib) Minimal display sufficient to quickly execute transaction 
I c) Displays menu driven with help and natural flow 
id) Alternate direct display-to-display navigation for experienced teller 
Ie) Complete access to central databases 

1 If) Integrated workstation with small "footprint" 
, Display 

Keypad designed for teller functions 

~ .. l_ 5§;h:... .' ~ 
[Platform user interface layer --------------------

iThe system must provide this function with at least the following information and supporting processes. 
I a) Displays designed for complete customer view 
Ib) Ability to open, update, close Customer/Accounts online during Customer/officer meeting 
IC) Summary and access to all detail on Customer and all accounts in Bank 
:d) Displays menu driven with help and natural flow 
Ie) Alternate direct display-to-display navigation for experienced platform officer 
if) Complete access to central databases 
Ig) On request access and locally print interim and cycle statements 

2 i h) Intuitive display navigation for capturing all new Customer and account data 
P) Warning message and interrupt the entry process to ensure required data is captured 
'ID Warning message and override for high priority data 
k) Promotional reminders, if required 
t) Integrated workstations for account opening 
i Display 
I Full keypad 

I I Keypad for PIN number assignment 
I Document printer nearby 
; ___ . ___ ._. __ . ____ .. _ .... ___ ........... _ ............................... __ .. _ .. _. ___ .-.1 ...... ~., ... L 
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# Re uiredFeaturesfFlIl'lctionsfData Grou s 
I Customer cross selling 
iThe system must provide this function with at least the following information and supporting processes. 
la) Customer profile 

3 Ib) Product recommendation 
Ie) Scripted sales dialog 
I d) Sales tracking I 

I i~~:g~~!~~w!~e:~£~~~~~~~on wit~ at least the following information and s:~;~~~~~-~~:~~~:~~-,-- ·····----·· .. ·---··-----1 
I a) Store and forward all transactions to the central processing center 
I intra-day positions 
! end of day (EOD) processing, 
Ib) Accept start of day (SOD) updated account files 

4 Ii refreshing local branch databases (changes only) 
Accept daily and periodic branch report 

i "data content" electronically 
I • display print as required 
! c) data-mining interface to data warehouse for branch management 

...... L .... ---.. -.--.--.---- .-.-.----.".-.--" .. --."--" ... _ .. --...... -.--.--......................... _ ... _._ ... _-_ ... -
11~~~~;s~z~t~~st provide this function with at least the following information and supporting processes.····----···--------I 

5 I ~~ ~~~~~~:;:~:~~C;;ivity reconciliation and reporting to central site :I.'i 
i c) Funds position and requirements 
! d) Currency reporting 
I .. ,._ .. _1 ___ .. . _ .. ___ ._ ..... _____ .. __ ., __ ... _______ J 
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Required FeaturesiFunctionslOat<\ Groups 
i Branch secur! y pro I es 
IThe system must provide this function with at least the following information and supporting processes. 
ia) Individual functional security profiles by staff member 
! Authorized activities 
I Teller 
i Platform officer 
! Adjustment type approvals 

6 I Overrides 
i Business days/work hours 
1,[ Assigned security administrator 
[b) Hierarchical authorization 
I c) Only one ultimate access at anyone time 
Id) Dual approvals, if necessary 
i e) Branch level audit record of alilogons, logoffs, activity 

.......... 1--------- ------_._-------------.. _--. __ .. _ .. --------._------------- ..... ----..... _ .. _----._ .. _--
I Branch intra-day databases 
iThe system must provide this function with at least the following information and supporting processes, 
I a) Compatible with central databases ,,' 

7 i b) Customer 
Ie) Loans 
I d) Deposits 

I
' e) Accounting/branch ledger 

. ---------------------.. ----------.. --.... ---------------------.-------.. ----------.. -.. ---------.. -.. ------.. -.. ---ll 
,Branch contingency data 

-,--------------------
!The system must provide this function with at least the following information and supporting processes. I 

8 i a) Daily activity data retained for user defined period II 

I
b) Operations activity and reconciliation 
e) Local branch position (official position at central site) j 

..1._ .______ _ _____________________________ .. _ .. ______ .. ________ .. _ .. __ . _______ .. ________________ .. _________ _ 
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Required FeattJresll:ul'lctjoils/Data Groups 
lTransaclion and data updates 
!The system must provide this function with at least the following infonmation and supporting processes. 
i a) Online, real time, interactive design with central databases 
!b) Standard transaction set, e.g., but not limited to, 
i Deposits, withdrawals, split deposits, loan payments, transfers, funds payment instructions, open, close, controls, etc. 
i e) End-to-end process for transaction 

9 
i Entry 

Availability 
Pass-through branch to central 
Local update 
Central official update 

• Debitlcreditlintra-bank payment/inter-bank payment 
Completed transaction acknowledgement 

I I" Internal control verification and continuous recording log of all attempted, successful, failed transactions 

"jFui(tunctiOn'account control, e.g., but not limited to: ----.............. -... --....... -.-. 

iThe system must provide this function with at least the following infonmation and supporting processes. 
i a) Stop payments, 
lb) Blocks, holds 
ie) Fraud alerts 

lid) Money laundering alerts 
! ie) Counterfeit currency alerts 
110 If) Bad checkslcredit card alerts 
I ! g) Check "kiting" alerts 
I i h) Overdrafts 
i ii) Past due loans i Ii) Account officer daily exception review, override approval, issuelcancel controls , 
! I These control instructions must be accepted and logged at the Branch and passed to the Central system for update to the official I 
I ! , 

! i records. I 
iii ( ..... " ........ L............ __ ._. _______ .•.•. _________ .__ _. ____ . __ . ____ .•.•. __ ..•.•.•.•. __ ..... ___ " ..•. _. __ ................................ _, .. __ ....... ___ ............. _ .• ".,, __ " __ J 
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# I Required features/Ftll1ctions/Oata Groups 
!Off-line operation 
I The system must provide this function with at least the following information and supporting processes, 
la) Capacity to continue basic transactions for multiple days 

i,,1 !b) ARetCOrd ttranls
l 
a~tionsdbY prod~esst and efft,eCtiVte date

t 
I ··t h t· t bl' h d 

Ie) U oma lea y ,orwar pen Ing ransac Ions 0 cen ra processing Sl e w en connec Ion re-es a IS e 
i 11 jd) Manual intervention to release each days work required if multiple days pending 

ie) Central site mayor may not be able to process multiple end-of-days (EOOs) in one pass 
I Time constraints 
! • Functional constraints 
!I} Internal control data bases, files and reports required to ensure complete and accurate updates 
i .... L. __ .... ___ .... _______ .. · _______ ._ ... __ ._. ___ . __ ... _________ _ 

[Customer/Account search 
[The system must provide this function with at least the following information and supporting processes. 
ia) Legal name (family/first/other) 

I ib) Short name 
i 12 ! e) Any account number 
i id) Street address/house number 
I i e) Customer ID 

.
J ,:Igl}) Partial key search 

"String" search 

! .. ---,,",.L,""" .... _--.--;--;-.,------,---------.---.---.- . ---------
I 'I Central data warehouse access 
i The system must provide this function with at least the following information and supporting processes. 
'I' 13 la) Data mining at branch back office workstations 

; b) Limits required on query criteria 
I ic) Limits and warning required on size of result 

i '''H-eiP"(jisPiays··-----·-------- .. ---.-,----.----....... -.... -..... -............................ -......... -... -.-.-- ·-··-- .... --· .... · .... ·--.. 1 

I ,The syste~ must provide this function with at least the following information and supporting processes. I 
! 14 ,a) Each display 1,,1 I I b) Each object 
i Ie) One centralloeation to create and update help content at the Central Site and downloaded to the Branches 

If~~~a~~~!~m~~~~~~~vide this function ~ith at least the following information an~·:~;~:·~;~~-~;::::::::-----·---·---·-·---11 
1 15 a) Separate medium from other connectivity, e.g., email 
I b) Emergency warning broadcast to every display or selective displays, e.g., branch manager only, branch only, etc. I 
I,; Ie) Audible alarm capability 

I ' L..... . ... : .. __ ..•. ____ . ____________ . _____ .. _________ . ______ .. . ____ . _____ ._,., ___ .,", __ ... __ ............ __ ........... __ .•.. _." ................ ____ ...... __ ,_,, __ ... ____ ... _._ ... __ ........... __ . ___ .... _. __ ... _.1 
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# I Required Featuresff;uhcti~l'1s/Data Groups 
i Electronic standard documents 
!The system must provide this function with at least the following information and supporting processes, 

I 16 la) Store standard bank-wide documents electronically 
i !b) Print locally as needed 
i ie) e,g" loan application, account open, collateral registration, letters of credit, etc, 
; i i '!Branch'Accounti'i19Standard-RePortTnQ- , ----------------------

!The system must provide this function with at least the fOllowing information and supporting processes, 
IA full list of all standard operational and exception reporting must be provided including, 

Ii· Report title 
I 17 !. Brief description 
: !. Frequency 
i !. Major sort sequence 
" I. Major sub-totals and grand totals 

I. Media 

.. ...! ..... __ ._._"."._-_._ ... _-----_ .... _---------_ .. _-----...... . 

I 

"__ __ _ _____ ..I 
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5.1.4 Network Access and Service Performance 

5.1.4.1 General Requirements 

Access Security 
The following chart highlights several areas within and outside the bank that require security concerns. 
Service Performance 
Monitoring the performance of the Banking System is important to ensure that the system meets the stated objectives, 
generates the sought-after improvements and benefits, and creates the required level of confidence from the End-User 
and the Customer 

5.1.4.2 Features/Functions/Data Groups 

The target Network and Security Access solution requires, but is not limited to, the following chart of features, functions 
and major data groups. 

# I Required FeatureslFunctionslData Groups 
i Network Control Center .' 
iThe system must provide this function with at least the following information and supporting processes. 
i a) Monitor and control the Bank's Network 
ib) Display all components and telecommunication nodes, main branch units, departments & ATM's 
i external connections, e.g., but not limited to, 
I National payment system 
I Credit card 

."

t SWIFT 
International exchange, etc. 

Ie) Network Access Security Control 
! 1 Id) Firewall protection 

Ie) Profiles for Components & End-users 
,f) Exception hardcopy for audit control 
, Off-line status 
I Security access violations 
ig) Network scope & tracing monitor (limited access) 
I Transmission data stream display 

I
i h) Protocol and character exceptions 

Local Data manipulation capabilities, e.g., 
I MSOffice '1001 sets" 

! I L ____ i ________ . ______ _ 
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# Re uired Features/Functiohs/Data Grou s 
! Secure Item Processing 
IThe system must provide this function with at least the following information and supporting processes. 
I a) all banking transactions 
ib) ATM transactions 
!e) POS transaction 
ld) Internet transactions , . 
Ie) SWIFT Items 
If) Wire/telex transfers 
Ig) Inter-bank clearing transactions 
I h) Intra-bank clearing transactions 
ti) PIN management 
Ii) Biometric techniques 
i .... i7N""e7tw-o-r"'k""A""c"'c""e"Cs"-s-;:SC::e-,c"'u"'rit""y:-------· 
[The system must provide this function with at least the following information and supporting processes. 
la) Transaction protocols (e.g., SET, SSL) 
ib) Trading protocols (e.g., PKCS#7, PKCS#10) 
Ie) Digital signatures 
id) Digital certification 
Ie) 128-bit or greater encryption 

',3 If) Encrypting modems 
Ig) Public key infrastructure (PKI) 

I th) Intrusion-detection technologies 
I Ii) Operational security, hacking/spoofing detection 

III

!, Ii) Single sign-on and access control detection 
ik) Virtual private networks (VPNs) 
iI) Sign-on and Identification key cards 
! m) Keyboard ballistics 

1 ......... " ..... _. 
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#1 RequiredF'eatures/Flinctiohs/Data Groups 
i Performance Monitoring System 
i The system must provide this function with at least the following information and supporting processes. 
i a) Daily processing timetable 
ib) Define system service levels 
Ie) Appropriate reporting system to monitor the quality of the new services and demonstrate to End-Users. 
I d) System availability 
i e) The % of normal business hours for, 
! Information Processing Center 
i Departmental access 
I Branch Connectivity 
If) Message throughput, e.g., but not limited to, 
I Number of transactions per day 
I Number of updates per day 
I Peak hour transaction traffic 
!g) Faults and errors, e.g., but not limited to: i Number of faults (hardware and software) each month 

Number, source and type of each error detected (data input, transmission, processing, validation, authentication) 
I Number of errors logged each day, including outage time 
!h) Response time to repair, e.g., but not limited to: 
I MTTR for a major hardware fault 
I MTTR for a major software fault 

1 .. _- •... " .. ..; ___ . ____ . ___ . ___ . ______________ .•. ____ _ 
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I. BACKGROUND 

A. Project Overview 
Under the sponsorship of the United States Agency for International Development (USAID) Contract 
# EPE-I-804-95-0056-00 was issued to International Business and Technology Consulting, Inc. 
(IBTCI) to lead the Ukrainian Bank Accounting and Operations Infrastructure Development Project. 
This advisor (Richard M Stitcher) was assigned on a short-term basis (from July 27 - September 29, 
2000) to provide Aval Bank with technical MIS assistance in the development and delivery of a 
Maturity Gap Report and an Interest Rate Risk/Repricing Gap Report. 

This project is only one element or deliverable falling under the umbrella of IBTCI's on-going larger 
project for Aval Bank. The main focus of this long-term initiative has been primarily to provide Aval 
Bank guidance, assistance, and direction in its transition from Ukrainian Accounting Standards to 
International Accounting Standards. A second element of the initiative is to assist in the 
enhancement of the Bank's internal audit functions. A third, but smaller, element of the project deals 
with providing assistance in the development of basic MIS reports for Aval's senior management 
team. 

The majority of this assignment was devoted to working with the management and technical staff of 
the Asset and Liability Administration Section and the Methodology and Reporting Section of Aval 
Bank. One of the major responsibilities for both of these areas is to provide Aval Bank's Asset and 
Liability Committee (ALCO) with MIS support. ALCO at its bi-weekly meetings requires a substantial 
amount of MIS support in order to effectively fulfill its role of asset and liability related risk 
management within Aval. The management of interest rate risk exposure as well as liquidity 
exposure falls directly under ALCO and currently they do not have an appropriate level of MIS reports 
to properly manage these positions and potential risk exposures 

B. Project Goals 

This assignment falls under the goal which calls for assisting Aval Bank management in the 
development of more meaningful and effective MIS reports. 
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More specifically this IBTCI Advisor has been tasked with providing direction, advice and support to 
Aval Bank in the: 

• Design, development, and delivery of a "Maturity Gap Report". This report will be available for 
use as a basic tool for the identification, measurement, monitoring and management of Interest 
Rate Risk by the ALCO of Aval Bank; 

• Assurance that this basic management tool will be available as a periodic (bi-weekly) MIS 
production report for Aval senior management ALCO, and 

• Working with an IBTCI colleague assist Aval Bank in the design, development, and delivery of 
a basic Interest Rate Risk/Repricing Gap Report for use by AVAL management and ALCO. 

c. Previous Initiatives 

Aval's Asset and Liability Administration Section has had a goal of developing a meaningful 
Maturity Gap Report for a number of years. There are at least two levels of maturity gap reports 
currently in place. However, they are not focused or produced at the level where they can be 
effectively used by ALCO. 

• The National Bank of Ukraine (NBU) Maturity Gap Report (Report # 631) is produced on a 
monthly basis and forwarded to NBU but its function and role is not to look at Aval Bank as a 
"going concern". It is structured by NBU to reflect the maturity gap positions on the Aval 
Balance Sheet from a "liquidation point of view". That is not the type of reporting that is 
required by ALGO for the management of interest rate risk exposure at Aval Bank on an on­
going basis. 

• The second maturity gap report that was reviewed during the project was the one that is 
attached to the published footnotes of Aval Bank's Annual Report(s) for both 1998 and 1999. 
These maturity gap reports are presented by Arthur Anderson Inc. the Bank's certified public 
accountants. These reports have also been presented from a "liquidation point of view". 
Again, reports of this nature cannot be and are not effective tools for the management of a 
bank from the perspective of an on-going business endeavor. 
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A parallel USAID effort to identify and enhance Aval's asset and liability management direction 
and controls was performed during May and June of this year. This Asset and Liability 
Management Survey was performed under the direction of Booz-Allen & Hamilton as a 
deliverable under their Commercial Bank Restructuring Project, which represents a parallel 
USAID, funded project. ALCa members and the Aval Management Board are redirected to that 
report which was issued on June 2, 2000 by Booz-Allen Hamilton to the Bank. This report has 
extensive narrative comments supporting "best practice" in banking asset and liability 
management considerations. 

The recommendations and suggestion made by advisor Peter W. Hanney are still appropriate for 
ALca and Aval and provide a significant amount of very clear and useful guidance for the Bank. 

D. Meetings And Discussions 

In order to develop the background necessary to understand the issues regarding maturity gap 
and interest rate risk/repricing gap reporting at Aval an on-going series of meetings, interviews, 
and general discussions were held over the course of the project. The initial stages of these 
contacts were strictly for fact-gathering purposes and touched on many areas of the Bank's 
activities, primarily within the Finance and Accounting Departments. Follow-up and the 
development of more focused clarifications were primarily held with and involved managers and 
staff from the Asset and Liability Administration Section and the Methodology and Reporting 
Section. Both of these areas fall under the organizational control and direction of Aval Bank's 
Department of Planning and Control. 

This advisor would personally like to offer my sincere thanks and appreciation to all of the Aval 
Bank officers and employees who were instrumental in assisting me through the course of this 
project. af special note, I would like to identify the following four employees who have provided a 
particularly high level of support for the project. Without their very capable, professional, and 
enthusiastic support of these efforts we would clearly not have been as successful as we were. 
They are: 
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Nikolay Linder 
Anna Tarnavka 
Taras Tyshchenko 
Oleksandr Hohchuk 

Manager - Asset and Liability Administration 
Manager - Methodology and Reporting 

September 2000 

Senior Economist - Asset and Liability Administration 
Senior Analyst - Methodology and Reporting 

These members of the Bank's staff strongly supported and facilitated this project effort despite the 
obvious pressures and continuing responsibilities to address their regular day-to-day job 
responsibilities. Without their support, hard work and dedication to getting this job done Aval 
Bank would not have this new set of MIS tools that are now available to ALeO. 

II. INTEREST RATE RISK EXPOSURE 

A. Risk Identification 

Accurate and timely measurement of interest rate risk is necessary for proper risk management 
and control. Aval Bank's risk measurement system should be able to identify and quantify the 
major sources of the Bank's interest rate risk exposure. The system also should enable 
management to identify risks arising from the Bank's customary activities and new businesses. 
The nature and mix of a Bank's business lines and the interest rate risk characteristics of its 
activities will dictate the type of measurement system required. Such systems will vary from bank 
to bank. Every risk measurement system has limitations, and systems vary in the degree to 
which they capture various components of interest rate exposure. Many well-managed banks will 
use a variety of systems to fully capture all of their sources of interest rate exposure. The three 
most common risk measurement systems used to quantify a bank's interest rate risk exposure are 
repricing maturity gap reports, net income simulation models, and economic valuation or duration 
models 

Such systems must provide adequate, timely, and accurate information if the bank is to identify 
and control interest rate risk exposures. Interest rate risk may arise from a variety of sources, and 
measurement systems vary in how thoroughly they capture each type of interest rate exposure. 
To find the measurement systems that are most appropriate, bank management should first 
consider the nature and mix of its products and activities. Management should understand the 
bank's business mix and the risk characteristics of these businesses before it attempts to identify 
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the major sources of the bank's interest rate risk exposure and the relative contribution of each 
source to the bank's overall interest rate risk profile. Various risk measurement systems can then 
be evaluated by how well they identify and quantify the bank's major sources of risk exposure. 

B. Repricing or Maturity Mismatch Risk 

The focus of this project is centered on the need for a more useful level of gap reporting within the 
Bank. It is clear that gap reporting can and is an effective method of managing risks in the 
following two risk exposure areas: 

• Interest rate risk - The risk to earnings or capital arising from movements in interest rates. 
Interest rate risk arises from differences between the timing of rate changes and the timing of 
cash flows (repricing risk); and from changing rate relationships among different yield curves 
affecting bank activities (basis risk); from changing rate relationships across the spectrum of 
maturities (yield curve risk). 

• Liquidity risk - The risk tcf'eamings and capital arising from a bank's inability to meet its 
obligations when they come due, without incurring unacceptable losses. Liquidity risk includes 
the inability to manage unplanned decreases or changes in funding sources. Liquidity risk 
also arises from the failure to recognize or address changes in market conditions that affect 
the ability to liquidate assets quickly and with minimal loss in value 

The interest rate risk exposure of banks can be broken down into four broad categories: repricing 
or maturity mismatch risk, basis risk, yield curve risk, and option risk. In this project we are 
concerned with maturity and repricing risk which results from differences in the timing of rate 
changes and the timing of cash flows that occur in the pricing and maturity of a bank's assets, 
liabilities, and off-balance-sheet instruments. Repricing risk is often the most apparent source of 
interest rate risk for a bank and is often gaged by comparing the volume of a bank's assets that 
mature or reprice within a given time period with the volume of liabilities that do so. Some banks 
intentionally take repricing risk in their balance sheet structure in an attempt to improve earnings. 
Because the yield curve is generally upward sloping (long-term rates are higher than short-term 
rates), banks can often earn a positive spread by funding long-term assets with short-term 
liabilities. The earnings of such banks, however, are vulnerable to an increase in interest rates 
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Valuation 

that raises its cost of funds. Banks whose repricing asset maturities are longer than their 
repricing liability maturities are said to be "liability sensitive," because their liabilities will reprice 
more quickly. The earnings of a liability-sensitive bank generally increase when interest rates fall 
and decrease when they rise. Conversely, an asset-sensitive bank (asset repricings shorter than 
liability repricings) will generally benefit from a rise in rates and be hurt by a fall in rates. Repricing 
risk is often, but not always, reflected in a bank's current earnings performance. A bank may be 
creating repricing imbalances that will not be manifested in earnings until some time into the 
future. A bank that focuses only on short-term repricing imbalances may be induced to take on 
increased interest rate risk by extending maturities to improve yield. When evaluating repricing 
risk,therefore, it is essential that the bank consider not only near-term imbalances but also long­
term ones. Failure to measure and manage material long-term repricing imbalances can leave a 
bank's future earnings significantly exposed to interest rate movements. 

The following table summarizes the types of interest rate exposures that maturity gap and interest 
rate risk/repricing measurement techniques address. 

Gap Report Earnings Simulation Economic 

Short-Term Earnings Exposure Yes Yes Generally does not 
distinguish accounting 
short-term earnings 
from changes in 
economic value 

Maturity Risk Exposure Yes Limited" Yes 

Repricing Risk Yes Yes Yes 

" The ability of these types of models to capture this type of risk will vary with the sophistication of 
the model and the manner in which bank management uses them. 

C. Risk Measurement 
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The sophistication of the risk measurement and management system will increase with the size, 
complexity, and geographic diversity of each bank. All sound risk management systems, however, 
have several common fundamentals. For example, bank staff responsible for implementing sound 
risk management systems should perform those duties independently of the bank's risk-taking 
activities. 

We can see that this concept is soundly in place within Aval Bank. The Asset and Liability 
Administration Section and the Methodology and Reporting Section among other areas in the 
Department of Planning and Control have been created to support ALCO and the senior 
management MIS needs of the Bank. 

Regardless of the risk management program's design, it should include mechanisms for 
identifying, measuring, controlling, and monitoring risks. In a brief explanation of each of these 
points I have listed beneath (in italics) what Aval Bank's current status is: 

- Identifying - Proper risk identification focuses on recognizing and understanding existing risks 
or risks that may arise from new business initiatives. Risk identification should be a continuous 
process, and should occur at both the transaction and portfolio level. 

The Aval Management Board fully understands the importance of management's role in 
identifying and managing risk exposure across several areas of the Bank's activities. Systems 
are in place and the Bank has been and continues to develop an infrastructure across Aval to 
support these activities. 

- Measuring - Accurate and timely measurement of risks is a critical component of effective risk 
management. A bank that does not have a risk measurement system has limited ability to 
control or monitor risk levels. The sophistication of the risk measurement tools a bank uses 
should reflect the complexity and levels of risk it has assumed. Good risk measurement 
systems assess both individual transactions and portfolios. The bank should verify the integrity 
of the measurement tools it uses periodically. 
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Through the Planning and Control Department many steps have been taken over the years to 
develop and enhance measuring methodologies to assist senior management in risk 
management. With the completion of the two gap related reports identified throughout this 
report, Aval will significantly enhance their gap management toolset. 

- Controlling - The Bank should establish and communicate risk limits through policies, 
standards, and/or procedures that define responsibility and authority. We can see that the Aval 
Bank Management Board has already published such policies and procedures within the bank. 

During the first half of 1999 the Bank issued two relevant policies .. They were the charter for 
the Provision on Asset-Liabilitv Committee (ALCO) and the policy on establishing the Asset 
and Liabilitv Administration Section within the Department of Planning and Control. These 
control limits should be meaningful management tools that can be adjusted if conditions or risk 
tolerances change. The Bank should have a process to authorize exceptions or changes to 
risk limits when they are warranted. 

- Monitoring - The Bank should monitor risk levels to ensure timely review of risk positions and 
limit or policy exceptions. Monitoring reports should be frequent, timely, accurate, and 
informative, and should be distributed to appropriate individuals for action when needed. 

Over time the ALCO has developed and use many different levels of management reports in 
order to provide the necessary information for them to manage risk exposures within the 
organization. Over the years in banking in general a basic profile of 'Yraditional risk 
management reports" have evolved. In a general sense they include, but are certainly not 
limited to the following: 

BASIC MENU OF MANAGEMENT REPORTS 

(Note-These reports are in addition to standard financial reports) 

Daily: 

• Flow of Funds by HO and Branch 
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• Consolidated Foreign Currency Position 
• Cash Position/Requirements for Branches 

Weekly: 

• Movement in Large Loans 
• Gap Reports-

o Maturities of Assets & Liabilities 
o Repricing Intervals of Assets & liabilities 

• Past Due Loan Report 
• Large Withdraws and Deposits 

Monthly: 

• Net Interest Margin Analysis 
• Credit Portfglio Reports (Le.: new loans, paid off loans, extended/renewed 

loans, industry/geography, etc.) 
• Credit Watch List 
• Interest Income/Expense Reasonability Report 
• Branch Profitability 

(Note: the above listing is maintained on the IBTCI-Kiev Project WWW Home 
Page) 

From this advisor's discussions and interviews over the course of this project he has been able to 
determine that many, if not most, of the reports identified in the above listing are produced and 
used in the management of risk exposure within Aval Bank. The most obvious shortfall in 
ALCO's report mix is the lack of gap reporting as underlined in the above list. 
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III. FINDINGS AND RECOMMERNDATIONS 

A. Status of the ALCO Maturity GAP Report 

Substantial progress was achieved in the development of the Aval ALGO Maturity Gap Report 
(ALGO GAP) over the period of the project. This advisor left the Bank on 9-29-00 after attending 
a scheduled Aval ALGO meeting the prior day. At that meeting a preliminary draft of the ALGO 
GAP was presented and discussed with the committee members. The Asset and Liability 
Administration Section manager (N. Linder) in cooperation with the Methodology and Reporting 
Section' Senior IT Analyst (0. Hoshchuk) were charged by ALGO to continue and complete the 
development and delivery of the ALGO GAP as quickly as possible so that this production report 
could become a regular part of the MIS package used by ALGO at their bi-weekly meetings. 
ALGO members showed strong interest in the results of the project and indicated that the final 
draft versions of the ALGO GAP package should provide them with valuable insight into Aval's 
gap management process. 

B. Status of ALCO Interest Rate Risk/Repricing Gap Report 

There are many ways of measuring exposure to interest risk. In Aval Bank we have chosen the 
simplest measure, not necessarily the best measure, as the Vicont database does not currently 
contain either properly detailed Maturity Date information for each customer and/or account nor 
does it contain the data required for measuring interest risk exposure in accordance with best 
practice, We have chosen to focus our efforts on the identification of interest rate sensitive versus 
non-sensitive assets and liabilities. By taking this approach and recommending a linkage to the 
Maturity Gap Report completion it was our best judgment this approach would suffice as an initial 
ALGO measurement tool in the short term. 

Aval Bank should aim for an easy to implement measure which we have agreed will be based on 
a modified version of the Maturity Gap Report currently in its trial stages. In the longer term better 
measures of interest risk can be developed but these require much greater effort. 

Glearly there are better and more sophisticated models and approaches that Aval could use for 
interest rate risk/repricing gapmeasurement but the approach taken at this time should be 



Aval ALCO MIS Development Project September 2000 

sufficient until additional repricing date and rate related data can be developed and populated in 
the Bank's customer database. 

C. Database Adequacy and Data Integrity 

The Vicont database does not adequately support the full delivery of a solid and accurate core of 
information on customers and accounts so that there can be a seamless download to the Maturity 
Gap Report. There are numerous instances where customer maturity date, residual maturity 
date, loan agreement terms and conditions and other critical information to support the delivery of 
the Maturity Gap Report are either incorrect or missing, from the Vicont database in either the 
synthetic and/or the analytical subsidiary accounts. 

As related to basic information on interest rate repricing dates; terms and conditions of interest 
repricing agreements; caps on either interest rate increases or decreases; frequency and/or 
limitations on timing for interest rate changes; etc. are not maintained in the Vicont database. In 
order to develop a fully functional interest Rate Risk/Repricing Report model a full analysis of the 
Vicont database structure and an' accurate determination of specific customer and account related 
data requirements must be performed. Such an analysis should be initiated and managed by the 
end user department who will be using the output from a repricing risk exposure system. The full 
participation and support of the IT department and senior management will be required for such a 
project. 

At the ALGO meeting attended on September 28, 2000 it was the impression left with this advisor 
that the membership of the committee was fully supportive of moving forward with an initiative to 
both clean or scrub the Vicont database to ensure that all maturity date required and related 
information was developed, entered into the database and maintained in a well controlled and 
secure fashion. The quality of these newly evolving MIS reports can only be as good as the 
quality and integrity of the underlying foundation of data. ALGO was supportive of the need to 
initiate this data cleanup project and fully appreciated and understood that the end user 
departments responsible for initiating the data (credit, accounting, investments, administration, 
deposit accounting, etc.) were also the responsible departments within the Bank to cleanup and 
properly maintain the data going forward. The Asset and Liability Administration Section under 
the Planning and Control Department should be responsible for managing at a higher level the 
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data cleanup initiative. Senior management should be willing to delegate not only the 
responsibility but also the underlying authority necessary to get the job done in a timely manner. 
It is this advisor's impression that the Aval ALCO members are supportive of these concepts. 

D. Recommended Future Direction 

For monitoring purposes, most westem banks comparable to Aval try to bring all risks together 
using a statistically based technique known as Value at Risk (VaR). This has the advantage of 
allowing different risks to be combined into a single figure (e.g. FX, Liquidity and Interest Rate) It 
therefore becomes possible to represent most of the risks within a balance sheet as a single 
figure. The single figure is then monitored against the single figure limit set by ALCO. 
International off-site supervision (Bank of International Settlements) is also moving to the use of 
VaR to monitor risk. VaR as an approach to interest rate risk exposure and management is 
considerably more complicated to calculate and relies either on historical data or on data 
simulated from future expectations. In the long term Aval Bank should be developing a VaR 
based system similar to best current Western practice 

More specifically we suggest that the Bank should aim for: 

• Short Term - Measurement of development of both reports (maturity and interest) and run 
them as prototypes until assured that they are an accurate representation of the Aval risk 
exposures. Once the modified version of the Maturity Gap Report is put into regular 
production the Interest Rate Risk/Repricing Gap Report effort should commence. 

• Medium Term - Complete and put into production for ALCO use the Maturity Gap Report. 
Then continue with the measurement of interest risk based on repricing dates (date when the 
interest on the asset I liability may change). This requires that the database be modified to 
capture repricing data. 

• Long Term - Measurement of interest risk based on duration analysis. This technique 
requires the calculation of the present value of interest sensitive assets and liabilities. It is 
useful for both measuring the risk and calculating the hedge necessary to reduce the risk. 
This requires even more substantial modification to the database than the medium term 
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measures. Strong consideration should be given to purchasing software specific to these 
more complex and sophisticated presentations for ALCO's use. 

We recognize that the final draft versions of the Maturity Gap Report and the preliminary draft 
version of the Interest Rate Risk/Repricing Gap Report represent a very good start in this area of 
risk exposure identification, measurement and management. However, they do not represent the 
end point for this initiative. There is still a great deal of work that needs to be done to fine-tune 
and perfect not only these gap reports but also the Vicont data base structure and the quality of 
the underlying customer or account level Analytical Data that is maintained by Aval Bank. 

E. Purchased Software Option (In-House Development or Software Vendor) 

A bank may either design and develop risk measurement models internally or purchase them 
from an outside vendor. Developing an in-house model is often preferable because the model can 
be tailored to the bank's unique business mix. To develop its own model, a bank must be able to 
commit sufficient money and staff members to ensure the integrity of the model's design and 
algorithm and to maintain the model. Because as few as one or two employees may come to be 
the bank's acknowledged experts on the in-house model, management should ensure that there 
is sufficient documentation to enable others to maintain and support the model in the absence of 
these key employees. 

Using a model developed by a third-party vendor can reduce resource requirements, as well as 
start-up times and costs. For banks with limited staff resources, some vendor models may offer a 
fuller and more comprehensive risk measurement system than what the bank could develop 
internally. The use of vendor models may free the bank's staff from programming efforts and allow 
more resources to be devoted to the qualitative issues of interest rate risk management. But 
some banks have found even external models costly to implement. Vendor models may not be 
able to capture all of the types of instruments the bank holds or all facets of a bank's risk 
exposure. Vendor models can become "black boxes" to inexperienced users, who obtain output 
without fully understanding the modeling process. This imperfect knowledge can produce 
undetected errors and misleading or incorrect results. Before selecting a model, a bank must 
determine what model features it needs and examine alternative packages based on those 
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needs. Above all, management should consider the ability of bank personnel to understand and 
update the model. 

Selecting a model that is too complex for staff members can stymie interest rate risk 
management. Banks should have systems in place that can identify, measure, monitor, and 
control the major sources of the bank's interest rate risk exposure. A bank's model should be able 
to handle every type of financial instrument (on- and off-balance-sheet) that the bank uses. For 
example, the model selected by a bank holding adjustable rate mortgages should be able to 
handle periodic and lifetime caps on interest rates, different prepayment estimates, as well as the 
calculation of amortization schedules. 

Management should ensure that the reports generated by the model are easy to prepare and 
interpret. If the bank will use the model in its budgeting and planning process, the model should 
be able to track and compare actual results with projections. Banks should consider the type of 
hardware needed to run the model or software package. Some questions to ask are: 

• Will the model be run on a personal computer or the bank's mainframe? 
• How long will it take to run the model? 
• Will the model expend so much computer time that the production of other computer­

generated reports will be compromised? 

When considering models supplied by outside vendors, management should: 

• Evaluate the financial strength of the vendor as well as the support the vendor will 
provide; 

• Find out whether the vendor will supply initial and ongoing support using hotlines, 
training, and consultants; 

• Determine how frequently the software will be updated, how the bank will obtain the 
updates, and how the vendor validates models and new software releases; 

• Find out how the vendor supports older releases of a product that has been updated; 
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• Understand how easy is it for model users to discover and track errors. (A model that 
can flag inconsistent data, say, when a user inputs a level of maturity balances that 
exceeds outstanding current balances, facilitates the early discovery of errors); and 

• Ensure that comprehensive documentation on the model's operation should help track 
errors. 

Bank management might also want to consider: 

• Whether the bank needs a menu-driven system or one that is programming oriented. 
Although menus are generally more user-friendly, systems with programming 
capabilities may be more flexible; 

• The number of accounts and different products that a model can accommodate to 
ensure that the model meets the bank's current and projected needs; ,.' 

• Whether the bank as well as the vendor can add or modify accounts analyzed by the 
model; 

• Whether the time periods (months, quarters, years) that the model can project fit the 
structure of the bank's balance sheet; 

• How many interest rate scenarios the model can run and whether the scenarios are 
generic or can be specified by the bank; 

• How many "driver" market interest rates and yield curves the model allows; 

• Whether the process by which data is input into the model preserves the data's 
accuracy and integrity. Management should consider how much data must be inputted 
and whether it must be manually entered or can be extracted directly from the bank's 
operating systems; 
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• The types of analyses that the model is capable of producing, such as gap reports and 
comparisons of net income under alternative interest rate scenarios; 

• Whether the model can calculate duration and market valuations; and 

• Whether the vendor has staff members who can prepare special reports at the bank's 
request in addition to standard reports. 

As a related issue it should be noted that IBTCI recently sponsored a parallel project which called 
for the review of the Aval Bank Customer Deposits and Plastic Card Payment Systems Diagnostic 
and Accounting Enhancement Recommendations Project This review was performed by IBTCI 
advisor Michael Sprague over the months of August and September 2000. As part of his 
suggestions and recommendations to Aval he indicated that strong consideration should be given 
to reviewing and/or evaluation of software packages that might more effectively support the 
bank's application IT needs in some or all of its major customer oriented and internal processing 
delivery systems. 

This advisor would also suggest that the Asset and Liability Administration Section under the 
direction of N. Linder, and for the benefit of ALCO, be encouraged to search in the 
financial/banking software vendor market place to see if a purchased package solution might be a 
more appropriate means of developing the necessary MIS infrastructure needed by ALCO. 
Although ALCO has a basic but fundamental approach that currently permits it to measure, 
monitor and manage Aval's Interest Rate Risk exposure there are many more sophisticated 
solutions that could be implemented going forward. 

The following list of major software vendors (listed by Michael Sprague in his diagnostic report) 
would be a good starting for the Asset and Liability Administration Section in trying to research 
what model based options might be available to the bank. By no means is this list complete nor 
are any of these vendors being explicitly recommended. Aval through ALCO must determine 
what is best IT solution for the bank at this point in time. 

Well-known, international, banking software vendors who could be contacted are: 
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• Financial Object, London 
• Midas Kapiti International, London 
• Infosys Technologies, Bangalore, India, 
• Sanchez, PA, USA 
• Callatay & Wouters, Brussels, Belgium 
• Alltel, USA/France 

IV. DISTRIBUTION OF REPORT 

A Final copy of this report (hardcopy and disk) was left with IBTCI Project Lead Gary Fechtmeyer 
in Kyiv and he indicated that once it was fully translated he would deliver to Aval Bank's senior 
management and to Boris von Hoffman. the Ukraine USAID Project Director. 

A final copy of this report will also be delivered by priority mail to IBTCI corporate headquarters in 
McLain, VA. It is directed to.the attention of Patricio Crespo, Vice President of IBTCI for 
appropriate review, and copying, and distribution to USAID Washington, DC. 
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V. EXHIBITS 

A. Final Aval Bank Maturity Gap Reports (MGR) 
1. Aval MGR - Summary Format 
2. Aval MGR - With Non-Maturity Date Details 
3. Aval MGR - With Assumptions/Rules for Forced for ALCO's Temporary Use 

B. IBTCI Maturity Gap Recommendations 
1. IBTCI Maturity Gap Format and Presentation 
2. Final IBTCI Specifications for Maturity Gap Report 

09 --00 
C. IBTCllnterest Rate/Repricing Gap Recommendations 

1. IBTCI Interest Rate/Repricing Gap Report Format and Presentation 
2. FinallBTCI Specifications for Interest Rate/Repricing Gap Report 

09 -00 
D. OriginallBTCI Specifications for Maturity Gap 
E. Aval Additions to Maturity Gap Report Specifications 
F. Aval Recommended Gap Report(s) Trend Analysis Cover Memorandum 
G. IBTCI ALCO and Maturity Gap Report Questions to Aval Management 
H. IBTCI Summary Memo To Aval ALCO Committee 
I. Advisor Contacts Made During Project 

09 -00 
J. Maturity Gap Report Project Plan 
K. Reference Materials Provided During Project 

09 -00 

Notes: 

September 2000 

- 28-09-00 
- 26-09-00 
- 28-09-00 

16-08-00 
- 08 thru 

16-08-00 
- 08 thru 

- 04-00 
12-08-00 
15-08-00 
10-09-00 

- 20-09-00 
- 07 thru 

11-08-00 
- 08 thru 

~ Following the 28-09-00 Aval ALCO meeting and upon completion of the final project report all report 
sections and related exhibits were translated into Ukrainian for distribution to Aval Bank's Management 
Board. Copies of both versions of the final report (English and Ukrainian) were also forwarded under 
separate cover to the USAID project Office in Kyiv. 

~ Upon return to the United States a complete hard copy of the English based report and exhibits were sent to 
IBTCI Headquarters in McLean, VA. 
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IBTCI Maturity Gap Template Recommended Maturity Bap Template Exhibit B-1 

Aval Bank • Proposed Maturity Gap Report 
Financial data reported as of July 1, 2000 (OOOrph) 

COA Reference Total 0-7 Days 8-31 Days 32-92 Days 93-183 Days 184-365 days >365 Days 
Assets 
Currency and Bank Metals 100,101,110 102,058 100,633 0 0 0 0 1,425 
Due From NBU 120,121 351,745 62,740 0 0 0 0 289,005 
Due From Banks 150,151,1511,152,159 430,249 123,762 70,071 70,071 70,071 70,071 26,203 
Current Loans {Includes Classsified loan: 20,21,22,24 780,720 0 113,606 113,606 113,606 113,606 326,296 
Classified Loans (included above) 20,21,22,24 0 0 0 0 0 0 0 
Investments For Sale (Trading Account) 31,319 74,253 4,303 4,315 4,315 4,315 4,315 52,690 
Government Investments (OVDP/COVDF 14,149 123,258 0 0 0 0 0 123,268 
Other Investments & Equity Securities 32,329 8,934 5,072 966 966 966 966 0 
Investments in Affiliated Companies 41,42 10,620 0 0 0 0 0 10,620 
Accrued Income Receivable numerous accounts 24,209 6,052 18,157 0 0 0 0 
Misc. Receivables, etc. numerous accounts 120,143 55,872 64,272 0 0 0 0 
All Other Assets numerous accounts 156,670 0 0 0 0 156,670 

Total Assets 2,182,869 358.434 271,387 188,958 188,958 188,958 986,177 
Liabilities 
Demand Deposits 25,260,262 1,369,646 488,073 590,250 0 0 0 291,323 
Time Deposits 25,261,263 273,513 0 60,260 60,260 60,260 60,260 32,475 
Certificates of Deposit 332 56,872 0 14,218 14,218 14,218 14,218 0 
Due to Banks 160,161,162 63,917 0 15,979 15,979 15,979 15,979 0 
Due to NBU 130,131,132,133 36,9!l4 0 0 0 0 0 36,984 
Accrued Interest Payable numerous accounts 14,'80 0 3,358 3,358 3,358 3,358 1,350 
Accounts Payable and Accruals numerOlis accounts 118,374 29,594 88,781 0 0 0 0 
Income Taxes 362 3,004 3,004 0 0 0 0 0 
Subordinated Debt 3660 0 0 0 0 0 0 0 
All Other Liabilities 36,37,38 72,019 26,214 45,806 0 0 0 0 

Total liabilities 2,009,109 520,671 818.652 93,815 93,815 93,815 362,132 
Capital 
Stockholder Investment Pending Registra 363 0 0 0 0 0 0 0 
Capita!lShareholder Equity Class 5 173,760 0 0 0 0 0 173,760 

TotalCapital 173,760 0 0 0 0 0 173,160 

Total liabilities and Capital 2.182,869 520,671 818,652 93,815 93,815 93,815 535,892 

Gap Position -162,237 -547,265 95,143 95,143 95,143 450,285 
GaplTotal assets -7.43% -152.68% 35.06% 50.35% 50.35% 238.30% 

Off-Balance Sheet (08S) 
Guarantees Likely to be funded not available not available not available not available not available not available not available 
Claims Under Lkoans and Deposits not available not available not available not available not available not available not available 
Claims Under Foreign Exchange not available not available not available not available not available not available not available 
Claims Under Securities not available not -available not available not available not available not available not available 

Total Off-Balance Sheet 0 0 0 0 0 0 0 

Gap Position Including OBS -162,237 -547,265 95,143 95,143 95,143 450,285 
Gaprrotal assets+ OBS -7.43% -152.68% 35.06% 50.35% 50.35% 238.30% 
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International Business & Technical Consultants, Inc. 
u.s. Agency for International Development 

Vulitsa Lysenko 4, Apartment 13 
Kyiv 252034, Ukraine 
e-mail: ibtcua@naverex.kiev.ua 

Financial Infrastructure Development Project 

AVAL 
FINAL RECOMMENDATIONS FOR MATURITY GAP REPORT 

AUGUST/SEPTEMBER 2000 

~ Original Gap Maturity Report Structure Guidance: 

a} Period-end balances to be used not average balances 
b} Report should be segregated by foreign currency and National Currency 
c} Maturity intervals are: 1-7,8-31,32-92,93-183, 184-365, and >365 

a. FINAL GAP MATURITY REPORT STRUCTURE GUIDANCE: 

o General Rules, Guidance and Calculations: 

a. Report was developed to represent three viewpoints on the bank's balance sheet: 

Exhibit B·2 

Telephone: 380-44-246-4952 
Fax: 380-44-246-4953 

229-6525 

i. Hard Currency Denominated loan and deposit accounts (USA $, German OM, British £, etc.) 
ii. National Currency Denominated loan and deposit accounts (UAH and other soft currencies), and 
iii. Adjusted National Currency view representing consolidated bank balance sheet. 

b. Maturity intervals were adjusted to coincide with the existing Maturity Indicator Code used by the AVAL Vicont 
database. In most cases the SOL extract program (download) will be instructed to identify residual maturity dates 
from Aval's analytical customer records. This permitted a more efficient download of data for aggregation and 
presentation in the Maturity Gap Report (GAP); The Maturity time-bands used in GAP are consistent with Aval's 
existing data structure. They are: 0 - 7 days (combined residual maturity codes Immediate, Overnight and 1 - 7 
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days); 8 - 31 days (combined residual maturity codes 8 - 22 and 23 - 31 days); 32 - 92; 93 - 183, 184 - 365, and 
>365. 

c. Aval (Asset and liability Administration Section) requested a separate level of preliminary Trend Analysis (Exhibit 
E) in order to more accurately represent several of the balance sheet Chart of Account (COA) areas for the final 
Maturity Gap report presentation to ALCO. 

d. In some COA period end balances used were allocated to time bands not by their explicit maturity but on an 
estimated average or historical perspective basis. 

e. The reports presented are based on COA book values rather than adjusted market values. Reserve and accrual 
accounts are all are treated on an aggregate basis. This approach will more accurately represent a closer 
approximation to market value for Aval COA assets and liabilities. 

o Specific COA Rules, Guidance and Calculations: 

a) CASH - Trend analysis performed to determine the average daily requirement of currency and coin to support all 
branch and headquarters activities. This amount placed in > 365 time-band for gap maturity purposes. Balance 
of currency and coin are placed in the 0 - 7 time-band. 

b) BANK METALS AND TRAVELERS CHECKS - Basic assumption made that any precious metals held by the 
bank would be available for sale and would be placed in the 0 - 7 day time-band. All Travelers Checks are also 
placed in the 0 - 7 day time-band. 

c) DUE FROM NBU - Calculate statutory reserve % against Total deposits (currently at 15%) and place that 
amount in >365 time-band. Balance of Due from NBU is placed in 0 - 7 time-band. 

d) DUE FROM BANKS - Cash in Demand Accounts (presuming no maturity date data is indicated - probably 
should do an edit check to confirm the no date premise) would go into the 0 - 7 Day time band. The Time 
deposits should be placed in the appropriate time band based on the residual maturity date for that account 
balance. Deposits held to guarantee plastic card operations (or any other legally binding operational contract 
maintained by Aval with another bank requiring a deposit or guarantee) should be placed in the> 365 Days time 
band. Assumption can be made that these are long term deposits which will be held indefinitely or until the 
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agreement is rescinded with the correspondent bank. Non-Classified interbank loans should be placed based on 
their residual maturity date. Classified interbank loans based on their assigned NBU Classification Rating Code 
should have their residual maturity date increased by the number of days (30-90-180-365) linked with their 
specific classification. The Reserve associated with that classified interbank loan (20%-50%-100%) if 
substandard, doubtful or loss should be tied as a credit to the loan it represents and reduce the balance 
accordingly. The reserves that represent non-classified (2%) and Watch interbank loans (5%) should be netted 
in a pro-rata formula against the percent of the balance of the loan portfolio that they represent across all time 
bands. 

e) CURRENT LOANS - should be placed in their appropriate time band based on their residual maturity date. 

f) CLASSIFIED LOANS - Classified loans based on their assigned NBU Classification Rating Code should have 
their residual maturity date increased by the number of days (30-90-180-365) linked with their specific 
classification. The Reserve associated with that classified loan (20%-50%-100%) if substandard, doubtful or loss 
should be tied as a credit to the loan it represents and reduce the balance accordingly. The reserves that 
represent non-classified (2%) and Watch loans (5%) should be netted in a pro-rata formula against the percent 
of the balance of the loan portfolio that they represent across all time bands. 

g) INVESTMENTS FOR SALE - normally any Equity or Stock based investment should be placed in the 0 - 7 Day 
time band. A basic assumption would be that these investments held for sale or "marked to market" daily so that 
their book value is maintained accurately on Aval's books. There should also be a determination that any equity 
investments held in this account are 'readily marketable and 100% liquid". It would be appropriate to do a strong 
edit check in any event to be sure the residual maturity date (if any) would ensure the equity would fall in the first 
time band. 

h) OVDP/COVDP - "truly marketable" OVDP and/or COVDP investments should be placed according to their 
actual residual maturity date in the appropriate time band. However, recent history leads us to believe that these 
investments should more than likely be considered to be non-marketable investments. This assumption is based 
on the recent history of non-payment and/or deferral without option by the Country of Ukraine they should be 
placed in the> 365 Days time band. It would also be appropriate to determine whether it is necessary to 
establish a reserve in the event of non-payment in order to reduce their book value closer to their true market 
value. 
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i) OTHER INVESTMENTS IN DEBT AND EQUITY SECURITIES - assuming that these investments are held by 
the bank as true investment instruments and that they are marketable (even with a discount) they should be 
placed in a time band that is linked to their residual maturity date. In the event these investments are considered 
to "less than readily marketable" it would be appropriate to establish a reserve as an off·set to potential loss 
situations to Ava\. 

j) INVESTMENTS IN AFFILIATED OR SUBSIDIARY COMPANIES - since investments of this nature are generally 
not considered to be "Ready for sale" or "traditional instrument based "Long Term Investments" I would 
recommend that all of these amounts be placed in the> 365 Day time band. 

k) ACCRUED INCOME RECEIVABLE· should be spread across the time band s based on their expected date of 
payment. Clearly these items need to link back to the specific customer account they represent and placed 
according to that maturity determination. 

I) MISC. RECEIVABLES· if the individual accounts receivable have residual maturity information then it should be 
used for time band placement. If there is no maturity information the assumption can and should be made that 
traditionally accounts receivable can be expected to be received within 30 days of their origination date. Any 
aggregate balance without maturity date information should therefore be spread across the first two time bands 
with 25% allocated to the 0 - 7 Days and 75% allocated to the 8 - 31 Days time bands respectively. If accounts 
receivable are "stale dated" that is they have not been received within the normal time frame I would suggest that 
they be evaluated for collect ability and placed in similar time bands as would substandard, doubtful or loss 
classified loans. This would also imply that specific reserves should be established and netted from the amount 
of the receivable just as if they were a classified loan. 

m) ALL OTHER ASSETS - since other assets with negligible value, all bank supplies, fixed and intangible assets 
(including: bank land, buildings, leasehold improvements, and any other personal or real property owned by the 
bank) would fall under this classification they should all be placed in the> 365 Days time band. 

n) DEMAND DEPOSITS - in all three demand deposit classification areas Trend Analysis will be performed in order 
to determine what the base of CORE DEPOSITS are within each of these categories. This "regularly maintained 
and stable base of deposits" will be placed in the> 365 time band. For example: With State Budget Funds they 
should be evaluated based on their historical funds flow/maturity movement. For State Pension Funds it was 
recommended that Trend Analysis be performed to determine what the regular outflow of pension funds is on a 
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calendar day basis and then once the average core deposit has been subtracted from this total using that 
analysis to place the appropriate funds into the 0 - 7 Days time band and the 8 - 31 Day time band. This 
placement in the two time bands will be determined and dependent by the time the report is run during the 
calendar month. All other State Budget Funds and any other special purpose government accounts (including 
quasi government accounts in the business category) will be analyzed in this fashion and placed in appropriate 
time bands. By using this approach the "real Core Deposits" of Aval bank will be segregated and placed in the> 
365 Days time band. All other deposits will be placed based on averaging, trend analysis and realistic maturity 
date information. For the Business and individual demand deposits a similar trend Analysis and averaging 
approach will be taken to identify "core deposits" and any recurring trends or regular patterns in the accounts and 
then placed by appropriate time band. 

0) TIME DEPOSITS -will be placed by the appropriate maturity date in the customer's file. If there is no clearly 
stated maturity date then Trend Analysis will be performed to both determine any regular core deposits and the 
actual placement of any remaining balance in the proper time band. 

p) CERTIFICATES OF DEPOSIT - will be placed exclusively by their residual maturity date. 

q) DUE TO BANKS - should be placed in the appropriate time band based on the residual maturity date for the 
accounts. 

r) DUE TO NBU - should be placed in the appropriate time band based on the residual maturity date for the 
accounts 

s) ACCRUED INTEREST PAYABLE - should be spread across the time band s based on their expected date of 
payment. Clearly these items need to link back to the specific customer account they represent and placed 
according to that maturity determination. 

t) ACCOUNTS PAYABLE AND ACCRUALS - since AlP do not maintain maturity date related information at this 
time it was agreed that under normal business practice these accounts would generally bee paid within 30 days 
that the total would be divided by 30 and the first 25% would be placed in the 0 - 7 days time band and that the 
remaining 75% would be placed in the 8 - 31 Day time band. 
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u) INCOME TAXES - current income taxes would be placed i9n the time band that coincides with their expected 
remittal date to the government taxing authority. Deferred taxes would be placed in the time band that relates to 
their expected payment date in the future. 

v) STOCKHOLDER INVESTMENT PENDING REGISTRATION - generally accounts of this type would have an 
expected forward date by which time their registration would be completed. They should be placed in the 
appropriate time band based on that expected future processing date. 

w) SUBORDINATED DEBT - should be placed in the> 365 Days time band unless there is a specified residual 
maturity date that would indicate placement in a shorter time band. 

x) CAPITAL - in all cases capital accounts are considered to have a maturity date> 365 Days. All capital accounts 
and general reserves should be placed in that time band. 

y) OFF BALANCE SHEET ACCOUNTS - currently insufficient information is maintained on off-balance sheet 
related customer account information. Due tp the non-regular nature of such accounts and contingent liabilities 
no effort was made at this time to incorporafe off-balance sheet activity in to the Maturity Gap report 
presentation. That is not to indicate however that such maturity date related information should not be collected. 
As part f the effort to update and improve data integrity in this area across the balance sheet all off-balance 
sheet accounts should also have reasonable maturity date information entered into the database. 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

Asset Accounts 

Currency and Bank Minimum and maximum 100,101,110 1) Minimum classified as Trend analysis of 
Metals currency levels to be >365. statistical data 

calculated 2) Excess over minimum (analytical accounts) 
0-7 

3) Bank metals reported Ability to enter minimum 
as >365. reserve standards into 

the data base 

Due from NBU 1) Cash on Demand 1) 120; except 1208 1) Statutory reserve of Automatic calculation of 
accounts 15% of Total Deposits statutory reserve in 

is reported as > 365 Vicont DB 
2) Cash on term 2) 121; except 1218 2) Excess NBU balance 

accounts reported in 0 - 7 days 
3) Recorded based on 

residual maturity date 

Due From Banks 1) Cash in demand 1) 150; except 1508 and 1509 1) recorded as 1 - 7 Trend analysis of 
accounts statistical data 

(analytical accounts) 
2) Cash in time 2) 151; except 1518 and 1519 2) recorded based on 

Accounts residual maturity date 

3) Cash in Guarantee 3) 1511 3) Spread based on: 
accounts (Plastic a) Maturity of 
Cards) Quaranteed 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

transaction 
b) Balances 

guaranteeing plastic 
card operations 
reported as >365 

4) 4.152 (standard); except 1528, 4) spread based on 
4) Non-classified Inter- and 1529 maturity 

bank Loans 
5) 5.152 (watch, non-standard), 5) spread based on some 

5) Classified inter-bank 158; 1528,1529 not included estimate of recovery, 
loans for example: 

No need to shift the 

.,'! 
a) Watch, Maturity + maturity date, reserve 

30 adjustment only is 
b) Substandard, needed 

Maturity + 90 
c) Doubtful, Maturity + 

180 
6) 159 d) Loss, ">365" 

6) Loss Reserve(s) 
6) Spread based on: 

a) General: pro-rata 
against non-
classified loans 

b) Specific: consistent 
with related loan 
balance 

Current Loans 1. Current loans that 1. 20,21,22 (standard),except for 1. spread by maturity Trend analysis of 
will pay when due 209, statistical data 

2. Estimated renewal (analytical accounts) 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting_ 

2. Current loans that maturity 
will likely be 219, 229 and accrued interest 
extended accounts 3. Spread in relation to 

current loan balances 
3. General Reserve 3.2401 

Classified Loans 1) Loan Balance 20,21,22 (watCh, non-standard, 1) spread based on Trend analysis of 
doubtful 209,219,229), except estimate of recovery: statistical data 
for accrued interest accounts a) Watch, Maturity + (analytical accounts) 

30 
b) Substandard, Calculate classified loan 

Maturity + 90 trends based on actual 
c) Doubtful, Maturity + experience 

180 
d) Loss, ">365" No need to shift the 

2) Loss Reserve 2.2400 maturity date, reserve 
2) Consistent with related adjustment only is 

loan balance needed 

I nvestments for sale 1. Equity 31 1. classify as "1-7" 

2. Vexels 

3. PromiSSOry notes 
(except for OVDP, 
COVDP) 

4. Reserve against 4.319 
diminution in value 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

OVDP/COVDP (Note: 1. Marketable 14 1. "1-7" at market value 
Liquidity, not intention 
of management 2. Not marketable 2. maturity date 
relevant in measuring 
maturity gap) 3. Reserve against 3.149 

diminution in value 

Other investments in 1. Marketable 32 1. . 1-7 at market value 
debt and eq uity 

f''! 

securities 2. Not marketable 3.329 2. maturity date less 
Reserveagainst valuation reserve 
diminution in value 

Investments in 41,42 1. ">365" 
affiliated companies 

Accrued Income 1. Loans and deposits 1.1208,1218,1508,1509,1518,15 1. Estimated payment Trend analysis of 
Receivable 19,1528,1529,2008,2018,2028 date statistical data 

,2029,2038,2039, (analytical accounts) 
2048,2049,2058,2059,2068,2069 

,2078, 
2079,2108,2109,2118,2119, 

2208,2209,2218,2219 
2. COVDP and other 

securities 2.1418,1428,1438,3108,3118,31 2. Due date 
19,3218,3219 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

3. Other 
3 .. 357 3. Estimated payment 

date 

Misc. Receivables, etc 1. Misc. Receivables 18,28,351,352,354,355,358,359 1. Estimated payment Trend analysis of 
371 date statistical data 

2. Clearing Accounts (analytical accounts) 
2. "1-7" 

Calculate AiR trends 
based on actual 
experience 

All other assets Pre-paids, low value 34,350,39 A,43,44 Report ">365" unless Trend analysis of 
items, fixed and material pending asset statistical data 
intangible assets sale identified (analytical accounts) 

Liability and Capital Accounts 

Demand Deposits 1. State Budget 1. except for accrued interest For each demand deposit Trend analysis of 
and term deposit accounts category multiply statistical data 

lowest daily balance (analytical accounts) 
2. Business 2. except for accrued interest during last quarter by 

accounts 90%. This is "core" 
deposit which will be 

3. Individuals reported ">365". 
3. 3.262 except for accrued Report amount over 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

interest accounts "core" deposit in "1-7" 

Time Deposits 1. State Budget 1. 25 (term deposits), except for Same formula as Demand 
accrued interest accounts Deposits 

2. Business 2. 261 except for accrued 
interest accounts 

3. Individuals 3. .263 except for accrued 
interest accounts 

Certificates of Deposit 
,., 

332, except for 3328 Reported based on 
maturity 

Due to NBU 130, 131,132,133, except for Loan Maturities 
accrued interest accounts 

Accrued Interest 1. Deposits 1.1608,1618,1628,2608,2618,26 1. Pro-rata on deposit 
Payable 28,2638 balances 

2. NBU 
2.1308,1318,1328,1338 2. Period payment due 

3. Subordinated debt 
3.3668 

Accounts Payable and 1. Accounts payable 1. 19,290,360,361364,365,367,3 1. Estimated period 
accruals and accruals 69, payment due 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

2. Clearing accounts 2. "1-7" 
2. 292,372,373, 

3. Other Liabilities 3. Estimated period 
3. 39L payment due 

Income Taxes 1. Current 362 1. "8-31" 

2. Deferred 2. ">365" 

Stockholder 363 ">365" 
investment pending 
registration 

Subordinated debt 3660 

Capital 1. Common Stock 5 Class 1. ">365" 

2. Retained earnings 2. ">365" 
and reserves 

3. Treasury Stock 3. "1-7" (if marketable) 

Off-Balance Sheet Accounts 

Off Balance Sheet 1. Group 90: Estimate of period funds 
Accounts Guarantees likely to will be received or 

be funded payment required. 
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Additional or 
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for 

Report Line Item Item Components Synthetic Accounts Analysis and Analysis and 
Reporting Reporting 

2. Group 91: Claims 
under loans and 
deposits 

3. Group 92: Claims 
under FX operations 

4. Group 93: Claims 
under securities 
operations 
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IBTCllnterest Rate Gap Template 

Separate report for each currency. 

Assets 
Currency and Bank Metals 
Due From NBU 
Due From Banks 
Current Loans 
Classified Loans 
Investments For Sale 
Government Investments 
Other Investments & Equity Securities 
Investments in Affiliated Companies 
Accrued Income Receivable 
Misc. Receivables 
All Other Assets 

Total Assets 

Liabilities 
Demand Deposits 
Time deposits 
Certificates of Deposit 
Due to Banks 
Due to NBU 
Accrued Interest Payable 
Accounts Payable and Accruals 
Income Taxes 
Subordinated Debt 
All other Liabilities 

Total Llabllitle 

Capital 

s 

COA Reference 

100,101,110 
120,121 

150,151,1511,152,159 
20,21,22,24 

20,21,22,24 

31,319 
14,149 

32,329 
41,42 

numerous accounts 
numerous accounts 
numerous accounts 

25,260,262 

25,261,263 
332 

160,161,162 

130,131,132,133 
numerous accounts 
numerous accounts 
362 
3660 

a 363 Stockholder Investment Pending Registr 
Capital/Shareholder Equity 

TotalCaplta I 

Total Liabilities and Capita t 

Off-Balance Sheet 
Swaps (FX and Bank Metal Activities) 
(FX and Bank Metal Activities) 
Guarantees, UC, Acceptances - Given 
Guarantees, UC, Acceptances - Receive d 

Total Off-Balance Shee t 

n Gap Posltlo 
GaplTotal assets 
Interest Volatility 

Interest Volatility x Gap Position 

September 2000 

crass 5 

Recommended Interest Rate Sensitivity/Repricing Maturity Gap Template 

Aval Bank - Proposed Interim Interest Repricing Gap Report 
Asssets and Liabilities as at Julv 1 2000 /OOOroh} 

Total 0-7 Days 8-31 Days 32-92 Days 93-183 Days 184-365 days >365 Days 

Currency N/S Bank Letals 5(0-7) 
Non Interest Bearing so all N/S 
All S (as maturity report) 
All S (as maturity report) 
All S (as maturity report) 
AU S (as maturity report) 
All S (as maturity report) 
All S (as maturity report) 

AIINIS I 
AIINIS 
All NIS 
Mainly NIS (as maturity report) 

0 0 0 0 0 0 

All S (as maturity re~ort) 
All S (as maturity report) 
All S (as maturity report) 
All S (as maturity report) 
All S (as maturity report) 

AIINIS I 
AlIN/S 
AIINIS 
Mainly N/S (as maturity report) 
Mainlv N/S las maturitY reoortl 

0 0 0 0 0 0 

All NIS 
AIINIS 

0 0 0 0 0 0 

IGNORE THIS LOT MEANTIME - as Maturity Report 
May be S or N/S depending on nature 
May be S or N/S depending on nature 
May be S or N/S depending on nature 
May be S or N/S depending on nature 

0 0 0 0 0 
As Maturity Report 
As Maturity Report .. 
ThiS need not be bUilt mto the report but IS a separate analysIs of Interest rates - It IS expected change % rote rest for each bucket 
Input the volatility as a separate parameter, default value 1 

Non sensitive 

0 0 

0 0 

0 0 

0 0 



Final IBTCI Specifications for Interest Rate/Repricing Gap Report - August thru September 2000 

Vulitsa Lysenko 4, Apartment 13 
Kyiv 252034, Ukraine 
e-mail: ibtciua@naverex.kiev.ua 

1) General Structure: 

International Business & Technical Consultants, Inc. 
o .S. Agency for International Development 

Financial Infrastrnctnre Development Project 

AVALBank 
Recommendations and Data Requirements for Components of 

Interest Repricing Gap Report: Based on Modified Maturity Gap Report 
September 2000 

a) Period end balances to be used but these may be allocated to time bands not by maturity but on an estimated basis. 

Exhibit C-2 

Telephone: 380-44-246-4952 
229-6525 

Fax: 380-44-246-4953 

b) Separate reports should be prepared for each major foreign currency and national currency (HRV and currency denominated assets and 
liabilities not HRV equivalent). Initially a separate report for National currency and hard currency (95% USD) will be sufficient. 

c) Sensitivity intervals or repncmg intervals are: 0-7, 8-31, 32-92, 93-183, 184-365, >365, and Non-sensitive. 
(see specimen report) The most important end of the scale is the short end. 

d) The report will be based on the Maturity Gap Report. To-create the Interest Repricing Report the Non-sensitive elements will be removed 
from each time band and allocated to the Non-sensitive time band. A few items having no maturity are will appear in every time band. These 
are mainly securities. 

e) The volatility of National currency (HRV) and hard currency (USD) interest rates will be determined separately. 
f) Generally any interest bearing asset or liability is sensitive. Any asset / liability is sensitive if its value changes when market rates change. 
g) As the report is based on book values rather than market values, accruals are all are treated as sensitive on the basis that the book value plus 

the accrual will give a closer approximation to market value which is the ideal for measuring interest risk. 
h) Similarly impaired assets should be excluded from the measurement if realistically they have a zero market value. Provisions and reserves 

are all treated as sensitive in order to bring the asset value closer to the ideal 
i) Securities (including Zero Coupon) are all sensitive and will appear in every time band. 
j) No additional database components are needed until a more accurate version of this report is created based on repricing dates rather than 

maturity. 
k) No additional data components are needed until the report is constructed on the basis of repricing date rather than maturity date. 

Tracking Interest Rates. * 
As a minimum Aval Bank must track the yield curve in the USD and HRV markets. (also any other major currency). This is necessary to estimate 
the likely changes (volatility) in interest rates for each of the time bands 0-7, 8-31, 32-92, 93-183, 184-365, >365. The rates should represent open 
market rates. USD LlBOR fixing for example can be obtained from Reuters or Internet. 
The Exposure can be calculated from the gap multiplied by the most likely percentage change in the time band. 

lof5 
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Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base 
Components Needed 

Assets 
Currency and Bank Metals Cash, Travellers Cheques aud 100,101,110 All uon-sensitive 

Bank Metals (metals are sensitive but can be 
ignored if small) 

Dne from NBU: Funds with NBU 120- 121 Non interest bearing accounts Software must differentiate 
Deposits with NBU, accruals, are non-sensitive. between statutory (non interest 
obligatory reserves Interest bearing accounts are bearing) and balance that may 

sensitive. Use maturity band. be interest bearing 
1202,1203,1207 non-sensitive. 

Due from Banks Correspondent accounts 150 - 1591 All sensitive 
Demaud deposits Use maturity baud. 
Time deposits 
Iuterbank Loans 

urrent loans and Classified Business Entities 200 - 2401 All sensitive. 
Loans State Agencies Use maturity baud. 

Individuals 
Bad debt reserve 

nvestments for Sale Equity 310-3119 All sensitive. Long Term: Value.Market value 
Debt Will appear in all bauds / fair value of securities where 

possible should be captured by 
the database 

Government Investments State Bonds for Sale 140 -1491 All sensitive. Long Term: Value.Market value 
Equity Securities for Sale Debt Will appear in all bands / fair value of bonds where 
Securities for Sale possible should be captured by 

the database 
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Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base 
Components Needed 

Other Investments &Equity 321 - 3290 All sensitive. Long Term: Value.Market value 
Will appear in all bands I fair value of bonds where 

possible should be captured by 
the database 

Investments in Affiliates Affiliates I Subsidiaries. 410- 4209 All sensitive. 
Will appear in all bands 

Accrued Income Receivable Numerous accounts All accruals All sensitive 
Use maturity band of asset 

Misc. Receivables Misc. Receivables All miscellaneous receivables All non-sensitive 
Clearing Accounts 

All other assets Prepayments, low value items, 340,350.390,430,440, All non-sensitive 
fixed and intangible assets 

Liabilities 
Demand Deposits 250,260,262 All sensitive. 

Use maturity band 
Time Deposits State Budget 250,261,263,330 All sensitive. 

Business Use maturity band 
Individuals .(/0( 

Own Debt Securities 

Certificates of Deposit 332 All sensitive. 
Use maturity band 

Due to Banks Demand 160,161,162 All sensitive. 
Tiroe Use maturity band 
Interbaok Loans 

Due to NBU Correspondent Account 130,131,132,133 All sensitive 
Loans Use maturity band 
Deposits 

Accrued Interest Payable Deposits 1608, 1618, 1628,2608,2618, All sensitive 
Budget 2628,2638 Use maturity band of liability 
NEU 1308,1318,1328,1338 
Subordinated debt 3668 

Accounts Payable and Accounts payable and Accruals Num 190, 290, 360, 361, 364, Non-sensitive 
Accruals 365,367,369. 

Clearing accounts 292,372,373 
Other Liabilities Other liabilities 390 Non-sensitive 
Income Taxes Current I Deferred 362 Non-sensitive 
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Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base 
Components Needed 

Subordinated Debt 3660 All sensitive, 
Use maturity bands 

Capital 
Stockholder investment pending 363 All non-sensitive 
registration 
Capital Conunon Stock Class 5 All non-sensitive 

Retained earnings and reserves Treasury stock is sensitive will 
Treasury Stock appear in every band. 

Off Balance Sheet Accounts Group 90: Guarantees likely to Class 9 All non-sensitive at present but 
be funded should be treated the same as 
Group 91: Claims under loans the underlying asset / liability. 
and deposits 
Group 92: Claims under FX 
operations 
Group 93: Claims under 
securities operations 
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Final IBTCI Specifications for Interest Rate/Repricing Gap Report - August thru September 2000 Exhibit C-2 
Interest Risk Re )ricing Gap Report (UAH, USO, OEM etc.) 

Line Item TOTAL Days Days Days Days Days Days Non-sensitive 

Assets 0-7 8 -31 32-92 93 -183 184 - 365 >365 
Currency and Bank Metals 
Due fromNBU 
Due From Banks 
Current and Classified Loans 
Investments for sale 
Government investments 
Other investments 
Investments in affiliated companies 
Accrued Income Receivable 
Misc. Receivables, etc 
All other assets 
TOTAL ASSETS 

Liabilities 

Demand Deposits 
Time Deposits 
Certificates of Deposit 
Due to Banks {:': 

Due to NBU 
Accrued Interest Payable 
Accounts Payable and accruals 
Income Taxes . 

Stockholder investment pending 
Subordinated debt 
Capital Pending Registration 
Capital 
TOTAL LIABILITIES & 
CAPITAL 
Off Balance Sheet Accounts 
TOTAL 

Interest GAP 

Average Volatility % 
Maximum Volatility % 
POSURE 
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OriginallBTCI Specifications for Maturity Gap Report - April 2000 

International Business & Technical Consultants, Inc. 
u.s. Agency for International Development 

Financial Infrastructure Development Project 

Exhibit 0 

Vulitsa Lysenko 4. Apartment 13 
Kyiv 252034. Ukraine 
e-mail: ibtciua@naverex.kiev.ua 

Telephone: 380-44-246-4952 
229-6525 

Fax: 380-44-246-4953 

Date: 
To: 
Copy to: 
From: 

Re: 

April 2000 
Nicolay V. Linder 
Anna A_ Tarnavska 
Clena Borko 

AVALBank 
Recommendations and Data Requirements for Components of 

Maturity Gap Report 
April 2000 

Please find attached the updated version of Asset and Liability Maturity Gap Report 
1) General Structure: 

a) Period-end balances to be used not average balances 
b) Report should be segregated by foreign currency and National Currency 
c) Maturity intervals are: 1-7,8-31,32-92,93-183,184-365, and >365 

Report Line Item Components in Line Groups of Accounts Criteria for Reporting 

Assets 
Currency and Bank Minimum and maximum 100.110 1. Minimum classified as "> 
Metals currency levels to be 365". 

calculated 2. Excess over minimum "1-
7" 

3. Bank metals reported as 
"> 365", 

Additional Data 
Base Components 

Needed 

Ability to enter minimum 
reserve standards into the 
database 



OriginallBTCI Specifications for Maturity Gap Report - April 2000 Exhibit D 
Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data 

Base Components 
Needed 

NBU account: 1. Cash on demand 1.120; 1208 is not included 1. statutory reserve Automatic calculation of 
accounts reported as "> 365" statutory reserve in Vicont 

DB 
2. Cash on term accounts 2.12; 1218 is not included 2. Excess NBU balance 

reported in "1-7" 
Recorded based on 
maturity 

Due From Banks 1. Cash in demand 1.150; 1508,1509 are not included 1) recorded as "1-7" 
accounts 

2) recorded based on 
2. Cash in time Accounts 2.151; 1518, 1519 are not included maturity 

3) Spread based on: 
3. Cash in Guarantee 3.1511 a) Maturity of 

accounts guaranteed 
transaction 

b) Balances 
{.~ guaranteeing plastic 

card operations 
reported as "> 365". 

4. Non-classified 4 .152 (standard ); 4) spread based on maturity 
Interbank Loans 1528,1529 not included 

5. Classified interbank 5.152 (watch, non-standard), 158; 5) spread based on some No need to shift the 
loans 1528,1529 not included estimate of recovery, for maturity date, reserve 

example: adjustment only is needed 
a) Watch, Maturity + 30 
b) Substandard, 

Maturity + 90 
c) Doubtful, Maturity + 

180 
d) Loss, ">365" 

6. Loss Reserve( s) 6.159 6) Spread based on: 
a) General: pro-rata 

against non-classified 
loans 
Specific: consistent 
with related loan 
balance 

Current Loans 1. Current loans that will 20,21,22 (standard), except for 209, 1. spread i:>}' maturil>' 



OriginallBTCI Specifications for Maturity Gap Report - April 2000 Exhibit 0 
pay when due 219,229 and accrued interest 

2. Current loans that will accounts 2. Estimated renewal 
likely be extended maturity 

3. General Reserve 3.2401 3. Spread in relation to 
current loan balances 

Classified Loans 1) Loan Balance 20,21,22 (watch, non-standard, 1) spread based on 
doubtful 209,219,229), except for estimate of recovery: 
accrued interest accounts a) Watch, Maturity + 30 No need to shift the 

b) Substandard, maturity date, reserve 
Maturity + 90 adjustment only is needed 

c) Doubtful, Maturity + 
180 

d) Loss, ">365" 
2) Loss Reserve 2.2400 2) Consistent with related 

loan balance 

Investments for sale 1. Equity 31 classify as "1-7" 
2. Vexels 
3. Promissory notes 

(except for OVDP, 
COVDP) 

4. Reserve against 4.319 
diminution in value 

. 

OVDP/COVDP (Note: 1. Marketable 14 1. "1-7" at market value 
Liquidity, not intention of 2. Not marketable 2. maturity date 
management relevant in 3. Reserve against 3.149 
measurinR maturity gill diminution in value 

Investments in affiliated 41,42 1. ">365" 
companies 

Accrued Income 1. Loans and deposits 1.1208,1218,1508,1509,1518,1519,15 1. Estimated payment date 
Receivable 28,1529,2008,2018,2028,2029,2038,2 

039, 2048,2049,2058,2059,2068, 
2069,2078,2079,2108,2109,2118, 
2119,2208,2209,2218,2219 

2. COVDP and other 2.1418,1428,1438,3108,3118,3119,32 2. Due date 
securities 18,3219 



OriginallBTCI Specifications for Maturity Gap Report - April 2000 Exhibit 0 

3. Other 3.357 3. Estimated payment date 

Misc. Receivables, etc 1. Misc. Receivables 18,28,351,352,354,355,358,359 1. Estimated payment date 
371 

2. Clearing Accounts 2. "1-7" 

All other assets Prepaids, low value items, 34,350,39 A,43,44 Report ">365" unless material 
fixed and intangible assets pending asset sale identified 

Liabilities and Capital 

Demand Deposits 1. State Budget 1.25 except for accrued interest and For each demand deposit 
term deposit accounts category multiply lowest daily 

2. Business 2.260 except for accrued interest balance during last quarter by 
accounts 90%. This is "core" deposit 

3. Individuals 3.262 except for accrued interest which will be reported ">365". 
accoun~, Report amount over "core" 

deposit in "1-7" 

Time Deposits 1. State Budget 1. 25 (term deposits), except for Same formula as Demand 
accrued interest accounts Deposits 

2. Business 2. 261 except for accrued interest 
accounts 

3. Individuals 3. 263 except for accrued interest 
accounts 

Certificates of Deposit 332, except for 3328 Reported based on maturity 

Due to NBU 130,131,132,133, except for accrued Loan Maturities 
interest accounts 



OriginallBTCI Specifications for Maturity Gap Report - April 2000 Exhibit 0 

Accrued Interest Payable 1. Deposits 1.1608,1618,1628,2608,2618,2628,26 1. Pro-rata on deposit 
38 balances 

2. NBU 2.1308,1318,1328,1338 2. Period payment due 

3. Subordinated debt 3.3668 

Accounts Payable and 1. Accounts payable and 1.19,290,360,361364,365,367,369, 1. Estimated period 
accruals accruals payment due 

2. Clearing accounts 2.292,372,373, 2. "1-7" 
3. Other Liabilities 3.39L 3. Estimated period 

payment due 

Income Taxes 1. Current 362 1. "8-31" 
2. Deferred 2. ">365" 

Stockholder investment 363 ">365" 
pending registration 

Subordinated debt 3660 

Off Balance Sheet 1. Group 90: Guarantees Estimate of period funds will 
Accounts likely to be funded be received or payment 

2. Group 91: Claims required. 
under loans and 
deposits 

3. Group 92: Claims 
under FX operations 

4. Group 93: Claims 
under securities 
operations 



Aval Additions to Maturity Gap Report Specifications - August 12, 2000 Exhibit E 

International Business and Technical Consultants. Inc. 
United States Agency for International Development 15 aBryCTa 2000 rOAa 

Ukrainian Bank Accounting and Operations Infrastructure Development Project 

Address: 4 Lysenko St., apt.13, Phones: (380-44) 246-4952 

):laTa 
KOMY 
Konilll 
OT 
TeMa 

JIHHAepy HHKoJlalO BHI<TopoBII'IY 
TapHaBcKoll A.A. 
EJleHb! EOPKO 252034, Kiyv, Ukraine, CIS (380-44) 235-7517 
PeKoMeHAaUHH H TPe60BaHilll K Web site: 

E·mail: 
httpo//www.ibtci.kiev.ua!(380-44) 229-6525 
ibtciua@naverex.kiev.ua Fax: (380-44) 2464953 KOMnOHeHTaM ONeTa 0 pa3pbIBe MelKAY 

cpOKaMH noraIlleHIliI 

General Structure: 
a) Period-end balances to be used not average balances 
b) Report should be segregated by foreign currency and National Currency Note: Aval Additions to April Memo are highlighted below. 
c) Maturity intervals are: 1-7,8-31,32-92,93-183,184-365, and >365 

Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data 

{."-
Base Components 

Needed 

Assets 
Currency and Bank Minimum and maximum 100,110 1. Minimum classified as "> Ability to enter minimum 
Metals currency levels to be 365". reserve standards into the 

calculated 2. Excess over minimum "1-T' database 
3. Bank metals reported as "> Statistical Data 

365". 

NBU account: 1. Cash on demand 1.120; 1208 is not included 1. statutory reserve reported as Automatic calculation of 
accounts "> 365" statutory reserve in Vicont 

DB 
2. Cash on term accounts 2.12; 1218 is not included 2. Excess NBU balance 

reported in "1-7" 
Recorded based on maturity 

Page 1 of5 



Aval Additions to Maturity Gap Report Specifications - August 12, 2000 Exhibit E 

Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base 
Components Needed 

Due From Banks 1. Cash in demand 1.150; 1508,1509 are not included 1) recorded as "1-7" 
accounts Statistical Data 

2) recorded based on 
2. Cash in time Accounts 2.151; 1518, 1519 are not included maturity 

3) Spread based on: 
3. Cash in Guarantee 3.1511 a) Maturity of 

accounts guaranteed 
transaction 

b) Balances 
guaranteeing plastic 
card operations 
reported as "> 365". 

4. Non-classified 4.152 (standard); 4) spread based on maturity 
Interbank Loans 1528,1529 not included 

5. Classified interbank 5.152 (watch, substa'rj'clarq;;QO'tlJjlfLJi, 5) spread based on some No need to shift the 
loans loss), 158; 1528,1529 not included estimate of recovery, for maturity date, reserve 

example: adjustment only is needed 
a) Watch, Maturity + 30 
b) Substandard, 

Maturity + 90 
c) Doubtful, Maturity + 

180 
d) Loss, ">365" 

6. Loss Reserve(s) 6.159 6) Spread based on: 
a) General: pro-rata 

against non-classified 
loans 
Specific: consistent 
with related loan 
balance 

Statistical Data 
Current Loans 1. Current loans that will 20,21,22 (standard), except for 209, 1. spread by maturity 

pay when due 219,229 and accrued interest 
2. Current loans that will accounts 2. Estimated renewal 

likely be extended maturity 

Page 2 of5 



Aval Additions to Maturity Gap Report Specifications - August 12, 2000 Exhibit E 

3. Spread in relation to 
3. General Reserve 3.2401 current loan balances 

Classified Loans 1) Loan Balance 20,21,22 (watch, ~~),;~fa:-6:<f~f,~, 1) spread based on Statistical Data 
doubtful, 1055209,219,229), except estimate of recovery: 
for accrued interest accounts a) Watch, Maturity + 30 

b) Substandard, 
Maturity + 90 

c) Doubtful, Maturity + 
180 

d) Loss, ">365" 
2) Loss Reserve 2.2400 2) Consistent with related 

loan balance 

Investments for sale 1. Equity 31 classify as "1-7" 
2. Vexels 
3. Promissory notes 

(except for OVDP, 
COVDP) 

f·": 4. Reserve against 4.319 
diminution in value 

OVDP/COVDP (Note: 1. Marketable 14 1. "1-7" at market value 
Liquidity, not intention of 2. Not marketable 2. maturity date 
management relevant in Reserve against 3.149 
measuring maturity gap) diminution in value 

Statistical Data 
Investments in affiliated 41,42 1. ">365" 
companies 

Statistical Data 

Accrued Income 1. Loans and deposits 1.1208,1218,1508,1509,1518,1519,15 1. Estimated payment date 
Receivable 28,1529,2008,2018,2028,2029,2038,2 

039, 2048,2049,2058,2059,2068, 
2069,2078,2079,2108,2109,2118, 
2119,2208,2209,2218,2219 

Page 3 of5 



Aval Additions to Maturity Gap Report Specifications - August 12, 2000 Exhibit E 

2. COVDP and other 2.1418,1428,1438,3108,3118,3119,32 2. Due date 
securities 18,3219 

3. Other 3.357 3. Estimated payment date 

Misc. Receivables, etc 1. Misc. Receivables 18,28,351,352,354,355,358,359 1. Estimated payment date 
371 

2. Clearing Accounts 2. "1-7" 

Statistical Data 
AU other assets Prepaids, low value items, 34,350,39 A,43,44 Report ">365" unless material 

fixed and intangible assets pending asset sale identified 

Liabilities and Capital 
111-3 Statistical Data by 

Demand Deposits 1. State Budget 1.25 except for accrued interest and For each demand deposit system customers 
term deposit accounts category multiply lowest daily 

2. Business 2.260 except for accrued interest balance during last quarter by 
accounts 90%. This is "core" deposit 

3. Individuals 3.262 except for accrued interest which will be reported ">365". 
accounts Report amount over "core" 

deposit in "1-7" 

Time Deposits 1. State Budget 1. 25 (term deposits), except for Same formula as Demand 
accrued interest accounts Deposits 

2. Business 2. 261 except for accrued interest 
accounts 

3. Individuals 3. 263 except for accrued 
interest accounts 

Own Debt Securities I 330, eXcePt'f:Qr~~.Q8. Reported based on maturity 

Certificates of Deposit 332, except for 3328 Reported based on maturi~ 

Due to NBU 130, 131,132,133, exceptfor accrued Loan Maturities 
interest accounts 

Page 4 of5 



Aval Additions to Maturity Gap Report Specifications - August 12, 2000 Exhibit E 

Accrued Interest 1. Deposits 1.1608,1618,1628,2608,2618,2628,26 1. Pro-rata on deposit 
Payable 38 balances 

2. NBU 2.1308,1318,1328,1338 2-1 IIepnoA OruJaThl 

3. Subordinated debt 3. 3308,Z$2~,3668 

4. Budget 4. 2518,2§'~8~i~~Slj:8;ZSS~~~5p8 

Accounts Payable and 1. Accounts payable and 1.19,290,360,361364,365,367,369, 1. Estimated period 
accruals accruals payment due 

2. Clearing accounts 2.292,372,373, 2. "1-7" 
3. Other Liabilities 3.39L 3. Estimated period 

payment due 

Income Taxes 1. Current 362 1. "8-31" 
2. Deferred 2. ">365" 

Stockholder investment 363 ">365" 
pending registration 

{."! 

Subordinated debt 3660 

Capital 1. Common Stock 1 Class 1. ">365" 
2. Retained earnings and 2. ">365" 

reserves 
3. Treasury Stock 3. "1-7" (if marketable) 

Off Balance Sheet 1. Group 90: Guarantees Estimate of period funds will 
Accounts likely to be funded be received or payment 

2. Group 91: Claims required. 
under loans and 
deposits 

3. Group 92: Claims 
under FX operations 

4. Group 93: Claims 
under securities 
operations 
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Aval Recommended Gap Report(s) Trend Analysis Cover Memorandum· August 15, 2000 

Trend Analysis Plan 

1. Objective 

The objective is to determine matching of maturities by currency groups with the following positions being covered: 
Assets: 

• Cash (groups 100,101,110); 
• Correspondent account with the NBU (gr. 120); 
• Classified inter-bank loans (gr.152); 
• Classified loans to businesses (section 20, 21); 
• Classified loans to individuals (section 22); 
• Accrued accounts receivable (interest accrued but not overdue); 
• Other receivables (section 18, 28; gr. 351, 352, 354, 355, 358, 371); 
• Other assets (section 34; gr. 350). 

Liabilities: 
• Demand deposits, including: 

Budget accounts (section 25); 
Business entities (gr. 260); 
Individuals (gr. 262). 

2. The method applied 

2.1 Period under review - 2,5 years (1.01.1998 - 31.06.2000) 
2.2. Input statistical data 

Exhibit F 

• Dynamic series of balances and turnovers on the accounts that make part of asset and liability sections and group indicated 
above; 

• Planned (contractual) versus actual rnaturity for all classified loans. 
2.3. Calculation parameters 

• Asset and liability tumover period, broken down by sections and groups stated above: 

T . d Daily average account balances 
urnover perlo = Daily average turnover on the account 

Page 1 of2 



Aval Recommended Gap Report(s) Trend Analysis Cover Memorandum· August 15, 2000 Exhibit F 

2.4. 
2.4.1. 

2.4.2. 

2.4.3. 

2.4.4. 

• Shift in maturity of loans classified: 

~ T
k
= --".k __ -=-=-__ _ 

1: Ak 

T/ - actual payment date; 
Tt - planned payment date; 
A. - loan amount. 

• Remaining balance on the account: 

T - sample period; 

k 

Ait - balance on the account at the t-moment. 

Allocation of asset and liability groups by maturities:" 
Cash, receivables, demand deposit: 
• Remaining balance is accounted for within the period over T- number of days; 
• The difference between the current balance on the account and the remaining balance is accounted for within the period 

applicable to the turnover period. 
Classified loans 
• Current balances within each time period are reduced by the amount of mandatory insurance reserve; 
• The time period to account for funds within mandatory insurance reserve amount is moved in relation to planned by ~ T k shift 

value. 
Interest accrued on loans 
• Remaining balance is paid within the period over T- number of days; 
• The difference between the current balance on the accrued interest account and the remaining balance is accounted for taking 

into consideration the shift in relation to planned by ~ T k shift value. 
Correspondent account at the NBU: 
• Mandatory reserve, which is calculated based on the standard for provisioning against major deposits, is accounted for within the 

period over 365 days. 
• Excess of balance on the account at the NBU - within the period from 1 to 7 days. 

Page 2 of2 



ALec QUESTIONS FOR AVAL 

ALCO Committee Structure 

• Has the written Charter or Mission Statement forthe committee changed since we received a copy last year? If yes,how? 

• Who are the actual members of the ALCO Committee? 

• Who maintains the permanent minutes of ALCO? Can I see them? How soon? 

• How does N. Linder's and A. Tarnavsk's Sections support this structure? 

• What other Sections have involvement in supporting ALCO? 

• What reports or MIS did they use at this/these meetings? If any? 

Background of AVAL Gap Maturity Report 

• Is there a process in place currently to report Maturity Gap information? 

• Has the bank tried to develop a customized Maturity Gap reporting process previously? 

• What were the results of that effort? 

• How does the ALCO Department intend to use the new report once it is developed? 

Current GAP Maturity and Interest/Repricing Report(s) Project 

• 

• 

• 

Will the GAP Maturity Report extract be from Vicont DB? 

We need to be sure all inter-branch activities are netted out of our reports. 

What is relative level of data integrity of information currently maintained in the bank's production DBs? We know that off­
Balance sheet analytical information is currently inadequate (lacking) but are there any other areas where we know or 
suspect the DB is lacking or the integrity is in question? 

1 of 1 



To: 
From: 
Date: 
Re 

International Business & Technical Consultants, Inc. 

8614 WESTWOOD CENTER DRIVE, SUITE 400 • VIENNA, VA22182 • USA 
TEL: 703-749-0100 • FAX: 703-749-0110 

Aval ALCO Committee Members 
Richard M Stitcher - IBTCI Consultant in Kiev, Ukraine 
September 20, 2000 

E-MAIL: IBTCI@IBTCI.COM 

Maturity Gap and Interest Rate/Repricing Gap Reports 

As many of the ALCO members are aware IBTCI consultants have been working closely with members of the Aval Finance and Accounting 
Department staff over the past few months. Jointly we are developing new MIS reports that will benefit ALCO in its monitoring, measurement, 
and management of Liquidity and Interest Rate Risk exposure within the bank. 

Two reports are currently in development and testing, and although not fully operational in a production mode, are available for demonstration 
and discussion as an ALCO tool for the more effective management these risks. They are the: 

• Maturity Gap Report is in a draft stage that should be finalized over the next few days with the management of the Asset Liability 
Administration section and the Methodology and Reporting section. This report is designed to be a production MIS report available to ALCO 
from the Vicont database on any frequency of reporting requested by the committee. This report can be developed from existing Aval 
customer and account information. 

• Interest Rate/Repricing Gap Report is also under development and testing and should be available to the committee by mid October. This is 
only a temporary or interim report that should be replaced with a more comprehensive version at a later date. By modeling this report on the 
Maturity Gap Report with a focus on the bank's interest sensitive and non-sensitive account information it will provide some direction to 
ALCO going forward. However, to be a much more useful tool it will be necessary for the IT staff to add interest rate based repricing fields to 
the current database and then populate these new field(s) fully with customer data. Currently repricing date information is not maintained by 
Ava I. 

The combination of these reports will provide ALCO with ongoing and current information from the bank's production IT data bases that up to this 
pOint has not been available to them. Three members of the current IBTCI pemnanent and short-term staff would like the opportunity to have a 
short meeting (less than 1 hour) to present and discuss these new MIS reports with ALCO. If we could be given time at ALCO's next scheduled 
meeting (10:00 on 28-09-00) it would be appreciated. The stay for one of the IBTCI short-term consultants has been extended one week in order 
to accommodate the new revised ALCO meeting now scheduled for 28-09-00 at 10:00. He is currently scheduled to depart from Kyiv on 29-09-
00. 

It has been a distinct pleasure to have the chance to work closely with the skilled professionals from the bank's Finance and Accounting ALCO 
support staff. Over these past several weeks they have put forth a significant work effort to bring this project to a successful closure. We at 
IBTCI would very much like to recognize and acknowledge them for their hard work, professionalism, and dedication to the advancement of 
Aval's broader strategic goals. 



Advisor Contacts Made During Project • July thru September 2000 Exhibit I 

ORGANIZATION NAME POSITION 

ALVA BANK O.V. Derkach Chairman (ALCO) 
1.V.Voloshko FirstDepu~Chairman(ALCO) 

G.P. Shelud'ko Deputy Chairman - Security and Legal (ALCO) 
Y.V.Simoliy Deputy Chairman - Information TechnoloD and HQ Back Office 
1. S. Slobodskoy Deputy Chairman Non-Trading Operations and Plastic Cards JALCO) 
S.N. Vovchenko Deputy Chairman, Credit Department (ALCO) 
Edward Rosenblat Manager - Finance Department (ALCO) 
Marina Kurilets Treasurer 
Nikolay Linder Manager - Asset and Liability Administration 
Anna Tamavka Manager - Methodology and Reporting 
Alia Khudoba Manager, Payment Planning and Coordination 
Andrey Smilyanets Manager, Information Technology 
Taras Tyshchenko Senior Economist - Asset and Liabili~ Administration 
Oleksandr Hohchuk Senior Analyst - Methodology and Reporting 

USAID-Kyiv Boris von Hoffmann Senior Bank Advisor, USAID 

lBTCI-Kyiv Gary P. Fechtmeyer Team Leader - Kyiv Accounting Reform and Infrastructure Project 
Bruce A. Johnston Information Technology Advisor 
Glyn Philips Resident Advisor - Accounting 
Jeanne Wehlau Resident advisor - Audit 
Olena Boroko Local Hire - Accountant 
James R. Hamilton Short Term Advisor - Audit 
Michael R. Sprague Short Term Advisor - Operations and IT 
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International Business and Technical Consultants, Inc. 

U.S. Agency for International Development 
Ukrainian Bank Accounting and Operations Infrastructure Development Project 

va an or an or aumy A I B kllBTCI W k PI f M t "t G ap R epo rf m~ P rOJect 
Phase/Step Activity Aval IBTCI Proj. Week 

Phase 1- Maturity 
Gap Report 

Step 1 Gain background, history, understanding of project RMS 1st and 2na 

Step 2 Develop project plan RMS 2na 

Step 3 Obtain approval for plan NL GF 2na 

Step 4 Identify and Define all necessary data elements for MS Excel NL RMS/GP 2na thru 4
tn 

DownloadlTemplate(s) - Assets/Liabilities/Off Balance Sheet (including 
Gap Report, Aval Trend Analysis request, Interest rate sensitivity input) 

Step 5 Design/Develop MS Excel Template/Report Formats Develop Calculation NL,Oles, RMS/GP 4.0 thru 6 tn 

and Formulas AOH 
Step 6 Develop and Test Download/Bridge program for Aval Data Base to populate NL,Oles, RMS/GP 4.0 thru 6 tn 

MS Excel template(s) " AOH 
Step 7 Populate MS Excel templates with "live" data NL,Oles, 610 thru 7th 

AOH 
Step a Test MS Excel Spreadsheet and Maturity Gap Report for accuracy and NL RMS/GP 7th and ath 

functionality 
Step 9 Present to Management NL, MMK RMS/GF ath 

Phase 2 - Aval 
Trend Analysis 

Step 10 Identify - See Steps 1- 4 above. Occurs concurrently NL,Oles RMS/GP 151 thru 4th 

Step 11 Design - As time permits in conjunction with Step 5 above TBD TBD 410 thru alh 

Step 12 Develop - As time permits in conjunction with Step 6 above TBD TBD 4th thru am 

Step 13 Populate - As time permits in conjunction with Step 7 above TBD TBD 6 t thru am 
Step 14 Test - MS Excel Spreadsheet and Trend Analysis Report(s) for accuracy and TBD TBD 7.0 and atn 

functionality 
Step 15 Present - If completed include with above presentation NL,Oles, RMS/GF am 

AOH, 
GAT .. 

Note: TBD - Degree of activity dunng Phase 1 of project IS stili ubder diSCUSSion and To Be Determined 
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International Business and Technical Consultants, Inc. 

U.S. Agency for International Development 
Ukrainian Bank Accounting and Operations Infrastructure Development Project 

Aval Bank/IBTCI Work Plan for Maturity Gap Reporting Project 
(Continued) 

Phase 3 - Interest Rate 
Sensitivity Report 

Step 16 

Step 17 

Step 18 

Step 19 

Step 20 

Step 21 

Identify. See Steps 1· 4 above. Occurs concurrently NL,Oles 
Design. As time permits in conjunction with Step 5 above TBD 
Develop - As time permits in conjunction with Step 6 above TBD 
Populate· As time permits in conjunction with Step 7 above TBD 
Test· MS Excel Spreadsheet Interest Rate SensitivityReport(s) for TBD 

accuracy and functionality 
Present - If completed include with above presentation NL, MMK 

AOH, GAT 

Participants: 
IBTCI AvalBank 
RMS - Richard M Stitcher 
GP - Glyn Phillips 

NL - Nichoilai Linder 
MMK - Marina Kurilets 

-Asset Liability Mnagement Section - Head 
-Treasury Dept. - Treasurer 

GF - Gary Fechtmeyer AOH - Alia 0 Hudaba -Payments Planning Coordiination 

RMS/GP 
TBD 
TBD 
TBD 
TBD 

GP/GF 

OH - Oles Homchuk. 
GAT - Anna Tarnavaska (a) 
AD - Andriy Dzubativ (b) 

-Methodolgy and Reporting Section - IT Specialist 
-Methodolgy and Reporting Section - Head 
-IT Department - Vice Chief 

(a) Not at meetings but will be involved in process on return from vacation. 
(b) Will probably not require IT Dept Resources to complete Phase 1 of project if Vicont 

Extract/Download is both complete and sufficient as to level of detail required. 
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4th thru 8th 

4th thru 8th 

6th thru 8th 

7th and 8th 

8th 
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Reference Materials Provided - July thru September 2000 

REFERENCE MATERIALS PROVIDED TO AV AL BANK 

1. Maturity Gap Report MS Excel Report Template 
- (Includes hardcopy and a softcopy (disk Excel File) 

3. Interest RatelRepricing Gap Maturity MS Excel Report Template 
- (Includes hardcopy and a softcopy (disk Excel File) 

3. Interest Rate Risk Handbook - Liquidity and Funds Management Guidance 
- June 1997 - Office of the Comptroller of the Currency (OCC) 
- (Includes both soft copy (disk PDF File) and 3 hardcopy Handbooks) 

4. Interest Rate Risk Management Policy 
- May 1999 - from similar sized USA savings bank 
- (Hardcopy only) 

5. Asset and Liability Management Policy 
- July 1988 - Investment Banking Division of Regional USA Commercial Bank 
- (Hardcopy only) 

6. Interest Rate Risk Presentation - Gap Reports (from OCC) 
- From an Intermediate Funds Management School including: 

o Instructor Notes, 
o Overhead Slides, and 
o Presentation Handouts 

- (Hardcopy only) 

Exhibit K 


