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Quarterly Performance Report
For
International Business & Technical Consultants, Inc.
Contract #: EPE-I-00-95-00056-00
For the period July 1, 2000 to September 30, 2000

A. CONTRACTORS REPORT -- NARRATIVE

1. Background:

USAID has been providing technical assistance to the National Bank of Ukraine (NBU) since
April 1995, to help strengthen its capacity to regulate and supervise the banking sector. The
primary focus of the program has been to help the Bank Supervision Department (BSD) build up
the primary components of prudential regulation; on and off-site examination, problem bank
resolution, and legal underpinnings. This program, however, would have reached an impasse
unless the Ukrainian banking system converted to international accounting standards (IAS).
There is no way that either the National Bank of Ukraine or the general public can get an accurate
picture of the financial conditions of the banks unless the IAS system is adopted. The Gosplan
accounting system previously in use was designed for a time when the so-called banks served not
as allocators of financial resources to the most efficient uses based upon price, but were a funnel
of centrally planned financial allocations. In such a system, risk and credit analysis had no role
and the accounting system reflected this. Therefore, it was critical that this conversion to IAS
was made as soon as possible. ' '

The Governor of the NBU had asked that USAID to broaden its program to include particular
emphasis on the implementation stage of the development of international accounting standards
in the commercial banks. Bank supervision and internationally accepted accounting conventions
are interrelated priorities in building a market-oriented private banking sector. Conversion to
IAS was one of the most important conditions in the World Bank's Financial Sector Adjustment
Loan. The implementation of IAS in the Ukrainian commercial banks is a large undertaking and
AID has been joined by EU/TACIS and the British Know How Fund in this program.

The National Bank of Ukraine has issued in 1997, an accounting chart for commercial banks and
instructions on the new accounts, based on IAS and existing requirements set up by the
supervision and statistics sections of the NBU. These documents were used as guidelines by
commercial banks during the implementation phase that began in October 1997, Use of the new
chart of accounts and revised reporting were mandatory for all commercial banks beginning
January 1, 1998.

The ongoing project was divided into two components: to provide technical assistance to a group
of Pilot Banks (PIBs) and to advise Participating Banks (PABs) in their conversion process. The
final objective of the first component was to provide technical assistance to a group of PIBs so
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that they would have accomplished a rapid and correct transition from the existing, Soviet-based
accounting system to a new accounting system which would be in substantial compliance with
international accounting standards (IAS). In addition, the technical assistance should be directed
to ensure that PIB management comprehends and uses correctly the IAS data produced from the
new system. The second component is to assist as many Ukrainian banks as possible, the PABs,
with an analysis and approval of their conversion keys from the existing system to an IAS-based
system, to advise on the use of IAS valuation and recognition rules for implementation beginning
January 1, 1998, and assist in the development of possible management information systems
which can be prepared from the new system. The initial project was completed on September 30,
1998 and was then extended for an additional two years. In September 1999, the project was
modified effective October 1, 1999, to support additional bank restructuring initiatives through
December 2000. Reporting on the project objectives, technical approach and planned
benchmarks on the modified project begins in this quarterly report.

2. Expected Results:

The Task Order (TO) helps to fulfill the strategic objective of developing a more competitive and
market-responsive private financial sector, and most specifically, to develop the financial
infrastructure. The specific objectives are to assist the National Bank of Ukraine (NBU) in
converting the commercial banks to international accounting standards (IAS) and to assist the
commercial banks in upgrading their “back office” functions. The specific results expected are to
achieve a transactions level conversion to IAS for banks covering at least two-thirds of the total
assets of the banking system and, with a select group of banks, strengthen back office functions,
such as internal audit, financial management, and fundamental systems.

The project components were restructured during the first quarter in collaboration with USAID
and NBU. As of December 31, 1998, the project was divided into three components. The first
component was to provide extensive in-bank technical assistance to a large bank in the system
(the pilot bank-PIB). This bank was selected from the top ten banks in Ukraine and its viability
is important to systemic stability.

The second component was the provision of in-bank technical assistance of lesser intensity to a
group of medium-sized banks, the Partner Bank group (PAR). Collectively, the PAR group was
significant to the banking system and, individually, the banks selected had the capability to
provide leadership in the reform process to the rest of the banking system.

The third component was conducted jointly with the advisory team from EU/TACIS and focused
on delivering a series of workshops to the Participating Bank group (PAB). This group, estimated
at approximately 30 banks, was selected from the list of banks meeting NBU requirements. The
workshops were directed to senior bank management and supervisory support staff and focused
on the practical implementation of bank financial reporting and operational reforms using tested
methodology from work in the PIB and PARs.
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With the beginning of bank restructuring programs and the end of the EU/TACIS bank
accounting project and related cooperative efforts, the project was again modified in September
1999, to support bank restructuring efforts and extend Kiev-based training programs on IAS and
Internal Audit implementation tools into the regions. The training programs focus, in part, on the
in-bank use of the Bank Management Reporling System (BMRS), the financial reporting
software developed by the project in 1998. The project modifications included an extension
through December 2000.

3. Current Core Activity:

The core activity for this quarter continued on implementation of the two major components of
the project as set forth in the June 1999 Strategic Work Plan (SWP): The Pilot Bank Program
(PIB) and the Sector-wide Dissemination of IAS Implementation Tools (Dissemination
Program). As indicated above, these components were modified and redefined beginning October
1, 1999.

Specific activities performed during the quarter within the PIB were as follows: |

o With technical support from short-term IT advisor, assisted Aval in the development of
automated maturity gap and interest sensitivity gap reports for use by ALCO, conducted a
diagnostic on Aval’s customer deposit and plastic card payments systems, and developed an
internal audit program, procedures, and supporting software for audit of plastic card
operations.

¢ In coordination with the Aval Bank Restructure Project, began planning IT assistance in the
development of credit reporting systems.

o Assisted the internal audit department at Aval in preparing detail components of its internal
audit manual for risk assessment methodology, branch audit procedures, and audit of
deposits.

o Assisted Ukrsibbank in Kharkiv in re-defining the technical assistance goals agreed upon for
year 2000.

Specific activities performed during the quarter within the Dissemination Program were as
follows:

e Delivered the BMRS-Basic and Internal Audit Case Study courses in regional bank training
centers in Kharkiv and Lviv.

e Completed development of the BMRS-Advanced course and scheduled October delivery of
the course in Kiev and Lviv.

e Maintained the project website with current information, including revised versions of
BMRS.
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4. Performance (June 1999 SWP):
Benchmarks for Quarter Four (September 30, 2000):

o At Aval Bank implementation of the MIS development plan will be well in progress on at
least one sub-system to be specified in the workplan which promote bank restructuring
objectives (for example the policies and procedures for a redesigned credit administration).

As described in the June 30, 2000 quarterly report, problems came up in the new data base
implementation and conversion at the head office and performance against the strategic plan was
delayed. Aval management was aware of the slippage and took action to correct the situation.
They made the decision to develop the enhanced applications in-house using Aval IT staff
instead of leaving that task with IBIS as originally planned. In that way, we were advised that
IBIS could increase the resources allocated to continuing data base development and conversion.
we were also advised that the first set of applications (Dealing, client bank, general ledger
functions, operating day, and basic financial reports) have been converted to run against the new
data base system and that field testing of these applications was begun in the Chernigiv branch.

The short-term IT advisors that were working with Aval during the quarter in evaluating the new
deposit and plastic card application system and developing the gap management reports
confirmed that the slippage in implementing the IT strategic plan continued into the present
quarter. Contrary to what we were told in June, the new database is not populated with data and
is not being used by Aval even though its design was completed in the spring. Therefore, the
automated maturity and interest sensitivity gap reports had to be based on the limited data that
could be extracted from the old database.

The IT advisor evaluating the new customeér deposit/plastic card application system being
developed in-house, which is called “Robin”, spent two days in Chernigiv where the new
application system is being field tested. His conclusion from that evaluation was that Robin was
a very elementary branch banking system that lacked basic customer and deposit functionality.
The advisor also raised general concern on the overall process and documentation standards in
the in-house development effort. His report on this system is attached as Exhibit V.,

As stated in the June 30 quarterly report, a fundamental assumption of the strategic plan was that
IBIS would develop new application systems and that no significant development would be
undertaken in-house. The review of the test site results this quarter indicated that Aval does not
have the resources in-house to effectively design a modern customer deposit system. It is also
likely that this same limitation would apply to the other application systems originally projected
for development by IBIS this year.

The IT advisor who assisted Aval in the development of the IT Strategic Plan returns to Ukraine
in Qctober for a final evaluation of progress on the original plan and recommendations on actions
which should be taken by Aval to proceed with effective implementation.

o Aval bank will have completed the revision of its accounting policies and procedures at the
home office and such revised polices and procedures will be in substantial compliance with
IAS.

International Business and Technical Consultanis, Inc.
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In September, Aval completed the fourth and final (for year 2000) revision of its complete set of
technological cards (TC) which represent the banks formal accounting policies and procedures.
We had reviewed key drafts of TCs during the year and our comments were incorporated into the
final version. The TCs, as revised, are in substantial compliance with IAS. However, the final
TC manual does not contain certain TCs that would be needed for Aval to have fully compliant
IAS financial records and reporting. In all cases the omitted TCs are in areas were the NBU has
not yet issued instruction. Examples of such areas are consolidation, deferred tax accounting,
and recognition and measurement of financial instruments (IAS 39).

In addition, we had previously noted that the general process of preparing TCs was making the
task more difficult and that our memorandums on the specific TCs reviewed were repeating
many of the same basic deficiencies. Accordingly, we prepared a model TC for management to
consider in preparing TCs in the future. Aval’s methodology department prepared one TC using
many of our recommended changes to the content and format. The revised, “model” TC was
given to us late in the quarter further review and discussion. We are optimistic that many of the
features in the model TC will be adopted in future TC revisions. A copy of the model TC using
interest accrual as an example is attached as Exhibit I.

o Aval bank will have completed a majority of the internal audits scheduled for the first six
months of 2000 and these audits will have been performed in compliance with ISIA. There
will be evidence that management is implementing corrections in response to audit
deficiencies. '

For the most part Aval Bank has followed its audit schedule for the first six months of 2000. For
branch audits, only one branch audit was delayed by one week. Two head office audits were not
completed. The audit of “Transactions with Funds Raised at and Placed with the Interbank
Market” was cancelled and replaced with another urgent audit request by management and the
audit of “export-import Transactions, Settlements via Documentary LC’s” was delayed due to
illness. The head office audit department stills follows Aval’s previous system and has not fully
adopted international standards of internal auditing to their auditing procedures. However, based
on our prior audit training at Aval, some improvements have been adopted. Sampling is now
used in some cases, the department is preparing more detailed audit programs, and flow charting
of procedures is being attempted.

The branch “pilot” audit, which was done under our supervision, was only completed at the end
of June so did not yet have an effect on the branch audit methodology for the first half of the
year. However, we noted that subsequent branch audits are much closer to international
standards of internal auditing. Significantly, improvements were noted in documenting the
review of internal controls and in distinguishing between the roles of the internal auditor,
external auditor, and the ‘revision’ function. It is now the branch audit section’s current practice
to review the flowcharts that were drawn up in the pilot audit and to complete the internal control
questionnaires. Although, the audit programs are sometimes not followed in their entirety due to
the extra time required, much more detailed instructions are now given by the supervisors to their
staff, Unfortunately, although everyone agreed that the pilot audit documentation was much
better, the current documentation procedures have not changed significantly, again probably due

International Business and Technical Consultants, Inc.



National Bank of Ukraine — Ukrainian Barnk Accounting and Operations Infrastructure Development Project 6
Report for Quarter ending September 30, 2000

to the extra time required. There is a good chance that this latter point will be rectified when the
external auditors start to review the internal auditor’s working papers.

‘Aval does have a very strict system of follow-up on audit findings. Upper management is
involved and management of the audited department is expected to respond promptly to the
internal audit’s management explaining in writing what steps it has taken to correct deficiencies
noted. If necessary, the audit department performs a follow-up review.

e Aval will have adjusted its financial records to comply with the audited external financial
statements issued as of December 31, 1999.

Senior management of Aval made the decision not to adjust its financial records to comply with
the “Big 5" external audit report and not to publish IAS-compliant financial statements, which
would differ from those previously presented to its shareholders and NBU. Accordingly, the
financial records of the bank, the reports to NBU and financial information furnished to
shareholders and the Ukrainian public do not comply with IAS. Early in the year, management
had agreed to do this and it was part of Aval’s commitment letter to NBU. Therefore, we had
included full IAS compliance as a key benchmark for this quarter,

Management’s reasons for not making these adjustments were: (a) NBU did not provide

instructions on how these adjustments were to be reported, (b) there was no agreement on the,

period of time that resulting capital shortfalls could be recovered, and (c) the adverse client
reaction and public opinion could jeopardize the bank’s market position and liquidity.

There is justification for management’s decision in this regard. A major directive issued by NBU
this year was the requirement to publish financial reports by July 1 accompanied by the auditors’
report. The initial draft of the directive required that the audit report be from an “internationally
recognized” firm. However, that requirement was challenged and was not in the final directive.
The banking sector was effectively “off the hook” on its IAS reporting obligation. Therefore
Aval and, from our observation, probably most other banks accompanied their published
financial statements with a local, statutory audit report which was not IAS-based. NBU did not
achieve the sector-wide compliance for the IAS-compliant reporting that would be needed to
protect the individual banks reporting adjusted results. A memo from Aval management on the
IAS adjustment issue is attached as Exhibit II.

o A third training facility will be identified and have completed the training the trainer
program for the two core implementation workshops and be capable of delivering these
courses on a sustained basis.

By the end of September, three bank training institutes had completed the training the trainer
program for the two core courses, BMRS-Basic and the Internal Audit Case Study course. The
National Center for Training Bank Personnel (NCTBP) in Kiev completed the program last
quarter, and, as reported in our quarterly report for that period, we were not confident then that
the center had developed the trainer capability to continue delivery. However, they have been
furnished soft and hard copies of all the course material and related software. They also maintain
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an aggressive training program for bankers and, although the project’s specific training courses
are not currently offered, components of these courses are included in the NCTPB’s programs.

As set-forth in our quarterly report as of June 30, preliminary arrangements were made with the
Banking College in Lviv to be the third training facility for the two core courses. The Banking
College there includes a separate Banking Institute supported by NBU to advance training
programs for bank employees. Therefore, it can provide both the permanent faculty and
computer lab necessary to establish a sustainable program.

In September, both the BMRS-Basic and the Internal Audit Case Study courses were delivered at
the Lviv center. The Banking College furnished two faculty members to be assistant trainers in
the course and a full set of course materials and related software were provided to allow for
incorporation of the courses into the curriculum for both the Institute and Banking College.

In Kharkiv, which had been identified as the region for our second training center, we had
previously delivered our core courses at the International Consulting Center (ICC) and the
Banking Department of the National Economic University. However, neither of these centers
offered the resources for a sustained program. In June, we were introduced to the Banking
College and affiliated Bank Training Center which, like Lviv, is supported by the NBU and trains
employees in the banking sector. Also like Lviv, the Banking College has both NBU backing
and a permanent faculty to support a sustainable program.

The BMRS-Basic course was delivered in July at the Kharkiv Bank Training Center and the
Internal Audit Case Study Course was delivered in September. The BMRS-Basic course was
delivered by a “second team” of trainers from the project so in the future we would have the
capability to deliver courses in the regions simultaneously. Assistant trainers were provided from
the College faculty and the course materials and related software were given to the Institute for
follow-up training.

As part of our program to expand the dissemination of the core courses, BMRS-Basic and
Internal Audit Case Study, at the request of the regional NBU in Odessa, we delivered both
courses in Odessa during July. Participants in the courses included representations from
commercial banks as well as the regional NBU and the National Economic University. The
training facility used was provided by IBIS, the Odessa-based software supplier for Aval.
Unfortunately, we were not been able to locate a training center in Odessa that had the computer
laboratory and staff capable of delivering these courses on a sustained basis. However, the
Odessa participants and NBU were very interested in the courses and appreciative of the
opportunity to participate in the training in their region. :

e The BMRS--Advanced Workshop will be developed.

Development of the BMRS Advanced Workshop was completed concurrent with finalization of
the management reporting enhancements to the revised BMRS software program (“Storm™). The
concept of the workshop was discussed with staff of the bank training centers in Kiev (NCTBP),
Kharkiv and Lviv and course offerings were tentatively scheduled in Kiev and Lviv for October.
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The course is linked to two key components of the sector-wide dissemination program, the
training program itself and making available, through internet and in-bank visits, enhanced
software for preparation of [AS-compatible financial and management reports. We have
observed that, even three years into the IAS-based accounting reform process, the banks are still
not preparing suitable, JAS-compatible internal financial and management reports and there is no
software product that is readily available to Ukrainian banks for this purpose. Accordingly, with
the encouragement of NBU, other bank advisors, and the BMRS-Basic course participants, we
devoted significant resources to the development of BMRS-Advanced and the dissemination
program.

A copy of the course description and schedule and student outline is attached as Exhibit UL

o The NCTBP will have completed the trainer program for BMRS Advanced and be capable of
delivering the two core implementation courses and the advanced course.

As of the end of the quarter the BMRS-Advanced course had not yet been delivered at the
NCTBP. However, as stated in prior quarterly reports, we do not believe that center devoted the
resources necessary to deliver the two core courses on a sustained basis. Therefore, we are not
optimistic that a train the trainer program at the NCTBP for the BMRS-Advanced course would
be successful.

As an alternative to using the NCTBP as the primary center for developing qualified trainers to
sustain the project’s bank training programs, we have focused on the regional training centers in
Kharkiv and Lviv. In addition, as of the end of the quarter we are exploring other organizations
that may be interested in taking responsibility or maintaining all the projects dissemination and
training tools, software, website content, training materials. Organizations contacted, in addition
to the training centers, include the Ukrainian Bankers Association, International Management
Institute, and NBU’s fraining center in Kiev.

e Follow-up advisory services and/or site visits will be conducted by the project instructor and
training assistant for a majority of the banks represented in the course delivered by the
project advisor at the regional center.

As stated in previous quarterly reports there has been no demand for in-bank follow-up advisory
services. The availability of these services is offered during the course and subsequent to the
course through follow up letters and phone calls. We plan to conduct a survey of the participants
during October in an attempt to evaluate how much of the course materials are actually being
used in the banks. All the course offerings received excellent ratings from the participants. But,
the courses are specifically designed to provide tools that are immediately usable to improve
procedures. Therefore, the level of implementation impacts the long-term effectiveness of the
training program.
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o Summary of progress on related project activities during the quarter:

A. The work at Aval during the quarter included supporting three IT assistance programs being
conducted by three short-term advisors. These programs, which were designed to support
both the accounting/auditing advisory work and the objectives of the bank restructuring
project, are summarized below:

e An IT specialist in intenal audit and automating internal audit procedures developed the
audit program and related software to support the internal audit of plastic card
operations. This work also included the preparation of the entire section of Aval’s
internal audit manual covering the plastic card area. Copies of the outline of the
advisor’s report and executive summary togsther with a soft copy of the entire report are
attached as Exhibit IV.

e A second IT advisor performed a diagnostic of Aval’s Bank Customer Deposit and Plastic
Card Payment Systems. As indicated earlier in this report, the advisor’s work included a
visit to the Chernirhiv Branch where Aval’s newly developed deposit system, “Robin”, is
being tested. A copy of the Executive Summary from the advisor’s report and a soft
copy of the entire report are attached as Exhibit V.

e A third IT advisor assisted Aval in implementing automated maturity gap and interest
sensitivity gap reports. The team assigned from Aval to assist the advisor was excellent
and included the Aval IT specialist that developed the program to prepare the NBU data
file used for the regulatory maturity gap report. A proto-type of the initial maturity gap
report and a description of how it links to the interest sensitivity gap report was discussed
in a meeting of the bank’s Asset Liability Committee (ALCO) in late September. A copy
of the Summary of Findings from the report together with a soft copy of the entire report
are attached as Exhibit VL

B. On July, the advisor team visited Ukrsibbank in Kharkiv as part of the regular monthly
follow-up on our technical assistance program there. Ukrsibbank continues to lag behind on.
the year 2000 technical assistance goals that were agreed to with management last March.
Specifically, they are not preparing an IAS-compliant monthly internal financial report or the
key management reports that we have been recommending and have been assisted them in
developing. In addition, they still had not staffed their internal audit department. Instead,
they designated the head of the financial reporting department as the internal auditor. He
performs no internal anditing, and, if he remains in his current position, he would not qualify
as an independent internal auditor. Because of the lack of progress on the technical
assistance goals, we wrote our senior management counterpart, Deputy Director Oleg
Moyseenko, and advised him that the project was coming to a close and that we needed to re-
define which of our original goals could be realistically accomplished within the time
available. In response to this letter, Ukrsibbank advised us that they had recently hired two
internal auditors (the first one hired attended our Internal Audit Case Study course in Kharkiv
in September) and would like to refocus on their internal reporting deficiencies.
Accordingly, we agreed to review and comment on the new internal audit organization and
procedures and provide a special, in-bank workshop on the BMRS-Advanced financial
reporting software in October.
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5. Statement of Work:

The Statement of Work calls for the implementation of the following five specific tasks in order
to support the overall strategic objective of developing a more competitive and market-
responsive private financial sector:

Deepening of the commercial bank IAS-conversion process
Improving financial management

'Strengthening the internal audit function

Systems analysis

Accounting department organization

As set forth in the June 1999 SWP, the project’s tangible results and benchmarks were modified
effective October 1, 1999, to better achieve the strategic objectives of the original program and
support restructure initiatives planned for the systemically significant financial institutions.

6. Role of and Coordination With Other Donors or International Financial Organizations:

Specific activities which support the role of other donor agencies of international financial
organizations, which were conducted during the quarter, include:

A. During the period July 5 to July 9, Gary Fechtmeyer attended the Regional Bank Supervision
Conference in Warsaw, Poland.

B. During July, in coordination with the annual summer institutes for university faculty
conducted by the Consortium for Enhancement of Ukrainian Management Education
(CEUME), the project distributed descriptions of the two core courses to interested university
faculty and made available detailed course materials.

C. In July the team advisors attended the USAID sponsored contractors meeting for those
projects involved with accounting reform in Ukraine

D. During August the internal audit advisor met with Ms. Politiva, Director of Internal Audit for
the NBU, and provided her with a generalized version of the risk assessment methodology
developed at Aval. The generalized version included examples of how to apply the
methodology using “model” bank data so that Ms. Politiva could use this material as part of
NBU’s internal audit directive and training programs on the risk assessment process.

E. On August 16, the accounting and restructure teams conducted a joint presentation for the
senior management meeting at Aval.

F. In September, Mr. Fechtmeyer attended a project status and planning meeting of the Chief of
Parties for the USAID and EUTACIS bank restructure teams.

International Business and Technical Consultants, Inc.
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B. ADMINISTRATIVE INFORMATION

International Business & Technical Consultants, Inc.
Contract # EPE-I-00-95-00056-00

Ukraine Accounting Reform

Quarterly Financial Report

July - September 2000

Level of Effort Mix : 41 peptembetzU00: e
Fixed Daily Rate Professionals 1,595.00 274.00 1,464.50 0.50
Local/Third Country National 3,779.00 605.00 4,056.00 (277.00)
Professionals

Total 5,374.00 879.00 5,520.50 (146.50)
Contract Expenditure :
Labor Cost (FDR) $2,422,139 422,099 ,222,0
Labor Cost (Local/Third Country) $451,540 80,923 374,149
Total Labor Cost $2,873,679 503,023 2,596,122 277,557
Travel Cost $82,430 14,864 78,758 3,672
Hotel Cost $179,046 23,185 176,917 2,129
Per Diem Cost $59,411 14,208 48,819 10,592
Other Direct Cost $198,085 11,264 116,502 81,583
Total Cost $3,392,652 363,525 3,017,118 375,534
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Technological Cards: Accruals

Title: Interest Accrual
Seriﬁl Number 144

Revision Number 00 - Date 28/06/2000

Author Glyn Phillips
Editor Olena Borko
Contact details

Olena Borko Room 304, Aval Bank, Tel. 294 8556

This technological cover interest accruals on
Loans to and Deposits from:

0 Business entities

O Individuals

O Branches

O Doubtful Loans

Related Technological Cards covering similar areas.

Card No. Dated Subject

126 20.10.99 Accrual of Interest on Budget Accounts
Accrual of Interest Plastic Cards
Accrual of Interest Leasing
Accrual of Interest EBRD Loans
Accrual of Interest Interbank Loans

APPROVED BY:

Person Position Date Signed

Derkach OV Chairman of the Board 22/02/2000

777? Working Group Chairman  15/02/2000

2777? Head of Internal Audit 10.02/2000

Tech Cards 144 Accrued 25/10/00 14:59 1 GRP
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Technological Cards: Accruals
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Technological Cards: Accruals

Procedures and Controls

Table Layout

The table recording the outline of the system has been set up as follows:
Shaded sections indicate where actions have been "guessed" and they may or may not
exist at all.
No.
This is the sequence in which the action should take place.
Action
This is to record what should take place
Actions include Control Activities -
Batch totals extracted
System total generated.
Limit checks
Periodic reconciliations
Responsible
Department
This is the department that is responsible for the action
For
This is what the department is responsible for
Timing
This is when the action should take place
Documentation / Computer
Documentation:
This records the pieces of paper and files that make up the non-computer part of the
system. v
Documents - Key Questions:
Identification
Number (pre-numbered, system generated etc)
Content
Number of Copies
Originator
Authoriser
Checker
Where each copy is filed {alphabetically, numerically etc)
Computer:
This records where the computer interacts with the rest of the system. It should include:
Control totals generated by the system
Authorisation / limits levels
Screens used for particular purposes
Mandatory / discretionary Print outs
Etc.
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Table 1 Accrual of interest on loans to Business Entities and Individuals

Responsible Responsible for
Dept
No Action Dept For Timing Documentation / Computer
1 | Setup/amend loan Credit Dept Accuracy of credit database '
agreement
2 | Check database Intrabank Communicating differences
accuracy to Credit Dept
3 | List loans for accrual Intrabank Communicating differences | By 26 day of month
to Credit Dept
4 | Suspension of accrual Credit Cttee. | Decision and communication | Day after decision?
with Intrabank
5 | Suspension of accrual Intrabank Not accruing per Credit
Cttee.
6 | Prepare preliminary Intrabank Agreement with Credit Dept. | Day before interest Preliminary Interest Accrual Report
interest accrual accrual date?
7 | Check preliminary Credit Dept Approval and signature.
accrual
8 | Sample examination Intrabank To check accuracy of
calculation
9 Calculate final accrual Intrabank Produce interest accrued
statements and accrued
interest register.
10 | Sign accrued interest Accounting Chief accountant Chief
register. Intrabank officer
11 | Pass register to follow Intrabank
up control
12 Follow up
control
13 | Accounting System DR Accrued Income CR Interest Income
generated
2048, 2058, 2078, 2108, 6024, 6025, 6026, 6027,
2128 6030, 6031
3801 3800
Tech Cards 144 Accrued 25/10/00 14:59 4 GRP
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Table 2 Accrual of interest on doubtful loans

Responsible Responsible for
Dept

No Action Dept For Timing Documentation / Computer
1 | Recommendationon - | Credit™ - . | Monitoring

Classification o . \performance
2 | Classification as doubtful Credit Cttee Decision
3 | Communication of decision | Credit Cttee Informing Credit Dept. Day following

decision

4 | Communication of decision | Credit Informing Intrabank.
5 | Change of loan type to 61 | Intrabank
6 | Database enfry Credit Dept Updates loans database
7 | Prepare Preliminary Intrabank Approval by Credit Dept

Interest Accrual Report
8 | Submit for approval Intrabank Submitted to Credit Dept
9 | Approval Credit Dept
10 | Prepare consolidated -~

memorial order
11 } Approval Signature Chief

Accountant
12 | Update database Qperational
13 | Accounting System DR Income not paid CR Contra Account
9601 9910

/7
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Table 3 Accrual of interest on deposits from Business Entities and Individuals
Responsible | Responsible for
Dept

No Action Dept For ' Timing Documentation / Computer
1 | Set Up/ amend deposn ‘SetUpiof-© | Accura Amendments. - 1

agreement S ¥ Accounts/ - database: I the: day after

. .+ |Financial .} o ot ange . -
. { Markets. Lo L
2 | Check database accuracy: . Intrabank o
3 | List loans for accrual = = -'Intrabank - ast day of
4 | Suspension of accrual . | SetUp/ - G ter decision? |
| Financial .~ . - W

5 | Prepare preliminary interest | Intrabank Agreement with Set Up Dept. | Day before interest | Preliminary Interest Accrual Report

accrual accrual date?
6 | Check preliminary accrual | SetUp De'pt'/&_ | roval and e

N .Fmanmal '
S Markets |
7 | Sample examination - mt:abank_
8 | Calculate final accrual Intrabank Produce 1nterest accrued Filed by customer and by date hard and
: statements/ interest register. soft copies.

9 | Sign accrued interest * . .- 'Accountiﬁ:g | Chief accountant Chief Gt

register. _ | Intrabank . | Cfficer/
10 | Pass register to folIow up -'Intrabank I G
. control ' : S - g Sl D
11 | Payments to customer ': Intrabank e Payment of % balance mode screen
12 | Create memorial order System
Tech Cards 144 Accrued 25/10/00 14:59 o ) 6 GRP
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Table 3 Accrual of interest on deposits from Business Entities and Individuals

3800 Position

3801 Position

Responsible Responsible for
Dept
No Action Dept For Timing Documentation / Computer
13 | Accounting System DR Interest Expense Demand | CR Accrued Interest
generated Deposits Expense
Accrual { UAH 7020 Business 2608 Business
7040 Individual 2628 Individuals
Currency 3800 Position 3801 Position
Payment 2608 Business 2600,2604,2560
2628 Individuals Client Accounts
Accounting Term Deposits | System DR Interest Expense Term CR Accrued Interest
generated Deposits Expense
7021 Business 2618 Business
7041 Individual 2638 Individuals

I
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Table 4 Accrual of Interest on loans to / from branches

2 | Check database _a_ccu'r;éi_cf:_y,- :

Responsible Responsible for
Dept
No Action Dept For Timing Documentation / Computer Tech Card
1 ] SetUp/ Amend External Accuracy of deposits Second last day
Relations database of month

3 | List loans foraccrual RS

4 | E-mail reconciliation

5 | Prepare Interest Accrued Intrabank Signed By Chief Accountant
Register
6 | Submitted to follow Up Intrabank
Control
7 Follow up
Control _
8 | Accounting DR Interest expense CR Accrued
Expense
3800 3905
CR Accrued Expense DR Interest
expense
3905 3904

Tech Cards 144 Accrued 25/10/00 14:59
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Technological Cards: Accruals

General Comments

1.
2.
3.

N

8.

Aval's own instructions on content are not being followed

No mention of how input is made to computer system. _
Separate Credit Dept front office and back office. Credit Dept (or others) should not
set up / amend loans that they have agreed with customer

Gaps in tables represent an absence of information

Where do Follow Up Control fit into the system?

Very little on timing,.

The section on Regulatory Basis that appears on some technological cards but not on
others, is it necessary?

What about access and confidentiality?

Comments: Table 1: Accrnal of interest on loans to Business Entities (and
Individuals)

1.

10.
11.

12.

13,
14.

What set-up / completeness controls are used? Is this covered in the Tech. Card on
Set Up. How does Intrabank Dept check database accuracy? Are hash / batch totals
extracted to prove processing accuracy?. How are differences communicated to
Credit Dept.? How does Credit Dept. signify approval?

What are criteria for the "list of loans for accrual”. How are differences
communicated to Credit Dept.? How does Credit Dept. signify approval?

How / when does Credit Citee. communicate non accrual decisions to Intrabank.
(Copies / authorisation / limits / / control totals / filing). How is request made to
Credit Cttee.?

What are the control totals for non accruing loans / suspension? Who reconciles?
Preliminary interest accrual (Copies/ authorisation / limits / / control totals / filing)
How does Credit Dept signify approval.

What is sample examination to ¢heck accuracy of calculation? How is sample
selected? What are pass / fail critera? (Copies / authorisation / limits / control totals /
filing}

What are interest accrued statements. {Copies / authorisation / limits / / control totals
reconciliation with total / filing). What is interest accrued register. (Copies / control
totals reconciliation with total / filing)

What do Follow up Control do with the interest accrued register?

Are any memorial orders prepared? ‘

12 What do Follow up confrol do?

Comments: Table 2: Accrual of interest on doubtful loans

1.
2.

3.

4.

Where is this step set out?

How is Credit Committee notified that loan is doubtful? (Copies / authorisation /
limits / / control totals reconciliation with total / filing)

How is Credit Committee decision communicated to Credit Dept and Intrabank
(Copies / authorisation / limits / / control totals reconciliation with total / filing)?
Communication of decision should be direct to Intrabank for better internal control.
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Technological Cards: Accruals

5. How does Credit Dept. inform Intrabank (Copies / authorisation / limits / / control
totals reconciliation with total / filing)?

6. How is change of loan type controlled? (Copies / authorisation / limits / / control
totals reconciliation with total / filing)?

7. How is change of loan type reconciled with entries made by Credit Dept.
For better internal control separate database entry from front office.

8. Preliminary Interest Accrual report (Copies / authorisation / limits / control totals /
filing)?

9. How does Credit Dept signify approval of report?

10. What is operational dept (that makes accounting entries)?

11. How is follow up control involved?

12. Is accrued interest register is produced? (Copies / authorisation / limits / control totals
/ filing)

13. How often is account 9601 (Accruals on doubtful loans) reconciled?

14. Is 9601 posted to customer accounts at all?

Other

Comments: Table 3: Accrual of Interest on Deposits

1. How is set up controlled? (Copies / authorisation / limits / control totals / filing) Are two
departments responsible for the accuracy of the database (Set Up and Financial Markets)?

How does Intrabank check on database accuracy?

What are the criteria in listing loans for accrual Copies / authorisation / limits / control totals
/ filing). How are non accruing deposits handled? Copies / authorisation / limits / control
totals / filing

What is the procedure for suspension of accrual?

Preliminary Interest accrual repost. (Copies / anthorisation / limits / control totals / filing)

How is preliminary interest accrual checked?

What are criteria for sample examination of preliminary accrual report?

How is final interest accrual checked? (Copies / authorisation / limits / control totals / filing).

Interest accrued statement and register? (Copies / authorisation / limits / control totals /
filing). -

10. What is function of Follow up Control?

11. Payment to customer (Copies / authorisation / limits / control totals / filing)
12. Memorial order (Copies / authorisation / limits / control totals / filing)

13. Accounting Account numbers incorrect?

bl

00N

Comments: Table 4: Accrual of Interest on loans to / from branches

1. Same comment re separation of back and front office functions.
7 How does Intrabank check on database accuracy Check accuracy (Copies / authorisation /
limits / control totals / filing).

Are balances listed? (Copies / authorisation / limits / control totals / filing).

Who reconciles? (Copies / authorisation / limits / control totals / filing).

Interest Accrued Register (Copies / authorisation / limits / control totals / filing).

Follow Up Control do what?

AN
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Technological Cards: Accruals

Sample Documents / Reports

This section will contain samples of the documents and reports referred to in the preceding
paragraphs.

%
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EXHIBIT 11

Aval-Memo on IAS |
~ Adjustments not made



Translation of Aval Internal Memorandum

AVAL Bank TO: International Business & Technical Consultants, Inc.

The Head office U.S. Agency for International Development
Ukrainian Bank Accounting and Operations

#04-01/03-183 Infrastructure Development Project

of 06/22/00

Following the results of audit examination carried out by Arthur Andersen company,
there is a mismatch in financial result calculated by the auditors and the amount of income
reflected in the balance sheet statement of AVAL Bank on account #5040.

Major reasons for these differences are as follows:

1. According to auditors’ calculations, the historic value of fixed assets of AVAL Bank is
somewhat lower that that stated in the balance sheet statement. Consequently, there is a
decrease in depreciation expense and an increase in the income of the bank according to the
estimates of the auditors. ,

2. According to the calculations made by the auditors, there is an excessive reserve in place.
The decrease in reserve results in reduction of bank expense and increases its income.

3. Reflection of difference in rate of exchange.

Following the results of the external audit examination (‘Arthur Andersen’ auditing
company) the commercial banks are allowed to adjust their books as recommended by the
National Bank of Ukraine.

However, the management of AVAL Bank considers that it is not reasonable to make these
adjustments at the moment because of the following:

1. The National Bank of Ukraine has not approved the policy on making annual adjustments
following the results of the external audit examination.

2. The issue of reflection adjusted income in case when the shareholders meeting at which the
dividends are approved is held prior to the day the audit report is obtained is not addressed.
Tncome adjustment resulting in its increase will lead to negative public opinion about the
bank.

3. In 1998 and 1999 there were two reevaluations of fixed assets made by AVAL Bank. The
management of the bank reckons that as a result of reevaluations made the book value of
fixed assets represents the maximum approximation to the market.

4. In January 2000, the National Bank of Ukraine took an examination of AVAL Bank.
According to the NBU report, the loan loss reserve is not accrued in full.

27



5. Revaluation of FX assets and liabilities is made by AVAL Bank on a daily basis to comply
with the NBU policy. Making adjustment eniries goes against the requirements set by the
National Bank of Ukraine.

Deputy Chairman .
of AVAL Bank Managing Boar: Smoliy Y.V.

The Chief Accountant Voloshchuk LP.
of AVAL Bank

Prepared by:
Tarnavska A.A.
295-87-14 (4-54)

28



EXHIBIT 111

- BMRS Advanced Course
a) Course Description

b) Course Schedule

c) Outline of Student Guide
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International Business & Technical Consultants, Inc.
U.S. Agency for International Development
Ukriinian Bank Accounting and Operations Infrastructure Development Project

Vaulitsa Lysenko 4, Apartment 13 Telephone: 380-44-229-65235
Kyiv 252034, Ukraine ibtciua@naverex.kiev.ua Fax: 380-44-246-4953

Bank Management Reporting System (BMRS)-Advanced Course
Presented by
IBTCI as Contractor for
USAID Ukrainian Bank Accounting and
Operations Infrastructure Development Project

Course Description

The BMRS-Advanced Course is a computer-assisted simulation workshop to train senior
accounting staff and financial analysts in the preparation and analysis of management reports
using BMRS software. This workshop would also be of interest to senior operating management
in better understanding how management reports can be used for the evaluation of bank
performance and monitoring selected banking risks.

The workshop is based on financial information created for “Test Bank” from simulated NBU
data files 01, 02, and 25. During the course, each student will gain hands-on experience in using
the software program to prepare the management reports. Immediately following the brief
preparation phase, the participant will be trained in the analysis of the management reports
through an interactive workshop discussion technique to gether with some financial modeling.

The components of the workshop are as follows:

Characteristics of properly prepared and effective management reports
e Explanation of how the NBU data files are used in the software program, the comparative
information in the files, and preparation of the detailed balance sheet and income statement
used as the foundation for the management reports.
¢ Preparation and analysis of the BMRS management reports-
o Condensed financial report and analysis schedules
¢ Foreign currency position
¢ Daily flow of funds
¢ Branch performance
e Preparation of BMRS management reports from participant bank’s data files (Optional)

The course is suitable for senior accounting managers, financial analysts and, internal audit staff
who design management reports. Also, since the reports cover asset and liability yield analysis,
treasury operations, and branch performance, operating managers from those departments would
also benefit from the workshop. It would be helpful for some of the students to have completed
the BMRS-Basic course and be familiar with using the basic BMRS software “Storm”. For those
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participants who wish instruction in using “Storm”, a half-day training session prior to the
beginning of the BMRS-Advanced course can be arranged. This session would be devoted solely
to a review and practice in using the basic Storm program.

Students who successfully complete this course will have the benefit of gaining practical
experience in the preparation and analysis of key management reports which would typically be
prepared in an international banking environment. Further, the participants would receive the
complete course materials including a CD-ROM with the BMRS software, management
reporting modules, and installation instructions for implementation in their banks.

&
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International Business & Technical Consultants, Inc.

U.S. Agency for International Development

Ukrainian Bank Accounting and Operations Infrastructure Development Project
Vulitsa Lysenko 4, Apartrnent 13
Kyiv 252034, Ukraine

Telephone: 380-44-229-6525

ibtcina@naverex.kiev.ua Fax: 380-44-246-4953

Bank Management Reporting System (BMRS)-Advanced Course

General Course Framework:

1) The course will be a two-day course with an optional half-day “up-front” -to familiarize
participants with how to use BMRS program (Storm) if they have not already been trained in
the program (Intro Day).

2) Days 1 & 2 are devoted to the preparation and analysis of the management reports. Because
preparation of the reports is automated through the software program, the time required for
that element of the course is minimal. In fact, it is recommended that only a few computers
be available to demonstrate the preparation process so that the course does not
overemphasize the computer aspects at the expense of the analysis process.

3) After preparation, the participants will be asked to analyze the individual statements and will
then, under the guidance of the instructor, discuss their observations. Each statement will
have key analysis (teaching) points to be identified and discussed.

Course Schedule

Estimated | Description of Key Teaching Points
Time Module -
Intro Day-Those Participants not familiar with BMRS
4 hours Introduction to BMRS | 1. Installation of BMRS and preparation of data files.
2. Exporting to Excel detailed balance sheet and income statement formats.
3. Introduce “out of balance” problem/solution
4. Making adjustments (interbranch elimination, reclassify prior period
adjustments)
5, Add/Delete/Change account codes and mapping
Day 1
v, hour Introduction to Describe key elements in an effective bank management report
management reporting '
and BMRS
1 hours Preparation of BMRS 1) Identification of case study data files
2) Identification of comparison periods to be created from data files.
3) Post correcting entries adjustments (interbranch elimination, reclassify
prior period adjustments)
4) Preparation of detailed income statement and balance sheet.
5) Cursory review of detailed statements.
a) Quick reconciliation of retained earnings.
b) Identification of unusual balances for further investigation
Coffee % hour
Break
Y5 hour Preparation of BMRS | Sec above

continued




L hour Preparation of FX Note: Discussion of report done as part of Condensed Financial Report
position report
L5 hour Preparation of Senior | Note: Discussion follows
Management
Condensed Financial
Report and Analysis
Schedules
Lunch 1 hour
Break
1 ¥ hours Analysis of Senior 1) Compare condensed balance sheet and income statement to detailed
Management BMRS report.
Condensed Financial 2) Discuss condensed income statement format and results
. 3) Components of Net Interest Income (NII)
Report and Analysis a) Use of average balances.
Schedules b) Demonstrate how improvements in asset and deposit “mix” affect
NIM.
4) Operating expense comparison.
a) Explain unusual variations between periods
b) Discuss Operating expense ratios
5) Condensed Balance Sheet
6) Analysis of Changes in Loan and Deposit accounts
7) Preparation of summary FX position report.
a) Explain need to measure risk by maturity category
b) List FX dominated accounts “not mapped” and discuss why.
¢) Explain reporting of FX dominated “reserve” accounts
d) Discuss relative FX risk in off-balances sheet accounts.
e) Compare BMRS FX position report with NBU regulatory report
Coffee ¥: hour _
Break
1 hour Analysis of Senior
Management
Condensed Financial
Report and Analysis
Schedules, continued
1 hour Preparation of Daily Cash flow will be completed for two consecutive days.
Funds Flow
1 hour Evaluation of Daily 1) General discussion of funds flow report.
Investment 2) The participant will use the program to Estimate excess (deficient)
Performance statutory reserve and non-invested funds. Includes discussion of non-
invested funds and effect on NII
Day 2
1 % hours Daily Funds Flow Simulate the days treasury daily investment activity
Simulation
Coffee % hour
Break
% hour Preparation of Branch

Performance Report
for two branches over




three months

1 hour Analysis and 1. Branch trend in “carning asset” to “total asset” ratio.
Discussion of Branch ';' granl‘:h NI pgrfm“?‘ce . ¢ ratio will b dbetw
Performance Report . b:arlgcizze an opera Ing eXpense 10 asse rang wi 4] compare EIWEEIN
4. Discussion of transfer pricing.
Lunch 1 hour
Break
1 Y2 hours | Analysis and
Discussion of Branch
Performance Report,
continued
Coffee ¥ hour
Break
1 hours Preparation of Optional
Participant Banks’
Management Reports
Y hour Closing discussion




(Training Center Letterhead)
Bank Management Reporting System (BMRS)-Advanced Course
Presented by
IBTCI as Contractor for
USAID Ukrainian Bank Accounting and
Operations Infrastructure Development Project

QOutline of Student Guide

Introduction to Characteristics of Management Reporting and the BMRS-Advanced

System

A Characteristics of Management Reporting

B. Sample list of Recommended Management Reports
1. For Senior Management

a) Evaluate Performance
b) Monitor Rigk
2. To support Operations
C. BMRS-Advanced System
1. Loading multiple NBU data files

2. Introduction to comparison feature
3. Preparation of detailed financial reports
Senior Management Condensed Financial Report and Analysis Schedules
A, Preparation ‘
B. Analysis of Report Content For “Test Bank”
Daily Flow of Funds

P
%

A Preparation
B. Analysis of Report Content
1. Initial Report

2. Evaluation of Treasury Operations
3. Daily funds investment simulation
Branch Performance
A. Preparation
B. Analysis of Report Content
Appendix
A. Installation instructions for Storm and NBU data files
B. Listing of Test Bank Data Files
C. Samples of Management Reports
D. Instructions for setting up BMRS for preparation of management reports
E. Instructions for preparation of Condensed Senior Management Reporting Package
F. Instructions for Foreign Currency Position Report
G. Instructions for Preparation of Daily Flow of Funds Report
H. Instructions for Preparation of Branch Performance Report
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EXHIBIT IV

Aval — Internal Audit of
Plastic Card Operations
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| International Business & Technical Consultants, Inc.

U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT
UKRAINIAN BANK ACCOUNTING AND OPERATIONS INFRASTRUCTURE DEVELOPMENT PROJECT
Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-229-6525
Kyiv 252034, Ukraine Fax: 380-44-246-4953
E-mail; ibtciua@naverex kiev.ua

Audit Program for Financial Operational Audit of Plastic Card Activities of
Aval Bank
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a. Transaction Risk
b. Compliance Risk
B. Scope
C. Objectives
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1. Approach to Planning the Audit Program
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b. Informed Approach to Planning the Audit
¢. The Focus will Vary Depending on the Nature of the Audit
d. Procedures to Follow in Carrying out the Survey
e. Summary of Results
II.  Preliminary Survey Report
Chronology of Past Efforts to Conduct the Plastic Card Audit
Automating Components of the Plastic Card Audit
The Plastic Card Management Process (Attachment IV a)
Organizational Chart of the Credit Card Division of Aval Bank (Attachment IV b)
Approach to Accomplish Audit Objective
Preliminary Findings from the Survey
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IV.  Audit Grid Matrix Program
A. Deliverables
B. Implementation by Internal Audit Department
C. Next Steps to be Taken



| International Business & Technical Consultants, Inc.

U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT
UKRAINIAN BANK ACCOUNTING AND OPERATIONS INFRASTRUCTURE DEVELOPMENT PROJECT
Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-229-6525
Kyiv 252034, Ukraine Fax: 380-44-246-4953
E-mail: ibtciva@naverex.kiev.ua

Attachment | FFIEC Handbook, Chapter on Retail EFT Activities (USA) — available in
English only

Attachment II IIA Audit Standard on Scope of Work — available in English only

Attachment I1I IIA Audit Standard on Performance of Work — available in English only

Attachment IVa General Description of Functions in Plastic Card Operations

Attachment IVb The Plastic Card Management Process (diagram)

Attachment IVc Organization Chart of the Credit Card Division

Attachment IVd List of Technology Cards Relating to Plastic Card Transactions
Attachment IVe Internal Control Questionnaires

Attachment IVf Audit Programs

Attachment IVg Audit Grid Matrix
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Audit Program for Financial Operational Audit of Plastic Card
Activities of Aval Bank

I. Executive Summary

This audit program is the last of several steps taken by IBTCI/USAID to develop a
comprehensive audit plan for the audit of plastic card activities at Aval Bank. The Internal
Auditors have done limited flowcharting of some areas in the Credit Card Division. They have
also performed some audits in this area, however, of limited scope, in the last two years.

This audit program provides a comprehensive, “grid matrix” approach, lining up Credit Card
Department activities with corresponding system reports and applicable sections of the
Technology Cards.

In addition, a macro random selection procedure has been built into the Excel Audit Grid file and
delivered to Internal Audit to use in any random selection procedure, either for a whole number
or a percentage random selection. It is universal in application, not dependent on record type,
size, etc.

The audit manual sections for Merchant, Cardholder and ATM audits have been updated to
include the random selection procedure and steps in the Audit Grid Matrix.

The work of the consultants is the property of Internal Audit to use or modify and update as they
choose.

Implementation by Internal Audit ;
Consultant met with Internal Audit Department to deliver:
1. Audit Grid Matrix File.

Revised Audit Manual Section on Cardholder Activities in Russian.

Random Selection Macro.

Demonstrate Random Selection Macro.

. Six audit steps to select from to implement the Random Selection Macro.

Internal Aundit:

1. Accepted the Random Selection Macro.

2. Selected data for the two audit steps for random selection by the Macro.

3. Successfully tested the Macro and implemented it for these two audit steps of the
Credit Card Division audit.

4. Successfully reviewed the Audit Grid Matrix File (in Russian and English) and the
Internal Auditors accepted it as part of their audit work and planning — they were
interested in how it displayed relationships between the Technology Card process

oW

steps, and available system reports in the audit planning, execution, and update

process.

Next steps to be taken:
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1. Internal Auditors should continue flowcharting, at 2 more detailed transaction level,
concentrating on the following functional areas, in descending order of priority (highest
priority to the first), starting with the functional process steps, a-¢, and concluding with
those of a wider system view, f-j:

Conclusion of agreements
Card issuing - personalization and delivery to the cardholder
Replenishment
Settlements
International payment system clearing
Customer disputes resolution — mostly charge-backs
Overdraft management
Technical support of ATMs and database management (Transmaster) and error
management
Adjustments/corrections input — controls over all manual database entries
System flows and controls on processing data in database updates
i. Between Aval’s Transmaster and UPC’s Transmaster, and
ii. Between Aval’s Transmaster and the General Ledger.

PR Mmoo o p

2. Internal Auditors should use the Excel Random Selection Macro Spreadsheet on the
Audit Grid File to generate random samples in each area of the audif program as required.

3. Internal Auditors should continue work on validity checks and summary checks of
cardholder updates indicated in section E of the audit report (area highlighting update
control weaknesses).

4. Tnternal Auditors should be aware of control weaknesses in conducting the audit, in order
to provide additional audit focus and make recommendations for improving internal
system controls in these areas. See Audit Grid File for specific references.

II. Introduction and Background

A. Definition of Terms

1. Operational audits review a specific department, division, or area of a bank.
This type of audit includes a review of policies, procedures, and operational
controls (e.g., loan review) to determine whether risk management, internal
controls, and internal processes are adequate and efficient. Operational audits
generally include procedures to test integrity of accounts, regulatory reports and
other aspects of operations. These audits may also include a review of
management and employee compliance with bank policies and procedures.
(Source: Comptroller’s Handbook on Internal and External Audit, U.S.
Department of the Treasury)

2. Internal Controls for Retail EFT - Attachment I, FFIEC Handbook Chapter
on Retail EFT Activities — Internal Controls.
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3. Management Should Evaluate Risks associated with Plastic Card Lending -
A variety of factors have caused the plastic card business to become one of the
most complex and competitive areas in the financial services industry. The market
environment and risks make it essential for issuing banks to have written
operating policies tied to well-conceived business plans and risk management
systems.

From a management perspective, risk is the potential that events, expected or
unanticipated, may have an adverse impact on the bank’s capital or earnings. The
OCC has defined nine categories of risk for bank supervision purposes. These
risks are Credit, Interest Rate, Liquidity, Price, Foreign Exchange, Transaction,
Compliance, Strategic, and Reputation. These categories are not mutually
exclusive, any product or service may expose the bank to multiple risks. The
primary risks associated with credit card lending are: credit, transaction,
liquidity, strategic, reputation, interest rate, and compliance risk.

All these risks should be taken into account by Aval management in operations
planning and by Internal Audit in audit planning. However, two appear to be
most relevant to Aval Bank’s current operations in the plastic card area. They
are: (1) Transaction Risk and (2) Compliance Risk. Therefore, we paid special
attention to these two risk areas in planning this audit program.

a. Transaciion Risk

Transaction risk is the risk to, earnings or capital arising from problems with
service or product delivery. “This risk is a function of internal controls,
information systems, employee integrity, and operating processes. Transaction
risk exists in all products and services.

A bank’s success in plastic card operations depends in part on achieving
economies of scale. Credit card operations are highly automated, have a large
transactional volume, and require strong operational controls. Aggressive growth
has the potential to stretch operational capacity and can cause problems in
handling customer accounts and in processing payments. The merchants
acquiring business for the Bank’s card accounts need accurate and immediate
information for detecting customers’ credit limits and blocked amounts afier each
transaction before posting to card accounts. Pin and card account number security
must be maintained to safeguard the integrity of the transactions.

To control transaction risk, a bank should maintain effective internal controls and
use comprehensive management information systems. One can assess transaction
risk by evaluating the adequacy of plastic card application and processing systems
and controls, the capabilities of systems and technologies in relation to current
and prospective volume, contingency preparedness, and exposures through the
payment system.



b. Compliance Risk

Compliance risk is the risk to earnings or capital arising from violations or non-
conformance with laws, rules, regulations, prescribed practices, or technical
standards. In Ukraine, Aval Bank should be in compliance with NBU regulations,
directives and instructions that apply to plastic card operations. It should also
follow Konts supporting technical documents for issuance of plastic cards using
the Transmaster System.

Management should ensure that staff involved in credit scoring, processing
applications, and collections activity comply fully with these directives,
instructions, and supporting technical documents.

In addition, compliance with cardholder and merchant agreements should be
assured, and tested as part of the audit process.

B. Scope

Plastic Card Activities of Aval Bank include cardholder activity, merchant activity and
ATM-cash withdrawal activity. See Attachment II for ITA standards on developing scope
of work.

C. Objectives

(1) Design and testing of an audit program that automates random sampling for
comparison of data in key control/test areas in the flow of the plastic card transactions
with POS, ATMs and domestic and International Payment Systems, Cardpay and UPC.
(2) Revision of Internal Audit Manuals for Audits of Cardholder Activities, Merchant
Activities and ATMs, to include the automated random selection program in each area.
(3) To advise bank management on the strength and weaknesses of the operation of its
internal control system.

{4) Provide Internal Audit with a tool, the Plastic Card Audit Program Grid, to help plan
and revise audit steps and procedures in the plastic card area of its business in an
interactive way with linkages to Technology Card work steps and available system report
outputs.

D. Preliminary Survey
I have completed the Preliminary Survey of this audit through the process of interviewing
key persons working in the target area (Plastic Card Division, Cardpay and UPC) and
observing and evaluating the systems of internal control, the financial systems flows and

as a result, develop the audit program.

1. Approach to Planning the Audit Program
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One of the key components of planning the audit work and audit program is the
Preliminary Survey. (See Attachment IIl for IIA standards on planning the audit
work.,) My survey followed the IIA guidelines:

Performing, as appropriate, a survey to become familiar with the activities, risks,
and controls to identify areas for audit emphasis, and to invite auditee comments
and suggestions.

a. A survey is a process for gathering information, without detailed
verification, on the activity being examined. The main purposes are to:

— Understand the activity under review.

— Identify significant areas warranting special emphasis.
— Obtain information for use in performing the audit.

— Determine whether further auditing is necessary.

b. A survey permits an informed approach to planning and carrying out
audit work, and is an effective tool for applying the internal auditing department’s
resources where they can be used most effectively.

¢. The focus of a survey will vary depending upon the nature of the audit.

d. The scope of work and the time requirements of a survey will vary.
Contributing factors include the internal auditor’s training and experience,
knowledge of the activity being:examined, the type of audit being performed, and
whether the survey is part of a recurring or follow-up assignment. Time
requirements will also be influenced by the size and complexity of the activity
being examined, and by the geographical dispersion of the activity.

e. My preliminary survey followed the following procedures:

_ Discussions with the Director of the Credit Card Division and extensive
interviews with the Heads of each of the Credit Card Division’s Departments,
Cardpay and UPC.

— Involvement of the Internal Audit Department of Aval Bank in each of these
meetings and steps.

— On-site observations.
— Review of management reports and studies.

— High level flowcharting. Detailed flowcharting was beyond the scope of the
work. However, Internal Audit was provided with instructions, procedures and
priorities for detailed flowcharting.



—Functional "walk-through" (tests of specific work activities from beginning to

end).

— Documentation of this workflow analysis and start building the audit program.
It should provide common ground for the internal auditors and credit card
management to interact in a more positive and constructive manner.

II1. Preliminary Survey Report

A. Chronology of Plastic Card Audit

f. A summary of results and preliminary findings was prepared at the
conclusion of the survey, in the form of a Preliminary Survey Report
which follows.

The Bank’s Internal Audit Department has made several attempts to audit the credit card
activities of the Bank, starting April 1, 1999. The project staff have been providing
technical assistance to them in each of these efforts. While they have delivered two
reports they have only resulted in partial audit coverage of the Credit Card Division:

automate components of the Plastic Card audit.

Date Action Done Action Performed by
April 1, 1999 Planning begun for Audit of Plastic Card AvalIA
Operations
April 1 to July 1999 | Limited scope audit performed of account opening | AvalIA
and closing balance _
July 15, 1999 Plastic Card operations designated as a “Pilot Aval JA/IBTCI
Audit”
September 1999 Planning completed for audit of merchant activity: | AvalIA
Fieldwork begins
December 1, 1999 Interim Audit Report issued on Merchant activity: | Aval IA
s Confirmation step not performed
o Settlements not tested '
January 2000 Advisors send letter to Chairman summarizing BTCI
' procedural deficiencies noted in audit. Recommend
further audit of merchant activity be postponed
until deficiencies corrected.
April 2000 Advisors and Aval agree to change Pilot Audit to Aval IA/IBTCI
Audit of an Aval Branch
May 2000 Advisors informed that Cardholder aundit Aval TA
completed, denied access to report and working
papers.
June 2000 Advisors recommend bringing an “IT” specialist to | IBTCI




B. Automating Components of the Plastic Card Audit

1. Objective is to produce an audit program that automates random sample selection
and provides specifications for automated comparison of data in key control/test
areas in the flow of the plastic card transactions with POS, ATMs and domestic
and International Payment Systems, Cardpay and UPC.

2. User of this program will be the Internal Audit Department, not the Information
Technology Division. Internal Audit will take ownership of this program and
implement it. A diagram is provided to show where this audit process fits into
the overall management framework of plastic card operations.

C. The Plastic Card Management Process (Attachment IV b)
D. Organizational Chart of the Credit Card Division of Aval Bank (Attachment 1V c)

E. Approach to Accomplish this Audit Objective:
1. Probable audit areas to automate:
a. Random selection of records for conducting audit tests — completed.
b. Validity checks of Q-File update of Transmaster System in UPC from
Aval Bank, e.g. values or number of plastic card transactions sent and
received.
¢. Summary checks or tests of total plastic card debits, credits
and balances for the data entered into General Ledger operating
day.
F. Preliminary Findings from Survey
Need for overall daily reconciliations of account data sent with that received for:
1. Plastic Cards Updates (Transmaster) '
2. Plastic Cards vs. Operating Day
3. Plastic Cards vs. Intra-Day Database
4. Daily control Summary Totals

For example we found that:
1. Q-file update of Transmaster System in UPC from Aval Bank Transmaster System
four times a day — need for improvement in

a. No validity checks of values or number of transactions sent and received.

b. No summary checks of total debits, credits and balance for the data entered
into the system

c. Rows are replaced rather than values updated as would be preferred

d. Error messages during transmission, while few on each transmission are
cumulative to the database and may be very significant over time. They
should be recorded in a register with columns for a date and time of
resolution.

2. Operating day update at 10:00 am each day for the work of the previous day
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a. No validity checks of values or number of transactions sent and received.

b. No summary checks of total debits, credits and balance for the data entered
into the system

¢. No daily, weekly or monthly totals for the entire GL or for product lines.
Only show totals for branches and subsidiary ledgers.

3. While current systems seem to process the daily updates to the Transmaster and
General Ledger systems adequately, there is no apparent process for reconciliation
during update of systems. The view appears to prevail that as long as the
transactions are processed on time, and the merchants and cardholders do not
complain, then all is well. However, customers have been provided only two
telephone lines to report their problems to the bank with no provision for stacking
calls or for tracking lost or busy calls. We were informed that these service levels
are now in the process of being upgraded. Nevertheless, records show that
approximately 24,000 plastic card account cancellations have occurred in the past
few years, since the Transmaster system was implemented. Rapid growth in the
total number of new cardholders has overcompensated for this loss, but
nevertheless, they may represent dissatisfied customers who have problems with
their account balances. Credit Card Division reports show that in some recent
months growth in number of closed accounts has exceeded growth in new accounts.
There is no report on the reasons for these cancellations.

4. The current state of systems that support plastic card transactions appears to be a
patchwork of internally developed software to process and transport data and for
updates to and from the Transmaster and General Ledger systems. They operate
adequately to “process the work of the day” but lack daily reconciliations to assure
account data sent was received (transmission integrity). There is also a need for
better summary reports to management by product group.

5. Internal Audit has successfully tested and implemented the random sampling
macro, developed as part of the audit program, and intends to use the audit grid
matrix in its audit work.

IV. Audit Grid Matrix Program
A. Deliverables

This audit program (Audit Grid Matrix Program) is the last of several steps taken by
IBTCI/USAID to develop a comprehensive audit plan for the audit of plastic card activities at
Aval Bank. (Attachment IV g, Excel file). The Internal Auditors have done limited
flowcharting of some areas in the Credit Card Division. They have also performed some
audits in this area, however, of limited scope, in the last two years.
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This audit program provides a comprehensive, “grid matrix” approach, lining up Credit Card
Department activities with corresponding system reports and applicable sections of the
Technology Cards.

In addition, a macro random selection procedure has been built into the Excel Audit Grid file
(Attachment IV h, Excel file) and delivered to Internal Audit to use in any random selection
procedure, either for a whole number or a percentage random selection. It is universal in
application, not dependent on record type, size, etc.

The Internal Audit Manual sections for Merchant, Cardholder and ATM audits have been
updated to include the random selection procedure and steps in the Audit Grid Matrix and
Internal Control Questionnaires have been provided (Attachments IV e & ).

The work of the consultants is the property of Internal Audit to use or modify and update as
they choose.

B. Implementation by Internal Audit

Consultant met with Internal Audit Department to deliver:

Audit Grid Matrix File.

Revised Audit Manual Section on Cardholder Activities in Russian.

Random Selection Macro.

Demonstrate Random Selection Macro.

Six audit steps for the Internal Audit to choose from to implement the Random
Selection Macro.

Internal Audit:

1. Accepted the Random Selection Macro.

2. Selected data for the two audit steps for random selection by the Macro in the area of
merchant and ATM activity.

3. Successfully tested the Macro and implemented it for these two audit steps of the
Credit Card Division audit.

4. Reviewed the Audit Grid Matrix and its relationships to audit planning and execution
and accepted it as part of their audit work and planning. They were interested in how
it displayed relationships between the audit steps, Technology Card process steps, and
available system reports.

R B

C. Next steps to be taken:

1. Internal Auditors should continue flowcharting, at a more detailed transaction level,
concentrating on the following functional areas, in descending order of priority
(highest priority to the first), starting with the functional process steps, a-e, and
concluding with those of a wider system view, f-j:

k. Conclusion of agreements
i. Corporate salary projects
ii. Corporate cards
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ii. Individual cardholders
iv. Merchants
v. ATM site placement agreements
vi. International payment systems
Card issuing
i. Personalization
ii. Delivery to cardholder
Replenishment
i. Individual cardholder accounts
ii. salary projects
iii. corporate cards
iv. ATMs
Settlements
i. Merchants
ii. Financial Institutions
iii. Payment Systems
iv. ATMs
v. Affiliated Banks
vi. Joint Projects
International
i. Payments
. Settlements
iti. Transfers
Customer disputes resolution — mostly chargebacks
Overdraft management
Technical Support
i. ATM operation, management and support
ii. Database management
1. Process charges and administration of database on Transmaster system
iti. Error management — should be a register for daily transmission error messages
showing time and date of occurance and of resolution.
Adjustments/corrections input (all manual database entries). There should be a log of
all manual entries, with justification and authorization noted.
System flows and controls on processing data in database updates
i. Between Aval’s Transmaster and UPC’s Transmaster, and
ii. Between Aval’s Transmaster and the General Ledger.
Internal Auditors should use the Excel Random Selection Macro Spreadsheet on the
Audit Grid File to generate random samples in each area of the audit program it is
required.
Internal Auditors should continue work on validity checks and summary checks of
cardholder updates indicated in section E of the audit report (area highlighting update
control weaknesses).
Internal Auditors should be aware of control weaknesses in conducting the audit, in
order to provide additional audit focus and make recommendations for improving
internal system controls in these areas. See Audit Grid File for specific references.
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Automation has enabled banks to electronically perform many retail banking functions formerly handled
manually by tellers, bookkeepers, data entry clerks and other banking personnel. Examples of retail
Electronic Funds Transfer (EFT) systems include automated teller machines (ATM), point-of-sale (POS)
networks, debit and smart cards, and home banking. Accordingly, the need for physical banking facilities
and related staff has been reduced. EFT and related banking services also has brought access to, and
control of, accounts closer to the consumer through use of widely distributed unstaffed terminals and
merchant facilities. EFT related risk to a financial institution for individual customer transactions is
generally low, since the transactions are usually for relatively small amounts. However, weaknesses in
controls that could lead to incorrect or improper use of several accounts could lead to significant losses or
class action suits to a financial institution. Examinations of retail EFT facilities should focus on the
potential large scale risks of a given product.

As with other EFT services, financial institutions have found it beneficial to share their ATM and POS
systems’ costs and realize economies of scale. This has led some institutions to form alliances that are
mutually beneficial. Two examples are:

o™ Shared systems + A group of financial institutions mutually research, install, market and operate the
system.

a® Interchange systems + Separate institutions with ATM programs or separate shared systems allow each
other’s customers use of their machines.

Additionally, there are single institution systems, where only the customers of the bank that developed and
installed the ATM system may use the machine.

Fraud, robbery and malfunction are the major risks in an ATM environment. Although the use of plastic
cards and PINs act as a deterrent, there is a risk that an unauthorized individual may obtain them.
Customers even may be physically accosted while making withdrawals or deposits at ATM locations.
Some institutions have decreased this risk by installing surveillance cameras and access/entry control
devices.

AUTOMATED TELLER MACHINES (ATM)

An ATM is an EFT terminal that is capable of performing many routine banking services for the customer.
ATM:s handle deposits, transfers between savings and checking accounts, balance inquiries, withdrawals,
small short-term loans and payments to third parties. ATMs usually operate 24 hours a day and are located
both on and off bank premises. Daily withdrawals are normally limited to relatively small amounts (usually
$500 or less). Deposits are processed in the same manner as if handled by a teller.

ATMs are generally activated through use of a plastic card encoded with a machine readable customer
identification number. In most systems, the customer is required to enter a corresponding personal
identification number (PIN). :

ATM machines operate in either off-line or on-line mode. Off-line transactions are recorded on tape and
physically transported to the financial institution for daily processing. Since off-line systems are not
directly connected to the financial institution's computer system, balance verification is normally limited to
the customer's opening balance. On-line systems are directly connected to a financial institution's computer
system, The computer processes each transaction immediately and provides instant account balance
verification. On either system, a card is normally captured if misuse is indicated (¢.g., reported stolen or
improper PIN number).
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1996 FFIEC 18 Examination Handboolk



POINT-OF-SALE SYSTEMS (POS)

A POS system transaction is defined as an electronic transfer of funds from a customer's checking or
savings account to a merchant's account to pay for goods or services. Transactions are initiated from POS
terminals located in department stores, supermarkets, gasoline stations, and other retail outlets. In an
electronic POS system, a customer pays for purchases using a plastic card (e.g., ATM card or debit card).
The store clerk enters the payment information into the POS terminal and the customer verifies the transac-
tion by entering a PIN. This results in an automatic debit to the customer's account and credit the merchant.

POS transactions may either be processed through single-institution unshared systems or multi-institution
shared networks. Participants in a shared systems settle daily, on a net transaction basis, between each
other. In unshared systems, the merchants and customers have accounts with the same financial institution.
Thus, the need to settle for transfer of funds between banks is eliminated.

As with other EFT systems, POS transactions are subject to risk of loss due to fraud, mistakes, and system
malfunction. POS fraud is caused by stolen cards and PINs, counterfeit cards, and direct computer access.
The system also is susceptible to errors such as debiting or crediting an account by too much or too little
and entering unauthorized transactions. For the most part, POS systems usually deal with these risks by
executing bank-merchant and bank-customer contracts that delineate each party's liabilities and responsi-
bilities. Also, consumers are protected by state and federal statutes limiting their liability if they give notice
of a lost, stolen or mutilated card within a specified time period. Another risk inherent in POS systems is
that of computer malfunction or downtime. Also, financial institutions offering POS services should
provide for adequate records backup.

DEBIT AND SMART CARDS

Other funds transfer related activities that use plastic card and PIN access are debit cards and smart cards.
While not EFT systems by themselves, they may be used in conjunction with EFT systems. Debit cards
may draw against available balances or lines of credit in related deposit accounts. They can be used for
currency withdrawals by ATMs or for the direct purchase of goods or services from retailers using POS or
paper-based settlement systems.

Smart cards contain a microchip which can store customer account profiles and credit line balances, as well
as a record of transactions. When the card is used to make a purchase, the amount of the purchase is
deducted from the balance remaining in the card's memory. Once the credit line in the card is exhausted, it
can be replenished. Smart cards do not require on-line terminals.

HOME BANKING

Home banking allows customers to determine their bank account balances, make bill payments, and
transfer funds between the customer's own bank accounts via telecommunications lines. These services,
which were originally performed solely by telephone, may employ either telephone or personal computers
(PCs). To access the account, the customer dials a designated phone number and enters an account number
and PIN. If a transfer is to be made, the customer also enters the merchants' identification numbers,
customer's account number with each merchant, and the amount and date of payment. If a telephone is
used, the data is called back via voice response equipment or, if by computer, the data is transmitted back
to the computer terminal screen. The customer then presses a designated key to confirm the transaction.
Financial institutions complete the transaction by:
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o™ Transferring funds directly from the customers' account to the merchant accounts, if the accounts are in
the same bank.

g Transferring funds into a holding account and sending a check and printout to the merchants.

a® Transferring funds to the merchants' bank.

g™ Transferring funds to a third party who then pays the merchant or utility.

In addition to financial services, some home banking systems include programs that offer such things as:
x Stock brokerage services.

a® Home information services that allow electronic access to local and regional newspapers, classified ads,
and airline, restaurant, theater and sporting event reservations.

a" Income tax preparation service.
INTERNAL CONTROLS FOR RETAIL EFT

Regardless of the system employed, financial institutions should ensure that adequate internal controls are
in place to minimize errors, discourage fraud, and provide an adequate audit trail. Recommended internal
control guidelines include:

For all systems:

a® Measures to establish proper customer identification (PINs) and maintenance of their confidentiality.
o™ Issuance of a receipt to the customer as required by Regulation E.

a" Installing 2 dependable file maintenance and retention system to trace transactions.

& Producing, reviewing and maintaining exception reports to provide an audit trail.

m® Requiring customers of each service to sign agreements that clearly define the responsibilities of the
customer and the financial institution.

a Producing and forwarding periodic customers' statements so they can review transactions made during
the period and detect unauthorized transfers, as required by Regulation E.

o Confidentiality and security of customer account information including protection of PINs.
s Maintenance of contracts between bank and merchants, customer and banks, and banks and network.
a" Daily reconciliation of ATM machine transactions.

a® Policies and procedures regarding credit and check authorization, floor limits, override, settlement and
balancing.

" Maintenance of transaction journals to provide an adequate audit trail.
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a® Generation and review of daily exception reports with provisions for follow-up of exception items.

a" Provisions for backup and contingency planning.

a® Adequate control of captured cards.

g™ Physical security surrounding ATM terminals.

For transfer and bill paying systems:

ot Allow customers to pay bills or transfer funds only from their accounts.

m® Require that all transactions be preauthorized for specifically stated customer accounts.

a® Discourage payments to third parties without written authorization.

The most critical element of EFT systems is the need for undisputed identification of the customer.
Particular attention should be given to the customer identification systems. The most common control is
the issuance of a unique PIN that is used with a plastic card or, for non-card systems, an account number.
The following guidelines, as recommended by the American Bankers Association, are encouraged.

PIN CONTROL GUIDELINES

Storage

a™ Unissued PINs should never be stored before issuance They should be calculated when issued and any
temporary computer storage areas used in the calculation should be cleared immediately after use.

s PINs should be encrypted on all files and data bases.

g™ All file maintenance to PINs stored in databases should be restricted. Console logs and/or security
reports should be reviewed to determine any attempts to subvert the PIN security system.

Delivery
o® PINs should not appear in printed form where they can be associated with customers' account numbers.
a® Bank personnel should not be able to retrieve or display customers' PIN numbers via terminals.

a® PIN mailers should be processed and delivered with the same security accorded the delivery of bank
cards to cardholders. (Note: PINs should never be mailed to a customer together with the card.)

Usage

2™ The PIN should be entered only by the card-holder and only in an environment that deters casual entry
observation.

o The PIN should never be transmitted in unencrypted form.

2" PIN systems should record the number of unsuccessful PIN entries and should restrict access to a
customer's account after a small number of attempts.
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a" If a PIN is forgotten, the customer should select a new one rather than having bank personnel retrieve
the old one.

Control and security

a® Systems should be designed, tested and controlied to preclude retrieval of stored PINs in any non-
encrypted form.

a® Application programs and other software containing formulas, algorithms, and data used to calculate
PINs must be subject to the highest level of access for security purposes.

2™ Any data recording medium, e.g., magnetic tape and removable disks, used in the process of assigning,
distributing, calculating or encrypting PINs must be cleared immediately after use.

o™ Employees with access to PIN information must be subject to security clearance and must be covered
by an adequate surety bond. They should not be involved in card issuance operations in any way.

System design

o™ To limit fraud, PIN systems should be designed so that PINs can be changed without reissuance of
cards. .

o™ PINs used on interchange systems should be designed so that they can be used or changed without any
modification to other participants' systems.

o™ Financial institutions electing to use encryption as a security technique for bank card systems are
strongly encouraged to consider the Data Encryption Standards established by the National Burean of
Standards. )
PLASTIC CARD CONTROL GUIDELINES

Procurement

u® A written agreement between the card manufacturer and the financial institution should detail control
procedures and methods of resolution to be followed if problems occur.

o® Financial institutions should acquire the card manufacturer's latest third-party audit report.

o™ An investigation of the security devices used by the manufacturer when encoding and embossing the
card should be conducted.

Embaossing/Encoding

w¥ If done by a vendor, similar precautions as detailed for card manufacturers should be considered,
including written contracts and reviews of control procedures in effect.

a® If done on site, the equipment should be maintained in an extremely secure area.

a® Proper inventory controls over blank plastic card stock should be in place. There should be proper
accounting for the number of cards used, including test cards and spoiled cards.
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a® Separation and rotation of duties should be practiced to the extent practical and supervisory control
reviews should be conducted on a periodic basis.

Storage
a® Dual control procedures should be in place. Only a limited working supply of blank cards and cards in

the process of being embossed/encoded should be allowed out of the dual custody. Adequate interim
storage and accounting must exist for all cards not under dual control.

a Adequate controls should exist for captured cards.
Mailing

g™ Accountability controls should be created to ensure that all cards initially disbursed from the storage
area are delivered to the mail area or are property destroyed.

o= Returned cards should be separately handled by a function independent of the mail department.

a® Control cards should be mailed randomly to customers and their delivery validated within a few days to
ensure that no theft has taken place.

TERMINAL SHARING/NETWORK SWITCHING

In an attempt to lower costs and provide widespread services, financial institutions share EFT facilities to
process retail EFT services, primarily ATM and POS facilities. Some financial institutions are required by
state law to share such facilities, while others voluntarily share them. EFT facilities are usually shared
regionally; others voluntarily share them on 2 regional, nationwide and, in some cases, international basis.
The most commonly shared EFT systems are: o

a An EFT network formed and shared by different financial institutions.
a® A multi-bank holding company network servicing affiliated banks.

A single institution's proprietary EFT network shared with other institutions for a fee.
prop

To facilitate use of the system, a switching network (switch) must be in place to allow shared terminals and
computers to communicate with each other. The two types of switching networks used are:

o™ Line switching + essages are sent directly from one station to another when the central switching site
establishes the connection. These systems are commonly used in real-time environments.

m® Store and forward + The central switching site stores incoming messages and later retransmits the
messages to their destination.

Control Requirements

The primary concerns in shared EFT facilities are security and confidentiality of customer data. These

concerns become critical when the network, or any section of it, becomes inoperable or when line problems
develop that interrupt the normal transfer of information through the switch. Therefore, adequate audit
trails must exist for all transactions, at each switch point, identifying the originating terminal and
destination.
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Adequate procedures must be in place to control activity if the shared system becomes inoperable to ensure
accurate posting and maintain security. Also, procedures for balancing and settling transactions should be
well-documented and monitored for adherence. Each participant in the switch should receive adequate
transaction journals and exception reports necessary to facilitate final settlement for their institution.

Agreements between switch or network participants must delineate each party's liabilities and
responsibilities. Certain basic control items concerning normal and contingency processing must be
detailed and responsibility for correction must be stated. Grievance procedures and arbitration policies
should be established in order to resolve differences.

Reference is made to the Chapter 18 - Wholesale EFT for consideration of other retail EFT related
concerns in the areas of input/output controls, encryption, backup, insurance, disaster recovery, and
government regulations. For additional guidance also refer to the Federal Reserve’s Guide to the Federal
Reserve's Payments System Risk Policy.
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Attachment I
300 SCOPE OF WORK

THE SCOPE OF INTERNAL AUDITING SHOULD ENCOMPASS THE EXAMINATION
AND EVALUATION OF THE ADEQUACY AND EFFECTIVENESS OF THE
ORGANIZATION’S SYSTEM OF INTERNAL CONTROL AND THE QUALITY OF
PERFORMANCE IN CARRYING OUT ASSIGNED RESPONSIBILITIES.

.01 The scope of intemnal auditing work, as specified in this standard, encompasses what audit work should
be performed. It is recognized, however, that senior management and the board provide general direction
as to the scope of work and the activities to be audited.

.02 The purpose of the review for adequacy of the system of internal control is to ascertain whether the
system established provides reasonable assurance that the organization’s objectives and goals will be met
efficiently and economically.

.1 Objectives are the broadest statements of what the organization chooses to accomplish. The
establishment of objectives precedes the selection of goals and the design, implementation, and
maintenance of systems whose purpose is to meet the organization’s objectives and goals.

.2 Goals are specific objectives of specific systems and may be otherwise referred to as operating
or program objectives or goals, operating standards, performance levels, targets, or expected
results. Goals should be identified for each system. They should be clearly defined, measurable,
attainable, and consistent with established broader objectives; and they should explicitly recognize
the risks associated with not achieving those objectives.

3 A system (process, operation, function, or activity) is an arrangement, a set, or a collection of
concepts, parts, activities, and/or people that are connected or interrelated to achieve objectives
and goals. (This definition applies to both manual and automated systems.) A system may also be
a collection of subsystems operating tdgether for a common objective or goal.

4 Adequate control is present if management has planned and organized (designed) in a manner
which provides reasonable assurance that the organization’s objectives and goals will be achieved
efficiently and economically. The system design process begins with the establishment of
objectives and goals. This is followed by connecting or interrelating concepts, parts, activities,
and/or people in such a manner as to operate together to achieve the established objectives and
goals. If system design is properly performed, planned activities should be executed as designed
and expected results should be attained.

.5 Reasonable assurance is provided when cost-effective actions are taken to restrict deviations to
a tolerable level. This implies, for example, that material errors and improper or illegal acts will
be prevented or detected and corrected within a timely period by employees in the normal course
of performing their assigned duties. The cost-benefit relationship is considered by management
during the design of systems. The potential loss associated with any exposure or risk is weighed
against the cost to control it,

.6 Efficient performance accomplishes objectives and goals in an accurate and timely fashion with
minimal use of resources.

.7 Economical performance accomplishes objectives and goals at a cost commensurate with the
risk. The term efficient incorporates the concept of economical performance.

.03 The purpose of the review for effectiveness of the system of internal control is to ascertain whether the
system is functioning as intended.



.1 Effective control is present when management directs systems in such a manner as to provide
reasonable assurance that the organization’s objectives and goals will be achieved.

.2 Directing involves, in addition to accomplishing objectives and planned activities, authorizing
and monitoring performance, periodically comparing actual with planned performance, and
documenting these activities to provide additional assurance that systems operate as planned.

a. Authorizing includes initiating or granting permission to perform activities or
transactions. Authorization implies that the authorizing authority has verified and
validated that the activity or transaction conforms with established policies and
procedures.

b. Monitoring encompasses supervising, observing, and testing activities and
appropriately reporting to responsible individuals. Monitoring provides an ongoing
verification of progress toward achievement of objectives and goals.

c. Periodic comparison of actual to planned performance enhances the likelihood that
activities occur as planned.

d. Documenting provides evidence of the exercise of authority and responsibility;
compliance with policies, procedures, and standards of performance; supervising,
observing, and testing activities; and verification of planned performance.

.04 The purpose of the review for quality of performance is to ascertain whether the organization's
objectives and goals have been achieved.

.05 The primary objectives of internal control are to ensure:
.1 The reliability and integrity of information.
.2 Compliance with policies, plans, proceduxes, laws, regulations, and contracts.
.3 The safeguarding of assets.
4 The economical and efficient use of resources.
.5 The accomplishment of established objectives and goals for operations or programs.

.06 A control is any action taken by management to enhance the likelihood that established objectives and
goals will be achieved. Management plans, organizes, and directs the performance of sufficient actions to
provide reasonable assurance that objectives and goals will be achieved. Thus, control is the result of
proper planning, organizing, and directing by management.

.1 Controls may be preventive (to deter undesirable events from eccurring), detective {to detect
and correct undesirable events which have occurred), or directive (to cause or encourage a
desirable event to occur).

2 All variants of the term control (administrative control, internal accounting control, internal
control, management control, operational control, output control, preventive control, etc.) can be
incorporated within the generic term. These variants differ primarily in terms of the objectives to
be achieved. Since these variants are useful in describing specific control applications,
participants in the control process should be familiar with the terms as well as their applications.
However, the methodology followed by internal auditors in evaluating such controls is consistent
for all of the variants.

3 The variant internal control came into general use to distinguish controls within an organization
from those existing externally to the organization (such as laws). Since internal auditors operate
within an organization and, among other responsibilities, evaluate management’s response 1o



external stimuli (such as laws), no such distinction between internal and external controls is
necessary. Also, from the organization’s viewpoint, internal controls are all activities which
attempt to ensure the accomplishment of the organization’s objectives and goals. Internal control
is considered synonymous with control within the organization.

4 The overall system of control is conceptual in nature. It is the integrated collection of
controlled systems used by an organization to achieve its objectives and goals.

.07 Management plans, organizes, and directs in such a fashion as to provide reasonable assurance that
established objectives and goals will be achieved.

.1 Planning and organizing involve the establishment of objectives and goals and the use of such
tools as organization charts, flowcharts, procedures, records, and reports to establish the flow of
data and the responsibilities of individuals for performing activities, establishing information
trails, and setting standards of performance.

.2 Directing involves certain activities to provide additional assurance that systems operate as
planned. These activities include authorizing and monitoring performance, periodically
comparing actual with planned performance, and appropriately documenting these activities.

.3 Management ensures that its objectives and goals remain appropriate and that its systems
remain current. Therefore, management periodically reviews its objectives and goals and modifies
its systems to accommodate changes in internal and external conditions.

4 Management establishes and maintains an environment that fosters control.

.08 Internal auditors examine and evaluate the planning, organizing, and directing processes to
determine whether reasonable assurance exists that objectives and goals will be achieved. Such
evaluations, in the aggregate, provide information to appraise the overall system of internal control.

.1 Ali systems, processes, operations, functions, and activities within the organization are subject
to the internal auditors” evaluations.
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.2 Such evaluations should encompass whether reasonable assurance exists that:
a. Objectives and goals have been established.

b. Authorizing, monitoring, and periodic comparison activities have been planned, performed,
and documented as necessary to attain objectives and goals.

¢. Planned results have been achieved (objectives and goals have been accomplished).

3 Internal auditors perform evaluations at specific points in time but should be alert to actual or
potential changes in conditions which affect the ability to provide assurance from a forward-
looking perspective. In those cases, internal auditors should address the risk that performance may
deteriorate.

310 Reliability and Integrity of Information

Internal auditors should review the reliability and integrity of financial and operating
information and the means used to identify, measure, classify, and report such
information.

.01 Information systems provide data for decision making, control, and compliance with external
requirements. Therefore, internal auditors should examine information systems and, as appropriate,
ascertain whether:



.1 Financial and operating records and reports contain accurate, reliable, timely, complete, and
useful information.

.2 Controls over record keeping and reporting are adequate and effective.
320 Compliance with Policies, Plans, Procedures, Laws, Regulations, and Contracts

Internal auditors should review the systems established to ensure compliance with
those policies, plans, procedures, laws, regulations, and contracts which could have a
significant impact on operations and reports, and should determine whether the
organization is in compliance.

.01 Management is responsible for establishing the systems designed to ensure coropliance with such
requirements as policies, plans, procedures, applicable laws and regulations, and contracts. Internal
auditors are responsible for determining whether the systems are adequate and effective and whether
the activities audited are complying with the appropriate requirements.

.1 The term compliance refers to the ability to reasonably ensure conformity and adherence to
organization policies, plans, procedures, laws, regulations, and contracts.

.2 The term compliance requirement refers to conditions established by management for the
organization. The term also refers to conditions which may be imposed on the organization by law
or regulation, or agreed to by contractual arrangement. These conditions affect the manner in
which an organization’s operations are conducted and objectives are achieved. Compliance
requirements include those established, imposed, or agreed to for the purpose of safeguarding
organization assets including prevention and/or detection of unauthorized acquisition, use, or
disposition of resources.

.3 Management is responsible for having knowledge of compliance requirements of all laws,
regulations, and contracts applicable to the organization which are significant to achieving internal
control objectives set forth in Section 300.05 of the Standards.

.4 Management is responsible for designing and implementing policies, plans, and procedures,
including those intended to comply with laws, regulations, and contracts.

a. The policies, plans, and procedures designed and impiemented by management should be
sufficient to reasonably ensure prevention and/or detection of noncompliance with applicable
laws, regulations, and contracts that are significant to achieving internal control objectives.

Significant noncompliance with laws, regulations, or contracts may constitute illegal acts, as

described in Section 280 of the Standards. Significant noncompliance can also occur with
respect to policies, plans, and procedures in which no law or regulation is involved.

b. Management is responsible for determining whether noncompliance brought to its attention
by internal auditors, or by discovery, may violate laws, regulations, or contractual agreements,
and/or constitute illegal acts. In addition, management is responsible for initiating such
corrective actions necessary to achieve compliance. This may require reporting by
management to the board and appropriate legal, funding, and/or regulatory authorities.

.5 In determining audit objectives, internal auditors should make inquiry regarding specific
compliance requirements that are significant to internal control objectives. Internal auditors should
consider inquiring about significant compliance requiremnents with:

a. Organization management having financial, operational, and oversight responsibilities.

b. Internal or external legal counsel.

¢. Funding or contracting organizations.

73]



d. Governmental or other regulatory authorities.
e. External auditors.

6 Interpal auditors are responsible for establishing objectives that include planning and
performing a scope of work which provides a reasonable basis for reporting on the extent of
organization compliance with policies, plans, procedures, laws, regulations, and contracts that are
significant to internal control objectives.

7 Internal aunditors may perform additional procedures which provide insight with respect to
compliance with laws, regulations, and contracts. Such performance may provide insight as to the
existence and impact of exposure to significant instances of noncompliance.

.8 Internal auditors should promptly inform senior management and the board of all relevant facts
when information gathered from the performance of internal auditing procedures indicates the
existence of significant noncompliance or an unreasonable exposure to significant instances of
noncompliance.

330 Safeguarding of Assets

Internal auditors should review the means of safeguarding assets and, as appropriate,
verify the existence of such assets.

01 Tnternal auditors should review the means used to safeguard assets from various types of losses
such as those resulting from theft, fire, improper or illegal activities, and exposure to elements.

.02 Internal auditors, when vcrifjing the existence of assets, should use appropriate audit procedures.
340 Economical and Efficient Use of Resources

Internal auditors should appraise the economy and efficiency with which resources are
employed. ¥

.01 Management is responsible for setting operating standards to measure an activity’s economical and
efficient use of resources. Internal auditors are responsible for determining whether:

.1 Operating standards have been established for measuring economy and efficiency.
.2 Established operating standards are understood and are being met.

3 Deviations from operating standards are identified, analyzed, and communicated to those
responsible for corrective action.

4 Corrective action has been taken.
02 Audits related to the economical and efficient use of resources should identify such conditions as:
.1 Underutilized facilities.
.2 Nonproductive work.
3 Procedures which are not cost justified.

4 Overstaffing or understaffing.

L1



350 Accomplishment of Established Objectives and Goals for Operations or Programs

Internal auditors should review operations or programs to ascertain whether results
are consistent with established objectives and goals and whether the operations or
programs are being carried out as planned.

.01 Management is responsible for establishing operating or program objectives and goals, developing
and implementing control procedures, and accomplishing desired operating or program results.
Internal auditors should ascertain whether such objectives and goals conform with those of the
organization and whether they are being met.

.1 The term operations refers to the recurring activities of an organization directed toward
producing a product or rendering a service. Such activities may include, but are not limited to,
marketing, sales, production, purchasing, human resources, finance and accounting, and
governmental assistance. An operation’s results may be measured against established objectives
and goals which may include budgets, time or production schedules, and/or operating plans.

.2 The term programs refers to special purpose activities of an organization. Such activities
include, but are not limited to, the raising of capital, sale of a facility, fund-raising campaigns, new
product or service introduction campaigns, capital expenditures, and special purpose government
grants. Special purpose activities may be short-term or long-term, spanning several years. When a
program is completed, it generally ceases to exist. Program results may be measured against
established program objectives and goals.

.3 Management is responsible for establishing criteria to determine if objectives and goals have
been accomplished.

.4 Internal auditors should ascertain whether criteria have been established. If so, internal auditors
should use such criteria for evaluation if they are considered adequate.

SIf management has not established griteria, or if the established criteria, in the internal auditors’
opinion, are less than adequate, internal auditors should report such conditions to the appropriate
levels of management. Additionally, internal auditors may recommend appropriate courses of
action depending on the circumstances.

.6 Internal auditors may recommend alternative sources of criteria to management, such as:
a. Acceptable industry standards.
b. Standards developed by professions or associations.
¢. Standards in law and government regulations.

.7 If adequate criteria are not established by management, internal auditors may still formulate
criteria they believe to be adequate in order to perform an audit, form an opinion, and issue a
report on the accomplishment of established objectives and goals.

.8 The internal auditors’ evaluation of the accomplishment of established objectives and goals may
be carried out with respect to an entire operation or program or only a portion of it. Audit
objectives may include determining whether:

a. The objectives and goals established by management for a proposed, new, or existing
operation or program are adequate and have been effectively articulated and communicated.

b. The operation or program achieves its desired level of interim or final results.
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c. The factors which inhibit satisfactory performance are identified, evaluated, and controlled
in an appropriate manner.

d. Management has considered alternatives for directing an operation or program which may
yield more effective and efficient results.

e. An operation or program complements, duplicates, overlaps, or conflicts with other
operations Or progras.

£ Controls for measuring and reporting the accomplishment of objectives and goals are
established and are adequate.

g. An operation or program is in compliance with policies, plans, procedures, laws, and
regulations.

9 Internal auditors should communicate the audit results to the appropriate levels of management.
The report should state the criteria established by management and employed by internal auditors
and disclose the nonexistence or inadequacy of any needed criteria. If internal auditors formulated
criteria by which to measure the accomplishment of objectives and goals, the report should clearly
state that internal auditors formulated the criteria and then present the audit resuits.

.02 Internal auditors can provide assistance to managers who are developing objectives, goals, and
systems by determining whether the underlying assumptions are appropriate; whether accurate,
current, and relevant information is being used; and whether suitable controls have been incorporated
into the operations or progratns.



Attachment ITI
400 PERFORMANCE OF AUDIT WORK

AUDIT WORK SHOULD INCLUDE PLANNING THE AUDIT, EXAMINING AND
EVALUATING INFORMATION, COMMUNICATING RESULTS, AND
FOLLOWING UP.

.01 The internal auditor is responsible for planning and conducting the audit assignment, subject to
supervisory review and approval.

410 Planning the Audit

Internal auditors should plan each audit.
.01 Planning should be documented and should include:
.1 Establishing audit objectives and scope of work.

a. Audit objectives are broad statements developed by internal auditors and define intended audit
accomplishments. Audit procedures are the means to attain audit objectives. Audit objectives and
procedures, taken together, define the scope of the internal auditor’s work.

b. Audit objectives and procedures should address the risks associated with the activity under audit. The
term risk is the probability that an event or action may adversely affect the activity under audit. The
guidelines contained in Sections 520.04.1 - .14 of the Standards should be used by internal auditors to
assess risk for individual audit assignments.

¢. The purpose of the risk assessment during the planning phase of the audit is to identify significant areas
of the auditable activity.

.

.2 Obtaining background information aboué the activities to be audited.

a. A review of background information should be performed to determine the impact on the audit. Such
items include:

— Objectives and goals.

— Policies, plans, procedures, laws, regulations, and contracts which could have a significant impact
on operations and reports.

— Organizational information, e.g., number and names of employees, key employees, job descriptions,
and details about recent changes in the organization, including major system changes.

— Budget information, operating results, and financial data of the activity to be audited.
— Prior audit working papers.

— Results of other audits, including the work of external auditors, completed or in process.
— Correspondence files to determine potential significant audit issues.

— Authoritative and technical literature appropriate to the activity.

b. Other requirements of the audit, such as the audit period covered and estimated completion dates, should

be determined. The final audit report format should be considered, since proper planning at this stage
facilitates writing the final audit report.
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.3 Determining the resources necessary to perform the audit.

a. The number and experience level of the internal auditing staff required should be based on an evaluation
of the nature and complexity of the audit assignment, time constraints, and available resources.

b. Knowledge, skills, and disciplines of the internal auditing staff should be considered in selecting mternal
auditors for the audit assignment.

¢. Training needs of internal auditors should be considered, since each audit assignment serves as a basis
for meeting developmental needs of the internal auditing department.

d. Consideration of the use of external resources in instances where additional knowledge, skills, and
disciplines are needed.

4 Communicating with all who need to know about the audit.

a. Meetings should be held with management responsible for the activity being examined. Topics of
discussion may include:

— Planned audit objectives and scope of work.
— The timing of audit work.
~— Internal aunditors assigned to the audit.

— The process of communicating throughout the audit, including the methods, time frames, and
individuals who will be responsible.

— Business conditions and operations of the activity being audited, including recent changes in
management o major systems.

— Concerns or any requests of management.
— Matters of particular interest or concern to the internal auditor.
— Description of the internal auditing department’s reporting procedures and follow-up process.

b. A summary of matters discussed at meetings and any conclusions reached should be prepared,
distributed to individuals, as appropriate, and retained in the audit working papers.

.5 Performing, as appropriate, a survey to become familiar with the activities, risks, and controls to
identify areas for audit emphasis, and to invite auditee comments and suggestions.

a. A survey is a process for gathering information, without defailed verification, on the activity being
examined. The main purposes are to:

— Understand the activity under review.

— Identify significant areas warranting special emphasis.
— Obtain information for use in performing the audit.

— Determine whether further auditing is necessary.

b. A survey permits an informed approach to planning and carrying out audit work, and is an effective tool
for applying the internal auditing department’s resources where they can be used most effectively.

¢. The focus of a survey will vary depending upon the nature of the audit.
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d, The scope of work and the time requirements of a survey will vary. Contributing factors include the
internal auditor’s training and experience, knowledge of the activity being examined, the type of audit
being performed, and whether the survey is part of a recurring or foliow-up assignment. Time requirements
will also be influenced by the size and complexity of the activity being examined, and by the geographical
dispersion of the activity.

e. A survey may involve use of the following procedures:
— Discussions with the auditee.
— Interviews with individuals affected by the activity, e.g., users of the activity’s output.
— On-site observations.
— Review of management reports and studies.
— Analytical auditing procedures.
— Flowcharting.
— Functional "walk-thru" (tests of specific work activities from beginning to end).
- Documenting key control activities.
f. A summary of results should be prepared at the conclusion of the survey. The summary should identify:
— Significant audit issues and reasons for pursuing them in more depth.
— Pertinent information developed during the survey.

— Audit objectives, audit procedures, and special approaches such as computer-assisted audit
techniques.

— Potential cﬁﬁ§a1 control points, controiaédeﬁciencics, and/or excess controls.
— Preliminary estimates of time and resource requirements.
— Revised dates for reporting phases and completing the audit.
— When applicable, reasons for not continuing the audit,
.6 Writing the audit program.
a. Audit programs should:

— Document the internal auditor’s procedures for collecting, analyzing, interpreting, and documenting
information during the audit.

- State the objectives of the audit.

— Set forth the scope and degree of testing required to achieve the audit objectives in each phase of
the audit.

— Identify technical aspects, risks, processes, and transactions which should be examined.
— State the nature and extent of testing required.

— Be prepared prior to the commencement of audit work and modified, as appropriate, during the
course of the audit.

tb



.7 Determining how, when, and to whom audit results will be communicated.

a. The director of internal auditing is responsible for determining how, when, and to whom audit results
will be communicated. This determination should be documented and communicated to management, to the
extent deemed practical, during the planning phase of the audit. Subsequent changes which affect the
timing or reporting of audit results should also be communicated to management, if appropriate.

.8 Obtaining approval of the audit work plan.

a. Audit work plans should be approved in writing by the director of internal auditing or designee prior to
the commencement of audit work.

b. Adjustments to audit work plans should be approved in a timely manner. Initially, approval may be
obtained orally, if factors preclude obtaining written approval prior to commencing audit work.

420 Examining and Evaluating Information

Internal auditors should collect, analyze, interpret, and document information to
support audit results.

.01 The process of examining and evaluating information is as follows:
.1 Information should be collected on all matters related to the audit objectives and scope of work.
a. Internal auditors use analytical auditing procedures when examining and evaluating information.

b. Analytical auditing procedures are performed by studying and comparing relationships among both
financial and nonfinancial information.

c. The application of analytical auditing procedures is based on the premise that, in the absence of known
conditions to the contrary, relationships among information may reasonably be expected to exist and
continue. Examples of contrary conditions include unusual or nonrecurring transactions or events;
accounting, organizational, operational, environmental, and technological changes; inefficiencies;
ineffectiveness; errors; irregularities, or illegal acts,

d. Analytical auditing procedures provide internal auditors with an efficient and effective means of making
an assessment of information collected in an audit. The assessment results from comparing such
information with expectations identified or developed by the internal auditor.

e. Analytical auditing procedures are useful in identifying, among other things:
— Differences that are not expected,
— The absence of differences when they are expected.
— Potential errors.
— Potential irregularities or illegal acts.
— Other unusual or nonrecurring transactions or events.
f. Analytical auditing procedures may include:
~— Comparison of current period information with similar information for prior periods.

— Comparison of current period information with budgets or forecasts.
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—- Study of relationships of financial information with the appropriate nonfinancial information (for
example, recorded payroll expense compared to changes in average number of employees).

— Study of relationships among elements of information (for example, fluctuation in recorded interest
expense compared to changes in related debt balances).

— Comparison of information with similar information for other organizational units.

— Comparison of information with similar information for the industry in which the organization
operates.

g. Analytical auditing procedures may be performed using monetary amounts, physical quantities, ratios, or
percentages.

h. Specific analytical auditing procedures include, but are not limited to, ratio, trend, and regression
analysis, reasonableness tests, period-to-period comparisons, comparisons with budgets, forecasts, and
external economic information. :

i. Analytical auditing procedures assist internal auditors in identifying conditions which may require
subsequent anditing procedures. Internal auditors should use analytical auditing procedures in planning the
audit in accordance with the guidelines contained in Section 410 of the Standards.

j. Analytical auditing procedures should also be used during the audit to examine and evaluate information
to support audit results. Internal auditors should consider the following factors in determining the extent to
which analytical auditing procedures should be used:

— The significance of the area being examined.

— The adequacy of the system of internal control.

— The availability and reliability of financial and nonfinancial information.

— The precision with which the results of ‘analytical auditing procedures can be predicted.

— The availability and comparability of information regarding the industry in which the organization
operates.

— The extent to which other auditing procedures provide support for audit results.

After evaluating the aforementioned factors, internal auditors should consider and use additional auditing
procedures, as necessary, to achieve the audit objective.

k. When analytical auditing procedures identify unexpected results or relationships, internal auditors should
examine and evaluate such results or relationships.

1. The examination and evaluation of unexpected results or relationships from applying analytical auditing
procedures should include inquiries of management and the application of other auditing procedures until
internal auditors are satisfied that the results or relationships are sufficiently explained.

m. Unexplained results or relationships from applying analytical auditing procedures may be indicative ofa
significant condition such as a potential error, irregularity, or illegal act.

1. Resuits or relationships from applying analytical auditing procedures that are not sufficiently explained
should be communicated to the appropriate levels of management. Internal auditors may recommend
appropriate courses of action, depending on the circumstances.

.2 Information should be sufficient, competent, relevant, and useful to provide a sound basis for audit
findings and recommendations.
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a. Sufficient information is factual, adequate, and convincing so that a prudent, informed person would
reach the same conclusions as the auditor.

b. Competent information is reliable and the best attainable through the use of appropriate audit techniques.

¢. Relevant information supports audit findings and recommendations and is consistent with the objectives
for the aundit.

d. Useful information helps the organization meet its goals.

.3 Audit procedures, including the testing and sampling techniques employed, should be selected in
advance, where practicable, and expanded or altered if circumstances warrant.

4 The process of collecting, analyzing, interpreting, and documenting information should be
supervised to provide reasonable assurance that the auditor’s objectivity is maintained and that audit
goals are met.

.5 Working papers that document the audit should be prepared by the auditor and reviewed by
management of the internal auditing department. These papers should record the information obtained
and the analyses made and should support the bases for the findings and recommendations to be
reported.

a. Audit working papers generally serve to:
— Provide the principal support for the infernal audit report.
— Aid in the planning, performance, and review of audits.
— Document whether the audit objectives were achieved.
— Facilitate third-party reviews.
— Provide a basis for evaluating the internal auditing department’s quality assurance program.
— Provide support in circumstances such as insurance claims, fraud cases, and lawsuits.
— Aid in the professional development of the internal auditing staff.

— Demonstrate the internal auditing department’s compliance with the Standards for the Professional
Practice of Internal Auditing.

b. The organization, design, and content of audit working papers will depend on the nature of the audit.
Audit working papers should, however, document the following aspects of the audit process:

— Planning.
— The examination and evaluation of the adequacy and effectiveness of the system of internal control.
—- The anditing procedures performed, the information obtained, and the conclusions reached.
- Review.
— Reporting.
— Follow-up.
¢. Audit working papers should be complete and include support for audit conclusions reached.

d. Among other things, audit working papers may include:



~— Planning documents and audit programs.

-— Control questionnaires, flowcharts, checklists, and narratives.

— Notes and memoranda resulting from interviews,

— Organizational data, such as organization charts and job descriptions.
— Copies of important contracts and agreements.

— Information about operating and financial policies.

— Results of conirol evaluations.

— Letters of confirmation and representation.

— Analysis and tests of transactions, processes, and account balances.
— Results of analytical auditing procedures.

—- The audit report and management’s responses.

— Audit correspondence if it documents audit conclusions reached.

e. Audit working papers may be in the form of paper, tapes, disks, diskettes, films, or other media. If audit
working papers are in the form of media other than paper, consideration should be given to generating
backup copies.

f. If internal auditors are reporting on financial information, the audit working papers should document
whether the accounting records agree or reconcile with such financial information.

2. Some audit working papers may be categorized as permanent or carry-forward audit files. These files
generally contain information of continuing importance.

h. The director of internal auditing should establish policies for the types of audit working-paper files
maintained, stationery used, indexing and other related matters. Standardized audit working papers such as
questionnaires and audit programs may improve the efficiency of an audit and facilitate the delegation of
audit work.

1, The following are typical andit working-paper preparation techniques:

— Each audit working paper should contain a heading. The heading usually consists of the name of
the organization or activity being examined, a title or description of the contents or purpose of the
working paper, and the date or period covered by the audit.

— Each audit working paper should be signed (or initialed) and dated by the internal auditor.
— Each audit working paper should contain an index or reference number.

— Audit verification symbols (tick marks) should be explained.

— Sources of data should be clearly identified.

j. All audit working papers should be reviewed to ensure that they properly support the audit report and that
all necessary auditing procedures have been performed. Evidence of supervisory review should be
documented in the audit working papers. The director of internal auditing has overall responsibility for
review but may designate appropriately experienced members of the internal auditing department to
perform the review.
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k. Evidence of supervisory review should consist of the reviewer initialing and dating each working paper
after it is reviewed.

1. Other review techniques that provide evidence of supervisory review include completing an audit
working-paper review checklist and/or preparing a memorandum specifying the nature, extent, and results
of the review.

m. Reviewers may make a written record (review notes) of questions arising from the review process.
When clearing review notes, care should be taken to ensure that the working papers provide adequate
evidence that questions raised during the review have been resolved. Acceptable alternatives with respect to
disposition of review notes are as follows:

— Retain the review notes as a record of the questions raised by the reviewer and the steps taken in
their resolution.

—— Discard the review notes after the questions raised have been resolved and the appropriate audit
working papers have been amended to provide the additional information requested.

n. Audit working papers are the property of the organization.

o. Audit working-paper files should generally remain under the control of the internal auditing department
and should be accessible only to authorized personnel.

p. Management and other members of the organization may request access to audit working papers. Such
access may be necessary to substantiate or explain audit findings or to utilize audit documentation for other
business purposes. These requests for access should be subject to the approval of the director of internal
auditing.

q. It is common practice for internal and external auditors to grant access to each other’s audit working
papers. Access to audit working papers by external auditors should be subject to the approval of the
director of internal auditing.

r. There are circumstances where requests for access to audit working papers and reports are made by
parties outside the organization other than external auditors. Prior to releasing such documentation, the
director of internal auditing should obtain the approval of senior management and/or legal counsel, as
appropriate.

s. The director of internal auditing should develop retention requirements for audit working papers. These
retention requirements should be consistent with the organization’s guidelines and any pertinent legal or
other requirements.

430 Communicating Results

Internal auditors should report the results of their audit work.

.01 A signed, written report should be issued after the audit examination is completed. Interim
reports may be written or oral and may be transmitted formally or informally.

.1 Interim reports may be used to communicate information which requires immediate attention, to
communicate a change in audit scope for the activity under review, or to keep management informed
of audit progress when audits extend over a long period. The use of interim reports does not diminish
or eliminate the need for a final report.

.2 Summary reports highlighting audit results may be appropriate for levels of management above the
auditee. They may be issued separately from or in conjunction with the final report.



.3 The term signed means that the authorized internal anditor’s name should be manually signed in the
report. Alternatively, the signature may appear on a cover letter. The internal auditor authorized to sign
the report should be designated by the director of internal auditing.

/4 If audit reports are distributed by electronic means, a signed version of the report should be kept on
file in the internal auditing department.

102 Internal auditors should discuss conclusions and recommendations at appropriate levels of
management before issuing final written reports.

.1 Discussion of conclusions and recommendations is usvally accomplished during the course of the
audit and/or at post-audit meetings (exit interviews). Another technique is the review of draft audit
reports by management of the auditee. These discussions and reviews help ensure that there have been
no misunderstandings or misinterpretations of fact by providing the opportunity for the auditee to
clarify specific items and to express views of the findings, conclusions, and recommendations.

.2 Although the level of participants in the discussions and reviews may vary by organization and by
the nature of the report, they will generally include those individuals who are knowledgeable of
detailed operations and those who can authorize the implementation of corrective action.

.03 Reports should be objective, clear, concise, constructive, and timely.

.1 Objective reports are factual, unbiased, and free from distortion. Findings, conclusions, and
recommendations should be included without prejudice.

a. If it is determined that a final audit report contains an error, the director of internal auditing should
consider the need to issue an amended report which identifies the information being corrected. The
amended audit report should be distributed to all individuals who received the audit report being corrected.

b. An error is defined as an unintentional misstatement or omission of significant information in a final
audit report.

.2 Clear reports are easily understood and'logical. Clarity can be improved by avoiding unnecessary
technical language and providing sufficient supportive information. L :

3 Concise reports are to the point and avoid unnecessary detail. They express thoughts completely in
the fewest possible words.

.4 Constructive reports are those which, as a result of their content and tone, help the auditee and the
organization and lead to improvements where needed.

.5 Timely reports are those which are issued without undue delay and enable prompt effective action.

.04 Reports should present the purpose, scope, and results of the audit; and, where appropriate,
reports should contain an expression of the auditor’s opinion.

.1 Although the format and content of the audit reports may vary by organization ot type of audit, they
should contain, at 2 minimum, the purpose, scope, and results of the audit.

.2 Audit reports may include background information and summaries. Background information may
identify the organizational units and activities reviewed and provide relevant explanatory information,
They may also include the status of findings, conclusions, and recommendations from prior reports.
There may also be an indication of whether the report covers a scheduled audit or the response to a
request. Summaries, if included, should be balanced representations of the audit report content.

3 Purpose statements should describe the audit objectives and may, where necessary, inform the
reader why the audit was conducted and what it was expected to achieve.

"L



4 Scope statements should identify the audited activities and include, where appropriate, supportive
information such as time period audited. Related activities not audited should be identified if
necessary to delineate the boundaries of the audit. The nature and extent of auditing performed also
should be described.

.5 Results may include findings, conclusions (opinions), and recommendations.

.6 Findings are pertinent statements of fact. Those findings which are necessary to support or prevent
misunderstanding of the internal auditor’s conclusions and recommendations should be included in the
final audit report. Less significant information or findings may be communicated orally or through
informal correspondence.

.7 Audit findings emerge by a process of comparing what should be with what is. Whether or not there
is a difference, the internal auditor has a foundation on which to build the report. When conditions
meet the criteria, acknowledgment in the audit report of satisfactory performance may be appropriate.
Findings should be based on the following attributes:

a, Criteria: The standards, measures, or expectations used in makifig an evaluation and/or verification (what
should exist).

b. Condition: The factual evidence which the internal auditor found in the course of the examination (what
does exist).

c. Cause: The reason for the difference between the expected and actual conditions (why the difference
exists).

d. Effect: The risk or exposure the auditee organization and/or others encounter because the condition is not
the same as the criteria (the impact of the difference). In determining the degree of risk or exposure,
internal auditors should consider the effect their audit findings may have on the organization’s financial
statements.

e. Reported findings may also include recommendations, auditee accomplishments, and supportive
information if not included elsewhere,

.8 Conclusions (opinions) are the internal auditor’s evaluations of the effects of the findings on the
activities reviewed. They usually put the findings in perspective based upon their overall
implications. Audit conclusions, if included in the audit report, should be clearly identified as such.
Conclusions may encompass the entire scope of an audit or specific aspects. They may cover, but are
not limited to, whether operating or program objectives and goals conform with those of the
organization, whether the organization’s objectives and goals are being met, and whether the activity
under review is functioning as intended.

.05 Reports may include recommendations for potential improvements and acknowledge
satisfactory performance and corrective action.

.1 Recommendations are based on the internal auditor’s findings and conclusions. They call for action
to correct existing conditions or improve operations. Recommendations may suggest approaches to
correcting or enhancing performance as a guide for management in achieving desired results.
Recommendations may be general or specific. For example, under some circumstances, it may be
desirable to recommend a general course of action and specific suggestions for implementation. In
other circumstances, it may be appropriate only to suggest further investigation or study.

2 Auditee accomplishments, in terms of improvements since the last audit or the establishment of a
well-controlled operation, may be included in the audit report. This information may be necessary to
fairly represent the existing conditions and to provide a proper perspective and appropriate balance to
the audit report.

%



.06 The auditee’s views about audit conclusions or recommendations may be included in the audit
report.

.1 As part of the internal auditor’s discussions with the anditee, the internal auditor should try to obtain
agreement on the results of the audit and on a plan of action to improve operations, as needed. If the
internal auditor and auditee disagree about the audit results, the audit report may state both positions
and the reasons for the disagreement. The auditee’s written comments may be included as an appendix
to the audit report. Alternatively, the auditee’s views may be presented in the body of the report or ina
cover letter.

.07 The director of internal auditing or designee should review and approve the final audit report
before issuance and should decide to whom the report will be distributed.

.1 The director of internal auditing or a designee should approve and may sign all final reports. If
specific circumstances warrant, consideration should be given to baving the auditor-in-charge,
supervisor, or lead auditor sign the report as a representative of the director of internal auditing.

.2 Audit reports should be distributed to those members of the organization who are able to ensure that
audit results are given due consideration. This means that the report should go to those who are in a
position to take corrective action or ensure that corrective action is taken. The final audit report should
be distributed to management of the auditee. Higher-level members in the organization may receive
only a summary report. Reports may also be distributed to other interested or affected parties such as
external auditors and the board.

3 Certain information may not be appropriate for disclosure to all report recipients because it is
privileged, proprietary, or related to improper or illegal acts. Such information, however, may be
disclosed in a separate report. If the conditions being reported involve senior management, report
distribution should be to the board of the organization.

440 Following Up

Internal auditors should follow up to ascertain that appropriate action is taken on
reported audit findings.

.01 Internal auditors should determine that corrective action was taken and is achieving the desired
results, or that senior management or the board has assumed the risk of not taking corrective
action on reported findings.

.1 Follow-up by internal auditors is defined as a process by which they determine the adequacy,
effectiveness, and timeliness of actions taken by management on reported audit findings. Such ﬁndlngs
also include relevant findings made by external auditors and others.

.2 Responsibility for follow-up should be defined in the internal auditing department’s written charter.

.3 Management is responsible for deciding the appropnate action to be taken in response to reported
audit findings. The director of internal auditing is responsible for assessing such management action
for the timely resolution of the matters reported-as audit findings. In deciding the extent of follow-up,
internal auditors should consider procedures of a follow-up nature performed by others in the
organization.

4 As stated in Section 110.01.6(c) of the Standards, senior management may decide to assume the risk
of not correcting the reported condition because of cost or other considerations. The board should be
informed of senior management’s decision on all significant audit findings.

.5 The nature, timing, and extent of follow-up should be determined by the director of internal
auditing.



.6 Factors which should be considered in determining appropriate follow-up procedures are:
a. The significance of the reported finding.
b. The degree of effort and cost needed to correct the reported condition.
¢. The risks that may occur should the corrective action fail.
d. The complexity of the corrective action.
e. The time period involved.

.7 Certain reported findings may be so significant as to require immediate action by management.
These conditions should be monitored by internal auditors until corrected because of the effect they
may have on the organization.

.8 There may also be instances where the director of internal anditing judges that management’s oral or
written response shows that action already taken is sufficient when weighed against the relative
importance of the audit finding. On such occasions, follow-up may be performed as part of the next
audit.

.9 Internal auditors should ascertain that actions taken on audit findings remedy the underlying
conditions.

.10 The director of internal auditing is responsible for scheduling follow-up activities as part of
developing audit work schedules.

.11 Scheduling of follow-up should be based on the risk and exposure involved, as well as the degree
of difficulty and the significance of timing in implementing corrective action.

.12 The director of internal auditing should establish procedures to include the following:
a. A time frame within which management’s respbnse to the audit findings is required.
b. An evaluation of management’s response.
c. A verification of the response (if appropriate).
d. A follow-up audit (if appropriate}.

e. A reporting procedure that escalates unsatisfactory responses/actions, including the assumption of risk, to
the appropriate levels of management.

.13 Techniques used to effectively accomplish follow-up include:

a. Addressing audit report findings to the appropriate levels of management responsible for taking
corrective action,

b. Receiving and evaluating management responses to audit findings during the audit or within a reasonable
time period after the report is issued. Responses are more useful if they include sufficient information for
the director of internal auditing to evaluate the adequacy and timeliness of corrective action.

¢. Receiving periodic updates from management in order to evaluate the status of management’s efforts to
correct previously reported conditions,

d. Receiving and evaluating reports from other organizational units assigned responsibility for procedures
of a follow-up nature.

e. Reporting to senior management or the board on the status of responses to audit findings.



Attachment IVa

General Description of Functions in Plastic Card Operations

Plastic Card Functions at Aval Bank are concentrated in the Credit Card Division of the bank.
There are seven departments in this division: Marketing, Interbank & International Relations,
Information Processing, Plastic Card Transactions, Monitoring, ATM Support and Technical
Support. Refer to the attachment IV ¢ for an organizational chart broken down by functions
performed by each department.

Marketing plans and carries out the overall market strategy for attracting new plastic card
customers and merchants as clients and initiates contracts with merchants, corporate salary
projects and for ATM placement. Interbank & International Relations provides liaison and
settlements with the major international card payment systems. Information Processing
handles card issuing and agreements with corporations and individual cardholders and
replenishment of accounts. Plastic Card Transactions handles settlements with merchants,
financial institutions, payment systems, ATMs, affiliated banks, and joint projects.
Monitoring provides 24-hour customer service, and handles overdrafts and manages
merchant activities. ATM Support handles ATM cash replenishment and maintenance of
ATMs. Technical Support supports software in the division, the card personalization
process, database management and updates, and processing of charges and adjustments.

The Ukrainian Processing Center (UPC) a private company with majority control exercised
by the bank, handles systems for monitoring ATMs, points of sale (POS) and payment
systems clearing for Aval Bank and its Credit Card Division.

Major activities are (1) debit and credit card‘accounts, (2) ATMs, (3) merchants’ credit card
business, and (4) salary payment systems.

As of August 31, 2000, Bank Aval had 102 ATMs and approximately 140,000 cardholders
and 3,000 merchants. Cardholders are both debt and credit cardholder, although the debit
cardholders balances are much greater by comparison. The bank uses a single account system
for cardholders: if the account has a debit balance, it is in effect a debit card and if it has a
credit balance, it is a credit card, with credit limits regulated by the most recent agreement
with the bank. :

For example, for debit cardholders with Bank Aval, totals were as follows:

August 1, 2000 Hrivna 156,299,327
July 1, 2000 Hrivna 146,666,351
April 1, 2000 Hrivna 104,294,242

By comparison, for individual credit cardholders with Bank Aval, totals were as follows:

August 1, 2000 Hrivna 2,380,142
July 1, 2000 Hrivna 2,378,243
April 1, 2000 Hrivna 1,081,246



Bank Aval has agreements with most of the international payment systems such as Visa,
Mastercard, Cirrus/Maestro, and Europay International. It implements settlements for bank
affiliates who are members of Europay International.

Bank Aval intends to promote more business in the plastic card area in the future. It is
therefore important that this area of its business is supported by sound systems of financial
control. Effective internal audit is indispensable to quality assurance in this area. The audit
programs developed as part of this project are owned by the Bank’s Internal Audit
Department. They have been designed and tested with their participation and through
cooperation with them and with the Credit Card Division. The Credit Card Division hopes to
gain increased efficiencies through effective audit and evaluation of its financial systems.



Plastic Card Management Process

Develop Strategic
Business Plan

Establish Management
Control Objectives,

Policies and Procedures

Merchant
Accounts

Internal Audit:
Reviews of Financial
& Qperational
Systems

Oversee Account

POS and ATM Sites

Acquistion

Cardhotder
Accounts

Oversee Account
Management

Measure Impact on Gther Areas:
1.Profit analysis

2. Budget for next year
3. New Management Reports

Required?

4, Product Line Development
5. Card Security-New Fraud Threats
6. Customer satisfaction, complaints
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Current Organizational Structure of the Non-Trading Operations and

Payment Cards Division of Aval Bank as of August 27,

2000

Non-Trading Operations and
Payment Cards
Peter Hnatiuk, Director,

Eugene Plotitsa,
Deputy Director

Attachment IVe

296-9290 290-4601
Non-Trading Loans to
Operations (Retail) Individuals
Services to
Individuals Credit Card Division, V.V.
Oleskiv 290-1168
MARKETING INTERBANK & INFORMATION PLASTIC CARD MONITORING ATM SUPPORT TECHNICAL
DEPARTMENT INTERNATIONAL PROCESSING TRANSACTIONS Igor Nelepa Sergy Aletdinov SUPPORT

Yurly Kucherenko, RELATIONS Eugene Demyanov ‘Oksana Bober 294-6248 296-9233 Eugene Kadema

Head 296-9294 Shasha Gubarev 296-9209 296-9259 296.9233,37

290-4638 '

Functions: F!.lr}ctions: Functions: Functions: Functions: Functions: Functions:

Market Strateegy Liaison - Card Issuing Settlements: 24 Hour Customer Cash Replenishment Support software
Advertising & International Agreements with Merchants Support Minor ATM used in Credit Card
Promation Payments Individuals & Financial Inst. - Overdraft Maintenance Division

Merchant Settlement Corporations Payments Sys. Management Card Personalization
Agreements Transfers - Agent Reptenishment ATM Merchant Activities Process Card

Corp Salary Project Banks & Affiliated Payments Affiliated Banks Management Database updates
Agreements Banks Salary Projects Joint Projects Process Charges &
Training/Guidelines/ Charge Back Adjustments
Procedures/Forms Raocalidtion Maintain Credit

ATM P_Iacernent Site Card Division Office
Selection Equipment & E-mail

systems
Page 1 Audit Program Grid - for Credit Card Activities at Aval Bank - English




Attachment IVd

List of Technology Cards Relating to Plastic Card Transactions Received from the
Credit Card Division for each of its Departments’ Operations

No. Dept. Title
96 PCT ATM Operation
99 ATMS On ATMs
102 | TECHS Payment Card System Administrator Job Description
101 | TECHS Personalization of Plastic Cards
98 MON 24 Hour Cardholder Service Regulation
105A | MON Monitoring Dept. Charter
105 MON AVAL Bank Regulation on Plastic Card Overdrafts
104 MKT Sale and Sign up Sale of Plastic Cards
125 IP Information Processing Department
103 1P Processing of Payrolls Received via E-mail (Salary Projects
95 PCT Settlements with Payment Systems
97 PCT Settlements with Merchants
133 PCT Settlements on VISA-UMC Cards
134 PCT Settlements with Affiliated Banks Europay Members
90 IREL Bonus Payment for Seizure Finding of Plastic Cards
21 IREL Chargebacks

1



Attachment IVe

Internal Control Checklist for the Plastic Card Division
ATM Activity

The Name of the Department
Submitted by
Meeting with
Meeting with
Meeting with
Other information reviewed

# Description Yes/No Comments

1 | ATM Agreements

A. Has the Division developed a standard ATM agreement?

B. Has the Division developed a standard agreement for all
commercial custormners who whish to use the system for POS
transaction processing?

C. Does the Division have adequate agreements with the
servicer for all ATM networks to which it belongs?

D. If the Division relies on a vendor to provide ATM card and
PIN services, does it have an adequate agreement with the
vendor limiting the institution’s liability?

2 | Organizational Procedures

A. Does the organization chart setout key positions and depict the
supervisory and reporting responsibilities?

B. Are there job descriptions for each position in the department,
which establish the duties of the position, the reporting
responsibility and the qualifications needed to adequately
perform the duties?

C. Do technological cards cover all procedures and are they in
accordance to with NBU procedures?

3 | ATM Systems
A. Do ATMs log each transaction processed?
B. Does the log contain the following:
a. Written confirmation of ali previous periods of
employment?
b. ATM identification number?
c. Sequential control number?
d. Debit/credit account numbers?
e. Day/time of the transaction?
C. Are two employees required

4 | Servicing ATMs
A. Are two employees required to service the ATM?
B. Are ATMs serviced and balanced at least daily?

5 | ATM Accounts and Reports

A.  Are settlement accounts with the network balanced and
reconciled daily?

B. Are outstanding reconciling items followed up and resolved in
a timely manner?




C.
D.

Are exception reports generated daily and items resolved in
a timely manner?
Are ATM daily withdrawai limits set at a reasonable level?

Security of ATM cards and PINs

A

B.

Are PINs stored on the ATM, central computer and/or card
encrypted?

Are customers allowed to transfer funds only between their
own accounts or, for hill-paying services, only to an account
authorized in writing?

Do all switching networks, ATM card servicers, efc. provide the
institution with an annual service auditor’s report indicating an
adequate internat control environment?

Are blank ATM cards stored in a secure location?

Are the embossing/encoding functions for ATM cards
performed in a secure area?

Are retumed cards and PINs handled by separate
departments?

Are PINs and the encryption programs adequately secured
against refrieval?

H. Do ATM systems capture a card after a low number of invalid

PINs?

Employee screening and termination

A

Are employees with access to PIN information subject to pre-
employment/pre-assignment screening prior to assignment to
the position?

Do pre-employment/pre-screening requirements for ATM card
servicing positions require at least the following:

a. Credit check through national and local credit reporting
organizations? &

b. Fingerprinting and a criminal records check through
the national bureau investigating such areas?

c. Written confirmation of all previous periods of
employment?

Are written procedures enforced specifying that, upon
notification of termination or intention to terminate, the ATM
manager will ensure that the employee is:

a. Relieved of all duties involving ATM functions and
assigned to non-sensitive duties?

b. immediately terminated with appropriate severence
pay, with further access to the premises to be as a
visitor and controlled as such?

Upon termination, are passwords and user Ids assigned to the
employee changed?

Upon termination, does the personnel/human resources
department:

a. Brief the employee on his or her continuing legal
responsibility to maintain the confidentiality of
information in the employee’s possession after
termination of employment?

b. Have the employee executed a termination agreement
signifying his or her understanding and acceptance of
these responsibilities?
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The Name of the Department
Submitted by
Meeting with
Meeting with
Meeting with
Other information reviewed

Internal Control Checklist for the Plastic Card Division
Merchant Activity Department

Description

Yes/No

Comments

CSE: ]

B.
C.
D
E

Organization of Merchant Activity Department
A

Does the Department have a Charter
Is the Charter approved by the Bank’s Board of Directors
Is there an organization chart for the department

. Does the organization chart setout key positions and depict the

supervisory and reporting responsibilities.

. Are there job descriptions for each position in the department, which

establish the duties of the position, the reporting responsibility and
the qualifications needed to adequately perform the duties?

2 | Merchant Relations:

OO..'..UQP

Are all merchants required to enter into a merchant agreement

Does the merchant agreement set-forth:

Rate of Commission x

Charge limits

Validation and identification procedures for cardholders

List of POS terminals

Is there a standard schedule of commission rates and charge limits
approved by the head of the plastic card division

Are all merchants assigned a primary customer relations officer in
the bank to monitor merchant performance and provide customer
service

Do deviations from the standard commission schedule in merchant
agreements require the approval of the head of the plastic card
division

Are all merchants required to maintain settlement accounts at the
bank and are minimum balances established to cover possible
charge-backs :

Does the reporting system disclose other business transactions
between the merchant and the bank such as loan or other deposit
accounts

3 | Merchant Operations and Processing.

A

Are merchants entered into the internal processing system (IPS) by
someone separate from the individual approving the merchant
agreement

Are charge limits entered into the IPS so that merchants exceeding
their limits are identified




C.

If charges are received from the CPU for merchants not in the IPS,
are such charges recorded to a clearing account and listed for
follow-up and resolution by the division manager ‘

Are technological cards prepared to describe processing procedures and
are they approved by senior management

Merchant Settlement and Reporting:

A,

B.

o

@ m m ©

Are settiement entries to the merchant’s account made by someone
other than the individual approving the merchant agreement?

Are technological cards prepared to describe settlement
procedures and are they approved by senior management

Are commissions and fees accrued during the period earned
and recognition not deferred until settlement date

Are charge-backs immediately debited to the merchant's seftlement
account and communicated to the merchant for resolution

Is merchant activity suspended if a debit balance occurs in the
settlement account due to excessive charge-backs

Do merchants receive a detailed statement of credit card activity at
least monthly

Are merchant activity reports reviewed at least monthly by a senior
manager in the department who is separate from the client refations
officer to verify compliance with the merchant agreement and
determine profitability of the merchant account.
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. OnucbiBaeT N opraHusaynMoHHan CTPYKTYpa OCHOBHEIE
OOMKHOCTU, OGR3EHHOCTY U IAPAAOK OTHETHOCTU?

0. CywecTsyeT nu onucaxue BbinonHAeMbIx pabor ans
kaxgoro paGoTHMKa  oTAena,  ero % HOIMKHOCTHBLIX
0Bsi3aHHOCTE’, NOpPSAOK OTYETHOCTU W HeoBxoauman
keanudukauua ans BbINonHeHUs aTux obasaHHocTel?

BiaumooTHoweHus Toprosues:

A. Bcem nu  ToproBuam HeoDxoAuMO  3aKnioHaTs

cornaweHus ¢ baHkom?

B. OnuceigaeT v Toprosoe cornawleHve cregylllee:

*  KOMWCCHMOHHYIO CTaBKy

¢ OrpaHuyeHne no naaTexam

s [lpouenyps! yTBEPHAEHWUA " onpegeneHus
Jepxareneil nNacTuKOBbIX KapT

¢ Cnucok POS tepmuHanos

B. CywecTByeT nu crakgapTHan Tabniua KOMUCCHOHHBIX

CTABOK W OrpaHuyeHunit No anarexam, yTeepiaeHHas

PyKkoBoguTenem AaHHOMO fAenaprameHra?

F. Bce nu Toprosuel paboTaldT HENOCPESCTEEHHO C©

COTPYAHWKaMK GaHka gnA  MOHWUTOPWHra pPe3ynsTaToB

JEeATenbHOCTH TOProBLa ¥ OKAZaHNA YCIYT KIMEHTY?

0. Heobxoaumo nu opodpenve [naswl [enaprameHta
NJIACTUKOBBIX KapT B CNy4ae OTKNOHEHUA KOMWGGHMOHHBIX
CTaBOK OT TEX, KOTOopble anucaHsl B Tabnuue?

E. Bcem nn Toproeuam HeoBxoaumo uMeTkb cyeT B BaHke?
OnucaHb! {yxazaHbl) MU MUHUMAaNbHLIE OCTATKW HAa CuéTe
Toprosua B crnyvyae HanM4ua ONPoOTECTOBAHHBLIX CYMM?




H. OrpaxaeT nu cywjecTsylowas CUCTEMa OTYETHOCTH
npoune onepauyum mMexay Toprosuem ©#  OaHkoMm,
HaNPUMEP, KPEAUTHLIE NN AENO3UTHbIE cyeTa?

Onepauuu ToproBues U 0bpaboTka AAHHbLIX:

A. BHeceHsl ny ToproBuel BO BHYTPEHHIOWD CUCTEMY
obpabotkv ZaHHbix (BCOM) coTpyaHUKOM, KOTOPLIA He
OTBEYaeT 3a YTBEPH/IeHVE TOProBoro cornatleHnn’?

B. BHeceHbl nu orpaHuyeHus no nnatexam 8 BCO[, Tak
4T0Gb! NPEBbLILIEHUE AUMUTA MOXHO BbINo onpeaennTsL?

B. B cnyyae nonyyeHus wHoopmauvi (otuértos) us Yill
no ToprosBuam, KOTOpble ewé He HaxomsaTtes 8 BCO[,
Takue NAaTeXW AOMKHbI ObiTb 3aHECeHb! Ha KNUPWHIOBbIA
CYeT W 3anucaHbl ANA NpoBepky (NPUHATUA pelleHns)
MEHeAXepoM AenapTaMeHTa.

r. CylwecTBylOT  nM  TEXHOMOrMYECkUe  KapTsl,
NoAroTOBNEHHbIS ANs ONUCaHWR npoueayp ¥ oaobpeHHbie
PykesoacTEOM?

PacueTbl ¢ ToproBuamy M OTHETHOCTL:

A. Bce nu npoBOAKM 3anucaHsl Ha cuveT Toprosua
COTPYAHVKOM, HE OTBEUSIOWMM 32 YTBEpXAeHUe TOprosoro
cornaweHna?

B. CyuwecTeyloT nM TEXHONOrM4YeCcKUe Kaprhbl,
noaroToBNEHHbLIE A4NA OnMcaHWsA NPoUeAyp pacdeToB
n opobpeHHble PykoBoACTBOM?

B. Hauvcnsnuch nyv KOMUCCMOHHble U cBopbl B
TeYeHVe OTYeTHOro nepuofa v He 6biNO nu uX
NPU3HaHUe OTNOXEHO A0 PACcCUHETHON JaThbI?

[. 3aHeceHbl NY ONPOTECTOBAHHBIE CYMMb! Ha pacyeTHbIA
cuet Toprosua? Oceeaomnet nu o6 atom cam Toprosey?
A. MpuocTaHaBnueanuce W onepayui no  cyeTam
ToproBua B cnyyae pebeToBOro ocTatka, MpUMMHOW
KOTOpOIrO NOCHYXUnu MHOMQYUCREHHbIS cnysau
ONpPOTECTOBAHHbLIX CYMM?

E. Nonyyator nu Toprosubl AeTanbHslii oT4eT 08 MX
AeaTenkHOCTy 110 OSCHY)KMBaHVIIO NAACTUKOBBLIX KapTOYek,
He MeHee OJJHOro pasa B mecsiu?

XK. AHaNUanpyKTCA NN OTUETEI O AeATeNbHOCTU TOproBuUes
PykoBOfMTENEM fenapTameHTa no KpainHe#t Mepe pas B
Mmecsll, KOTOpblif He npuHUMaeT ydactus B pabore C
KNMeHTamu? 370 HeoDxoAMMO ANd  ONpeaeneHus
COOTBETCTBUIA € YCMOBUAMUM COrNAtUeHWA mMexay BaHkom u
ToprosueM, a TaKke Ans onpeaeneHus NpudsINbHOCTH No
cyeTy ToproBua.




The Name of the Department
Submitted by
Meeting with
Meeting with
Meeting with
Other information reviewed

Internal Control Checklist for the Plastic Card Division
Cardholder Activity Department

Description

Yes/No

Comments

- [

Organization of Cardholder Activity Department

F.
G.
H.
Il

L.

M.

Does the Department have a Charter?

Is the Charter approved by the Bank’s Board of Directors?

Is there an organization chart for the department?

Is there sufficient separation of duties including the separation of
duties of authorization of new cards, credit limits from address
changes and from reconciling the database files? Is the
reconciliation of the changes to the maintenance report
independent from the inputting of the data? Is the responsibility for
charge backs and the investigation of fraud independent of the
responsibility of the issuance of new cards and maintenance files.
Does the organization chart setout key positions and depict the
supervisory and reporting responsibilities?

Are there job descriptions for each position in the department,
which establish the duties of the position, the reporting
responsibility and the qualifications needed to adequately perform
the duties?

Do technological cards exist for the procedures and are they in

accordance to with NBU procedures?
Do the technological cards comply with the agreements with the

credit/debit/ ATM card companies?

Cardholder Relations:

H.

Is it necessary for all Holders to conclude and sign an agreement

with the Bank?

Do the cardholider agreements set-forth:

s Terms of issuing a plastic card

e Fee for various types of plastic cards and method of paying
and timing of paying the fee.

Credit and withdrawal limits
Method for replenishment of the card account (cash / non-
cash)

¢ Validation and identification procedures for Cardholder

¢ Terms of replenishment of the guarantee deposits,
agreements, contract of maintenance of minimum balances

» Monthly statements to inform the Holder on the card
transactions and balance of his account




Instructions concerning separation of passwords from cards
Requirement for signature by the staff approving the card and
the cardholder who thus confirms having accepted the terms of
agreements.

« Appropriate information concerning steps to be taken in case
of lost or stolen cards or incorrect or fraudulent charges.

¢ Conditions resulting in cancellation of the card.

* Interest rate and calculation of interest.
Customer service contact (if not included in regular deposit
account system)

J. s there a standard schedule of fees and withdrawal and credit
limits approved by the head of the Plastic card division (Chief of
the Board)?

K. Are all cardholders required to maintain settiement accounts at the
bank and are minimum deposit balances established for certain
cardholders? and on the basis of what kind of documents?

L. Does the internal reporting system disclose other business
transactions between the cardholder and the Bank such as loan or
other deposit accounts

M. Is there a policy of notifying denied or accepted applications for
cards or changes in credit within a reasonable amount of time.

Does the existing software satisfy the following, namely:

A. Accounting of transactions (synthetic & analytical);

B. Realization / implementation of reconciliation of daily transaction

report to accruals of fees, interest charges, merchant file, deduction

from deposits. Is the data from the UPC reconciled to the accounting

(ODB).

C. Obtaining of summary (consolidate) information about the accounts

of separate customers (one Client),

D. Possibility of creation of ad hoc reports. E. Storage of the

information on activity of the holders - creation of a Database (Reports

UPC, statement on the account, control tapes with ATM, appropriate

certificates (acts) efc.).

F. A report that highlights overdue credit balances.

N. Areport that reconciles daily debit using debit cards and the
related debits from the accounts.

H. Is a daily maintenance report of client information produced that

highlights card changes (new cards, address changes, changes in

limits, closures) and is this report reconciled to the source documents

by someone independent of the person responsible for agreeing to the

changes and inputting the data.

Cardholder Operations and Processing:

D. Are Cardholders entered into the internal processing system (IPS)
by someone separate from the individual approving the Cardholder
agreement 7

E. Are charge limits entered into the IPS so that Cardholders
exceeding their limits are identified?

F. If reports are received from the UPC for Cardholders not in the
IPS, are such payments recorded to a clearing account and listed
for checking and adopting a decision by the division manager?

G. Whether at once information on granting of the new credit
(established limit of crediting) under plastic cards is entered in IPS,
namely:

e Typeofcard;
¢ Credit or withdrawal limits




» Interest Rate
s  Whether the card is valid internationally or not?

H. Condition of payment.

I

J.

Are there proper procedures for authorising credit limits in
accordance with the Bank’s general credit policy?

Whether there is a technique of definition of credit status of the
card holder, a regular system of flagging and reviewing accounts
according to the credit status definitions of overdue debt and
formation of reserves for bad debt for credit cards?

Are there adequate restrictions concerning staff access to the
cardholder databases (only relevant staff can access the database
Are credit card transactions immediately added to the cardholder's
account?

Are there sufficient procedures to notify a cardholder when hefshe
is over his/her limit?

N. Are there sufficient procedures in place concerning credit card

disputes, reporting of loss and stolen cards or fraudulent use of
cards. (Immediate hait on the cards for the latter three).

Q0



HanmeHoeaHue [enaprameHTta
lMogroToeun
C kem npoBeaeHa becepa
C kem npoeefneHa Heceaa
C kem npoBepeHa Becena
{lpovast pacCcMOTPeHHas uHopMaLns

Bauk «ABajab»

BOITQOCHUK o _paccMompeHuUro CMmpykmyps! u Q!HK!._{U(?

denapmamMeHma nnacmuKoebiX KapmoyYex.

HesmenbHocme fepxamenel nn./kapmoyex.

War

Onucanue

Da/Her

KoMMmeHTapHuu

Oprauusauus ynpaeneHua no pabore ¢ [lepxarenamu

A. Nmeertca nu MonoxeHune o6 ynpasnexnv (oTtaene)?

B. YreepxpaeHo nu Monoxexue MpasneHuem 6anka?

B. CyliecTtByeT nu cTpyKTYpa ynpasnenus (otaena)?

I". OnuckisaeT NU OpraHU3aUUoOHHaA CTPYKTYpPa KloYeBble OMKHOCTH,
06s13aHHOCTH 1 NOPAJOK OTYETHOCTHU?

0. CywectsyeT nu ORnMcaHWe BLIONHAEMbIX palorT AnNA Kaxgoro
COTPpYAHMKA OTAena, ero AOMKHOCTHbIX 0Bf3aHHOCTedH, nopagok
OTYETHOCTH U Heobxoaumas KBanUUKaUMa ANS BbINOMHEHUsT ITUX
obazaHHOCTE’?

BaaumooTHoLleHUA Jepxarenei:

A. Bcem nu [Hepxarensm HeoOxoAWMo 3akniovaTe COMMalieHus ¢

BaHkomM?

B. OnucbisaeT Ny 3TO cornawlexne cnegylllee:

e Cporv BeIAAYMN NNIKAPTOUKK?

KOMWCCHOHHBIE CTABKU MO TUMAaM nn./kapTodex?

BantwTa asTopusauun?

OrpaHnyeHve N0 nnatexam (nNpesbitleHre pacxoaHoro nuMmuTa

npu NposegeHun onepacuu)?

» MeTon, nononHeHwe  KapTodHOro  cdeta (HanuyHbid  /
6e3HanUYHbIR)?

o [poueaypbl yTBepxAeHwss U onpegenenus  [epxarens
NNacTUKOBOI KapTbi?

e Cpoku NOnNonHEeHUs rapaHTUiHOro Aenosuta, cornacHo, florosopa
ofecneveHus {rapadTuiiHoe nokpeiThe)?

+ ExemecayHo uHopMUpoBaTh [epwaTensa 0 COCTOAHUMN ero cYéTa
(NpeaccTaBneHue BLINMCOK NC CHETY{am)?

B. CywecteyeT nu cranfjaptHaa Tabnvua (Tapudb!) KOMUCCUOHHLIX

CTaBoK ¥ OrpaHMYeHMWit NoO rNaTexaMm U npefocTasnAembix ycryr

yTBepxaeHHana PykosoauTenem BaHka (unv PykosogwuteneMm AaHHOIO

ynpaeneHust)?

* » 0
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I. Bce nu Oepxareny paboTaT ¢ HENOCPEeACTEBEHHBIM COTPYAHUKOM
GaHKka ANsi MOHWTOPUHIE PE3yneTaToe AeaTenbHocTu [epxartena(en)
¥ OKa3aHUKD YCAYT KNMeHTaMm?

B. HeoBxoanmo nn ogobGperue MNasbl JenaptameHta nAacTMKOBLIX
kapT unu MNpeacegartens NpasneHnusa BaHKoM, B cnyyae OTKNOHEHWS
KOMWUCCUOHHBIX CTaBOK OT Tex, KOTOphIE OnucaHel B Tapudax baHka?

E. Beem nu lepxatens HeoOXOANMO UMETb cueT B BaHke? YkasaHbl /
OroeapvealoTca M MUHUMANbHbIE OCTaTKKX NO cyeTam [lepxarteneit B
cnyyae Hanuuus ONPOTECTOBaHHBIX CYMM? Ha OCHOBaHWW Kakoro
BOKyMmeHTa?

W. OTpakaeT nu cyllecTeylOlWas CuUCTEMa OTYETHOCTU RApouue
onepauvn Mexzny [epxarenem u Bankom (KpeguTHbie  wnu
LEnosuTHble cueTa)?

YaoenetrsopsaeT nu cyliecTByiowee lporpammHoe obecnederne

cneaylouKM noKasarenam:

e Yuy8T onepauuin (CUHTETUYECKMIA ¥ aHANUTUMECKUIA),

¢ [lpoBefeHNe BLIBEPKY;

e GOpPMUPOBAHWE CBOAHON WH(bOpMauuu NO cyeTaMm OTAeNbHOro
Oepxarens,

e BoO3MOXHOCTE pOpMUpOBaAHUS (PUHAHCOBOW OTYETHOCTM MO
HeoBxoaumelM / TpeDyeMbIM KPUTEPUAM,

e XpaHeHue uHdopMaUMU 1O  AEATENBHOCTY Oepxareneit -
cosfiaHue bBazbl gaHHbiX (OTtuyétos YTIL, BbLINUCOK No cyeTam,
KOHTPONLHEIX NEHT ¢ OCaHKOMATOB, COOTBETCTBYIOWWX SKTOB W
T.4.).

Onepauun Jepxarenei ¥ 06paboTKa AAHHLIX:

A. BHeceHbl nu [epxaTenn BO BHYTPEHHIOW cuctemy o6paGoTku
fanHbiX (BCOM) cOTPyRHVKOM, KOTOPLIA HE OTBEYAET 33 yTBepXaeHue
TpebyembIX cornaweHni? %

B. BreceHbl nu orpaHuyeHus no anavexam s BCO[, Tax yTOOBI
npessilLeHe NUMUTA MOXHO BbiNo onpegenuTb?

B. B cnyuae nonyuyeHns wundopMaumn [ oruéros w3 YML o6
ONpOTECTOBaHHBIX CyMMax no [lepxatensm, KoTopble euweé He
HaxoaaTcs B BCO[, Takme nnatexu AoMkHbI ObiTk 3aHECeHbl Ha
KNUPWHIOBLIA CUET K 3anucaHbl AMS NpoBepky (NPUHATUA peLueHns)
MEeHeQKepoM genapramMeHTa.

[. Cpasy nw BBoauTCs WH(POPMAaLWA O BbijadYe HOBOrO Kpeauta
(yCraHOBMEeHWe NUMUTA KPeauToBaHUA) [OA NABCTUKOBLIE KapTOUKu B
BCOJA, a imeHHO:

e Bug

¢ JIUMWUT KpeauToBaHuA,

¢ [lpoueHTHas CTaBKS;

s Ycnoeua ynnathbl.

0. CywecTByloT N¥ TEXHOMOIMMECKHE KapTbl, NOArOTOBNEH-HLIE ANS
onmcaHva npoueayp ¥ ogoGpeHHbIe PykoBoacTBOM?

E. CywecTsyeTr nu MeToavka nNpejocTasieHus  KpeauTos
{(ycTaHOBNEHWe AMMUTE KPeAUTOBaHMA) NOA NNacTMKOBLIE KApTOUKN?
¥. CylyecTByeT nu MeTOAUKA ONPEAEAEHUA KPeaMTOCcnocoG-HOCTH
[lepxatens u hoOpMUPOBaHNA PE3EPBOB NO KpeaUTamM nof KpeauTHbIe
KapTOUKK?

3. [posoguTcA nv  WCMONHWTENAMU exXefHeBHAs cCBepka no
onepauusmM gepxarenei?

W. OcyiwecTensieTcs NU  HesasBucumas Nposepka WHdgopmaumuy o




KnuenTax ([epxatensx) Ha NOnNHOTY W NPaBUbHOCTL?

K. YcraHoBneH nuM 3anper AN UCNONHUTEREd Ha npaso
KOPPEKTUPOBKM WHGhopMaLumy (pekeusuTos) 0 KnueHTe (depxarene) 8
one?

PacuyeTh ¢ TOProBLaMHu W OTYETHOCTD:

A. Bce nu NpoBOAKM 3aHECEHb! Ha cueT [lepXaTtensi Uy cnucaHb! ¢
ero cu4éra COTPYSHWMKOM, KOTOpPWIA He OTBeYaeT 3a YTsepXieHue
TpebyeMbix cornallenui mexay bavkom u [lepxarenem?

B. CywecTByOT N TEXHONONMYECKKe KapThl, NOAFOTOBMEHHL!E
ANs  onucaHuA  npoueadyp pacdetoB WM ofobpeHHble
PykoBogcTBOoM?

B. Hauucnsnucb N KOMWCCUOHHBIE Y MPOUEHTHBIE A0X0Abl
(c6opbl) B TeueHWe OT4eTHOro nepuoga v He ObINO nM uX
MpUsHaHve OTIOXEHO A0 pacy&THOW AaThbl?

. 3aHeceHbl NM ONMPOTECTOBAHHbIE CYMMbl Ha PACYETHBIA CHET
Nepxarenn? OcsegomneH nu ob atom [epxarens?

H. MNpuocTanasnueanuch N1 onepauun no cuetam [epxarened B
cnyqae [ebeToBOro OCTATKA, NPUYMHOM  KOTOPOro  MOCNYKWMU
MHOFOYMCAEHHEIE CNy4an ONpOTECTOBAHHLIX CYMM WU HenoraweHus
kpeauta?

E. Monyyaior nu [lepwarteny aevanbHblil oT4eT 06 UX AeATEnbHOCTY
NpM MCNONb3OBAHUY NNACTUKOBON KapTOYkM He B ceTu baHka, He
MeHee OfHOro pasa B Mecsay?

¥K. OcywecTensiercsi N KOHTPONb NPaBUNLHOCTU NOArPY3KK [
MOCTYNNEeHVA AaHHbIX, O NPOBEA&HHLIM onepaumam, 8 O1b Otaenom
y4ETa W KOHTPOMS MO NNACTUKOBLIM KapToukam [lenaprameHTa
ByXranTepekoro yuéra u oTUETHOCTN?

3. AHanusupyloTcs nu OTdeThl O jgesTenbHocTu [epxarenei
PykoBoguTenem JenapTameHTa, no KpaidHel Mepe, pas B Mecsal,
KOTOPbil He NPURUMAET yyacTusa B pabore ¢ HuMU? 310 HeobXoanuMo
ANA OnpefencHUs COOTBETCTBUIA C YCNOBMAMU cornalleHws mexay
BaHkom u Jepxarenem. Ana onpegenedus ApubbinbHOCTYU NO cYeTaMm
Hepxareneit n npubbinbHocTy BaHka ot obcnyxueanna [lepxarenei.
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AVAL BANK
Audit program
Plastic cards operations: cash withdrawal through ATM.

1. To insure completeness and adequacy of an ATM-related Technological procedures in the
Plastic cards department. Compliance of the procedures with the NBU regulating documents and
Payment Systems requirements.

2. To insure reasonable control over the access to ATM.

3. To insure that reconciliation of balances (turnovers) on deposit and loan accounts is in place
when withdrawing cash through ATM.

4. Evaluate procedures for withdrawal of plastic cards from circulation and procedures on
storage; to provide for the description of the indicated procedures in Technological cards.

5. To insure reliability of ATM operation. Frequency of ATM failures / deficiencies upon usage of
plastic cards.

Working paper,
Step Description Done by reference
1. | A. Obtain the list of all available (registered) ATMs in the Plastic Cards 1

department as of 31.12.99 including the following:
e ATM number assigned by the Bank;

e Address,
e« Number of transactions conducted in the reporting
month/period; ,

e Turnover in the reporting month / period;

o ATM last unload date;

e Date of planned ATM loading.
B. Verify that the number of ATMs listed (see par_1A) corresponds to the
actual number of ATMs. Reconcile Database information to the accounting
data in the Intrabank transactions department.

A. Based on the list obtained, use Exce! Random Selection Macro
Spreadsheet on the Audit Grid File to generate a random sample of
ten percent of ATMs, as of a recent date. This will be used for further
verification of transactions conducted through ATMs in the sample. Follow
the Instructions Spreadsheet to generate the the random selection.
Build a selection table on the following criteria from the Transmaster
Database for this purpose:

e ATM number assigned by the Bank;
Address;
Number of transactions in the reporting period / cycle;
Turnover in the reporting period / cycle;
Commission income received by the Bank;
Indicate number of ATM failures;
Reasons of failures, discovered by Plastic Cards department
staff.
B. From the sample of ATM selected in par_2A above, prepare a list with
the following information (as the statistic data) using the data filter on
Excel:

¢ Totat number of ATMs;
o Number of ATMs selected,

9
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« Number of transactions conducted via all ATMs in the reporting
month;

e Number of transactions conducted via selected ATMs in the
reporting month;

o Tumover in the reporting month / period on all ATMs;

s Turnover in the reporting month / period on selected ATMs;

s  Cover ratic;
C. Obtain the schedule (time-table) of loading / unloading of cartridges on
all of ATMs from the Plastic cards Department.
D. Based on the schedule (par_2C above) and ATM f{ransactions register,
to verify the terms of loading / unloading of selected ATMs, (On the basis of
the following documents: cash journal, check register, ATM control tapes
and cash documents for the amount of transactions conducted through
ATM).
E. Check up process of loading / unloadings ATM (check on places 1-2
ATM) and their conformity to the Technological procedures.

A. To reconcile balances on acc._1004 with the Daily comprehensive
statements from the UPC on transactions carried out through ATMs (by
one operational day on selected ATMs).
B. To reconcile reports on ATMs, received from the UPC with the Database
information of the Bank, by one operational cycle on selected ATMs and to
present the information in the table format:

s Total amount on transactions {turnover);
Total number of transacticns undertaken;
Transaction Date {cash withdrawal through ATM);
Settlement Date {(cover was booked),
Amount of commission income received by the Bank;
« Date, commission income was received on acc. . 6110

A. To determine an error rate and frequency of ATM breakdowns, to
identify reasons and trouble-shooting actions that are taken by the Bank.
Once an ATM cycle is over, reconciled/actual data on all transactions
through ATM need to be entered into ODB.

B. To review/assess actions of the Bank upon an ATM failure together with
measures taken on behalf of the Ukrainian Processing Center (UPC) to
resolve the problem

A. A method used by UPC to get an updated ODB version shouid be stated
together with frequency the QDB is being upgraded at.

To analyze/evaluate the activity of a particular department with
respect to the lost/stolen plastic cards.
Namely:

» The availability of Technological chart (flow-chart) describing
the process for card withdrawal.
Storage of cards.
Card annuiment.
Return to the real cardholder
Real cardholder identification (description of required
documents and respective procedures).

*» & & @
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Onepaquu ¢ Ucnonlib3oeaHueM NNacMUKo8bIX Kapmo4dekK fnpu cHamuu deHee

yepe3 baHkomam.

1. Y6eguTbCcR B MONMHOTE W 3aBepLUIEHHOCTM TexHonmoruueckux npouedyp no paGote ¢
BaHkoMaTaMu 8 AenapTaMeHTe nnacTukoebix KapT. Yx cooteeTcTeun PernaMeHTUpyoWum

pokymeHTam HBY u [NnaréxXHbix cuctem.
2. Y6eguTsCs B HapnexalleM KOHTpose AoCTyna K baHkoMary.

3. Y6eauTscsl B TOM, YTO CYLIECTBYET M NPOW3BOAWTCA BbiBepka ocraTkos (ofoporos) rio
LENO3VTHBIM UMK KPeaUTHEIM CHETaM Npu NPOBEASHUY onepaiLui wepes baHkomar.

4. [powssecty oLieHKy (OLEHWTb) npoueayp(bl) MO USBLATMIO U3 OBpalleHUa NNacTUKOBbIX
KapTOMEeK U WX XpaHeHWio, a Talke YAOCTOBEPUTLCS 8 TOM, YTO faHHble Mpoueaypb

onucaHbl B TeXHOMOMMYeCKnX KapTax.

5. VYBeguThCs B HaA&KHOCTW npouecca pabotel baHkomaTos. YactoTa BO3HWKHOBEHUA
cBoeB/HenocTaTkos B npouecce pabotel BaHkoMaToB MpWM MCMOMAB3OBAHWA TNACTUKOBbLIX

KapToYek.
Ccbifnika Ha
War OnucaHue Henonuurene paGosue
BOKYMEHTHI
1. | A Monyuute 8 [ienapTaMmeHTe MNNacTUKOBLIX KAPTOHEK CIIMCOK ATM -1
uMeloLLXea (3apervcTpupoRarHbIX) GaHkomaros, sa 31.12.99, B euge:
+« Homep knuwe, NPUCBOSHHLIA BaHkom;
» Agpec;
¢ KonuuecTeo nNpou3BeA&HHLIX ONepaLmni 3a OTYETHBIA MecaLy;
e OBGopoT 3a OTYETHLI Mecal / nepuol;,
¢ [ata nocnegHei BbIrpy3Ky,
+ [aTa nnaHupyemoi 3arpyaku.
B. Y6eanTeCH B TOM, YTO KOMMUYECTBO NPeACTaBNEHHbIX B CRUACKE (CM.
n._1A) ©aHKOMATOB COOTBETCTBYET AEWCTBUTENbHOCTU. CBEpUTb
uHopMalMio B Dasze JadHblX C  AaHHbIMKM ydéta B OTAene
BHYTPUGaHKOBCKMX onepauui.
2. |A. W3 cnucka ©OaHKOMATOB METOAOM ChnydalHoid Bbibopku C ATM -2
YCNONL3OBAHUEM Makpoca cnydaiHoit Bolbopky AaHHblX, caenate 10%
BLIDOPKY 33 OAWH W3 MOCNEeAHUX NPOBEPKW/CBEpKM Onepauui,
NPOM3BEAEHHLIX YEepe3 HWUX, W NpeAcTasuTb B Buae Tabnuuk Ha
OCHOBaHWM Creaylouyx napameTpoB, B3ATEIX M3 0asol  AaHHbIX
nporpaMmel TpaHcMmacTep:
+» Homep HaHxomaTa,
e Ajpec;
e Konuuectso npouaBef&HHbIX onepaunit 3a OTUYETHLIA rnepuoa
(wwn),
s OB6opoT 3a OTYETHBIN Nepuoa (U1Is),
e Cymma Nony4eHHbIX KOMMUCCHUA,
¢ Ykasarb xonuuecteo cGoee B paboTe HaHkoMaTa,
e MNpuuvHa cOoes, BbiABNeHHas paoTHUKaMU  JAHHOro
ynpasnexHuna. ATM — 2/1

B. W3 euifopku nyHKT 2A € ucnonb3osanueMm cpunsrpa Excel
NOAroTOBWUTb CMMCOK CO CNeaylolnmMy AaHHbLIMK (KaK ctatucTudeckue
OaHHB1Ee):

s OBlee KONMYECTBO DAHKOMATOB;
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+  KonuuecTso BoIOpaHHbIX;
¢ KonudyecTso npoussef&HHLIX onepaLui 3a oTHETHBIR Mecal
no scem BaHkoMAaTaM,;
+  Konuuecrso NpousEeLE&HHBIX Onepaurii 3a oTHETHEIR Mecal
no BblBpanHeIM GaHkoMaTaM,;
OGopoT 3a OTU&THLIN Mecau/Nepuod no scem BaHKkoMaTam,
OGopor 3a OT4YETHBIE MecAw/nepuod no  8bIGPaHHLIM
BankomaTam;
¢ [pouUeHT NOKPbITHA;
B. MonyuuTe B8 [enapTamenTe NNACTUKOBLIX KapTOYeK ChMCOK
NePYOANYHOCTM 3arpy3KU/BLIrPY3KV KacceT no BelbpaHHbIM GaHkomaram.
. Ha ocHOoBaHWKM cnucka NyHKT 2 B nepnoanyHOCTY 3arpy3kv/Bbirpysku
BaHKOMaTOB W XypHana ydyéTa paboTel OaHKOMaTOB NPOBEPUTHL
coBbrniicaeHNe CPOKOB 3arpysku/BeIrpy3ky oToOpaHHsIX Oankomaros, (Ha
OCHOBAHWM VMMEIOWUXCA NPUXCAHBLIX W PACXOH4HbIX KACCOBBIX OPAEpPOB,
KOHTPOfibHLIX JIEHT W pacxodHblX OPAEPOB Ha Cymy onepauui
COBEpLI&HHBIX Yepes GaHkomar).
0. Ounoi nposepkolk (npoeepkod Ha mectax no 1-2 GaHkomaram)
npoBepUTb  NpoUecc  3arpyskwseirpy3kd  BaHkomatoe W ero
COOTBETCTEUE UMEIIMMCA TEeXHONOrMYECKUM rnpoLlieaypam.

ATM - 2/2

A. TMpoussectut cBepky ocTaTkoe RO c4._ 1004 ¢ ExegHeBHbIMK
AeTtanbHbiMK Bbinuckamu YTIL no onepauuam, NpoBeaeéHHEIM 4Yepes
BaHKoMaT (3a 0AKH fieHb paBoTbl N0 BrICPaHHLIM GaxsKkomaTam).

E. MpousBecti ceepky OTYETOB No GaHkomaram, nonyveHHbiM ot YL
fpM KCMONb3OBaHHU Rf./KapTodek ¢ uHpopmauunei B base AaHHbLIX
Barka, 32 ogwH Uukn pabothl No BbiGpaHHbLIM GaHkoMaTaM, AaHHYI0
VHGOPMaLMIO NPeACTaBUTL B Buae Tabnvubi.

O6Lan cymma no onepauumsam (050poT);

O6Lyee KONUYECTBO NPOK3BEAEHHBIX OnepaLii;

Hara onepauum (cHATMA geHer Yepes GaHkomar);

Nata pacuéTa ¢ BaHKOM (3a4KUCNEHUA HOKPLITUSA),
CymMma KOMMCCUOHHBIX NOMyYEHHbIX BarkoM;

Jara nonyveHns KOMUCCUOHHLIX Ha ¢4. 6110,

e & & &

A. OnpepenuTs 4acToTy HefiocTaTkos, cBoes B paboTe GaHkoMaToB, X
APVYUHL! U ipUHUMaeMble BaHkoM Mepbl 0 YCTPaHEHWID pe3ynsTaTros
HapyweHua paboTk! GaHKOMAaTOS.

Mo oxoHyauuu Upikna pabotel GaHkomata B OJb AOmKHLI NOCTYNWUTL
CBEepeHHble/peanbtble AaHHLIE NO BCEM OnepauusaM , NPOBEAEHbLIX
yepes Hero.

B. NMpoaHanusupoBatb/OueHnTe AeiicTeun Banka npu NpepbiBaHUK
npoyecca {HapylueHui 8 pabore GaHkoMmara), a TaKke nNpUHUMacMsie
Mepbl Co ¢TOpoHb! YTIL, 4ToGbl paspeluTs BO3HUKIWME Npobnembl B
TEHEHNE ATOro BPEMEHM.

A. CrnegyeT OTMeTUTb MeTOf, € NoMolblo Kotoporo YIIL nonydaer
BEPCUIO OBHOBNEHHOM §a3bl A2HHBIX ¥ YacToTa & obHoBneHus.

fpoananusupoBarts / OueHNTL PaboTy AAHHOIOC AenapTameHTa ¢
YTePAHHBLIMY / YKPAAeHHbLIMY NI./KapTOMKaMu.
A IMEHHO:

s Hanudue HeoBxoanmo# TexHONOrn4eckol KapTsl
OMWCHIBAOLLEN MPOLLEC NIBATUS KBPTOYKK;
XpaHeHUs KapToUry;
YHUHTOXEHNS KAPTOYKK;
Bosepat KapTOuKy peanbHOMY Bnagenblly;
WaeHTudukauma NMYHOCTM peanbHoro Bnaaensua (onucaxue
HEOBXOAUMEBIX JOKYMEHTOB M COOTBETCTBYHIOUMX NPoUSAyp).
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Aval Bank
Audit program for Plastic Card Department
Cardholder Activity Section

. Verify that Cardholders listed as being active (i.e. with credit cards outstanding or clients that

have used debit or cash cards in the last year) clients on the audit date have valid Cardholder
agreements and there are no card transactions being conducted with cardholders not having
valid agreement.

Verify that transactions with Cardholders during the period are being settled accurately, on a
fimely basis, and in accordance with the Cardholder agreement.

Verify that the accounting for Cardholders transactions, including fee and interest income, is
being properly recorded in the financial reports and in accordance with the established
technological procedures of the Bank.

Verify that plastic cards are being issued to cardholders in accordance with established
technological procedures of the Bank.

Verify that loans to individual cardholders are granted in accordance with the bank’s loan
policy, that the balance of loans outstanding as of the audit date accurately refiects the
amounts due the bank by cardholders and that the reserve for credit losses applicable to
these loans is adequate.

Verify that charges protested by the cardholder are being flagged in the account, are being
charged back to the correct vendor and that adequate procedures are in place fo resolve the
protested item.

Verify that proper procedures for reported fraud, or lost and stolen cards and issuance of new
cards and closings are followed according to NBU and the agreements with the
credit/debit/ATM card companies.

5
(N

B.

~I0 W MmO

Working
Step Description Done by paper,
reference
Review / update of current procedures:
A. Update / complete the internal control checklist for the Cardholder Activity

Section;

Review the relevant Charter(s) and Technological cards (TCs). Evaiuate the
adequacy of these procedures, their accordance with NBU directives and
agreements with the credit/debitATM card companies and make
recommendations as appropriate; :

Draw up flow charts for the following areas (decision of whether to make just
five flowcharts or more will depend upon procedures and decision by the
auditor drawing the flowcharts as to what would be the most efficient).

1) Issuance of new cards

2) Routine monthly bookings to cards (interest, payments; withdrawals,
transactions sent in by UPC and the related accounting and reconciliation.

3) Process for unusual occurances (reporting of fraud, charge backs, and
complaints).

4) Closing or withdrawal of cards including lost and stolen cards.

5) Overdue credit card accounts.

Retain copies of the department organizational chart, charter(s) TCs and
flowcharts and internal control checklist as they will form part of the
permanent file for this area.
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From the list of Cardholders as of for a recent date, use Excel Random
Selection Macro Spreadsheet on the Audit Grid File to generate a random
sample of cardholders for detail testing as follows:

A. For credit cardholders, select 3 blocks of 5 cardholders, from each credit card
class ( i.e. VISA, EC/MC, Cirrus/Maestro)

B. For debit-only cardholders selects 10 blocks of 5 cardholders.

C. Select a sample of five new credit and debit cards that have been authorised
and issued in the period.

D. Calculated the percent that the number of cardholder accounts in the sample
is of the total accounts (sample coverage) and if possible the percentage of the
new cards authorised sample is of the total new cards authorised.

From the sample of cardholders selected in 1(A) (i.e. credit) above, prepare a
list with the following information:

Type of Card

Cardholder number and name

Credit limit

Card fee

Loan Interest rate

Aval credit officer approving agreement and date.

P. Loan balance as of November 30, 1999.

oZERM A&

Perform the following procedures on this list prepared in step 2 above:

A. Compare the above information to the agreement on file and list any
exceptions.

B. Confirm that the credit officer approving the agreement was authorized to

approve the agreement and the agreement complied with the bank’s credit

policy and the credit card companies’ policy.

Confirm that pending charge-backs have been properly segregated in the

account and bank procedures are being followed to remedy disputed items.

Compare the cardholder loan balance to the list of outstanding cardholder

loans as of November 30, 1999.

Check for credit that is overdue, over the authorised credit limit or

contravenes the repayment agreement.

Send confirmation of loan balances to the client using the positive

confirmation form.

Ensure that card renewal was in accordance with authorised credit

procedures. .

Ensure that the last issuance of annual (biannual?) replacement cards was

in accordance with proper procedures.

I. Ensure that any extension of credit complied with the Bank’s and the credit
card companies’ credit policies.

J. Check any changes (address changes, etc) are in the cardholder database

and track to the daily maintenance file and that there is proof of a reconciliation

of this report to the source documents

T & mm o O

From the sample of debit cardholders selected in 1(B) above, prepare a list with
the following information:

Type of Card

Cardholder number and name

Withdraw limit

Card fee

Aval officer approving agreement and date of approval

. Balance in deposit account as of November 30, 1999.

<CA®TO

Perform the following procedures on this list prepared in step 4 above:

A. Compare the information to the agreement on file and list any exceptions.,

B. Confirm that the officer approving the agreement was authorized to approve
the agreement and the agreement complied with the bank's debit card




International Business & Technical Consultants, Inc.
U.S. Agency for International Development

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-226-6525
Kiev 252034, Ukraine Fax: 380-44-246-4953
procedures.

C. Compare the cardholder deposit account balance to the list of individual
deposits as of November 30, 1998,

D. If the cardholder withdraws have exceeded the deposit balance, determine
that the overdraft has been authorized and/or a hold has been placed on
future card withdraws.

E. Confirm that pending charge-backs have been properly segregated in the
account and bank procedures are being followed to remedy disputed items

F. Send confirmation of cardholder information to the client using the negative
confirmation form,

G. Ensure that the last issuance of annual (biannual?) replacement card was in
accordance with proper procedures.

H. Ensure that any extension of the withdrawal limit complied with the Bank’s
and the debit card companies’ policies.

J. Check any changes (address changes, etc) are in the cardholder database

and track to the daily maintenance file and that there is proof of a reconciliation

of this report to the source documents.

For the sample of newly authorised cards selected in step 1C prepare a list with
the following information:

W. Type of Card

X. Cardholder number and name

Y. Withdrawal or credit limit

Z. Card fee

AA. Aval officer approving agreement and date of approval

For the above,

A. Ensure that the cards were authorised according to the proper credit deposit
account procedures, i.e. a check on credit worthiness of applicant.

B. Ensure that the card and password were issued following proper procedure,
i.e. applicant shows appropriate ID when plckmg up the card and that same
employee does not have access to password and card before issuance. '

C. Ensure that NBU and credit/debit and cash card companies directives are
being met.

D. Ensure that applicant and an authorised officer of the Bank have signed the
agreement and that the file contains data documenting the ID used to
confirm the identity of the cardholder.

E. Ensure that client signature cards and client address data is retained in the
file.

F. Check that appropriate {daily new cardholder report?) report has been

updated in the cardholder database and that there is proof of a reconciliation of

this report to the new cardholders files or ag_eements

From the sample of cardholders selected in Step 1 above, randomly select one
cardholder from each block of 5 and obtain the transaction activity in the account
for the month of November. Confirm the following:

A. That fee and interest income were charged to the account in accordance
with the cardholder agreement and recorded in the operating day in the
proper period.

B. That transactions in the accounts, including charge-backs, were settled
accurately and on a timely basis.

Randomly select 5 reports of complaint from the period and the preceding period
from cardholders re incorrect charges and check the follow ups made by the
appropriate departments and that charge back was made when necessary ina
proper and timely basis.

Randomly select 5 reports from the period and the month preceding concerning
fraudulent use of cards and check follow up made by the appropriate
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departments. Was an immediate halt put on the card number? Was contact
made with the appropriate other banks? Was an attempt made to discover and
report to the police the perpetrator of the fraud? Was the proper correction
made to the cardholder’s account?

10.

Randomly select a sample of 5 reported lost and stolen cards from the period
and the preceding month and ensure that the NBU directives and
credit/debit/ATM card company agreements have been followed. Ensure that an
immediate halt has been put on the card and if the staff checked whether the
password could also have been available to the thief or anyone finding the card.

1L

Randomly select a sample of 3 credit cards and debit cards that were closed in
the period and verify that and a halt on the card numbers has been input into the
systems on a timely basis. Record the reason for the closure of the account
and follow up on anything unusual. Check the closings to the cardholder
database and track to the daily maintenance file and that there is proof of a
reconciliation of this report to the source documents.

12,

For the month of November, calculate the average yield on the outstanding
credit card loans (Account # 6041) and compare to the average interest rate on
the credit cards in the sample. Comment on any unreasonable difference.

13.

Obtain a listing of past due credit card loans as of November 30, 1999, and an
estimate of the required loan loss reserve from the plastic card department.
Verify that any past due loans included in the credit card sample are also
included in this listing and that the reserve complies with NBU regulations and is
adequate to provide for estimated losses in the loan portfolio.

4.

From the CPU report for two days in November, select a random sample of 10
cardholders, not included in the sample in (1) above, from each card issuer and
verify that:

A. the transactions for that day have been posted to the cardholders account
B. That the cardholder has a valid cardholder agreement.

15

Obtain a list of credit card loans written-off for during the six months ended
November 30, 1999. Verify that these accounts were included in the write-offs
recorded to Account # 9611

rel
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AKbB «Aesanb»
lMpozpamma ayduma. Omden ninacmuKoesIx Kapm.
Onepayuu ¢ Jepxxamenamu raacmuKoebIx Kapm.

Y6eautscs, uTo [lepxareny, HaxOAALMecs B CrIUCKE aKTMBHbIX KMWEHTOB (T.€. KIWEHTH,
KOTOPbIM BblgaHb! KpeAuTHblE KApTOYKW, WK KoTopble ucnonb3oBanu febeToBble wnu
KPEOWTHLIE KapTOukY B Te4eHve Npownoro roAa) Ha Aaty ayavuTa, UMEOT B Hanuyuu
pencTeytolniA  gorosop. TlposepwTb, 4YTO oOnepauuu C NNACTUKOBBIMW KapTamu He
NpoBOASTCS C [epxaTenamu, y KOTOpbIX HET AENCTBYIOLEro AOrosopa Ha AaTy NpoBeAEHNs
aypura.

VBepuTbcs, 4YTO pacyeTel no orepauuam ¢ [epxatensamu nNacTUKOBbIX KapT 3a
COOTBETCTBYIOLLMI nepuog nNpOBefeHsl NPasunbHO, BOBPEMA W B COOTBETCTBUMM C
JLOFOBOPOM.

Y6eanTbCs, YTO yyeT onepauuit ¢ [epkatensmu, Bkmovas onepauuu no coopam
(KOMVCCHOHHLIM) 1 MPOLIEHTHOMY AOXOAY, B (PMHAHCOBbLIX OTHYETaX BLINONHEH NPABUMbHO U
B COOTBETCTBMM C CYLLECTBYIOLWMMI TEXHOMOrMHeckuMy npoeaypamv barka.

Y6eaWThCsl, 4TO BbINYCK MNACTUMKOBBIX KapT BLIMOMAHAETCA B  COOTBETCTBAM C
TEXHONOTMYECKUMY Npouedypamu 6aHka.

Y6eguThCa, YTO KpeawuTbl uamveckum nuuam nNpejoCcTaBNAlOTCA B COOTBETCTBUK C
KPeLMTHOM NonuUTYKON GaHKa, W YTO OCTaTKK Mo BbiNyLLEHHbIM KpeauTam Ha gaty ayaura
TOYHO OTPaXAIT CYMMY K Buinnate [Jepatenio NiacTKoBO# KapTbl, a Taioke pesepssl NoA
KpeauTHbIe PUCKK afeKBaTHbI. '

Y6euTbCH, 4TO OnpoTecToBaHHble [epxareneM cymmbl Gbinu OTpaxeHbl Ha kakom-nubo
cyeTe 1 B NOCNEACTBUM NnepeseaeHs! Ha npaBunbHbli cueT Toproeua. TakKe, fPoOBEpUTHL
Hanuuue HeoBXoAuMBIX  fpoueayp Afs  peuleHus  npobrieM,  CBA3aHHBIX  C
ONPOTECTOBAHHLIMI CYMMaMU.

Y6eauTbCs, YTO HaAnexawme npoueaypbl no hakraMm MOLIEHHWYECTBa, YTepsHHEIM W
MOXVLLEHHBIM KapTOUKaM, 3MACCUA M 3aKPbITUM KapTOYeK OCYILECTBNAKTCA COrNacHo
TpeBoBanusim  HBY 1 cormaweHusiv, SaKiiOUEHHBIM € KOMOaHUAMU-3MUTEHTaMU
KpeAUTHLIX/AeBETOBbIX M NPOYMX KapTouek Ans BaHkoMaTos.

War

CchbifKa Ha

onucaHne YcnonHurenb pabouue
[OKYMeHTbI

MpoeepuTb / 0GHOBUTL TEKYLUME NPOUSAYPLL

A. OBrHoBuTb/3aBePILINTL BONPOCHWVK NO BRYTPEHHEMY KOHTPONIO
(onepauuu ¢ feparensmu);

B. NpoaHanuauposate COOTBETCTBYOWMUE [OnOXeHUs O
nenapramerte u TexHonoruueckue kapTsl (TK). OueHuTh
BOCTaTOMHOCTL/NPaBUNEHOCTL 3TUX NPOLIEAYP, UX COOTBETCTEUE
Tpebosatinam HBY, a TalKe ycrnosusm COrNalleHmnii ¢ KoMnNaHnamm-
AMUTeHTaMKU KpeauTHbIX/AebeToBbiX U NPOYYX KapTedek Ana
HaHKOMATOB ¥, IPW HeobXOAUMOCTY, CAeNnaTh pexoMeHaaLnum,

B. CocraBuTs Gnok-cxemb! CreayoLlux NpoUeccos (petlerue o
HEOBXOBMMOM KonuyecTee Bnok-cxem GyAeT 3aBuceThb OT
CYLLECTBYHLMX NPOLEAYP, 8 TaKKe OT NIUYHOrO MHEHUs ayauTopa,
KOTOPbIf UX COCTABNSET, PYKOBOACTBYACH COOBPaXeRNAMN
Haubonbulel O4esnagHOCTH Bnok-cxem);

1) DBblgada HOBBIX KapT,

2) PyTuHHbIE exemecayHble NPOBCAKW MO KApTOYHbLIM CHETaMm

{NPOLEHTHI, NNATEXN, CHATUA CO CYETa, ocnepauu, AaHBbie No

(6&
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koTopbiM RocTynateT oT UPC, cooTeeTcaytoLine Byxrantepckue
NPOBOAKN ¥ KBUTOBKA CYMM);

3) [eiicTsus B Cnyyae HECTaHAAPTHLIX CUTYaUKiA (MOLLEHHUYECTBO,
yapmxbeku, Kanodbl KMEHTOB)X

4) 3aKpbiTUe UMY M3BSATUE KaPTOYEK, BIIIOYaA yTePAHHbIE U
YKpaAeHHbIE KapTOHKK;

5} TpoCpoueHHBIE CHETA KPEAUTHBIX KBPTOHEK.

I". OBecneuynTb COXPaKHOCTL AOKYMEHTOB, ONUCHIBAIGLLIMX

OPraHU3aLMOHHYIO CTPYKTYPY fieniapTaMenTa, flonoxeHus o

aenapTtamenrre, TK, GnoK-Cxem 1 BONPOCHUKOS 110 BHYTPEHHEMY

KOHTpONIO, KoTopkie ByAyT MCNONb3oBaHsl NS COCTaBNEeHUA

MocTosHHOro thaiina Toro HanpasneHus 4eATenbHoCTY batka.

Telephone: 380-44-226-6525
Fax: 380-44-246-4953

W3 cnucka [epwarened no COCTOAHWID HA NOCNEAHON OTHETHYIO
paty, vCHoNnb3ys  AOKyMeHT/dyHkumio  EXxcel,  no3sonsiolyio
OCYLLECTBAATL Cny4aliHylo BuiBOpKy AsHHbIX, NPEACTaBMEHHBIX B
BULE BNEKTPOHHOA Tabnuus!, BLINOAHWTL CyvaiiHY BBIGOPKY ANA
nocnenyKwero AGTANLHOro TecTa:

A. Ins pepxateneil TONbKO KPeAWTHBIX KapT BbiGepute 3 rpynnel,
COCTOALMX U3 MATH SepXaTencit U3 Kaxaoro Knacca KpeAuTHbIX KapT
(VISA, EC/MC, Cirrus/Maestro) '

B. [lnn gepxareneit Tosibko febeToebix kapT BuiGepute 10 rpynn,
COCTORALLMX U3 NATY AepKaTeneu.

B. MMpoeectu BLICOPKY NATW HOBLIX KPEOUTHLIX U nebeToBbIX
KapTOMEK, ABTOPN3NPORAHHBIX U BbIAAHHEIX 32 AAHHLIA nepuoz

. PaccuuTaiiTe MpOLEHTHOE COOTHOWEHME BuibOpkM K obliemy
uncny pepxarenei (okpmimue 6siI6OpKU) W, €cnn  BO3MOXHO,
MPOLEHTHOE OTHOLIEHNE BLIGOPKU MO HOBHIM ABTOPU3MPOBAHHLIM
KkapToukam K obuwemy u4ucry KapTouek, asTOpU3upOBaHHLIX 3a
nocnesHuli nepuoa. ,

W3 BLibopki, onucaHHok 8 ware 1(A), noprotoseTeé CMKUCOK CO
cnegyrowein nkopmauueit:

Tun xkapTel

Homep 1 umAa pepxarens kapTol

NymuT KPSAUTOBARNA

KOMMWCCUOHHBbE

MpoueHTHaA cTaBKa No KpeguTy

OTBETCTBEHHBLIN  COTPYAHMK GaHka «ABanb», 0B0OGPUBLLMGA
cornatlesue

7. Ocrarok no kpeautam Ha 30 Hoabpa 1999.

ooaRwN =

BuIRONHATE  CrEAyloWMe npouesypbl, WCNONb3ya WHGOpMauuio,
nepeyncneHtylo B ware 2.

A. CpaBHUTb BbiLUENEPEUCIEHHYIO nH(OPMALIIO C COrNalweHUeM B
(haitne 1 BeIHECTH BCE PasnuHuUs.

B. YBeauThes, UTO COTPYAHUK GaHka, yTBepxaaouih cornalleHue,
UMEeT Ha 3TO COOTBETCTBYiOUIME MNOMHOMOYWA W cornatueHne
COOTBETCTBYET KPEAUTHOW NOnUTUKE BaHka, a TaKkke nonuTuke
KOMMNAHWA-aMUTEHTOR KPSAUTHBIX KApTO4eK. _

B. Y6eauTeCA, YTO HEBBINOMHEHHbIE ONPOTECTOBAHHLIE CYMMbI Bbinu
npaBunNLHO OTOBPaXKeHB! HA CYeTe 1 Mpobnembl pelUeHs, UCToNbL3YA
cylecTaytowue npoueaypb! 6anka.

. CpaBHWTb OCTaTKU NO KpeauTam CO CNUCKOM KPeAanuTOoB BblAAHHBIX
pepxarenam cocToaHueM Ha 30 Hoabps 1999.

M. OTcneguts NPOCPOMEHHbIE KPEAWTHl, KpeauTbl, Npesbilaloune
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NMMUTLl KPSAUTOBAHWA WNW Xe NPOTUBOpEeYallMe COrnalieHulo o
floraweHnu.

E. Otocnate nucbMa noaTsepxfeHus 0B octatkax no KpeguTam
KITMEHTY, MCNOfb3ys hopMy MO3UTUBHOTO NOATBEPKAEHUA.

K. YBeautbes, UTO 0OHOBNEHME KapTOYKU NPOLUNO B COOTBETCTBUM C
YTBEPXKASHHLIMU KPEAUTHLIMU NPOLIEAYPAMM.

3. Y6eautben, 4TO NOCMedHnii BbINYCK OAOBbIX (ABYXNETHWUX?)
samelawmx kaprovek Obin BBINGMHEH COrMacHo Hagnexauium
npoyegypam.

K. YBepuTtbca, 4To niwboe npepocTaBneHue KpeauTa npoucxonuno e
COOTBETCTBUM C KPEAUTHOW NoNuTUKOM BaHKa U KOMNaH RO BbHTYCKY
KPEAUTHBIX KapTouek.

K. 3aperucrpuposate NioBbie M3MEHEHWA (W3Y4UTb UIMEHEHUs)) B
fase fAaHHbix [epxaTenei; npocneanTs 3a WX BHECEHWeM B
exeaHeBHRI halin-conposoxaeHne. YBeautbca, 4TO CywecTsyeT
KOHTPONb 32 CBEPKOA QJaHHOro oTyeTa/paitna ¢ MCXOAHBIMU
DOKYMEHTaMU.

W3 BoiBopky gepxareneit AeOMTHBLIX KapT, ONUCAHHON B NyHKTe 1(B),
NOArOTOBbLTE CMMCOK CO cneayiollei urdopmalinedl.

Tun KapTel

Homep fepxaTtens v UMA

MpeaencHas cymma NpW CHATUW SEHer Co cHeTa

KoMUCCUOHHBIE

OTeeTcTBEHHbIE cOTpyAHUK GaHka «Asanb», opobpusLumi
cornaleHne _

OcCTaToK Ha Aeno3UTHLIX cHerax coctosHueM Ha 30 Hoabpa 1999

o gk~

BbinONHUTE: cneayiowme npoueaypbl, MUCROMbgys UHGOpMaLmio,
NepedncheHHylo B Lare 4:

A. CpaBHUTb BbiLUENEPEYUCTIEHHYIO MHGOPMALMIO C CornallieHuem 8
chaiine 1 BbIHECTY BCE PASMNUNA.

B. YBenuTthCsl, UTO COTPYRHUK GaHka, yTBEpPKAAlOWMA cornaweHye,
UMen Ha STO  COOTBETCTEYKILUME NOMHOMOMWUA, COrnalieHue
COOTBETCTBYET npoueaypam GaHka no onepauuam ¢ AeOUTHBIMU
KapTamu.

B. CpaBHUTL OCTATKM Ha AESNO3UTHELIX CYETaX CO CNUCKOM AENO3UTOB
uandeckux nuy cocroaHuem Ha 30 Hoabpa 1999

. Ecnu npeAenbHas CyMMa CHATWA CO CHYETa MNpesbillaeT OCTaTok,
HeobxoaumMo yBeanThesl, uTo npessiueHne Gwino opobpero wwnw
onepauwv GyayT NpefocTaBNeHb! Ha CHATUE fieHer B Oyayliem

1. Y6enuTheA, YTO HEBbINONHEHHBIE ONPOTECTOBAHHLIS CYMMbI Oblftn
NPaBMNbLHO ONpefeneHbt Ha cueTe U NpPobnembl pelleHbl, MCnonL3yA
npoueaypkl 6aHka.

E. Orocnare nucbMa nogreepxgeHus of octaTkax no kpeauTam
KIMEHTY, UCTons3ays (hopMy HEraTMBHOTO NOATBEPKAEHUA

W. YBeautbes, YTO MOCAEAHWH BLINYCK rOACBbLIX (ABYXNETHWX?)
3amelyaolMx KapTouek Obil BLINONHEH COTNIACHO Hapnexailum
npoueaypam.

3. Y6eautbea, uTo nwboe HasHadeHue npeaenbHoW CyMMbl Npu
CHATWM [EHEer CO CYeTa NPOUCXOANNO COFNAcHo nomuTuke GaHka u
KoMnaHuii No BeINYCKY AeBUTHBIX KapToYexK,

WU. 3apeructpupoBaTb MOGLIE M3MEHEHUs (M3Y4UTb U3MEHEHUst) B
Gase AaHHbix [Jepxartened; npocneaute 3a UX BHeceHueM B

tof
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exefHeBHbIl dalin-conposoxaerue. YOeaUTbCA, YTO CywecTByeT
KOHTPONb 3@ CBEPKOW A3HHOrO oTyeTa/haiina C  WUCXOAHBIMM
LOKYMEHTaMW.

3 BLIOOPKM HOBbLIX ABTOPUIMPOBAHHDBIX KAPTOYEK, ONMCAHHON B Ware

1(B), NOATOTOBLTE CMUCOK CO Cneayioltiei idopmamei:

1) Twn kapThbl

2) Homep v uMA depxarens xaprsl

3) MNpegenbHbid NUMUT CYMMbl NMpWU CHATUM AEHeT WNnn AUMUAT
KpeauToBaHns

4) KoMuUCCHOHHBbIE

5) OTBeTCTBEHHbIA coTpyAHWK GaHka «ABanb», op0DpUBLLWA
cornaweHue 1 gata asTopvsaunu

KacaTenbHo UanoxeHHOro B npeablAyWwem nyHkTe:

A. Y6equTbes, UTO aBTOPU3aLIMA KapTOYEK NPOU3OLUNAa COrnacHo
HaANEeXa1UM NPoLieaypamM No KpeauTHbIM/AENO3UTHEIM CHETAM, T.€.
KOHTPOIb 32 KpeaurTocnocoBHOCTLI 3anBUTENS.

B. YOeanThos, MTO KapTouKa ¥ naporb Obink BeAaHE COFNacko
LOIMKHOR npoleaype, T.€. 3aABUTERb NPeACCTaBnNneT
COOTBETCTBYHLIEE YAOCTOBEPEHUE NUUHOCTU NPY NONYHEHKU
KapTOuKM, @ OAMH ¥ TOT Xe cnyxawuin GaHka He uMeeT QocTyna K
naponio U KapTovke L0 BbiAAYN.

B. Y6eauTsCH, HTO BLINOMHAIOTCA MHCTPYKUMY HBY U KOMNaHui no
BbITYCKY KpeaUTHLIX/GEOUTHBIX KapTOYeK.

I". Y6eguTbCcs, YTO 3aaBuTerNb W YNOTTHOMOYEHHDIH ChyXaluuii Gavka
NoAMUcanu cornalleHue, cogepxatlee naeHTuhUKaLUORHbe
JaHHbie, UCTIoNb3YILWWEca AN NOATBEPHASHNWA NUMHOCTH
HepxaTtens.

. Y6enuTsCs, 4TO AOKYMEHT COAePKMT 00OpaseL, NOARNCH KIMeHTa u
afpecHsle AaHHble.

E. NpoeepuTte, 4To B 6a3y AaHHbIX depxarteneli BHOCATCS uSMeHeHus
COrMAacHO COOTBETCTRYIOLIErO oTHeTa (€XeAHEBHbIA OTHET O HOBbIX
JepxaTensx?), a Tawke 4To CYLLECTBYET KOHTPONb 32 CBEPKOMA
OaHHOro oTyeTa M chalnos/cornaliesnin o HOBbLIM Jepxarensam.

A3 sLIOopKy AepxaTenei, onucaHHbiX B ware 1 BbiOepuTe 0gHOro
AepXxaTena us KaKAoW NATON rPynMbl U NonyvuTe onucaHue
onepauuii 3a HOAGPb. MogTeEPAUTE Crieayloulee:

A. KOMUCCHOHHBI% 1 NpOUEHTHBIN goxos Gbiv onpeaeneHel Ha cyeTe
B COOTEETCTBWU C COTNALLEHWEM 1 3aNUCaHbl B OREPaLNOHHbIA AeHb
33 COOTBETCTBYIOWWIA NEpUoa.

B. Onepauuu no cuetam, Brrovas YapaxGekn, 6binn BbINOAHEHD
NpasUnEHO W BOBPEMS.

Mpou3sonbHO BbIGPaTh 5 xanoG 3a ganHbIA NEPUOA W NpeabIAYLLNA
nepuoa, nocTynuBLIMX OT [lepxaTtenei OTHOCUTENbHO
HENPaBUMbHOTO BAUMAHUA KOMUCCUOHHBIX; NPOBEPUTL Nocneaytowmne
JelcTBuUs CO CTOPOHBI COOTBETCTBYIOWMX SENapTaMEHTOB, a TaKKe
npaBvnbHOE U CBOEBPEMeHHoe nposedeHue Yapaxbekos B cnyyae
Heo0xoAUMOCTH.

10.

TpON3BOSLHO BEIBPaTL 5 0TUETOB 33 AaHHbIR Nepuoa U npenbl,qymmw
MECSU OTHOCUTENbHO MOLWEHHUYECKOTO WCNONbL3VBAHUA KapPTOvex
NPOBEPUTL Mocnegylolme AeicTBus €O CTOPOHLI COOTBETCTBYIOLLMUX
fenapramedros. bbino AW HEeMeANEeHHO npekpalleHo LeictBre
KapTOUKM C AaHHbIM  HoMmepom? CsAzanuce N € APOUUMW
3afeicTeoBanHbiMY  GaHkamu? bbina N NpeanpuHATa  OOMbiTKE
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OBHApYXEHNA MOLIEHHUKA NnyTeM obpaiueHus B Munuumi? Beui nn
BHECEHbI A0IDKHbIE U3MEHeHWs 8 cueT [epxatena?

11

MpouagonbHo BbIGpaTb 5 oTYETOB 00 YTEPAHHBIX M NOXULEHHBLIX
KapTOuKax 3a AaHHbIN Nepuoa N NPeAbIAYLLMIA MECAL,; YOeAUTbCS, YTO
BLINONHAIOTCA  vHCTpyKuMM HBY u  ycnosua cornaweHwi# ¢
KOMMNAHWSMU MO BLINYCKY KpeAWTHbIX, AeBeTOBbIX 1 NPOYUX KapToueK
ans BaHkomaros. Y6eautocs, uToO fleiicTBue KkapTodku  Bbino
HeMeANeHHO NpekpaLieHo, a Takke YTo nepcoHarn GaHka nposepun
BOSMOMHOCGTb TOMO, YTC Napofib MW3BECTEH MNOXUTUTENIO WAK
HallegLeMy KapTouKy.

12

MpouzgonsHo BbiBpath 3 KPEAUTHBIX W AEeBUTHBIX  KapTOuK,
3aKpbITLIX 3a fepnoa U ybeauTses, YTO uHbopMauusa o octaHoBKe
OEWCTBMS KapTOueK C fSaHHbIM Homepom Obina CROEeBpemMeHHo
BHECEHa B CHUCTeMy. 3aperncTpuposartt NPUHUHDL! 3aKpbITUA CHETa ¢
focneaylole AeWCTBMA B cniydae  HeOBbIMHbIX cuTyauui.
Mposeputs, u4To B Gasy JAaHbX W e©xefHesHbIA  dhadn-
COMPOBOXAEHNE BHECEHDL! AaHHbIe O 3aKPbITUM  KapTouky, a Takke
YTO CYLIECTBYET KOHTPONb 3a CBEpKOW AaHHOro daitna/oTyeTa ¢
MCXOAHBIMY LOKYMEHTAMU,

13

PaccuuTaiite cpefHuit A0X0R 3a HOAGPL NO BbIAAHHEIM KpeaUTam
(cueT 6041) u cpasHuTe CO cpeaHeil NPOLEHTHON cTaBkol no
KPSAUTHLIM KapTOuKamM M3 BbiGopky. TIPOKOMMEHTUPYHTE Pasnuyus.

14

MonyyuTe GNUCOK NPOCPOYEHHBIX KPEAUTOB COCTOsHEM Ha 30
HonGps 1999 1 onpegenuTe npubNUaUTENbHLIA 0OBEM pesepsa NoA
KPeAUTHbIE PUCKY U3 OTAENA NNACTUKOBLIX KAPT. YBeauTses, uTo
NPOCPOUEHHDBIE KPEAUTS! BKIIOUEHb! B BLIBOPKY AepxaTenei
KPEAWUTHBLIX KAPT U B CIIUCOK. A Taicke pesepBbl COOTBETCTBYHOT
HopmaTueam HBY ¥ crnocoBHbI afeKBaTHO NOKPLITh NOTEpKn No
KpeauTam B KpeAUTHOM nopTdiene.

15

W3 otuera YrpauHckoro {Ipoueccunrosoro LieHTpa, 3a ABa AHA B
HosBpe, caenaiite BoIGOPKY U3 10 gepxareney, He BRMIOUSHHbIX B
BuIGopky (CM. nyHKT 1) U oNpeaenuTs CNeayioLlee:

A. Onepauuu 3a geHb Gbinn 3aHeceHbt Ha cHeT Oepxarens

B. [lepxarenb MMeeT AeiCTBUTENbHOS cornatusHue.

16

MNonyunTe  CAMCOK  CAMCaHHBLIX  KpeauToB 3@ nepuog,
3aKkaHuMBarLuica 30 HosGps 1999. OnpegenvThb, 47O 3TN onepaLuu
6bInv 0TOGPaKEHL! Ha c4eTe 9611,
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Step

Description

Done by

Working paper,
reference

Receive the current list of the Merchants from Plastic Cards Division.

Determine the total number of merchants. From this number decide
on sample size. Sample size may be on the basis of a whole number
or percent of the total number of merchants. Suggest using a percent,
say 5 percent. Use the random number program on the Audit Grid
to generate the sample records..

Place results in Sample Coverage Summary Table below. If a
larger coverage of transactions, turnover or income per month is
desired, run the program again

Selected information on Merchants to be present in random Selected
Information on Merchants Table, below:

Merchants number;

Number assigned by Bank.

The name of the enterprise;

Number of POS_terminals / Imprinters;

Date of agreement (registration of trade point);

Number of transactions for a month (most recent month - at the
discretion of auditor);

Total volume for a month.

Total commission for a month.

Build selection table on above criteria from data in Transmaster
Merchant Database.

a)

Import selection table into Excel Random Selection Macro File
Spreadsheet.

b)

Follow Instructions Spreadsheet to generate the random
selection. Then complete the following audit steps for the
records selected.

Verify existence of the agreements between Bank and enterprise by:
(1) Comparison to Merchant Agreement Files and (2) Positive
Confirmation Letters to merchants selected in sample, attached.

Select one week into a recent month, at the discretion of auditor, to
provide and check mutual settlements (clearing) between Bank and
Merchant, on the basis of the statements / reports / journals of
accounts (of the selected Merchants).

Check up timeliness of registers of the payment documents ! "slips"
from the Merchants and term's of money passing to an accounts of
the Merchants, their conformity with agreement between Bank and
Merchants,

Verify accuracy of payments and accounting entries;

Reconcile acceptance of trade receipts from the enterprises and make
register accept "slips” for day or some period (at the discretion of
auditor) with formed "Report about sending» in UPC;

)

Verify, that the commission income on transactions with the
Merchants is taken into account on the appropriate accounts (ac._
6110) and for appropriate period; ,

e)

Verify procedures on follow up control in Plastic Card department. The
transactions of the Merchants are in accordance with the described

107



International Business & Technical Consultants, Inc.
U.S. Agency for International Development

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-226-6525
Kiev 252034, Ukraine Fax: 380-44-246-4953
procedures in Technological cards and functions of responsible

persons).

Analyze presented documents of the Merchants (Clients) for solvency
8 | evaluation and limit determination on authorization. Sent letter by fax
to 8 or 10 of the forty Merchants and confirm the following:

a) | Information to agree such as — date of conclusion, commissions &
efc.;

B) | Volume of select test period and date settiement received for test
period;

¢) | Amount of any unsettled claims against AVAL Bank.

Note: Responses to the confirmation letters should be sent directly to Internal Audit Depariment

Determine and analyze main causes of Chargebacks and review

9. procedure for charging/charging off of the protested amounts. Receive
the list of “Chargebacks” during the test period. Obtain information to
present in_the table:

a) | Name of the enterprises;

b) | The reason for charge off;

¢) | Date charge off;

d) | Date of receipt the protested sum,

¢) | Result of conducted negotiations on *Chargebacks”

Selected Information on Merchants Table -1
Merchants No Name of | No of Date | No of | Total Comm
Number Assgn | Company | POS of Trans | Volume | per Mo
By Terms | Agmt | per [perMo
Bank Mo
Sample Coverage Summary Table — 2
Number of | Number of Turnover for Income for a
Merchants | transaction | amonth (UAN month
Description for a month /1000) (commissions)
1 Randomly selected

Merchants — 1% Sample

2nd Sample, if Necessary

Total Sampie

Total of Merchants

LIRS L

Percentage coverage of
sampling
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War

Onucaxue

WcnonHutens

Ccbinka Ha
pabousre
OOKYMEHTEI

MonyunTts cnncok Toproeues OT flenapTamerTa NNacTUKOBbIX KapT

Onpepenute oBliee konuyecTeo ToprosueB. Ha ocCHoBe 3TOrQ
BLINONHUTL BLIGOPKY. Bbibopka moxer GasupoeatecAa Ha ofLuem
KONMUYECTBE TOprosLes NUBo Ha onpeaeneHHoM npoleHTe oT oblero
KONu4YecTea TOProBLEB.

MomecTuTb pesynbTatel B Tabn. lpuMep NOKPLITHA BbIGOPKY
(npepcraeneHa Huxe). Ecnu Heobxoaumo Go'Abluee KOMMMECTBO
Tpaxcakumii, 6o'nblume obopoTel U Go'nblMA A0X0A 32 MecAu, To
EbINONHUTL NPOrpaMMy eLue pas,

WUHdopmaumio © ebnibpaHHbiX Toprosuax fIpesctaBute B BuAe
Tabnuusl Uidopmauua o BeibpaHibix Toprosuax:

4)

Mopaakoekli HoMep,

5)

Homep npucBOEHHbIA BaHKoM;

B)

HaumeHoeaHue Toproeua (KOpuandieckoro nuuay,

I)

Konunuecrso POS_TtepmuHanos nny MIMApudTepos,

[JaTta 3aknioueHus Aorosopa (perucTpayums Toprosoil ToUKN),

E)

KonuuecTso NpoBed&HHbLIX onepayuii 3a meca (3a npeabiaytui
(HeaaBHUI) Nepuos — Ha YCMOTPEHUE ayanTopa);

)

OBLymid 06s8M onepaumnit 3a Mecal|

3

O6Lan cymma KOMUCCHOHHBIX 332 MECAL|

PazpaBoTaTte Tabnuuy BmGOpKy B COOTBETCTEBUM G KPUTEPUAMM,
onucaHHBIMK Beilwe w3 Hasb! faHHbIX Toprosues TpaHcMacTep.

A)

MmnopTuposaTh TabnuLy BLIGOPKM B MaKPOC Cry4aitHo# BeIGOPKK
AAHHDBIX.

k)

CnenosaTbk MHCTPYKUMAM 3n. Tabnuubl Ans MOArOTOBKM CnyvaiHON
BuIBOpKYU. 38TEM BbINOAHUTE LIATM Si151 BIGPaHHbIX AaHHBIX.

MpoBepuTL Hanuuue JOroBopoB Mexay BaHkom u Toprosuem
(HOpuandeckam auuomM) cnegytomm obpasom: (1) CpasHUTL dainbi
C KOHTPAaKTaMU C TOProBLuamu 1 (2) CpasHWUTL MUCbma
NOATBEPMAEHUS C TOProsLUaMy, nonNasLLMMK B BbIGOPKY.

Mo ycMOTpeHwio ayawtopa, BbiOpaTh OAHY Hepemio B Mecaue Ans
nposefeHus NpoBepku  B3auMopacuéTos  Mexgy bBaHkom
ToprosueM, Ha OCHOBaHUM BLIIMCOK / OTUETOB / XYpHAIoB pacq&Tos
{no sulBpaHHbiM Toprosuam):

4)

[poBepuTh CBOEBPEMEHHOCTE  MOA@YM  PEECTPOB  RAATEKHLIX
AOKYMEHTOS / «cnunos» OT TOprosues W CTPOXM 3a4UCNeHUn feHer
Ha cHeTa ToproBUEs, WX COOTBETCTBUE COrNAaLLEHNio Mexay baHkom u
Toprosuem.

k5)

TnoBepUTE TOYHOCTE BBIMITAT M BYXrantepckux NpoBoAok,

B)

CBepUTb NPUHATME TOProBbIX KBUTAHUMA OT NpeanpuaTui
COCTABREHHbIt PEeCTp MPUHATBIX «CAMNOB» 3a fAeHs/nepuog co
cthopmupoBanHeiM «OTYETOM 0 nockinke B YL,

I)

MpoBepuTb, YTO KOMMUCCWOHHbIE AOXOAbLI N0  onepauvsaMm ¢
ToprosuUaMy YHUTLIBAIOTCH HA COOTBETCTBYIOLMX cueTax (c4. 6110} v

1.

s,

Sy
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33 COOTBETCTRYIOWMA Nepuos,;

A)

Mpoeeputh NpoueAypb! nocnegroHTpons B OTaene nnacTukoBbIX
KapT. YBeautcs, YTo onepauuy ¢ TOproBLamn COOTBETCTBYIOT
TEXHOMOTNHYECKUM KapTam U 0Bs3aHHOCTAM COOTBETCTBYIOLLMX
COTPY/{HVUKOB.

MpoaHannavposaTh JOKYMEHTbI NpeacTasnseMble Toproslyamm
(KnueHTamu) 4NA OUEHKW KPEANTOCNOCOBHOCTU 1 YCTaHOBEeHUA
AMMUTOB Ha aBTopusaumio. Mocnatb nucema (chaxcom) 8 unu 10 13
40 BuIGpaHHbIX TOPrOBLEB ANA NOATBEPHAEHUA CreayloLled
nHOpMaLInK:

A)

Virdpopmauus U3 JOroBopoB, Taxkas Kak — 4aTa 3aKnoyeHus
[0roBOPA, NPOLEHT KOMMCCUOHHBIX U Npoyne HeobX. AatHble,

b)

O6vtem onepaumit B ayAupyeMoM nepuoae U Aata pacyeTos 8
ayavpyemoM neproae; _

B)

KonMuecTBO Kakux-Nubo HepaspelLéHHbIX TpebosaHuii (MCKOB)
BLICTABNIEHHBIX BaHKy

BryTp

Mpumeuanue: OTBET HA NOATBEPXKAAIOWEE MUCHMO AOMKeH ObTb NOCnaH
EHHEro ayauTa.

HenocpegCTBeHHO B OenapTamenTt

BhIICHUTL W NpoaHan®3upoBaTe OCHOBHLIE NPUHKHD! BO3HVKHOBEHUA

9. | «Yapubekos» N yCTAHOBNERHYIO NPOLEAYPY NOCTYNNEHUs / cnucaHus
€0 cy&ToB TOprosUes ONpoTeCToBaHHbIX CyMMm (FlpoBepute Hanu4uue
TexHONOMMYECKON KapTel NO AaHHO onepauuu). Tlony4uTk CnMCox
ONpOTECTOBaHHbIX CyMM “Hapubexor” 3a ayAnpyembtii nepuoa.
[onyyeHHyK UHpopMaUuio NpeACTaBnTs B Tabnvuye:
4) | Haumenoeatye Toprosua;
E) | NpwdinHa cnucaxms,
B) | Aarta cnncaHus,
) | Aara 3a4McneHna onpoTecTOBaHHOW CYMMBb!, ‘
JU) | Peaynerar npoBefEHHbIX Neperosopos no «Yapubekams.
N opmayua o Toprosuax Tabn. -1
Homep Howmep, HasBaHue | Kon-Bo Hata Kon-Bo Ob6bem Kommucc
oproBua | npuceoeH | komnaxuu | POS KOHTPAKT | Ofepauni | onepauvi | MOHHbI
HbiA TepMUHan a 3a MecAy | 3a MecsAl e 3a
OaHKOM OB Mecsy,
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Mpumep nokpbiTUa BoIDOpKK Tabn. -2
Konuu-so Konuu-Bo O6oporT 32 KomuccuroH-
BuOpaH. | onpepauwi HIOSb Mecay Hblid f0X0A 32
Onucanmne rpegn- 3a VoMb (FPH. /1000) MioNb MecaL
pPUSITUIA MecsL,
1 KpynHsle npegnpusaTia
2 MpeanpusTis
BblfpaHHLIe Ha y¥rag
3 Bcero BbiGpaHHbIX
NpeANPUATHA
4 Beero npeanpusatii
5 MpouexT NOKPLITUR
BLIGORKH
5

il
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MKT

MKT

MKT
MKT
MRT
MKT

MKT

MKT
MKT
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Function

1. Develops division marketing strategy

2. Advertises for:

a, Cardholders to use meschant services
b. Corporate card agreements
¢. Merchant agreements

3. Concludes:

&, Merchant agreements

b. Salary payment agreements

c. Telecommunication agreements

d. Clients of travel agencies when they travel abroad

4, Training of cashiers
a. for small branches
b. for merchants
5. issues procedures for small branches

8. Develops forms for card agreements for small branches

7. Locates sites for ATM placement
8. Concludes agreements for ATM placement

Aval Bank Credit Card Division Audit Program Attachment IVg

Automated Audit
Procad or Sys Check

Reports Used by Credit Card Depts Techno! Card System Cks Audit Step
(note missing controls)

Report on the toaded payrolt joyrnals - amounts of the tpaded amounts of

salaries, boruses, elc. by the Salary Projects of the Central Office. The report is

generated based on data from the Information Processing Department.

UPC weekly report on "acquiring” for all merchants of the Bank - Used to
estimate efficiency of cooperation with each partner company.

LFC_daily shipment reports on ali merchants of the Bank by payment
systems.

UPC reports on transactions of specified merchants for specified periods (on
request)

UPC Monthly report "Settlements" - used {o estimate profitability of card
business as a whole.

Monthly report from joint-stock company "Bankomsyys" on the radio
communications services provided. Used to estimate its performance.

Reports and extracts from the "Register” merchant' s data base Select random sample of 10 merchants  First Automated
records from the Register extract to Random Selection of
trace to agreements to verify that they  records 1o be tested.
are authorized and up-to-date.

Authorization History - (for spacific card/or merchant) provided by urC Select random sample of 10 _salary_
A payment records from the database

extract to trace to agreements to veridy

that they are authorized and up-to-date.

Nilson Reports Select random sample of 3
telecommurication agreement records
from the database to trace to
agreements to verify that they are
authorized and up-to-date.

Select randem sample of 5 records on
ATM placement from the database to
trace to agreements to verify that they
are authorized and up-to-cate.

Select random sample of 5 agreements
on ATM placement from hard copy files
and trace to agreements file on the
database 10 verify that they are there
and up-te-date.

Page 1 Audit Program Grid - for Credit Card Activities at Aval Bank - English




Vit

Function Reports Used by Cradit Card Depts

Technol Card System Cks

Automated Audit
Proced or Sys Check

Audit Step

Intemalional Relations Department

Fiies with incoming chargebacks are received from UPC. - The files contain
the transaction data, chargeback reason code, etc. Can be relrieved from the
UPC exchange server any fime. Used for chargeback processing.

1. Communicates with intemational payment systems

2. Setllement services for agent banks and affiliated banks  Reports with previous two week authorization volumes of outqoing

transactions - performed with the use of affiliate member bank cards, Received
by e-maff daily from UPC. Used for risk control of affikate bank card operations.

3. Handles dispules between merchants and cardhokders,
©.g. chargeback resolution

Reports with previous month _setttement volumes of outgoing transactions

- performed with the use of affiliate member bank cards. Received by e-mail daily
from UPC. Used for risk controt of affiliate bank card operations.

Reports of sufficlency of funds by agent banks on correspondent accounts

with Aval - Each agent bank distributing Aval cards among his customers must
maintain a certain amount of funds on his cor. account witt: Aval to guarantee
transaction settlement for the cards he has distributed. The reports can be
generated any time by a software developed by a technical support dept.
programmer, The software uses TransMaster databases,

[rlnformatlon Processing Department I
Batch Report - contains payments

1. Handles issuing of cards
2. Replenishment payments
a, Cardholders

b, Salary projects

3. Concludes Agreements

a. corperate card agreements
b, agreements with individual cardholders

3. "Manages cardhelder database on Transmaster System" Card List - generaled using appropriate option of TransMaster. Contains a fist of
cards and cardholders in compliance with indicated parameters.

Page 2

Select random sample of 2 records on
chargebacks from the database. for
each reason code to trace to
agreements Lo verify that they are
authorized and up-to-date.

2. Select random sample of 1 record on
outgoing transacions from the database
for each affiliated bank agreement to
verify that they are authorized and up-to-
date.

Select random sample of 5 records of

outgoing transactions received from
UPC by e-mail each day on the previous
month to trace through 1o seltlements
wilh affiilated banks.

Select random sample of 5 records from
the database to {race to agreements to
verify thal they are autherized and up-to-
date.

3. Sefect random sample of five
disputes to verify they were resolved
property and timely.

a. Select random sample of 5 Corporate
Card Agreements from the database to
trace through the system to verify to
cardholders agreements (files),

<. Select random sample of 25 -
cargholder records from the database to
trace through the system o verify to
cardholders agreements (files).

Activities with the Clients and
Information processing Dept.

Audit Program Grid - for Credit Card Activities at Aval Bank - English
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Function

4, Processing of Payrolls received via E-mail (Salary
Projects)

Reports Used by Credit Card Dapts

Report on loading of salary file - contains the parameters of the processed

payrell fila (amount, number of accounts, emors revealad).

it

Page 3

AUV aiy MU
Proced or Sys Check
Technol Card System Cks Audit Step

Consulting services to the clients
on opening and closing and tariffs
of the Bank and balances of the
accounts.
Compare customer complaints to
Blockingfunblocking of the funds  blocking and unblocking procedures.
on the clients'accounts,
Inputiwithdrawal of the cards
fromio stop-list.

Processing of the information on
ATM cards

Imlementation of telex
authorization for the operations,
atc,

Processing of Salary Breakdown
Flle, via E-mail

Key Requirements
Present service is provided to the
legal entities who have a general
salary agreement with the Head
Oftice of Bank Aval

Before dissemination of salary file Review agreed provisions for two salary
distribution via e-mail, the client  agreements, and compare to how the

{legal entity} has to sign an system is actually working prior to and
additional contract with the Head  during payroll disbursements to
Office of Bank Aval which employees,

regulates thes operations

{Appendix I).

Audit Program Grid - for Credit Card Activities at Aval Bank - English
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Function

Reports Used by Credit Card Depts

Page 4

Technol Card System Cks
After signing the additional

agreement, the Bank has to
prepare a specimen of the
software PGP {Pretty Good
Privacy) to the client. After this the
client and the Bank exchange
clear ciphering keys for the data.
The physical transfer of the
software and cipher key to the
client is documented with the
conveyance letter {Appendix 2). if
necessary, responsible employee
of the IT Department consults with
a representative of the Client
regarding the software issues.
Ciphering of the data is done,
using asymmetrical model with
ciphering key of 1024 bytes.

Exchange of Cipher Keys between|
the Bank and the Client

The Bank and the Client have to
assign responsible individuals
from both parties for the
safeguarding and use of the
cipheting keys and passwords of
PGP,

Audit Step

DA e e

Proced or Sys Check

Audit Program Grid - for Credit Card Activities at Aval Bank - English



AUIOMATET AUDIT
Proced or Sys Check
Fupction Reports Used by Credit Card Depts Technol Card System Cks Audit Step
Responsible employee of the Bank
passes the software to the
responsible employee of the Client
togsether with glebal key to install
the PGP on the Client's computer.
This transaction is documented by
the representatives of both parties
in two copies of the conveyance

fetter.

Responsible employee of the For the two agreements selected, look
Citent installs the software on his for any evidence that the password has
computer and ¢raates a key to been compromised, e.g, written down or

pass it to the Bank. The password Passed around the department.
has to be memorized and if

necessary, to be stored in the

vaukt.

Upon the transfer of the key to the
Client, representatives of both
parties have to sign the copies of
the conveyence letter,
¥
The responsible employee of the
Bank has to install the key into the
system for further operations.

The responsible emplayee for the
fulfillment of the above is Senior
Engineer of the IP Dept. of the
Plastic Card Division.

The Supervisor for the
fmplementation of the above is the
Head of the IP Department.

Operation of the Salary Payment
) System

The Cilent using the "Salary”
installed by the Bank creates a
salary distribution file with the
extension .dbf and text file with
salary listing,

4
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Function

Reports Used by Cradit Card Depts

Pl

'

Page 6

Automated Audit
Procad or Sys Chaeck

Technol Card System Cks Audit Step
The enterprise sends salary funds

to the Bank account defined in the

general salary agreement. The

amount defined in the file has to

equal amount of sent salary funds.

The enterprise, in accordance with
the general salary agreement,
sends tha total commission
amount for the cashfsettiement
services to the Bank.

Responsible employee of the
Client zips the text file and listing
file by RAR.exe with the extension
dbt

The enterprise ciphers the file with
its own key.

The enterprise includes ciphered
file into a single message and
sends it to the bank to the address
satary@card.avalbank.com in the
following manner: SALARY <name
of the enterprise><Number of
people in the file>. For example,
SALARY:ZATZustaz:208

tpon the recelpt of the salary
funds to the account #2908, the
employae of the Bank responsible
for the processing of the salaries
fite has to perform the following
tasks:

- Raview the =alary spreadsheet
of the enterprisee

- Decipher it and verify the
authorization of the electronic
signature

- Calculate the amounts

- Review the accuracy of the
structure of the database

Verify the correspondence of the

total amount in the text fite with
amount of the sent salary funds.

Audit Program Grid - for Credit Card Activities at Aval Bank

- Engtish
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Function

1. Settlements with Merchants and Financial nstitutions

Reports Used by Credit Card Depts

fad

3

Page 7

Technol Card System Cks

~ Allocate safary amount to card
accounis of the enterprise
employees, using "Salary™
software during three banking
days.

Audit Step

After implementation of all the
aperations, responsible employee
of the Bank sends e-matil to the
Citent stating that the the salary
file has been processed and funds
were distributed to the card
accounts. Otherwise, if there are
errors, e-nail message weould
specify that a failure occured
white receiving salary file for
processlng, with the reasons for
failure and detaited fist of the
errors.

‘The responsible employee for
implementation of the above is
Economist of the IP Dept.

The Supervisor for the
implementation of the above is the
Head of the 1P Deot,

The general supervision of the
requirements is done by the Head
of the 1P Dept.

Settlemant with Merchants TC-97

Automated Audit
Proced or Sys Check
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Automated Audit
Proced or Sys Check

Dept Function Reports Used by Credit Card Depts Tochnol Card System Cks Audit Step
PCT

The officer of the Plastic Card
Transactions Department obtains
slips from merchants, checks
them for accuracy and enters data
into the register of slips received
during the day, indicating
consolidated reports’ numbers
and the amounts. The copies of
ihe register are submitted to the
UPC oparator on a daily basis for
further transaction processing
purposes. The register Is prepared
in two coptes. Upon submission to
the UPC, it is signed by the officer
of the External Settlements

Division and by the UPC operator.
PCT

n¥

UPC's Settiements Divislon keys
in the data from the merchants’
slips and generates a daily report
on transactions processed (Report
on shipment), which is sent to the
Barnk via e-mail. Based on the
report and using settiement
software, the officers of the
Plastic Card Transactions
Department generate the register
with the following being recorded:
transactions by each individual
merchant, the name of the
mearchant, trade point code, loan
account number, Branch ID Cede
of the recipient bank, commission
charged and by Visa-EC/MC and
CirrusiMaestro payment systems,

117
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Dept
PCT

PCT

PCT

PCY

PCY

PCT

/2o

Function

2. Selllements with Payment Systems

Reports Used by Credit Card Depts

Pl

Page 9

Technol Card System Cks

Based on the settlement register
and using interim entry program,
the PCT Dept. officers authorize

final entries to be carried therough

the operating day of the Bank to
the General Ledger.

Authorized entries are recorded in
the payment document register.

The register is signed by the Read
of the PCT Dept., the assigned
employae and the officers that
have A&B signature authority. In
case entrigs are made manually,
thera is a memorial order prepared
upon the entry of the internal
document. The memorial order is
signed by the Chief Accountant,
the Head of the PCT Dept. and the
aseigned officer. In case funds are

transferred to the account of other

banks' customers or to the branch
zecount, there Is a payment order
prepared, which is signed by the
officers that have ASB signature
authority and it is stamped
approved,

Settlament with Payment Systems
VISA-UMC

Statements for Visa-UMC clients'
payments arrive electronicaily at
Aval Bank from UMC {incoming
files-thorough leased line).

Technlcal Support Dept. engineer
from the Credit Card Division

processes incoming files for Visa-
UMC card transactions by loading
tthem to the Transmaster System.

Automated Aud]t,
Proced or Sys Chack

Audit Step
Reconcile summary of postings made to
merchant accounts in GL to detail in
activity in merchant accounts over 2 one-
week period, Note: this control is
migsing in Aval procedures. ft is
assumed that the shipment reports are
correct, That makes this audit step more
important,

Prepare register of manuat entries for a
one-week period and trace them to
proper authorization. Note: this control,
Is missing in Aval precedures. That
makes this audit step more important,

Audit Program Grid - for Credit Card Activilies at Aval Bank - English



Automated Audit
Proced or Sys Check

Dept Funpetion Reports Used by Credit Card Depts Technol Card System Cks Audit Step
PCT Compare charges made to clients

acceunt to accounting entries over a one-
week period in the Transmaster System
to those made to the General Ledger.
Aval activity in Transmaster in Bank
Avall with that in Banks® GL. Note:_this
control is missing in Aval procedures.

. That makes this audit step more
Funds are charged off the client's jpanant.

account, statement is prepared.
Based on the statement, the
economist from the PCT dept.
records cover in UMC settlement
acceunts minus the bank’s fees.
PCT
All accounting entries are
recorded in the PCT Dept.
PCT

After cover is recorded, payment
order is prepared and signed by
the 1st and 2nd persons entitled to
slgn documents. Head of the PCT
and the officer. The number of the
incoming file, total amount of the

[ transaction, and bank's fee is
provided in the deseription of the
payment. Payment orderand a
copy of the statement are also
kept in PCT,

PCT
Settlements through International
Payment Systems

PCT Compare amount processed through
UPC cn a one-day test period, with that
recarded in Aval clearing acceunts and
that posted in Aval ccorrespondent
accounts in seftlement banks.,

For transactions with credit card
Visa International, issued by a
Ukrainian Bank {oxcept Avai),
settlements are processed
through NBU; for international
cards Visa - Chase Manhattan
Bank NY; for Eurocard,
Cirrus/Maestro issued by
Ukraininan Banks {except) Aval
and banks affiliate members of
Europay Internationat - Ukainjan
Export-import Bank, international
cards Eurocard, Cirrus Maestro -
Midiand Bank, London; for
international Mastercard - Chase
Manhattanb Bank.
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PCT

PCT

PCT

PCT

PCT
PCT

/22

Function

3. Seltlernent on ATMs
4, Settlement with affiliated banks

Reports Used by Credit Card Depts

Automated Audit
Proced or Sys Check
Technol Card System Cks Audit Step

Settlements with payment

systems for operations with craedit

cards are recorded in Aval

correspondent account in

settloment banks,
Compare UPC transmissions to Bank  This step should be
Aval with PCT accounting entries for automated as a
several days fo ihe GL. Note: this “compare” program.

Daily, UPC submits to the Bank,  £onirol is‘missing at Bank Aval. That

the electronic varsion of the makes this audit step more important,

getttement of transactions

processed for each day reflecting

each payment system separately.

The Chief or Senior Economist of

the PCT Dept. analyzes reports

and records appropriate

accounting entries in subsystem

Visa, Master.
Review documentation for agreements.
with international payment systems -
make tests to ensure that data sent was
equal to dala received.

Documenting procedures: The
foltowing documents raceived, are
submitted by the payment
systems and are the bases fo
recording settloements with the
payment systems: (1) Visa
International - Statement VSS,
TOPAZ, (2} Europay International,
Cirrus/Maestro - Statement ECCS,
(3) Mastercard International -
statement INET, sent by UPC
electronically. Incoming and
outgoing transaction files are
provided by UPC, such as:
customer settlement ite-files
(consolldated), sr-filos covers for
acquiring (for banks affiliated
members). Acceptancelsign-off of
funds realized by settlement
banks base on the respactive
statements.
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Automated Audit
Proced or Sys Check

Dept Funetion Reports Used by Credit Card Depts Jechnol Card System Cks Audit Step
PCT

Settlements with Bank Affiliates,
and Members of Europay
International using plastic cards

PCT Recencile amount passed to an affiliated
. bank.

Bank Aval implements settlements
for the bank affiliates who are
members of Europay International.
According to the agreement, all
the settiements are made in the

o national currency of Ukraine.
Bank Aval receives a commission
of the settlement bank, calculates
and receives a commission for
interchange according to the
agreements with bank affiliates
members of Eurepay International.

PCT Settlaments are implemented in
the UPC which creates a report on
processed transactions on a daily
basis as of the previous date and
sends it to the Bank In the soft
copy (NB.report). Baged on NB-
report, the accounting entries are
made,

PCT Settiement process is fully
automated. Therefore, reporting
files are loaded into the Operating
Day of the ISAQD, and thereby
posted to the General Ledger,

pPCT In order to implement the
settlements, Bank Aval has
opened clearing account 2924411

,‘2—3 Page 12
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Automated Audit
Proced or Sys Check

Dept Function Reports Used by Credit Card Depts Technol Card System Cks Audit Step
PCT All the entries are reflected in the

register.
PCT 5. Settiement on joint projects with other firms

The register is signed by the
individual who has a right of
secondary signature, head of the
PCT Cept., and the responsible
employee.

Pi

he 3
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Automated Audit
Proced or Sys Check

Dept Function Reports Used by Credit Card Depts Technol Card System Cks Audit Step
MON-24hr 1. 24 hour cardholder support services ||24 Hour Customer Service Section

MON-24hr Functional Responsibilities:
MON-24hr

1. Opening special plastic card
account {SCA), necessary
documents and bank’s Tees

MON-Z4hr
2. Account balance since the last
upload, if necessary - current
account balance
MON-24hkr
3. Location of ATMs in Ukraine
and other cities of the world.
MON-24hr
4. Client assistance program -
change of lostistolen cards,
instant cash disbursement.
MON-24hr Services to Clients
MON-24hr
1. Place the card on the Stop-list,
MON-24hr
2. Render services to clients
MON-24hr - lostfstolen card
MON-24hr
- instant cash dishursement
MON-24hr L
3. Handle substandard situations:

MON-24hr

- investigate reasons why clisnts
refused to process transaction,
and release client’s accounts.

MON-24hr
- support clients at times of
global problems (disconnection of
UPC, problems with payment
systems, etc.

MON-24hr

- Inn such substandard situation, a
division staff member has to
connect with Blocking System and
the system that delivers data
about ¢lient account balance
through UPC in a form of e-mail.
(UPC Inquiry Service).

MON-24he
- based on the answer, the staff
member has to determine
accessible balance in the account
and the blocked ameunt,
MON-24hr
- negotiating return of plastic
cards that ware withdrawn by
mistake from Bank Aval clients.

;g-;m
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Dopt
MON-24hr

MON-24hr

MON-24hr

MON-24hr

MON-24hr

MON-24hr

MON-24hr

MON

MON

ATMS

ATMS

ATMS

l2g

Eunction

2, Prevent overdraits and quick reaction time when they
oceur

3, Monitoring of merchant activities

1, Technical Support for operating ATMs

2. Supply cash to ATMs

Reports tsed by Credit Card Depts

=~

Technot Card System Cks
Major Reasons for card
withdrawal are:

Audit Step

1. Placement of card on stop list,

- assigned employee has to verify
correttness of adding a plastic
card to the stop list.

. assigned employee has to assist
enly users of "golden' or
corporate plastic cards.

- assigned employse has to assist
any client if the balance if the
balance in the account exceeds
equivalent of USD 200.

2. Incorrect pin input three times

3. ATM withdraws a plastic card as
a rasult of a technical error when
processing a transaction or any
other technical malfunctions.

Monitoring of Overdrafts on Client
Card Accounts

Monitoring Department repords on fraud with the merchants of the Bank

Datly review of the operations
which lead to overdrafts on client
card accounts.

Prepartation of reports relatiing to
the number and amount of
overdrafts on client card
accounts.

Reports on technical condition of ATMs updated every 5 minutes

atmeito.txt - Reflects The events requidng special attention from the beginning of
the day il the current moment

atmhist.ixt - history of events from the beginning of the day fill the current

moment
atmomant.txt - ATM status as of the current moment

Page 15

Verification of causes for
overdrafts,

Presentment of the information
regarding the client debts to the
$ecurity Department of the Plasic
Card Division.

Supplying Cash to ATMs  TC-96

Automated Audit
Proced or Sys Check
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ATMS

ATMS

ATMS

ATMS

Function

Reports Used by Credit Card Depts

retcard.txt - list of cards retained by ATM's for the period from the beginning of

the day till the current event.

Technol Card System Cks Audit Step

The amount of ¢cash and the
sc¢hedule of encashments are
determined by an engineer of the
ATM Support Dept. based on
informationon balances from the
authorization center and taking
into consideration, the
requirement of continued
operation of the ATM and the
established limit.

day). DD=Date, MM=Month, NN=ATM server no.

L3

Reports on technicat condition of ATMs generated once a day (at end of the

The request for total amount of
cash Hryvna by denominations
and cartridges for sach ATM are
signed by the Head of the Credit
Card Divislon and submitted by
the the ATM Support Dept.
engineer to the Deputy Head of the

ICash Desk Transactions or to the
Head of Hryvna Cash Desk.

ctDDMMNRN.txt - reflects the events requiring special attention for previous day.

StODMMNN - history of events for previous day

rcDDMMNN - st of cards retained by ATM for previous day

Page 16

Based on the setond copy of this
request, an officer of the External
Settlements issues a withdrawing
order for the total amount to be
toaded in each ATM.

The cash money is being
prepared, the cartridges are being
loaded, closed and sealed by the
cashier and cashier-controller, in
the presence of the cash desk
manager,

Cash desk of the Bank issues the
cash money to the collector in
compliance with the specification
{signed by three persons: cash
desk manager, deputy chierf
accountant and the collector).

Automated Audit
Proced or Sys Check
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Dept
ATMS

ATMS

ATMS

ATMS

I28

Function

Reports Used by Cradit Card Depts

Page 17

Technol Card System Cks Audit Step

During the course of loading of an
ATM, the ATM Support Engineer
removes the control loading slip
{balance), the system transaction
log {contalning all transactions)
and hands it over to the External
Seftlements officer.

Based on the loading slip, the
External Settiements Officer
issuas a receipt cash order for the
amount unloadaed,

Based on the control balance siip,
the External Setttemonts Officer
issues a withdrawal order for the
ATM balance and a receipt cash
order for this balance to the cash
desk of the Bank, and submits it to
the Deputy Head of he Cash Desk
Transactions or to the Head of
Hryvna Cash Desk.

ATM transactions in a detailed
report by withdrawal transactions
is received daily by the UPC,

Automated Audit
Proced or Sys Check
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Dept
ATMS

ATMS

ATMS
ATMS

ATMS

TECHS
TECHS

TECHS

TECHS

/a??"

Function

1. Supports and maintaing intra-office e-mal system and
electronic document flows

2. Creates programs for generating reports for the other
departments, particularty the Plastic Card Dept.

3_Database administration for the Oracle Transmaster
System

4. Technical suppert for office equipment (PC's, printers,
workstations, etc.}

Reports Used by Credit Card Depts

retcarNN.all - summary list fo cards retained by ATMs for previous 30 days

¥

Technol Card System Cks

Documentation: An External
Sottlements Officer conducts a
highertype journal for each ATM
inctuding: {1) Receipt cash order
for the amount of loading, {2) ATM
control siip for the amount of
foading by denominations, {3}
Withdrawal cash order for the
unloaded amount, (4) ATM control
slip for the amount of unloading
by denominations, (5) Withdrawal
cash order for the amount of ATM
transactions for the period
between encashments, {€)
Consolidated report on
transactions via ATV, and (7)
Reconciliation reports.

A ground for accounting entry on
transactions via ATM is the
consaolidated ATM report, “audit”,
which contains transaction
amounts for every day of the
encashment pericd. This
reporting file is subimitte by the
UFC.

Reports on_Financial Status of ATMs

dispens.txt - amount of dispensed cash money for each ATM form loading till
current moment. Used to schedule encashments. Genereated by UPC at

request of ATM Support

av_dDDmmpNN - ‘detailed report’ on 2l transactions of each ATM for previous
day. Generated by UPC at the end of each day. Used as a source of statistics on

daily tumovers tor scheduling encashments,

-No Reports Used or Prepared-

Y

Page 18

Aval Bank's Transmaster System

Preparatory aclions: From 9-9:30
am Find out NBU exchange rate.

Automated Audit
Proced or Sys Check
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Automated Audit
Proced or Sys Check

Dept Function Reports Usad by Credit Card Depts Tochnel Card System Cks Audit Step
TECHS §. Technica! development work on new projects - programs Check server with system data.

deal with work related to payment systermns and sevices to

clients.

P
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CARDPAY

CARDPAY

CARDPAY

urC

urC

2y,

Fungtion

1. Develops software for UPC and 2600 POSs and ATMs
throughout Ukraine

2. Instals and services 2000 ATMs and POSS$ - acts as
vendor.

3. Bills Bank Aval for servicing all of its POSs and ATMs,

1. Online processing center for 17 Ukrainian Banks

2. Aval Bank is its kiggest client bank accouating for 50% of
its gross revenue.

Reports Used by Credit Card Dapts

Page 20

Yechnol Card System Cks
Check accuracy of the current
data in the system and on the
server,

Audit Step

Transfer UPC data to Aval through
oxchange server from 9:30 am -
190:00 am and 4:00 pm - 5:00 pm

International W-files and local L-
files of transactions

E-files with pins

A-files with amounts blocked
during authorization

Reporting files necessary for
International settliement dept
activitios received from Visa and
Europay for settiements with
merchants and financial
institutions

Use of Plastic Card System - from
10:00 am - 1:00 pm and 2:09 pm -
4:00 pm

Monitor user authorization to
various menu selections,

Assistance to the departments of
the Credit Card Dept.

Database and register adjustment
based on the documents furnished
by the staff of the Credit Card
Division

Restoration of data lost during
system failures:

Inform atll users about failure
incurred.

Restore data base on the 1ast back-
up.

Grant access {0 economists to
rastore data based on the sourd
documents, such as agrrrments
with clients, payment orders, etc.

Upload international and local files
with transactions.

Automated Audit
Proced or Sys Check

Audit Program Grid - for Credit Card Activities at Aval Bank - English



E

L2,

Function

Reports Used by Credit Card Depts

Page 21

Technol Card System Cks
Inform all users about restoration

of the system.

Monthly {on12th) at the end of the
reporting period when the bank
calculates interest payable and
receivable on customer accounts
for the period administrator has to
calculate fixed payment for the
period, such as piastic card user
monthly fee, fees for statement
proparation, efc, After that,
customer accounts are either
debited or cradited.

Preparation of monthly reports for
bank's customers - payments

processed onloff plastic cards.

Scheduled operations: From 10:00
am - 10:30 am and 5:00 pm - 5:30
pm

Exfract data about purchases,
payments and drawings from the
appropriate local and international
files of transactions to temporary
databasel.

Accapt and record to the client
data base files with PiNs,

Accept and record to the client
data base flles with amountss
blocked during authorization.

Input current foreign currency
exchange rates.

Monitor data in the temporary data
hase.

Add data form the temporary to
the permanent data base.

Refresh payment data base which
is used as a back-up of the
payments processed for the
month - add new data from the
temporary data base.

Audit Step

Automated Audlit.
Proced or Sys Check
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Function

Reports Used by Credit Card Depts

Page 22

Automated Audit
Broced or Sys Check
Technol Card System Cks Audit Step
Prepare the list of cards with
overdrafts to be added to the
"soft" stop Hst.
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Automated Audit_
Proced or Sys Check

g
L)
2

Function Repotts Used by Credit Card Depts Technol Card System Cks Audit Step
Accumulate debits and credits for
each plastic card account for the
month.

Refrash stop-list (add and
dliminate plastic cards fro the fist)

Prepare daily list of input data.

Prepare daily Balance Sheet for
plastic card accounts,

Prepare a check list for plastic
card accounts,

Prapare Q-file with authorization
parameters and S-file with the
stop-list.

Prepare exporting files.
Repeated registration of data with
unchanged registration date.

Submit exporting Q-files to UPC,

Evening back-up of payment card
system (Transmaster system)

o from 5:00 pm until the completion
of the task.

Copy files to back up disk.

Archive files in the back up disk.
Move archive to ong-term bask up
disk. ’

Change data registration card,

Double check of data integrity,

Responsibily - The senior engineer
of the division parsonally
accounts for accurated
performance of the tasks
described above.

IP, TECHS Personalization of Plastic Cards

-
P " Parsonalization of Plastic Cards
TC-101
P Once a day, employees of the

department responsible for cliont
sarvices (IP) create a file for
persenalization of he card data
(out-file) based on the client data
input by the card system. The
Schadufe is as follows:
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Dept
TECHS

TECHS

TECHS

TECHS

TECHS

IP, TECHS

TECHS

Zig

Function

Reports Usad by Credit Card Depts

P

Fage 24

Technol Card System Cks
16:30 - 15:45 - Creation of cut-files

15:45 - 17:00 Printing of PIN
envelopes

17:00 - 18:00 Personalization of
plastic cards (Visa, EureCard)

09:00 - 12:00 Personalization of
Debit plastic cards (Maestro)

Ha\’ing afl the necessary
equipment compliance with the
rules of international settlement
systems VISA and Europay,
employee of the techincal
department {TEGHS) generates
and prints personal PIN code in
the envelopes.

if plastic materiaj js stored in one Review policy as compared to actual
physical secwity provided,

jocation and personalization is
done in another, the
transportation of the plastic
material and personalized cards is
implemantod in special case
accompanied by security
employees of the Bank. The case
must be closed. One key has to be
stored in the vault where the
plastic is stored, and another key
has to be stored in the
personalization room,

|| Personalization Process 1

Responsible employee creates a
daily fite for personalization of
cards, using card system (out-
files)

Audit Step

Compare total of daily file of totals
personalized with new card with those
sent with PINs to new hads

Automated Audit,
Proced or Sys Check
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Specifications for automated random selection procedure for audit testing

1 input - "test data for audit procedure” data matrix worksheet
2 Provided - unique name for each random selection audit step on the "Audit Procedure Worksheet"

3 Create unigue no. identifier for each record.
4 Provide option to either select a fixed number or percent of the universe random sample generation.

5 Place this option in the column next to the audit procedure
6 output - selected records worksheet

Audit Program Grid - for Credit Card Activities at Aval Bank - English
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CONTROL
NUMBER

)37

NAME

(20) alphanum
DNEPR NIGHT BAR
DNEPR PANORAMA BAR
DNEPR RESTAURANT
DNEPR EXPRESS BAR
DNEPR HALL BAR
DNEPR RECEPTION
NIGHT BAR
PANORAMA REST
HOTEL RECEP
HOTEL KYIV LOBBY
HOTEL DENIPRO REST
UMC SHOP 1

UMC SHOP 2

UMC SHOP 4

UMC SHOP 5

UMC SHOP 6

AMC KYIV 1

AMC KYIV 2

AMC KYIV 3

AMC KYIV 4

AMC KYIV 5

AMC KYIV &
SUPERMKT ALADIN 1
SUPERMKT ALADIN 2
GOLD FISH REST
TRAVELTOURS 1
TRAVEL TOURS 2
TRAVEL TOURS 3
TRAVEL TOURS 4
TRAVEL TCURS 5
TRAVEL TOURS 6
GOLDEN TOURS 1
GOLDEN TOURS 2
GOLDEN TOURS 3
GOLDEN TOURS 4
GOLDEN TOURS 5
GOLDEN TOURS 6
RIVER SHOP 1

RIVER SHOP 3

RIVER SHOP 4

AMOUNT

(15) alphanum
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
6110795 (USD)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
111255 (UAH)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (UsD)

TEST DATA FOR AUTOMATED PROGRAM

TO SELECT A RANDOM SAMPLE

DATE
(10) date
2-0ct-96
3-Jan-97
6-May-98
3-Oct-88
2-Jan-98
15-Jun-98
12-Jul-28
2-0ct-96
3-Jan-97
6-May-98
3-0ct-98
2-Jan-98
15-Jun-98
12-Jui-88
2-0ct-96
3-Jan-97
6-May-98
3-0ct-98
2.Jan-98
15-Jun-98
12.Jul-98
2-0ct-96
3-Jan-97
6-May-98
3-Oct-98
2-Jan-98
15-Jun-98
12-Jul-98
2-Oct-96
3-Jan-97
6-May-98
3-0c¢t-98
2-Jan-98
15-Jun-98
12-.Jul-98
2-0ct-96
3-Jan-97
6-May-98
3-Oct-98
2-Jan-98

COMM-TERM
(15) alphanum
AV AN I
33
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.6\3.1
3\3\3
3A3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
3\3\3
3\\3
3.5\3.5\3.1
FAVAKC]
3\3\3
3\3\3
3.5\3.5\3.1
AR AN
3A3\3
3.5\3.5\3.1
3\3\3
3\3\3

LIMIT
(15) alphanum
I150\250\0
10007\500M\500
150M\250\250
150\250\0
1000\500M\500
150\250\250
150M\250\0
1000\500\500
150\250\250
150\250\0
1000M\500M\500
150\250\250
150\250\0
1000\500\500
150\250\250
150\250\0
1000\500\500
150M\250\250
150\250\0
1000\500\500
150\250\250
150\250\0
1000\500\S500
150\2507\250
150\250\0
1000\500\500
15072500250
150\250\0
1000\500\500
1500250\250
150\250M\0
10007\500\500
150M\250\250
150M\250\0
1000\500M500
150M\250\250
150\250\0
100075000500
150\250M\250
150M\250\0

TURNOVER
(15) num
93777.89
32235.00
2245.00

667775.00
3434.00
78765.00
93777.89
32235.00
2245.00

667775.00
3434.00
78765.00
93777.89
32235.00
2245.00

667775.00
3434.00
78765.00
93777.89
32235.00
224500

667775.00
3434.00
78765.00
93777.89
93777.89
32235.00
2245.00

667775.00
3434.00
78765.00
93777.89
32235.00
2245.00

667775.00
3434.00
78765.00
93777.89
32235.00
2245.00

QTYTRANS
(10) num
51
45
66
101
33
44
51
45
66
101
33
44
51
45
66
101
33
44
51
45
66
101
33
44
52
51
45
66
101
33
44
51
45
66
101
33
44
51
45
66

COMM-AMT
(15) num
2813.34

967.05
67.35
20033.2%
103.02
2362.95
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
967.05
67.35

Audit Program Grid - for Credit Card Activities at Aval Bank - English



/.35

RIVER SHOP &
RIVER SHOP 7
RIVER SHOP 8
RIVER SHOP 9
RIVER SHOP 10
RIVER SHOP 2
RIVER SHOP 11
RIVER SHOP 5
RIVER SHOP 12
RIVER SHOP 15
RIVER SHOFP 14

222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)
222335 (USD)

TEST DATA FOR AUTOMATED PROGRAM
TO SELECT A RANDOM SAMPLE

15-Jun-98
12-Jul-98
15-Jun-98
12-Jul-98
2-0ct-96
3-Jan-97
6-May-98
3-Oct-98
2-Jan-98
15-Jun-98
12-Jul-98

=~

3.5\3.5\3.1
3\3\3
3\3\3
3.5\3.5\3.1
A3
A3
3.5\3.5\3.1
3A\3\3
3\3\3
3.5\3.5\3.1
3\3\3

1000\500\500
150\250M250
15\250M\0
1000\500\500
150\250M\250
150\250M0
1000\500\500
15072500250
1567\250M\0
1000\500\500
150%250M\250

667775.00
3434.00
78765.00
93777.89
32235.00
2245.00
667775.00
3434.00
78765.00
$3777.89
78765.00

101

44
51
45
66
101

44
33
44

20033.25
103.02
2362.95
2813.34
967.05
67.35
20033.25
103.02
2362.95
2813.34
2362.95
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Major Activities of Marketing Department '

Yurly Kucherenko, Head of Marketing Dept. 7-28.00

Marketing
start  )—p-|develops CCD
mkt strategy &

To get card-
holders to use
merch services

Dpt. Stret.
Corp Card
Marketing e ——p|Agreements e
Department § @
Advertises \
Merchant Concluded by Mktg trains their
Agreements - |Marketing cashiers
Training of
\ 4 cashiers
Marketing - el
assists small Mktg concludes
branches agmt to place
[~ A[lssues _¥|ATMs
+ procedures & Salary Payment » Concluded by Mktg looks for
guidelines Agreements ————— | Marketing »|sites for ATMs ¥
Marketing ATM Dept

develops Forms
for card

agreements for
small branches

f

Telecommunicati
on Company
Agreementsin
Kiev

Clients of Travel
Agencies

Concluded by
Marketing

. >

Concluded by
Marketing

1. Concluding Corp Card agreements in an Information Processing function.
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Major Activities of Marketing Department

Marketing Department

. Develops division marketing strategy
. Advertises for:
a. Cardholders to use merchant services
b. Corporate card agreements
c. Merchant agreements
. Concludes:
a. Merchant agreements
b. Salary payment agreements
¢. Telecommunication agreements
d. Clients of travel agencies when they travel abroad
. Training of cashiers
a. for small branches
b. for merchants
Issues procedures for small branches
Develops forms for card agreements for small branches
Locates sites for ATM placement.
. Concludes agreements for ATM placement

w N =

N

0N oo
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International Relations Department

Shasha Gubarev, 7-28-00

International Communicates with

Relations international payment
Department " |systems

Provides settlement
services for agent
banks and affiliated
banks

¥

Handles card disputes
between merchants and
cardholders, e.g. charge
back resolution

Note: Gained good understanding of handling of disputes between cardholders, merchants and affiliated banks and the Card Security Department (outside the
CCD) - and the problems involved with credit card frand and how the bank incurs losses in this area,

International Relations Department
1. Communicates with international payment systems

2. Settlement services for agent banks and affiliated banks
3. Handles disputes between merchants and cardholders
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Information Processing Department

Information Processing Department Eugene Demyanov, 7-31-00 and 8-3-00
and demonstration of Transmaster System on 8.2.00

Issuing of Cards

>

For cards with

Individuals
Concludes /

Agreements For Corp Card
———P|Agreements

Replenishment
payments for

cardholders and
salary projects. \

¥ prol Manages
Cardholder
Database

Transmaster
System

Note: First good look at relationship of Cardholder Database and relationship with UPC database - system demonstration yesterday showed
complexity of system design and operation of the Transmaster Cardholder Database.

Discovery that there is only one customer account for both debit and credit card activities.
Information Processing

1. Handles issuing of cards
2. Settlements and payments
a. Concludes corporate card agreements
b. Concludes agreements with individual cardholders
¢. "Manages cardholder database on Transmaster System” -- ask them what they mean by this.
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Plastic Card Transactions Department

Piastic Card Transactions,Oksana Bober, Head, 7-31-00 & 8-3-00

Settlements with
Merchants & Financial
v P |nstitutions

Settlement with
Payment Systems

Settlernent on ATMs

Settlement with
Affiliated Banks

Settlement on Joint
Projects

Note: Described the work of her 5 bookkeepers and daily updates of CCD GL. It took some time to relate her daily work to the systems — but it was our first look at these relationships.
We gave her copies of some earlier flowcharts and she is reviewing them and making comments to update and validate them.

Plastic Card Transactions Department

1. Settlements with Merchants and Financial Institutions
2. Settlements with Payment Systems

3. Settlement on ATMs

4. Settlement with affiliated banks

5. Settlement on joint projects with other firms
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Monitoring Departinent

Monitoring Department, igor Nelepa, 8-1-00

24 Hour Client
support services - two
> telephone lines

Preventing over-drafts and
and providing quick reaction
time when it occurs - e.g.

overdraft management
P

Monitoring of
merchant
activities

Note: Only 2 telephone lines with no stacking of waiting calls.
Monitoring Department
1. 24 hour cardholder support services

2. Prevent overdrafts and quick reaction time when they occur
3. Monitoring of merchant activities
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24 hour service Hotline

24 Hour Service Hotline Department |

Two telephone lines
for anwering calls, but

»no stacking

v

Administered by the
Monitoring
Department

[
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ATM Support, Sergy Aletdinov

ATM Support Department

Technical Support of

- operating ATMs

Supply cash to ATMs

o

e

Note: Went into a lot of detail on how the encash ATMs and remove cartridges and relevant controls and safeguards relating to personnel and steps involved.
Detailed description of how cardholder DB and accounts are updated and cards are personalized.

ATM Support

1. Technical Support for operating ATMs
2. Supply cash to ATMs
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Technical Support Department

Technical Support Department, Eugene Kadema -8:2-00

Support and
Maintenance of
" Stagt — Payment Systems

Personalization of
Plastic Cards

Support of E-mail
» System & Elec. Data
flows

Create programs for
————>|generating reports

Database Administration for
Qracle Databases, e.g.

¥

Transmaster System £

Technical Support for
P office equipment

- New
Technicat Support for P
. . L ayment

office Technical Devel Systerns
| Work for new projects L4
Ll .

Services to
Clients

Note: Detailed description of how cardholder DB and accounts are updated and cards are personalized.

Technical Support Department

i. Supports and maintains intra-office e-mail system and electronic docurment flows

2. Creates programs for generating reports for the other depariments

3. Database administration for the Oracle Transmaster System

4. Technical support for office equipment (PC's, printers, workstations, etc.)

5. Technical development work on new projects - programs deal with work related to payment systems and sevices to clients
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International Relations Department

Cardpay, established in 1997, Peter Hnatuk, 8-4-00
Volodmyr Sharayevsky, Managing Director

Develops
software for UPC UPC grew out of
and 2000 POS Cardpay in 1997
and ATMs > ——>
thoroughout
Ukraine
Aval purchased 100
l {ATMS from NCR

Cardpay is an NCR
partner but can service

Siemans, Diebold and fnstals and services Bills Aval for
other ATMs. 2000 ATMs and POSs, servicing all of its
acts as vendor » b0Ss and ATMs

Cardpay, Ltd.
1. Develops software for UPC and 2000 POSs and ATMs throughout Ukraine

2. Instals and services 2000 ATMs and POSs - acts as vendor.
3. Bills Bank Aval for servicing all of its POSs and ATMs.
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Acts as an online
praocessing

center for 17
banks

thoroughout
Ukraine - Aval is
its biggest
accounting for
50% of its
revenue.

International Relations Department

UPC grew out of
Cardpay in 1997

UPC - Ukrainian Processing Center.

5l

1. Online processing center for 17 Ukrainian Banks
2. Aval Bank is its biggest client bank accounting for 50% of its gross revenue.

UPC (Ukrainian Processing Center), established in 1997, Grew out of Cardpay, Peter Hnatuk, 8-4-00
Volodmyr Sharayevsky, Managing Director

Note: Detailed description of how cardholder DB and accounts are updated and cards are personalized was provided.
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Cardholder and Corporate Card and Salary Agreements

Personalization of Plastic Cards

Replenishment of Accounts



Merchant Agreements and Settlements
and International Clearing Audit Procedure

Merchant Agreements
Concluded by the Marketing

Department
Cashiers of Merchants trained by
Marketing Department

Credits to Merchants' Accounts

Transactions come to UPC
Those with POS terminals come
in by dial up or leased line
connections
Some bring in diskettes
Those with manual card devices,
send in their slips to Bank Aval

Transactions sent by leased line to Bank
Aval to Plastic Card Transactions

Department for settlement
Entered into Bank's Transmaster

system

A

Charges against Cardholder Accounts

Settlement with international payment
systems

1St



Agreements for ATMs

{Location of ATMs

Encashment and Servicing of ATMs

4
s
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Payment Systems
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Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

1 EXECUTIVE SUMMARY

The main focus of the assignment is to review the accounting and information process of Avai Bank’s Plastic Card
Division. The scope of work is to review and propose improvements to the Card accounting process and how to provide a
controlled interface with the deposit accounting system in Aval.

1.1  SUMMARY RECOMMENDATIONS
Reorganize the Plastic Card division to focus the card operations on control functions (See 4.1.1 below)

Since there is no acceptable sub-ledger deposit application system available at Aval Bank for debit card accounts, or sub-
ledger loan accounting for credit card accounts, it is recommended that Aval take the following action.

1.2 |IMMEDIATE RECOMMENDATIONS FOR CARDS

Invest immediately in a minimal enhancement effort to,
- organize and manage the Transmaster database and system as a sub-ledger accounting system (See 4.1.2t0 4.1.7
below)
. develop a control sub-system “around” the Transmaster database
. for deposits/liabilities {debit cards) and credits/assets (credit cards) '
to record batches, detail entries, sub-totals and totals for the four intra-day updates and for a day’s complete cycle
of activity
to provide greater detail and better control over the Operating Day postings from debit/credit card transactions

Add Merchants accounts to an accounting system for merchant credits, commissions, etc.
« an immediate option is to add the merchants as analytical accounts to Operating Day
. eventually, the merchants should have deposit accounts in the same sub-ledger as all deposit accounts

Develop a comparison and recongciliation process for Aval Transmaster vs. UPC Transmaster. For the immediate term,
the process can be relatively simple, for reconciling,

»  Customers, accounts and cards, and

. Balances; blocked and available

1.3 INTERMEDIATE/LONGER TERM RECOMMENDATIONS FOR CARDS

Expedite the acquisition and installation of the IFS TP-l card processing and management solution (Also consider other
back-office card management software, such as, IFS TP-CMS).

13 September, 2000 : 1 International Business & Technical Consultants, inc.
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Acquire and install a capable deposit accounting solution and a loan accounting solution for the card accounts, either by,
. expediting ROBIN development to provide deposits and loans with the necessary functions, or,
buy and implement a proven software solution from a proven vendor

1.4 IMMEDIATE/INTERMEDIATE RECOMMENDATIONS FOR IN HOUSE SYSTEMS

The ROBIN system, which is the early stages of an Aval Bank in-house development of a core banking systems solution,
lacks many basic Customer and Deposit functions that are considered standard for a commercial banking solution (see
Appendix 5.1 for systems requirements). According to bank management, Aval Bank has decided not to continue with
banking systems development using the IBIS consulting company. Consequently, the Bank has undertaken an in-house
development effort that is a change from the IT Strategic Plan developed for 2000.

It is strongly suggested that Aval Bank re-consider the current in-house development of its banking systems.

Aval management should reassess the feasibility of Aval Bank acquiring package software for the Bank's systems
solutions.
Consider that the investment in ROBIN to-date is minimal.
«  Explore all possible funding options; capitalization, third party leasing, partial sub-system migration vs. total core-
banking installation, etc.
Invite 4 — 5 internationally well-known Banking Software vendors to give presentations on their package solutions;
include ALL relevant Bank staff, end-users from branches and head office, procurement, IT, and Audit.
.« Packages have proven internal control, balancing and international accounting standards including flexibility for
domestic nuances.
. In-house systems development is one of the highest risks a bank can encounter.
« Packages are supported by:
knowledgeable support teams
end-user associations
complete documentation
complete systems for many countries, accounting methods and different size banks.

If the Bank decides that an in-house development is still the only option available, then the ROBIN development effort
should be expedited and enhanced.

« the ROBIN development effort should be pursued under a prototype development methodology

.+ the development effort and methodology should be enhanced by:

13 September, 2000 2 International Business & Technical Consultants, Inc.
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inviting internationally known Commercial Banking Solution providers to present demonstrations and marketing
brochures of their respective “core banking” application systems solutions (if not done as part of “build vs. buy”
decision

defining and creating an end-user and auditing advisory team to provide banking business and internal control
functional input to the development specifications

enhancing the development team with outside senior banking business analysts with expertise in contemporary
commercial banking systems

developing system and end-user documentation (e.g., add objects to display screens or online help integrated
within the ROBIN system)

installing a “Change Management” process to mitigate the risks of in-house development by communicating
progress and activities that may impact different areas of the Bank

installing a “Release Control” methodology to assure properly prepared (tested and signed-off) and carefully
distributed iterative versions of software

13 September, 2000 . 3 : International Business & Technical Consultants, Inc.
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2 INTRODUCTION AND BACKGROUND

The Aval Bank in Kiev, Ukraine began offering the banking payments services of plastic cards, including debit cards and
credit cards, to individuals and corporations approximately three (3) years ago.

The Bank developed the card payment business, the internal bank operation and the internal transaction control gradually
via the natural process of add-on departmental functions as needed, plus assistance and instruction from the international
payment systems, e.g., VISA, MasterCard, Eurocard, etc.

As a result of trying to be responsive to the market and install the necessary processes as quickly as possible, an overall
coordinated and integrated card payment process with other interdependent banking systems was not realized.

Although a sub-ledger system is being used to account for the balances, transaction accountability, control of the
accounts and supporting the use of the card payments, the system is not functionally adequate or integrated with the
required other banking systems. These other systems include, e.g., deposit accounting, loan accounting, general ledger,
customer information, and external international payment systems.

The sub-ledger system, known as “TransMaster”, provided by the vendor Konts from Riga, Latvia was incomplete, with
some functions containing processing errors, when originally installed. Due to the rapid growth of the business, the “learn
as you go” development process of the Bank users, the minimal support from the software vendor, the TransMaster
system has not been enhanced to the necessary level of internal control and integration to other bank systems.

This sub-ledger system is installed and used in Aval Bank and is closely integrated with another similar TransMaster
database used for intra-day authorizations. The intra-day database is installed in the Ukrainian Processing Center (UPC).

In addition, no effort has been made to install a surrounding and supportive control sub-system for the TransMaster
database at Aval, the Intra-day TransMaster authorization database, or for the interfaces to general ledger or deposit
accounting.

As a result of this lack of control fo transparently report the accuracy and data integrity of the plastic card database and
transaction processing, there exists some doubt as to the accuracy and appropriateness of the figures posted to the
general ledger for the plastic card business.

The Senior Management at Aval Bank is concerned that assets and liabilities are not reported completely and accurately.

13 September, 2000 4 International Business & Technical Consultants, Inc.
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2.1 PURPOSE AND OBJECTIVES

The main focus of the assignment is in the accounting and information process area of the Plastic Card Division. The
understanding is fo review and propose improvements to the Card accounting process and how to interface with the
deposit accounting system in Aval.

More specifically, to provide the Client, Aval Bank, with suggested improvements to the accountability, reconciliation, data
control and management information of the information capture, process, storage, refrieval and display of the Customer
transactions initiated using plastic cards.

The task will consist of the following components:
Discovery and review of current plastic card fransaction and deposit accounting processing, for individuals,
corporations and merchants

« Assessment of the effectiveness, completeness, accuracy and timeliness of the card payment transaction process and
the deposit accounting systems

. Recommendations for re-engineering the card transaction process and probable integration with the deposit
accounting sub-ledger system, including the data controls for the intra-day authorization data base, the Aval card
account sub-ledger data base and the Aval Operating Day (generai ledger) data base.

13 September, 2000 5 international Business & Technical Consultants, Inc.
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2.2 SOURCES DOCUMENTS AND INTERVIEWS

The following source information for studying the current situation was provided and found to be very helpful.
2.2.1 Documents

Technology Cards are used to develop a working relationship between the employee and the Bank. 1t should be noted
that, although every attempt is made within the Technology Cards to define a work responsibility completely, there are
always special conditions that arise in a day that must be handled that may not be specifically included in the Technology

Card description. Job descriptions should leave some room for interpretation and additional tasks that either, come up
extemporaneously, or are recognized as needed but not described.

it appears that the narrow focus of the Technology Cards allows for the lack of an overall view of the function and concern
for data control.

Plastic Card Division Technology Cards
Marketing Department
__. Sale and sign-up Sale of Plastic Cards
International and Inter-bank Liaison
90. Bonus Payment for Seizure Finding of Plastic Cards
91. Charge backs
Information Processing
103. Processing of Payrolls Received via E-mail (Salary Projects)
125. Information Processing Department Technology Card
Plastic Card Transactions
05. Settlements with Payments Systems
96. ATM Operation
97. Settlements with Merchants
133. Settlements with VISA-UMC Cards
134. Settlements with Affiliated Banks Europay Members
Monitoring Department
__. 24 Hour Cardholder Service Regulation
__. Monitoring Department Charter
105. AVAL Bank Regulation on Plastic Card Overdrafts
ATM support
99. On ATMs

13 September, 2000 6 International Business & Technical Consultants, Inc.



Bank Customer Deposit and Plastic Card Payments Systems
Diagnostic and Accounting Enhancement Recommendations

Technical Support

101. Personalization of Plastic Cards, 2000

102. Payment Card System Administrator Job Description
Retail Non-Trade Department Synopsis

Services and supporting systems

Other documents provided to understand the conditions at Aval Bank and the Ukrainian Processing Center (UPC).

Aval Bank Master Organization Chart, March 2000
Aval Credit Card Division, 28 July 2000
Transmaster User Manual, Issuing, Part 1: Client, Accounts and Cards
Transmaster User Manual, Issuing, Part 4: Monthly Processing
Card Pay Brochure
Ukrainian Processing Center (UPC) Brochure
UPC Strategic and Business Planning Document
Card Pay Strategic and Business Planning Document
IFS International, Inc.
Corporate Brochure
TPIl EFT Management System, Product Summary Document
TP-CMS Issuer and Merchant Functions and Facilities
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2.2 2 Interviews/Discovery Meetinas

The following interviews and visits were conducted during the assignment. The topics covered developing an
understanding of the scope of work, Aval's specific concerns, workflow description and analysis, and the condition of
various data systems at the Bank.

Jakov V. Smoliy, Deputy Chairman of the Board

lvan Voloshchuk, Aval Chief Account

Peter A. Hnatluk, Director Division of Retail Banking

Eugene Plotitsa, Deputy Director of Retail Banking

Andriy V. Smilyanets, Chief of Information Technology Department
Andriy B. Dzubatiy, Deputy Chief of information Technology Department
Yurly Kucherenko, Marketing Department, Card Division

Shasha Gubarev, International Relations Department, Card Division
Eugene Demyanov, Information Process Department, Card Division
Oksana Bober, Plastic Card Transactions Department, Card Division
Igor Nelepa, Monitoring Department, Card Division

Sergy Aletdinov, ATM Support Department, Card Division

Eugene Kadema, Technical Support Department, Card Division
Kalinouska Nataliya ivanouna, Deputy Chief Accountant, Foreign Exchange
Velichko Nina Vasilievna, Deputy Chief Accountant, Plastic Cards

Chenirhiv Branch
Aval Deposit Accounting System (ROBIN) Development and UAT (User Acceptance Testing) Test Site

13 September, 2000 8 International Business & Technical Consultants, Inc.
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3 SITUATION DISCOVERY.AND ANALYSIS

The discussion regarding the current conditions at Aval bank for the plastic card account and transaction processing, and
the deposit account and transaction processing are handied separately in the following sections. The Plastic Card
organization, systems and processes are separate at this time. The subsequent recommendations bring the processes
and systems together.

3.1 PLASTIC CARD DIVISION

The Plastic Card business and supporting bank organization has been developing over the last three years. The business
was initiated in approximately 1997 and has been growing ever since. Based on the figures provided, the rate of growth
has been about 5-10% every month such that the business doubles about every year.

Generally, the Ukrainian retail banking market has not, and still does not trust doing business with banks, especially
deposits for safekeeping. Banks have historically had a difficult time acquiring retail deposits and subsequently using the
funds to invest in lending or other earning assets.

With the combination of direct deposit payrolls (“salary projects™) and card technology (ATM’s, POS devices) Aval Bank
has grown the retail deposits and debit card business. The credit card business has grown as well, but not nearly as
much due to the lack of credit worthy individuais.

Since Customers can access their salaries quickly and directly at these card devices, the Customers are leaving their
money in the accounts and the balances are growing. The success of the product (i.e., direct salary deposit and debit
card), has encouraged additional card business that now needs better systems and data control.

Aval management developed the Plastic Card Division as the business grew by adding sections responsible for specific
aspects of the card business, e.g., new account, payments/replenishments, charges, merchant settlements, payment
network settlements, affiliate/agent reconciliation, plastic embossing, etc.

Plastic Card Transaction System

An inexpensive card processing system was acquired from a small software vendor from Riga, Latvia. The system was
actually designed to be the front-end intra-day transaction approvat system and, in addition, was never thoroughly tested
or prepared for live transaction processing. The system is called Transmaster (TM) and has no su b-ledger accounting
processes or reports. Additionally, none of the individuals that work with the system trust the reporting that the system
produces.

13 September, 2000 9 International Business & Technical Consultants, Inc.
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One form of the Transmaster (TM)system is installed in a front end payments processing service center that also provides
the “switch” that communicates with the card devices for cash and trade (ATM's, POS), and the international payment
systems/networks (e.g., VISA, Euro MasterCard, cirrus, etc.)

Another form of Transmaster is installed in Aval Bank and is used to record the Customer, Accounts and cards. This form
of TM is posting deposits, payments, charges and withdrawals, and being used as a deposit sub-ledger system but lacks
any overall controls.

Additionally, the debit card accounts and the credit card accounts are on the same Transmaster. This is proper for front-
end authorization but not for sub-ledger accounting.

Data Controls

The separate sections of the Plastic Card division (see 3.1.1 below) process their respective transactions, however,

normal standard posting procedures and verification of successful updates are not followed. For example;

. charges are posted directly by the plastic card techriical staff from files provided by UPC without any audit trail or
journal such as batch detail or totals,
payments are extracted from general ledger cash desk recordings and then re-keyed and staged for processing
without further verification of successful posting,
salary payments are received via files or keyed in and staged for processing without further verification of successful
posting,

Basically, each section focuses on their respective transaction responsibility, but there is no overall accounting control,
which would normally begin with the start-of-day (SOD) balance, apply intra-day transactions and prove to the end-of-day
(EOD) balance.

In addition, detail listings of batches of work do not exist or are not readily available. The postings to general ledger are
provided in bulk figures with no detail backup for verification. During some of the discovery meetings, errors or rejected
transactions were noticed and there was no known explanation.

The operating assumption is that if each transaction is properly posted then the whole must be correct. There are no
procedures to verify that all transactions that should have posted, in fact did, or are identifiable as a reject to be corrected
and re-entered later. See 3.1.2 below showing separate processes but no overall control.
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Since the card business is growing significantly, some internal data control and account sub-ledger balancing should be

installed. The recommendations section of this report offer some short term and longer term solutions to this control
problem. See 4.1.1-4.1.7.

13 September, 2000 : 1 International Business & Technical Consultants, Inc.
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3.1.1 Current Plastic Card Division Qrganization

Non-Trading and Payment Cards

(Retail Banking)

Non-Trading Operations
Services
individuals

l

Debit/Credit Card Division

Loans
Individuals

()

)

()

)

)

@)

)

Plastic Card Information Technical Inter-bank & Marketing ATM Monitoring
Transactions Processing Support International Support Plastic Card
Relations Transactions
DSettlements ®Card Issuing ®Support software ®Liaison OMarket strategy ®Cash D24 hour Customer
-Merchants used in plastic card International Replenishment Support
-Financial Inst. @Agreements division Payments @Advertising &
-Payments Systems -<Individuals Promotion @Minor maintenance @Overdraft Mgt.
-ATM -Corporate @Card @Settiement
-Affiliated Banks Personalization Transfers @Merchant @ Merchant Activities
-Joint Projects @Replenishment ~Agent Banks Agreements Mgt.
-Payments ®@Process Card -Affiliated Banks
-Salary Projects database updates @Corporate Salary
-Intra-day updates @Charge back Project Agreements
-Process Charges Resolution
-Adjustments ®Training/Guidelines/
Procedures/Forms
©ATM Placement
-Site Selection
-Agreements
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3.1.2 Current Plastic Card Transaction Flow

New Card
Applications
-Branches —p | New Customers
. New Agreements
New Cards

new cards I

mbossing PIN Client Payments
ambosss
technical  Information Cash D.eSK
support processing | Operating Day
MH Salary Projects
processing Corporate
Payments
Branches :
Charges - “Slips”
Merchant
Settlement
Aval Operating Day

General Ledger

Accounting
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Aval Bank Ukrainian Processing Real Time Switch
refrésh Center
information changed
! accolunts
processing
# N
Local Auth
data entry TransMaster o TransMaster ocal Authorization
1 “accounting” “front end authorization” < ATM
S Database Database POS
Information | T # Debit/Credit Accounts Debit/Credit Accounts
processing P
Gata entry A 2 “sub-ledger accounting” “intra-day authorization”
&file 4 ¥ day
¢ #
Information e
:r:gsasmg | —p {4 intra-day data refresh
. 3 only — no “posting” style Intl Authorization visa
data entry : {4 Intra-day updates) update < ___ euroMC
" from Aval processing) cirrus
G —> etc.
files 4
technical
support A Various filg transfers &
< < >
files ATM status
plastic card Capture Purchase/Trade Merchants
processing < Charge “slips” ATMs
files Cash POS
- — International visa
Payment systems euroMC
settlements cirrus
s, nts, fees, adjustmen etc.
extract all previcus day fransaction
fax/mgmo >

Operating Day posted by branch & currency for:
~corporation — Individuat line item

Special Handling/&djiiasments

Special Handling/Adjustments

residant - bulk Direct Changes to database - Direct Changes to database
-non-resident - bulk
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3.2 DEPOSIT ACCOUNTING SYSTEMS

Aval management recognized shortly after the inception of the Plastic card business that the debit card service requires a
sub-ledger account for replenishment of funds, such as, payment of salary deposits, individual deposits, funds transfers
and the appropriate card transactions (withdrawals).

In an attempt to identify an existing system at Aval that could be used as sub-ledger accounting for the debit cards, the
following assessment and conclusions developed.

3.2.1 Existing Systems

The existing systems in Aval Bank that approximate deposit accounting functionality are, by all opinions solicited,
inadequate for any future use. These systems are known as, ‘
¢ “Sberbank” for pension savings, and

e “ISAOD OVO" for transactions requiring funds on demand, e.g., individual deposits, receiving payments, foreign
currency funding, money transfers, transacting travel checks, etc.

There are other systems focused on payment transactions (e.g., ChekMate/Thomas Cook, in-house check sale/receiving,
Visa Travel Money/Thomas Cook, FOREX transactions, etc.). Separate local consulting companies have provided these
systems.

At a very cursory level of review, the systems are focused on recording transactions and have no broad architectural view
of Customer, Customer grouping or Deposit balance accounting at a sub-ledger level, or in support of Bank Management
Reporting (MIS). They also are criticized for errors and being difficult fo use. These systems were not pu rsued any
further as a possible solution to recording and managing the card accounts.

3.2.2 New Deposit System:

The Aval Bank IT Department is currently developing, in-house at the Chenirhiv Branch location, a deposit sub-system of
what is intended to be eventually the Bank's “core banking” systems solution. According to bank management, Aval Bank
has decided not to continue with banking systems development using the IBIS software development company.
Consequently, the Bank has undertaken an in-house development effort that is a change from the IT Strategic Plan
developed for 2000.

13 September, 2000 . 14 International Business & Technical Consultants, Inc.
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The system was reviewed to evaluate the potential use to record debit card accounts, and as an overall solution to Aval
Bank’s future banking systems needs.

The system is code named “ROBIN” and is developed using contemporary IT development tool sets (e.g., “Power
Builder”, Sybase database management software, TCP/IP LAN and WAN network protocol, “Clipper”, etc.)

Functionally, the system can record Customers, term deposits (Time and Certificates), demand deposits, savings,
currency exchange transactions, and payment orders transactions (e.g., pay invoices, pay bills, transfer funds intra-bank
and inter-bank).

The “ROBIN” system does not process current accounts that are used for Customers’ inter-bank funds transfer
transactions. All current accounts are directly posted as “analytical” line items in the Bank’s general ledger. Inter-bank
transfers are initiated at the Bank ledger leve! and the banking regulations require that the customer account be posted
subordinate to and within a general ledger line item.

ROBIN Assessment

The ROBIN development effort has only been ongoing since March 2000. The intent is to expand the functionality and
include other deposit accounts and also loan accounts. At this stage ROBIN is a very elementary branch banking system.
The system should be given much more development effort and strenuous testing, with user involvement before installing
in any Branch: - - - 2

The ROBIN system lacks the following basic Customer and Deposit functionality to make it a complete solution for
Commercial Banking or adequate for the debit card accounts (see Appendix 5.1 for deposit systems requirements):

Customer missing:
+ Corporate Holding Company and Subsidiaries
e Family grouping known as “House-holding”
« Customer Relationship Management (linking all accounts, cards, products, and services for easy viewing by Bank
officers or MIS repotting)
¢ Customer Demographics (personal, employment, etc.)
« Central Head Office view of Customer
o Systematic linkage to muitiple accounts of one Customer, e.g., multiple deposits, loans, cards, etc.

13 September, 2000 } E] : International Business & Technical Consultants, Inc.
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Deposit Accounting:

Current Accounts

Overdraft accounting

Debit Card accounts

Funds Management and automatic transfer instructions
Statements

Operational and Management reporting

Central Head Office view of Deposit liabilities

Development Methodology:

Low to No User involvement

No audit involvement

No documentation for requirements, systems specifications, business or technical user

Uses distributed “book” architecture (customer and account level data at regional branch level) that will require
end-of-day processing at all regional branches (70+) and local cash desks (1000+), plus extensive balancing and
reconciliation between layers, i.e., cash desks, branches, regional branches, central office and head office.
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4 RECOMMENDATIONS

After assessing the systems situation at Aval Bank in regards to the accounting requirements of the Plastic Card Division,
the following recommendations are offered.

4.1 IMMEDIATE RECOMMENDATIONS FOR PLASTIC CARDS

Reorganize the Plastic Card division to focus the card operations and control functions together and under an overall

control responsibility. See 4.1.1 below. Develop Technology Cards that focus on controlling the Transmaster data day to
day.

Since there is no acceptable sub-ledger deposit application system available now, or in the near term (i.e., one year) at
Aval Bank for debit cards and credit card account, it is recommended that Aval take the following action.

Invest immediately minimal enhancement effort to organize and manage the Transmaster database and system as a sub-
ledger accounting system. A control sub-system can be developed “around” the Transmaster database and process
without a large effort. This effort should be done with in house personnel.

Develop an overall control sub-system of the Transmaster database and system. See 4.1.2 4.1.7

- Develop a control sub-system for the deposits/liabilities (debit cards) recording batches, detail entries, sub-totals and
totals for the four intra-day updates and for a complete day’s cycle.

» Develop a separate control sub-system for the credits/assets (credit cards) with the same details as for deposits.

» Develop greater detail journal for Operating Day postings from debit/credit transactions

Add Merchants accounts to an accounting system for merchant credits, commissions, etc. The first suggestion is to add
the merchants as analytic accounts to Operating Day. The Merchants should have deposit accounts in the same sub-
ledger as all deposit accounts.

Develop a comparison and recongiliation process for Aval Transmaster vs. UPC Transmaster. For the immediate term,
the process can be relatively simple, for reconciling,
« Customers, accounts and cards, and

Account gross balance, blocked approvals, and available balance

13 Septernber, 2000 : 17 International Business & Technical Consultants, Inc.
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4.1.1 Suggested Plastic Card Division Organization

Non-Trading and Payment Cards

{Retail Banking)

Non-Trading Operations Debit/Credit Card Division Loans
Services Individuals
Individuals
|
) Q0 Q0 X
Business Development Debit/Credit Card Operations and Control Customer Care Center Technical/ATM

Marketing

Inter-Agency Relations

Support

DBusiness Planning
-Industry Research
-Regional/National/Int'}
-Marketing Strategy
-Forecasts/Budgets
-Head Office/Branches

@Product Promotion
-Debit/Credit Cards
-ATMs
-Salary Projécts . .
-Private Label Cards

@Business Development
-Merchants
-Corporate Salary Projects
-Agents/Affiliates
-Correspondents
-New Payment Services
-Diners/AE/Carte Blanche
-other

@Training/Guidelines/
Procedures/Forms
-Branches
-Head Office

®ATM Placement
-Site Selection
-Signage/Promotion
-Agreements,

@Overall Daily Reconciliation
-Plastic Cards Updates(Transmaster)
-Plastic Cards vs. Operating Day
-Plastic Cards vs. UPC Intra-day Database
-Daily Contro! Summary Totals

@New Card Business Input
-New Customers
-New Agreements
-New Cards
-Daily Control Detail And Totals

@Balance Replenishment
-Payments
-Salary Projects
-Daily Control Detail And Totals

@Acquired Merchant Charges
-Individual
-Corporate

Al

L A

<Dailv Control Detail And Totals —

@Settlement Control and Transfers

-Merchants
-Agent/Affiliated Banks
-int'l Payment Systems
-ATM's :
-Joint Projects

L -Daily Gontrol Detail And Totals

®Adjustments/Correction input

-All Manual/Direct DB entries
-Daily Control Detail And Totals

®24 x 7 hour Customer
Support
-Individuals
-Merchants
-Corporations
-Correspondents
-Affiliate/Agent
-int'l Payment Systems

@Activity Monitor
-Overdraft Management
-Trend/Fraud, etc.
-Merchant Activities

@Customer Disputes
-all entities (see © above)
-Charge back resolution
-Adjustment Authorization

®Support software used in plas
card division

®@Process Card database
updales

-intra-day updates
@ATM Cash Replenishment
@ATM Minor maintenance

®Card Personalization

®Desktop, LAN, email, etc.

13 September, 2000
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Aval Bank Ukrainian
Processina Center
| Card Operations & Control l \\ N W
N
#
New TransMaster —» TransMaster
Customers 1 "accounting” reftesh “front end authorization”
CashDeck P Agreements s Database changed Database
Cards accéunts
T # \ Debit/Credit Accounts Debit/Credit Accounts
Customer —
g:lr:r;;any —| Payments A 2 “sub-ledger accounting” ke “infra-day authorization”
: X day
Projects Salary Deposits 4P G
Merchant data entry #
“sﬁrg”an —»| Charges - “Slips” &fie I —p (4 intra-day data refresh
P 3 only — no “posting” style
Merchant {4 infra-day updates) update
Payment  _| Settlement G # from Aval processing)
Systems Adjustments ADD Merchants — >
4 To database
R
: Variousifile transfers
ermdossing A * 4.
new cards AT status
“ files Capture Purchase/Trade
Charge “slips”
Branches
files International
. v Payment systems
New accounts, charges, , fees,
Aval Operating Day v - adjus?::m? yments, fees.
General L.edger TransMaster
< Balancing and Control

Accounting

Operating Day posted by branch & currency for:
-corporalion — individual line item
-resident - bulk

-non-resident - bulk

Real Time
Switch

Local Authorization

ATM
4—— POS

Int'| Authorization
visa
euroMC
cirrus
etc,

Merchants
B I ATMs

Cash PGS

visa
euroMC
cirrus
etc.

settlements

13 September, 2000
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4.1.3 Summary Control Report

This control report is for summarizing all the intra-day updates (usually 4) for the entire day. This report would be used to
control the Transmaster and reconcile with Operating Day entries.

Report Id: xx0000xx Aval Debit/Credit Card Control Report Date: 28 August 2000
- Time: 19:10
ltem Counts Balance Control
Customers Accounts Cards Deposit/Liability Loan/Asset
Loan/Excess
Beginning Balance UAH 150,000 175,000 200,000 999,999.99cr  999,999.990R
99,999.99DR
UsD 150,000 175,000 200,000 099,999.99CcrR  999,999.99DR
99,999.99DR
No.1,2,3,4... Daily Process
+ New Customers/Accts/Cards  UAH 50 50 50 5,000.00cr 00
500.00DR
+ uUsb 50 ,,,_ 50 50 5,000.00CrR .00
500.00DR
(Closed Cards) {5) (5) (5)
+ Payments UAH + 100,000.00cr  50,000CR
10,000CR
usD + 100,000.00crR  50,000CR
10,000CR
+ Salary Projects UAH + 100,000.00crR  50,000CR
10,000CR
UsD + 100,000.00crR  50,000CR
10,000CR
- Acquired Charges UAH - 100,000.00DR  50,000DR
10,000DR
- usD - 100,000.000rR  50,000DR
10,000DR
- ATM Cash UAH - 100,000.000r  50,000DR
10,000DR
Usb : - 100,000.00DrR  506,000DR
10,000DR
* 13 September, 2000 20 International Business & Technical Consultants, Inc.
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+ Adjustments UAH + 100,000.00cr 50,000CR
10,000CR
usD + 100,000.00cr  50,000CR
10,000CR
- Adjustments UAH - 100,000.00DR  50,000DR
10,000PR
Usb - 100,000.00prR  50,0000R
10,000DR
Ending Balance UAH 150,050 175,050 200,050 999,999.99crR  989,999.99DR
99,999.99DR
uspb 150,050 175,050 200,050 999,099.99crR  999,999.99DR
99,999.99DR
(Total Closed Cards) UAH 14,005 14,005 14,005 999,999.99CR  999,999.99DR
99,999.99DR
usD 10,005 14,005 14,005 999,999.99cr 999,999.99DR
09,999.98DR
13 September, 2000 21 International Business & Technical Consultants, Inc.
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4 1.4 New Business Detail Control Report

The control sub-system should record all the new business and provide detail to support the summary totals listed above
for each intra-day update processed against the Transmaster in Aval.

Report 1d: ‘'new business detail Aval Debit/Credit Card New Business Report Date:
28 August 2000
Time:
19:10
Customer Number Account/Agreement # Card Number Type
No.1,2,3,4... Daily Process
9999999999 Customer
99999994699 9999999999 Account
99999998909 9999999099 9999999999989999 Card
Total New UAH 50 " 50 50
Uspb 50 50 50
{Closed Carc_is) (5)
13 September, 2000 2z
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4.1.5 Card Account Replenishment Control Report

Replenishment/Payment Report is printed for the input to each intra-day cycle.

Report id: ‘replenishment detail’
2000

No.1,2,3,4... Daily Process

Batch ID: XXHOOKK
Total: XOOCCOOXX
Batch ID: HXIOOCKOOKKX
Total: HOXOOOOKKK

Aval Debit/Credit Card Replenishment Control Report

Customer Number

9999999999
9999999999
9999998999
99999908999
9999998999
9999998999
9999999999
9999998999
9999999999
9999900999

9999999999
89999999999
9999999999
9999999999
9999999999
9999999999

Account/Agreement # Val.

Type: salary project

9999980990
9999909990
9999999999
9999999999
9998999999
9999989999
9999999999
9999999999
8999899999
9999999999

9999999999
9989989999
9989999999
9989999999
9999999999
9999990999

UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH

UAH
usD

Type: individual/corporate payments

usD
usD
usD
usD
usD
usSD

UAH
uspb

Amount

999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,909.00
999,999,999.00
999,999,999.00
999,999,899.00
999,999,999.00
999,999,999.00

999,999,999.00
999,999,999.00

999,999,999.00
999,899,999.00
999,999,999.00
999,999,999.00
999,999,989.00
999,999,899.00

999,999,999.00
999,099,869.00

Date: 28 August

Time: 19:10

13 September, 2000
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4.1.6 Card Account charges Detail Control Report

Charges Detail Report printed for the input to each intra-day cycle.

Report Id: ‘charges detail’
2000

No.1,2,3,4... Daily Process

Batch ID: XXCKOOOOLKK
Total: XHCOCOOXX
Batch ID: YOO XX KK
Total: XXX

Aval Debit/Credit Card Charges Report

Customer Number

9999999999
99999909099
9999999999
9999999999
9999999999
9999999999
8999999999
8999999999
9999999999
9989099999

9999999999
9999999999
9999999999
9999999999
9999999999
8999009999

P

"

Account/Agreement# Val.

9999999999
9999999999
9999999999
9999999999
9999999989
9599999999
9989999999
9999999999
9989999999
9999999999

9999999999
9999999999
9999999809
9999999999
9999999909
9999999999

UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH
UAH

UAH
usD

uUsD
usD
usD
usD
usb
usb

UAH
usD

Amount

999,999,999.00
999,999,999.00
999,909,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,899.00

999,909,999.00
999,999,999.00

999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00

999,999,999.00
999,999,899.00

Date: 28 August
Time: 19:10

Card Type

Maestro
Visa
Visa
Visa
Visa
Visa

13 September, 2000
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4.1.7 Card Account Adjustment Control Report
Adjustments Report is printed for the input to each intra-day cycle. From Plastic Card Technical Support/Monitoring

Report |d: ‘adjustments detail’
2000

No.1,2,3,4... Daily Process

Batch ID: HOOENHAX

Total:  XX00000000 Debit(-)

Customer Number

9999999999
9999990999
9999999999
9999995899
99999999909
9999999999
9999999999
8999999989
9999999999
9999999999

UAH 999,999,999.00
UsSD  999,999,999.00

Account/Agreement # Val.

9999999999
9999999999
9999999999
9989999999
9999999999
9989999999
9999999099
9999999009
9999999999
9999999989

Credit(+)

UAH
UAH
usb
UAH
UsD
UAH
ushD
UAH
usb
UAH

UAH
Ush

Diagnostic and Accounting Enhancement Recommendations

Aval Debit/Credit Card Adjustments Report

Amount

999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,999.00
999,999,899.00
999,9989,999.00
999,999,999.00
999,999,999.60
999,999,999.00

999,099,999.00
999,809,999.00

Date: 28 August
Time: 19:10

Account Type

Debit
Credit
Debit
Credit
Debit
Credit
Debit
Credit
Debit
Credit

13 September, 2000
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4.2 IMMEDIATE RECOMMENDATIONS FOR ROBIN (NEW IN-HOUSE CORE BANKING SYSTEM)
It is strongly suggested that Aval Bank re-consider in-house development of the its banking systems.

Aval management should reassess the feasibility of Aval Bank acquiring a package solution for the banking systems
needs and reconsider the in-house ROBIN development.
. In-house systems development is probably the highest risk a bank can make, other than fraud and improper
accounting.
Packages are supported by knowledgeable teams and user associations with other Banks users, and have full
documentation, completed systems with full functionality features
Packages have proven internal control, balancing and international accounting standards with flexibility for domestic
changes,
Packages have been proven in many countries with many accounting methods, in many banks of many different sizes,
and for many years.
Explore all possible funding options; capitalization, third party leasing, partial sub-system migration vs. total core-
banking installation, etc. £
Consider that the investment in ROBIN to-date is minimal.

Invite 4 -5 Internationally well-known Banking Software vendors to give presentations on their package solutions. Include
all relevant Bank Management, End-users from branches and head office, IT, Auditing. For example,
»  Financial Objects, London
Midas Kapiti International, London
Infosys Technologies, Bangalore, India,
Sanchez, PA, USA
» Callatay & Wouters, Brussels, Belgium
« Alltel, USA/France

After careful consideration, determine that Aval Bank can or cannot consider purchasing proven experienced Commercial
Banking packages.

If the Bank decides that an in-house development is the only option available, then the ROBIN development effort should
be expedited and enhanced. See Intermediate Term Recommendations for ROBIN Banking Software below.
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4.3 |INTERMEDIATE TERM RECOMMENDATIONS

Plastic Cards

Since the Transmaster system is inadequate, and the Bank should not invest any more money in the system then
necessary, the following is recommended.

Expedite UPC conversion to new IFS electronic payments for front-end switch functionality and control.
Expedite acquisition of IFS TP-CMS for enhanced management of plastic card accounts and merchants.

ROBIN Banking Software

If the Bank decides that an in-house development is the only option available, then the ROBIN development effort should
be viewed as a prototype development methodology and should be expedited. The ROBIN team appears to have a good
technical staff with good knowledge of the development tools and IT systems infrastructure.

The development effort and methodology should be enhanced by:

Defining and creating a user and auditing advisory team to provide banking business feature and function input to the
development team

Enhance the development team with experienced Senior Business analysts knowledgeable in contemporary
commercial banking systems

Develop system and end user documentation (add objects to display screens or online help integrated within the
ROBIN system}) :

Invite internationally known Commercial Banking Solution providers to present demonstrations and marketing
brochures of their respective “core banking” application systems solutions

Complete the current ROBIN modules with the necessary functionality as mentioned in ROBIN Assessment in section
2.2.2 above

Develop a “Change Management” process and “Release Control” methodology

13 September, 2000 27 International Business & Technical Consultants, Inc.
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4.4 |LONGER TERM RECOMMENDATIONS

Reconsider the entire architecture of new systems at Aval (ROBIN or package) to provide for servicing a Customer at any
outlet (branch, cash desk, ATM, POS, Phone, Internet, etc.), at any time, by including,
. Customer Relationship Management (extensive customer demographics),
. Centralized online transaction processing databases for central “book” and one End-of-Day processing (“distributed
book” causes delays and reconciliation problems)
Data identified by each Provincial Branch unit, Branch unit and Satellite unit.

Assure the availability of the proper level of accounting source data for thorough MIS queries and reporting, i.e.,
»  Customer level, .

. account balance and demographics, and

« certain large transaction level data.

This leve! of data is considered the basic set of data necessary to formulate the vast majority of answers required by Bank
Management. This set of data is considered “enterprise data” for contemporary international banks and is necessary to
properly.

13 September, 2000 28 international Business & Technical Consultants, Inc.
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5 APPENDIX

5.1 COMMERCIAL BANKING “CORE SYSTEMS” FUNCTIONAL SPECIFICATIONS

The following descriptions and discussions of banking data organization and information functionality are provided to
highlight some of the major issues in today’'s banking. Due to the limited time scope for this advisory document, the
reader should understand that there is a great deal more specificity and detail associated with all of the requirements
presented.

The following considerations are presented because there are very basic and fundamental issues within each area that
seriously effect the eventual effectiveness of any set of banking software solutions in supporting the business of banking.
The proper data design accommodation for ‘Customer’ is fundamental throughout ali bank reporting and servicing.

The proper information delivery is dependent on three sets of specifications: technical software and hardware
infrastructure, business functionality, and network performance and security.

Model Customer/Product Data Structure

This basic model of information organization (see 5.1. 1 below) is presented to highlight the need to focus on the Customer
and Customer Groups (individuals in same households, company subsidiaries) when designing the organization of the
accounting data. The linkage of all the Customer’s and Customer’s Group products and services allows the bank to better
serve the Customer, and recognize the total risk and profitability of doing business with the customer.

Technical Specifications
These specifications (see 5.1.2 below) highlight issues that are not directly associated with business functions but provide
the IT architecture and foundation that facilitates the servicing and protection of the bank’s information.

Business Solutions

The business solutions (see 5.1.3 below) are the minimum requirements to execute international standard banking
business for domestic and international Customers. These solutions are basic “core banking” systems. There are many
more systems required by banks today. Due to the scope of this advisory deliverable, the systems described are most
closely related to Debit and Credit Card transactions.

Network Access and Service Performance
Since banking today must rely on communication systems and networks, these issues are discussed and defined as a
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third aspect of required specifications (see 5.1.4 below). The banking “delivery” systems are no longer paper-based and
nearly completely electronic. Customers are initiating and receiving results from banking transactions directly, e.g.,

« plastic cards at ATM's and for purchases of goods in stores at point of sale devices,

« on-line via the Internet and on the phone for individuals and corporations, and

« in-branch online servicing by bank officers and cash tellers.
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5.1.1 Model Customer/Product Data Structure

CUSTOMER/OWNER CUSTOMER-DESCRIPTION CUSTOMER-ALIAS

Bk/Br Code
Customer Id.

Customer Name
Primary Customer Id.

Customer Id.
Group (Owner) Id.

Customer Identification

ACCOUNT-DESCRIPTION
BORROWER-COLLATERAL

CUSTOMER/BANK

h Loans
Cas LINKAGE

Bk/Br Code
Acct. No.
Cr. Ref. No.

Bk/Br Code
Borrower Id.

Customer Id.
Bank/Branch Code
Credit Reference/Account No.
Borrower Customer Id.

Collateral/Guarantor Code
Collateral Id.

ollateral/Guarantor Code

Bk/Br Code Collateral Id.

Acct No.

Bk/Br Code

Acct. No.
ffective Date

ACCOUNT-COLLATERAL

Bk/Br Code
Cr. Ref./Acct. No.

Collateral/Guarantor Code
Collateral Id.

LOAN-HISTORY  /bo o

Cr. Ref. No.

Bk/Br Code
Cr. Ref./Acct. No.

Collateral/Guarantor Code

CREDIT-FACILITIES

Bk/Br Code

Commitments
Collateral 1d. Borrower Id.
Standby-LC Collateral/Guarantor Code
Line Availability Collateral Id.

Hedging Contracts ACCOUNT-GUARANTEE

BORROWER-GUARANTEE
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5.1.2 Technical Specifications

The following specifications cover many, although not ali, issues concerning contemporary international standard banking
systems solutions. More than just the basic banking functionality within the “core” applications there are many issues
concerned with the structure of the data processing and data storage (e.g., centralized vs. branch “book”), the consistence
of data manipulation (e.g., interest calculations), and business continuity (e.g., contingent back-ups, fail-over capability,
etc.).

These specifications are presented more as a “checklist” for Bank’s End-users and IT management to compare to any in-
house development that may be pursued or banking software vendor packages that may be evaluated and considered in
the future.

5121 IT Architecture Requirements

These Technical Specifications describe the requirements for various banking computer systems and related interfaces,

which are, in one form or another, installed and used in modern international commercial banks to support and process all

banking transactions and payments instructions. These banking system solutions are generally referred to as a

Commercial Banking System and are comprised of the following basic components;

a. "core banking" transaction systems (Customer, Deposits, Loans, General Ledger/Financial Control),

b. banking Customer delivery systems for Branch Automation,

¢. inter-bank electronic item processing interfaces {national and international payment systems, credit/debit cards, etc.)
and

d. information facilitating systems (data warehouse).

51.2.1.1 Design Standards

The solution platform and architecture should to be compliant with contemporary international standards. Basic concepts

such as:

a. system inter-operability and solution integration - . the systems solutions (customer, loans, deposits, general ledger,
branch and other delivery, and data warehouse), process and operate together in a compatible manner with, at least,
a logical "seamless” appearance for all accounting, end-users and, most importantly, for Customers. The combined
total proposed Commercial Banking System solution should be designed for "end-to-end" handling of all modern
internationally processed banking transactions and information delivery.
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open systems architecture

client server architecture

component and device independence, including modularity and flexibility of software components for ease of future

development and release control

“scalability”, i.e., upwardly compatible components regarding capacity and volumes,

data and account integrity and security

system availability should be 99.9+ percent of the time with no noticeable delay to an End-user or Customer due to

any automatic fail-over.

processing redundancy to support a "24 by 7" operation in the central processing center, including, but not limited to:

i automatic fail-over with no noticeable delay to the end-user giving audible warning and auto-dial support call

i automatic fail-back with manual initiation with no noticeable delay to the end-user

i automatic synchronization of primary and secondary data bases

iv  fault-tolerant servers

v parallel and redundant processors

vi adherence to "hot-plug" standards

data management based on a widely installed and-industry accepted relational data base management system

(RDBMS) engine. All solution systems should follow contemporary data entity relational techniques and

methodologies. All solution systems should demonstrate a collective integration of effective data normalization, data

sharing and minimal data redundancy

other file and message protocols consistent with Electronic Data Interchange (EDI) and network standards

an end-user interface layer designed: _

i to facilitate accuracy and completeness at time of data capture

i with both GUI (graphical user interface) and character presentations options

i to offer display navigation assistance to end-users, especially account officers and tellers during Customer-Bank
points of contact

iv  to provide end-user response between 1-5 seconds at branch feller, branch platform, automatic teller machines
and departmental workstations

single point of entry for commonly used data, e.g., customer name entered only once, loans and deposits use the

same data, and

compatibility and facilitation for internationally accepted standards, e.g., but not limited to:

i International Organization for Standardization (ISO)

i International Federation for information and Documentation (FID)

i World intellectual Property Organization (WIPO)
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51.2.1.2 Centralized Processing

The basic IT environment and information processing should be designed using the commonly used Banking concepts of
daily central processing of the entire Bank's accounting record at one time, commonly know as the “End-of-Day” (EOD)
process.

a. The “Books of the Bank” should be officially and legally located at the Head Office processing center.

b. The databases for every Customer, account and fransaction should be stored and updated at the processing center.

The Customer transactions will be initiated at the branches and sent to the central systems for updating.

i The entire Bank should be on-line for domestic branch operation throughout an extended business day, e.g.,
8.00am to 18.00pm.

i The connectivity shouid be real-time and interactive throughout the business day.

i The Branch Automation local system should be able to temporarily process local Customers and accounts if the
communication service is interrupted. The local Branch Automation system and the central system should be
capable of automatically updating and synchronizing the databases when the communication service is restored.

c. The End-of-Day processing will wait for all domestic Branches to “close” and pass their transactions to the Information

Processing Center. The EOD processing is expected to start at approximately 20.00pm and be completed within 2 —
4 hours, i.e., before 24.00 (midnight) of each day.

d. The updated or changed records and accounts of the Customers will be sent back to the Branches for local
replacement, or “refresh” for the start of the next day. No official posting will be executed in the Branches.

e. The processing center systems will send report database tables or files to the Branch system for local printing on
hardcopy or other display form. The central processing center will NOT print or create daily or regularly scheduled
“hardcopy” reports and ship or mail them out to the Branches or other offices.
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51.2.1.3 IT Architecture Benefits

The centralized design of the information process, serviced by multiple delivery systems is acknowledged via long-term
international experience as providing the following benefits.

a. All summary and detail financial information from every Branch (consolidated, including branch satellite units) known
on-line the next morning

b. Consolidated Bank financial position available the next morning

c. Customer view for all accounts (savings, current, time, loans, individual, joint, etc.) available to all authorized
workstations
d. Risk Management and exposure reporting available
" e. Customer profit and loss statements available
f. Customer statements (consolidated) available for Customer to verify status of all accounts
g. Customer trust significantly improved
h. “anywhere, anytime, anyway” banking economically possible
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5.1.3 Business Solution Requirements

The technical specifications described below are the business functional requirements for international standard
Commercial Banking System solution.

5.1.3.1 Overall Requirements - All Solutions

The following are requirements that apply to all solutions, systems, sub-systems, modules, computer software, hardware
and network components that are mentioned or may be implied within these Technical Specifications for a Commercial
Banking System.

# - Required Features/Functions/Data Groups

Mutti-currency

Every solution must be able to handie unlimited currencies for recording account balances and for transaction amounts. The

1 number of different currencies must be parameter driven. The method for malntalmng the exchange rates must be efficient and
occur in one commonly shared component for alt the solutions.

Multi-language
o Every solution must have at least three (3) language options for workstation screen displays, help screens, hard-copy output, and
documentation. The language options must be parameter driven. One language must be Ukrainian.

integrated Calendar

The Bank requires that the systems solutions (customer, Ioans deposits, general ledger, treasury, branch and other delivery, and
data warehouse), process and operate from the same bank company calendar. The calendar module must be able to define
banking business days, non-banking days, processing days, holidays, emergency closure days, etc., for consistent calculations

3 and solutions daily cycles. The calendar must be retained historically and be able to be created and updated at least one year in
advance with effective dates for usage. Different calendars must be available for different bank companies that may exist in
different countries and time zones.

The calendar processing across all applications is required to highlight and indicate to the officer when entering a loan or time
dependent instrument when major due dates (e.g., maturity date) will be non-business days.
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# Required-Features/Funictions/Data Groups

Integrated Interest Rates

The Bank requires that the systems solutions (customer, loans, deposits, general ledger, treasury, branch and other delivery, and
data warehouse), process and operate from the same bank interest rate table. The interest rate module must be a common sub-
. isystem that is accessed as needed by all systems for consistent interest calculations. The interest rate table must be easily
updated from external market data services, component medium {e.g., diskette) or authorized user entry. The rate table must be
retained historically and be able to be created and updated in advance with effective dates for usage.

The interest calculation formula is parametric in design to allow the following day basis standards:

s Actual days / 360 day year

Actual days / 365 day year

Actual days / 366 day year

30 day month / 360 day year

30 day month / 365 day year

30 day month / 366 day year

Rate fields are consistently defined by parameters, e.g., 3 significant whole numbers and 6 significant decimal positions
(including all interim work data fields) to guarantee accurate rounding to 4 decimal positions. Rounding opticns must include
rounding to the units position for currencies with no decimal positions.

Interest calculations for accruing, capitalizing and paying must be available for at least the following frequencies:

«  Daily ot

«  Monthily

» Quarterly

Semi-annually

Annually
See further details regarding interest specifications under the accounting applications. The integrated inferest component must
include all features and functions H#emized in each of the accounting applications and the features and functions must be
consistently applied in all applications.

Effective and Value Dated Transactions

All solution systems must provide for effective dating and value dating (back-value and future-value) for booking of all
5 ltransactions, e.g., account opening, deposits, withdrawals, disbursements, payments, account closing, fees, interest,
adjustments, ledger/sub-ledger accounting entries, etc.

Accounting and Management Reporting

All solution systems must present their respective standard set of daily, monthly and periodic accounting reports and displays.
The Bank's users will evaluate the controi reporting by each accounting solution and as a whole for the core banking solutions,
6 ii.e., customer, loans, deposits, general ledger and treasury.

The branch reporting should be included in the core solutions plus local reporting.

The data warehouse reporting should be presented as a model demonstrating the full range of proposed reporting capabilities.
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tures/Functions/Data Groups

# Required.
Shared Processing Option
The total solution integration should include the option to direct common time consuming logistical activities to regional
processing offices or to a central processing office. For example,
«  Certain hard copy print and mait services

-  Statements

- Notices

- Advices

- Billing, etc.
= Standardized Bank procedures

- Consumer loan application scoring and processing

- Project appraisal, etc.

Arithmetic intermediate data fields
All calcutations must use work fields with sufficient significant digits on both sides of the decimal to ensure accurate results

8 laccording to the accounting standards for the Bank, the National Bank, country accounting standards and international
accounting standards.

Monetary data field size
9 Monetary data elements in all solutions must be proven large enough for currencies requiring large numerical values, e.g., 18
numeric digits for significant whole numbers with 2 significant decimal digits.

Record identifier major key data field

All record identifiers (for example, but not limited to, customer identifier, account numbers, certificate identifiers, ledger and sub-
ledger line items, MIS data record identifier, POS card identifier, etc.) in all required application solutions and interfaces must
10 |accommodate existing and future record identifier characteristics, for example, but not limited to, minimum/maximum size,
minimum/maximum value range, format, valid character set, etc. The vendor must respond with each identifiers characteristics
and limitations, if any, for all solutions required in this Technical Specification.

Internal System Activity Audit

For all applications, all activity, either financial transactions or updates to descriptive data must include a internal control group of
data, e.g., but not limited to, '

11 |« Source of activity {(system or operator)

»  Date of last financial activity

» Date last non-financial activity

Universal Adiustments and Data Changes
12 For alt applications in the overall system, all financial data fields must allow adjustments and all indicative (descriptive) data fields
must allow updates. This universal data field access must be tightly controlled via security profiles.
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User Access Security Profiles

The complete integrated Commercial Banking System and each of the individual accounting applications must be secured by
user access profiles. The profiles should limit access by, but not limited to:
«  User sign-on and password

13 |»  User function(s)
«  Workstation
= Msajor data group(s)
= Dayand time
13 September, 2000 ' ' 40
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5.1.3.2 Customer Information

51.3.2.1 General Requirements

The Customer solution is the pivotal system for linking and joining any one Customer, or group of related Customers, and
their respective products and services provided by the Bank, into a consolidated view. Some of the benefits are,

. improved service for the Customer,
. bank marketing,
. reduced data redundancy, and
) bank risk management.
The Customer system is not an accounting system; it is a Customer descriptive and products and services linkage
system.
Integrated Banking Solutions
CUSTOMER INDICATIVE DATA
{name, address, Customer ID Code, primary account officer)
L.ENDING TREASURY DEPOSITS LC CAPITAL
MODULE MODULE MODULE MODULE MARKETS
Processes Processes Processes all MODULE
Processes all all deposit LC Processes
all loan FX and MM transactions transactions all securities
transactions transactions trading
transactions
(GENERAL LEDGER
(processes all accounting postings across general ledger accounts)

13 September, 2000
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5.1.3.2.2 Features/Functions/Data Groups

The target Customer Information solution requires, but is not limited to, the following chart of features, functions and major
data groups.

#

Customer Identification '

The Customer ID must be unique across entire bank and across hank holding company and independent of all other numbers,
ID's and identification purposes. Identification number must have the capacity to never be re-assigned within the legal document

retention period of Ukraine

Customer Definition

The system must provide this function with at least the following information and supporting processes.

Accommodation for any Customer-Bank product or service relationship, e.g.,
a) Borrower,

by Depositor,

c) Guarantor,

d) Collateral owner,

e) Participating lender,

f)y Correspondent bank,

g) Trade finance partner,

h) - any userof bank service

,,-,«.

Customer Linkage

The system must provide this function with at least the following information and supporting processes.

Inter-Customer linkage for grouping related customers, e.g.,
a) corporate subsidiaries,
by family households, efc.

Customer History

The system must provide this function with at least the following information and supporting processes.

Historical recording of previous Customer indicative and account linkage data

Customer Data

The system must provide this function with at least the following information and supporting processes.
Data elements for all egal entities, e.g., individuals, partnerships, corporations, institutions and public agencies
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Reguired-Features/Functions/Data Groups

Customer Name
The system must provide this function with at least the following information and supporting processes.
a) Legal First name
by Legal Middle name
¢) Legal Family name
d) Aliases
multiple unlimited aliases, i.e., "1 - n" aliases
e) Name Prefix (Mr. Mrs. Eng. Dr., Miss, Ms., etc)
f) Name Suffix (PhD, MBA, IR, Jr., Sr., etc.)
g} Short name (unique)
hy Corporate Legal name

Customer Addresses

The system must provide this function with at least the following information and supporting processes.
a) Building number

by Street name 1

c) Street name 2

d) Building name

e) District name

fy City/Town

g) Province/State

hy Country

i). Postcode

Muttiple unlimited addresses as a dafa group, i.e., "1 - n addresses" accessed for statements, notices, marketing maifings, etc.

Customer Contact .

The system must provide this function with at least the following information and supporting processes.
a) Home telephone numberi

by Home telephone number2

¢) Mobile phone

dy Office Number1

e} Office number2

fy Fax Number

gy Internet electronic mail address

All numbers must accommodate country code/area code/exchange/nurnber)

13 September, 2000

43

International Business & Technical Consultants, Inc.



=2

Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

# Required Features/Funétions/Data Groups

Customer/Bank Contact

The system must provide this function with at least the following information and supporting processes.
g 1@ Relationship Manager

by Customer Branch/Business Unit

¢) Originating Date

Customer National |D
The system must provide this function with at least the following information and supporting processes.

v  Government ID

¢} Residency ID

dy Passport Number/Country
¢) TaxID

10 i Driver's License

g) Corporate License number
h) Corporate License date

i) Geographic code

i) Standard Industry Code {SIC) *
k) Economic Sector

) Government Ministry Code

a) Legal Entity code (e.q., individual, partnership, corporations, public agency, institution, association, etc.)
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Required Features/Functions/Data Groups

11

Customer Personal

The system must provide this function with at least the following information and supporting processes.

a) Household status (e.g., head of household)

b) Date of birth -

¢y Citizenship

d) Educational level

e) Gender

fy Ethnic group

g) Marital Status

hy Spouse name

iy Number of children

i Employer name

k) Job Title/Responsibility

Iy Office Address

m) Employment date -

n) Salary/Income

o) Networth

p) Residency ownhership
(own/lease home/apartment)

q) Residency date

7  National Credit Information 1D

12

Customer Corporate

The system must provide this function with at least the following information and supporting processes.
a) Income Statement data

by  Balance Sheet data

c) Quarterly: & Annual report data

d) Assets/Liabilities/Capitalization/Equity

¢) Financial ratios

f) Principle and Signature names

g) Number of employees

hy National credit agency rating/date

) Standard & Poor credit rating/date

i) Moody's credit rating/date

Corporate financial data will be more extensive in data warehouse

13 September, 2000
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Customer Group Linkage

The system must provide this function with at least the following information and supporting processes.
a) Family members (spouse, sons, daughters, parents, others living in same house)

by Holding company to subsidiary

¢} Individualfindividual

d) Partnerships

e) Government agencies

13

Customer Products/Services Linkage
The system must provide this function with at least the following information and supporting processes.
a) CustomerID
by Bank code
14 ic) Product/Service Branch/Business Unit
d) Product/Service number
e) Product/Service type
Muttiple entries required for alf products/services {current, savings, loans, consolidated statements, certificates, debit/ATM card,
credit card, Internet/PC, securities , trust, etc.)
Previous Customer Profiles *
15 The systern must provide this function with at least the following information and supporting processes.
a) Number of retained historical Customer profiles must be parameter driven and determined by the Bank

Rules based processing
The system must provide this function with at least the following information and supporting processes.
a) Data entry quality validation, verification, standard data content and abbreviations (Mr., Ms., Dr., MBA, St., No., etc.)
by Suggested household linkages
¢) Suggested business relationship linkages
d) Multi-language statements
e} Data Quality post entry screening
= - Data redundant elimination
= Missing data exceptions
= Non-standard phrases
f) Customer profiling
g) Predictive modeling
These and other rules based processing may also be done within the data warehouse solution

16
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Customer Standard Reporting

The system must provide this function with at least the following information and supporting processes.

A full list of all operational and exception reporting included in the proposed solution must be submitted with the following report
descriptions,

= Report title

Brief report purpose and focus description

Frequency

Major sort sequence

Major sub-totals and grand totals

Media

17
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5.1.3.3  Deposit Accounting

5.1.3.3.1 General Requirements

The deposit accounting solution must account for deposits for corporate wholesale, middle market companies, high net
worth individuals and retait Customers.

Deposit accounts are an important source of funds for banks. Deposits represent the core element in maintaining liquidity
to meet funding requirements for lending, investing, trading, and customer demands for withdrawals. These accounts are
an integral part of the Bank's funds management strategy.

The deposit system solution, should allow for the taking and accounting for cash and negotiable fund instrument dep031t
transactions under both International Accounting Standards and the requirements of the National Bank of Ukraine. The
Customer statements and other notices of the Deposit Accounting system should convey to the Customer a sense of
complete security and concern for the safety and integrity of the funds of the Customer.
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5.1.3.3.2 Features/Functions/Data Groups

The target Deposit Accounting solution requires, but is not limited to, the following chart of features, functions and major

data groups.

#

Required Features/Functions/Data Groups

The deposit accounting solution must process all commonly known bank liability accounts, e.g., but not limited to:

a)
b)
<)
d)
€)
f)
¢
h)
i}
)]
k)
B

m)

Current, interest bearing
Current, non-interest bearing
Savings demand

Savings term (time deposits)
Savings certificates
Checking

Money market

:Nostro and.vostro

Official bank

Offshore/overnight

Interest and non-interest bearing
Overdraft and non-overdraft
Passbook

13 September, 2000
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# Required Features/Functions/Data Groups
Account Control
The system must provide this function with at least the following information and supporting processes.
a) Stop Payments instructions
by Block transactions instructions; partial and total
¢) Hold amounts; partial and total
dy Activity status
= Active
» Inactive
« Closed
«  Dormant
2 ie) Escheat criteria and process
f) Collateral indicators
g) Balance limits
«  Minimum positive .
»  Maximum overdraft
ny  Activity limits
«  Withdrawals, # of, and amounts {e.g., ATM)
«  Transfer limits, # of, and target accounts
= Domestic vs. international payments
» Total # transactions

13 September, 2000
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Required Features/Functions/Data Groups

Deposit Account

a) Bank

b) Branch/Business Unit

¢) Account Number

d) Description

e) Purpose

f) Deposit type/categorization
g) Relationship officer

h Geographic

i) Standard Industry Code (SIC)
i3 Open date

k) Effective date

) Status {active, block, etc.)

3 in) Statementtype
o) Currency

q) Available balance
n  Uncollected balance

ty  Overdraft limit

vy Overdraft approval & date

v) First deposit date

w) Actualinterestrate

x) Base rate identifier

vy Rate variable or fixed

z) Rate spread from base rate

aa) Interest calculation method/basis
bb) Interest accrued/paid/capitalized

The system must provide this function with at least the following information and supporting processes.

m) Standing instructions (autormnatic transfers, efc.)

p) Ledger balance(settled and unsettled funds) a

s) Multiple availability, minimum 6 cycles (float)

13 September, 2000
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Standing instructions

For pre-defined automatic funds transfers or payments.

The system must provide this function with at least the following information and supporting processes.
a) Bank

b) Branch/Business Unit

¢y Source account number

dy Target bank/account number (requires table of beneficiary banks & addresses)
e} Description

Purpose

g) Priority

hy Sequence

i) Currency code

i) Start date

k) Enddate
Iy  Frequency
m} Amount

n) Balance threshold

Statements

The system must provide this function with at least the following information and supporting processes.
a) Account linkage

by Customer and address linkage

¢) Single account / consclidated accounts

dy Current period statement

e} Previous cycles statements (number cycles user defined)
f)  Opening balances

g) Closing balances

5 |n) Statistics (interest rate, date open, interest accrued)
Transaction Activity:

a) Date

b) Description

c) Currency

d)  Amount

e} Value date

fy Process date

g) Delivery source (ATM/branch/Internet/etc.)
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# Required Features/Functions/Data Groups
Balance

The system must provide this function with at least the following information and supporting processes.
a) Actual, net credits/debits

by Available

¢) Uncoliected

6 ldy Multiple availability, minimum 6 cycles

e} Overdraft

fi Nostro

gy Vostro

hy Minimum threshold

Funds Management
The system must provide this function with at least the following information and supporting processes.
a) Purpose identifier for standing payment order
v Pre-defined transfers
¢} Multiple instructions and accounts
d) Instruction prioritization
e) Instruction criteria o
f) Maximum threshold balance
7 19 Minimum threshold balance
hy Excess funds transfer
i) Replenishment transfer
iy Consolidation
k) Disbursement
) Transfer instruction timing and frequency
« Start/end date
«  Periodic
= Onetime

Overnight/Offshore '

The system must provide this function with at least the following information and supporting processes.

a) Combined function of funds management pre-defined standing instructions based on excess funds and high/premium interest

8 bearing account.

b) High interest account representing specialized investment opportunity for high value transactions of excess funds transferred
to offshore accounts with higher interest, or banking sector re-purchase agreements between banks and the National Bank.
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Interest
The system must provide this function with at least the following information and supporting processes.
Tiered batance pricing, number tiers and criteria defined by the user
Accrual:
a) Daily,
by Weekly,
¢y  Monthly,
dy  Quarterly,
e) Semi-annually
f)  Annually
Compounding:
a) Daily,
by Weekly,
¢ Monthly,
d) Quarterly,
e) Semi-annually,
f  Annually
9 Cagita[!zation:
a) Daily,
b) Weekly,
¢)  Monthly,
d) . Quarterly,
&) Semi-annually,
f)  Annually
g) Same account
hy Different account
Rates:
a) Fixed
by Variable
c) Base, internal/market
d) Spread (+/-)
Basis:
a) 365/366
by 366/360
¢) 360/360
See QOverall Requirements.
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# : Required Feadtures/Eunctions/Data Groups

Overdraft

The system must provide this function with at least the following information and supporting processes.
a) Thresholds and limits,

b) # of occurrences,

10 icy revert negative liability amount to asset ledger,

d) allow for pre-approved,

e) approval each occurrence

f) fees and interest options

Statements

The system must provide this function with at least the following information and supporting processes.
= Available for any account,

Periodic cycles:

a) Monthly on cycle date,

b) Monthly EOM,

11 i) Quarterly,

d} Semi-annually,

e} Annuaily, #
fy On request,

g) Date to/from range

hy Multi-language option

Notices, e.g., but not iimited to,

The system must provide this function with at least the following information and supporting processes.
a) Payments, incoming/outgoing,

by Overdraft,

c} Inactivity, escheat

d) Audit confirmations

e) Special free-form correspondence

12
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Required:Features/Functions/Data Groups

13

Fees, unlimited, user defined, e.g., but not limited to,
The system must provide this function with at least the following information and supporting processes.
a) Periodic service (monthly)
by Transactions:
c) Deposits
dy Withdrawals,
e) Transfers,
fi Payments
gy ATMusage
hy Overdraft
iy Returned draft
i Insufficient funds, etc.
k) Balances:
»  Actual
« Collected
« Average
«  Minimum fow balance

14

Deposit Accounting Standard Reporting

The system must provide this function with at least the following information and supporting processes.

A full list of all operational and exception reporting included in the proposed solution must be submitted with the following report
descriptions,

= Report title

Brief report purpose and focus description

Frequency

Major sort sequence

Major sub-totals and grand totals

Media
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5.1.3.4 _ Loan Accounting

51341 General Requirements

All loans in modern international banks, commercial for companies and institutions, or retail for individuals, are each
becoming more unique as banks attempt to differentiate their products.

Most processing elements are common to alt loans. By permitting flexible processing options within the defined elements,
each loan can be customized to unique legal requirements and terms and conditions, but with a standard processing flow.
Newer loan systems using open system architecture isolate common elements of loans and establish loan parameters
within the elements so that the process becomes more standard.

Due to the flexibility in lending products demanded by the market and bank business development officers, all loan
accounting can be and, in some cases is, processed on one system. One full function loan accounting system solution
offers better accounting integration and processing efficiencies.

The loan accounting system should have both commercial and consumer loan components to enable the lender to
develop a unified database.

The commercial loan component of the loan system sHould contain extensive documentation capabilities of the terms and
conditions of the loan. The documentation capability must include,

. check off procedures for required documentation;

. data base links or separate modules for project appraisal documents and processes,
. data base links to additional engineering documents, or

. data base links to other legal documents.

This provides online documentation tracking for construction loans and other infrastructure project loans with extensive
documentation requirements.
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51.3.4.2 Features/Functions/Data Groups

The target Loan Accounting solution requires, but is not limited to, the following chart of features, functions and major data
groups.

# Required Features/Functions/Data Groups
1 _iCapable of processing all wholesale, middle market and retail loans and credit facilities/commitments.
The loan accounting solution must include all on and off balance sheet credit instruments, e.g., but not limited to,
= secured and unsecured lending,

installment,

revolving credit,

demand,

leases,

discounts,

trade finance/letters of credit,

contingent letter of credit,

line of credit,

credit commitment,

bank guarantee

convertible facilities,
-syndicated lending,

participating lending,

real estate,

construction,

project,

mortgages,

re-structured credits, etc.

The system must provide this function with links to project appraisal, assessment and progress documentation records for
3 iphased dishursement. :
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# Required Features/Functions/Data:Groups
Loan account
The system must provide this function with at least the following information and supporting processes.
a) Bank
b) Branch/Business Unit
¢) Account Number
d) Description
e} Purpose
f) Loan typef/categorization
g) Loan status {e.g., current, sub-standard, etc.)
h) Relationship officer
iy Geographic code
iy Standard Industry cede (SIC)
k) Loan risk rating
) Currency code
m) Secured
(linkage to collateral/guarantor)
n} Originating date
o) Effective date «
p) Original Commitment
4 lg) OQutstanding loan balance
rn  Outstanding interest due
s)- Qutstanding fees - -
ty Disbursement schedule
{(dates and amounts)
uy Billing schedule
v) First payment due date
w) Payment type
(interest/principle/both)
x) Payment schedule/amortization
y) Payment due date
z) Payment frequent
aa) Maturity date
bb) Actual interest rate
cc) Base rate identifier
dd) Rate variable or fixed
ee) Rate spread from base rate
ff) Interest calculation method
gg) Interest accrued/paid/capitalized
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Credit facility (off balance sheet contingent liabilities)
The system must provide this function with at least the following information and supporting processes.
a) Bank
by Branch/Business Unit
¢) Facility Number
{linkage to loans/draw downs)
d) Description
e) Purpose
f) Facility type/categorization
g} Geographic code
Standard Industry Code (SIC)
i) Credit rating
iy Currency code
k) Originating date
i - Effective date
m) Expiry data
n} Commitment fee
o) ~Original Commitment amount
p) Used amount
q) Available amount

Loan account history

The system must provide this function with at least the following information and supporting processes.
6 la) Record of all descriptive and loan term changes for the life of the loan

b) Record of all disbursements and payments
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Collateral/quarantee

The system must provide this function with at ieast the following information and supporting processes.
a) Owner of Collateral/Guarantee

by Customer linkage

¢) Loan linkage

d) Description

e) Purpose

f) Collateral type/categorization

g} Location (full address)

hy Effective Date

7 i) Expiration Date

i  Original booked value

k)  Amount of undertaking

) Percentage undertaking

m) Market value

n) Date last marked to market

o) Type of support

p) Continual loan to collateral value ratio <
q) Safekeeping location

)  CUSIP number

Syndicated and Participating credits
The system must provide this function with at least the following information and supporting processes.

a) Lead bank

by Member banks

& l¢y Original underwriting

d) - Subscribed amounts and institutions
e) Un-subscribed amount

) Consortium/Customer/loan linkage

Loan documentation

The system must provide this function with at least the following information and supporting processes.
a) Required document checklist for this loan

9 by Application data

¢) Customer financial disclosure data

d) Licenses/approvals/certifications
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Required Features/Functions/Data Groups

a)
b)
10 o)
d)
€)

Loan project
The system must provide this function with at least the following information and supporting processes.

Customer/L.oan/project linkage

Project description

Engineering feasibility assessment
Financial pro-forma assessment

Progress Milestones

(dates, descriptions, disbursement criteria)

a)

112

Interest rates
The system must provide this function with at least the following information and supporting processes.

Effective date

Interest rate {3 digits/6decimals)
Rate Description

Rate history

Date entered

Last date updated

Maintain historical inferest rate changes. See Overall Requirements.

b}
c)
d)
12 ie)
f)
g)
h)
i
Iy

Fees
The system must provide this function with at least the following information and supporting processes.
‘Origination

Commitment -~ e

Processing

Legal

Late

Prepayment

Buy down
Engineering/architectural
Insurance premium/fee
miscelianeous
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# Required Features/Functions/Data Groups

Loan classifications

The system must provide this function with at least the following information and supporting processes.
Parameter driven and defined by the user, e.g., but not limited to:

ay Current

by Special mention

c) Substandard

d) Doubtful

e} Loss

i  Non-accrual

13

Collateral classification

The system must provide this function with at least the following information and supporting processes.
14 [Parameter driven and defined by the user

Unlimited classifications

Billing options
The system must provide this function with at least the following information and supporting processes.
a) Coupon book o

b) Preauthorized and standing orders

&) Issue payment notice at due date

d) Bill one or all payment components {principal/interest/fees/escrow)
e) - Seasonal billing options (e.g., skip principle payments for 3 months)
15 f) Balloon {once at expiry) '

g) Periodic Billing

hy  Monthly

i Semimonthly

iy Quarterly

k)  Semi-annual

Iy Annual

m) Expiration
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# : Required:Features/Functions/Data: Groups

Interest rate formulas

The system must provide this function with at least the following information and supporting processes.
a) 360/360 basis

by 365/360 basis

16 ic) Actual days

d) ltemized avaitable interest formulas (e.g., rule of 78, etc.)

e) Discount

f  Simple interest on outstanding balance

See Qverall Requirements.

Interest accrual/capitalization/payment frequency
The system must provide this function with at least the following information and supporting processes.
a) Daily
by Monthly cycle
47 19 Quarterly
d) Semi-annually
e) Annually
fi Transaction
gy Expiration
See Overall Requirements.

Mortgage escrow analysis
18 (annually)

Due to the variable nature of this functionality the vendor must offer their existing solution for this function.

Loan payment schedule
The system must provide this function with at least the following information and supporting processes.
19 ay Any amount
b) Any dates ' <
¢) Unlimited number of entries

Grace period

The system must provide this function with at least the following information and supporting processes.
20 |Payment due X days after billing

First payment due X days after disbursement
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Required Features/Functions/Data Groups

21

Payment application sequence rules

The system must provide this function with at least the following information and supporting processes.
Parameter driven function to define the sequence for applying a loan payment to outstanding amounts.

a) Principle

b} Interest

¢}y Pastdue interest

dy Past due principle

e) Fees

fy Excess payment amount (principle, interest, fees, escrow, etc.)

22

Payment/Interest/Fee Overrides

The systern must provide this function with at least the following information and supporting processes.

Security access overrides should allow, but not limited to:
a) Waive interest

by Waive fees

¢ Suspend principlefinterest payments for x periods

dy Extension of loan

¥

23

Multiple disbursement methods

The system must provide this function with at least the following information and supporting processes.

a) Time dependent

by Milestone dependent
¢) Line of credit

d) Step down
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# Required Features/Functions/Data Groups

Loan documentation

The system must provide this function with at least the following information and supporting processes.
Monitoring and exception process and reporting, e.g.,
Project/Real Estate/Construction Documentation
a) Application

b) Financial disclosure borrower/guarantor

¢) Corporate documents

d) Corporate financiai statement

e) Corporate resolution

f Current tax return

g) Credit agency information

24 in) Executed guaranty

iy  Indemnity agreement

iy - Loan-agreement

k) Insurance correspondence

1) Appraisal of property/project

m) Engineering feasibitity assessment

n) Legal documents

o) Closing statement

p} Attorney’s letter

q) - Title'company - -

) Annual performance review by appraisers

Project/construction progress documentation
25 The system must provide this function with at least the following information and supporting processes.
Provide for comments or linkage to sub-system to document funds disbursement.

Credit facility accounting

The system must provide this function with at least the following information and supporting processes.
a) Original commitment

26 'by Draw downs (loans)

c) Used amount

d) Available amount
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# Required Features/Functions/Data Groups

Collateral mark to market

The system must provide this function with at ieast the following information and supporting processes.
a) Re-value in a blanket valuation of defined securities

b} Re-value individual securities

¢} Calculate loan to collateral value ratio

dy Collateral currency

e} Loan currency

27

Guarantor Reporting
The system must provide this function with at least the following information and supporting processes.
Management of guarantor positions requires, but is not limited to:
a) Borrower description
by Guarantor description
g 19 Project or purpose description
d) Loan terms and conditions
e) Amount or percentage of loan guaranteed
f) Start date and expiry date
g Location i
hy Branch and Account Officer

Workout and recovery loan accounting
29 |The system must provide this function with at least the following information and supporting processes.

Accommodate booking of assets defined by the user for loans in workout or recovery.

Loan quality assessment and classifications _

30 The system must provide this function with at least the following information and supporting processes.
Periodic risk asset portfolio analysis

Quality criteria parameter driven and defined by the user
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31

Management reporting

The system must provide this function with at least the following information and supporting processes.
Concentrations of Credit

a) Risk by customer

by Risk by account officer

¢} Risk by type of account

d) Risk by account terms and conditions

e} Risk by guarantor

f}  Risk by currency

g) Risk by country

ny Risk by economic sector

i Funding Gap Analysis

j) Cost/ Revenue ratio

k) Credit service ratios

i Customer Profitabiiity

m) Product Profitability

ny Branch Profitability

o) Branch Manager daily / monthly position

32

Loan_ Accounting Standard Reporting

The system must provide this function with at least the following information and supporting processes.

A full list of all operational and exception reporting included in the proposed solution must be submitted with the following report
descriptions,

» Report title

Brief report purpose and focus description

Frequency

Major sort sequence

Major sub-totals and grand totals

Media
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5.1.3.5 General Ledger and Financial Control

5.1.3.5.1 General L.edger

The general ledger is the primary accounting record of the Bank or "the books of the bank" and is defined by the Bank's
Chart of Accounts. All financial accounting transactions flow to and are posted to the ledger.

The general ledger accounts are the summation of related subsidiary ledgers. The sub-ledger are the accounting for the
bank's core systems, such as, the deposit accounting system, loan accounting system, treasury accounting, etc.

The details of each individual transaction (e.g., geographic code, interest rate of the account, etc.) are stored and
maintained in the subsidiary ledger system.

A subsidiary ledger (sub-ledger) is a Chart of Accounts grouping of individual Customer accounts within the general

ledger. The grouping criteria are determined in response to management's business needs for controlling the financial
activity of the Bank.

5.1.35.2 Financial Control

Financial reporting is intended to provide information for making business and economic decisions. Financial reporting is
used for the bank’s internal funds management, asset iiability management, capital adequacy planning and profitability
analysis. The banking sector financial reporting to the National Bank assists with decisions about allocation of resources
in a country's economy. -

Financial reporting is derived from accounting information. It is required that the General Ledger and Financial Controi
Solution applies accounting policies and standards, which will ensure consistent measurement and subsequent analysis
of the financial records of the bank. Accuracy, completeness and availability are the primary qualities of useful decision-
making information. To be relevant, information must be timely and it must have predictive value, feedback value or both.
To be reliable, information must have integrity and it must be verifiable and transparent. Increased relevance and
reliability make information a desirable commodity in decision-making.
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5.1.3.6.3 Features/Functions/Data Groups

The target General Ledger and Financial Control solution requires, but is not limited to, the following chart of features,
functions and major data groups.

# Required Féatures/Functions/Data Groups

Holding Company, Bank, Branch consolidation

The system must provide this function with at least the following information and supporting processes.

1 {Mapping tables allowing rollup and consolidated reporting at the holding company level, including multiple entity configurations
where individual institutions use dissimilar charts of accounts.

Chart of Accounts versions

The system must provide this function with at least the following information and supporting processes.

2 |Linkage from old Chart of Accounts to newly adopted Chart of Accounts.

Sub-ledger account numbering (e.g.. deposits, foans) must be independent of Chart of Account changes.

Fully integrated
The system must provide this function with at least the following information and supporting processes.
An integrated general ledger that organizes and reports on transactional information from and at literally any cost center, branch,
or other user-defined level. The general ledger will support:
= balance sheet and profit & loss reporting,
= budgeting,
« cost center accounting, and
«  holding company consolidation,
all within a framework of user defined configuration and reporting options.

Revaluation

The system must provide this function with at least the following information and supporting processes.

4 |The systern automatically revalues all foreign currency assets and liabilities and also outstanding foreign exchange contracts with
the equivalent amount in VND and USD; evaluate the benefit/loss from the Foreign Exchange transactions in local currency.

User defined balance sheet and profit and loss statement
5 The system must provide this function with at least the following information and supporting processes.
Line items are defined by the Bank.

Manual entries
6 The systemn must provide this function with at least the following information and supporting processes.
Ability to input entries directly into GL accounts,
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# ‘Required Features/Functions/Data Groups

Reversals

2 The system must provide this function with at least the following information and supporting processes.
All transactions posted to the GL must also be reversible.

History

The system must provide this function with at least the following information and supporting processes.

8 1A history of all transactions must be maintained for each GL and defined by the user, including previous Chart of Accounts for
time series reporting.

Audit trail

The system must provide this function with at least the following information and supporting processes.

9 |A complete audit trail must also be maintained. Every posting made to any GL must be able to reference back to the sub-
account and identify all transactions by user and branch.

Block transactions

The system must provide this function with at least the following information and supporting processes.

10 {GL accounts may also be blocked. The accounts exist on the system but transactions will not be posted. The user can unblock
an account. *

Close accounts
11 The system must provide this function with at least the following information and supporting processes.
The Bank must also be able to close GL accounts.

Budgeting
12 The system must provide this function with at least the following information and supporting processes.

The facility should allow multiple budgets to be maintained and controlled by the Bank.

Year End

The system must provide this function with at least the following information and supporting processes.

13 |Automatic yearend closing as defined and controlled by the user. Profit and loss accounts are brought to zero, net operating
profit/lloss is calculated and the system readies itself for a new accounting year.

Tax Management
14 The system must provide this function with at least the following information and supporting processes.
A parameter driven component that allows the Bank to define the tax structure and calculate local and National taxes due.
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15

Bank Guarantee Controls

The system must provide this function with at least the following information and supporting processes.

«  Pending interest
«  Waived or canceled interest

16

Regulatory reporting

The system must provide this function with at teast the following information and supporting processes.
Well-developed facility for reporting to banking regulatory agencies, and The National Bank of Ukraine.

17

International Standard Chart of Accounts

The system must provide this function with at least the following information and supporting processes.

a) flexibility for Ukrainian accounting rutes

b) standard account reporting

¢y holding company/bank/branch/department structure

d) user definable account structure

e) at least four (4) levels of segmentation in line item account code
f) _branch clearing line items for intra-bank transactions

18

Sub-classifications

The system must provide this function with at least the following information and supporting processes.

a) agency accounting

by - IMF report structure

c} monetary policy -

dy economic stafistics

e) profitability centers for treasury reporting

19

Cost Accounting

The system must provide this function with at least the following information and supporting processes.

a)} cost of funds allocation
by shared expenses
¢y overhead allocation

20

Fixed Assets

The system must provide this function with at least the following information and supporting processes.

a) Inventory (description, serial #'s, location)

b) variable depreciation periods

¢) variable depreciation formulas

d) asset sales new asset purchase

e} transfer asset from one branch to anther one

13 September, 2000 72

International Business & Technical Consultants, Inc.



A7

Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

Required:Featires/Functions/Data Groups

21

"Snap shot" of account activity

The system must provide this function with at least the following information and supporting processes.

a) transaction query by account
by account balance query
¢) ‘“one-time® account query (branch, department fevel)

22

Manual journal entries

The system must provide this function with at least the following information and supporting processes.

a) batch enfry capability

b) data validation edit for online entry
c} reversals

d) block transactions

23

Operating and procf reports

The system must provide this function with at least the following information and supporting processes.

a) daily frial balance

b) by main branches, sub-branches

¢y departments o
d) strategic business units (e.q., retail, corporate, etc.
e) bank consolidated

f)  holding company

24

Foreign exchange control (off balance sheet)

The system must provide this function with at least the following information and supporting processes.

a) spot currency position account
b) forward currency position account
c) het currency position account

25

Financial Reporting, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.

a) balance sheet

by income statement

¢) cash flow

dy funds management

e} histeric and time series analysis
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Report writer and generator
The system must provide this function with at least the following information and supporting processes.
26 ia) standard report formats

by user definable report formats

Exception reports, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.
a) overdrawn nostro

27 ipy  account exceptions

¢) significant balance change reports

d) significant transaction reports

Management planning

The system must provide this function with at least the following information and supporting processes.
8 a) budget plan

by profit plan

¢) forecasting

Financial ratios, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.
a) return on average assets

b) return on average equity

¢) nhetinterest spread

d) non interest income as a percentage of average assels

e) earning assets to total assets

20 | non performing loans to total assets

g) non performing loans to total loans

hy non performing loans to total capital

i) earning assets as percentage of total assets

j) interest bearing liabilities as percentage of total liabilities

k) interest bearing liabilities as percentage of total interest bearing liabilifies
Iy non earning assets as a percentage of totat earning assets
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Off balance sheet risk

The system must provide this function with at least the following information and supporting processes.
a) credit risk

30 by concentration risk

¢) interest rate risk

d) liquidity risk

Off balance sheet controls, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.
a) loan commitments

31 ib) standby l/c

¢) foreign exchange

d) guarantees

Internal controls, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.
32 la) full end-to-end transaction audit trails from entry, subsidiary ledger, general ledger

b) dual contro! for selected data entry functions, i.e. adjustments to customer accounts

General Ledger Accounting Standard Reporting
The system must provide this function with at least the following information and supporting processes.

A full fist of alt operational and exception reporting included in the proposed solution must be submitted with the following report

descriptions,
» Report title
33 Brief report purpose and focus description

= Frequency

«  Major sort sequence

« Major sub-totals and grand totals
« Media
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5.1.3.6 __ Branch Automation

5.1.3.6.1 General Requirements

An automated branch system is still the primary bank delivery facility internationally. It is the major Bank-Customer
interactivity that captures and delivers banking transaction data to a core banking application and information back to the
Customer.

The branches have two main functional activities, the cash teller activities and accounting teller (Platform) activities.
Platform activities are business development and Customer service related functions, and cash teller activities are
transactional functions related to payment processing.

The branch automation solution must be completely compatible with, and "seamlessly" interact with the centrally
processed core banking applications and the data warehouse.

The branch solution is expected to provide the end-user (Customer and account officer) interface to the central core
solutions. The branch solution is expected to,

. Be on-line and interactive with the central databases,

. Capture in a store and forward methodology (for contingent reasons) and pass all transactions to the central
processing center for immediate update to the intra-day positions and for end of day (EOD) bank-wide processing,

. Accept start of day (SOD) updated and changed account records only for refreshing the local branch databases for
possible intra-day contingent processing (e.g., if the telecom lines are down),

. Accept daily and periodic branch report "data content” electronically and store on local servers for branch
management display or local hard-copy print as required, and

. Provide a data-mining interface to the Bank's data warehouse for branch management and business analysts.
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51362 Features/Functions/Data Groups

The target Branch Automation solution requires, but is not limited to, the following chart of features, functions and major
data groups.

# L Required Features/Functions/Data Groups

Teller user Interface layer

The systemn must provide this function with at least the following information and supporting processes.
ay Displays designed for ltem and Transaction processing

v) Minirmal display sufficient to quickly execute transaction

¢) Displays menu driven with help and natural flow

d) Alternate direct display-to-display navigation for experienced teller

e) Complete access to central databases

1 i Integrated workstation with small "footprint”
= Display

Keypad designed for teller functions
Receipt printer

Signature verification, if required
Security key pad for PIN, if required
Cash drawer integrated into workstation

Platform user interface layer
The system must provide this function with at least the following information and supporting processes.
a) Displays designed for complete customer view
by Ability to open, update, close Customer/Accounts online during Customer/officer meeting
¢} Summary and access to all detail on Customer and all accounts in Bank
dy Displays menu driven with help and natural flow
e) Alternate direct display-to-dispiay navigation for experienced platform officer
f) Complete access to central databases
g) Onrequest access and locally print interim and cycle statements
2 ih) Intuitive display navigation for capturing all new Custormer and account data
i) Warning message and interrupt the entry process to ensure required data is captured
i) Warning message and override for high priority data
k) Promotional reminders, if required
) Integrated workstations for account opening
= Display
= Full keypad
= Keypad for PIN number assignment
«  Document printer nearby
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# " Required Features/Functions/Data Groups
Customer cross selling

The system must provide this function with at least the following information and supporting processes.
a) Customer profile

3 by Product recommendation

¢y Scripted sales dialog

d) Sales tracking

Integration with central processing
The system must provide this function with at least the following information and supporting processes.
a) Store and forward all transactions to the central processing center
» intra-day positions
« end of day (EOD) processing,
4 D Accept start of day (SOD) updated account files
» refreshing local branch databases (changes only)
«  Accept daily and periodic branch report
= "data content" eiectronicaily
+ display print as required
¢) data-mining interface to data warehouse for branch management

Branch control

The system must provide this function with at least the following information and supporting processes.
a) Teller drawer proof

5 ib) Branch detailed activity reconciliation and reporting to central site

¢) Funds position and requirements

d) Currency reporting
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Branch security profiles
The system must provide this function with at least the following information and supporting processes.
a) Individual functional security profiles by staff member
Authorized activities
Teller
Platform officer
Adjustment type approvals
Overrides
Business days/work hours
= Assigned security administrator
b) Hierarchical authorization
¢) Only one ultimate access at any one time
d) Dual approvals, if necessary
e) Branch level audit record of all logons, logoffs, activity

Branch infra-day databases

The system must provide this function with at least the followmg information and supporting processes.
a} Compatible with central databases

by Customer

c) Loans

dy . Deposits

e) Accounting/branch ledger

Branch contingency data

The system must provide this function with at least the following information and supporting processes.
g ¥ Daily activity data retained for user defined period

b) Operations activity and reconciliation

¢) Local branch position (official position at central site)
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Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

Transaction and data updates
The system must provide this function with at least the following information and supporting processes.
a) Online, real time, interactive design with central databases
by Standard transaction set, e.g., but not limited to,
» Deposits, withdrawals, split deposits, loan payments, transfers, funds payment instructions, open, close, controls, etc.
c) End-to-end process for transaction
Entry
Availability
Pass-through branch to central
Local update
Central official update
Debit/credit/intra-bank payment/inter-bank payment
Completed transaction acknowledgement
d) Internal control verification and continuous recording log of all attempted, successful, failed transactions

Full function account control, e.g., but not limited to:

The system must provide this function with at least the following information and supporting processes.
a) Stop payments,

b} Blocks, holds

¢) Fraud alerts

d) Money laundering alerts.

e) Counterfeit currency alerts

10 in Bad checks/credit card aleris

g) . Check "kiting" alerts

hy Overdrafts

i) Pastdue loans

iy Account officer daily exception review, override approval, issue/cancel controls

These conirol instructions must be accepted and logged at the Branch and passed to the Central system for update to the official
records.
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Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations -

Off-line operation
The system must provide this function with at least the following information and supporting processes.
a) Capacity to continue basic fransactions for multiple days
b) Record transactions by process and effective date
o) Automatically forward pending transactions to central processing site when connection re-established
11 id) Manual intervention to release each days work required if multiple days pending
&) Central site may or may not be able to process multiple end-of-days (EODs) in one pass
» Time constraints
»  Functional constraints
f) Internal control data bases, files and reports required to ensure complete and accurate updates

Customer/Account search

The system must provide this function with at least the following information and supporting processes.
a) Legal name (family/first/other)

b) Short name

¢) Any account number

dy Street address/house number _

e) CustomerID o
n Partial key search

g) "String" search

12

Central data warehouse access

The system must provide this function with at least the following information and supporting processes.
a) Data mining at branch back office workstations

by Limits required on query criteria

¢) Limits and warning required on size of result

13

“Help” displays

The system must provide this function with at least the following information and supporting processes.

14 1@ Each display

by Each object

¢) One central location to create and update help content at the Central Site and downloaded to the Branches

Broadcast messading
The system must provide this function with at least the following information and supporting processes.
15 1@ Separate medium from other connectivity, e.g., email
b) Emergency warning broadcast to every display or selective displays, e.g., branch manager only, branch only, etc.
¢} Audible alarm capability :
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Bank Customer Deposit and Plastic Card Payments Systems
Diagnostic and Accounting Enhancement Recommendations

# Required Features/Functions/Data Groups
Elecironic standard documents '
The system must provide this function with at least the foliowing information and supporting processes.
16 a) Store standard bank-wide documents electronically
by Printlocally as needed
¢ e.g., loan application, account open, collateral registration, letters of credit, etc.

Branch Agccounting Standard Reporting
The system must provide this function with at least the following information and supporting processes.

A full list of all standard operational and exception reporting must be provided including,
= Report title

Brief description

Frequency

Major sort sequence

Major sub-totals and grand totals

Media

17
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Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

5.1.4 Network Access and Service Performance

5.1.4.1 ___General Requirements

Access Security

The following chart highlights several areas within and outside the bank that require security concerns.
Service Performance

Monitoring the performance of the Banking System is important to ensure that the system meets the stated objectives,
generates the sought-after improvements and benefits, and creates the required level of confidence from the End-User
and the Customer

5.1.4.2 _ Features/Functions/Data Groups

The target Network and Security Access solution requires, but is not limited to, the following chart of features, functions
and major data groups.

#

Required Features/Functions/Data Groups

Network Control Center o

The system must provide this function with at least the following information and supporting processes.

2)
b)

9

)]

Monitor and control the Bank’s Neftwork

Display all components and telecommunication nodes, main branch units, departments & ATM's

external connections, e.g., but not limited to,
« National payment system

« Credit card

«  SWIFT

= International exchange, efc.

Network Access Security Control

Firewall protection

Profiles for Components & End-users
Exception hardcopy for audit control

«  Offline status :

»  Security access violations

Network scope & tracing monitor {limited access)
= Transmission data stream dispiay

= Protocol and character exceptions

Local Data manipuiation capabitities, e.g.,
MSOffice “tool sets”
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Bank Customer Deposit and Plastic Card Payments Systems

Diagnostic and Accounting Enhancement Recommendations

Required Features/Eunctionis/Data Groups

a)
b)
c)
d)
2 le)
f)
9)
h)
i
)

Secure {tem Processing
The system must provide this function with at least the following information and supporting processes.

all banking transactions

ATM transactions

POS transaction

Internet transactions

SWIFT items

Wireftelex transfers

Inter-bank clearing transactions
Intra-hank clearing transactions
PIN management

Biometric techniques

Network Access Security

a)
b)
]
d)
e)

f)
3 g)
h)
i)
)]
k)
D

m)

The system must provide this function with at least the following information and supporting processes.

Transaction protocols (e.g., SET, SSL)
Trading protocols (e.g., PKCS#7, PKCS#10)
Digital signatures

Digital certification

128-bit or greater encryption

Encrypting modems

Public key infrastructure (PKI)
Intrusion-detection technologies

Operational security, hacking/spoofing detection
Single sign-on and access control detection
Virtual private networks (VPNs)

Sign-on and Identification key cards
Keyboard ballistics

13 September, 2000
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Bank Customer Deposit and Plastic Card Payments Systems
Diagnostic and Accounting Enhancement Recommendations

# Required Features/Functions/Data Groups
Performance Monitoring System
The system must provide this function with at least the following information and supporting processes.
a) Daily processing timetable
b) Define system service levels
c) Appropriate reporting system to monitor the quality of the new services and demonstrate to End-Users.
dy System availability
e) The % of norma! business hours for,
» Information Processing Center
* Departmental access
» Branch Connectivity
4 f) Message throughput, e.g., but not limited to,
= Number of transactions per day
= Number of updates per day
= Peak hour transaction traffic
g) Fauits and errors, e.g., but not limited to:
«  Number of faults (hardware and software} each month
»  Number, source and type of each error detected (data input, transmission, processing, validation, authentication)
«  Number of errors logged each day, including odtage time
n) Response time to repair, e.g., but not limited to:
=  MTTR for a major hardware fault
»  MTTR for a major software fault
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BACKGROUND

A. Project Overview

Under the sponsorship of the United States Agency for International Development (USAID) Contract
# EPE-1-804-95-0056-00 was issued to International Business and Technology Consulting, Inc.
(IBTCI) to lead the Ukrainian Bank Accounting and Operations Infrastructure Development Project.
This advisor (Richard M Stitcher) was assigned on a short-term basis (from July 27 - September 29,
2000) to provide Aval Bank with technical MIS assistance in the development and delivery of a
Maturity Gap Report and an Interest Rate Risk/Repricing Gap Report.

This project is only one element or deliverable falling under the umbrella of IBTCI's on-going larger
project for Aval Bank. The main focus of this long-term initiative has been primarily to provide Aval
Bank guidance, assistance, and direction in its transition from Ukrainian Accounting Standards to
International Accounting Standards. A second element of the initiative is to assist in the
enhancement of the Bank’s internal audit functions. A third, but smaller, element of the project deals
with providing assistance in the development of basic MIS reports for Aval’'s senior management
team.

The majority of this assignment was devoted to working with the management and technical staff of
the Asset and Liability Administration Section and the Methodology and Reporting Section of Aval
Bank. One of the major responsibilities for both of these areas is to provide Aval Bank's Asset and
Liability Committee (ALCO) with MIS support. ALCO at its bi-weekly meetings requires a substantial
amount of MIS support in order to effectively fulfili its role of asset and liability related risk
management within Aval. The management of interest rate risk exposure as well as liquidity
exposure falls directly under ALCO and currently they do not have an appropriate level of MIS reports
to properly manage these positions and potential risk exposures

B. Project Goals

This assignment falls under the goal which calls for assisting Aval Bank management in the
development of more meaningful and effective MIS reports.
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More specifically this IBTCI Advisor has been tasked with providing direction, advice and support to
Aval Bank in the:

Design, development, and delivery of a “Maturity Gap Report”. This report will be available for

use as a basic tool for the identification, measurement, monitoring and management of Interest
Rate Risk by the ALCO of Aval Bank;

Assurance that this basic management tool will be available as a periodic (bi-weekly) MIS

production report for Aval senior management ALCO, and

Working with an IBTCI colleague assist Aval Bank in the design, development, and delivery of

a basic Interest Rate Risk/Repricing Gap Report for use by AVAL management and ALCO.

C. Previous Initiatives

Aval's Asset and Liability Administration Section has had a goal of developing a meaningful
Maturity Gap Report for a number of years. There are at least two levels of maturity gap reports

currently in place. However, they are not focused or produced at the level where they can be
effectively used by ALCO.

The National Bank of Ukraine (NBU) Maturity Gap Report (Report # 631) is produced on a
monthly basis and forwarded to NBU but its function and role is not to look at Aval Bank as a
“going concern”. It is structured by NBU to reflect the maturity gap positions on the Aval
Balance Sheet from a “liquidation point of view". That is not the type of reporting that is
required by ALCO for the management of interest rate risk exposure at Aval Bank on an on-
going basis.

The second maturity gap report that was reviewed during the project was the one that is
attached to the published footnotes of Aval Bank's Annual Report(s) for both 1998 and 1999.
These maturity gap reports are presented by Arthur Anderson Inc. the Bank's certified public
accountants. These reports have also been presented from a “liquidation point of view".
Again, reports of this nature cannot be and are not effective tools for the management of a
bank from the perspective of an on-going business endeavor.
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A parallel USAID effort to identify and enhance Aval's asset and liability management direction
and controls was performed during May and June of this year. This Asset and Liability
Management Survey was performed under the direction of Booz-Allen & Hamilton as a
deliverable under their Commercial Bank Restructuring Project, which represents a parallel
USAID, funded project. ALCO members and the Aval Management Board are redirected to that
report which was issued on June 2, 2000 by Booz-Allen Hamilton to the Bank. This report has
extensive narrative comments supporting “best practice® in banking asset and liability
management considerations.

The recommendations and suggestion made by advisor Peter W. Hanney are still appropriate for
ALCO and Aval and provide a significant amount of very clear and useful guidance for the Bank.

. Meetings And Discussions

In order to develop the background necessary to understand the issues regarding maturity gap
and interest rate risk/repricing gap reporting at Aval an on-going series of meetings, interviews,
and general discussions were held over the course of the project. The initial stages of these
contacts were strictly for fact-gathering purposes and touched on many areas of the Bank’s
activities, primarily within the Finance and Accounting Departments. Follow-up and the
development of more focused clarifications were primarily held with and involved managers and
staff from the Asset and Liability Administration Section and the Methodology and Reporting
Section. Both of these areas fall under the organizational control and direction of Aval Bank's
Department of Planning and Control.

This advisor would personally like to offer my sincere thanks and appreciation to all of the Aval
Bank officers and employees who were instrumental in assisting me through the course of this
project. Of special note, | would like to identify the following four employees who have provided a
particularly high level of support for the project. Without their very capable, professional, and
enthusiastic support of these efforts we would clearly not have been as successful as we were.
They are:



Aval ALCO MIS Development Project September 2000

Nikolay Linder - Manager - Asset and Liability Administration
Anna Tarnavka - Manager - Methodology and Reporting
Taras Tyshchenko - Senior Economist - Asset and Liability Administration

Oleksandr Hohchuk Senior Analyst - Methodology and Reporting

These members of the Bank’s staff strongly supported and facilitated this project effort despite the
obvious pressures and continuing responsibilities to address their regular day-to-day job
responsibilities. Without their support, hard work and dedication to getting this job done Aval
Bank would not have this new set of MIS tools that are now available to ALCO.

II. INTEREST RATE RISK EXPOSURE

A. Risk Identification

Accurate and timely measurement of interest rate risk is necessary for proper risk management
and control. Aval Bank’s risk measurement system should be able to identify and quantify the
major sources of the Bank's interest rate risk exposure. The system also should enable
management to identify risks arising from the Bank’s customary activities and new businesses.
The nature and mix of a Bank’s business lines and the interest rate risk characteristics of its
activities will dictate the type of measurement system required. Such systems wili vary from bank
to bank. Every risk measurement system has limitations, and systems vary in the degree to
which they capture various components of interest rate exposure. Many well-managed banks will
use a variety of systems to fully capture all of their sources of interest rate exposure. The three
most common risk measurement systems used to quantify a bank’s interest rate risk exposure are
repricing maturity gap reports, net income simulation models, and economic valuation or duration
models '

Such systems must provide adequate, timely, and accurate information if the bank is to identify
and control interest rate risk exposures. Interest rate risk may arise from a variety of sources, and
measurement systems vary in how thoroughly they capture each type of interest rate exposure.
To find the measurement systems that are most appropriate, bank management should first
consider the nature and mix of its products and activities. Management should understand the
bank’s business mix and the risk characteristics of these businesses before it attempts to identify
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the major sources of the bank’s interest rate risk exposure and the relative contribution of each
source to the bank’s overall interest rate risk profile. Various risk measurement systems can then
be evaluated by how well they identify and quantify the bank’s major sources of risk exposure.

. Repricing or Maturity Mismatch Risk

The focus of this project is centered on the need for a more useful level of gap reporting within the
Bank. It is clear that gap reporting can and is an effective method of managing risks in the
following two risk exposure areas:

¢ Interest rate risk - The risk to earnings or capital arising from movements in interest rates.
Interest rate risk arises from differences between the timing of rate changes and the timing of
cash flows {repricing risk); and from changing rate relationships among different yield curves
affecting bank activities (basis risk); from changing rate relationships across the spectrum of
maturities (yield curve risk).

e Liquidity risk - The risk td"earnings and capital arising from a bank’s inability to meet its
obligations when they come due, without incurring unacceptable losses. Liquidity risk includes
the inability to manage unplanned decreases or changes in funding sources. Liquidity risk
also arises from the failure to recognize or address changes in market conditions that affect
the ability to liquidate assets quickly and with minimal loss in value

The interest rate risk exposure of banks can be broken down into four broad categories: repricing
or maturity mismatch risk, basis risk, yield curve risk, and option risk. In this project we are
concerned with maturity and repricing risk which results from differences in the timing of rate
changes and the timing of cash flows that occur in the pricing and maturity of a bank’s assets,
liabilities, and off-balance-sheet instruments. Repricing risk is often the most apparent source of
interest rate risk for a bank and is often gaged by comparing the volume of a bank’s assets that
mature or reprice within a given time period with the volume of liabilities that do so. Some banks
intentionally take repricing risk in their balance sheet structure in an attempt to improve earnings.
Because the yield curve is generally upward sloping (long-term rates are higher than short-term
rates), banks can often earn a positive spread by funding long-term assets with short-term
liabilities. The earnings of such banks, however, are vulnerable to an increase in interest rates



Aval ALCO MIS Development Project September 2000

Valuation

that raises its cost of funds. Banks whose repricing asset maturities are longer than their
repricing liability maturities are said to be “liability sensitive,” because their liabilities will reprice
more quickly. The earnings of a liability-sensitive bank generally increase when interest rates fall
and decrease when they rise. Conversely, an asset-sensitive bank (asset repricings shorter than
liability repricings) will generally benefit from a rise in rates and be hurt by a fall in rates. Repricing
risk is often, but not always, reflected in a bank’s current eamings performance. A bank may be
creating repricing imbalances that will not be manifested in earnings until some time into the
future. A bank that focuses only on short-term repricing imbalances may be induced to take on
increased interest rate risk by extending maturities to improve yield. When evaluating repricing
risk, therefore, it is essential that the bank consider not only near-term imbalances but also long-
term-ones. Failure to measure and manage material long-term repricing imbalances can leave a
bank’s future earnings significantly exposed to interest rate movements.

The following table summarizes the types of interest rate exposures that maturity gap and interest
rate risk/repricing measurement techniques address.

Gap Report  Earnings Simulation Economic

Short-Term Earnings Exposure Yes Yes Generally does not
distinguish accounting
short-term earnings
from  changes in
economic value

Maturity Risk Exposure Yes Limited* Yes

Repricing Risk Yes Yes Yes

* The ability of these types of models to capture this type of risk will vary with the sophistication of
the model and the manner in which bank management uses them.

C. Risk Measurement
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The sophistication of the risk measurement and management system will increase with the size,
complexity, and geographic diversity of each bank. All sound risk management systems, however,
have several common fundamentals. For example, bank staff responsible for implementing sound
risk management systems should perform those duties independently of the bank's risk-taking
activities.

We can see that this concept is soundly in place within Aval Bank. The Asset and Liability
Administration Section and the Methodology and Reporting Section among other areas in the
Department of Planning and Control have been created to support ALCO and the senior
management MIS needs of the Bank.

Regardless of the risk management program’'s design, it should include mechanisms for
identifying, measuring, controlling, and monitoring risks. In a brief explanation of each of these
points | have listed beneath (in italics)} what Aval Bank’s current status is:

— Identifying - Proper risk iderttification focuses on recognizing and understanding existing risks
or risks that may arise from new business initiatives. Risk identification should be a continuous
process, and should occur at both the transaction and portfolio level.

The Aval Management Board fully understands the importance of management’s role in
identifying and managing risk exposure across several areas of the Bank’s activities. Systems
are in place and the Bank has been and continues to develop an infrastructure across Aval to
support these activities.

— Measuring - Accurate and timely measurement of risks is a critical component of effective risk

management. A bank that does not have a risk measurement system has limited ability to
control or monitor risk levels. The sophistication of the risk measurement tools a bank uses
should reflect the complexity and levels of risk it has assumed. Good risk measurement
systems assess both individual transactions and portfolios. The bank should verify the integrity
of the measurement tools it uses periodically.
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Through the Planning and Control Department many steps have been taken over the years to
develop and enhance measuring methodologies fo assist senior management in risk
management. With the completion of the two gap related reports identified throughout this
report, Aval will significantly enhance their gap management foolset.

Controlliing - The Bank should establish and communicate risk limits through policies,
standards, and/or procedures that define responsibility and authority. We can see that the Aval
Bank Management Board has already published such policies and procedures within the bank.

During the first half of 1999 the Bank issued two relevant policies. . They were the charter for

the Provision on Asset-Liability Committee (ALCO) and the policy on establishing the Asset
and Liability Administration Section within the Department of Planning and Control. These

control limits should be meaningful management tools that can be adjusted if conditions or risk
tolerances change. The Bank should have a process to authorize exceptions or changes to
risk limits when they are warranted.

Monitoring — The Bank should monitor risk levels to ensure timely review of risk positions and
limit or policy exceptions. Monitoring reports should be frequent, timely, accurate, and
informative, and should be distributed to appropriate individuals for action when needed.

Over time the ALCO has developed and use many different levels of management reports in
order to provide the necessary information for them to manage risk exposures within the
organization. Over the years in banking in general a basic profile of ‘traditional risk
management reports” have evolved. In a general sense they include, but are certainly not
limited to the following:
BASIC MENU OF MANAGEMENT REPORTS
(Note—These reports are in addition to standard financial reports)
Daily:

¢ Flow of Funds by HO and Branch
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o Consolidated Foreign Currency Position
» Cash Position/Requirements for Branches

Weekly:

» Movement in Large Loans
* Gap Reports-
o Maturities of Assets & Liabilities
o Repricing Intervals of Assets & liabilities
e Past Due Loan Report
e Large Withdraws and Deposits

Monthly:

Net Interest Margin Analysis
¢ Credit Portfglio Reports (i.e.: new loans, paid off loans, extended/renewed
loans, industry/geography, etc.)
Credit Watch List
Interest Income/Expense Reasonability Report
Branch Profitability

(Note: the above listing is maintained on the IBTCI-Kiev Project WWW Home
Page)

“From this advisor's discussions and interviews over the course of this project he has been able to
determine that many, if not most, of the reports identified in the above listing are produced and
used in the management of risk exposure within Aval Bank. The most obvious shortfall in
ALCO’s report mix is the lack of gap reporting as underlined in the above list.
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lIl. FINDINGS AND RECOMMERNDATIONS

A. Status of the ALCO Maturity GAP Report

Substantial progress was achieved in the development of the Aval ALCO Maturity Gap Report
(ALCO GAP}) over the period of the project. This advisor left the Bank on 9-29-00 after attending
a scheduled Aval ALCO meeting the prior day. At that meeting a preliminary draft of the ALCO
GAP was presented and discussed with the committee members. The Asset and Liability
Administration Section manager (N. Linder) in cooperation with the Methodology and Reporting
Section” Senior IT Analyst (O. Hoshchuk) were charged by ALCO to continue and complete the
development and delivery of the ALCO GAP as quickly as possible so that this production report
could become a regular part of the MIS package used by ALCO at their bi-weekly meetings.
ALCO members showed strong interest in the results of the project and indicated that the final
draft versions of the ALCO GAP package should provide them with valuable insight into Aval's
gap management process.

B. Status of ALCO Interest Rate Risk/Repricing Gap Report

There are many ways of measuring exposure to interest risk. In Aval Bank we have chosen the
simplest measure, not necessarily the best measure, as the Vicont database does not currently
contain either properly detailed Maturity Date information for each customer and/or account nor
does it contain the data required for measuring interest risk exposure in accordance with best
practice, We have chosen to focus our efforts on the identification of interest rate sensitive versus
non-sensitive assets and liabilities. By taking this approach and recommending a linkage to the
Maturity Gap Report completion it was our best judgment this approach would suffice as an initial
AL.CO measurement tool in the short term.

Aval Bank should aim for an easy to implement measure which we have agreed will be based on
a modified version of the Maturity Gap Report currently in its trial stages. In the longer term better
measures of interest risk can be developed but these require much greater effort.

Clearly there are better and more sophisticated models and approaches that Aval could use for
interest rate risk/repricing gapmeasurement but the approach taken at this time should be
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sufficient until additional repricing date and rate related data can be developed and populated in
the Bank’s customer database.

C. Database Adequacy and Data Integrity

The Vicont database does not adeqguately support the full delivery of a solid and accurate core of
information on customers and accounts so that there can be a seamless download to the Maturity
Gap Report. There are numerous instances where customer maturity date, residual maturity
date, loan agreement terms and conditions and other critical information to support the delivery of
the Maturity Gap Report are either incorrect or missing, from the Vicont database in either the
synthetic and/or the analytical subsidiary accounts.

As related to basic information on interest rate repricing dates; terms and conditions of interest
repricing agreements; caps on either interest rate increases or decreases; frequency and/or
limitations on timing for interest rate changes; etc. are not maintained in the Vicont database. In
order to develop a fully functional interest Rate Risk/Repricing Report model a full analysis of the
Vicont database structure and afif accurate determination of specific customer and account related
data requirements must be performed. Such an analysis should be initiated and managed by the
end user department who will be using the output from a repricing risk exposure system. The full
participation and support of the IT department and senior management will be required for such a
project.

At the ALCO meeting attended on September 28, 2000 it was the impression left with this advisor
that the membership of the committee was fully supportive of moving forward with an initiative to
both clean or scrub the Vicont database to ensure that all maturity date required and related
information was developed, entered into the database and maintained in a well controlled and
secure fashion. The quality of these newly evolving MIS reports can only be as good as the
quality and integrity of the underlying foundation of data. ALCO was supportive of the need to
initiate this data cleanup project and fully appreciated and understood that the end user
departments responsible for initiating the data (credit, accounting, investments, administration,
deposit accounting, etc.) were also the responsible departments within the Bank to cleanup and
properly maintain the data going forward. The Asset and Liability Administration Section under
the Planning and Control Department should be responsible for managing at a higher level the
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data cleanup initiative. Senior management should be wiling to delegate not only the
responsibility but also the underlying authority necessary to get the job done in a timely manner.
It is this advisor's impression that the Aval ALCO members are supportive of these concepts.

D. Recommended Future Direction

For monitoring purposes, most western banks comparable to Aval try to bring all risks together
using a statistically based technique known as Value at Risk (VaR). This has the advantage of
allowing different risks to be combined into a single figure (e.g. FX, Liquidity and Interest Rate) It
therefore becomes possible to represent most of the risks within a balance sheet as a single
figure. The single figure is then monitored against the singie figure limit set by ALCO.
International off-site supervision (Bank of International Settiements) is also moving to the use of
VaR to monitor risk. VaR as an approach to interest rate risk exposure and management is
considerably more complicated to calculate and relies either on historical data or on data
simulated from future expectations. In the long term Aval Bank should be developing a VaR
based system similar to best current Western practice

More specifically we suggest that the Bank should aim for:

¢ Short Term - Measurement of development of both reports (maturity and interest) and run
them as prototypes until assured that they are an accurate representation of the Aval risk
exposures. Once the modified version of the Maturity Gap Report is put into regufar
production the Interest Rate Risk/Repricing Gap Report effort should commence.

o Medium Term — Complete and put into production for ALCO use the Maturity Gap Report.
Then continue with the measurement of interest risk based on repricing dates (date when the
interest on the asset / liability may change). This requires that the database be modified to
capture repricing data.

e Long Term - Measurement of interest risk based on duration analysis. This technique
requires the calculation of the present value of interest sensitive assets and liabilities. It is
useful for both measuring the risk and calculating the hedge necessary to reduce the risk.
This requires even more substantial modification to the database than the medium term
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measures. Strong consideration should be given to purchasing software specific to these
more complex and sophisticated presentations for ALCO’s use.

We recognize that the final draft versions of the Maturity Gap Report and the preliminary draft
version of the Interest Rate Risk/Repricing Gap Report represent a very good start in this area of
risk exposure identification, measurement and management. However, they do not represent the
end point for this initiative. There is still a great deal of work that needs to be done to fine-tune
and perfect not only these gap reports but also the Vicont data base structure and the quality of
the underlying customer or account level Analytical Data that is maintained by Aval Bank.

. Purchased Software Option (In-House Development or Software Vendor)

A bank may either design and develop risk measurement models internally or purchase them
from an outside vendor. Developing an in-house model is often preferable because the model can
be tailored to the bank’s unique business mix. To develop its own model, a bank must be able to
commit sufficient money and staff members to ensure the integrity of the model’s design and
algorithm and to maintain the mddel. Because as few as one or two employees may come to be
the bank’s acknowledged experis on the in-house model, management should ensure that there
is sufficient documentation to enable others to maintain and support the model in the absence of
these key employees.

Using a model developed by a third-party vendor can reduce resource requirements, as well as
start-up times and costs. For banks with limited staff resources, some vendor models may offer a
fuller and more comprehensive risk measurement system than what the bank could develop
internally. The use of vendor models may free the bank’s staff from programming efforts and allow
more resources to be devoted to the qualitative issues of interest rate risk management. But
some banks have found even external models costly to implement. Vendor models may not be
able to capture all of the types of instruments the bank holds or ali facets of a bank’s risk
exposure. Vendor models can become “black boxes” to inexperienced users, who obtain output
without fully understanding the modeling process. This imperfect knowledge can produce
undetected errors and misleading or incorrect results. Before selecting a model, a bank must
determine what model features it needs and examine alternative packages based on those
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needs. Above all, management should consider the ability of bank personnel to understand and
update the model.

Selecting a model that is too complex for staff members can stymie interest rate risk
management. Banks should have systems in place that can identify, measure, monitor, and
control the major sources of the bank’s interest rate risk exposure. A bank’s model should be able
to handle every type of financial instrument (on- and off-balance-sheet) that the bank uses. For
example, the model selected by a bank holding adjustable rate mortgages should be able to
handle periodic and lifetime caps on interest rates, different prepayment estimates, as well as the
calculation of amortization schedules.

Management should ensure that the reports generated by the model are easy to prepare and
interpret. If the bank will use the model in its budgeting and planning process, the model should
be able to track and compare actual results with projections. Banks should consider the type of
hardware needed to run the mode! or software package. Some questions to ask are:

¢ Wil the model be run on a personal computer or the bank’s mainframe?
o How long will it take to run the model?

» Will the model expend so much computer time that the production of other computer-
generated reports will be compromised?
When considering models supplied by outside vendors, management should:

¢ Evaluate the financial strength of the vendor as well as the support the vendor will
provide;

o Find out whether the vendor will supply initial and ongoing support using hotlines,
training, and consultants;

¢ Determine how frequently the software will be updated, how the bank will obtain the
updates, and how the vendor validates models and new software releases:

¢ Find out how the vendor supports older releases of a product that has been updated;
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Understand how easy is it for model users to discover and track errors. (A model that
can flag inconsistent data, say, when a user inputs a level of maturity balances that
exceeds outstanding current balances, facilitates the early discovery of errors); and

Ensure that comprehensive documentation on the model's operation should help track
errors.

Bank management might also want to consider:

Whether the bank needs a menu-driven system or one that is programming oriented.
Although menus are generally more user-friendly, systems with programming
capabilities may be more flexible;

The number of accounts and different products that a model can accommodate to
ensure that the mode! meets the bank’s current and projected needs;

Whether the bank as well as the vendor can add or modify accounts analyzed by the
model;

Whether the time periods (months, quarters, years) that the model can project fit the
structure of the bank’s balance sheet;

How many interest rate scenarios the model can run and whether the scenarios are
generic or can be specified by the bank;

How many “driver” market interest rates and yield curves the model allows;

Whether the process by which data is input into the model preserves the data’s
accuracy and integrity. Management should consider how much data must be inputted
and whether it must be manually entered or can be extracted directly from the bank’s
operating systems;
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¢ The types of analyses that the model is capable of producing, such as gap reports and
comparisons of net income under alternative interest rate scenarios;

¢ Whether the model can calculate duration and market valuations; and

o Whether the vendor has staff members who can prepare special reports at the bank’s
request in addition to standard reports.

As a related issue it should be noted that IBTCI recently sponsored a parallel project which called
for the review of the Aval Bank Customer Deposits and Plastic Card Payment Systems Diagnostic
and Accounting Enhancement Recommendations Project This review was performed by IBTCI
advisor Michael Sprague over the months of August and September 2000. As part of his
suggestions and recommendations to Aval he indicated that strong consideration should be given
to reviewing and/or evaluation of software packages that might more effectively support the
bank’s application IT needs in some or all of its major customer oriented and internal processing
delivery systems.

This advisor would also suggest that the Asset and Liability Administration Section under the
direction of N. Linder, and for the benefit of ALCO, be encouraged to search in the
financial/banking software vendor market place to see if a purchased package solution might be a
more appropriate means of developing the necessary MIS infrastructure needed by ALCO.
Although ALCO has a basic but fundamental approach that currently permits it to measure,
monitor and manage Aval's Interest Rate Risk exposure there are many more sophisticated
solutions that could be implemented going forward.

The following list of major software vendors (listed by Michael Sprague in his diagnostic report)
would be a good starting for the Asset and Liability Administration Section in trying to research
what mode! based options might be available to the bank. By no means is this list complete nor
are any of these vendors being explicitly recommended. Aval through ALCO must determine
what is best IT solution for the bank at this point in time.

Well-known, international, banking software vendors who could be contacted are:
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o Financial Object, London

o Midas Kapiti International, London

¢ Infosys Technologies, Bangalore, India,
e Sanchez, PA, USA

e Callatay & Wouters, Brussels, Belgium
e Alltel, USA/France

IV. DISTRIBUTION OF REPORT

A Final copy of this report (hardcopy and disk) was left with IBTC! Project Lead Gary Fechtmeyer
in Kyiv and he indicated that once it was fully translated he would deliver to Aval Bank's senior
management and to Boris von Hoffman. the Ukraine USAID Project Director.

A final copy of this report will also be delivered by priority mail to IBTCI corporate headquarters in

McLain, VA. It is directed to,the attention of Patricio Crespo, Vice President of IBTCI for
appropriate review, and copying, and distribution to USAID Washington, DC.

*3 a
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V. EXHIBITS

A.

—TEMMO

~ =

Notes:

Final Aval Bank Maturity Gap Reports (MGR)
1. Aval MGR - Summary Format
2. Aval MGR - With Non-Maturity Date Details
3. Aval MGR — With Assumptions/Ruies for Forced for ALCO’s Temporary Use

. IBTCI Maturity Gap Recommendations

1. IBTCI Maturity Gap Format and Presentation
2. Final IBTCI Specifications for Maturity Gap Report
09 —00
IBTCI Interest Rate/Repricing Gap Recommendations
1. IBTCI Interest Rate/Repricing Gap Report Format and Presentation
2. Final IBTCI Specifications for Interest Rate/Repricing Gap Report
09 -00
Original IBTCI Specifications for Maturity Gap
Aval Additions to Maturity Gap Report Specifications
Aval Recommended Gap Report(s) Trend Analysis Cover Memorandum
IBTCI ALCO and Maturity Gap Report Questions to Aval Management
IBTCI Summary Memo To Aval ALCO Committee
Advisor Contacts Made During Project
08-00 .
Maturity Gap Report Project Plan
Reference Materials Provided During Project
09 -00

September 2000

28-09-00
26-09-00
28-09-00

16-08-00
08 thru

16-08-00
08 thru

04-00
12-08-00
15-08-00
10-09-00
20-09-00
07 thru

11-08-00
08 thru

> Following the 28-09-00 Aval ALCO meeting and upon completion of the final project report all report
sections and related exhibits were translated into Ukrainian for distribution to Aval Bank’s Management
Board. Copies of both versions of the final report (English and Ukrainian) were also forwarded under
separate cover to the USAID project Office in Kyiv.

> Upon return to the United States a complete hard copy of the English based report and exhibits were sent to
[BTCI Headquarters in McLean, VA,



Detailed with No Maturity Date Info

Aval Bank Maturity Gap Report

for Asset/Liabllity Committas August 31, 2000

i{BTCI Advisor's Comment: Tha following Aval Maturity Gap report was

T

Toped using Ci

[ VIR Y

t Information from the Vicont Data Base on August 27, 2000, This extract and download

program was developed by Aval's Asset and liability administration saction and the Methodology and reporting section. The areas highlighted In the column farthest to the right of the report represent
the aggregate customer Information in each of these primary accounts which DO NOT HAVE MATURITY DATE INFORMATION for that customer or account. This represents a serious shortcoming in the
quality of data maintained In the Vicont DB but can be resolved with close senior management attantlen and support.

Assets 2 288 076 802.09|
Cash and Metals 126 402 279.38| 58 355 B17.95| 0 [ 0 70 047 261.43]0
Placaments with the NBU 401 502 719,63 78 672 199.15) 0 ] 0 322 830 520.48 0
Cash funds on demand accounts 401 502 719.63 78 672 199.15] 0 0 0 0 322 830 520.48 0
Cash funds on term deposit accounts ) 0 ) 0 g o] Y 0
Placements with other banks 324 171 864.48) 182 949 577.88 L4 26 762 39526 17 841 575.92| 18 736 108.15 33 510 227.94 44 371 976.33
Cash funds on demand accounts 54 415 830.20 54 415 839.29 0 0 i) 0 O 0
Cash funds on term deposit accounts 235 978 697.31 180 264 029.16 0 8 088 647.83J £ 247 453,43 7 016 140.65 Q 24 361 426.44
Cash funds on accounts of guarantees 44 326 287.30 0| 0 6 089 647.63 5593 745.73 6281 467.50 0 24 38t 426.44
Non-¢lassified interbank loans 46 820 376.76 0 [ 7320 000.0¢ 6 000 376.76 4 33 500 000.00 0
Classified interbank loans 53 303 015.96 47 101 388.01 [ 3 263 100.00 0| 5 438 50000 10 227.94 2 489 800.01
Loan [oss reserve 6 840 676.56 ol 0 0 0 0 0 6 840 676.56
CURRENT LOANS {non-classifled) 554 054 874.94/ 69 159 554.35 23 9428 470,32 105 862 726.30 108 151 045.44) 186 972 093.02! 91 694 737,07 466 248.44/
Current loans expected to be paid 589914 847.62 69 853 426.25 24 188 743.28 106 722 831.41 107 216 049,81 188 B47 968.06 92 614 702.54 470 826.27
General provision 5 859 772.88 693 871.80 240 272.98 1060 105.11 1 065 004.37 1875 875.04 919 565.47| 4 677.83
CLASSIFIED LOANS 370 290 210.25 2_2 043 701,28 2 617 342.24 24 945 13210/ 41 80T 561.49 105 908 981.71 92 630 092,40 84 037 419.05
Loan bat; 486 266 705.66 28 893 263.73 3 430 619.87 28 764 066,54/ 54 708 279.41 138 817 6684.37 121 412 718.27 110 150 073.47
Loan loss reserve 115 276 495.41 6 849 562.48 813 277.63 ~4 88168 934.44 12 980 717.92 32 908 722.66 28 782 625.67 28 112 654.42
SECURITIES FOR SALE 17 248 926.92 17 248 926.92{ 0 ] 0 0| 0 [
Shares 1 983 838.00 1 983 838.00 0 0 0O 0 & Q
Vexals X 15 264 986.92 15 264 988.92 0 0 Q Q O O
Bonds {except for QVDP & COVDP) 0 0 0 01 0 0 ) 0
Provislon against diminution In value Q 0 0 0 Q Q 0 0
OVDRICOVDP 170 836 500,00 9 158 800.00 0 0 200 000.00 0 12 798 500.90 148 679 200,00
Marketable 4] 0 0 ] Q G 0 0
Non-marketable . 170 836 500.00/ 9 158 800.00 0 0 200 000.00 [+] 12 798 500.00 148 679 200.00
Provision against diminution in value O 0 0 0 0 0 0 0
OTHER DEBT SECURITIES & SHARES 8 511 018.52 0 0 0 0 0 0 8 511 018.52
Marketahle 0 0 Q Q Q 0 [5] Q
Non-marketable 8§ 511 018.52 0 & 0 o] 0 ¥ 8 511 018.52
Provislon against diminution In value. 0 Q & 0| 0 0 Q &
INVESTMENTS INTO ASSOCIATES AND
AFFILIATES 10 957 187.98 0! 1] 0! 0 Q 142 546.60 10 814 841.96
ACCRUED ACCOUNTS RECEIVABLE 11 343 982,82 2 27311741 503 949.74 745 315.09 503 010.82 1120 762.84 1480 079.52 4 717 748.40
Loans and deposits 9 167 483.52 2 241 240,83 436 617.59 720 224.73 493 555.47 1 117 542.62| 1463 979.5% 2 635 322.69
COVDP and other securities 1 469 382.59 0 1 458 178.92 0 8 376.37 2 837.22 ] [
Other 707 107.59 31876.28 17 332.15} 16 050.36] 1079.08 383 Q 540 346.72
OTHER RECEIVABLES 119 260 754.87 22 107 §00.21 25 549 589.88) 71 570 999.11 29 205,67 3 460.00 [ 0
Other recelvables 119274 11.14 22 120 756.48] 25 549 589.,88| 71 570 898.11 29 205.67| 3 460.00 Q 0
Clearing accounts 13 256,27, 13 256.27| 0 0 0 Q 0 0
OTHER ASSETS, TOTAL 142 796 484.52 582 472,54 18 554.00 62 157.24 2321 784.49 62 159.31 1 348 850,80 438 420 506.04
‘OI [ [ 0 0 0 ¢ Q
LIABILITIES AND CAPITAL 2 314 586 744.74} 604 839 38547 10 462 168,11 27T 77217150 33 533 102.81 106 191 183.26| 1 239 264 018,55 289 724 114.34
DEMAND DEPOSITS 1 626 854 140.89 592 571 095.31 0 G 0 0 1 034 283 045.58 []
State budget 270 970 819,44 42 465 386.75 0 0 o] 0! 228 505 432.66 0
Corporate 1191 006 484.82 550 105 708.55[ 0 0| 4] 0 £40 800 756.26 0
ﬁgéf September 2000 Page 10f2



Detailed with No Maturity Date Info

1BTC1 Advisar's Comment: The following Aval Maturity Gap report was developed using Customer Ascount information from the Vicont Data Base on August 27, 2000. This extract and download
Aval Bank Maturity Gap Report program was developed by Aval's Asset and iiability administration section and the Methodology and reporting section. The areas highlighted in the calumn farthest to the right of the report reprasent
for Asset/Liahility Committes August 31, 2000 the aggregate customer information In each of these primary accounts which DO NOT HAVE MATURITY DATE INFORMATION for that customer or acceunt. This represents a serious shortcoming In the
quality of data mafntained in the Vicont DB but can be resolved with close senlor management attention and support.

G o

Individuals 164 B76 856.66 0] 0 Q) 0| 0 164 876 856,66
TERM DEPOSIS 286 735 160.29) 1756 590.99 £ 990 944,50 27 513 942,89 33 338 678,54 87 550 154.02 23 303 741,32 147 271 108.03
State budget 11 153.73] 0 0| 0| 0| 1153.73 o] 10 004,00
Corporate 65 334 184.71] 392 152.48 3 550 00000 220 990.00 17 500.00 172 500.00 4 000.00 80 977 02223/
Individuals 231 389 B41.85] 1364 438.51 2 449 944.50) 27 202 952.89 33 322 178.54/ 87 376 500.29 23 299 741.32 56 284 085.80)
Own debt securitles 10 000 000.00 Q 1] ) 0 0 9 10 000 000.00
CDs 57 223 219.00 280 082,75 429 841.50 0 £ 100.00 17 £63 520.78| 10 877.00 38 832 996,99
DUE TO BANKS 36 270 §79.94; 13 732 670.48 14 211 268.40) i ] 0| 135 962,50 8 180 878.56
Damand accounts 11 827 020.08 11 827 020.08 Q) i 0 0| lu Q
Term deposits 8 365 010.58 0 717 882.00 0 0 0 0 7 647 128.55
Interbank loans 16 078 849.30 § 905 650.40 13 493 386.40 0 0 [¥) 135 962.50] 543 850,00
DUE TO NBU 23 984 31529 0 ] 0 0 0 4 225 923,92 19 758 391.37|
[ACCRUED INTEREST PATABLE - 14 610 7152.92, z ml 116 659.51] 234 819.19 97 085,37 881 992.88] A7 883,71 11 029 767.53
Deposits 8 878 246.05 2 026 245.79] 28 255.23 175 861.10 77 149.09 753 818.05: 44 119.30 & 772 797.49
NBU __206 112.88) 0] o 0| 1] 0 0 206 112.85
Subordinated debt 3257 401,34 26 603.33! 34 942.36 57 430.56 1043.55 128 174.83 253.76 3 008 952.95
Budget 2 268 992.57 149 635.81 53 461.72 1 587.53| 18 B92.73 0 3 510.65 2 041 904,23
PAYABLES AND OTHER ACCRUALS . 102 147 439.10! 7828 13148 1 019 432,35 23 349.42 0 239,00 95 516,20 257 320,22 92 832 450.42
Payables and ether aceruals 96 087 109.92 1768 802.31 1019 432.35 23 340.42| 90 239.00 05 516.20 257 320.22 ] 92 832 450.42
Clearlng accounts 6 060 328.18 6 060 329.18 4] 0 Y 0 0 [1]
Othor Habilities 0 Ju O 0 & 0 Q 0
INCOME TAX 3 878 533.57 0 2 896 490.45] 0 0 Q 960 043.12 L]
Currant 2 896 490.45 0 2 BOG 490.45 0 [{] 0 Q [1]
Defarred 980 043,12 0 0 2] [ Q 980 043,12 Q
UNREGISTERED STATUTORY CAPITAL 0 0 0 0 O 0 0 0
SUBORDINATED DEBT 0 0/ ) [ 0 0 o 0
0| Q Q| [ 0 0 O Q
CAPITAL 176 155 183.88] Q 0 0 0 L] 176 155 183.68] 0
Equity 102 356 73?.58] 0 Q 0 0 Q 102 356 787.68| 4]
Retalned aarnings and reserves 72 155 141.68] [1] 0 [y 0 4] 72 155 141.68 ]
Shares bought out 1 643 254.32 0 0 0| 0 [ 1 643 254,32 4]
0 0 0| 0 0 O 0 4]
-23 509 942 65| -144 108 518.11 42 175 738.07| 168 976 553.60 135321 081.02 206 612 361.17| -G12 781 202.81 150 294 044.40
Gap -0.01 -0.06 0.02 L 0.09 0.06 0.09 -0.27 0.07
) 0 0 Q 0| 0 0 0
OFF-BALANCE SHEET ITEMS 55 835 853.44 0 0 0 Y 0 ] 55 835 853.44
Group 90 111 663 990,34 0 0 ] 0 Q 0 111 663 $50.31
Group 91 55 828 138.87 0 0 ¢ 0 0 0 55 828 136.87
Group 92 Q| 0 0 0 0 1] 0 0
Group 93 0 ] g 0 0 0| [a] 0

ﬁéﬁ( September 2000 Page 20f2



IBTCI Maturity Gap Template

B

Recommended Maturity Bap Template

Aval Bank - Proposed Maturity Gap Report
Financial data reported as of July 1, 2000 (00Grph)

COA Reference
Assets
Currency and Bank Metals 100,101,510
Due From NBU 120,121
Pue From Banks 150,151,1511,152,159
Current Loans {Includes Classsified Loan: 20,21,22,24
Classified Loans (included above) 20,21,22,24
Investments For Sale (Trading Account} 31,319
Government Investments (OVDP/COVDF 14,149
Other Investments & Equity Securities 32329
Investments in Affiliated Companies 41,42
Accrued Income Receivable NUMBroUEs acCounts
Misc. Receivables, etc. numercus accounts
Ali Other Assets NUIREroUS ACCOUNES
Total Assets
Liabilities
Demand Deposits 25,260,262
Time Deposits 25,264,263
Certificates of Deposit 332
Due to Banks 160,161,162
Due to NBU 130,131,132,133
Accrued Interest Payable numerous accounts
Accounts Payable and Accruals numercus accounts
Income Taxes 362
Subordinated Debt 3660
All Other Liabilities 36,37,38
Total Liabilities
Capital
Stockholder Investment Pending Registra 363
Capital/Shareholder Equity Class 5
TotalCapital
Totat Liabilities and Capital
Gap Position
Gap/Total assets
Off-Balance Sheet (OBS)
Guarantees Likely to be funded
Claims Under Lkoans and Deposits
Claims Under Foreign Exchange
Claims Under Securities

Total Off-Balance Sheet

Gap Position Including OBS
Gap/Total assets+ OBS

Total

102,058
351,745
430,249
780,720
0
74,253
123,268
8,934
10,620
24,209
120,143
156,670
2,182,869

1,369,646
273,513
56,872
63.917
36,984
14,780
118,374
3,004

0

72,019
2,009,109

0
173,760
173,760

2,182,869

not available
not available
not available
not available

0

0-7 Days

100,633
82,740
123,762
0

0

4,303

0

5,072

0

6,052
55,872
0
358,434

488,073

[ B e B o e )

28,594
3,004

26,214
520,671

0
0
0
520,671

162,237
7.43%

not available
not available
not available
not available

0

-162,237
=7.43%

8-31 Days

0

0
70,071
113,606
0

4,315

0

966

0
18,157
64,272
0
271,387

590,250
60,260
14,218
15,979

4]

3,358
88,781
0

0
45,806
818,652

0
0
0
818,652

-547,265
-152.68%

not available
not available
not avafiable
not available

0

-547,265
«152.68%

32-92 Days 93-183 Days 184-365 days >365 Days

0

0
70,071
113,606
0

4,315

V]

966

0

0

0

0
188,958

0
60,260
14,218
15,979

0

3,358

93,815

95,143
35.06%

not available
not available
not available
not available

0

95,143
35.06%

0

0
70,071
113,606
0

4,316

0

966

93,815
0
0
0
93,815

95,143
50.25%

not available
not available
not available
not available

0

95,143
50.35%

0

0
70,071
113,606
0
4,315
0

966

0

0

0

188,958

0
60,260
14,218
15,979

0

3,358

0

0
0
0
93,815
0
0
0
93,815

95,143
50.35%

1.425
289,005
26,203
326,296
0
52,690
123,268
0
10,620
0

0
156,670
986,177

291,323
32,475
0

0
36,984
1,350

0

o

0

o
362,132

0
173,760
173,760
535,802

450,285
238.30%

not availahle' not available
not available not available
not available not available
nct available not available

0

95,143
50.35%

0

450,285

238.30%

Exhibit B-1
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Final IBTCI Specifications for Maturity Gap Réport - August thru September 2000 Exhibit B-2

International Business & Technical Consultants, Inc.
U.S. Agency for International Development
Financial Infrastructure Development Project

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-246-4952
Kyiv 252034, Ukraine Fax: 380-44-246-4953
e-mail: ibtcua@naverex.kiev.ua 229-6525
AVAL
FINAL RECOMMENDATIONS FOR MATURITY GAP REPORT
AUGUST/SEPTEMBER 2000

» Original Gap Maturity Report Structure Guidance:

a) Period-end balances to be used not average balances
b) Report should be segregated by foreign currency and National Currency
c) Maturity intervals are: 1-7, 8-31, 32-92, 93-183, 184-365, and >365

a. FINAL GAP MATURITY REPORT STRUCTURE GUIDANCE:
o General Rules, Guidance and Calculations:

a. Report was developed to represent three viewpoints on the bank’s balance sheet:
i. Hard Currency Denominated loan and deposit accounts (USA $, German DM, British £, etc.)
i. National Currency Denominated loan and deposit accounts (UAH and other soft currencies), and
ii. Adjusted National Currency view representing consolidated bank balance sheet.

b. Maturity intervals were adjusted to coincide with the existing Maturity Indicator Code used by the AVAL Vicont
database. In most cases the SQL extract program (download) will be instructed to identify residual maturity dates
from Aval's analytical customer records. This permitted a more efficient download of data for aggregation and
presentation in the Maturity Gap Report (GAP); The Maturity time-bands used in GAP are consistent with Aval's
existing data structure. They are: 0 — 7 days (combined residual maturity codes Immediate, Overnight and 1 -7
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days); 8 - 31 days (combined residual maturity codes 8 — 22 and 23 ~ 31 days); 32 — 92; 93 - 183, 184 - 365, and
>365.

c. Aval (Asset and liability Administration Section) requested a separate level of preliminary Trend Analysis (Exhibit
E) in order to more accurately represent several of the balance sheet Chart of Account (COA) areas for the final
Maturity Gap report presentation to ALCO.

d. In some COA period end balances used were allocated to time bands not by their explicit maturity but on an
estimated average or historical perspective basis.

e. The reports presented are based on COA book values rather than adjusted market values. Reserve and accrual
accounts are all are treated on an aggregate basis. This approach will more accurately represent a closer
approximation to market value for Aval COA assets and liabilities.

o Specific COA Rules, Guidance and Calculations:

a)

b)

d)

CASH - Trend analysis performed to determine the average daily requirement of currency and coin to support all
branch and headquarters activities. This amount placed in > 365 time-band for gap maturity purposes. Balance
of currency and coin are placed in the 0 — 7 time-band.

BANK METALS AND TRAVELERS CHECKS - Basic assumption made that any precious metals held by the
bank would be available for sale and would be placed in the 0 — 7 day time-band. Ail Travelers Checks are also
placed in the 0 — 7 day time-band.

DUE FROM NBU - Calculate statutory reserve % against Total deposits (cutrently at 15%) and place that
amount in >365 time-band. Balance of Due from NBU is placed in 0 — 7 time-band.

DUE FROM BANKS — Cash in Demand Accounts (presuming no maturity date data is indicated — probably
should do an edit check to confirm the no date premise) would go into the 0 — 7 Day time band. The Time
deposits should be placed in the appropriate time band based on the residual maturity date for that account
balance. Deposits held to guarantee plastic card operations (or any other legally binding operational contract
maintained by Aval with another bank requiring a deposit or guarantee) should be placed in the > 365 Days time
band. Assumption can be made that these are long term deposits which will be held indefinitely or unti the
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f)

g)

h)

agreement is rescinded with the correspondent bank. Non-Classified interbank loans should be placed based on
their residual maturity date. Classified interbank loans based on their assigned NBU Classification Rating Code
should have their residual maturity date increased by the number of days (30-90-180-365) linked with their
specific classification. The Reserve associated with that classified interbank loan (20%-50%-100%) if
substandard, doubtful or loss should be tied as a credit to the loan it represents and reduce the balance
accordingly. The reserves that represent non-classified (2%) and Watch interbank loans (5%) should be netted

in a pro-rata formula against the percent of the balance of the loan portfolio that they represent across all time
bands.

CURRENT LOANS - should be placed in their appropriate time band based on their residual maturity date.

CLASSIFIED LOANS - Classified loans based on their assigned NBU Classification Rating Code should have
their residual maturity date increased by the number of days (30-90-180-365) linked with their specific
classification. The Reserve associated with that classified loan (20%-50%-100%) if substandard, doubftful or loss
should be tied as a credit to the loan it represents and reduce the balance accordingly. The reserves that
represent non-classified (2%) and Watch loans (5%) should be netted in a pro-rata formula against the percent
of the balance of the loan portfolio that they represent across all time bands.

INVESTMENTS FOR SALE - normally any Equity or Stock based investment should be placed in the 0 — 7 Day
time band. A basic assumption would be that these investments held for sale or “marked to market” daily so that
their book value is maintained accurately on Aval’'s books. There should also be a determination that any equity
investments held in this account are ‘readily marketable and 100% liquid”. It would be appropriate to do a strong

edit check in any event to be sure the residual maturity date (if any) would ensure the equity would fall in the first
time band.

OVDP/COVDP - “truly marketable” OVDP andfor COVDP investments should be placed according to their
actual residual maturity date in the appropriate time band. However, recent history leads us to believe that these
investments should more than likely be considered to be non-marketable investments. This assumption is based
on the recent history of non-payment and/or deferral without option by the Country of Ukraine they should be
placed in the > 365 Days time band. it would aiso be appropriate to determine whether it is necessary to

establish a reserve in the event of non-payment in order to reduce their book value closer to their true market
value.
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i)

k)

1)

OTHER INVESTMENTS IN DEBT AND EQUITY SECURITIES — assuming that these investments are held by
the bank as true investment instruments and that they are marketable (even with a discount) they should be
placed in a time band that is linked to their residual maturity date. In the event these investments are considered
to “less than readily marketable” it would be appropriate to establish a reserve as an off-set to potential loss
situations to Aval.

INVESTMENTS IN AFFILIATED OR SUBSIDIARY COMPANIES - since investments of this nature are generally
not considered to be “Ready for sale” or “traditional instrument based “Long Term Investments” { would
recommend that all of these amounts be placed in the > 365 Day time band.

ACCRUED INCOME RECEIVABLE - should be spread across the time band s based on their expected date of
payment. Clearly these items need to link back to the specific customer account they represent and placed
according to that maturity determination.

MISC. RECEIVABLES - if the individual accounts receivable have residual maturity information then it should be
used for time band placement. If there is no maturity information the assumption can and should be made that
traditionally accounts receivable can be expécted to be received within 30 days of their origination date. Any
aggregate balance without maturity date information should therefore be spread across the first two time bands
with 25% allocated to the 0 — 7 Days and 75% allocated to the 8 — 31 Days time bands respectively. If accounts
receivable are “stale dated” that is they have not been received within the normal time frame 1 would suggest that
they be evaluated for collect ability and placed in similar time bands as would substandard, doubtful or loss
classified loans. This would also imply that specific reserves should be established and netted from the amount
of the receivable just as if they were a classified loan.

m) ALL OTHER ASSETS - since other assets with negligible value, all bank supplies, fixed and intangible assets

n)

(including: bank land, buildings, leasehold improvements, and any other personal or real property owned by the
bank) would fall under this classification they should all be placed in the > 365 Days time band.

DEMAND DEPOSITS — in all three demand deposit classification areas Trend Analysis will be performed in order
to determine what the base of CORE DEPOSITS are within each of these categories. This “regularly maintained
and stable base of deposits” will be placed in the > 365 time band. For example: With State Budget Funds they
should be evaluated based on their historicai funds flow/maturity movement. For State Pension Funds it was
recommended that Trend Analysis be performed to determine what the regular outflow of pension funds is on a
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calendar day basis and then once the average core deposit has been subtracted from this total using that
analysis to place the appropriate funds into the 0 — 7 Days time band and the 8 — 31 Day time band. This
placement in the two time bands will be determined and dependent by the time the report is run during the
calendar month. All other State Budget Funds and any other special purpose government accounts (including
quasi government accounts in the business category) will be analyzed in this fashion and placed in appropriate
time bands. By using this approach the “real Core Deposits” of Aval bank will be segregated and placed in the >
365 Days time band. All other deposits will be placed based on averaging, frend analysis and realistic maturity
date information. For the Business and individual demand deposits a similar trend Analysis and averaging
approach will be taken to identify “core deposits” and any recurring trends or regular patterns in the accounts and
then placed by appropriate time band.

o) TIME DEPOSITS —will be placed by the appropriate maturity date in the customer’s file. If there is no clearly
stated maturity date then Trend Analysis will be performed to both determine any regular core deposits and the
actual placement of any remaining balance in the proper time band.

p) CERTIFICATES OF DEPOSIT - will be placed exclusively by their residual maturity date.

q) DUE TO BANKS - should be placed in the appropriate time band based on the residual maturity date for the
accounts. ' o

r) DUE TO NBU - should be placed in the appropriate time band based on the residual maturity date for the
accounts :

s) ACCRUED INTEREST PAYABLE - should be spread across the time band s based on their expected date of
payment. Clearly these items need to link back to the specific customer account they represent and placed
according to that maturity determination.

t) ACCOUNTS PAYABLE AND ACCRUALS - since A/P do not maintain maturity date related information at this
time it was agreed that under normal business practice these accounts would generally bee paid within 30 days
that the total would be divided by 30 and the first 25% would be placed in the 0 — 7 days time band and that the
remaining 75% would be placed in the 8 — 31 Day time band.
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u) INCOME TAXES - current income taxes would be placed iSn the time band that coincides with their expected
remittal date to the government taxing authority. Deferred taxes would be placed in the time band that relates to
their expected payment date in the future.

v} STOCKHOLDER INVESTMENT PENDING REGISTRATION — generally accounts of this type would have an
expected forward date by which time their registration would be completed. They should be placed in the
appropriate time band based on that expected future processing date.

w) SUBORDINATED DEBT - should be placed in the > 365 Days time band unless there is a specified residual
maturity date that would indicate placement in a shorter time band.

x) CAPITAL —in all cases capital accounts are considered to have a maturity date > 365 Days. All capital accounts
and general reserves should be placed in that time band.

y) OFF BALANCE SHEET ACCOUNTS - currently insufficient information is maintained on off-balance sheet
related customer account information. Due to the non-regular nature of such accounts and contingent liabilities
no effort was made at this time to incorporate off-balance sheet activity in to the Maturity Gap report
presentation. That is not to indicate however that such maturity date related information should not be collected.
As part f the effort to update and improve data integrity in this area across the balance sheet all off-balance
sheet accounts should also have reasonable maturity date information entered into the database.
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Additional or

Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem Item Components Synthetic Accounts Analysis and Analysis and
Reporting Reporting
Asset Accounts
Currency and Bank Minimum and maximum | 100, 101, 110 1) Minimum classified as | Trend analysis of
Metals currency levels fo be >365. statistical data
calculated 2) Excess over minimum | (analytical accounts)
0-7
3) Bank metals reported Ability to enter minimum
as >365. reserve standards into
the database
Due from NBU 1) Cash on Demand 1) 120; except 1208 1) Statutory reserve of Automatic calculation of
accounts 15% of Total Deposits | statutory reserve in
is reported as > 365 Vicont DB
2) Cashonterm 2) 121; except 1218 2) Excess NBU balance
accounts reported in 0 — 7 days
3) Recorded based on
residual maturity date
Due From Banks 1) Cash in demand 1) 150; except 1508 and 1509 1) recordedas 1-7 Trend analysis of
accounts statistical data
{analytical accounts)
2) Cashintime 2) 151; except 1618 and 1519 2) recorded based on
Accounts residual maturity date
3) Cashin Guarantee |3) 1511 3) Spread based on:

accounts (Plastic
Cards)

a) Maturity of
guaranteed
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: Additional or
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem item Components Synthetic Accounts Analysis and Analysis and
Reporting Reporting
transaction
b) Balances

guaranteeing plastic
card operations
reported as >365
4) 4.152 (standard); except 1528, | 4) spread based on
4) Non-classified Inter- and 1529 maturity
bank Loans
5) 5.152 (watch, non-standard), 5) spread based on some
5) Classified inter-bank 158; 1528,1529 not included estimate of recovery,
loans for example:
No need to shift the
. a) Watch, Maturity + maturity date, reserve
’ 30 adjustment only is
b) Substandard, needed
Maturity + 90
¢) Doubtful, Maturity +
180
6) 159 d) Loss, “>365"
6) Loss Reserve(s)
6) Spread based on:

a) General: pro-rata
against non-
classified loans

b) Specific: consistent
with related loan

balance
Current Loans 1. Current loans that 1. 20,“21",22 (standard),except for | 1. spread by maturity Trend analysis of
will pay when due 209, - statistical data
2. Estimated renewal {analytical accounts)

Az2
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Additional or
Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem ltem Components Synthetic Accounts Analysis and Analysis and
Reporting Reporting
2. Current loans that maturity
will likely be 219, 229 and accrued interest
extended accounts 3. Spread in relation to
current loan balances
3. General Reserve 3.2401
Classified Loans 1) Loan Balance 20,21,22 (watch, non-standard, 1} spread based on Trend analysis of
doubtful 209,219,229}, except estimate of recovery: statistical data
for accrued interest accounts | a) Watch, Maturity + (analytical accounts)
30
b) Substandard, Calculate classified loan
Maturity + 90 trends based on actual
c) Doubtful, Maturity + | experience
180
d) Loss, "“>365" No need to shift the
2) Loss Reserve 2.2400 maturity date, reserve
2) Consistent with related | adjustment only i$
ioan balance needed
Investments for sale 1. Equity 31 N 1. classify as “1-7”
2. Vexels
3. Promissory notes
(except for OVDP,
COVDP)
4. Reserve against 4.319
diminution in value
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Additional or

affiliated companies

Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem ltem Components Synthetic Accounts Analysis and Analysis and
Reporting Reporting
OVDP/COVDP (Note: | 1. Marketable 14 . “1-7" at market value
Liquidity, not intention
of management 2. Not marketable . maturity date
relevant in measuring
maturity gap) 3. Reserve against 3.149
diminution in value
Other investments in 1. Marketable 32 -1-7 at market value
debt and equity
securities 2. Not marketable 3.329 . maturity date less
Reserveagainst valuation reserve
diminution in value
investments in 41,42 . ">365"

Accrued Income
Receivable

1. Loans and deposits

2. COVDP and other
securities

1.1208,1218,1508,1509,1518,15
19,1528,1529,2008,2018,2028
,2029,2038,2039,

2048,2049,2058,2059,2068,2069
, 2078,
2079,2108,2109,2118,2119,

2208,2209, 2218,2219

2.1418,1428,1438,3108,3118,31
19,3218,3219

. Estimated payment

date

. Due date

Trend analysis of
statistical data
(analytical accounts)

R

10
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Additional or

Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem Item Components Synthetic Accounts Analysis and Analysis and
: Reporting Reporting
3. Other
3. 357 Estimated payment

date

Misc. Receivables, etc

1. Misc. Receivables

2. Clearing Accounts

18,28,351,352,354,355,358,359
371

Estimated payment

date

. “1 -7”

Trend analysis of
statistical data
(analytical accounts)

Calculate A/R trends
based on actual
experience

All other assels

Pre-paids, low value

| items, fixed and

intangible assets

34,350,39 A43,44

Report “>365" unless

material pending asset
sale identified

Trend analysis of
statistical data
{analytical accounts)

Liability and Capital Accounts

Demand Deposits

1. State Budget

2. Business

3. Individuals

1. except for accrued interest
and term deposit accounts

2. except for accrued interest
accounts

3. 3.262 except for accrued

For each demand deposit

category muiltiply
lowest daily balance
during last quarter by
90%. This is “core”
deposit which wili be
reported “>365".
Report amount over

Trend analysis of
statistical data
(analytical accounts)

11
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Exhibit B-2

Additional or

Gap Maturity Description of Line Category or Groups of Original Criteria for Revised Criteria for
Report Line ltem Item Components Synthetic Accounts Analysis and Analysis and
Reporting Reporting
interest accounts “core” deposit in “1-7"

Time Deposits

1. State Budget

2. Business

3. Individuals

1. 25 (term deposits), except for
accrued interest accounts

2. 261 except for accrued
interest accounts

3. .263 except for accrued
interest accounts

Same formula as Demand
Deposits

Certificates of Deposit 332, effcept for 3328 Reported based on
maturity
Due to NBU 130, 131,132,133, except for Loan Maturities

accrued interest accounts

Accrued Interest
Payable

1. Deposits
2. NBU

3. Subordinated debt

1.1608,1618,1628,2608,2618,26
28,2638

2.1308,1318,1328,1338
3.3668

1. Pro-rata on deposit
balances

2. Period payment due

Accounts Payable and
accruals

1. Accounts payable
and accruals

1. 19,290,360,361364,365,367,3
69,

1. Estimated period
payment due

12
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Exhibit B-2

Gap Maturity
Report Line Iltem

Description of Line
ltem Components

Category or Groups of
Synthetic Accounts

Original Criteria for
Analysis and
Reporting

Additional or
Revised Criteria for
Analysis and
Reporting

2. Clearing accounts

3. Other Liabilities

2. 292,372,373,

2. “1 _71‘!

3. Estimated pericd

3. 39L payment due

Income Taxes 1. Current 362 1. "8-31"

2. Deferred 2. “>365"
Stockholder 363 “>365"
investment pending
registration
Subordinated debt 3660
Capital 1. Common Stock 5 Class 1. “>365"

2. Retained earnings 2. “>365"

and reserves

3. Treasury Stock

3. “4-7" (if marketable)

Off-Balance Sheet Accounts

Off Balance Sheet
Accounts

1. Group 90:
Guarantees likely to
be funded

Estimate of period funds
will be received or
payment required.

13
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Exhibit B-2

Gap Maturity
Report Line ltem

Description of Line
ltem Components

Category or Groups of
Synthetic Accounts

Original Criteria for
Analysis and
Reporting

Additional or
Revised Criteria for
Analysis and
Reporting

2. Group 91: Claims

under loans and
deposits

. Group 92: Claims
under FX operations

4. Group 93: Claims

under securifies
operations

14




IBTCI interest Rate Gap Template

Recommended Interest Rate Sensitivity/Repricing Maturity Gap Template

Aval Bank - Proposed Interim Interest Repricing Gap Report
Asssets and Liabilities as at July 1, 2000 (000rph)

Exhibit C-1

Separate report for each currency. :
COA Reference Total 0-7 Days 8-31 Days 32-92 Days 93-183 Days 184-365 days >365 Days Non sensitive
Assets
Currency and Bank Metals 100,101,110 Currency N/S Bank Metals S(0-7}
Due From NBU 120,121 Non Interest Bearing so all N/IS
Due From Banks 60,161,1511,152,159 |All S (as maturity report)
Current Loans 20,21,22.24 All S (as maturity report)
Classified Loans 20,21,22,24 Al S (as maturity report)
Investments For Sale 31,319 All S (2s maturity report)
Government Investments 14,148 All S (as maturity report)
Cther investments & Equity Securities 32,328 All S (as maturity report)
Investments in Affiliated Companies 41,42 All N/S
Accrued Income Receivable numercus accounts  JAIL N/S
Misc. Receivables numerous accounts  {AIl N/S
All Other Assets numerous acceunts  [Mainly N/S (as maturity report)
Total Assets 1] 0 0 [} 0
Liahilities 25,260,262
Demand Deposits 25,261,263 All S (as maturity report)
Time deposits 332 All S {as maturity report)
Certificates of Deposit 160,161,162 All S (as maturity report)
Due to Banks All 8 (as maturity report)
Due to NBU 130,131,132,133 All 8§ (as maturity report)
Accrued Interest Payable numerous accounts [ All NS
Accounts Payable and Accruals numerous actounts  |[All N/S
Income Taxes 362 All NS
Subordinated Debt 3660 Mainly N/S (as maturity report)
All other Liabilities Mainly N/S (as maturity report)
Total Liabilities 0 [1] 0 0
Capital
Stockholder Investment Pending Registrat{363 AllN/S
Capital/Shareholder Equity Class 5 Al NIS
TotalCapital
Total Liabilities and Capital 0 Q 0 0 0
Off-Balance Sheet IGNORE THIS LOT MEANTIME - as Maturity Report
Swaps {FX and Bank Metal Activities} May be S or N/§ depending on nature
{FX and Bank Metal Activities) May be S or N/S depending on nature
Guarantees, L/C, Acceptances - Given May be S or N/ depending on nature
Guarantees, L/C, Acceptances - Received May be S or N/S depending on nature
Total Off-Balance Sheet
0 0 G 0
Gap Position As Maturity Report
GapiTotal assets As Maturity Report

Interest Volatility
Interest Volatility x Gap Position

September 2000

This need not be built into the report butis a separate analysis of inferest rates - it is expected change % interest for each bucket

Input the volatility as a separate parameter, default value 1
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International Business & Technical Consultants, Inc.
U.S. Agency for International Development
Financial Infrastructure Development Project

Vulitsa Lysenko 4, Apartment 13 Telephone: 380-44-246-4952

Kyiv 252034, Ukraine 225-6525

e-mail: ibtciva@naverex.kiev.ua Fax: 380-44-246-4953
AVAL Bank

Recommendations and Data Requirements for Components of
Interest Repricing Gap Report: Based on Modified Maturity Gap Report
: September 2000
1) General Structure:

a) Period end balances to be used but these may be allocated to time bands not by maturity but on an estimated basis.

b) Separate reports should be prepared for each major foreign currency and national currency (HRV and currency denominated assets and
liabilities not HRV equivalent). Initially a separate report for National currency and hard currency (95% USD) will be sufficient.

¢) Sensitivity intervals or repricing intervals are: 0-7, 8-31, 32-92, 93-183, 184-365, >365, and Non-sensitive.
(see specimen report) The most important end of the scale is the short end.

d) The report will be based on the Maturity Gap Report. To-create the Interest Repricing Report the Non-sensitive elements will be removed
from each time band and allocated to the Non-sensitive time band. A few items having no maturity are will appear in every time band. These
are mainly securities.

¢) The volatility of National currency (HRV) and hard currency (USD) interest rates will be determined separately.

f) Generally any interest bearing asset or liability is sensitive. Any asset / liability is sensitive if its value changes when market rates change.

g) As the report is based on book values rather than market values, accruals are all are treated as sensitive on the basis that the book value plus

~ the accrual will give a closer approximation to market value which is the ideal for measuring interest risk.

h) Similarly impaired assets should be excluded from the measurement if realistically they have a zero market value. Provisions and reserves
are all treated as sensitive in order to bring the asset value closer to the ideal

i) Securities (including Zero Coupon) are all sensitive and will appear in every time band.

i} No additional database components are needed until a more accurate version of this report is created based on repricing dates rather than
maturity.

k) No additional data components are needed until the report is constructed on the basis of repricing date rather than maturity date.

Tracking Interest Rates.*
As a minimum Aval Bank must track the yield curve in the USD and HRV markets. (also any other major currency). This is necessary to estimate
the likely changes (volatility) in interest rates for each of the time bands 0-7, 8-31, 32-92, 93-183, 184-365, >365. The rates should represent open
market rates. USD LIBOR fixing for example can be obtained from Reuters or Internet.
The Exposure can be calculated from the gap multiplied by the most likely percentage change in the time band.

1of5
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Exhibit C-2

Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base
Components Needed

Assets

Currency and Bank Metals Cash, Travellers Cheques and 100,101,110 All non-sensitive
Bank Metals {metals are sensitive but can be

ignored if small)

Due from NBU: Funds with NBU 120 - 121 Non interest bearing accounts Software must differentiate
Deposits with NBU, accruals, are non-sensitive, between statutory (non interest
obligatory reserves Interest bearing accounts are bearing) and balance that may

sensitive . Use maturity band. be interest bearing
1202,1203,1207 non-sensitive.
Due from Banks Correspondent accounts 150 - 1591 All sensitive
Demand deposits Use maturity band.
Time deposits
Interbank Loans
urrent loans and Classified Business Entities 200 - 2401 All sensitive.
Loans State Agencies Use maturity band.
Individuals
Bad debt reserve
nvestments for Sale Equity 3103119 All sensitive. Long Term: Value.Market value
' Debt Will appear in all bands / fair value of securities where
possible should be captured by
the database
Government Investments State Bonds for Sale 140 — 1491 All sensitive. Long Term: Value.Market value

Equity Securities for Sale Debt
Securities for Sale

Will appear in all bands

/ fair value of bonds where
possible should be captured by
the database

FER
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Exhibit C-2

Report Line Item

Components in Line

Groups of Accounts

Criteria for Reporting

Additional Data Base
Components Needed

Other Investments &Equity 321-3290 All sensitive. Long Term: Value Market value
Will appear in all bands / fair value of bonds where
possible should be captured by
the database
Investments in Affiliates Affiliates / Subsidiaries. 410- 4209 All sensitive.
Will appear in all bands
Accrued Income Receivable Numerous accounts All accruals All sensitive
Use maturity band of asset

Misc. Receivables

Misc. Receivables
Clearing Accounts

All miscellaneous receivables

All non-sensitive

All other assets

Prepayments, low value items,
fixed and intangible assets

340, 350, 390, 430, 440,

All non-sensitive

Liabilities
Demand Deposits 250,260,262 All sensitive.
Use maturity band
Time Deposits State Budget 250, 261, 263, 330 All sensitive.
Business Use maturity band
Individuals A
Own Debt Securities
Certificates of Depaosit 332 All sensitive,
Use maturity band
Due to Banks Demand 160,161,162 All sensitive.
Time Use maturity band
Interbank Loans
Due to NBU Correspondent Account 130,131,132,133 All sensitive
Loans =~ Use maturity band
Deposits
Accrued Interest Payable Deposits 1608, 1618, 1628, 2608, 2618, All sensitive
Budget 2628, 2638 Use maturity band of liability
NBU 1308, 1318, 1328, 1338
Subordinated debt 3668
Accounts Payable and Accounts payable and Accruals | Num 190, 290, 360, 361, 364, Non-sensitive
Accruals 365, 367, 369.
Clearing accounts 292,372,373
Other Liabilities Other liabilities 390 Non-sensitive
Income Taxes Current / Deferred 362 Non-sensitive

A5z
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Exhibit C-2

Gap Report — August thru September 2000
Report Line Item Components in Line Groups of Accounts Criteria for Reporting Additional Data Base
Components Needed
Subordinated Debt 3660 All sensitive.
Use maturity bands
Capital
Stockholder investment pending 363 All non-sensitive
registration
Capital Common Stock Class 5 All non-sensitive
Retained earnings and reserves Treasury stock is sensitive will
Treasury Stock appear in every band.
Off Balance Sheet Accounts Group 90: Guarantees likely to | Class 9 All non-sensitive at present but

be funded

Group 91: Clairmns under loans
and deposits

Group 92: Claims under FX
operations

Group 93; Claims under
securities operations

should be treated the same as
the underlying asset / liability.

Zxer
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Interest Risk Repricing Gap Report (UAH, USD, DEM etc.)

Exhibit C-2

Line Item

TOTAL

Days

Days

Days

Days

Days

Days

Non-sensitive

Assets

0-7

8-31

32-92

93 -183

184 - 365

>365

Currency and Bank Metals

Due from NBU

Due From Banks

Current and Classified Loans

Investments for sale

Govermnment investments

Other investments

Investments in affiliated companies

Accrued Income Receivable

Misc. Receivables, etc

All other assets

TOTAL ASSETS

Liabilities

Demand Deposits

Time Deposits

Certificates of Deposit

Due to Banks

P

Due to NBU

Accrued Interest Payable

Accounts Payable and accruals
Income Taxes S

Stockholder investment pending

Subordinated debt

Capital Pending Registration

Capital

TOTAL LIABILITIES &
CAPITAL

Off Balance Sheet Accounts

TOTAL

Interest GAP

Average Volatility %

Maximum Volatility %

POSURE
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International Business & Technical Consultants, Inc.
U.S. Agency for International Development
Financial Infrastructure Development Project

Vulitsa Lysenko 4, Apartment 13
Kyiv 262034, Ukraine
e-mail: ibtciua@naverex.kiev.ua

Date: April 2000
To: Nicolay V. Linder
Copy to: Anna A. Tarnavska
From: Olena Borko
Re: AVAL Bank
Recommendations and Data Requirements for Components of
Maturity Gap Report
April 2000

Please find attached the updated version of Asset and Liability Maturity Gap Report
1) General Structure:

a) Period-end balances to be used not average balances

b) Report should be segregated by foreign currency and National Currency

c) Maturity intervals are: 1-7, 8-31, 32-92, 03-183, 184-365, and >365

Exhibit D

Telephone; 380-44-246-4952

229-6525

Fax: 380-44-246-4953

Report Line item | Components in Line Groups of Accounts Criteria for Reporting Additional Data
Base Components
Needed
Assets
Currency and Bank Minimum and maximum 100,110 1. Minimum classified as “> | Ability to enter minimum
Metals currency levels to be 365", reserve standards into the
calculated 2. Excess over minimum “1- | database
7!!
3. Bank metals reported as
“> 365",
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Original IBTCI Specifications for Maturity Gap Report — April 2000

Exhibit D

Report Line Item

Components in Line

Groups of Accounts

Criteria for Reporting

Additional Data
Base Components
Needed

NBU account:

1. Cash on demand
accounts

2. Cash on term accounts

1.120; 1208 is not included

2.12; 1218 is not included

1. statutory reserve
reported as “> 365"

2. Excess NBU balance

reported in “1-7"
Recorded based on
maturity

Automatic calculation of
statutory reserve in Vicont
DB

Due From Banks

1. Cash in demand
accounts

2. Cash in time Accounts

3. Cash in Guarantee
accounts

4. Non-classified
Interbank Loans

5. Classified interbank
loans

6. Loss Reserve(s)

1.150; 1508,1509 are not inciuded

2.151; 1518, 1519 are not included

31511

4,152 (standard };
1528,1529 not included

5.152 (watch, non-standard), 158;
1528,1529 not included

6.159

1)
2)

3)

4)

5)

6)

recorded as “1-7"

recorded based on

maturity

Spread based on:

a) Maturity of
guaranteed
transaction

h) Balances
guaranteeing plastic
card operations
reported as “> 365",

spread based on maturity

spread based on some

estimate of recovery, for

example:

a) Watch, Maturity + 30

b) Substandard,
Maturity + 90

¢) Doubtful, Maturity +
180

d) Loss, “»3B%"

Spread based on:

a) General ; pro-rata
against non-classified
loans
Specific: consistent
with related loan
halance

No need to shift the
maturity date, reserve
adjustment only is needed

Current Loans

1. Current loans that will

20,21,22 (standard), except for 209,

spread by maturity
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Original IBTCI Specifications for Maturity Gap Report — April 2000

Exhibit D
pay when due 219, 229 and accrued interest
2. Current loans that will | accounts 2. Estimated renewal
likely be extended maturity
3. General Reserve 3.2401 3. Spread in relation to
current loan balances
Classified Loans 1) Loan Balance 20,21,22 (watch, non-standard, 1) spread based on
doubtful 209,219,229), except for estimate of recovery:
accrued interest accounts a) Watch, Maturity + 30 | No need to shift the
b} Substandard, maturity date, reserve
Maturity + 90 adjustment only is needed
¢) Doubtful, Maturity +
180
d) Loss, “>385"
2) Loss Reserve 2.2400 2) Consistent with related
loan balance
Investments for sale 1. Equity 31 classify as “1-7”
2. Vexels
3. Promissory notes
(except for OVDP,
COVDP)
4. Reserve against 4.319
diminution in value
OVDP/COVDP (Note: 1. Marketabie 14 1. “1-7” at market value
Liquidity, not intention of | 2. Not marketable 2. maturity date
management relevant in | 3. Reserve against 3.149
measuring maturity gap) diminution in value
Investments in affiliated 41,42 1. “>365”
companies
Accrued Income 1. Loans and deposits 1.1208,1218,1508,1509,1518,1519,15 | 1. Estimated payment date
Receivable 28,1529,2008,2018,2028,2029,2038,2
039, 2048,2049,2058,2059,2068,
2069, 2078, 2079,2108,2109,2118,
2119,2208,2209, 2218,2219
2. COVDP and other 2.1418,1428,1438,3108,3118,3119,32 | 2. Due date

securities

18,3219




Original IBTCI Specifications for Maturity Gap Report — April 2000 Exhibit D

3. Other 3.357 3. Estimated payment date

Misc. Receivables, efc 1. Misc. Receivables 18,28,351,352,354,355,3568,359 1. Estimated payment date
37
2. Clearing Accounts 2. 17
All other assets Prepaids, low value items, | 34,350,39 A43,44 Report “>365" unless material

fixed and intangible assets pending asset sale identified

Liabilities and Capital

Demand Deposits

1. State Budget
2. Business

3. Individuals

1.25 except for acerued interest and
term deposit accounts

2.260 except for accrued interest
accounts

3.262 except for accrued interest
accounts,

For each demand deposit
category multiply lowest daily
balance during last quarter by
90%. This is “core” deposit
which will be reported “>365".
Report amount over “core”
deposit in “1-7"

Time Deposits

1. State Budget
2. Business

3. Individuals

1. 25 (term deposits), except for

accrued interest accounts

2. 261 except for accrued interest
accounts

3. 263 except for accrued interest
accounts

Same formula as Demand
Deposits

Certificates of Deposit

332, except for 3328

Reported based on maturity

Due to NBU

130, 131,132,133, except for accrued
interest accounts

Loan Maturities




Original IBTCI Specifications for Maturity Gap Report — April 2000

Exhibit D

Accrued interest Payable

1.

Deposits

NBU

Subordinated debt

1.1608,1618,1628,2608,2618,2628,26

38
2.1308,1318,1328,1338

3.3668

1. Pro-rata on deposit
balances

2. Period payment due

Accounts Payable and

Accounts payable and

1.19,290,360,361364,365,367,369,

1. Estimated period

under securities
operations

accruals accruals payment due
2. Clearing accounts 2.202,372,373, 2. “1-7"
3. Other Liabilities 3.39L 3. Estimated period
payment due
Income Taxes 1. Current 382 1. “8-31"
2. Deferred. 2. “>365"
Stockholder investment 363 “>365"
pending registration
Subordinated debt 3660
Off Balance Sheet 1. Group 90: Guarantees Estimate of period funds will
Accounts likely to be funded be received or payment
2. Group 91: Claims required.
under loans and
deposits
3. Group 92: Claims
under FX operations
4. Group 93: Claims

3
AT




Aval Additions to Maturity Gap Report Specifications — August 12, 2000 Exhibit E

International Business and Technical Consultants, Inc,

United States Agency for International Development Hdara 15 asrycta 2000 roaa
Komy Jluspepy Hukoiar BHKTOPOBHYY
Komusa TapHasckoi A.A.

Ukrainian Bank Accounting and Operations Infrastructure Development Project

Address: 4 Lysenko St., apt.13, Phones:  (380-44) 246-4952
252034, Kiyv, Ukraine, CIS (380-44) 2357517 Or Enensl Bopko
Web site:  htipziwww.ibtei kiev.ua/ (380-44) 229-6525 Tema Pexomennauus m  TpebomaHHMsd K
E-mail: ibtciua@naverex.kiev.ua Fax: (330-44) 2464953 rxomnoHentaM OTuera 0 pasphiBe MeXAY

CpoKaM# NOrallICHHA

General Structure:
a) Period-end balances to be used not average balances
b) Report should be segregated by foreign currency and National Currency Note: Avat Additions to Aprit Memo are highlighted below.

¢) Maturity intervals are: 1-7, 8-31, 32-92, 93-183, 184-365, and >365

Report Line ltem | Components in Line Groups of Accounts Criteria for Reporting Additional Data
Base Components
Needed
Assets -
Currency and Bank Minimum and maximum 100,110 1. Minimum classified as “> Ability to enter minimum
Metals currency levels to be 365" reserve standards into the
calculated 2. Excess over minimum “1-7” | database
3. Bank metals reported as “> Statistical Data
365"
NBU account: 1. Cash on demand 1.120; 1208 is not included 1. statutory reserve reported as | Automatic calculation of
accounts “> 365" statutory reserve in Vicont
DB
2. Cash on term accounts | 2.12; 1218 is not included 2. Excess NBU balance
reported in “1-7”
Recorded based on maturity

f?;/ Page 1 0of 5



Aval Additions to Maturity Gap Report Specifications — August 12, 2000

Exhibit E

likely be extended

maturity

Report Line item | Components in Line Groups of Accounts Criteria for Reporting | Additional Data Base
Components Needed
Due From Banks 1. Cash in demand 1.150; 1508,1509 are not included 1} recorded as "1-7"
accounts Statistical Data
2) recorded based on
2. Cash in time Accounts | 2.151; 1518, 1519 are not included maturity
3) Spread based on:
3. Cashin Guarantee 3.1511 a) Maturity of
accounts guaranteed
transaction
b) Balances
guaranteeing plastic
card operations
reported as “> 365"
4. Non-classified 4.152 {standard); 4) spread based on maturity
Interbank Loans 1528,1529 not included
5. Classified interbank b 5) spread based on some No need to shift the
loans !oss) 168, 1528 1529 not mcluded estimate of recovery, for | maturity date, reserve
example: adjustment only is needed
a) Watch, Maturity + 30
by Substandard,
Maturity + €0
¢) Doubtful, Maturity +
180
d) Loss, “»365"
6. Loss Reserve(s) 6.159 6) Spread based on:
a) General : pro-rata
against non-classified
loans
Specific: consistent
with related loan
balance
Statistical Data
Current Loans 1. Current loans that will 20,21,22 (standard), except for 209, 1. spread by maturity
pay when due 219, 229 and accrued interest
2. Current loans that will accounts 2. Estimated renewal

F
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Aval Additions to Maturity Gap Report Specifications - August 12, 2000

Exhibit E

3. Spread in relation to
3.General Reserve 3.2401 current loan balances
Classified Loans 1) Loan Balance 20,21,22 (watch, § 1) spread based on Statistical Data
doubtful, loss 209,219 229), except estimate of recovery:.
for accrued interest accounts a) Watch, Maturity + 30
b) Substandard,
Maturity + 90
¢) Doubtful, Maturity +
180
d) Loss, “>365%"
2} Loss Reserve 2.2400 2) Consistent with related
loan balance
Investments for sale 1. Equity 31 classify as “1-7"
2. Vexels
3. Promissory notes
{(except for OVDP,
COVDP)
4. Reserve against 4.319 =
diminution in value
OVDP/COVDP (Note: 1. Marketable 14 1. “1-7" at market value
Liquidity, not intention of | 2. Not marketable 2. maturity date
management relevant in | Reserve against 3.149
measuring maturity gap) diminution in value
Statistical Data
Investments in affiliated 41,42 1. “>365"
companies
Statistical Data
Accrued Income 1. Loans and deposits 1.1208,1218,1508,1509,1518,1519,15 | 1. Estimated payment date

Receivable

28,1529,2008,2018,2028,2029,2038,2
039, 2048,2049,2058,2059,2068,
2069, 2078, 2079,2108,2109,2118,
2119,2208,2209, 2218,2219

R
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Aval Additions to Maturity Gap Report Specifications — August 12, 2000 Exhibit E
2. COVDP and other 2.1418,1428,1438,3108,3118,3119,32 | 2. Due date
securities 18,3219
3. Other 3.357 3. Estimated payment date
Misc. Receivables, etc 1. Misc. Receivables 18,28,351,352,354,355,358,359 1. Estimated payment date
37M
2. Clearing Accounts 2. "M-T"

All other assets

Prepaids, low value items,
fixed and intangible assets

34,350,39 A,43,44

Report “>365" unless material
pending asset sale identified

Statistical Data

Liabilities and Capital

-3 Statistical Data by

interest accounts

Demand Deposits 1. State Budget 1.25 except for accrued interest and For each demand deposit system custorners
: term deposit accounts category multiply lowest daily
2. Business 2.260 except for accrued interest balance during last quarter by
accounts 90%. This is “core” deposit
3. Individuals 3.262 except for accrued interest which will be reported “>365".
accounts Report amount over “core”
deposit in “1-7”
Time Deposits 1. State Budget 1. 25 (term deposits), except for Same formula as Pemand
accrued interest accounts Deposits
2. Business 2. 261 except for accrued interest
accounts
3. Individuals 3. 263 except for accrued
interest accounts
Own Debt Securities i1 330, except for 3308 Reported based on maturity
Certificates of Deposit 332, except for 3328 Reported based on maturity
Due to NBU 130, 131,132,133, except for accrued | Loan Maturities

‘y}"g@*"
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Aval Additions to Maturity Gap Report Specifications — August 12, 2000

Accrued interest 1. Deposits 1.1608,1618,1628,2608,2618,2628,26 | 1. Pro-rata on deposit
Payable 38 balances
2. NBU 2.1308,1318,1328,1338 28 Mepuon onnarsl
3. Subordinated debt 3. 3308,3328,3668
4. Budget 4,2518,2528,2538,2548:3558.2568
Accounts Payable and 1. Accounts payable and | 1.19,290,360,361364,365,367,369, 1. Estimated period
accruals accruals payment due
2. Clearing accounts 2.292,372,373, 2. -7
3. Other Liabilities 3.39L 3. Estimated period
payment due
Income Taxes 1. Current 362 1. “8-3v"
2. Deferred 2. “>365"
Stockholder investment 363 . “>365"
pending registration
Subordinated debt 3660
Capital 1. Common Stock 1 Class 1. ">365"
2. Retained earnings and 2. ">365”
reserves
3. Treasury Stock 3. “1-7"{if marketable)
Off Balance Sheet 1. Group 90: Guarantees Estimate of period funds will
Accounts likely fo be funded be received or payment
2. Group 91: Claims required.
under loans and
deposits
3. Group 92: Claims
under FX operations
4. Group 83: Claims
under securities
operations

AT
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Aval Recommended Gap Report(s) Trend Analysis Cover Memor.a”nd.ﬁ'fn' P August 1'5”, 2000 . Exhibit F
Trend Analysis Plan

1. Objective

The objective is to determine matching of maturities by currency groups with the following positions being covered:
Assets:
Cash (groups 100, 101, 110);
Correspondent account with the NBU (gr. 120);
Classified inter-bank loans (gr.152);
Classified loans to businesses (section 20, 21);
Classified loans to individuals (section 22);
Accrued accounts receivable (interest accrued but not overdue);
Other receivables (section 18, 28; gr. 351, 352, 354, 355, 358, 371);
Other assets (section 34; gr. 350).
Liabilities:
o Demand deposits, including:
- Budget accounts (section 25);
- Business entities (gr. 260);
- Individuals (gr. 262).

2. The method applied

2.1 Period under review — 2,5 years (1.01.1998 — 31.06.2000)
2.2.  Input statistical data
o Dynamic series of balances and turnovers on the accounts that make part of asset and liability sections and group indicated
above;
« Planned (contractual) versus actual maturity for all classified loans.
2.3. Calculation parameters
« Asset and liability turnover period, broken down by sections and groups stated above:

Daily average account balances
Daily average turnover on the account

Turnover period =

# Page 1 0of 2
A 9




Aval Recommended Gap Report(s) Trend Analysis Cover Memorandum - August 15, 2000 Exhibit F

2.4.
241,
2.4.2.

24.3.

244,

¢ Shift in maturity of loans classified:

T Ake (T = T)
ATk-: k

> Ax
k
T - actual payment date;

T — planned payment date;
Ay — loan amount.

« Remaining balance on the account:

: t

ArAls TIIR)— o7
T — sample period;
A~ balance on the account at the t-moment.

Allocation of asset and liability groups by maturities:’

Cash, receivables, demand deposit:

« Remaining balance is accounted for within the period over T- number of days;

« The difference between the current balance on the account and the remaining balance is accounted for within the period
applicable to the turnover period.

Classified loans

« Current balances within each time period are reduced by the amount of mandatory insurance reserve;

e The time period to account for funds within mandatory insurance reserve amount is moved in relation to planned by A Ty shift
value.

Interest accrued on loans

« Remaining balance is paid within the period over T- number of days;

« The difference between the current balance on the accrued interest account and the remaining balance is accounted for taking
into consideration the shift in relation to planned by A Ty shift vaiue.

Correspondent account at the NBU:

« Mandatory reserve, which is calculated based on the standard for provisioning against major deposits, is accounted for within the
period over 365 days. '

« Excess of balance on the account at the NBU — within the period from 1 to 7 days.

Page 2 of 2




ALCO QUESTIONS FOR AVAL

ALCO Committee Structure

. Has the written Charter or Mission Statement for the committee changed since we received a copy last year? If yes,how?
" Who are the actual members of the ALCO Committee?

" Who maintains the permanent minutes of ALCO? Can | see them? How soon?

. How does N. Linder’s and A. Tarnavsk’s Sections support this structure?

. What other Sections have involvement in supporting ALCO?

. What reports or MIS did they use at this/these meetings? If any?

Background of AVAL Gap Maturity Report

" Is there a process in place currently to report Maturity Gap information?

" Has the bank tried to develop a customized Maturity Gap reporting process previously?
. What were the results of that effort?

. How does the ALCO Department intend to use the new report once it is developed?

Current GAP Maturity and Interest/Repricing Report(s} Project

u Will the GAP Maturity Report extract be from Vicont DB?

. We need to be sure all inter-branch activities are netted out of our reports.

. What is relative level of data integrity of information currently maintained in the bank’s production DBs? We know that off-

Balance sheet analytical information is currently inadequate (lacking) but are there any other areas where we know or
suspect the DB is lacking or the integrity is in question?

A28 1 of 1
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International Business & Technical Consultants, Inc.

8614 WESTWOOD CENTER DRIVE, SUITE 400 = VIENNA, VA 22182 a USA
TeL: 703-749-0100 = FaAX: 703-749-0110

E-MAIL: 1BTCI@IBTCI.COM

To:  Aval ALCO Committee Members

From: Richard M Stitcher - IBTCI Consuitant in Kiev, Ukraine
Date: September 20, 2000

Re Maturity Gap and Interest Rate/Repricing Gap Reports

As many of the ALCO members are aware IBTC| consultants have been working closely with members of the Aval Finance and Accounting
Department staff over the past few months. Jointly we are developing new MIS reports that will benefit ALCO in its monitoring, measurement,
and management of Liquidity and Interest Rate Risk exposure within the bank.

Two reports are currently in development and testing, and although not fully operational in a production mode, are available for demonstration
and discussion as an ALCO tool for the more effective management these risks. They are the:

e Maturity Gap Report is in a draft stage that should be finalized over the next few days with the management of the Asset Liability
Administration section and the Methodology and Reporting section. This report is designed to be a production MIS report available to ALCO
from the Vicont database on any frequency of reporting requested by the committee. This report can be developed from existing Aval
customer and account information.

o Inferest Rate/Repricing Gap Report is also under development and testing and should be available to the committee by mid October. This is
only a temporary or interim report that should be replaced with a more comprehensive version at a later date. By modeling this report on the
Maturity Gap Report with a focus on the bank’s interest sensitive and non-sensitive account information it will provide some direction to
ALCO going forward. However, to be a much more useful tool it will be necessary for the IT staff to add interest rate based repricing fields to
the current database and then populate these new field(s) fully with customer data. Currently repricing date information is not maintained by
Aval.

The combination of these reports will provide ALCO with ongoing and current information from the bank’s production IT data bases that up to this
point has not been available to them. Three members of the current IBTCI permanent and short-term staff would like the opportunity to have a
short meeting (less than 1 hour) to present and discuss these new MIS reports with ALCO. If we could be given time at ALCO'’s next scheduled
meeting (10:00 on 28-09-00} it would be appreciated. The stay for one of the IBTCI short-term consultants has been extended one week in order
to accommodate the new revised ALCO meeting now scheduled for 28-09-00 at 10:00. He is currently scheduled to depart from Kyiv on 28-09-
00. '

It has been a distinct pleasure to have the chance to work closely with the skilled professionals from the bank’s Finance and Accounting ALCO
support staff. Over these past several weeks they have put forth a significant work effort to bring this project to a successful closure. We at
IBTCI would very much like to recognize and acknowledge them for their hard work, professionalism, and dedication to the advancement of
Aval's broader strategic goals.

4
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Advisor Contacts Made During Project - July thru September 2000

ORGANIZATION NAME POSITION

ALVA BANK O.V. Derkach Chairman (ALCO)
L.V.Voloshko First Deputy Chairman (ALCO)
G.P. Shelud'ko Deputy Chairman - Security and Legal (ALCO)
Y.V.Simoliy Deputy Chairman - Information Technology and HQ Back Office
L. S. Slobodskoy Deputy Chairman Non-Trading Operations and Plastic Cards (ALCO)
S.N. Vovchenko Deputy Chairman, Credit Depariment (ALCO)
Edward Rosenblat Manager - Finance Department (ALCO)
Marina Kurilets Treasurer
Nikolay Linder Manager - Asset and Liability Administration
Anna Tarnavka Manager - Methodology and Reporting
Alla Khudoba Manager, Payment Planning and Coordination
Andrey Smilyanets Manager, Information Technology
Taras Tyshchenko Senior Economist - Asset and Liability Administration
Oleksandr Hohchuk Senior Analyst - Methodology and Reporting

USAID - Kyiv Boris von Hoffmann Senior Bank Advisor, USAID

IBTCI - Kyiv Gary P. Fechtmeyer Team Leader - Kyiv Accounting Reform and Infrastructure Project

Bruce A. Johnston

Information Technology Advisor

Glyn Philips Resident Advisor - Accounting
Jeanne Wehlau Resident advisor - Audit
Qlena Boroko Local Hire ~ Accountant

James R. Hamilton

Short Term Advisor - Audit

Michael R. Sprague

Short Term Advisor - Operations and IT

Exhibit |
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Maturity Gap Keport Froject rFian — August 11, avuv

International Business and Technical Consultants, Inc.

U.S. Agency for International Development

Ukrainian Bank Accounting and Operations Infrastructure Development Project

Aval Bank/IBTCI Work Plan for Maturity Gap Reporting Project
Phase/Step Activity Aval IBTCI Proj. Week
Phase 1- Maturity
Gap Report
Step 1 Gain background, history, understanding of project RMS | 1®'and 2™
Step 2 Develop project plan RMS | 2™
Step 3 Obtain approval for plan NL GF on
Step 4 identify and Define all necessary data elements for MS Excel NL RMS/GP | 2™ thru 4"
Download/Template(s) - Assets/Liabilities/Off Balance Sheet (including
Gap Report, Aval Trend Analysis request, Interest rate sensitivity input)
Step 5 Design/Develop MS Excel Template/Report Formats Develop Calculation NL, Oles, | RMS/GP | 4" thru 6"
and Formulas ACH
Step 6 Develop and Test Download/Bridge program for Aval Data Base to populate | NL, Oles, | RMS/GP 4™ thry 6"
MS Excel template(s) AOH
Step 7 Populate MS Excel templates with “live” data NL, Oles, 8" thru 7%
' AQH
Step 8 Test MS Excel Spreadsheet and Maturity Gap Report for accuracy and NL RMS/GP | 7" and 8"
functionality -
Step 9 Present to Management NL, MMK | RMS/GF | 8th
Phase 2 — Aval
Trend Analysis
Step 10 Identify - See Steps 1- 4 above. Occurs concurrently NL,Oles | RMS/GP | 1*'thru 4"
Step 11 Design - As time permits in conjunction with Step 5 above TBD TBD | 4" thru 8"
Step 12 Develop — As time permits in conjunction with Step 6 above TBD TBD | 4™ thrug®
Step 13 Populate - As time permits in conjunction with Step 7 above TBD TBD | 6"thru 8"
Step 14 Test - MS Excel Spreadsheet and Trend Analysis Report(s) for accuracy and TBD TBD |7"and 8"
functionality
Step 15 Present — If completed include with above presentation NL,Oles, | RMS/GF | 8"
AOCH,
GAT

Note : TBD — Degree of activity during Phase 1 of project is still ubder discussion and To Be Determined

1of 2
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International Business and Technical Consultants, Inc.

U.S. Agency for International Development

Ukrainian Bank Accounting and Operations Infrastructure Development Project

Aval Bank/IBTCI Work Plan for Maturity Gap Reporting Project

(Continued)
Phase 3 — Interest Rate
Sensitivity Report
Step 16 Identify - See Steps 1- 4 above. Occurs concurrently NL, Oles RMS/GP | 1% thru 4
Design - As time permits in conjunction with Step 5 above TBD TBD | 4" thrug™
Step 17 Develop — As time permits in conjunction with Step 6 above TBD TBD | 4™ thru 8™
Populate - As time permits in conjunction with Step 7 above TBD TBD | 6™ thru 8"
Step 18 Test - MS Excel Spreadsheet Interest Rate SensitivityReport(s) for TBD TBD | 7"and 8"
accuracy and functionality
Step 19 Present - If completed include with above presentation NL, MMK GP/GF | 8"
AOH, GAT
Step 20
Step 21
Participants:
IBTCI Aval Bank
RMS - Richard M Stitcher NL - Nichoilai Linder -Asset Liability Mnagement Section - Head

GP - Glyn Phillips
GF — Gary Fechtmeyer

MMK - Marina Kurilets

AOH - Alla O Hudaba

OH - Oles Homchuk.
GAT - Anna Tarnavaska {a)
AD - Andriy Dzubativ (b)

{a) Not at meetings but will be involved in process on return from vacation.
(b) Will probably not require IT Dept Resources to complete Phase 1 of project if Vicont

-Treasury Dept. - Treasurer
-Payments Planning Coordiination
-Methodolgy and Reporting Section — IT Specialist
-Methodolgy and Reporting Section - Head

-IT Department — Vice Chief

Extract/Download is both complete and sufficient as to level of detail required.

20f 2
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Reference Materials Provided - July thru September 2000 ' Exhibit K

REFERENCE MATERIALS PROVIDED TO AVAL BANK

1. Maturity Gap Report MS Excel Report Template
— (Includes hardcopy and a softcopy (disk Excel File)

3. Inierest Rate/Repricing Gap Maturity MS Excel Report Template
— (Includes hardcopy and a softcopy (disk Excel File)

3. Interest Rate Risk Handbook — Liquidity and Funds Management Guidance
—  June 1997 — Office of the Comptroller of the Currency (OCC)
—  (Includes both soft copy (disk PDF File) and 3 hardcopy Handbooks)

4. Interest Rate Risk Management Policy
— May 1999 - from similar sized USA savings bank

— (Hardcopy only)

5. Asset and Liability Management Policy
~  July 1988 — Investment Banking Division of Regional USA Commercial Bank

— (Hardcopy only)

6. Interest Rate Risk Presentation - Gap Reports (from OCC)
~ From an Intermediate Funds Management School including:
o Instructor Notes,
o Overhead Slides, and
o Presentation Handouts
— (Hardcopy only)
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