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MEMORANDUM

TO Acting Director, USAID/Philippines, Priscilla del Bosque

FROM:  RIG/Manila, Paul B AMSUW m

SUBJECT  Audit of USAID/Philippines' Implementation of the Federal Managers'
Financial Integrity Act, Report No 5-492-99-003-P

Thus 1s our final report on the subject audit We reviewed your comments to the draft
report and included them 1n their entirety as Appendix I The report contains two
recommendations (pages 5 and 6) Both recommendations are closed upon 1ssuance of
this report

1 appreciate the cooperation and courtesies extended to my staff during the audit

Background

The Federal Managers' Financial Integnty Act of 1982 (FMFIA) establishes requirements
with regard to management accountability and controls This law encompasses program,
operational, and administrative areas as well as accounting and financial management
Under the authority of the FMFIA, the Office of Management and Budget (OMB) 1ssued
Circular No A-123' to provide detailed gmdance for assigning federal managers the
responsibility for designing management structures that helps ensure accountability and
include appropnate cost-effective controls

OMB Circular No A-123 states that management controls are the orgamzation, policies
and procedures used to reasonably ensure that (1) programs achieve their intended results,
(2) resources are used consistent with agency mussion, (3) programs and resources are
protected from waste, fraud, and mismanagement, (4) laws and regulations are followed,
and (5) reliable and timely information is obtained, maintained, reported and used for
decision making The Circular provides guidance to Federal managers on improving the

accountability and effectiveness of Federal programs and operations by establishing,
assessing, correctmg, and reportmg on management controls

! OMB Circular No A-123 1s Management Accountability and Control
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USAID has 1ssued Automated Directives System (ADS) Chapter 596, Management
Accountability and Control, which provides the Agency's policy and procedures for
establishing, assessing, correcting, and reporting on management controls under FMFIA
and OMB Circular No A-123 Additional guidance for assessing the adequacy of
management controls and annual instructions for reporting the status of management
controls is pertodically provided by USAID's Bureau for Management's Office of
Management Planning and Innovation (M/MPI)

Audit Objectives

The Office of the Regional Inspector General, Manila (RIG/Manila), audited
USAID/Philippines to answer the following audit objectives

» Has USAID/Philippines established management controis and
periodically assessed these controls to identify deficiencies 1n
accordance with the Federal Managers' Financial Integrity Act
and related regulations and guidance”

» Has USAID/Philippines reported material weaknesses m
accordance with the Federal Managers' Financial Integrity Act
and related regulations and guidance?

e Has USAID/Philippines taken timely and effective action to
correct 1dentified management control deficiencies in accordance

with the Federal Managers' Financial Integrity Act and related
regulations and guidance?

Appendix I includes a discussion of the scope and methodology for this audit



Audit Findings

Has USAID/Philippines established management controls and
periodically assessed these controls to identify deficiencies in
accordance with the Federal Managers' Financial Integrity Act and
related regulations and guidance?

USAID/Philippines has established management controls and periodically assessed these
controls to 1dentify deficiencies in accordance with the FMFIA and related regulations
and guidance

As stated above, FMFIA and OMB Circular No A-123 provides gmidance for use by
agencies and managers to, among other things, establish management controls and to
periodically assess the adequacy of those controls Further, ADS Chapter 596,
"Management Accountability and Control" instructs mussions and cognizant managers to
(1) appoint a Management Control Official (MCO) to oversee and coordinate
management accountability and control 1ssues within the mussion, (2) ensure that
appropriate and cost-effective management controls are established, (3) continuously
perform management control assessments 1n accordance with instructions 1ssued by
USAID's Bureau for Management's Office of Management Planning and Innovation
(M/MP]), and (4) establish a Management Control Review Commuittee (MCRC) to assess
and monitor deficiencies i1n management controls

Moreover, M/MPI provides annual gurdance to missions for conducting FMFIA reviews

In conducting reviews, missions are instructed to use existing sources of information to
supplement management's judgment in assessing the adequacy of management controls,
including

1) management knowledge gained from daily operation of Agency programs and
systems,

2) management reviews,
3) Office of Inspector General and General Accounting Office reports, and

4) program evaluations

Missions are also mnstructed to review the Agency's ADS n determining mussion
compliance with Agency policies and essential procedures M/MPI provides a
Management Control Checklist to assist in conducting the reviews The Fiscal Year 1998
Checklist contained 163 control techniques extracted from the ADS



In implementing the ADS, USAID/Philippines had appointed the Controller as the MCO
to oversee and coordinate management accountability and control 1ssues withan the
Mission The Mission had also established a MCRC—comprised of Office Managers and

headed by the Deputy Mission Director—to provide oversight of its management control
process

According to Mission officials, the Mission primarily follows the policies and procedures
as stated in USAID's ADS When deemed necessary, the Mission 1ssues Mission Orders,
General Notices and memos to complement or further clarify the ADS and to establish
any needed policies and procedures For example, Mission Orders were 1ssued to
delineate authority and responsibility within the Mission In other cases,
USAID/Philippines' Office of Financial Management (OFM) has written procedures to
control processes such as the Section 1311 Review and trust fund clearance

USAID/Philippines took an organized and thorough approach in completing the Fiscal
Year 1998 FMFIA Assessment As the lead office, OFM prepared a timetable for
conducting the review listing mulestones and deadlines The USAID/Philippines’
Controller formally transmutted the M/MPI checklist containing the 163 control
techmques along with instructions to cognizant offices within the Mission The following
table highlights the areas addressed by these control technigues

CONTROL TECHNIQUES
CATEGORY NUMBER

Program Assistance 37
Orgamization Management 7
Admunistrative Management 40
Financial Management 44
Acquisition and Assistance 27
Audit Management Resolution Program 5
Other 3

TOTAL 163




Upon receipt of the checklist, each office or strategic objective team determined whether
the controls 1n their assigned areas were satisfactory and noted any deficiencies The
office/team then summarized their evaluation on a control technique worksheet, which
was submutted to OFM  After receiving this evaluation, the cogmzant OFM financial
analyst reviewed and validated both the ratings of controls and the conclusions reached
These conclusions were subsequently reviewed by the Mission's MCRC, which
determined what actions should be taken on deficiencies and whether any deficiencies
shouid be considered material weaknesseswhich must be reported to the Assistant
Admunistrator for Asia and Near East Bureau (AA/ANE)

In addition to the annual FMFIA review, we determined that the Mission routinely
assessed 1ts controls For example, the Mission's Executive Office (EXO) was concerned
over the adequacy of controls within the Motor Pool and asked OFM to conduct a review
OFM performed the review and, as a result, the EXO 1nstituted a ime-clock system for
Motor Pool personnel

Risk Assessments Would Further
Strengthen the Mission's FMFIA Process

USAID/Philippines has established the management controls outlined in the ADS and, 1n
some cases, has supplemented those controls However, we believe the Mission could
further strengthen the efficiency of its review of those controls, by performing a formal
and systematic risk assessment of its operations and programs

Recommendation No 1 We recommend that USAID/Philippines determune
whether a formal and systematic risk assessment would strengthen the
efficiency of its FMFIA process

Every Federal agency faces risks that could threaten the achievement of 1ts objectivesand
USAID 1s no exception USAID as a whole, its field mussions and even offices within
those mussions face a variety of risks from both external and internal sources Rusk
assessment 1s the 1dentification and analysis of possible risks to meeting objectives and
forming a basis for how those risks should be managed or controlled Primarily, risk
assessment consists of managers asking themselves what positive outcomes need to occur
and what negative outcomes need to be prevented 1n order for their operation/program to
succeed The manager would then

1) 1dentify conditions that mught inhibit positive outcomes and conditions that might
foster negative outcomes (1dentifying risks),

2) determune the probability and impact of those risks (determuning the level of nisk -
generally high, medium or low), and



3) based on the level of risk, set 1n place appropriate management controls to mitigate
those risks

For example, mnaccurate information 1n progress reports can lead to erroneous decisions
Accordingly, maccurate reporting from USAID contractors and grantees would be a
risk—one that could have significant ramufications (a high nsk) A manager might
mitigate that risk by verifying reported information during periodic site visits

The benefits of risk assessment are two-fold Furst, by conducting risk assessments,
Mission managers can ensure that they have established management conuols that are
appropriate to their unique situation (ADS Section E596 5 1a requires that cognizant
managers establish approprate controls) Second, by 1dentifying the level of risk 1n
operations and programs, senior Mission management can focus more resources on high

risk areas andzless resources on low risk areas, thereby increasing its efficiency and
effectiveness

During our audit, we found that certain mission managers were already conducting
"intuitive” risk assessments When a vulnerability came to their attention, they would set
1n place an approprnate control We believe that the Mission as a whole could benefit
from conducting a formal and systematic risk assessment and using that assessment as a

component of theirr FMFIA review—a change which ultimately would make the review
more effective and efficient

Has USAID/Philippines reported material weaknesses in accordance

with the Federal Managers' Financial Integrity Act and related
regulations and gurdance?

USAID/Philippines did not identify any material weaknesses to report in accordance with
the FMFIA and related regulations and guidance However, the Mission's reporting could
have been improved by disclosing major concerns that were unresolved at the time of the
submussion of its FMFIA certification We believe that USAID/Philippines could add
value to 1ts future FMFIA certifications by not only reporting on maternal weaknesses but
also disclosing major concerns that are unresolved at the tume 1ts certification 1s made

Recommendation No 2 We recommend that USAID/Phnhppmes disclose afl
unresolved major concerns m its future FMFIA certifications

OMB Circular No A-123 requures that a deficiency should be reported if it 1s or should
be of interest to the next level of management This allows the chain of command

2

The U S General Accounting Office (GAO) recogmizes the benefits of nsk assessment and states that Management

should be comprehensive in 1ts identification of nisks at both the entlty-w1de and actlwty level (GAOs December 1997
proposed revision of the Standa 3 ders ,




structure to determine the relative importance of each deficiency Along these lines,
USAID's ADS Chapter 596 and M/MPT's Fiscal Year 1998 FMFIA Instructions require
that missions provide a FMFIA certification to the cognizant Assistant Administrator,’
with a copy to M/MPI, on the overall adequacy and effectiveness of management
controls Tms certification should identify deficiencies determined to be material
weaknesses,” including those that are not correctable within the mission's authonty and
resources Additionally, we recognize that Missions may have 1ssues of major concern’
that cannot be defimitively categorized as material weaknesses at the time of theirr FMFIA
certification We believe that disclosing such 1ssues 1n their FMFIA certifications would
add value to the FMFIA process by alerting the next level of management about potential
problems

In complying with M/MPT's gmidance, USAID/Philippines submutted a Fiscal Year 1998
FMFIA certification to the AA/ANE that did not 1dentify any matenial weaknesses The
Mission did not report the following two unresolved major concerns that, 1n our opinion,
were or should have been of interest to the AA/ANE and could have made 1ts certification
more mformative

B The Year 2000 (Y2K) problem and
B Physical Security at USAID/Philippines

Concerning the Y2K problem, an audit® conducted by RIG/Mamnila in 1998 concluded that
USAID/Philippines-funded critical systems—such as air navigational systems provided to
13 provincial airports and a National Human Immunodeficiency Virus Surveillance
system—were at nisk of failure and, thus, USAID/Philippines’ development assistance
accomplishments could be affected by the Y2K probiem The audit recommended that
the Mission establish a Y2K Working Group and develop an action plan in cooperation

3 For USAID/Phihppines, the cognizant Assistant Adminsstrator 1s the AA/ANE

4 A matenial weakness would (1) significantly impair the orgamzation's abihity to achieve its objectives (2) result in
the use of resources in a way that 1s inconststent with Agency mission, (3) violate statutory or regulatory requirements, (4)
result 1n a sigmficant lack of safeguards against waste, loss unauthonzed use or musappropniation of funds property or other
assets (5) imparr the ability to obtain maintain, report and use rehable timely mformation for decision making or (6) permut
improper ethical conduct or a conflict of nterest

> We define a major concern as a 1ssue which has a high probability of (1) significantly impairing the orgamzation's
ability to achieve 1ts objectives (2) resulting 1n the use of resources in a way that 1s mconsistent with Agency massion (3)
violating statutory or regulatory requirements (4) resulting 1n a sigmficant lack of safeguards against waste loss unauthorized
use or msappropriation of funds property or other assets (5) impairing the ability to obtain maintam, report and use reliable
umely information for decision making or (6) permitung improper ethical conduct or a conflict of mnterest

& Audit of USATD/Philippines Program-Funded Year 2000 Sensitive Activities, Audit Report No 5-492-99-001-P
dated November 30 1998



with the U S Embassy, Philippines, to address this 1ssue  RIG/Manila met with Mission
officials in August 1998 to fully discuss its findings and conclusions The Mission then
established a Y2K working grovp and, in September 1998, started working with the
Embassy on Y2K planning RIG/Manila's Y2K draft report was sent to the Mission 1n
September 1998, before the Mission made its October 1998 certification to the AA/ANE

Regarding physical security, shortly after terrorist bombings of U S Embassies 1n Kenya
and Tanzania in August 1998, the U S Congress expressed security concerns about U S
Embassies worldwide These bombings and the subsequent concern clearly demonstrated
the importance of physical security 1ssues worldwide Moreover, some parties expressed
concerns regarding overall security 1n the Philippines Subsequently, a USAID security
expert began an assessment 1n November 1998 and concluded that USAID/Philippines
met the Foreign Affairs Handbook requirements

Mission officials stated that they did not include these 1ssues 1n 1ts Fiscal Year 1998
FMFIA certification to the AA/ANE because the extent of the problems were not fully
known at the time of the certification and, as a result, they were unable to determine
whether these 1ssues were material weaknesses Mission officials also stated that both
1ssues were targeted for further study by assessment teams from Washington Both the
Y2K team and the security assessment team came in November 1998

Reporting unresolved major concerns, as well as the ultimate resolution of those
concerns, to the next level of management 1s necessary to ensure that management is
aware of such concerns so that appropriate action can be taken Reporting concerns to the
next level of management 1s especially important when the problems may not be
correctable within the mission's authority and resources, which could be the case for these
two major concerns It 1s also important in terms of fostering a posttive institutional
environment of accountabulity, to ensure that an historical record of awareness of and
attempts to resolve material weaknesses 1s mamntained If unresolved major concerns are
not reported to the next level of management, there 1s greater risk that appropnate action
to correct potential probiems will not be taken 7

We noted that the physical secunty and Y2K problems were discussed by Mission Directors in a worldwide

conference during November 1998 In April 1999 USAID issued its Accountability Report and listed Y2K—but not physical
security—as a matenal weakness



Has USAID/Philippines taken timely and effective action to correct
identified management control deficiencies in accordance with the
Federal Managers' Financial Integrity Act and related regulations
and guidance?

As described below, USAID/Philippines has taken timely and effective action to correct
deficiencies 1t identified during its Fiscal Years 1997 and 1998 reviews

OMB Circular No A-123 and USAID guidance state that agency managers are
responsible for taking timely and effective action to correct deficiencies 1dentified
Furthermore, corrective action plans should be developed and tracked internally by each
assessable unit

We reviewed Mission actions on deficiencies 1dentified in its Fiscal Years 1997 and 1998
FMFIA reviews In its Fiscal Year 1997 review, the Mission 1dentified 23 deficiencies,
all of which 1t considered to be non-material weaknesses Missions are not required to
report non-material weaknesses to the next level of management—the cognizant Assistant
Admunistrator—but are still required to take timely and effective action to correct the
deficiencies Approprately, the Mission developed internal corrective action plans and
took timely and effective action to correct the deficiencies Consequently, as of July
1998, the Mission had taken the action necessary to correct vartually all of the 23
deficiencies

The Misston had also developed and implemented corrective actions for the 18 non-
material deficiencies identified 1n 1ts Fiscal Year 1998 FMFIA review As of April 1999,
the Mission reported that 1t had corrected 8 of those 18 deficiencies

Management Comments and Our Evaluation

In response to the draft audit report, management of USAID/Philippines concurred with
the two recommendations contained 1n the report stating

In general, we find the two recommendations cited in the subject report
supportive of the Mission's efforts toward more efficient and effective utihization
of limited resources while ensuring appropriate internal controls

In response to Recommendation No 1, the Mission decided that a formal and systematic
risk assessment would strengthen the efficiency of its FMFIA process The Mission
stated that, given 1ts lumited resources and the significant workload requirements for such
an assessment, it will probably take at least two years to fully implement the
recommendation The Mission then presented a systematic approach toward



implementing this recommendation Therefore, based on the Mission's plan to conduct
risk assessments, Recommendation No 1 1s closed upon issuance of this report

Recommendation No 2 calls for the Mission to disclose all unresolved major concerns 1n
future FMFIA certifications USAID/Philippines management agreed to disclose such
concerns 1n the future and, again, presented a systematic plan or their approach to
implementing the recommendation Based on the Mission's plan to disclose unresclved

major concerns in future FMFIA certifications, Recommendation No 2 1s closed upon
issuance of this report
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APPENDIX I

SCOPE AND
METHODOLOGY

We audited USAID/Philippines’ implementation of the Federal Managers' Financial
Integrity Act (FMFIA) The audit was performed 1n accordance with generally accepted
government auditing standards and was conducted from February 25 through April 30,
1999, at USAID/Philippines

We audited the Mission's Fiscal Year 1998 FMFIA assessment and deficiencies noted
under 1ts Fiscal Year 1997 assessment The audit was not designed to 1dentify all the
material weaknesses not reported by the Mission, however, if any previously unreported
weaknesses came to our attention during the audit, we included these 1n our audit report
Also, the scope of this audit did not include a detailed analysis of individual management
controls to determine their effectiveness

The audit work included reviewing the Mission's system for establishing, assessing,
reporting and correcting management controls To accomplish the audit objectives, we
used the FMFIA, Office of Management and Budget Circular No A-123, General
Accounting Office's (GAO) "Standards for Internal Control 1n the Federal Government,"
USAID's Automated Directives System (ADS) Chapter 596 on Management
Accountability and Control, other ADS Chapters relating to Agency policies and essential
procedures, and gu.dance for assessing the adequacy of management controls and annual

nstructions for reporting the status of management controls provided to missions by
USAID

We developed and used a questionnaire when nterviewing the Mission's Management
Control Official, members of the Mission's Management Control Review Commuttee and
operating unit managers We also reviewed available documentation on the Fiscal Year
1998 FMFIA review, including the listing of management control deficiencies and
management action plans for correcting those deficiencies We reviewed the Mission's
Fiscal Year 1998 FMFIA certification to the AA/ANE on the overall adequacy and
effectiveness of management controls, noted any material weaknesses identified, and

reviewed the status of any material weaknesses or deficiencies 1dentified in the Fiscal
Year 1997 review

Finally, we reviewed recent Office of Inspector General and GAO audit reports
performed at USAID/Philippines to identify potential material weaknesses

j
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U S AGENCY FOR INTERNATIONAL DEVELOPMENT
e k) = rare o
Manika Phllippines ﬁﬁaﬁ Tel No 632-522-441)
MAY 2 5 1999
REC
TO Mr 1 Arm
RIG/ MR Le e N 25 MAY 1999

FROM Patricia Buckles FGRMNILA

Mission Director
USAID/Philippines

SUBJECT Draft Report on the Audit of
USAID/Phalippines' Implementation of the
Federal Managers’ Financial Integrity aAct
(FMFIA) Report No 5-492-89-00x-P

USAID/Philippaines appreciates RIG/Manila’s efforts and
coogperation in completing the subject audit, and for
acknowledging not only the Mission s organized and thorough
approach in completing the FY 1998 FMFIA Assessment, but
also the Mission's timely and effective implementation of
actions necessary to correct the management control
deficiencies identified in our FMFIA Reviews

In general we £find the two recommendations cited in the
subject report supportive of the Mission’s efforts toward
more efficient and effective utilization of limited
resources while ensuring appropriate internal controls Our
specific comments and actions taken to close these
recommendations are as follows

Recommendation No 1 We recommend that USAID/Philippines

determine whether & formal and systematic risk assessment
would strengthen the efficiency of its FMFIA process.

Comments and Actions Taken.

The Mission has determined that a formal and systematic risk
assessment would strengthen the efficiency of its FMFIA
process However given the Mission s limited resources and
the sagnifaicant workload reguirements for this assessment

3T will probably take the Magsion at least two years to
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fully implement it our plan therefore, 18 to conduct the
risk assessment--initially to cover the 163 management
control techniques contained in the M/MPI checklist, and
subsequently to include those management controls that are
outside of the M/MPI checklist From this assessment, a
ranking of risks as high, medium low or in some c¢ases not
applicable or not significant will be made upon whaich a
Management Control Plan (MCP) outlining what risks need to
be reviewed how often and what type of review is to be
applied will be developed implemented and periodically
updated as appropriate

The MCP will ensure a more efficient and effective'
utilization of our limited resources since the focus and
freguency of the review will now depend on the degree of
risks assigned to esach of the management coatrol technigques
as opposed to doing a comprehensive testing of all these
technigues everytime the annual FMFIA Reviews are conducted
To support the implementation of this plan a raisk
assesswent training will be provided to the Mission staff
As dascussed during the exit conference we appreciate RIG s
willingness to assist the Mission with this training given
1ts expertise in this area

Based on the above Mission actions we request that thas

recommendation be closed upon issuance of the final audat
report

Racommendation N¢ 2+ Wse recommend that USAID/Philippines
disclosa all unresclved major concerns in 1ts future FHPIA
certifications

Comments and actions Takan

USAID/Phil.ppines agrees to disclose all unresclved major
concerns in its future FMFIA certifaications To implement
this recommendation the Mission s Management Control Review
Committee will review each major concern to determine
whether each has a potent.al for being a material weakness
This determination will be based upon the 5 ADS criteria for
rdentifying a material weakness If a major concern has the
potential for being a material weakness thais will then be
documented and included in the Mission s FMFIA certification
for reporting to the next level of management, which is the
Assistant Administrator for the Asia and Near East Bureau
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Based on the above Mission achions, we reguest that thas
recommendation be closed upon issuance of the final report

ce  KSchooler/M/MPI, USAID/W
JGaughran/M/MPL, USAID/W
MLewellen/ANE ORA USAID/W




