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MJFM, MIchael Smokovlch,
Chief FmancIaI Officer

IG/AJITSA, Theodore P Alves ~~

SUBJECT AudIt of General Controls Over USAID's Chent-Server Computer EnvIronment
(AudIt Report No A-OOO-99-005-P)

ThIS report presents the results of an audIt of general controls over USAID's chent-server
computer systems, whIch we performed III support of the Government Management Reform
Act of 1994 We contracted wIth Gardlller, Kamya & ASSOcIates, PC to reVIew USAID's
chent-server general controls that support key financial systems The audIt found that
USAID's chent-server general controls are not effectIve SpecIfically, the audIt found that
USAID's (1) agency-wIde secunty program and management, (2) access controls, (3)
apphcatlOn software development and change controls, (4) segregatIon of computer system
dutIes, (5) system software controls, and (6) contlllUlty of servIces proVIded llladequate
controls over chent-server operatlOns

These general control weaknesses pose nsks to USAID's chent-server systems and data,
mcludmg the New Management System (NMS) Because of these weaknesses, USAID lacks
the assurance that the data IS accurately processed or that systems and data are adequately
secured A pnmary reason for USAID,s llleffecttve general controls IS the lack of an agency
wIde secunty program that lllcludes clear secunty responsIb1hties and agency-wIde secllnty
processes

USAID managers have begun taklllg actlOn to estabhsh an agency-wIde secunty program and
have made Imtial progress strengthenlllg the agency's secunty posture However, USAID
must successfully complete actlOns Identmed III thIS and other reports to reduce the nsks to ItS
senSItive and cntical mformatlOn systems To achIeve the agency's secunty program
obJectIves, semor management needs to be dIrectly mvolved and commItted to correctmg these
control deficIencIes

1300 PENNS\LVANIA AVE1-,UE NW
WASHI"iGTON DC 20523
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In response to the draft report, USAID management agreed WIth our assessment that weak
general controls over USAID's clIent-server enVIronment IS attnbutable to the lack of an
agency-WIde security program Management stated further that It IS addressmg a broad range
of mformatlOn technology (IT) vulnerabIlities and Implementmg disciplIned practices to
correct the problems SpeCifically, USAID has awarded a contract to a firm rated hIgh m
software engmeermg and systems mtegratIon, and has consolIdated as many tasks as pOSSible
under the supervIsIOn of that PRIME contractor team Therefore, management suggested that
we express the recommendatIOns as performance-based contract reqwrements for the PRIME
contractor We agree that USAID IS takIng steps to Implement dIscIplIned processes and
support the move to performance-based contractIng However, we did not reVIse the
recommendatIOns because we belIeve that management should deCIde how to Implement the
recommendatIOns

ThiS report contaInS five recommendatIOns, and management deCISIOn has been reached on
two, RecommendatIOn Nos 4 and 5 InformatIOn related to clOSIng those recommendatIons
should be prOVIded-to USAID's Office of Management Planrung and InnovatIOn, Management
InnovatIOn and Control DIVISion (M/MPI/MIC) Regardmg the other recommendatIOns,
USAID management suggested that one be addressed to the contractor and mdlCated that two
recommendatIOns were not needed because It has corrective mechamsms m place or has taken
corrective actIOns USAID's management comments are Included In theIr entIrety as
AppendIX II

Thank you for the cooperatIOn and assistance ehtended to the contractors and our staff durIng
thiS audit

Background

General controls over computer systems are a subset of management controls Management
controls are the polICIes, procedures and management structure that management InstItutes to
prOVide assurance that agency operatIOns are performed effectIvely, resources are protected
from waste, loss, and abuse, and actlvities comply With laws and regulatIOns General
computer controls are the polICIes, procedures, and management structure that apply to the
computer Infrastructure and platforms that host all or large segments of an entIty's
mformatlOn systems and help ensure their proper operatIOn The pnmary objectives of
general controls mclude safeguardmg data and assets, protectmg computer applIcatIOn
programs and system software from unauthonzed modIficatIOn, and ensurmg contmued
operatIOns m case of unexpected mterruptIOns EffectIve general controls are a prereqUISIte to
ensurmg effectIve controls over mdlvldual computer systems

To aSSIst m evaluatmg general controls, the General Accountmg Office (GAO) prepared the
Federal InformatIOn System Controls AudIt Manual (FISCAM), Volume I - FmancIaI
Statement AudItS GAO dIVIded the controls mto SIX major categones The categones are
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• EntIty-WIde SecurIty Program - ProvIdes a framework and contmumg cycle of activIty
for managmg rIsk, developmg securIty polIcIes, assIgmng responSIbilItles, and
momtormg the adequacy of the entlty's computer-related controls

• Access Controls - LImIt or detect access to computer resources (data, programs,
eqUIpment, and faCIlIties) thereby protectlng these resources agamst unauthorIzed
modIficatIOn, loss, and dIsclosure

• Apphcatlon Software Development and Change Controls - Prevent unauthonzed
programs or modIficatIons to an eXlstmg program from bemg Implemented

....

• SegregatIOn of Dutles - Ensure pohcIes, procedures and orgamzatIOnal structure
estabhshed so that one mdividual cannot control key aspects of computer related
operatIOns and thereby conduct unauthorIzed actIOns or gam unauthorIzed access to
assets or records
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• System Software Controls - LImIt and momtor access to the powerful programs and
senSItive files that control the computer hardware and secure applIcatIOns supported by
the system

• ServIce ContmUlty Controls - Ensure that when unexpected events occur, cntIcal
operatIOns contmue Without mterruptIOn or are promptly resumed and cntlcal and
senSItive data are protected

USAID's computer processmg enVIronment mcludes three computer platforms that reqUIre
effectlve general controls FIrst, USAID mamtams several finanCial management apphcatIOns
or systems that operate on an IBM maInframe computer located m BeltSVIlle, Maryland The
mamframe computer hosts applIcatIOns to support (1) finanCial accountmg and control for
Washmgton operatIOns, (2) payroll, (3) loan accountmg, and (4) letters of credIt Second, m
1996 and 1997, USAID deployed the New Management System (NMS) NMS hosts four
applIcatIOns accountmg, budget, procurement, and operatIOns NMS was mtended to replace
eXlstmg finanCial management systems, but because It has not operated effectlvely, most
legacy systems are stIll operatIOnal NMS IS configured usmg a chent-server arcmtecture,
wmch means that processmg functIOns are shared between personal computers at user desks
(chents) and centrahzed computers that support many users (servers) ThIrd, USAID
mamtams computers at most mISSIons that host mISSIOn accountmg and other locally
developed apphcatlons
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Tlus report addresses the general controls over the clIent-server enVIronment A compamon
report addresses the controls over the mamframe operatIOns l In addItIon, two recently Issued
reports addressed general controls over the mISSIOn computer system 2

USAID faces sIgmficant challenges trymg to protect ItS senSItIve systems, data, and resources
However, It IS takIng actIOns to Improve securIty and strengthen Internal controls For
example, respondmg to recommendatIOns contamed m a preVIOUS audIt report,3 USAID has
drafted an InformatIon System SecurIty Program Plan that establIshes USAID's polIcy for
mformatIOn system securIty, lured an InformatIOn Systems SecurIty Officer, and establIshed a
securIty workmg group consIstmg of USAID managers USAID reported computer securIty
as a matenal weakness m ItS fiscal year 1997 Federal Manager's Fmancial IntegrIty Act
Report and has deCIded to report the matenal weakness m the fiscal year 1998 AccountabIlIty
Report, WhICh wIll be Issued on or before Apnl 30, 1999

Audit Objective

To support the Office of Inspector's General (OIG) fiscal year 1999 finanCial audIt work,
performed under the Government Management Reform Act of 1994, the OIG engaged
Gardmer, Kamya & ASSOCIates, PC (GKA) to reVIew the general controls over USAID's
clIent-server computer operatIOns m Waslungton, DC GKA evaluated the effectIveness of
general controls for reducmg operatIOns nsks, mcludmg nsks of loss due to errors, fraud, and
other Illegal acts and dIsasters or other InCIdents that could cause the systems to be
unaVailable

The audIt was deSIgned to answer the followmg questIOn

• Are USAID's general controls over the clIent-server computer enVIronment
effectIve?

ThIS audIt focused on the general controls over the clIent-server computers that affect
USAID's abIlIty to safeguard assets and mamtam senSItIve finanCial data The audIt exammed
the controls m place to determme whether they were deSIgned and Implemented properly
SpeCIfically, the audIt assessed the SIX GAO's control categones the entIty-wIde securIty
program, access controls, applIcatIOn software development and change controls, segregatIOn
of dutIes, system software, and contmUIty of servIces controls

1 AudIt of General Controls Over USAID s Mainframe Computer EnVIronment, Report No A 000 99 004 P March I 1999

2 Audit of USAIDlPeru s General Controls Over the MISSIon Accounting and Control System (MACS) Report No A 527 99-001 P
December 30 1998 and Audit of Access and System Software Security Controls Over the MISSIon Accounting and Control System (MACS)
Report No A 000 99 002 P December 31 1998

3
Audit of USAID s Compliance With Federal Computer Security ReqUIrements Report No A 000 97 008 P September 30 1997

4

I
I
I

I
I
I



•
I
I
I
I
I
I
I
I
I
I

J
I
I

A full descnptIOn of the scope and methodology IS contamed m AppendIx I

AudIt FIndIngs

USAlD's general controls over the clIent-server systems are not effectIve The audIt Identified
senous weaknesses that render all SIX control categones meffectlve These controls are used
to

• ensure adequate computer securIty adImmstratIOn,
• lImIt access to USAID's chent-server systems and data,
• ensure the appropnateness of program changes to systems,
• provIde adequate prevention of erroneous or fraudulent transactIOns,
• l1mIt access to powerful programs and_files that control system hardware and

applIcations, and
• prevent mterrupted and severely restncted clIent-server operatIOns

Table I summarIzes the results of the reVIew by the SIX general controls categones

Table I
AnalySIS of the EffectIveness of ClIent-Server

General Controls

General Controls Category Evaluatlon of Controls

No Category Effective IneffectIVe

1 Agency-WIde SecurIty X
Program

2 Access Controls X

3 ApplIcatIOn Software X
Development and Change
Controls

4 SegregatIOn of Duties X

5 System Software X

6 ContmUIty of Operations X

5



As a result of these general controls weaknesses, Important systems, resources, and data,
partIcularly the NMS, are vulnerable to unauthOrIzed access, modtficatIon, loss, or destructIOn
As a result, USAlD cannot be assured that Its finanCIal resources and data are adequately
protected and accurately processed and reported USAID's abIlIty to mamtam adequate
controls IS sIgmficantly hIndered by agency-wIde computer securIty program defiCIenCIes,
mcludmg unclear responSIbIlItIes and a lack of agency-wIde securIty processes For example,
USAID's polICIes do not clearly define securIty responSIbIlItIes for system owners and theIr
Important tasks, such as prepanng certIficatIOn statements that ensure that theIr systems meet
federal and USAID's standards

Because an effective agenCY-Wide securIty program IS the underpmnmg of general controls
and IS essential for other management controls to operate effectively, thIs report addresses the
securIty program as the cause of other defiCIenCIes As a result, thIs report deSCrIbes the
findmgs related to the securIty program after descrIbmg the fmdmgs related to the other
general control categorIes Also, because agenCy-Wide securIty program defiCIenCIes apply to
both the mamframe and clIent-server platforms, Implementmg the related recommendatIOns
descnbed m one report WIll also address the securIty program defiCIenCIes descnbed m the
other report For recommendatIOn trackmg purposes, therefore, the formal recommendatIOns
to correct securIty program defiCIenCIes are contamed m the report on the mamframe general
controls Those recommendatIOns are repeated m thIs report so that the reader of thIs report
WIll understand the causes and correctIve actIOns reqUIred The followmg descnbes each
general control category

Access Controls
Are Nof EffectIve

Access controls, whIch mclude phySIcal and techmcal controls, should prOVIde reasonable
assurance that computer resources (data files, applIcatIOn programs, and computer-related
faCIlItIes and eqUIpment) are protected agamst unauthonzed modIficatIOns, loss, or
Impairment CntICal elements that agenCIes should Implement to prevent unauthonzed access
mclude (1) classlfymg mformatIOn resources accordmg to theIr cntIcalIty and senSItIVIty, (2)
mamtammg a current lIst of authonzed users and theIr access, (3) establIshmg phySIcal and
techmcal controls to prevent or detect unauthonzed access, and (4) morutonng access,
mvestigatmg apparent securIty VIOlatIOns, and takmg appropnate remedIal actIOn

USAID's ImplementatIOn of access controls for the clIent-server platform, however, IS not
effectIve FIrst, we reported m our September 30, 1997 and May 18, 1998 reports4 that
USAID lacked reasonable assurance that NMS prOVIdes adequate safeguards to prevent
dIverSIOns of funds for personal finanCIal gams and mappropnate access to senSItIve data
Second, MlIRM conducted a hmited penetratIOn test and was able to gam unauthOrIzed access

4
Audit ofthe Internal Controls for the Operational New Management System AudIt Report No A 000 97 009 P September 30 1997

AudIt of usAID s Compliance WIth Federal Computer Security ReqUirements AudIt Report No A 000 97008 P September 30 1997 and
Memorandum Report on Access Controls Over NMS Data and Software A 000 98004 S May 18 1998
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to NMS ThIrd, USAID's management agreed that effectIve controls were not m place The
Office of InformatIon Resources Management's TelecommumcatIOns and Computer
OperatIons DIVISIOn (MlIRMlTCO) IS m the process of Implementmg access controls for the
clIent-servers However, durmg the audIt the controls were evolvmg and not yet m place

The followmg Illustrates some of the lOgICal access control weaknesses noted

• System owners do not adequately define the reqUIrements for accessmg NMS For
example, the "pubhc pnvilegell whIch allows any role to have necessary access to
NMS was gIven to all NMS users Inadequate access controls dIffilmsh the rehabIhty
of computenzed data and mcrease the Tlsk of destructIOn or mappropnate dIsclosure of
data
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•

•

•

Users are asSIgned roles that are cumulatIve and the combmatIOn of roles can gIVe the
users more pnvileges than they need to perform therr Job responSIbIlIties Tills access
control weakness results m a breakdown m separatIOn of dutIes

M/IRM/TCO and system owners do not hffilt the number of users With speCIal
pnvIleges M/IRMITCO has one dIrect hue and ten contractors that can access any
computer resource on the chent-server These users have the abIhty to access and
change senSItIVe data and access the audIt tral11nformatIOn In addItIon, theIr actiVItIes
are not momtored to ensure that they are performmg theIr Jobs appropnately
Accordmg to the Illeast pnvilegell prmciple, users should be granted the most
restnctIve set of pnvileges needed for the performance of authonzed tasks The
purpose of the pnnciple IS to hmit the damage that can result from aCCIdent, error, or
unauthonzed use

M/IRM/TCO has not turned on sIgmficant access controls at the operatmg system and
database level The system contams a number of logs that could be used to track user
log-ons and every command run by each user The logs are not activated and securIty
related events are not recorded For example, M/IRM/TCO does not adequately
momtor access actIVIties at the operatmg system level MlIRM/TCO does not track
user's actIOns or that of the pnvilege users for securIty VIOlatIOns As a result, the
momtonng efforts are not effectIve for detectmg unauthonzed access to and
modIficatIOns of senSItIve data

M/IRM/TCO allows shared user IdentIficatIOns (IDs), a practice that makes It dIfficult
to hold mdividuais accountable for mappropnate or unauthonzed actIVIties Shared
IDs make It ImpOSSIble to trace speCIfic transactions or modIficatIOns to the mdIVIdual
who made the change To Illustrate the condItIOn, we found shared IDs were gIVen to
groups that performed commumcatIOn and computer system operatIOns m VIOlatIOn of
USAID automated InformatIOn systems polIcy

7



• Two Data Admmistrators, who are contractors supportmg the Office of informatIon
Resources Management's Systems Development and Mamtenance DIVISIOn
(MlIRM/SDM), made more than 1,300 data changes m fiscal years 1997 and 1998
These users have specIal prIvIleges that enable them to make dIrect changes to the
data, bypassmg the controls embedded m the system Tlus mcreases the rIsk of
makmg unauthOrIzed changes or entermg erroneous data mto NMS Furthermore, the
data admmistrator's actIOns are not automatIcally logged, recorded, or revIewed
Accordmg to mdustry best practIces, actIOns of specIal prIvIleged users should be
momtored

RecommendatIon No 1 We recommend that M1IRM, In conjunctIon with system
owners, correct the access control problems IdentIfied In thIS report by
Implementmg access controls to protect clIent-server resources and data from
unauthorIZed access

ApplIcatIOn Software Development
and Change Controls Are Not EffectIve

ApplIcatIOn software IS deSIgned to support a specIfic entIty operatIOn, such as accountmg or
budgetmg EstablIshmg controls over the modIficatIOn of applIcatIOn software programs helps
to ensure that only authOrIzed programs and authOrIzed modIficatIOns are Implemented
WIthout proper controls, there IS a rIsk that securIty features could be madvertently or
delIberately omItted or "turned off' or that processmg IrregularItIes or malIcIOUS code could be
mtroduced Therefore, successful controls over applIcatIOn software development and
modificatIOn reqUIre USAID to (l) ensure that processmg features and program modIficatIOns
are properly authOrIzed, (2) test and approve all new and reVised software, and (3) control
software lIbrarieS

However, the apphcatIOn software development and change controls are not effective A prIor
OIG audit and a management sponsored study both reported that USAID faIled to follow
accepted systems development practices for NMS 5 For example, USAID failed to adequately
document the system, adequately mtegrate the multIple mdependent development efforts, and
optImally enforce the NMS busmess rules Furthermore, USAID's development organIzatIOn
IS rated as Level 1 m a CapabIlIty MaturIty Model Assessment Level 1 means that USAID
does not have stable development processes that are predIctable and controlled The followmg
Illustrates the problems that have subsequently occurred

• USAID does not use an adequate Systems Development LIfe Cycle (SDLC)
methodology to develop new systems, modify eXIstmg systems, and mamtam software

5 AudltoftheWorldwldeDeploymentoftheNewManagementSystem(NMS) (AudltReportNo A 000 97 004 P March31 1997)
and IBM s AnalySIS of AlternatIves With Regard to the USAID New Management System (NMS) dated February 2 1998
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Major deficiencies were found m the reqUIrements development, hfe cycle apphcatIOn
development, and configuratIon management processes For mstance, USAID has not
developed codmg and nammg standards to ensure consIstency among the four NMS
components (AID WorldWide Accountmg and Control System (AWACS), Budget,
OperatIOns, and AcqUISItIon and ASSistance) Another example of applIcatIOn control
defiCienCies IS that USAID does not adequately test the software to IdentIfy and Isolate
problems that adversely affect system performance and relIabilIty Lastly, USAID
does not have adequate configuratIon management to ensure that the software runmng
the system had matchmg source code However, management offiCials agreed that the
SDLC practIces needed to be Improved and stated that, WIth the Computer SCIences
CorporatIon's asSIstance, USAID IS takmg actIons to Improve controls, mcludmg
software change controls, user acceptance testmg, and configuratIOn management

RecommendatIOn No 2 We recommend that the Director of IRM correct the
software development and change problems IdentIfied In thIS report by
ImplementIng an adequate deSign, development, and change process for software
maIntenance on the chent-server operatIons ThiS process should mclude effective
system acceptance testmg, effective computer program change control procedures
as well as adequate documentation

Segregation of Duty Controls Over
Chent-Server Are Not EffectIve

To prevent one mdlvldual from clfcumventmg management controls, work responslbl1ltIes
should be segregated so that no one mdlvldual or group controls CrItIcal stages of a process
Inadequately segregated duties mcrease the rIsk that erroneous or fraudulent transactIOns could
be processed, that Improper changes could be Implemented, and that computer resources could
be damaged or destroyed Therefore, polICies should be establIshed to enforce segregatIOn of
duties and to control personnel activIties through formal operatmg procedures, supervlSlon,
and reviews of mdIVIdual activIties

SegregatIOn of duty controls, however, are not effective Without adequate segregatIOn of duty
controls, a SIngle IndIVidual could control enough steps In a process to make unauthOrIzed
changes to data and software Without beIng detected The follOWIng Illustrates the problem

• M1IRM does not separate the responSibilIty of secunty operatIOn and polley
development Computer SCiences CorporatIOn (also called the PRIME contractor) IS
responSible for operatIng USAID's firewall The contractor's securIty tasks also
Include advlSlng USAID on ItS securIty polICIes, procedures, and gUIdelInes
Normally, the operatIOns of the firewall IS aSSIgned to an operatIOn umt such as
M/IRMITCO

9



• MlIRM does not adequately segregate the responsIbl1Itles of the lIbrarIan and
applIcatIOn programmers, who are responsIble for controllmg access to computer files
and developmg or modIfymg the computer systems, respectIvely Access to the
program lIbrary should be restricted to lIbrarians USAID's practIce IS mconsistent
Wlth standard practIces that assIgn software lIbrary maIntenance to an operatIOns umt
to assure system owners that only authonzed changes are made to the systems

• M/IRM/SDM and the Computer SCIences CorporatIOn do not effectIvely supervIse the
programmers Adequate supervIsIOn IS reqUired to ensure that the ObjectIves of the Job
are earned out and to reduce the abIlIty to perform unauthonzed or damagmg acts
whIch could adversely affect the accuracy and relIabIlIty of the systems

RecommendatIOn No 3 We recommend that the Director of IRM Implement
polICies and procedures to correct the problems IdentIfied In this report by
ensurmg adequate segregatIOn of duties related to the clIent-server environment

System Software
Controls Are Not Effective

System software controls are programs desIgned to operate and control processmg actIvItIes of
computer eqUIpment System software helps control and coordInate the mput, processmg,
output, and data storage aSSOCiated WIth all the applIcatIOns that run on the system Some
system software can be used to change data and program code on files WIthOut leavmg any
record of the changes To mItIgate thIS vulnerabIlIty, controls should (1) lImIt access to
system software, (2) momtor access to and use of system software, and (3) control system
software changes

USAID's system software controls are, however, not effectIve SpecIfically, the manual
controls that conSIsted of logs and reports were madequate The followmg are system
software practIces defiCIenCIes

• M/IRM/TCO does not have software that IS used to control access to system resources
(1 e , computers and system software) at USAID/Washmgton The lack of access
control software could allow system access to unauthonzed persons However,
M/IRM/TCO mformed us that access controls over system software are beIng
consIdered for Washmgton and mISSIon servers

• M/IRM/TCO does not have software that IS used to control the tape lIbrary A
phySical mspectIOn of the computer SIte revealed a room full of unorganIzed tape
cartndges ThIS mcreases the nsk of mcorrectly Issumg and usmg the wrong tapes
To address thIS problem, M/IRM/TCO management has mdicated that lIbrary control
software products are bemg revIewed
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RecommendatIOn No 4 We recommend that the Director of IRM conduct a
feasibilIty study to determIne If It IS cost-effective to obtaIn system software to
control access to clIent-servers and the tape lIbrary

ContInUity of Operation
Controls Are Not EffectIve

Losmg the capablhty to process, retrIeve, and protect mformatlOn mamtamed electromcally
can sIgmficantly reduce an agency's ablhty to accomplIsh Its mlSSlOn For thIs reason, USAID
should

1 Assess the cntlcahty and sensitIvIty of computenzed operatIOns and IdentIfy supportmg
resources

2 Take steps to prevent and mlmmlze potential damage and mterruptIOns

3 Develop and document a comprehensIve contmgency plan

4 Penodlcally test the contmgency plan and adjust It as appropnate

However, contmUlty of operatIOn controls are not effective USAID has a draft ContmUlty of
OperatIOns Plan (COOP) that mcludes pnontlzed operatIOns and data, cntlcal resources, and
emergency pnontIes However, the COOP does not mclude provlSlons for satellIte
commumcatlOns, local area network data, or NMS apphcatlOns backups The plans also need
to be coordmated With the mISSIOn and M/IRM

Weaknesses that WIll affect contmUlty of operatlOns mclude

• System owners have not developed a contmgency plan for NMS Further, M/IRM has
not developed a contmgency plan for the clIent-server platform Therefore, NMS IS
vulnerable to servIce dlsruptlOns or sIgmficantly reduced processmg capabIlItieS As a
result, USAID may not be able to effectively and effiCIently respond to a dIsruptIOn In

ItS NMS busmess operatIOns

• USAID has not conducted a test of the COOP, although there are plans to test m fiscal
year 1999 Best mdustry practices calls for the COOP and contmgency plans to be
penodlcally updated and tested

11



RecommendatIOn No 5 We recommend that the Director of IRM, system
owners, and Office of AdminIstrative Services develop a comprehensive
contmgency plan and COOP that mclude NMS and the client-server platform
The process should ensure that the plans are penodlcally updated and tested at
the back-up sites

Deficient Agency-Wide Security Program
Hinders Effective General Controls

A key reason for these general control deficIencIes IS that USAID lacks an agency-WIde
computer securIty program to ensure that effectIve controls are establIshed and mamtamed
RespondIng to pnor audIt recommendatIOns, USAID reported computer securIty as a matenal
weakness In Its fiscal year 1997 Federal Manager's FInanCIal IntegrIty Act Report and has
deCIded to report the matenal weakness In the fiscal year 1998 AccountabIlIty Report, whIch
WIll be Issued on or before Apnl 30, 1999 USAID IS takIng steps to correct the defiCIenCIes
Although USAID has made progress, It stIll has not (1) developed an orgamzatIOnal structure
that clearly delegates responsIbIlIty and prOVIdes appropnate authonty, and (2) Implemented
key management processes to ensure that securIty reqUIrements are met Resource lImItatIOns
appear to constraIn development of effectIve processes

Secunty Program DefiCienCies

An effectIve secunty program proVIdes the foundatIOn for all general controls, mcludmg
access controls, applIcatIOn software development and change controls, segregatIOn of dutIes,
system software, and contmUIty of operatIOns--controls we have IdentIfied as meffectIve on
the clIent-server systems UntIl USAID Implements an effectIve securIty program, It IS
unlIkely that It WIll be able to correct other general controls defiCIencIes To ensure that
agenCIes have securIty programs m place, The Office of Management and Budget's (OMB)
CIrcular A-l30, AppendIX III, "SecurIty of Federal Automated InformatIOn Resources,"
establIshed a mmimum set of controls for an agenCY-WIde securIty program, mcludmg
assIgnmg responsIbIlIty for secunty, securIty plannIng, and penodic reVIew of securIty
controls

In September 1997, we reported that USAID had not Implemented an effectIve computer
securIty program as reqUIred by the Computer SecurIty Act and OMB CIrcular A-l30 6

USAID had not Implemented fundamental securIty requrrements and practIces such as
assIgnmg securIty responsIbIhtIeS, requmng and Implementmg securIty plans for all senSItIve
systems, and assessmg all senSItIve systems to ensure that they are protected

6 AudIt of USAID s ComplIance WIth Federal Computer Security ReqUIrements (Report No A 000 97 008 P September 30 1997)
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That report concluded that the deficIenCIes occurred because USAID had not Implemented an
adequate system of management controls to support an effectIve computer secunty program
SpecIfically, USAID had not (1) developed an orgamzatlonal structure that clearly delegated
securIty responslblhty and provIded appropnate authonty, (2) establIshed planmng polIcIes
needed to provIde a foundatIOn for an effectIve securIty program, and (3) Implemented key
management processes to ensure that securIty reqUirements were met

USAID accurately reported these defiCIencIes m Its fiscal year 1997 Federal Manager's
FmanCIal IntegrIty Act Report and has deCIded to report the matenal weakness m the fiscal
year 1998 AccountabIlIty Report, whIch Will be Issued on or before Apnl 30, 1999 It has
also begun several actIOns to correct these defiCIencIes SpecIfically, USAID hrred a securIty
program manager to develop and Implement an actIOn plan and budget to Implement an
effectIve computer securIty program USAID also appomted the program manager to be the
InformatIOn System SecurIty Officer (ISSO) Subsequently, the ISSO developed a draft
securIty program plan that Will proVIde a foundatIOn for Implementmg an effectIve securIty
program

Some Security ResponsibIlitIes RemaIn Unclear

Although USAID has defined the ISSO's responsIbIlItIes, It has not yet clearly IdentIfied
program managers' and other technIcal staffs' responsIbIlItIes for systems securIty The lack
of clear delegatIOns contmues to prevent ImplementatIOn of an effectIve program

StudIes of best pnvate sector practIces have found that havmg clearly defined roles and
responsIbIlItIes that are understood by staff at all levels IS essentIal to effectIve computer
securIty controls These practIces also emphaSIze the Importance of mvolvmg both program
managers and technIcal mdlvlduals m the securIty program process OMB gUidelInes and best
practices call for program managers to be aSSIgned pnmary responsIbIlIty for ensurmg the
securIty of those systems, resources, and data they rely on to accomplIsh theIr mISSIon
ObjectIves 7 OMB CIrcular A-l30 aSSIgns program managers (sometImes referred to as
system owners) responslblhty for assurmg that the computer systems they rely on to support
theIr operations are secure Also, accordmg to the ChIef FmancIal Officers Act (CFO Act),
the CFO IS the responsIble program manager, or owner, for finanCial management systems,
and thus, should be asSIgned responsIbIlIty for ensurmg the secunty of USAID' s finanCial
management systems, resources, and data

TechnIcal staff also has an Important role to play m ensurmg an effectIve securIty program
In general, technIcal staff responslbIhties should focus on estabhshmg an effectIve securIty
program and ensurmg that It IS Implemented effectIvely AddItionally, technIcal staff can
prOVIde aSSIstance to program managers by provIdmg adVIce and by desIgmng and
Implementmg techmcal securIty controls that meet the managers' reqUirements

7
Ownership of some agency WIde computer systems such as e mall and network commumcatlon systems may be asSigned to a

techmcal organizatIOn
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USAID's assIgnment of responsIbIlIty IS, however, unclear, and does not properly recogrnze
the Important role program managers need to play m an effectIve program USAID's
Automated DIrectIves System, Chapter 551, Automated InformatIOn Systems SecurIty PolIcy
descnbes the responsIbIlItIes of M/IRM and program managers It does not, however, clearly
and consIstently descnbe the securIty responsIbIlItIes assIgned to program managers, system
owners, MlIRM, the CFO, or the ChIef InformatIOn Officer (CIO) Consequently, the
responsIbIhtIes for cntlcal tasks, such as IdentIfymg sensItIve and cntIcal data and processes,
assessIng the rIsks to the data, and IdentIfyIng securIty reqUirements are unclear and are not
generally performed

To Illustrate, USAID asSIgns program managers responsIbIlIty for "managIng the overall
automated systems securIty program for theIr mdIvidual systems" However, the DIrectIve
does not Identify whIch program managers are responsIble for whIch systems The dIrectIve
also does not descnbe what IS meant by "managmg the overall securIty program"

Becaus-e USAID has not clearly IdentIfied theIr responsIbIlItIes, program managers, mcluchng
the Actmg CFO, do not accept that they are responsIble for ensurmg the securIty of theIr
systems Instead, program managers and the Actmg CFO VIew secunty as MlIRM's
responsIbIlIty mstead of theIr own As a result, program managers stIll do not perform
functIons that should be therr responslblhty such as IdentIfymg access control reqUIrements, or
certIfymg that theIr system meets federal and USAID polICieS and that all mstalled securIty
safeguards appear to be adequate and appropnate

To Illustrate unclear techmcal responsIbIlItIes, USAID has not clearly defined whether the
InformatIOn Systems Secunty Officer or M/IRM/TCO has the responsIbIlIty to reVIew access
control records

ImplementatIon of Security Processes
Hmdered by Resource LImItatIOns

EffectIve securIty processes are also essential to Implement an effectIve securIty program
because they prOVIde a standard, generally accepted method to determme whether mformatIOn
systems are secure and whether the nsks ImplICIt m theIr use are tolerable SecurIty processes
are needed to (1) plan, (2) execute, (3) momtor, and (4) report on the effectIveness of
computer systems and controls These securIty processes also need to be clearly presented to
and understood by those responsIble for securIty, especIally program managers/system owners
Presently, however, USAID does not have processes to IdentIfy, document, evaluate, and
correct secunty vulnerabIhties m automated systems WIthout adequate processes, USAID's
efforts to Implement an effectIve securIty program are unlIkely to succeed Severe resource
constramts that affect all agency actIVItIes appear to lImIt USAID's abIlIty to Implement these
processes m a tImely manner
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Our September 1997 report pomted out the need for dISCIplIned processes because securIty
functIOns are scattered throughout the varIOUS USAID components That report recommended
that the computer securIty program manager Implement processes to ensure complIance With
the Computer SecurIty Act of 1987 and OMB CIrcular A-l30 Respondmg to the report's
recommendations, USAID has recogmzed the need to Improve securIty and has completed a
draft InformatIOn Systems SecurIty Program Plan, wmch calls for development of tactical
plans and processes to mstltutlOnahze a computer securIty program However, USAID has
made lIttle progress Implementmg the processes Identified m the draft program plan For
example, USAID does not currently have agenCy-WIde processes for IdentIfymg senSItive
systems, conductmg rIsk assessment, Identlfymg machve users, or certlfymg systems

USAID, however, faces budget constraInts that have lImIted the fundmg aVaIlable to operate
the agency These constramts have forced semor executives to make dIfficult resource
allocatIOn deCISIons Ongmally, USAID expected to be able to correct the securIty program
defiCIenCIes In 2000, a tIme-frame that corresponded to USAID's efforts to modermze Its
finanCial management systems by 2001 However, durmg fiscal year 1998, USAID offiCials
determIned that other fundIng pnontIes, Includmg the need to make computer systems able to
operate m the year 2000, would delay ImplementatIOn of an effectIve securIty program untIl
2003

As a result, USAID secunty managers may not have the resources needed to lITlplement
processes In a tImely manner that are key to an effectlve securIty program In turn,
contInuIng securIty program defiCIencIes could hmlt USAID's abIlIty to correct other general
control defiCIenCIes Because the plan to correct securIty program defiCIenCIes lags bemnd the
plan to Implement an effectlve finanCial management system, It IS unclear how USAID WIll
assure that the finanCial management system WIll meet securIty reqUirements For example,
even If USAID's modermzed finanCial management system proVIdes adequate securIty,
USAID stlll mIght not be able to assure that the data and resources maIntaIned on the new
system are protected from mIsuse, loss, or destructIOn If general control defiCIenCIes have not
been corrected

In the compamon report on general controls over USAID's maInframe platform, we made
recommendatIOns to correct these agenCy-WIde securIty program defiCIenCIes Because the
correctIve actIOns apply to both the maInframe and chent-server platforms, the
recommendatIOns are descnbed here so that the reader of tms report Will understand the
correctlve actIOns reqUired In that report, we recommended

• To clanfy securIty roles and responslbIhtles, we recommend that the CIa and CFO
work WIth the ASSIStant Admillistrator for Management to determme the speCIfic
aSSIgnments of securIty roles and responSIbIlIty needed to meet the reqUirements of the
ChIef FmancIaI Officers Act of 1990 and OMB Cucular A-130, and speCIfically
delegate appropnate responSIbIlIty, authonty, and resources to the ChIef FInanCIal
Officer, other program managers, and techrucal and overSIght staff
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• To better assure that the modernIzed system WIll meet securIty reqUIrements, we
recommend that the CIO and CFO work together to complete an analySIS to determme
whether fundmg has been properly allocated between (1) modernIzmg the finanCIal
management system, and (2) correctIng securIty defiCIenCies

Management Comments and Our EvaluatIOn

In the response to the draft report, USAID management generally agreed With our assessment
that weak general controls are due to defiCIencIes In USAID's computer securIty program
USAID also pOInted out a number of steps It has taken to strengthen ItS computer securIty
program and to add dISCIplIne to efforts to correct the defiCIenCIeS FIrst, USAID has
commItted to USIng best practIces In contract arrangements that emphasIze performance-based
management Second, USAID has rapIdly moved to consolIdate as many tasks as pOSSIble
under the supervIsIOn of the PRIME contractor team, so best practIces could be evaluated and
Improved upon With a SIngle source of techrucal management accountable to the Agency
Based on thIS new approach, USAID management suggested that the recommendatIOns be
expressed as performance-based contract reqwrements for the PRIME contractor USAID's
comments also stated that management belIeves that a weakness m one general control
category, or across multIple areas, does not necessarIly render all SIX control categones
meffective and that matenalIty must be weIghed to determme the benefits from Improvement
USAID suggested that the table on the overall effectIveness of general controls mclude a
column for "partIally effectIve" USAID also proVIded mdividual comments for each findmg
m the report

Regardmg USAID's suggestIOn that the recommendatIOns reflect the need for performance
based contractIng language, we agree that USAID IS takmg steps to Implement diSCIplmed
processes and support the move to performance~based contractmg However, we dId not
reVIse the recommendatIOns because we belIeve that management should deCIde how to
Implement the recommendatIOns

RegardIng USAID's comment about the extent and matenalIty of weaknesses IdentIfied, our
cOflcluslOns for the SIX control categones were not based on one general control weakness
Our analySIS of the general control categones mcluded an evaluatIOn of mdIvidual cntlcal
control techruques and procedures for each category Based on these results, we formulated
an overall assessment of each control category In accordance With the GAO's FISCAM
gUIdelmes The gUIdehnes outlIned the reqUIrements to assess several cntical elements for
each control category before draWing a conclUSIOn that the controls were "EffectIve" or
"IneffectIve" FISCAM also defines the critena for ratmg the control category "effectIve"
That IS the controls are both deSIgned and Implemented properly Based on our assessment
of control effectiveness for each speCIfic control category, we IdentIfied sIgmficant nsks and
recommended correctIve actIOns based on the benefits for Improvements We also deCIded not
to mclude "partIally effectIve" as a column m our table because It added subjectIve Judgement
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to the evaluatIOn process To reduce the subjective judgement, the controls were clasSIfied as
"Effective" or "IneffectIve"

The report contams five recommendatIOns USAID mdicated that RecommendatIOn Nos 1
and 2 were not needed, suggested that RecommendatIOn No 3 be addressed to the software
engmeenng orgamzatIOn, agreed With RecommendatIOn No 4, and suggested that
RecommendatIOn No 5 be re-worded

RecommendatIOn No 1 calls for M/IRM and system owners to correct access control
deficIenCIes IdentIfied In the report USAID management stated that It reported "NMS
Secunty and Access" as a matenal weakness under the Integnty Act and projected corrective
actIOns by Year 2001 USAID also referenced RecommendatIOn No 3 1 from a preVIOUS OIG
report USAID's management beheves that RecommendatIOn No lIS not needed because It
has mechanIsms m place to correct problems, momtor progress, and Implement Improvements
m the access controls category We contmue to belIeve that the recomm~datIOn IS needed
because the referenced audIt report addresses one access control weakness, user Ids, on
USAID's payroll system and pertams to the mamframe enVIronment, not the clIent-server
enVlfonment

Recommendation No 2 addresses applIcatIOn software development and change controls
USAID management mdicates that they have already taken actIOn to address the
recommendatIOn CIted In the report However, at the conclUSIOn of the clIent-server reVIew,
responSIble management offiCIals agreed that applIcatIOn software development and change
controls needed to be addressed, but requested that USAID be recogruzed for sIgmficant
Improvements m the area We recogmzed USAID actIOns to Improve the applicatIOn software
development and change controls m the draft report

RecommendatIOn No 3 reqUIres the DIrector of IRM to Implement poliCIes and procedures
that ensure adequate segregatIOn of dutIes Respondmg to RecommendatIOn No 3, USAID's
management stated that although It recogmzes the problem of segregatmg the program library
duties, the level of rIsk needs to be recogmzed USAID belIeves that MlIRM/SDM m theIr
contractor overSIght role, proVIdes the needed segregatIOn of duties and effectIvely manages
the nsk

We belIeve that USAID has a sIgmficant level of nsk because It dId not adequately segregate
the dutIes among (1) the major operatmg and polley development actiVItIes, and (2) operatmg
and programmmg actlvitIes Further, accordmg to GAO's FISCAM, to adequately segregate
dutIes, orgamzatlons must (1) Identify mcompatible dutIes and Implement polICIes to
segregate the dutIes, (2) establish access controls to enforce segregatIOn of dutIes, and (3)
control personnel actiVIties through formal operatmg procedures and supervlSlon Our
assessment shows that weaknesses eXIst m all three cntIcal elements To Illustrate, a sub
contractor operates the agency's firewall rather than M/IRM/TCO, wruch IS responSIble for
operatmg the network In our dISCUSSIOn WIth the PRIME contractor staff, they stated that
thIS responSIbIlIty WIll be transferred to M/IRMITCO
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RecommendatIOn No 4 calls for M1IRM to conduct a feasIbIlIty study to determme If the
agency should obtam system software to control access to clIent-servers and the tape lIbrary
USAID agreed WIth the recommendatIOn and a management deCISIOn has been reached The
final actIOn plan addressmg the recommendatIOn should be provIded to USAlD's Office of
Management Planrung and InnovatIOn, Management InnovatIOn and Control DIvISIon
(MlMPIIMIC)

RecommendatIOn No 5 addresses contmUlty of operatIOns USAID management generally
agreed WIth the findmg and recommendatIOn, but suggested that we reword the
recommendatIOn to mdicate one responsIble actIOn office We revIsed the recommendatIOn to
hst the DIrector of IRM as the lead responsIble actIOn office A management deCISIOn has
been reached for RecommendatIOn No 5 The final actIOn plan addressmg the
recommendatIOn should be provIded to USAID's Office of Management Plannmg and
InnovatIOn, Management InnovatIOn and Control DIVISIon (MIMPI/MIC)
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APPENDIX I
Page 1 of 2

SCOPE AND
METHODOLOGY

Scope

To assIst In our evaluatIOn and testIng of the general controls, we contracted With GardIner,
Kamya & AssocIates, P C (GKA) The focus of the audIt was on general controls governmg
the financIal systems on the IBM clIent-server computers, mcludmg the New Management
System Controls over the MISSIOn Accountmg and Control System, financIal systems
operated m other computer hardware enVIronments, and non-financial systems were not
mcluded m thIs reVIew The reVIew was conducted at USAID/Wasmngton between
September 1998, and November 1998 The work was performed 10 accordance WIth
Generally Accepted Government AudItmg Standards, usmg the gUIdelmes establIshed by the
Umted States General Accountmg Office m the Federal InformatIOn System Controls AudIt
Manual (FISCAM), Volume I, Fmancial Statement AudIts, August 1997 GKA audIted the
extent to whIch USAID's clIent-server enVIronment was m complIance With the FISCAM SIX
major categones of general controls (1) EntIty-WIde SecurIty Program, (2) Access Controls,
(3) ApplIcatIOn Software Development and Change Controls, (4) SegregatIOn of DutIes, (5)
System Software, and (6) ContmUIty of OperatIOns

The Statement of Work for this engagement antICIpated that some tasks would be performed
by the Office of Inspector General (OIG) to prOVIde contmUIty from preVIOUS reVIew
actiVIties Consequently, the agreed upon procedures to be performed by the contractor was
lImIted to domg the reVIew work necessary to reach a conclUSIOn about the effectiveness of
the controls for each of the SIX general controls However, the determmatIOn of reportable
condItIOns, analySIS of matenalIty, and any overall conclUSIOns was the responSIbIlIty of the
OIG Durmg the reVIew, GKA accompanIed by OIG representatives dIscussed IdentIfied
condItIOns Informally With management representatIves The purposes of these Informal and
lImIted management mterviews were to IdentIfy any compensatmg controls, to better
understand the effect of condItIOns and any mitIgatmg factors, and understand the cause of
condItIOns and management's correctIVe actIOn plans A formal reVIew of the findmgs was
conducted Jomtly by GKA and the OIG m the form of an eXIt conference With semor
management offiCials
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Because of the mherent lImItatIOns m any mternal control structure, errors or IrregulantIes
may occur and not be detected Also, projectIOns of any evaluatIOn of the mternal control
structure over financIal reportIng to future penods are subject to the nsk that the mternal
control structure may become Inadequate because of changes m condItIOns, or the degree of
complIance With the polIcIes or procedures may detenorate

Methodology

Pnor to conductIng the reVIew, GKA surveyed the general control enVIronment usmg the
Background InformatIOn QuestIOnnaIre m FISCAM, and conducted mterviews WIth Office of
InformatIOn Resources Management and semor finanCIal managers GKA then developed a
nsk assessment to IdentIfy CrItIcal controls for testmg VenficatIOn control reVIews-were
planned for those areas where controls were not hkely to be effectIve or where control gaps
and matenal weaknesses were present

The reVIew was conducted In accordance With the FISCAM guIdance and mcluded test
procedures for management testImony, documentatIOn reVIews and analYSIS, observatIOn, and
tracIng for access controls VerIficatIOn reVIews were performed for securIty program, access
control, and applIcatIOn software development controls The purpose of the venficatIOn
reVieW was to determIne If the correctIve actIOn status had been fairly reported, If planned
correctIve actIOns would resolve any matenal weakness, and If the correctIve actIOns would
address any new and related weaknesses IdentIfied durmg reVIew The OIG prepared the
statement of work, momtored the contractor's progress, and revIewed working papers to
ensure that findIngs were adequately supported The OIG staff also partICIpated In meetIngs
to dISCUSS the findIngs and an eXIt conference WIth USAID's management

A summary report was prOVIded to the OIG whIch contaIned the prelImmary findIngs that
resulted from the general controls reVIew The draft findIngs were summanzed for the SIX
general controls areas and contamed a conclUSIOn, background statement, detailed condItIOns,
cntena, effect, cause, and assocIated recommendatIOns for each general control area ThIS
report Incorporates other analyses conducted by the OIG and IS the final report on findmgs
and recommendatIOns for each general control area
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MEMORANDUM

TO IG/AlITSA, Theodore"l' Alves

FROM DAAlM, RIchard C Nygard.~J
Cbtef Informatlon Officer ,'V\j

March 1. 1999
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SUBJECf Draft Audrts ofGeneral Controls Over USAID's MaInframe and Chent-Server
Computer EtM.ronments

REF Your draft reports dated 1/25/99

I am pleased to proVIde Agency comments on the sub]ect draft reports' In geoeral
we agree WIth your assessment that weak general controls over USAID's client-server and
mamframe enV1ro~nts IS att110utable to defic1encies m our AgenCY-Wlde secunty program
The draft reports accurately convey that we face stgmficant challenges, are taking actton, and
have made 1IUt1a1 progress In strengthenmg the Agency's secunty posture We have identified
computer secunty as a matenal weakness under the Federal Managers' Fmanctal Intesnty
Act (Integnty Act) and our goal1! to be fully comphant WIth computer securrty laws and
regulations by 2003 Followm8 1& a deta1led mSWJSlon ofspeclfic ISSUes and
rocommendatlOns from both reports

Fows Qfthe Regmunendattons

IRM 1S addresSIng a broad range ofmformatJon technology (IT) vulnerab1httes and
defietenCles, winch It bas acupted accountability to fix. We share thIs challenge wrth the
rest ofthe federal government In tmprovmg techmcal management ofsystems lngeneral, and
IT seamty mparticular

At USAID, t1us aetton 18 bemg taken by mstltutmg best pra.ctJce dIscJ.phne to 8ll
mfurmat10n systems act1VIty, mc1udmg hardware; software commumcat1oll!J and apphcauon
systems IRM has applted best pracb.ce d1sclphne to the AdID1IlUtrator s htghest pnonty m
Y2K. compltance across Its areas of responslbtlrty It 1S understood that mfonnatlon secunty
needs tlus same comprehensive approach, at every teebntcallevel Inttlal staffworlc on the
USAID mfonnatton systems secunty plan and~ model mfurm.at!on systems securIty
program reflect the M Bureau resolve to respond to the range ofchallenges ldentlfied m thts
aucht

1300 PDlran.nlflA AVDIlI:, N "
~a~. D C 20523
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A major element ofthe USAID tact1cal strategy to Improve Its mformatloo systems
program and IT securrty challenges IS to restructure howthe Agency buys Ita teebmca1
seMces under contract. Under IRM'II plan based on findmgs ofthe GSA mdepeudent
revIew, dtrect lure staffWIll be teamed and seek contmuOUJ lttlpt'OVement for AgeN;y
technology efforts as agmts of software (and systems) acqwaulOJl capability matunty model
(SA-CMM) practices Since USAID Iwlustoncally obtained a luger proportlOn ofw
informatIOn tochnology labor to deliver services UI1der contract, the way the Agency buys
that sernce IS aIllJDportant

Two Ideas apply to the new dtrcctton ofmanagang Agency tcchnology FtrIt, USAID
has set a standard ofengagmg firms that comnut to beat pracbccs In contract amngementI
tba.t empbastze performance-based management This approach was put U1tO achoo In May
1998 by awardtng a contract to a firm rated btgh on the scale oftbe capabthty matunty model
In software engmeenng and systems Integratton.~ USAID Iw n!plclly moved to
comohdate as many tasks as poMlble under the supctV1SlOn ofthePRIME contractor team,
so best practices could be evaluated and Improved upon WIth a l1ng1e source oftechmcal
management accountable to the Agency The foundatIon ofthese two aetlOns offers the best
chance ofmstrtutmg best practlces under USAID IUpefVlSJOD On a pnonty buts, wrth the
resources lMJ1able, US AID will reduce the hnd ofsecunty vulnerabthttes that have been
Identified In tlus audrt and strengthen InformatloD resources management for the Agency U l

whole

With these thoughts mnund USAID beheves that thC$C rcconuneodat1ons (with the
ClCceptlon of4 and 5 from the MaInframe report) would be better expressed as
recommendations to Issue perfo11ll8.DCe-based contract reqwrements or standards for the
PRIME contractor We are conttnually wodctng to unprove our U!e ofresultJ-oneoted
contract requtremeDts and standards and would welcome further chalogue WIth you on how to
tnmslate audrt recommendatIOns mto contract actlons

OJmt-Seryer'Rel!9rt

Audit Fmdmgs. pp 4-5

Although we agree that there are problems WIth the effecttveness ofgenenI controls
overall, we beheve that a weakness ill one category, or acroM omltJple IlI'e8!, does not
necessan1y rcoder all &IX control categOl1cs lOeffectlvc 'There IS an 1UUe of matem.lrty that
must be weIghed to detemune the greatest benefit from unprovements In addmoo, we feel
tlurt Table r. "AnalysIs ofthe Effectiveness ofChent Server Gt:o.e:ral Control." should be
mo<lJfied to IDClude a. column for "PartlaIly EffectIVe" under "Evaluation ofCootrob" For
example, we belIeve that ·.pphe:atJon software development and change controls" are
substalltlally effectlvc Therefore, we request that tIua category be labeled, at a 1D1DImUIn, IS

"paItla11y effect1ve", and the text on pages 1·8 should be arljU8ted to support tlUJ statui, based
on our d18CUllSlOn below
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Access Controls on the Cbent Server Are Not Effecttye pp. 6-7

In the draft report, you mdteate that we are an the process ofunplementU1g accesa
controls for the chent-servers. and dunng the audIt, the controls were evolvmg and DOt yet an
place Wehave reported "NMS Secunty and Access Controls" as a matenal weakness under
the Integnty Act, and our projected comctlon date IS 2001 In addrtton. MPI contlDues to
track recommendation 3 1 from AudIt Report 0-000-97-00l-F This recommendation also
requtreS that weaknesses m access conttols be corrected. Therefore, although we asree With
your findIngs, we ha.vc mechaxusms In place for correctmg these problems, monrtonng
progr....el!s. &nd unplcmenttng Improvements -

A1lo11QtJQD Software Deye1Qpmept and Change Controls AreNotEffectwe W 7-8

USAID recogmzes the deficlenCles m software configuration management (eM) and
testU1g practJces 1DNMS and bas embarked on a compreheIlSlVe program to address them
The select10n ofa PRIME contractor W1th a proven track record ofmanagmg software
engmeermg processes was the first s1ep toward maktng the needed Improvements USAID
dtrected and closely monrtored the work of the PRIME contractor In applymg dtSCIplmed
software engmeenng processes to NMS software m.amtenaIU The mrtJal phase oftIDs
effort focused attentlon on eM weaknesses USAID dtrected the pnme contractor to use a
sophist1cated CM software tool that tracks changes to NMS source code and ensures that
software runmng on the sy:>Wm matches the source code USAID has successfully achieved
CM control over Its chent-$erVel' NMS software and the statements to the contrary on page 8
are inCOrrect We are now exa.mmmg ways to transfer these process assets to the l'lU.1Jlfume
enVIronment

We have also acknowledged our defiClent softwaretestmg pract1ces end have dtrected
the PRIME contractor to Implement mdustry best practIce~ Thts effort was
Implemented U1 parallel With an ~ed value management system to enable USAID to
roomtor and oversee the PRIME contractor's software nwntenance and tcstmg performance
We have defined processes and a proven performance record over the past two rel.eues of
NMS to demonstrate Slgmficant unprovements msoftware test1ng. To date our unproved
processes rover teat scnpt preparmon, peer I'CVleW8, urnt test1ng, mtegratlon testlng, and
system testing We have formal Change Control Board oversight. mcludlng readmeM
I'eVlewi and approval for the software release to advance through each~ oftestmg 'flus
has dramattcally Improved the qualIty ofNMS software releases It has aISQ IdentIfied many
other software defects unrelated to the mtended software changes that wece logged lIItO our
CMtool and corrected or scheduled for correctlOD m subsequent NMS re1eues USAID 15 10

the final phase ofImproVIng rts acceptance test scnpts and procedures In preparatton for a.
Y2K compllant NMS software release Ul July 1999 We feel that we have already effect1vely
compbed WIth the SPlnt aftIns recommendation

Segresatton ofDuty Controls Oyer Chent-Server ArcNet Effcctw p 9

While USAID recogmzes that segregation ofdutIes In program hbranes 15 teebmcally
correct, the level ofnsk needs to be recogmzed We beheve that IRMISDM, mtheir
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contractor oversIght role, proVIdes the needed segregatIon ofduttes and effi:cttvely manages
the oak. In addrtJon, the draft report pcrtalIullg to cltent-servcr controls mcorrectly
references nwnframe program hbrary controls Sttll, the finding should be addremd to a
software eng1l1eenng orgaruzatlOIl, not a software acqutsrtlou orgamzatlon, In w1uch most
software eng1l1eenng lDIDllgement hasbeen out-sourced to a. contractor

System Software Controls Are Not EffectlYe p 10

We generally agree WIth the findmgs~d recommenda!lon.

COntIDWty ofOperat:toD Controls Are Nut EffectIve 11" 10-1]

We generally agree WIth the findmgs and recommendat1oo, but request that the
recommendation be reworded to clearly II1mcate one respon.slblc action office

MJinfTIIDC Report

Access Controls OD the Matnframe Au; Not EffeetJ.ve pp 6-7

As mwcated above, MPI contmues to track open recommendatIOn number 3 1 from
the Audrt Report 0-000-97 OOl-F nus recommendatton bllSlca\ly addre&Ses the wealcnesses
In access controls on the lIllUIlframe Therefore, although we agree WIth your findmgs, we
have meclwusms lD place for corred1ng these problems rnonrtonng progress and
lmplementlI1g lIDprovements

Apl1hC8llon Software Development and Change Controls Are Not Effectlye pp, 7-8

Ail stated prevlously, USAID has successfully aclueved eM control over Its
cIJem-server NMS software, and we are now examuung ways to Improve the mamframe
envrronment We generally agree WIth the findIngs and recornmendatton.

Segregatloo ofDuty Controls Are Not Effective P 9

Our comments for the chent-server repOl1 also apply here

DefiCIent Money-Wide Searnty Program Hinders Effective~ ContrQls pp, 11-14

We agree With your assessment that secunty responsibllrtles rema.m unclear and
ImplementatIon ofeffective secunty processes lS hmdered by resource IunltatIOns We also
agree wtth the lDtent ofrecommendations 4 and 5, but feel that recommendatlon SD1lght be
more real.1sttc and actiOnable If It were reworded Illl foUows

Rewmmendat1Qn 5 We recommend that the CIO and CFO work: togetberto define a plM
for computer securIty program controls, ISsues, and reqwremelltS for finllDCIal IIlIn!gcment
system 1lI1pJ'OVe1llent!l addressed In this audtt The plan should address specific quesoons on
IT secunty and contribute toward matenallmprovements Itt the protcet1on of Agency
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systems and data. Implementatlon ofthts program Inrtumve should col1Slder the bJshest nab
to the strale81c objectives ofthe Agency, propose strategtes COnsIstent WIth the tecluuca1
arcbttecture, and apply resomccs to efforts whIch have been pnontu:cd to col1SlCler the
greatest valueto the Agency, rts customers, employees, and the public
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