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AID NEEDS TO DO MORE TO COMPLY
WITH THE PEDERAL
MANAGERS' PIMAMCIAL INTEGRITY ACT

AUDIT REPORT NO. 85-07
December 7, 1984



AGENCY FOR INTERNATIONAL DEVELOPMENT
WASHINGTON, D.C. 20523

THE INSPECTOR GENERAL

The Honorable Peter M. McPherson
Administrator

Agency for International Development
'..hingtmp D.C. 20523

Dear Mr. McPherson:

This report describes the Agency for International Development's
(AID's) progress in implementing the *oderal Managers®' Pinancial
Integrity Act. My staff condunted a .eview to determine whether
AID's fiscal year 1984 evaluation of its system of internal con-
trol was carried out in a reasonuble and prudent sanner in con-

formance with the Act and the Office of Management and Budget's

(OMB's) internal control guidelines.

Our review disclosed a number of significant problems AID needs
to address if it is to comply with the Act and OMB guidelines.
Improvements arc needed in the areas of {1) top level management
involvement, (2) training, (3) agency segmentation, (4) vulner-
ability assessments, (5) internal control reviews, (6) corrective
actions, (7) annual reporting, and (8) accounting systea
evaluations.

Improving the evaluative process will help strengthen internal
accounting and administrative controls and thereby help prevent
fraud, waste and abuse in AID programs, functions and activi-
ties. We have made nineteen recommendations, all of which will
requira some involvement at the Administrator level.

We are sending copies of this report to AID top level managers,
the Office of Management and Budget, appropriate Congressional
Committees, and the U.8. General Accounting Office.




EXECUTIVE SUMMARY

The Agency for International Development (AID) has an annual
budget in excess of $5 billion that is administered by its
headquarters offices and 69 missions located throughout the
world. The very nature of its assistance programs and its
geographic dispersion increases AID's vulnerability to fraud,
waste, and abuse. Accordingly, it is very important for AID
to adequately assess the internal controls over its multi-
billion dollar programs and administrative functions and to
evaluate its accounting system as required by the Pederal
Managers' Financial Integrity Act of 1982 (PMPIA).

The PMFIA requires Federal managers to evaluate the internal
controls over the operations under their supervision. These
evaluations form the foundation for the Mnuinistrator's
arnual statement to the Presidcnt and the Congresas on the
adequacy of the Agency's internal control and accounting
systems.

AID needs to put in place the basic framework required by
Office of Management and Budget (OMB) guidelines which is
necossary to implement the FMFPIA. Two years after passage of
the Act, AID still has not:

-- obtained sufficient top managesment involvement

n the evaluative process: uring fiscal year
1984, only one Internal Control Oversight Com-
mittee meeting was held, and only 5 of 13 mem~
bers were present (see p. 5).

t

s ties under the t$ managers and other
staff have not been provided training or tech-
nical assistance in conducting vulnerability
assessments, internal control reviews, and
other requirements of the Act and OMB
guidelines (see p. 4).

== REOperly segmented its operations into assess-
or example, the aission in
ied as only one asgessable unit,
had 113 employeos and a budget of over §1
billion (see p. 7).

a"v!'—”ﬁ %gnon_ vulnera Yy assesssents

were us with considerable effectiveness to
identify internal control weaknesses of large




organizational units. However, OMB intended
they be used to quickly assess the risk
potential for fraud, waste, and abuse of smaller
AID components. Also, AID's vulnerability
assessaents replaced the more rigorous internal
control reviews envisioned by OMB (see p. 10).

-=- properl lanned, scheduled, and conducted in-
ternal control rcviqggc onty one Internal con-
trol review was conducted in fiscal year 1984

(see pp. 14 and 17).

-~ corrected numerous internal control weaknesses:
as o ptember 1, 1984, 1 of the nternal
control weaknevses identified in the 1982
vulnerability assessments had still not been
reported as corrected (see p. 20).

-- assured that all material weaknesses have been
Identi¥led for Inclusion In Tts annual report to
the President and the Con resss out of 55?
IndTvidual Internal control weaknesses, only 7
areas of weaknesses were reported to the Presi-
dent and the Congress. Other weaknewses, such

as inadequate monitoring of P.L. 480 commodi-
ties should also be reported (see p. 23).

== conducted an evaluation of its accountin
system: AID is in the process of installing a
new accounting system. Unless interiam evalua-
tions are made, AID will not report on the ade-
quacy of its new accounting system until at
least December 31, 1986 due to a three year
delay in system implementation. To address this
problem, AID now plans to report on inade-
quacies of its current systesm and work closely
with the contractor to assure that the systen
meets accounting principles established by the
General Accounting Office (GAO) (see p. 26).

AID's first year approach to implementing PMPIA was developed
before the OMB guidelines were finalized in December 1982.
Although our Moveaber 1983 raport pointed out several areas
of non-compliance with these guidelines, we then oconcluded
that AID made a good first year effort to implement the Act.
AID reported that it had identified sany internal control
weaknesses which led to significant corrective actions. Yor
example, AID has developed and begun implementation of 16
payment verification policy statements which could substan-
tially improve internal controls over financial and adminis-
trative activities throughout the agency.



AID is now in the critical second year of reporting under the
PMFIA--a time to build on the momentum of the progress made
during initial icplementation efforts. The first year's
implementation of the Act has been characterized as a
learning experience for federal agencies as well as the
auditing community. For the second year, however, GAO, OMB,
and the Inspectors General expected considerably more
progress.

GAO recently issued a list of second Year expectations which
were endorsed by OMB (see Appendix I to the report). A com-
parison of our report findings and these expectations clearly
shows that AID has fallen behind in properly implementing the
FMFIA. 1In fact, many deficiencies outlined in our previous
report rave still not been corrected.

It is imperative that AID's top management ensures that this
important legislation receives high priority attention. A
positive step taken thus far is AID's Internal Control Over-
sight Committee's establishment of a goal to bring AID in
compliance with OMB guidelines. AID informed OMB and the IG
that this goal will be achieved in 198S.

We have made 19 recommendations to the AMnministrator that
specifically relate to the OMB guidelines. Implementation of
our recommendations will lay the proper foundation to fully
implement the PMFIA.

MANAGEMENT COMMENTS AND )G RESPONSES

We provided a copy of our draft report to the Bureau for
Management. Based on their written comments, included as
Appendix III, we revised the report where we considered
appropriate to do so. Overall, management generally agreed
with our recommendations, although they beljeved two recom-
mendations had already been implemented. The following sec-
tions describe key management comments and those situations
where there is a lack of agreement between management and
the IG.

Management Comment

In general, management acknowledged that AID's process dif-
fered from OMB's and stated that steps are bein  taken to
comply with OMB quidance. Management explained the process
used in 1982 and 1983 and cited some of the benefits that
occurred to AID as a result of these early efforts. Manage-
ment also identified what it considered to be a weakness in
the report’'s logics AID's vulnerability assessments were
effective in identifying weaknesses, yet the IG was critical
of these assessments because they went beyound the more gen-
eral assessments intended by OMB. Pinally, management stated
that our axecutive summary was not consistent with the body
of our report.
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IG Response

A number of significant internal control improvements were
reported as a result of AID's early efforts to implement the
Act. These are cited in our report. Regarding the second
point, we do not believe there is a weakness in the report's
logic. While the Agency's more detailed vulnerability
asgsessments were instrumental in identifying weaknesses, they
did not provide a quick assessment of vulnerability of all
assessable units and they were inappropriately used as a sub-
stitute for the more rigorous internal control reviews.
Finally, information in the executive summary was derived
from the body of the report. We do not see any inconsistency
between the two nor did management elaborate on this issue.

Management Comment

Management stated that GAO, OMB, and the IG did not communi-
cate their increased expectations for the second year's
implementation of FMFIA.

IG Response

These expectations, included in Appendix I, are not new
requirements. They are based on OMB guidelines dated
December 1982. We are including them in the report to assist
management in coming into full compliance with OMB guidance.

Management Comment

Management stated that the report should refer to internal
control weaknesses identified in 1983, and not in 1982,
Further, they noted that only 59 weaknesses had not been
corrected as of September 30, 1984.

I1G Response

Our audit show:i that 28% woaknesses wore in fact idontified
in the 1982 vulnerability assessment. These weaknessos were
eummarired and reported in 1983. At the end of our audit
(September 1, 1984), ICOC's tracking system showed that 145
weaknesses wore reported an uncorrected. Since then, AID
reported that it had corructed 86 zdditional weaknesses.
Although we did not audit this, we fully support AID's
efforts in taking corrective actions.
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Hanagolont Comment

Management stated that, contrary to our report, internal con-
trol actions are being monitored by ICOC through the internal
control manager.

1G ROIEHIO

Although the ICOC does monitor corractive actions taken, we
found no evidence that ICOC monitors other activities men-
tioned in our report: prioritizing, planning, and scheduling
ICRs and other actions.

Hanagonant Conment

Management believed that their current efforts to segment
AID/¥ and missions into assessable unijts negated the need for
Racommendation Nos. 4 and 6 relating to segmentatior. and
establishment of an inventory of assessable units.

IG Response

On November 14, 1984, the IG's office submitted a memo to the
Bureau for Management (see Appendix II) stating that a recent
ICOC segmentation proposal did not comply with OMB guide-
lines. Under this segmentation proposal, the number of
assessable units would be based solely on the number of
organizational components rather than cross secticus of both
organizational components and administrative functions as
called for in OMB guidance. We are therefore retaining
Reconmendation Nos. 4 and 6.

Hanagolont Comaent

Management believed that the report section on ICOC's track-
ing system should be rewritten since our recommendation would
only be applicable to the new vulnerability assessment/
internal control review system being introduced in 1985.
Management also stated that some of the data elements of the
1G's proposed system were inapplicable or easily retrieved
from the raw data.

1G_Responue

We do not agreve that the recoamended tracking systes only
applies to the 1985 vulnerability a-lelllontylntornal control
review system. Previously identified weaknesses should also



be included in the new tracking system. Since management did
not show which data elements were inapplicable or easily
retrievable, we cannot respond to their second point. How~
ever, if the ICOC is to properly manage the PMFIA process, it
must analyze the raw data on identified weaknesses and con-
vert it into meaningful management information.

vi



AID NEEDS TO DO MORE TO COMPLY WITH THE
PEDERAL MANAGERS' PINANCIAL INTEGRITY ACT

TABLE OF CONTENTS

EXECUTIVE SUMMARY

BACKGROUND

FINDINGS, CONCLUSIONS AND RECOMMENDATIONS

APPENDIX

APPENDIX

APPENDIX

APPERMDIX

ORGANIZING THE EVALUATION PROCESS
SEGMENTING THE AGENCY
VULNERABILITY ASSESSMENTS

PLANNING AND SCHEDULING INTERNAL CONTROL
REVIEWS AND OTHER ACTIONS

INTERNAL CONTROL REVIEWS
TAKING CORRECTIVE ACTIONS
YEAR END REPORTING
ACCOUNTING SYSTEM

I

OMB MEMORANDUM ON GAO EXPECTATIONS FOR
SECOND-YEAR IMPLEMENTATION OF THE PMPIA

11

IG MEMORANDUM TO BUREAU FOR MANAGEMENT
ON SEGMENTATION PROPOSAL

I1I

MANAGEMENT COMMENTS, BUREBAU FOR MANAGEMENT
v

LIST OF REPORT RECOMMENDATIONS

v

LIST OF REPORT RECIPIENTS

V1A

PAGE

~-NN W W

10

14
17
20
23
26
29

33

47

33

357



d
|
BACKGROUND

The Federal Managers' Financial Integrity Act of 1982
(FMFIA), Public Law 97-255, was passed by Congress to re-
assert the responsibility of Federal managers for overall
financial integrity of programs under their supervision.
Each agency is required to establish internal accounting and
administrative controls, annually evaluate those controls,
and prepare a statement to the President and the Congress
identifying material weaknesses and plans for corrective
actions. Also, the FMFIA requires a separate annual report
on whether the agency's accounting system conforms to the
principles, standards, and related requirements prescribed by
the Comptroller General.

The Office of Management and Budget (OMB) issued Circular io.
A-123 Revised, to prescribe the policies and standards for
evaluating and reporting on internal control systems by the
agency. Also, OMB issued guidelines in December 1982
entitled "Guidelines for the Evaiuation and Improvement of
and Reporting on Internal Control Systems in the Federal
Government." These guidelines pertain to: organizing the
evaluation; segmenting the agency; conducting vulnerability
assessments; planning and scheduling internal control reviews
and other actions; performing internal control reviews;
taking corrective actions; and reporting at year end.

The Agency for International Development (AID) establijished
the Internal Control Oversight Comnm!ttee (ICOC) in 1982 to
coordinate implementation of the Act. In December 1933, the
Agency submitted to the President and the Congress the first
annual statement on its internal control and accounting
systems. Our prior audit report (No. 0-000-84-14 dated
November 30, 1983) djsclosed numerous improvements needed in
AID's initial implementation of the ovaluative process. We
are now delineating the need for further improvements in the
process and making specific recommendutions for correcting
deficiencies which are st:1l1 outstanding.

Objectives, Scope and Mcthodoloqy

The audit was conducted between June and September 1984 by
the Office of the Regional Inspector General for Audit/
Washington. The objoctive of our review was to determine
whether AID was complying with PMPIA and OMB guidelines.
Specifically, we reviewed AID's implementation of the seven
phasaes of the evaluative process outlined in the OMB internal
control guidelines. Wo also reviewad AID's coapliance with
the YMPIA reporting requireument on whether the agency’s
Accounting syutom was in accordance with the principles and
standards of the Comptroller General.



Our review primarily covered the period October 1, 1983
through September ., 1984 except in certain cases where we
reviewed elements of the process as they were initially
established. We examined pertinent documentation maintained
by the ICOC and held discussions with responsible officials.

We did not review the adequacy of the Agency's internal con-
trol and accounting systems. Rather, we reviewed how AlID
conducted its own evaluations of such systems. Our work was
done in accordance with the Comptroller General'c Standards
for Audit of Government Organizations, Programs, Activities
and Functions.



PINDINGS, CONCLUSIONS AND RECOMMEMDATIONS

ORGANIZING THE EVALUAT1ION PROCESS

AID needs to improve the organization and management of its
internal control evaluation program. The Agency designated
an Internal Control Manager, established the ICOC, and took a
number of other actions in response to the FPMPIA. However,
to fully implement the Act, AID needs to expand its internal
policies and procedures commensurate with OMB guidelines,
establish PMPIA *raining programs, and increase top manaqe-
ment involvement in ICOC activities.

Criteria

OMB guidelines for organizing the evaluation process provides
for certain key elements including: assignment of responsi -
bilities for direction of the agency-wide internal evalua-
tions; ensuring the monitoring of accomplishments; training
to explain the objectives and procedures for conducting ul-
nerability assessments (VAs) and internal control reviews
(ICRs); and technical assistance and supervision for employ-
eaes assigned to perform the evaluation.

Actions Takon to Organize Implementation of the PMPIA

An AID Internal Control Directive dated Septeaber 30, 1983,
was issued to help implement the PMFIA. The Directive in-
cluded reference to the: OMB Circular A-123 incorporating
provisions of the FPMPIA; OMB guidelines for evaluating,
improving, and repirting on internal control systems; and
Comptroller General's internal control standard<z.

The Assistant to the Administrator for Manacement was desig-
nated as the Internal Control Manager :n izgue and claritfy
internal control policies, and monitor their application.
The ICOC, composed of program, financial, and adainistrative
Banagement personnel, wan designated to direct and monijtor
the execution of internal control practices, preacribe evalu-
ation standards for the Agency, and advise the Internal Con~
trol Manager of the status of the Agency's internal control
eystea. AID missions (USAIDs) and AID/Washington (AID/W)
organisation components designated internal control contacts
who were responaible for e¢stablishing and saintaining inter-
nal control systems for their respective organizations.

Policies and Procedures Should Reflect OMB Guidelines
MM
AID needs to wxpand its operating policies and procedures so

that all elements of OMB's quidelines are institutionalised.
ALID developed its approach to inplementing the PMPIA before



OMB guidelines were issued in December 1982. However, this
initial approach was not subsequently revised to comply with
OMB guidance. For example, contrary to current OMB gujdance,
each USAID was designated as one assessable unit. Although
the VA questionnaires focused on ten functional areas,
missions were not segmented by program and administrative
functions. Also, prioritizing, planning and scheduling ICRs
and other actions are not being monitored by ICOC. Monitor-
ing these actions is necessary to ensure that the areas with
the greatest poterntial for loss or abuse are identified and
that appropriate evaluative action is taken for each vulner-
able area.

Currently, policies and procedures on how to conduct the
evaluation process are not available through the AID Internal
Control Directive or any similar document. Specific agency
guidelines should set forth procedures regarding each atep in
the process: organizing the evaluation, segmenting the
agency, conducting vulnerability assessments, planning sub-
sequent actions, performing internal control reviews, taking
corrective actions, and reporting. In commenting on our
draft report, management stated that the Agency's fragmented
guidelines on this seven-step process will be formalized
through an instructional module that will be distributed in
the near future to all assessable units.

FMFIA Training Progqrams

The Agency needs to davelop appropriato PMPIA training pro-
grams for the astaff at AID/W and approximately 70 AID
missions throughout third-world countries. Training general
managers on hos to evaluate internal controls is sssentjal
for implomentation of the FMFIA. However, managecrs and other
ataff wore not provided trainingy or technical assistance in
performing and reporting tho rosults of vulnerability assess-
ments and internal control reviows.

The lack of training was alao disclosed {in our prior report
dated November 130, 1983, but no corrective action was taken.
Based upon our diucussions during this audit, the ICOC has
rvcently ordered nnlf~teaching modules for performing vulner-
ability asmemnnntn and internal control reviews.

In addition Lo the saolf~toaching nodules, orientation and
training should be availavle for managers to sufficiently
acquaint them with the ontire FMFPIA evaluative process. In
addition to performing VAs and ICRs they should be knowledg-~-
able about sagmentation, scheduling appropriate subsequent
actjons, taking corroctive actions, and reporting require-
ments. Also, ICOC ntaff mhould receive adequate training in
the {mplementation of the OMW guidelines. In coamenting on
our draft raport, management stated that the self~-teaching



module will be introduced to managers in formal training
sessions to fully acquaint them with the entire OMB process.

Top Level Involvement

Greater top level management involvement could substantially
assist in implementing the FMFIA. Direct involvement by some
agency heads have had a very positive impact on implementa-
tion of the Act. For example, the Secretary of the Treasury
made a video tape for presentation on this subject which was
shown Department wide. 1iii its initial stages, such direct
interest by top level officials may be necessary to ensure
the successful implementation of the program.

ICOC Mr2tings and Activities

Top management involvement at [COC meetings and activities
needs improvement. During fiscal year 1984, only one meeting
was held and there was poor attendance by the committee
members. At this meeting on June 18, 1984, only five of
thirteen members attended thus precluding an effective
decision-making process. Also, the ICOC scheduled seven
mectings between August 20, 1984, and December 1, 1985. How-
ever, the first thrce scheduled meetings passed their target
dates and have not yet heen held. Greater oversight and
involvement by the Internal Control Manager and other top
level management in ICOC activities is needed to successfully
implement OMB guidelines.

The Internal Control Manager should also initiate improve-
ments in ICOC operations. First, staff support is critical
to the efficient operation of the ICOC., However, there are
no LCOC staff responsibjlities aet forth in writing. We
believe there is a need for a astatemont of ICOC statf respon-
sibilitics and tunctions in order that the scope of work to
be performed can bhe planned and administered in a timely and
effective manner.

Socond, the 1COC has the responsibility to direct and monitor
the avi'uative procons, Decision making is an integral part
of the ICOC and should be well documented to ensure its poli-
cies are implraunted., Howover, there is lLittle evidence of
members involvoaont in making decisions and records of mecot-
ings are skolvtal 48 to issuos discussed and decisions made.
ICOC nevds to help clarify the decison-makina process by
defining the nanner in which decisions are made and who can
sake them. To assist in meoting this objective, complete
committee moating notas should be prepared and circulated to
all membors.



Third, it is important for the ICOC to establish a plan to
ensure that quality control reviews are performed. We found
no evidence of testing the input from USAIDs or AID/W assess-
able components. Quality control reviews should be made to
disclose whether adequate written documentation is maintained
to substantiate the validity of conclusions reached in the
evaluative process. In commenting on our draft report,
management stated that quality testing of future ICRs is
included in its 1985 work plan.

Recommendation No. 1

We recommend the Administrator ensure
that written operating policies and pro-
cedures are amended to fully institution-
alize OMB's seven step evaluative process.

Recommendation No. 2

We recommend the Administrator ensure
that a comprehensive PMFIA training pro-
gram and schedule are developed for man-
agement and staff who oversee and conduct
vulnerability assessments and internal
control reviews.

Recommeniation No. 3

We recommend the Administrator continue
strong visible support for the FMPFIA and
ensure that the Internal Control Manager
and all ICOC members are directly involv-
ed in ICOC meetings and other activities,
including initiatives to: delineate ICOC
staffing responsibilities; clarify
ICOC's decision-making process; and
establish ICOC quality control reviews.



SEGMENTING THE AGENCY

AID has not been segmented into assessable units as envision-
ed by the OMB guidelines. According to these guidelines, the
agency should be segmented first into organizational or other
components and then into the programs and administrative
functions within each component. Also, a complete inventory
of assessable units should be established and maintained by
the Agency.

In Washington, some segmentation took place, but all organi -
zational, program, and administrative components were not
considered as assessable units. Purthermore, each overseas
mission was categorized as only one assessable unit. This
approach to segmentation was implemented prior to the avail-
ability of OMB guidelines issued in Deceaber 1982 and has not
been subsaquently modified to comply with them. As a result,
AID managers were unable to conduct vulnerability assessments
of all programs, functions, and organizational units. Con-
sequently, managers' issurances of adequate internal controls
are questionable.

Criteria

Seqmenting the Agency into components and then into programs
and administrative functions in accordance with OMB guide-
lines helps determine who should be responsible for providing
assurances. According to OMB guidelines:

"The basic goal ... is to develop an agency-wide
inventory of ‘'assessable units,' each of which can
be the subject of a vulnerability assessment.

This inventory should provide complete coverage of
all program and administrative functions .... The
individual assessable units should be of an appro-
priate nature and size to facilitate the conduct
of a meaningful vulnerability assessment.

In developiny the inventory of assessable units,
reference should be made to such sources of infor-
mation as the agency's budget and related mate-
rials, organization charts, agency manuals, and
program and financial management information
systeas."

Segmentation at AID/W and USAIDs

Neither the USAIDs nor AID/W have been provided guidance for
segaenting their orginizations into assessable units either
initially in 1982 or at any time thereafter. Very little
segmentation took place in AID/W beyond the bureau and office
levels. Purther, each overseas mission was considered as



only one unit. Even where segmentation occurred in AID/W, it
was done without the benefit of central guidance to ensure
consistency.

This approach is not in accordance with OMB guidelines. Each
of the AID/W bureaus and offices as well as most of the
missions are much too large to facilitate a meaningful vul-
nerability assessment or internal control review and accord-
ingly would need to be further segmented. PFor example
USAID/Cairo, classified as only one assessable unit, has 113
employees and a budget of over one billion dollars. Similar-
ly, the Bureau for Science and Technology, which was
seganented into only 7 assessable units, has 332 employees and
a budget of nearly $270 million and obligations and
expenditures for ongoing projects of about $1.3 billion.

This lack of proper segmentation undermined the effectiveness
of the vulnerability assessment and internal control review
processes.

As a result of inappropriate segmentation, assurance letters
from AID/W bureaus and offices and from overseas missions
were not based upon assessments of all significant and poten-
tially vulnerable programs. For example, PL-480 Title II and
participant training activities were omitted from USAID
assessments. Both are very significant programs and assess-
ments would probably have indicated high vulnerability.
PL-480 Title II acccunts for about $740 million annually in
U.S. food products distributed overseas, and participant
training is highly decentralized and budgeted at about $150
million annually. For AID/wW organizations, missing functions
included host-country owned currency, processing of Title I1I
freight charges and AID sponsored research -- all very sig-
nificant programs. Also, even those programs that were
included in the assessments may not have been adequately
assessed since they were not treated as separate units.

Additionally, the inadequate segmentation resulted in (1)
line managers not being tasked with the responsibility of
assessing vulnerability of their programs and (ii) a method
of identifying and prioritizing vulnerable areas not being
possible. These matters are discussed in other sections of
this report.

Each USAID, AID/W bureau, and office should be segmented into
program and administrative functions as provided for in the
OMB guidelines, and also include functions not assessed
previously. Uniform written guidance on segmentation
procedures should also be established by ICOC and made
avajlable to USAIDs and AID/W.



Inventory of Assessable Units

Contrary to OMB guidelines, ICOC does not maintain an agenc /-
wide inventory of assessable units. Instead, ICOC merely
stored the various vulnerability assessment questionnaires in
boxes and file cabinets without summarizing how each organiza-
tion was segmented.

An inventory of assessable units is an important tool for
Centrally managing the evaluative process. ICOC should pre-
pare this inventory to provide such basic information as a
comparison of the extent of segmentation within similar
organizations and a control list of assessable units that
require future vulnerability assessments.

Recommendation No. 4

We recommend the Administrator ensure that
each USAID and all bureaus and offices in
Washington segment their respective organi-
zational programs and adainistrative func-
tions into assessable units of an appropri-
ate nature and size.

Recommendation No. S5

We recommend the Administrator ensure that
uni form guidance on segmentation procedures
is available to all USAIDs, bureaus, and
offices.

Recommendation No. 6

We recommend the Administrator ensure that
an agency-wide inventory of assessable units
is developed and maintained by ICOC.



VULNERABILITY ASSESSMENTS

AID's vulnerability assessments were somewhat yffective in
identifying significant weaknesses in internal controls, pri-
marily of a financial nature. However, they did not achieve
the objectives envisioned by OMB. Also, sany of the bureaus,
offices, and missions reported no weaknesses.

OMB guidelines and the AID Internal Control Directive state
that VAs are not necessarily intended to identify internal
control weaknesses or result in improvements. Rather, their
purpose is to obtain a quick perception of the risk potential
for waste, loss, unauthorized use, or misappropriation in
each assessable unit.

AID, however, developed a detailed VA questionnaire which
concentrated on identifying actual weaknesses rather than
risk potential. Although this approach identified many
internal control weaknesses, it did not meet the intended
purpose of a quick assessaent followed by a more rigorous
evaluation of internal controls in targeted areas. Also, due
to the lack of proper segmentation, some functions were not
assessed and therefore, some managers did not conduct VAs of
their operations.

Criteria

A vulnerability assessment is a review of the susceptibility
of a program or function to waste, loss, unauthorized use, or
misappropriation. VAs do not necessarily identify weaknesses
or result in improvements. Rather, they are the mechanisa
with which an agency can determine the relative potential for
loss in programs and functions. A VA, according to OMB
guidelines, consists of three steps with several factors to
be considered under each step.

l. Analysis of the general control environment
Management attitude

Organizational structure

Personnel

Delegation and communication of authority
and responsibility

Policies and procedures

Budguting and reporting practices
Organizational checks and balances

ADP consideration

00060

0000

2. Analysis of inherent risks
0 Purpose and characteristics
O Budget level
O Impact outside the agency
© Age and life expectancy
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Degree of centraliszation
Special concerns

Prior reviews

Management responsiveness

00

3. reliminary evaluation of safequards
Based on knowledge of existence and func-
tioning of safeguards

0 Thoughtful evaluations

O Based on working knowledge of prograam or

administrative function

O 00

The completion of the three steps permits a conclusion as to
the overall vulnerability of the assessable unit. Although
not implemented, the AID Internal Control Directive parallels
the OMB guidelines.

Vulnerability Assessaents Different Than OMB Guidelines and

AID Directive

AID developed a VA questionnaire in 1982, prior to the avail-
ability of OMB guidelines issued in December of that year.
AID's questionnaire was not in accordance with OMB guidelines
or the September 1983 AID directive that followed. Purther,
the questionnaire has not been subsequently changed. This
questionnaire was used to conduct VAs at all USAIDs and was
provided to each AID/W bureau and office for their consider-
ation in developing a questionnaire for their respective
organization. Contrary to OMB guidelines and the AID direc-
tive, this questionnaire concentrated on identifying actual
weaknesses rather than assessing and categorizing potential
risks. Although this process did hnlp identify weaknesses,
the objective of a fast overview of the potential for loss as
envisioned by OMB was not met. We believe that adherence to
OMB and AID guidance on future vulnerabjlity assessments is
critical for proper implementation of PMPIA.

In commenting on our draft report, management stated that AID
is planning to conduct VAs early in 1985 upon delivery of the
self-teaching modules and appropriate training.

Weaknesses l.ggrtod

Although OMB guidelines require that VAs be done at least
biennially no assessments have been done since 1982. Also,
Bany AID organigzations did not report any weaknesses as a
result of their 19682 assessments. 1COC did not quustion the
lack of identified weaknesses and did not require these
organisations to reevaluate their operations. 1In 1983 the
1COC did request each AID organiszation to update its initial
assessment to determine if additional weaknesses existed.
However, no additional weaknesses were reported by any of the
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organizatons, another circumstance that should have led the
ICOC to question the validity of this method.

In addition, AID's objective of quickly identifying control
weaknesses through the use of their expanded vulnerability
assessment was only partially successful. The initial
assessments were completed by all 69 USAIDs and 18 AID/W
bureaus and offices in 1982. However, the following 33 of
the 87 organizations did not report any control weaknesses.

USAIDs
Near East Asia
Italy Napal
Portugal Sri Lanka
Jordan India
Burma
Latin America and Caribbean Africa
Costa Rica Lesotho
Honduras Ghana
Mexico Guinea-Bissau
Nicaragua Chad
Paraguay Togo/Beni

AID/W

Bureau for Africa

Bureau for Program and Policy Coordination

Bureau for Food for Peace and Voluntary
Assistance

Bureau for Science and Technology

Bureau for Asia

Bureau for Near East

Bureau for Management (Immediate Office
of Ansistant to the Administrator for
Management)

Bureau for Latin America and Caribbean

Bureau for Private Enterprise

Office of Leginlative Affairs

Office of the General Counsel

Office of Equal Opportunity Programs

Office of U.S. Foreign Disaster Assistance

External Relatjons

Public Affairs

BIPAD Support Btaff

12



Collectively, the above organizational units manage multi-
billion dollar operations. The lack of any reported internal
control weaknesses is obviously questionable and underscores
the need for ICOC to monitor and evaluate the results of the
AID/W and USAID vulnerability assessments and the related
assurance statements to the Administrator.

Recommendation No. 7

We recoamend the Administrator ensure all
USAIDs, bureaus and offices conduct vul-
nerability assessments in accordance with
the AID directive and OMB guidelines for
a quick perception of the potential for
loss.

Recommendation No. 8

We recommend the Administrator ensure
that ICOC monitor and evaluate the
results of vulnerability assessments and
the related assurance statements to pro-
lorc consistency among similar assessable
units.

13



PLANNING AND SCHEDULING INTERNAL CONTROL REVIEWS AND OTHER
ACTIONS

AID needs to better plan and schedule internal control
reviews and other actions. OMB guidelines provide for prior-
itizing ICRs and other actions for assessable units based
upon results of vulnerability assessments. However, AID was
not able to establish these priorities since the vulner-
ability assessments were oriented towards identifying weak-
nesses rather than assessing the degree of vulnerability.
Further, AID did not provide guidance for factors to consider
when determining if an ICR was necessary or if some other
action would be more appropriate. As a result, AID does not
have a composite listing of vulnerable areas prioritized by
degree of vulnerability and type of evaluative or corrective
action planned.

Criteria

The overall objective of the internal control evaluation pro-
cess is to bring about a strengthening of internal control
systems in a cost-effective manner. OMB guidelines provide
for summarizing the vulnerability assessments to help deter-
mine the appropriate subsequent actions for the entire
assessable unit.

CMB suggests two approaches to establish the subsequent
actions to be taken. The first is to have a prioritized
schedule for ICRs based on assessable units that are con-

sidered highly vulnerable, moderately vulnerable, or of low
vulnerability.

The second approach is to consider a series of options for
evaluating each of the programs and administrative func-
tions. This option would call for the Agency to evaluate the
degree and causes of "he vulnerabilities, consider management
priorities and availability of resources, and take into con-
sideration other management initiatives underway. The Agency
would then determine the appropriate courses of action which
may include:

o Scheduling and conducting an ICR.
0 Requesting and obtaining an audit.
0 Scheduling and conducting a management review.
o Taking corrective actions identified based on

an evaluation of the vulnerahility assessment
results. These actions may include:
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==Establishing increased or improved monitoring
procedures,

--developing and conducting training programs
for the staff,

--issuing clarifying instructions, or

--modi fying procedures or documents.

Subsequent Actions on Vulnerable Units

AID did not plan and schedule ICRs and other actions based on
the degree of vulnerability of ass¥ssable units as required
by “hc OMB guidelines. This occurred because managers of the
assessable units that performed the i982 vulnerability
assossments identified weaknesses rather than determining
degree of vulnerability. There was only one ICR scheduled
and performed in fiscal year 1984. Other actions were
limited to correcting weaknesses identified as a result of
the 1982 VAs. No additional evaluative action was planned or
has been taken. AID needs to establish a prioritiszed
schedule of ICRs and other actions for each assessable unit
determined to be vulnerable. (To accomplish this, AID will
first need to properly sogment the Agency and conduct
assessments as prescribed by OMB).

Guidance to USAIDs and AID[H

AID 4id not furnish written guidance to its managers on:

when to perform ICRs, and other actions: how to determine the
nature of other actions to bs taken; and how to determine the
priority of the actions to be taken at each assessable unit.
As a result, AID does not have a composite listing of pro-
posed actions prioritized by degyree of vulnerability and type
of action planned.

A plan for subsequent actions should include:

o Classification of the vulnerability assessments
as to each program's or function's suscepti-
bility to waaste, loss, unauthorized use or
misappropriation.

o Prioritization of the vulnerable areas, i.e.,
identification of the areas with the greatest
prospect for loss or abuse, and which should be
examined first.
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O 8Selection of courses of action - considering
each vulnerable area, and selecting the
action(s) to be taken to address the potential
vulnerability.

© Developament of a schedule of actions and the
commitment of resources to address each highly
or moderately vulnerable area.

Since ICOC did not furnish guidance there was insufticient
scheduling of subsequent actions and therefore inadequate
assurance that all material internal control weaknesses would
be identified. Prompt action should be taken to fully
develop and furnish this guidance.

Recommsndation No. 9

We recommend the Administrator ensure that
uniform guidance is made available to each
assessable unit in USAIDs, bureaus, and
offices to help plan and schedule ICRs and
other appropriate actions in a priority
manner based on the results of the vulner-
ability assessments.
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INTERNAL CONTROL REVIEWS
M—

AID managers need to perform more internal control reviews.
OMB guidelines provide for performing ICRs to help identity
whether adequate control measures exist to Prevent or detect
fraud, waste, or abuse. tiowever, AID performed only one ICR
during 1984. This was because, contrary to OMB criteria, AID
designed their vulnerability assessments to be a substitute
for ICRs. Also, a certified pPublic accounting firm performed
the ICR in ¢ manner which saeverely limited AID managers'
involvement. OMB stressus the need for active involvement in
ICRs by management. While the one ICR performed fully met
standards, more ICRs need to be performed with the active
involvement of managers.

Criteria

An internal control review is a detailed examination of a
system of internal control. OMB guidelines describe six
steps for conducting asuch a reviews 1) identitication of the
event cycles, 2) analysis of the general control environment,
3) documentation of the event cycle, 4) evaluation of the
internal controls within the event cycle, 5) testing of the
internal controls, and 6) reporting the results. Since
responsibility for internal controls rests with management,
OMB has astressed the necd for active axnagement involvement
in each ICR. In tact in an August 1984 publication, OMB

stated;

“In the final analysis, agency management, not
internal auditors, internal reviewers or con-
tractors, is responsible for performing the inter-
nal control reviews. Because Agency management may
not currently have the aexpertise to adequately per-
form the reviews of the internal control process,
it io sometimes appropriate to use contractors to
assist in developing evaluation methods, performing
the reviews, and training agency staftt. Howe ver,
Ranageaent personnel should participate in the con-
tractor conducted reviews to gain the experience
and understanding Nacossary to permit them to per-
form the reviews in subsequent years. Indeed, any
use of contractors to perform the reviews should
include craining for agency staff on how to perform
the internal control reviaws,”

Performing and Utilizing lnternal Control Reviews

Only oune ICR waa perforsaad during fiscal year 19684. The ICR
was conducted at USAID/Cairo, by a CPA firm and was an
evaluation of the host country contract payment process.
This ICR fully mat OMB standarde, identified a large number
of serious control weaknoneses, and made 1) specific
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recommendations for corrective action. We believe that
USAID/Cairo's experience supports our belief that AID should

conduct more ICRs.

Also, many of the control weaknesses identified in this ICR
are likely to be applicable to the other mnissions as well.,
However, ICOC has not required other missions to evaluate
their controls with regard to the reported weaknesses and
recommendations. We believe that due to the relative simi-
larity of host country contract payment processes this would
be a logical evaluative atep under "other actions taken"
rather than performing full scope ICR's of this process at
all missions. Accordingly, we believe ICOC should review the
results of all ICRs to determine their applicability to other
organizational components.

Although OMB has stressed the neod for management involvement
in ICRs, this did not occur in the one ICR performed during
fiscal year 1984. As a result, the ability of management to
implement recommendations is made more difficult and an
opportuni.y was missed to gain the understanding and experij-
ence tha' will be needed to perform ICRs in subsequent

years. We believe that any ICR done by an outside organi-
zation should include a training requirement in the scope of
work aud have direct involvement by AID managers.

It appears that a greater number of ICRas were not done for
saveral reasons. The major reason was probably AID's concept
that vulnerability questionnaires would suffice for full
scope ICRs. Although theso questjonnaires were valuable
tools for quickly identifying control weaknesses, they did
not approach the OMB standards established for ICRs. Other
factors contributing to the lack of ICRs included inappro-
priate segmentation, the absence of AID directives and guid-
ance for scheduling ICRs, and inadequate central control and
direction. Thuese matters are discussed more fully in other
sections of this report.

Recommendation No. 10

We recommend the Administrator ensure that
a sufficient number of i{nternal control
reviews are performed [n accordance with
OMB guidelinan.

Rocommuudntion_No. 11

We recommend the Administrator ansure that
ICOC raviow the rosults of all ICRs and
inatruct othor AID components to consider
applicable 1CR racommendations for their
operationa.
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Recoamendation No. 12

We recommend the Administrator ensure that
when ICRs are performed by a ~ontractor,
the scope of work include a training pro-
vision for agency staff.

Recommendation No. 13

We recommend the Administrator ensure that
written guidance is established for per-
forming internal control reviews including
AID managers' involveament when contractors
perfora such reviews.

19



TAKING CORRECTIVE ACTIONS

AID needs to more effectively monitor corrective actions to
ensure they are completed in a timely manner. OMB guidelines
require management to take prompt corrective action on recom-
mendations. The Agency reported that it corrected many weak-
nesses identified during the 1982 vulnerability assessment.
However, a large number of weaknesses were still outstanding
as of September 1, 1984. Many have not yet been corrected
due to insufficient management attention and to a tracking
system that could be improved. Therefore, AID operations
continue to be vulnerable to fraud, waste and abuse due to
weaknesses that have been identified but have gone
uncorrected.

Criteria

OMB guidelines state that "Vulnerability assessments and
internal control reviews and reports should not be an end in
thenselves." Thus, management should take appropriate cor-
rective action as promptly as possible and establish a formal
follow-up system that logs and tracks all p.ianned corrective
actions and target dates. This system should also assist in
developing plans for implementation of csrrections and in
monitoring to ensure that changes are made as scheduled.

Many Corrective Actions Taken

The 1982 vulnerability assessment performed by the Agency
disclosed 285 weaknesses. As of September 1, 1984, ICOC's
tracking system showed that AID had corrected 140, or approx-
imately 50 percent, of these weaknesses. Reported actions
taken on some of these weaknesses have resulted in very sig-
nificant benefits. For example, AID has developed and begun
implementation of 16 payment verification policy statements
which could substantially improve internal controls over
financial and administrative activities throughout the
agency. In December 1983, detailed guidance was issued for
implementation of these policy statements recognizing that it
would take several years for them to be fully implemented.

Progress toward strengthening internal controls through this
guidance has already been reported. For example, payment
verification policy guidance will be the vehicle for correct-
ing two of the seven material weaknesses reported to the
President and the Congress in 1983.

AID's accomplishments in the payment verification process

clearly demonstrates the positive results that can be
achieved through implementation of the FMFIA.
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Substantial Number of Weaknesses 8till Uncorrected
\

Although many corrective actions have been reported, more
needs to be done. As of September 1, 1984, almost 2 years
after the 1982 vulnerability assessments, 145 of the 285
identified weaknesses were not yet reported as corrected.
Examples of these weaknesses include:

a. Can not certify that all direct and host
country contract services are adequately
monitored.

b. Deficiencies in the control and use of project
funded commodities.

Ce Centrally funded projects managed without
adequate financial information.

d. Lack of inventory procedures, nonexpendable
property not marked, and inadequate storage
and control of nonexpendable property in
warehouse facilities.

e. Inadequate project accounting, particularly
accounting for advances of local currencies.

AI" needs to devote more management attention to ensure cor-
rective actions are taken in an expeditious manner so that
AID programs will not continue to be vulnerable to fraud,
waste and abuse because of known internal control weaknesses.

Tracking Corrective Actions Needs Improvement

AID also needs to improve its system for tracking corrective
actions. The tracking system maintained by ICOC lists all
weaknesses and planned corrective actions by major organiza-
tions (bureaus, offices, and missions). However, we believe
AID's tracking system does not provide sufficient information
to properly manage the corrective action process. Specifi-
cally, ICOC's tracking system does not show:

l. Individual assessable units and their degree
of vulnerability.

2. Specific target dates for completing many
pPlanned corrective actions.

3. Planned versus actual dates of completion of
corrective actions.
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4. Summary information on the results and status
of the evaluative process such as:

--how many units identified no control
weaknesses.

~-which weaknesses were the most prevalent.
--units' success in meeting target dates.
In ordes for ICOC to adequately direct and monitor corrective

actions taken, it needs to improve its tracking system by
eliminating these deficiencies.

Recommendation No. 14

We recommend the Administrator ensure that
written guidance is established for taking
corrective actions on identified weak-
nesses in an expeditious manner.

Recommendation No. 15

We recommend the Administrator ensure that
ICOC improve its corrective action track-
ing system by including (a) all assessable
units and their degree of vulnerability;
(b) planned and actual target dates; and
(c) summary information on the results and
status of the evaluative process.



YEAR-END REPORTING

AID needs to consider including more identified weaknesses in
its year-end reporting statement. OMB guidance states that
material weaknesses included in the year-end statement should
consist of matters of significance to the President and the
Congress. 1In compliance with this requirement, AID reported
7 material weaknesses in its 1983 report. However, the Con-
gressional Committee on Government Operations, in its August
1984 report on first-year implementation of FMFIA, favors a
broadening of this reporting requirement. It suggests that
material weaknesses reported to the President and the Con-
gress should also include weaknesses that are significant to
a program or individual agency component. We believe the
Committee's suggestion has merit and should be fully con-
sidered by AID.

Criteria

The FMFIA and OMB guidelines require each agency to submit,
by December 31 of each year, a statement to the President and
the Congress as to whether the agency's systems of internal
accounting and administrative control fully comply with the
requirements of the Act. Any material weaknesses must be
identified in the statement and the plans and schedule for
correcting such weaknesses must be described. OMB guidance
defined material weaknesses as those which would be con-
sidered significant to the President and the Congress.

OMB's definition of material weakness has recently been
questioned in a Congressional report. The Congressional Conm-
mittee on Government Operations issued a report on August 2,
1984, entitled "First-Year Implementation of the Federal
Managers' Financial Integrity Act." The report provided the
Committee's views regarding Federal agencies' progress in
complying with the Act, problems encountered during the first
year, and potential obstacles to the Acts' full implement~-
tion. The Committee intecrpreted as incorrect, agencies'
practices of reporting only matters they considered of sig-
nificance to the President and the Congress. The Committee
suggested that a more useful interpretation of the Act would
be that if a problum was significant to a program or individ-
ual agency component, i. should be considered a major problem
for the agency and reported to the President and the Congress.

AID's Report of Material Weaknesses

Of the total 285 individual iuternal control weaknesses iden-
tified through the vulnerability assessments, AID only con-
sidered 7 areas to be sufficiently "material” to warrant
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reporting to the President and the Congress in December
1983--4 at AID/W and 3 at USAIDs:

AID/wW

1, Enforcement of Raoyulation 1 for the
procurement of commodities:

2. Control over the holders of federal reserve
letters of credit to assure compliance with
cash management requirements;

3. Control and accountability over Agency and
contractor non-expendable property; and

4. Policy direction to guide host country
institutions in exercising financial and
administrative controls.

USAID's

l. Scope of audit capability in order to assure
expanded financial compliance audit coverage
of mission implemented programs and projects;

2. Control over evaluating the contracting and
contract management capabilities of host
country agencies responsible for AID-funded
contracts; and

3. Complicated project designs resulting in
inefficient project implementation.

This approach complied with OMB guidclines. However, if the
Committee on Government Operation's suggested reporting
requirements were implemented, the following types of
reported weaknesses could be included in future year-end
reporte:

USAID t

Mission lacks evaluation of the contracting
and contract management capabilities of all
host country agencies.

UBAID[Kanxn

Monitoring of PL-480 ~ommodities from
arrival at port through point of sale is
not well cocumented by host government.
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Inspector General

Audit coverage of AID's organizations and
programs is inadequate because employment

of additional staff is constrained by per-
sonnel ceilings.

We believe the Congressional suggestion has merit and should
be considered by AID in future reporting of material weak-
nesses to the President and the Congress.

Recommendation No. 16

We recommend the Administrator ensure that
consideration be given to the Congres-
sional Committee un Government Opera-
tion's suggestion that material weaknesses
reported in the year-end statement to the
President and the Congress include prob-
lems that are significant to a program or
individual agency component.



ACCOUNTING SYSTEM

AID needs to evaluate each phase of its new acccunting system
as it becomes operational. The FMFIA requires a separate
annual report on whether the agency's accounting system con-
forms to the principles, standards, and related requirements
prescribed by the Comptroller General. However, AID decided
in 1983 not to evaluate and report on its existing accounting
system since it was in the process of installing a new one.
Due to extensive delays in implementing this system, AID will
not report on conformance of its new accounting aystem until
at least December 31, 1986--four years after passage of the
FMFIA.

Criteria

The FMFIA requires an annual report to the President and the
Congress on whether AID's accounting system is in conformance
with the principles, standards, and related requirements pre-
scribed by the Comptroller General. This report is included
in the annual statement to the President and the Congress on
the results of the internal control evaluation.

AID Did Not Report on Its Existing Accounting Systenm

AID decided in 1983 not to evaluate its existing accounting
s:'stem because a new accounting system had been designed, was
in the process of being installed, and was expected to be
fully implemented during January 1986. AID described, in its
1983 report to the President and the Congress, the accounting
system contract, its rationale for not evaluating the new
accounting system, and future plans for conducting the
required evaluations.

New Accounting System Delayed and Costs Doubled

The study for a new computerized accounting system began dur-
ing August 1978 and recommended a four phase implementation
plan. The ensuing fixed price contract for implementing the
system was set at $5.4 million with a completion date of
October 1982. However, the contract cost was increased
almost twofold to $9.9 million and the estimated completion
date was extended over 3 years to January 1986.

The most significant reason for the cost escalation and the 3
year delay was numerous changes in the design and installa-
tion of the syatem. For example, the contractor submitted an
$8.2 million claim during Decembar 1982 covering changes
involving 115,000 contract hours. The claim was ultimately
sottled for $3.1 million in April 1984,
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Both Phase I and Phase II of the system were to ba opera-
tional as of October 1984. However, AID plans to operate
the old and new accounting systems parallel until January
1985 when they expect to be finished with their evaluation
and to be satisfied the old system can be discontinued. Both,
Phase III and Phase 1V are scheduled for completion in
January 1986.

AID Could Perform Interim Evaluations of Its New Accounting
Bxltol

Due to these delays in system implementation, AID will not be
able to evaluate and report on the complete new accounting
system until December 1986--four years after passage of the
FMPIA. After discussions between AID, OMB, and our office,
AID plans to issue in December 1984, a report on weaknesses
in its existing accounting system which were identified in a
1977 study by a certified public accounting firm. This
report will also provide a status report on implementation of
the new accounting system.

In addition, we believe that AID should perform interim
evaluations of each phase of the new accounting system and
report the results to the President and the Congress begin-
ning in December 1985. Due to the substantial increases in
the accounting systaem's contract costs and period of imple-
mrntation, we also believe that closer monitoring of con-
tractor performance is warranted. Further, to ensure high
level visibility of any future contract cost increases and
delays, we believe the Administrator should receive periodic
progress reports on accounting system iaplementation.

Recommendation No. 17

We recommend the Administrator report to
the President and the Congress, beginning
in December 1984, weaknesses in AID's
existing accounting system and the status
of the new accounting system implementation.

Recommendation No. 18

We recommend the Administrator ensure that
AID evaluate each phase of the new
accounting system as it becomes opera-
tional and, beginning in December 1985,
include the results in the annual state-
ment to the President and the Congress.
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Recommendation No. 19

We recommend the Administrator receive
periodic progress reports regarding con-
tractor performance in implementing the
remaining phases of the new accounting
systenm.
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MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

va

ation of the Pinancial

PROM: JOSEPH R. WRIGHT, JR.
DEPUTY DIRECTOR

SUBJECT: Second-Year Imple
Integrity Act

Attached is a summary of GAO expectations for second-year
implementztion of the rederal Managers Financial Integrity
Act. The summary was prepared as guidance to the GAO staff
for use in assessing the progress made by individual agencies.
It wes furnished to us by the Comptroller General.

As you know, OMB has been working closely with GAO to ensure
early and full implementation of the Act. Our partnership
with GAO has the objective of achieving fundamental changes
in the way the government operates. We too have high
expectations for real accomplishments in upgrading and
strengthening systems of internal control and financial
management. Under the Mainistration's Management Improve-
ment Program: Reform ‘88, this efrfort coupled with numerous
other broad-based management reforms is axpecte: to result in
a modernized, efficient government that operates in a
business-1liike manner. ‘

Your continued full support of the efforts in your agency to
meet the expectations described in the attached summary is
needed to ensure that the management reform objectives are
realized at the esarliest possible time.

Attachment

8520800
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GAO Expectations for Agencies'

Implementation of the Federal Managers'
Financial Integrity Act - Year 2

The first year's implementation of the Federal Managers'
Pinancial Integrity Act has been characterized as a learning
experience--from not only the perspective of the federal agen-
cies, but also GAO as well. The process staps required by
the legislation, let alone the results that could be expected,
vere new to many.

Por the second year, GAO expects considerably more pro-
gress, and we have specified a set of expectations as to what
each federal agericy should reasonably be able to accomplish
as a basis for the assurances gsupporting their required second
year reporting. These second-year expectations are based
on what we have learned as a result of our prior experience
with internal control and accounting systems in the federal
government, our evaluation of the first year's implementac:on
of the act, and specific "baseline” information we develcjied
on each of the 22 agencies during the first year review.

They reflect GAO's view that the problems that gave rise to
this legislation will not be solved overnight, and therefore
we cannot realistically expect full implementation this year.
On the other hand, these expectations also reflect our view
that it is reasonable for agencies, as a basis for their second
year reporting, to beyin to demonstrate that effective systems
are in place and working, or that significant, cost beneficial
improvements in internal controls and accounting systems are
being made as a result of this legislation.

GAO's cxpectations for agencies' sacond year efforts
to implement the act are divided into two groups: one for
the act's section 2 requirements (internal controls), and
one for the act's section 4 requirements {(accounting systenms).
Annual statemeats are required for each of these two sections.
In addition, while federal agencies have had OMB's final guide-
lines to direct thei:r required section 2 evaluations since
December 1982, the OMB guidance to date concerning their sectzion
¢ efforts consicts of the OMB Septwrher 1983 draft guidelines
and several meetings to describa it., axpnctations.

The GAO expectatichn: should be u. -8 "benchmarks” against
which to measure agency piogres: at the end of the second
year. The expectations shoull not te viewed as hard and fast
standards. Rather, when evaluating an agency's second year
performance, they should be used, along with the progress
and problems encountered during the firs= year, to judge the
“reasonableness” of agency progress. Thus, an agency whose
performance faila to meet these benchmarks may still be judged
to be "reasonable” bascd on that agency's first year problems
or other axtenuating circumatancas.
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Section | !xgoctatlons

GAO expects that as a basis for their second annual state-
ment required by section 2 of the act, agencies should have:

1. Organized to establish and maintain effective internal
control systems, including

--appropriate assignment of overall responsibility

.~-appropriate resources to monitor, train, and provide
technical assistance and quality assurance

-=-gppropriate policies and procedures

--appropriate tracking and followup systems in place.
(All ((100%)) evaluation process problems identified
by GAO, the IGs and OMB during the first year should
be corrected).

2. Completed vulnerability assessments of all (100%) assessable
units, and verified that the total agency has been covered.

3. Developed an overall plan of action to perform inteinal ,
control reviews, or other approprlate actions, in accordance
vith the relative vulnerability of the assessable units
(with necessary resources allocated to the evaluation
of the most vulnerable units as a girst priority).

4. Completed or scheduled on a priority basis for next year,
{nternal control reviews or other appropriate actions
for all (100%) assessable units characterized as highly
vulnerable.

S. Developed a cost effective approach for conducting internal
control reviews, or alternatives (along with appropriate
Justification).

6. Made a concertad effort to identify material internal
control weaknesses, or determine that they have effec-
tive systems of internal controls, as a result of the
internal control reviews conducted this year. If it is
determined tha: weaknesses exist (not merely restating
weaknesses previously identified in GAO or IG reports),
agencies should have established plans including timetables
for correcting those weaknesses.

7. Substantially completed corzrective actions on material
internal control weaknesses identifled in the first year
(demonstrated significant internal control improvements).
In the event that improvements are of a long term nature,
the agency should hrve developed comprehensive corrective
action plans and Le able to demonstrate progress toward
resolving the problems.
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Section 4 Expectations

GAO expects that as a basis for their second annual statement
required by section 4 of the act, agencies should have:

1. Developed and velidated a complete inventory of account-
ing systems.

2. Documented their overall accounting systems' structure.

3. Developed a reasonable approach to evaluating their accotat-
ing systems' ccnformance with principles, standards, and
related requirements (including appropriate testing of
system operation).

4. Evaluated their accounting systems' compliance with GAO's
principles, standards and related requirements, or at
least demonstrated meaningful progress in evaluating their
major systems.

S. Made a concerted effort to identify significant instances
of noncompliance, or determined that their accounting
systems comply, as a result of accounting system evaluations
conducted this year (not merely listing known instances
of noncompliance identified in GAO or IG reports).

6. Substantially completed corrective actions for instances
of noncompliance identified in the first year (i.e., demon-
strated significant accounting system improvemeants).
In the event that corrective actions are of a long term
nature, initiated major systems upgrade projects that
are likely to correct identified problems.

7. Daveloped reasonable short-term and long-term plans to

bring any instancos of significart accounting system
noncompliance into conformance with requirements.
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THIRAST KR I R AN R RY

Uffice of the
Assistant Inspector General
for Audit

November 14, 1984

MEMORANDUM

FOR: M/FM/CONT, Curt&; Christgmngen
FROM: AIG/A, mes B. Durnil

SUBJECT: Federal Managers' Financial Integrity Act of 1982
(PMFIA)

On October 30, 1984, the Internal Control Oversight Committee
(ICOC) staff issued a memorandum outlining how AID will go
about segmenting itself for the 1985 vulnerability assessments
(see Attachment A). Although there is some flexibility in
implementing OMB's internal control guidelines, the approach
outlined in the ICOC memorandum does not fully meet OMB's
segnentation guidance. Also, it does not correct the
weaknesses identified in our recent draft report or our 19813
report on AID's implementation of the FMFIA. I therefore
believe that the ICOC should issue a new memorandum on

sagnentation.

Segmentation, which identifies assessable units, is the most
critical element of OMB's seven step process tO implementing
FMFIA. As stated in our recent draft report, assessable units
should be of an appropriate nature and size to (1) facilitate
the conduct of meaningful vulnerability assessmants and
internal control reviews and (2) establish accountability for
individual managers to evaluate the operations under their

control.

Although we did not perforn a detailed analysis of the ICOC's
proposed AID-wide approach to segmentation, there are several
areas of concern.

It appears that the total number 5f assessable units will be
based solely on the nuamber of organizational compounents. This
will result in assessable units which will be, in most cases,
too large to conduct meaningful vulnerability assessments.

For example, there are many programs, activities and
cross-cutting functions within each of the organizations,
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however, the organization is classified as only one assessaole
unit. Some of these eclements may have high vulnerability and
others low vulnerability. However, since each organization is
considered as one assessable unit, these differing vulner-
abilities would be averaged thereby negating the purpose of
the entire process.

Chapter III of OMB Internal Control Guidelines provides that
the most effective way to systematically perform an evaluation
i8 to segment the agency first into organizational or other
components and then into the programs and administrative
functons within each component. Applying this approach would
result in more comprehensive segmentation. There would be
multiple, and therefore more meaningful, assessable units
consisting of individual programs and administrative functions
within most of the organizational components outlined in
Attachment A of the ICOC memorandum. Accordingly, I believe
ICOC should request the AID/W offices and missions to further
segment their organizational components using, as a guide, a
comprehensive list of program and administrative functions.

In fact, the list of programs and administrative functions
found in Attachment B of the ICOC memorandum could be used as

a guide for this purpos2; however this list should be

expanded. Some of the assessable functions for AID/W and
missions listed in Exhibits A and B of our prior report on
FMFIA (Repcrt No. 0-000-84-14 dated November 30, 1983) are not
included in Attachment B. For example, participant training,
U.S. owned local currency, and agency sponsored research could
be appropriately classified as assessable units in some organi-
zational components. I believe that all of the assesgsable
functions listed in our prior report should be included in the
list of programs and administrative functions. Further, I
believe that ICOC should request the Internal Control Working
Group to add to this list any programs and administrative
functions that they feel would be appropriate assessable units.

I am also concerned about the potential inconsistency in
segmentation without more specific guidance to the missions.
While a certain amount of flexibility at the mission level is
needed, consistency would aid in a wider applicability of
subsequent internal control review reconmendations. For
example, all missions could spot chack for weaknesses found
during an internal control review at another mission. 1If, as
staced in its October 30, 1984, memorandum, the ICOC can only
provide the missions with general guidance, I believe the ICOC
should closely monitor proposed segmentation by each mission
and make appropriate recommendations to promote consis:uncy
where possible.

One additionual suggestion regarding the tone of the memorandum.
Rather than the concept that this nust be done because of OMB
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and the IG it seems a more conscructive tone woild be
prefecrred. For example, thece are gona very good reasons
the Act was established, i.e. inproved management througn
strengthened controls, reduce fraul, vaste, abuse, atc., A
reference to the interest and involveaent of top management
might also be helpful. In this regard, the designated
internal control official may wish to sign the memorandum.

I am plaased that the ICOC is striving to comply with OMB
guidelines on implementing FMFIA. I hope you will £ind the
above suggestions helpful in finalizing your segmentation
efforts.

Attachment
M/FM Memo dtd 10/30/84
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Octoter 30, 1984

MENCRAMDUM
R —————

To ¢ Internal Control Working Group. (See Distribction)

Fzom : Donald F. Valls, H/W/\/ U’/L
g o
Rei, : State 274742

Subjact: Vulnerability Assessments and Internal Control Reviews Under the
feceral Managjers Financial Integrity Act of 1982 and OMB Circular a-123

As ycu know, we have commenced preparations for the Mministrator's Anrual

cexort to the President and the Congress affirming the reasonable assurance of

the adequacy of internal controls, disclosing any macerial weaknesses snd

identifying planned corrective actions. The first such certification was

Prepazed for the Administrator's signature last year based on individual

cartificacions from each U.S.A.I.D. Mission Director and AID/W Bureau and
ivision and we will follow a similar ccurse this year.

Ycu will remember that in the fall of 1982, USAIDS and Washington offices
corplated Incternal Control Vulnerability Assessment questionnaires which
provided ccnsolidated schedules of internal control weaknesses. Por our
prere action to implement the internal control provisions of the FMPIA,
A.1.D. received compliments and high ratings fram.the OMB. Subsequently,
hcwever, C3 issued Internal Control Guidelines in Decemoer 1982 and Circular
A-122 in August 1983 amplifying the FMFIA ard delineating a uniform process
for all agencies to follow in complving. While the system is flexible enough
to accommodate differing approaches by different agencies, it does specify a
process of saven steps:

c Crganizing the Process

o Segmenting the Agency into organizational components, and then
identifying the programs and adninistrative functions conducted in

each component.

o Assessing the wulnerability to waste, loss, unauthorized use or
misappropriation of the funds, proparty or other assets within each

component. -

o  Designing phases and schedules for the performance of interral
contzol ceviews and other actions. |

o Reviewing the internal controls for selected programs and
adninistzactive functions.
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o] Determining, scheduling and taking tre facessary corrective acrions.
o Preparing the annual statement to the Presicent and “he Congress,

While agreeing that our early initiative has enabled A.I.D. to make .
significant strides in improving internal control, OM3 and the IG hava become
insistent that we adoot the process incorporated in the Guidelines and
summarized above. This we have agreed to fully cemply with in 1985 and are
currently evaluating a self-teaching program developed by a contractor for
another Federal agency for possible distribution to the field and AID/W
offices.

A major concern of the OMB, and the IG was that our initial assessment, based
as it was on each USAID Mission and AID/W Bureau as a; assessable unit, was
not sufficiently segmented (Step 2 in the process abovae) to provide detailed
review of all programs and functions. The Guidelines provide that Agencies
may segment either alcng organizatioral or program lines as long as all
programs and aégministrative functions are reviewed. We have made an initial
effort to seqment AID/W aleng organizational lines and have arrived at the
list of 176 assessahle units which are appended hereto as Attachment A. de
would like you to review these and provide any additions, deletions or '
corments you may have Lo Don Walls, M/FM, Rocm 525 SA-12, telephone 632-0184
by tcvarter 9, 1984. If sufficien: difference of cpinion exists, wo will have
a ireeting of the working group to arrive at a consensus. Ca the basis of this
poll or such meeting, we will provide a final list for ICOC approval. This
1ist will then be distributed to each Assessable Unit manager along with a
listing of cross-cutting program responsibilities (Attachment B) and
additional gquidance which should be considered in the Vulnerability
Assessments and Internal Control RaViews vnich we must perform in 198S.

USAID Missions will also be expected to segment into more manageable
Assessable Units. Our thinking is that although we will Frovide more quidance
we will leave the actual segmentation to individual USAIDe since
organizational structures within each mission vary widely. We will furnish
the AID/W Assessable Unit listing and provide general guidance for the
secmentation exercise. “his decision is, of course, subject to ICOC

ratification.
We cennot stress too heavily how much importance the OB is putting on

interral control generally and this process specifically. Please give it vour
priority zttention and let us have your comments as soon as possibie.

Attachnents: /s

Distribution:
PRE/PF? Bruce Bouchard, 639 SA-14
bM/0D Evelyn Hooker. 1134 cA-1
LEG/PPLP Feter Theil, 2389 NS
PPC/EVS Mary Love, 3465 NS
NR/DP/PP WM. Miller, 6442 5
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LAC/CONT
AFR/PMR
GC/CoM
ASIA/DP/F
M/SER,

poal VAo
NPA
BIFAD/S

S&T/MGT
S&T/MGT
S&T/MGT

o)
IG/RIG/AMW
OFTA

SDB

John Davison, 3247 NS

Ford Brcown, 2744 NS
Kenneth Fries, 6949 NS
Douglas Franklin, 2208 NS
Mary Wampler, 201B SA-l1l
Fred Allen, 708E SA-12

Ron Davidson, 2736 NS(Temp.)
John Rothberg, 5318 NS

Ben Page, 217 SA-8

Susan Walls, 513 sA-18
Macrgaret Thame, S13 SA-18
Ken Milow, 513 SA-18

Ivan Ashley, 1224 SA-l
Reggie Boward, 409 SA-16
George McCloskey, 1262A NS
Christian Holnes, 308 SA-16
Barbara Otis, 647 SA-14
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AGENCY FOR INTERNATIONAL DEVELOPMINT
ALD/W ASSESSABLE WIITS

Office of the Adrministrator, A/AID
1. Administrator
2. Deputy Adninistrator
3. Counselor

Otffice of the Executive Secretar, ES
4. Immediate Office
S. Cammunications Coordination Staff

Bureau for Program and Policy Coordination, PPC

6. Assistant Adnministrator

7. Executive Management Staff
8. Office of Policy Develcpment and Program Review~
9. Office of Economic Affairs :
10. Center for Deveiopment Informaticn and Evaluati
11. oOffice of Planning and Budgeting
12. Office of Women in Develcpment
13. Office of Dcnor Coordination

Bureau for Science and. Technelogy
14. Office of Lhe Serior Assistant Adninistrator
15. CQ#fice of Prc zam ‘
16. Office of Management
17. Office of Technical Review and Informatioa
18. Directorate for rood and Agriculture
19. Office of Agriculture
20. Office of Nutrition
2l. Directorute for “nersy and Natuzal Resaurces
22. Office cf Forestry Environment and Natural Resources
2). Office of Energy
24. Directoraz® for Human Resources
2S. Office of Auta: and [nstituticnal Developrenc
26. Office of Educiticn
47, Office of International Training
28. Directorate for Health and Population
29. Office of Health
30. Office of Fopulation

Bureau for Managemant
J1. Office of che Aszistant to the Administcator for Management
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Office of Pecsonnel Management
32, Office of the Director
33. Labor Relations Staff
34. Executive Personnel Management Staff
35. Executive Placement and Recruitment Staff
36, Civil Service Perscnnel
37. Policy Planning Stasf
38. Resouzces Planning Staff
39. Foreign Service Personnel
40. Employee Relations and Services Division
41. Position Managemant and Classification Division
42. Mninistrative Officer

Office of Financial Management
43. Controller
44. Deputy Controller for Overseas Operations
45. CSxecutive Officer
46. Accounting Systems Division
47. Budget Division
s8. Central Accounting Division
49. Employee Services Division
50. Loan Management Division
51. Program Accountiny and Finance Division
52. Support Services Livision

Butreau for Food for Peace and Voluntary Assistance
53. Assistant Administrator and Coordinator
S54. Aduinistrative Officer
55. Office cf Program Policy and Evaluaticn
56. Office of Private and Voluntary Cooperation
S7. Office of Food for Peace
58. Office of American Schools and Hospitals Abroad

Directorate for Proyram and Managemeant Services
59. Agsociate Assistant to the Administrator for Management
60. Adniniscrative Operations Assistant
61. Executive and Uverseas Managerent Service
62. Office of Information Rescurces Managament

63. Planning and Evaluation Division

64. Mission and Progzam Services Division
65. Technical Support Division

66. AID/A Client Services Division

67. Mendated Management Progrems Division
68. Automaticn Suppert Division
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69. Office of Management Orerations
70, Commmnicativns and Records ranacement Division
71, Rescurces Management Division
72, Publications Managerent Division
73. Travel and Transportation Management Division
74. Office of Contract Management
75. Services Qperations Division
76. Regicnal Operations Division
77. Central Operations Division
78. Support Division
79. Cffice of Commodity Management
g0. Africa, Latin America and the Caribbean and
Interregional Division
8l. Near Bast and Asia Division
82. Commodity and Procurement Support Division
83. Government Yroperty Resources Division
CL Transportation Support Division
85, Surveillance and Evaluation Division

Bureau for Private Enterprise
86. Assictant Administrator
87. Administrative Office
88. Office of Policy and Procgrem Review
85. Office of Investment
90. Office of Housing and Urkan D TTamns
91. The President's Task orce on <nternational Private Enterprise

Bureau for Africa
92. Assistant Administratcr
93. Office of Program Manzgement Resources
94. =xecutive Menagem:nt Scaff
95. Office of Davelopmert: Planning
96. Office of Techniecal Resources
97. Office of Project nevelcoment
98. Cffice of Sahel and Wes- African rffairs
99. Office of Southern Africa nffairs
l00. Cffice ot Contzal Africs Affairs
l0l. Office of Coaatal %West Africa Affairs
02, Office c¢f Eastern Africa Affairs
03. Office of Regional Affaics
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Bureau for Asia
104. Assistant Administrator
105. Executive Management Staff
106. Office of Development Planning
107. Finance Division
108. Office of Project Development
109. Office of Technical Resources
110. Office of Bangladesh and India Affairs
111. Office of Pakistan, Nepal and Sri Lanka Affairs
112. Office of Philippines, Thailand and Burma Affairs
113. Office of Indonesia and South Pacific/ASEAN Affairs

nsureau for Latin America and the Caribbean
114. Assistant Administrator
115, Executive Management Staff
116. Controller Staff
117. Office of Development Resources
118. Office of Development Prograns
119. Office of Caribbean Affairs:
120, Office of Central American an Panamerican Affairs
121. Office of South American and Mexican Affairs

gureau for ‘lear East
122. Assistant Administrator
123. Executive Management Staff
124. Office of Development Planning
125. Controller
126. Office of Project Development
127. Offic2 of Technical Support
128. Office of Near Eastern/North African Affairs
129. oOffice of Eqypt Affairs
130. Office of Middle East Affairs
131. Office of European Affairs

Bureau for External Affairs
132. Assistant to the Administrator for External Affairs
133.  Administrative Of.icer
134, Office of Media
135. Office of pPublications
136, Office of Public Inquiries
137. Office of Interbureau Affairs and Special Projects

Office of Legislative Affairs
138, Ditector
139, Congressional Liaison staff
140.  Program Presantation and Legislative Projects Division
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Cffice of the Inspector General

141.
142,
143,
144,

145,
146.

147,

Inspector General

Executive Management Staff

Office of Policy, Plans and Programs

Regional Inspector General for Audit/Washington
Re?ional Inspector General for Audit/Latin Ameri
Office of Investigations and Inspections

Office of Security

Office of the General Counsel

l4s.
149.
150,
151.
152,
153.
154.
155,
156,
157,
158.
159,
160,

General Coungel

Assistant General Counsel for Africa

Assistant General Counsel for Latin American and
Assistant General Counsel for Asia

Assistant General Counsel for Near East
Assiztant General Counsel for Legislation and Po.
Assistant General Counsel for Employee and Publi
Assistant General Counsel for Central Programs
Assistant General Counsel for Litigation and Enf¢
Assistant General Counsel for Contract and Commoc
Assistant General Counsel for Housing

Assistant General Counsel for Private Enterprise

Adninistrative Operations 2ssistant

Office of Equal Opportunity Proqrams

161,

Equal Opportunity Programs

Office of small ap Disadvantaged Business Utilization

162 L

Small and Disadvantaged Business Utilization

)fice of U.S. Foreign Disaster Assistance

163.
164.
165.
166,
167,
166,

Director

Asia and Pacific Division

Latin American, Caribbean an Africa Division
Operations Support Division

Administrative Officer

Congressional Liaison Officer

QCffice of the Science Advisor

169,

Science Advicsor

BIFAD Support staff

170.
171.
172,
173,

Executive Director

Country Programs Division

Research Diviaion

Institutional and Hwnan Rescurces Division
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Advisory Cormittee on Voluntary Foreign Aid
174, Chairman

Board for International Food and Agricultural Development
175. Chairman

AID Research Advisory Committee
176. Chairman
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GENERAL AND ADMINISTRATIVE

General policy and direction

= management. plans and policies
- formal plan of organization
- program administration/management

Budget

- planning and formulation
- exccution

Financial management

- organization and management
- fund accounting/fund control
- general ledger/maintenance of accounts
- c0s% accounting

property accounting
advances

memorandum acccunting

cash management

travel

pay, leave, allowances
voucher examination
collections

FACS/MACS

Administrative support

audit

cormunications

health care

legal

printing and reproduction
public affairs

gsecurity

Logistics management

maintenance activities
supplies and inventories
tcansportation

Personncl

staffing

training

morale and welfate
PERu
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Procurement

- management

- contract award
contract administration
~ small purchases

Property

- personal property
= equipment
- real property and facilities

ADP
- gystems analysis and design
- programming secrvices/software support

- operation and maintenance of computer systems
- security

PROGRAM AND MISSION

Third parties

- grants
contractors

- PVOs

debt collection

Program Management

- project design

- project evaluaticn

- program guidance, plans, and policies

- resource management (funds, personnel, etc.)

tracking systems/data management

- cost analysis activities

- program effectivencss activities (oversight and evaluation)
- security

- PL 480
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UNITED STATE: INTERNATIONAL OCVELOPMENT COQOPERATION AGENCY Page l Of 6
AGENCY FOR INTERNATIONAL DEVELOPMENT
WALHINGTION DC fO%2)
18 NOV jag4
MEMORANDUM
10O RIG/A/W, E. John Eckman .~
. A
FROM: AA/M, K. T, Rollis, Jv. \'k/
AN

SUBJECT: Dratt Audit Report "AID Needs to do More to
Comply With the Federal Managers' Financial
Inteqrity Act"

It is unfortunate that the report criticizes AID for
addressing known weaknesses or cwphasizing substance over
process, implying the lak of an institutionalized
approach to internal coutrols, We recognize the
differences between these two approaches and the
advantages of institntionalizing the internal control
process. In fact, at the entrance confereonce, we readily
agreed that our process differcd from OMB's and that we
are taking =teps to more closely comply with the OMB
pProcess, Nevertheless, we bhelieove the approach taken by
AID should be acknuwledged and recoqgnized for its
accomplishments, especially at our oversear missionsg,

When the internal control oftort: first started in 1982, 1
used AIN's senior Controllers, with extensive knowledye of
AID's operations together with the Deputy Bureau AAS to do
an extensive review and analysis of AID's payment policies
and the var orn cevela ot vulnerability in using thege
payment policics, Tnis group was called the Payment
Veritication Task torce and during the carly nonths of
A=123 also served as the faternal Contcol Oversight
Committen, Bared unon Lhis extensive knowledqge bane, two
significant rifa 1t g wore developed for inmproving internal
control:,

1. A detarled aission questionnaire wan prepared which
asked many very apecific internal control type
queations to determine if gafoquerdg cxinted in
goveral anternal control areas which these nenior
Contcollery already knew (rom cxperience were
susceptihle to abune, s questionnaire concentrated
on safequardes and wont considerathly boyond the more
qeneral vuinerability assesgnent ., pProposed by OMB in
later quidance. 1In ar anerey 1ike ADb, wnere sevoral
Intetnal contiol wenknedne wepn alroady known, it did
not appear to make much aepre ro do tLhe nore curuwory
general an:tcniaent vo deternine the ox{ntonca of a

ornible weaniedy when you already had knowlaedqe of
algnificant areas of weakneenen,

40 6 »y 0¢ 20w vgg
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2. 1In addition, the Payment Verification Task Force
developed several broad cross cutting puiicy changes
that the Adninistrator endorsed in 1983. These policy
changes, like the questionnaires, were developed by
senior knowladaeable AID employees and addressed the
need for assessing the appropri :-e methods of
implementation and financing for use in specific
countries a.d missions early in the planning process.
Other policy changes dealt with the need to do overall
assessments of procedures used by host country
governments and policy changes to strengthen AID's
verification, auditing and other monitoring procedures.

The IG report does not fairly describe the efforts at
improving internal control that have taken place within
AID, and instead presents a report criticising AID for
failing to follow a "process", It is somewhat amusing to
be criticised as we are on page ii of the Executive
Summary whetre it first says *...vulnerability assessments
were used with effectiveness to identify internal control
weaknesses..." but then imply criticism because they went
beyond the more general assessments intended by OMB.

I would expect the IG report to recognize the knowledge
base that doec exist in AID and commend the
Administrator's efforts at getting to the heart of some of
these known weaknesses early in the effort, especially
when AID's overall direct hire staff has been declining.
We do not see where the report recognizes the realities of
the foreign aid program and its complexities and the
serious effort AID has been making in detting the missions
to address seriously the matter of internal control,
Rather than reporting our cfforts, which have been
acknowledged as different, plus our subsequent efforts to
mesh that approach with that of OMB, AID has been depicted
as being out of step with the government efforts on
strengthening internal control.

Pinally, the Executive Summary is inconsistent with the
body of the report. At the minimum, we request that the
summary accurately reflect your findings with more
fairness and perspective,

Our specific comments on the draft audit report are
included in the attachment.
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Specific Comments on IG Draft Report on Internal Controls

Executive Summary:

We feel that the matter at the end of this section

(pages iii to v) should precede the listing of °®AID still
has not® beginning at the bottom of page i and include the
fact that AID has developed a timetable for conversion to
the OMB promulgated system commencing in 1985 and
communicated such intention to OMB,

The statement in the first full paragraph on pag: iv that
GAO, OMB and IG expected considerably more progress is not
supported by any communication to us during the year.
Appendix I to the report is dated October 15, 1984 - after
completion of the audit and states that the expectations
listed are only "benchmarku® and not hard and fast
standards. It makes clear that the “reasonableness® of an
Agency's performance is to be judged on the particular
circumstances, In light of the effort and progress we
were recording in correcting identified weaknesses during
1984 we believed and have every reason tc beljeve our
performance to be reasonable. The bottom line of this
program is to correct weaknesses and we will confidencly
match our record with other Agencies' performance. The
executive summary should reflect this.

The second paragraph on page iii should refer to internal
contro. weaknesses identified in 1983, and not 1982. Our
count is 283 rather than 28% and as of September 30, 1984
only 59 had not been corrected; we consider this to he
worthy of favorable comment rather then the criticism
whiclh appears as written,

The third paragraph on Page iii is mixing apples and
oranges. Individual weaknesses were repeated in many
units and certain weaknesses perceived as important at
individual missions were not considered material
weaknegsses of the Agency as a whole¢., IFf you believe we
have failed to report material weaknesses, this paragraph
should highlight them but the teport does not disclose
this to be the case,
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The fourth paragraph on page iii, in order not to be
misleading, srould be changed. Our new accounting system
is in process of installation. We will report on the
inadequacies of our current system and are working with
our contractor to assure that the new system possesses all
the criteria of adequacy when fully implemented.

Policies and Procedures Should Reflect OMB Guidelines:

The carryover paragraph at the top of page 6 is incorrect
in saying "contrary to OMB guidance"® The internal
control vulnerability assessment questiornnaire was
distributed prior to the promulgation of the OMB
guidelines so could not be in contravention of them. In
any event, the questicnnaire directed the missions' review
efforts into ten functional areas and so anticipated the
guidelines. Further, internal control actions are being
nonitored by ICOC through the Internal Control Manager,

lhe first full paragraph on page 6 should disclose that
che Agency's fragmented guidelines on the seven steps
listed are being brought togethe. and formalized through
in instruction module just coming off the presses and will
be distributed to all assessable units in the near {uture,

FMFIA Training Programs:

The second full parauraph an page 7 should make clear that
the self-teaching module will be introduced to managers in
formal training sessions to fully acquaint them with the
entire OMB process.

ICOC Meetings and Activities:

The first paragraph on page & under this heading should
point out that the IG representative to the ICOC is among
those nol attending meetings,

The second paragraph is inaccurate in stating that staff
responsibilities are not set forth in writing, 1In
addition to the overall responsibilities described in
AID's TInternal Control Directive, scveral individuals have
specific internal control responsibilities included in
their annual performance plans.

The first full paraqraph on page 9 should be expanded to

indicate that quality testing is included in the 1985 work
Plan after there are ICRS to review,
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Segmenting the Agency:

On Octcber 30, 1984 a proposed segmentation of AID/W into
176 assessable units was distributed for comment to AID/W
bureaus internal control contacts. Very few changes were
suggested and we expect to submit a final list to the ICOC
for ratification shortly. This will be followed by
guidance to overseas missions, instructing them to segment
each USAID into assessable units appropriate to its size
and organization. We believe this information should be
substituted for the suggested material under this

heading. As v indicated earlier, it is not correct to
state that each overseas mission was categorized as only
one assessable unit,

We believe Recommendation Nos. 4 and 6 are no longer
necessary.

Vulnerability Assessments:

We have no quarrel with this material including
Recommendation Nos. 7 and 8 but believe it should be made
clear early on that AID is planning to conduct
Vulnorability Asse: ments early in 1985 upon distribution
of the self-teaching module and appropriate training.

Planning and Scheduling Internal Control Reviews_and Other

s emet—— ¢

The material 1oading to kecommendation Nos. 2 and 10 is
subject to the same observation as Vulnerability
Assessments above,

Many Corrective Actionc Taken:

This first paragraph on page 33 should indicate that 224
of the 283 weaknesses (B08) identified in 1983 were
corrected ac of September 30, 1984, The carryover
paragraph at the top of page 34 is now redundant,
especially since we cannot predict how many weaknesses may
be corrected during the last quarter of 1984,

Tracking Corrective Actions Needs Improvement:

While we have no objections to Recommendation Nos. 14 and
15, we believe this section chould be re-written, The
recommended new kracking systen wil) be applicable to the
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new VA/ICR system we are introducing in 1985,
tracking system is satisfactory in the current

circumstances. Among the items listed, some are clearly
inapplicable and the other data may be easily retrieved,
if useful,

The current
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AID NEEDS TO DO MORE TO COMPLY WITH THE
FEDERAL MANMGERS' FINANCIAL INTEGRITY ACT

LIST OF REPORT RECOMMENDATIONS

Page

Reconmendation No. 1 6

We recommend the Administrator ensure that
written operating prlicies and procedures are
amended to fully institutionalize OMB's seven
step evaluative process.

Recomnendation No. 2 6

We recommend the Administrator ensure that a
comprehensive FMFIA training program and schedule
are deveaeloped for managemant and staff who over-
sce and conduct vulnerability asscsaments and
internal control reviews.

Racomnendation No. 3 6

Wo recomuund the Administrator continue strong
visible support for the FMI'IA and ensure that the
Intarnal! Control Manager and all ICOC members are
directly fnvolved in ICOC moetings and other
activitieas, including injtiatives to: delineate
ICOC atatfing responnibilities; clarify ICOC's
docision-making procoss; and ustablish ICOC
quality control reviows,.

Roecommundation No. 4 9

We recommend the Aministrator ensure that each
USAID and all bhuroaus and offices in Washington
segmont their respective organizational programs
and administrativae functions into assessable
unites of an appropriate nature and size.
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LIST OF REJORT RECOMMENDATIONS (Cont.)

Pago

Recommenudation No. 5 9

We recommend the Administrator ensure that
uni form guidance on segmentation procaduraes is
available to all USAIDs, bureaus, and offices.

Recommendation No. 3 9

We recommend the Administrator ensure that an
agency-wide jinventory of assessable units is
develored and maintained by IcCOC.

Recommendation No. 7 13

We rocommend the Administrator ensure all USAIDs,
bureaus and offices conduct vulnerability assess-
ments in accordance with the AID directive and
OMB guidelines for a quick perception of the
potential for loss.

Recommendation No. 8 13

We recommend the Administrator ensure that ICOC
monitor and evaluate the results of vulnerability
aggesswents and the related assurance statements
to prowote consistency among similar assessable
units.

Recommendation No. 9 16

We racommand the Administrator ensure that

uni form guidance is made available to each
assassable unit in USAINDs, bureaus, and offices
to help plan and schedule ICRs and other appro-
riate actions in a priority manner based on the
results of the vulnerability assessments.
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APPENDIX IV

Page 3 of 4
LIST OF REPORT RECOMMENDATIONS (Cont.)
Page
Recommendation No., 10 18

We recommend the Administrator ensure that a
sufficient nuaber of internal control reviews are
performed in accordance with OMB guidelines.

Recommendation No., 11 18

We recommend the Administrator ensure that ICOC
review the results of all ICRs and instruct other
AID components to consider applicable ICR recom-
mendations for their operations.

Recoummendation No. 12 19

We recoamend the Administrator cnsure that when
ICRs ave performed by a contractor, the scope of
work include a training provision for agency staff.

Recommandation No. 13 19

Wo recommend the Administrator ensure that written
guidance is established for performing internal
control reviews including AID managers' involve-
ment when contractors perform such reviews.

Recomnendation No. 14 22

Wo recomuend the Adminlatrator ensure that written
guidance in established for taking corrective
actions on identified woaknesses in an expeditious
manner.
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LIST OF REPORT RECOMMENDATIONS (Cont.)

Pago

Recommendation No. 15 22

We recommend the Administrato: ensure that ICOC
japrove its corrective action tracking systen by
including: (a) all assessable units and their
degree of vulnerability; (b) planned and actual
target dates; and (c) summary information on the
results and statue of the evaluative proceus.

Recommendation No. 16 25

We recommend the Administrator ensure that consid-
eration be given to the Congressional Committee on
Government Operation's suggestion that material
weaknesses reported in the vear-end statement to
the President and the Congress include problens
that are significant to a program or individual
agency component.

Racommendation No. 17 27

We recommend the Administrator report to the
President and the Congress, beginning in December
1984, weakncsses in AID's existing accounting
system and the status of the new accounting system
implementation.

Recommendation No. 18 27

Wo recomieond the Administrator ensure that AID
evaluate each phase of the new accounting systenm as
it becomes operational and, beginning in December
1985, include the results in the annual statement
to the President and the Congress.

Recommundation No. 19 28

We recoumend thu Administrator receive periodic
progreus reports regarding contractor performance
in fmplementing the romaining phases of the new
accounting systom.
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AID NEEDS TO DO MORE TO COMPLY WITH THE
FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT

LIST OF REPORT RECIPIENTS

The Administrator
Office of the Executive Secretary, ES
Internal Control Oversight Committee
Bureau for Management, AA/M
Bureau for Africa, AA/AFR
Bureau for Asia, AA/ASIA
Bureau for Latin America and the Caribbean, AA/LAC
Bureau for Near East, AA/NE
fureau for External Affairs, AA/XA
Office of Press Relations, XA/PR
Bureau for Food for Peace and Voluntary
Assistance, AA/FVA
Bureau for Private Enterprise, AA/PRE
Bureau for Program and Policy Coordination, AA/PPC
PPC/CDIE/DI
Bureau for Science and Technology, SAA/S&T
BIFAD Support Staff, BIFAD/S
Office of Financial Management, M/FM/ASD
Office of Equal Opportunity Programs, EOP
Office of the General Counsel, GC
Office or Legislative Affairs, LEG
Office of the Science Advisor, SCI
Office of Small and Disadvantaged Business
Utilization, SDB
Office of U.S. Forcign Disaster Assistance, OFDA
Directorate for Program and Management Services,
M/SER/MO
M/SER/ECMS
AID Oversean Misslons
Office of the Inspector General
AIG/Audit
1G/ppp
AlG/11
AIG/SLr:
1G/EMS/C&R
RIG/A/Caijro
RIG/A/Duakar
RIG/A/Karachi
RIG/A/LA
RIG/A/Man) la
RIG/A Naicobi
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