USAID/IRAQ FINANCIAL DEVELOPMENT PROJECT, CONTRACT NO. 267-C-00-10-00005-00

MEMORANDUM
To: Louay Samouie, (USAID/Iraq), Contracting Officer’s Representative
CC: Greg Maassen, Chief of Party, Financial Development Project

Tim Shumaker, Deputy Chief of Party, Financial Development Project
Joy Benn, Contracts Manager, AECOM International Development
Tania Brunn, Engagement Manager, AECOM International Development
Kelly Ryan, Program Coordinator, AECOM International Development

From: Florence Faye, Program Manager, AECOM International Development
Date: 7 August 2013
Re: Deliverable Approval: 11.2 “Prepare with the CBI a complete Request for

Proposal that will be issued to procure a new Retail Payment System that
ensures interoperability.”

In accordance with USAID/Iraq Financial Development Project (FDP) Contract Number 267-C-
00-10-00005-00, clause F.6.B, Reporting and Deliverables Matrices; AECOM International
Development is pleased to submit Deliverable 11.2: “Prepare with the CBI a complete Request
for Proposal that will be issued to procure a new Retail Payment System that ensures
interoperability” for COR review and approval.

Background

A retail payment system is an automated system which provides a conduit for low-value retail
payments initiated by consumers and businesses to be transmitted between financial institutions;
merchants and financial institutions; retail device Point of Sale (PoS) Terminals, Automated
Teller Machines (ATMs) and the supporting financial institutions (acquirers); and financial
institutions and the internet.

FDP, along with its partner, the Central Bank of Iraq, endeavor to create a national Retail
Payment System Infrastructure (RPSI) in order to reduce the country’s dependence on cash,
allow for the efficient use of ATM machines, Point-of-Sale contacts by merchants, and enable
mobile payments as well as mobile banking. A national RPSI will facilitate the connection
between all Iraqi banks, ATM machines, and credit card point-of-sale devices to a common
interoperable platform, provide connectivity to Global Networks like MasterCard and Visa, and
enable citizens of Iraq with the capability and security of effecting mobile payments and
accessing mobile banking services.

Specifically, the objective of a national retail payment infrastructure is to provide interoperability
and reciprocity between the participants, subscribers and customers in a nation’s Retail Eco-
System. There may be many retail payment systems in a country, but the national infrastructure
is intended to enable them to work together harmoniously to the benefit of end-customers.
Objectives for a National Retail Payment System Infrastructure (RPSI) in Iraq are:
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e Reduce the use of cash in the economy thus saving costs and reducing risks.

e Provide open access to banking services to all citizens, especially a comprehensive range
of payment services, in a safe, secure, efficient and low cost manner.

e Provide the supporting Information Technology infrastructure, including the payment
clearing and settlement application software, the information processing equipment, and
the access mechanisms including access via mobile phones, PoS devices, ATMs, the
internet and conventional phone banking and call centers.

e Reduce or eliminate reliance on physical branches of financial institutions for the
provision of financial services and allow for the use of agency services as well as the
electronic channels.

e Provide the Legal, Regulatory, Rules and procedural mechanisms that assure safe and
efficient access by citizens.

Deliverable 11.2

In order to achieve this shared goal, FDP, in partnership with the Central Bank of Iraq (CBI), has
developed a comprehensive Request for Proposals (RFP) to identify a vendor for the
implementation of the Retail Payment Systems Infrastructure (RPSI), which includes the
National Switch for card transactions and the Iraqi Interoperable Mobile Payment System
(IIMPS). The RFP focuses on the software, hardware and services required for the
implementation, which, as a turnkey project, the vendor will provide the hardware and software
components of the RPSI, and will install, customize, test and certify prior to production
operation. The implementing vendor will be required to customize and configure the systems to a
pre-defined set of message interfacing standards which are listed in the Framework of Standards
of Retail Payments which was developed by FDP.

On March 25, 2013, CBI staff officially issued the RFP to thirty-four national and international
systems integrators which were hand selected by the CBI with advice from FDP advisors.
Bidders were provided: the RPSI RFP in English and Arabic; the Framework of Standards of
Retail Payments which detail the technical standards the RPSI host and participant systems must
adhere to; background documentation on the proposed Iraqi Interoperable Mobile Payment
System (IIMPS); and the list of invited bidders. CBI has received a sufficient number of vendor
responses in early May, and the CBI RFP Evaluation Committee has begun a rigorous review
process with an award to the implementing vendor scheduled for mid-July.

Note: This is a year three deliverable. The submission date is after July 17, 2013 to coincide with
the approval date of Modification 5.

Attachments:
1. CBIRPSI RFP English
2. CBI RPSI RFP Arabic
3. Framework of Standards of Retail Payments in Iraq
4. TIraqi Interoperable Mobile Payment System (IIMPS)Summary
5. Potential RPSI Vendors and List of the Companies to be Notified
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USAID/Iraq Financial Development Project Deliverables

Deliverable

A prioritized reform agenda for financial sector reforms developed by an

Status

Submitted and

1.3.1 | association Approved
Training plan targeted to build the advocacy capacity of the industry association (s) | Submitted and
1.2.1 | developed Approved
Submitted and
1.2.2 | Communications strategy for association(s) developed Approved
Submitted and
1.4.1 | Association Linkages to University programs established Approved
Public-private Steering Committee for design of bank training institute and credit Submitted and
2.1.1 | bureau established Approved
GOI commitment confirmed in writing in a manner acceptable to both CBI and Submitted and
2.1.2 | USAID Approved
Submitted and
2.1.3 | Iraqgi driven credit bureau business plan and model developed Approved
Submitted and
2.2.1 | Business plan and model for bank training institute Approved
Submitted and
2.3.1 | Achievement of Phase 1 of the retail payment system Approved
Gap analysis of at least two existing business and finance University or College Submitted and
3.1.1 | programs conducted Approved
Mechanisms for cooperation between the private sector and at least two existing business Submitted and
3.3.1 | and finance University or Colleges in place Approved
Submitted and
3.1.3 | At least two additional universities or colleges added as counterparts Approved
Submitted and
3.2.1 | Regional and international linkages established Approved
Submitted and
2.2.3 | Training of Trainers and curriculum development underway Approved
Submitted and
2.2.5 | Bank training institute expands number of courses offered Approved
Submitted and
Pending
1.3.2 | GOI champions for association reform agenda identified and engaged Approval
Submitted and
Legal and regulatory requirements for credit bureau identified and Pending
2.1.4 | recommendations for needed changes drafted Approval
Submitted and
Pending
2.1.6 | Sources of data and data requirements for launch of credit bureau resolved Approval
Initiatives and pilots that support student opportunity, such as scholarship and Submitted and
3.3.2 | internship programs, career development centers, and entrepreneurship centers Approved
Provide the CBI with a complete Request for Proposal (with a translated version in
Arabic) that will be issued to procure a new Retail Payment System that ensures Submitted and
interoperability and reciprocity between participating banks vis-a-vis ATMs, Point Pending
11.2 | of Sale Mobile and Internet transactions; and assist with the selection of a vendor. | Approval
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1. Introduction

1.1  Background

Among the specific objectives of the Central Bank of Iraq (CBI) reform agenda is the implementation
of an electronic retail payment system, which will connect with and complement the existing
electronic inter-bank settlement systems run by the CBI.

The strategy and requirements for the retail payment systems have been defined by the CBI, and
through this tender it seeks a vendor to supply and implement the new national Retail Payment
Systems Infrastructure (RPSI), as a turn-key solution project — that is, all components must be
supplied and/or integrated by the vendor to create a fully tested, working system meeting the
requirements of this RFP. That is, the successful Bidder will be awarded a contract by CBI to supply
and implement the RPSI, including hardware, systems software, and application software. The CBI
will be the legal System Operator for the RPSI and the staff responsible at the CBI will monitor,
operate, and support the RPSI, when live, on a daily basis, as Technical Operator, and in order to
make them capable to do so the successful Bidder will provide the technical trainings needed for CBI
staff to be able to support the RPSI and carry out the day to day management of the systems — e.g.,
monitoring, network management, configuration changes, introducing new banks, card types,
changes to parameters and standing data tables, etc.

The Bidder must provide an eighteen month warranty free of charge covering all maintenance and
support, during which CBI will take over the day to day systems support, but not Application
Software maintenance. The Bidder will commit to an on-going Application Software-only
Maintenance and Support Agreement to be negotiated during the implementation stage, which will
include software bug fixes, general upgrades and carrying out the mandatory software changes
necessary to meet Visa, MasterCard and other international payment networks’ standards, which
are amended frequently. The initial maintenance period will be one year, during which the bidder
must also commit to ensuring that all system software components are maintained in up to date
versions, fully licensed and supported and at the prices offered in the bid. This is to ensure that CBI
has a clear picture of its maintenance cost liabilities throughout.

The CBI has confirmed its commitment to developing a comprehensive and properly regulated retail
payments systems infrastructure, so that the market does not develop piecemeal or with
inconsistent standards. The Iraqi private sector banks also support such a CBI effort.

CBI, as the payment systems regulator, will be the overseer of operational activities, and is expected
to establish a strategic planning and oversight committee for the Iragi payment systems.

A Glossary of terms used in this RFP is provided as Annex 2.

1.2 Existing Payment Systems Infrastructure

The Iragi Payment System (IPS) presently comprises the following components:
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RTGS The Real Time Gross Settlement system for high value payments

CACH The Check Enabled Automated Clearing House system for low value/bulk
payments

CsSD The Government Securities Registration and Settlement System, being

upgraded now to a full CSD with a trading platform

PS Participant System, located at each bank, used to prepare and deliver
payment instructions to CACH

These components were supplied by Montran Corporation, based in the USA and Romania, and
were implemented between 2006 and 2010. Montran is responsible for the support and
maintenance of these components and is currently implementing a new generation of the inter-bank
systems.

The RTGS is the heart of the payments system. It is in the RTGS that the indebtedness between
banks (“Participants”) created by the exchange of payment instructions (“clearing”) is settled by
debits and credits in Participant settlement accounts. Hence, all interbank positions generated by
transactions in the new retail payment systems must be settled in RTGS.
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Payment instructions are sent between Participants and the Payment Systems at the CBI through a
Virtual Private Network (VPN), for which the physical vehicle is the Irag Inter-Bank Network (IIBN).
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Interactive functions such as enquiries and some control functions are also mediated by the Virtual
Private Network under the control of the CBI.

For CACH the Participants can prepare secure files of Payment Instructions and checks in their
Branches for submission to the CACH via their head office. Files created in the participant’s branches
are assembled into files in the participant’s head office to be sent to CACH.

1.3 Objectives of the RFP

1.3.1 Tender content and process

This RFP is focused on the software, hardware and services required for the implementation, as a
turnkey project, of a Retail Payment Systems Infrastructure (RPSI), which includes the National
Switch for card transactions and a national Interoperable Mobile Payment System. Bidders should
note that at present, other transaction switches and mobile payment systems may be authorized by
CBI to operate in Iraq, and that all these systems must interoperate through the RPSI.

The method chosen for the conduct of the tender is an international invited tender for the
implementation of the RPSI. Both the System Operator role (legal responsibility for the operations)
and Technical Operator role (management of the computer and communications systems), will be
taken by CBI.

The Bidder is required to perform the following:

e Overall integration of the Retail Payment Systems Infrastructure (RPSI).

e Supply, installation, and integration of application software, hardware, infrastructure,
operating systems, database and middleware supporting an operational RPSI pilot including
an EFTPOS / ATM National Switch and Iraq Interoperable Mobile Payments System within
seven months of contract signing with the CBI.

e Integration with the Iraqg Payment System (IPS) clearing and settlement facilities consisting
of the Check-enabled Automated Clearing House (CACH), the Real-Time Gross Settlement
System (RTGS) and the Central Securities Depository (CSD) (for collateral purposes).

e Integration with the Participant Banks, Mobile Network Operators (MNOs), and the existing
Front End Processors (FEPs), the AMWAL System, Qi System (International Smart Card
Company and the TBI Switch.

e Inter-bank communications infrastructure with proposal to use the existing Iraq Inter-Bank
Network (lIBN), suitably enhanced if necessary, and mobile communications systems
Communications, hardware, interfacing devices and other equipment.

e Full warranty covering maintenance and support provided free of charge through the
eighteen month pilot period.

e Implementation of additional required functionality into the RPSI during the Pilot Phase as
listed in Section 5 “Implementation Requirements”.

e On-going application software maintenance and support via a separate agreement.
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Implementation services will be provided under a Contract to Supply and Implement the RPSI
(“Contract”), under which the CBI grants the right to the successful Bidder to build the interoperable
RPSI for Iraq, to fully maintain and support it for an eighteen month warranty period, and to provide
one year of maintenance and support, and offer a renewable maintenance support contract
covering the application software for a further one-year period.

The contract will include the following stages of delivery, which are detailed in Section 5
“Implementation Requirements”:
1. Vendor mobilization period — maximum of one month
2. System implementation — maximum of six months to install hardware, software, and
systems infrastructure
3. User Acceptance Test phase — three month, extendable pending CBI system acceptance.
Pilot Phase — RPSI up and running in Production with pilot banks, with new banks, entities,
and functionality added as the project progresses, eighteen months in length.
5. Maintenance period — initial twelve months maintenance period begins.

1.3.2 Equipment and System Software
Bidder proposals must explain the necessary hardware environment for successful operation of the
RPSI, setting out the hardware and software platforms that will support the system with exact
configurations. Pricing for these configurations must be included in the Bidder’s Financial Proposal.

The Technical Proposal must address both main and fall-back (disaster recover / business continuity)
sites, including all hardware configurations, middleware and software, stating versions and models
with part numbers and quantities. Equipment installed at the main site must include a testing
environment as well as address any computing hardware needed by CBI senior management and
RPSI regulator staff needed to access the system and perform their job roles. Note that Bidders must
take into account all requirements for third party software (including database) licensing for main
and fall-back sites.

Network bandwidth requirements should be addressed in the architecture based on guidelines from
the Bidder’s experience.

1.3.3 Application Software and Services

The Bidder must provide as part of the implementation project all the necessary application
software and services to build the RPSI system; comprehensive plans to configure, deliver and
implement the RPSI software; and trainings for the subsequent operation and support of the entire
service. Working under the supervision of the CBI these tasks include
=  Services to implement the RPSI including National Switch and IIMPS.
=  Coordination of implementation activities with CBI Payments staff, Montran Corporation
(as provider of the CBI’s clearing and settlement systems), Alfa Consult (As implementer
and operator) network vendors, Participants, and Mobile Network Operators.
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=  Regular project management reporting to the CBI, at least once a month, and more often if
requested by the CBI.

=  Provision and management of a detailed Project Plan (documented using a standard
project planning software tool), including description of tasks, roles, responsibilities and
methodologies to be used, as well as interactions with the CBI team.

=  Arequirements analysis exercise with a formal report of localization requirements, special
functionality required and any changes, configuration and customizations needed to be
made to standard application software (the “Initial Report”).

=  Configuration or customization of the software to CBI’s requirements as stated in this RFP
and the Initial Report.

= |nstallation of the application software on a test bed for system and integration testing.

=  Facilitation of the agreement of detailed standards and requirements for interface
messages with CBI and other System Operators.

= |Implementation of any necessary interfaces to CBI systems.

=  Connection of the central application(s) to the Participants.

=  Provision of test bed test plans and User Acceptance Test plans encompassing testing of all
systems functionality.

=  Provision of full documentation for the system, including User Manuals for System
Administrators and Participant Users, Systems Maintenance Guide, configuration
documentation, Technical Manuals, “As-Built” hardware documentation, draft System
Rules and draft Participant Agreements.

=  Disaster recovery and business continuity plans.

=  Provision of comprehensive classroom training to CBI and Participant User staff on a “Train
the Trainer” basis.

=  Provision of on the job training and knowledge transfer for CBI and Participant technical
staff as needed.

=  Support of User Acceptance Testing managed by the CBI.

= Support of the “go-live” process.

=  Support and maintenance of the Application Software for a one-year renewable period
following an eighteen month free warranty period on the total system, through an
Application Software Maintenance and Support Agreement concluded with CBI.

1.3.4 Support and Maintenance

The Application Software Maintenance and Support Agreement, to be negotiated during the
implementation stage of the RPSI, will incorporate: a Service Level Agreement (SLA) which will
include system performance as experienced by internal and external users; application software
support, including any implementation work required to meet the on-going requirements of the SLA,
and work required to ensure that the system continues to meet the functional and service level
requirements and standards of the international card payment networks despite increasing volumes
or any functional enhancements.

During the one-year maintenance period, the bidder must also commit to ensuring that all system
software components are maintained in up to date versions, fully licensed and supported and at the
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prices offered in the bid, This is to ensure that CBI has a clear picture of its maintenance cost
liabilities throughout.

Bidders must be committed to negotiations after the initial one-year term for renewal of the

Application Software Maintenance and Support Agreement.

Support and maintenance during the warranty period must cover all deliverables supplied by the

Bidder, including but not limited to:

Onsite support, maintaining adequate staff as agreed to in the Maintenance Agreement.
Ensuring high availability of systems and functionality.

System software, addressing version upgrades for third-party software such as OS,
database, and other software required for system operation of the RPSI maintaining
version control on these packages no more than one major release from the latest released
version.

Application software, including application upgrades and software fixes
Relevant documentation

Hardware platform to include main site (production and test environment), hot disaster
recovery site situated in Irag and cold disaster recovery site located outside Iraq.

Communication equipment and connection to communication lines.

1.4 Objectives of the Systems

1.4.1 Targeted Benefits

The main targeted benefits of the RPSI are:

Completing the introduction of an infrastructure to support electronic retail payments in
Iraq that is fully regulated and interoperable, providing an interbank conduit and clearing
and settlement of low value electronic payment instruments to complement the high value
and bulk transfers managed by the current Irag Payment System (IPS).

Assuring financially and legally secure settlement of low value payments, via the existing
RTGS system, thus achieving a reliable, safe, and integrated payments and settlement
system for all payment types.

Reducing dependence on cash and paper payment instruments, thus improving the security
and operational efficiency of the overall clearing system and the timeliness of completion of
daily processing cycles at the Participants.

Reducing operational costs for Participants and introducing new revenue streams via new
payments products and services, notably inter-bank payroll, direct debit services, mobile
direct debit services, mobile direct credit service as well as electronic bill presentment and
payment.

Providing convenience, improved levels of service, and a greater range of services to bank
customers and improving the speed of availability of funds to end-customers.

Facilitating integration of payments originating from core banking systems and third party
transaction originators such as mobile operators, internet payment gateways and brokers.
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Improving the attractiveness of Irag from a trade, investment and transactional perspective
by providing transparent low value payment services that conform to international
standards.

Against the background of these generally targeted benefits, the RPSI must deliver the following

specific benefits, which will support and complement the existing retail payment capabilities of the

CACH:

All cards issued in Irag must be useable at all payment terminals in Iraq. Similarly, all Mobile
Payment Systems in Iraq must be capable of interoperability and not be restricted in
principle to use by customers of one bank or one mobile network operator.

Commercial banks and commercial bank customers will have the capability of “real time”
value transfer from one mobile bank account to another — with no float overnight in the
system — from any bank branch in Iraq to any other bank branch in Iraq either using a mobile
handset, a POS terminal, an ATM, an Agent or an internet generated payment with
subsequent clearing and settlement of interbank transfers to between the issuing banks’
general ledger accounts no later than three hours after completion of the original real time
transaction.

Government Ministries and other government authorities will be able to initiate and receive
payments electronically through their banks. These payments will be exchanged through the
RPSI to any beneficiary, regardless of the bank in which their account is held, or similarly
from any payer, notably for payroll instructions and disbursement of state pensions and
social benefits, particularly in rural areas. The objective includes creating a network of
remittance Agents who will provide a secure mechanism for payment to unbanked
individuals anywhere in Iraq.

Utility companies and all other business will be able to initiate and receive payments
electronically through their banks. These payments will be able to be exchanged through the
banks to any payee or from any payer, notably for Direct Debit instructions and Mobile
Direct Debits, improving the timeliness and effectiveness of utilities payment collections for
both public and private sector.

Corporate entities, government institutions, statutory organizations and Agents will be able
to scan and submit checks for processing and submission to the CACH under the sponsorship
of their respective Participant banks.

Reduction in the importance of checks and other paper instruments and a concomitant
lessening of financial risks will be afforded by removing moderate value items from the
check clearing process, following the lead of RTGS, and thus improving payment reliability.

Reduction in the requirement for physical movement of cash throughout the country, thus
avoiding security risks and reducing potential losses.

1.4.2 Guiding principles

The CBI will play an active role in the retail payments environment as regulator and overseer,

settlement agent, RPSI System Operator, RPSI Technical Operator and facilitator of innovation. CBI

will also be responsible for enacting all rules and regulations governing the RPSI and other current

and low value payment systems including mobile payments. At this stage, it is assumed that the CBI
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in Baghdad would not itself be a Participant in the retail payment systems — i.e., it would not issue

cards or host mobile payment accounts.

The CBI will promote the use of modern electronic retail payment services in Irag with an overall

objective to minimize the use of cash and paper-based methods of value transfer, and establish a

reliable technical and operational infrastructure for future developments in the payments system.

The development of the Retail Payment System Infrastructure will follow similar principles to those

of the IPS:

e Each licensed bank which conducts retail payments business in Irag will be required to
participate in the RPSI system (directly or via third party processing agents) in order that full
interoperability is maintained.

e Similarly, new licensed banks intending to conduct retail payments business in Iraq will be
required to participate in the RPSI system.

e The RPSI functionality and operations must conform to the Principles published by the Bank
for International Settlements (BIS) in the “CPSS-IOSCO Principles for Financial Market
Infrastructures”, of April 2012. (See www.bis.org for details of BIS reports, principles and
standards)

e The RPSI must:

Run in Arabic, Kurdish and English, with the ability for a user to switch dynamically
between languages.

Be capable of multicurrency operation, including authorization, settlement, clearing
and reporting including but not limited to: Iragi Dinars (IQD) and United States
Dollars (USD).

Be able to support disaster recovery operations capable of ensuring business
continuity in the event of serious disruption in the primary data center; disaster
recovery facilities must be included as part of the bid in order to assure high levels of
service availability.

Be easy to learn, use, and exhibit uniform “look and feel” characteristics consistent
with standard GUlI menu and command presentation, so that administrators and
Participants can operate all their respective functions from one integrated menu.

Be consistent with industry standard Open Systems conventions and interfaces
which allow the system to be interfaced easily with other systems, and/or expanded
by functional module or by capacity, and thus accommodate future changes in
volumes and services.

Provide for low cost and easily implemented technical connections for new user
sites, including Bank Head Offices and branches, at either LAN or WAN level — which
means a “non-intrusive” style of connection, not requiring major changes to existing
bank systems and using accepted international format and protocol standards.

Demonstrate high levels of reliability and trustworthiness with particular emphasis
on data integrity and security thus preventing unauthorized access and the risk of
transaction fraud. This includes use of PKI security methods, other suitable industry
standard security methods and provision of full audit trails and associated reporting
for all activities within the system.
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1.4.3 Operational Risk Management

Participants will be expected to underwrite the settlement of their own RPSI positions. Positions
should thus always be collateralised either by cash in RTGS or securities pledged in support of the
settlement and capable of immediate liquidation. The total of these collaterals constitutes a debit
cap on the Participant’s ability to send payments. It must be possible for this debit cap to be set
automatically by reference to collaterals held in CBI’s RTGS and/or CSD, as a guarantee in a failure to
settle arrangement or elsewhere.

The RPSI must have approval/authorisation options which can be used for entry and modification of
standing data. Hence, each data item manually entered must be under dual control. There must be
“failure to settle” mechanisms to handle settlements passed to RTGS for which one or more
Participants have insufficient funds. Bidders must explain their suggested approach.

The RPSI clearing process must be highly transparent. Participants and CBI must be able to view
transactions and positions at all times, with participants able to see only their own data. The RPSI
must provide comprehensive audit trails and appropriate monitoring and management tools for CBI
as overseer and Participants to use.

There must be comprehensive session-based and end-of-day reporting sufficient to enable the CBI as
System Operator to administer the systems and to supervise the activities of the Participants and
MNOs in RPSI, and for the Participants to manage their activities and in particular to assess and
control their liquidity needs.

1.5 Funding and Financial Proposals

The development and implementation of the system will be funded by the CBI. Hence the delivered
system, the implementation project and the on-going support must have an acceptable “whole of
life” cost which is consistent with profitable operation at the volume of transactions to be processed
and with reasonable assumptions about the acceptable level of fees in the Iragi market. The
intention is to ensure that the system can be run by CBI on the basis of not only of operational cost
recovery, but also the recovery of the implementation costs.

Bidders for the “Supply and implement” Contract must provide a financial proposal which must
include a breakdown of hardware, system software, application software costs to CBI, Participants
and any other parties for each application, indicating where infrastructure may be shared.

The cost of the application software maintenance and support services for one year following the
end of the warranty period must be stated, together with an overall cost of ownership for the Retail
Payments Systems Infrastructure up to the end of the first maintenance period.
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2. Instructions to Bidders

2.1  Bidder Qualification Criteria

2.1.1 Existing supplier

Bidders, who may be consortia of companies, must be already engaged in the provision of RPSI
systems and services, comprising supply, installation and implementation of an RPSI or components
of a Retail Payment Systems Infrastructure at Central Banks and/or third party companies.
Experience with implementation at third party processors with links to Central Bank ACH, RTGS for
settlement would be an advantage.

The structure of the consortium must be explained, including the identity of the prime contractor,
and the roles of each party in the consortium. The qualifications of each party should be stated, with
a brief description of their business credentials, including:

e Overview of business and areas of activity
e Nature of ownership — privately owned, publicly listed subsidiary company etc.
e Main locations, indicating location which will support this project

e Number of staff in each location and roles — marketing, sales, development, project
delivery, administrative, etc.

e Length of time in business
e Key clients and achievements in relevant projects, with a list of relevant implementations

e Summary financial information including revenue and profit figures for the last 3 years and
proportion of income derived from banking technology related activities.

2.1.2 Local content

In order to assure robust support of the systems, the successful Bidder must be able and willing to
embed technical support staff working together with CBI onsite. The Bidder must be willing to
partner with or become established as an Iragi company with headquarters in Irag. Some bidders
will already meet these criteria, but others may wish to consider alliances with Iraqgi banks, MNOs,
other service providers and funding organizations in order to take part.

2.1.3 Software ready for demonstration

The Bidder must be able to demonstrate its RPSI offering on site in Baghdad or at an alternative site
subject to mutual agreement, according to the timetable provided in Section 5.2 “Delivery
Timetable”. The demonstration must cover at least the key functionalities of the National Switch
system as explained in Section 3 of this RFP and must show that the system can be used in
alternative languages, which will be Arabic, Kurdish and English.

2.1.4 Project management and execution capabilities

The Bidder must have proven project execution skills, including the provision of a project manager
with experience of at least five previous payment system implementations in a management and/or
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senior advisory role, and an experienced software and installation team who have, collectively, been
involved in at least three RPSI implementations in the last five years.

The Bidder must employ a structured project management method which includes all the necessary
documentation and support for requirements analysis, system design, installation and configuration,
testing, change management, implementation and live operations, and full training on all aspects of
the system.

2.1.5 Support capabilities

The Bidder must have proven capacity to support its implementations effectively in terms of
response to Change Requests (both during the implementation and during live operations), handling
of problems in an emergency, handling of less urgent problems and proven flexibility in the way it
manages post-implementation client relationships.

The Bidder must be willing to establish an on-line diagnostic connection with the RPSI platform and
be able to provide monitoring facilities for the network connections within the system and to the
Participants.

2.1.6 Financial stability

The Bidder must present company financial statements for the previous three years for each major
party in the consortium (as defined below), certified by the companies’ accountants.

The Bidder must also confirm that it has no on-going disputes with creditors or clients which could
be a cause of financial instability leading to problems with implementation or support commitments.

The Bidder must be prepared to sign an escrow agreement which obligates it to deposit with an
agreed escrow agent updated versions of the application source code as the software is revised in
order to ensure that the source code held in escrow is kept current. CBI will be entitled to have a
copy of this source code if the Bidder enters a bankruptcy procedure, goes out of business for any
reason, or persistently fails to perform to the contractually agreed level of service and does not
remedy this failure within an agreed period.

2.1.7 Commitment to project execution

Bidders must confirm that they will take on the responsibility of implementing and supporting the
system for at least the initial three and one-half year period of live operations (warranty plus one
year maintenance) if they are chosen as supplier. The Bidder must also confirm acceptance of
responsibility for successful integration of the RPSI with the Irag Payment System (IPS), Iraqi banks
and MNOs including:

e CACH for clearing of retail payment messages (Direct Credit, Direct Debits and Truncated
Imaged Cheques)

e RTGS for settlement and with any other internal systems of the Participant Banks

e C(Central Securities Depository for collateralization of RTGS settlement using pledged
Government Securities as described in this RFP

e Participant Banks’ Core Banking Systems (CBS) for exchange of General Ledger data; and
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e Non-intrusive integration of the Participant banks’ CBS, Card Management or Front End
Switches for exchange of card based transactions; and with MNOs for transaction capture.

2.1.8 Acceptance of Terms and Conditions

Bidders must confirm at the financial proposal stage their in principle acceptance of the terms and
conditions set out in the “Draft Contract - Supply and implement Agreement” and Draft
Maintenance and Support Agreement which will be distributed to short listed bidders. It is
anticipated that some details of the Terms and Conditions will have to be discussed depending upon
the exact content of the offer.

Bidders must also acknowledge and accept that enforcement of their contractual agreements will be
made under the Laws and in the Courts of Iraq, excluding all other, in relation to this RFP and
project.

2.1.9 Language

The preferred response to the RFP for both Technical Proposal and Financial Proposal would be in
Arabic. However, we recognize that this may present difficulties for some bidders, so English
proposals are acceptable, but provision of an Arabic translation would be an advantage.
Presentations and demonstrations can be made in English, and simultaneous translation will be
provided. Financial proposals must be made in Arabic and English. The Maintenance Agreement and
the Contract will be written in both Arabic and English. Note, however that the system itself must be
able to operate in Arabic, Kurdish and English. Preparedness to meet these conditions must be
indicated.

2.1.10 International Payment Network (IPN) Certification and Standards

The systems proposed to provide the National Switch and Mobile Payments functionality must be
compliant with the international EMV card processing security standards and with PCI-DSS security
standards. At least one previous installation of the system must be MasterCard- or Visa- certified for
“card-based” mobile services utilizing MasterCard / Visa standards. The message formats and
protocols for transaction processing connections with Participants must support the I1SO 8583
standards (in any version, which may imply protocol conversion capability) with mobile banking
source identification. A consistent account numbering scheme compliant with international
standards must be proposed in the Bid.

2.2 Prequalification of Compliant Bidders

The Invitation to Tender is an international invited tender, issued only to companies or consortia
who were judged by CBI to have submitted a satisfactory Statement of Interest after the Bidders’
conference in November 2011 or who are otherwise deemed by CBI to qualify as Bidders. Bidder
consortia that do not meet the Bidder Qualification Criteria will be rejected without further review
or consideration. CBI’s decision on Bidder eligibility is final, and may not be appealed. In determining
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whether a Proposal meets the Bidder Qualification Criteria, the CBI may consider the experience of
the Bidder’s clients, both within or outside Iraq.

2.3 Submission of Proposals by Qualified Bidders

2.3.1 Form of delivery

All proposals must be prepared as described in Section 2.4 — Preparing and Submitting a Proposal.

Three physical copies of the technical proposals must be sent by courier addressed to the Manager
of Legal Department, CBI, at the contact location stated below. A disc containing the electronic
version of the Technical Proposal must also be sent in the courier package.

Financial proposals must be submitted by courier (three copies) at a later date after evaluation of
the technical proposals, as set out in the timetable. This is understood to be consistent with the
Iragi Government Procurement Law Article 4 Third method of procurement — two-stage tender. Only
short listed bidders will be invited to submit financial proposals.

Proposals received through courier services will be collected at the reception desk of the CBI and
deposited in the tender box.

All physical proposals must be packaged, sealed and show the following information on the outside
of the package:

e  “CBI RPSI Project Direct Invitation No.: 5D/2013 ”

e RPSI Deadline for submission as in the agreed timetable

e Bidder’s name and address

The physical copies of Bids must be submitted in separate sealed packages or envelopes on or
before the respective due dates specified in the Invitation to Tender letter, designated “CBI RPSI
Project - Technical Proposal” or “CBI RPSI Project - Financial Proposal”.

2.3.2 Protocol and Address for Proposals

Submission contact is:
Mustafa Ghalib
Manager of Legal Department
Central Bank of Iraq
Rashid Street P.O Box 64

Submissions must be received at the CBI’s premises by close of business on the dates stated in the
timetable in the covering letter to the Invitation to Tender.

Late Proposals will be considered only under exceptional circumstances.

All shared fees, technical specifications and other terms and conditions of the offer, proposed by the
Bidder, shall be valid for a minimum period of three (3) months from the final date of submission.

2.3.3 Contacts and Enquiries

Any enquiries, requests for clarification and questions regarding the preparation of a response to
this RFP should be sent by email to: contracts@cbi.ig and copied to irpsi@cbi.iq

Enquiries must be received at CBI according to the RFP timetable to the Invitation to Tender.
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Any enquiry received and reply provided will, at the discretion of the CBI, be copied to other
prospective suppliers. However, the source of the queries will not be revealed.

2.4

Preparing and Submitting a Proposal

2.4.1 General Instructions

In the preparation of their Proposals, Bidders should be aware of the following:

Proposal evaluation and selection of the successful Bidder will be based on the following:
the Bidder’s Technical and Financial Proposals; oral presentations, demonstrations of the
products proposed, business references and any user visits.

The Bidder’s failure to respond to any of the RFP requirements including: Section 2.1 — the
Bidder Qualification Criteria; Section 3 — Functional Requirements; Section 4 — Technical
Requirements; Section 5 — Implementation Requirements; or to provide a suitable
demonstration system may serve as the basis for rejecting a Proposal.

Bidders shall be responsible for any and all costs incurred or associated with the preparation
and presentation of their Proposals.

All the technical proposals and later the financial proposal (of the short list) should be
delivered as a hardcopy and send/submit to Central Bank of Irag hand delivery or via
express mail on deadlines to the address of the Central Bank of Iraq (Irag- Baghdad ,
Rasheed Street, P.O. Box 64).

2.4.2 Technical and Financial Proposals

The following applies to both Technical and Financial proposals:

All materials submitted by Bidders become the property of the CBI, and CBI has no
obligation to return such documents submitted to successful or unsuccessful Bidders.
Technical Proposals will be evaluated before the Financial Proposals are opened.
Accordingly, Technical Proposals must be packaged and submitted separately from Financial
Proposals, according to the RFP timetable.

Technical Proposals must be received on or before the submission deadline for Technical
Proposals, at the address and in the manner, specified in Section 2.4. Technical proposals
should not contain any financial data about anticipated costs or potential revenues and
profits.

Financial Proposals must be delivered separately from the Technical Proposal, and received
on or before the deadline for Financial Proposals, at the address and in the manner, as
specified in Section 2.3.

Three physical copies of each of the Proposals must be provided.

Any correspondence regarding a submitted Proposal, including requests for additional
information or clarifications, shall be conducted electronically, using the CBI email addresses
listed in Section 2.3.3 “Contracts and Enquiries” and the Bidders’ email address supplied in
the Proposal.
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2.4.3 Technical Proposal Instructions

The Technical Proposal must be organized as follows:

Cover letter, signed by an officer of the Bidder who is duly authorized to commit the Bidder
to contractual obligations.

Documentation establishing that the signatory is authorized to commit the Bidder to
contractual obligations.

Executive Summary (no longer than 4 pages), confirming the capabilities of the Bidder and
presenting the main benefits of the proposed solution, including but not limited to the
products offered and the key strengths of the Proposal in relation to the needs and
objectives of the CBI, the Iragi Banks and the Iraqi public.

Point by point responses to each of the Bidder Qualification Criteria set forth in Section 2.1.
At least three reference sites which may be suitable for demonstration visits must be stated
at this point, with contact details.

Point by point responses and statement of compliance to the requirements of Section 3
“Functional Requirements”; Section 4 “Technical Requirements”; and Section 5
“Implementation Requirements”. The Statement of Compliance may be stated as:

o Fully compliant — meaning that the software or facility already exists in the proposed

system, or that the service as stated will be provided.

o Partially compliant — meaning that some customization work will be needed, or that

a service will be delivered in a different way than that described in the RFP.
o Not compliant — meaning that an alternative approach is being suggested, which
must be fully explained.
Annexes including:

o Three year’s certified financial accounts for the prime Bidder and for consortium
members providing more than 20% of the value of the goods and services defined in
the Bid;

Functional description of the product(s) offered;

CVs of the proposed team for the development and implementation,
Sample change management and help desk parameters;

Sample of regular reporting documents;

Sample training plan;

O O O O O O

Details of reference sites and contacts.

2.4.4 Financial proposal Instructions

The Financial proposal must include:

Details of all the implementation hardware, licensing, services, expenses and maintenance
costs that will be incurred by the CBI and by other parties in the payments industry - the
overall cost of installation to the banking industry will be taken into account in the scoring;
Costs pertaining to any added value products or services which the supplier wishes to
introduce as an integral part of its proposition.
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2.5 Follow up to Technical Proposal Evaluation

2.5.1 Oral Presentations and Demonstrations

After the Technical Proposals have been evaluated by the CBI and its advisors, Bidders may be
invited to make presentations and demonstrations of their proposed solution in Baghdad or agreed
alternative location.

The presentation must demonstrate a system that substantially fulfils the requirements of this RFP.
e The Financial Proposals will not have been opened at this stage and will be evaluated
separately (see below).

2.5.2 Site Visits

After the Technical Proposals have been evaluated and demonstrations provided, the CBI, its
advisers and/or Evaluation Committee members may wish to visit user sites in order to verify the
claims of the Bidder regarding such matters as the reliability of the system, conduct of the
development project and effectiveness of support services. Such visits will only be conducted for a
small number of bidders with high technical scores, at CBI’s discretion.

As described in section 2.7.3.1 “Scoring of Proposals”, these user visits will be considered in scoring
of the Technical Proposals.

2.5.3 Financial proposal Evaluation

e Upon completion of the evaluations of the Technical Proposals, including any presentations,
demonstrations and site visits, the CBI Evaluation Committee will prepare a short list of
Bidders by assessing them against the Technical Criteria.

e Shortlisted and rejected Bidders will be informed of their status.
e Financial proposals then will be submitted by the shortlisted Bidders.

e According to the timetable the Financial proposals will then be opened and evaluated for the
shortlisted Bidders only.

e Additional meetings will be held either in Baghdad or elsewhere as mutually agreed between
the parties, to review and discuss the Financial Proposals of each remaining Bidder.

e The CBI may request Bidders to modify aspects of their Technical or Financial proposals at
this stage and/or submit further material.

2.6 Tender Evaluation Criteria

2.6.1 Technical Proposal Criteria

Technical Proposals will be evaluated with respect to the following criteria:
e  Full compliance with the Bidder Qualification Criteria set forth in Section 2.1 of this RFP.
e Level of compliance (and alternative suggestions where relevant) with the requirements
stated in: Sections 3 “Functional Requirements”; Section 4 “Technical Requirements”;
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Section 5 “Implementation Requirements”; assessed as described below and taking into
consideration:
o Experience of the Bidder, its staff strength and skills, and its customer installed base
in multi-bank payment systems, particularly elements of RPSI;
o Experience with implementation at third party processors with links to Central Bank
ACH for clearing and RTGS for settlement would be an advantage;
o Provision of feasible provisional implementation plans including the capability to
deliver the proposed solution in an acceptable timeframe;
o Experienced project team and project manager who have implemented previous
similar payment systems;
o Capability to provide follow-on support, maintenance and on-going upgrades to the
solution;
o Bidder’s proven capability to provide operational and technical training on the
installed solution;
Adequacy of presentations and demonstrations;
Confirmation of capabilities from reference customers provided.

The Evaluation Committee’s decision regarding the evaluation of Bids is final, and the reasons for
rejection of any Proposal need not be provided to the unsuccessful Bidders. CBI reserves the right
not to make an award in the event that none of the proposals are deemed to be acceptable.

2.6.2 Financial Proposal Criteria

Financial Proposals will be evaluated on the basis of the Bidder’s price offer for implementation,
maintenance and support. The overall cost of ownership to the end of the one year application
software maintenance period will be the key comparative measure.

2.7 Evaluation and Award Process

2.7.1 Bid opening and evaluation process

In summary, the Proposal evaluation and Bidder selection process will involve the following steps,
according to the timetable in the covering letter to the Invitation to Tender:

e Bidders receive an Invitation to Tender, including the timetable for responses, and the full
RFP.

e Technical Proposals received will be opened on the Technical Proposal submission date (see
timetable below).

e The Technical Proposals will first be evaluated against the details required for the Bidder
Qualification Criteria; any Bidder unable to meet the Bidder Qualification Criteria will be
rejected without further review or consideration.

e Technical Proposals will then be reviewed to determine compliance with all mandatory
requirements of the RFP. Failure to meet mandatory requirements will normally result in the
Proposal being rejected. The CBI reserves the right, however, to solicit further information
about non-compliant areas in order to decide whether a Proposal should be rejected on
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these grounds. Bidders are encouraged to propose alternative solutions where these may
be better suited to the technical or commercial conditions.

e Technical Proposals that are deemed to be in compliance with all mandatory requirements
will be reviewed by the Evaluation Team and scored against the stated criteria of Section 3 —
Functional Requirements; Section 4 “Technical Requirements”; and Section 5
“Implementation Requirements”.

e Bidders will then be shortlisted and rejected Bidders informed.

e Bidders may be invited to present and demonstrate their product, in Baghdad or Erbil.

e User visits will be carried out for one or more preferred Bidders following the evaluation of
Technical Proposals, at CBI’s discretion. The CBI and Evaluation Committee team attending
visits will cover its own costs.

e The short list may be revised after the user visits and demonstrations, and if any bidders are
rejected as a result, they will be informed.

e All remaining Bidders will submit their Financial Proposals by a specified date.

e The Financial Proposals of the shortlist (ONLY) will be opened on the specified date, and
evaluated against the criteria of Section 2.6.2 “Financial Proposal Criteria”.

e Final selection will be made on the basis of the Technical Proposal scoring process, the
presentation and demonstrations, the user visits and the Financial Proposal.

e The successful Bidder will be informed of the award by email at the email address supplied
in the Bid.

2.7.2 Tender Timetable

Bidder selection is planned to be completed six weeks after the submission deadline. The key dates
are provided in the covering letter to the Invitation to Tender:

2.7.3 Post-qualification and selection of Preferred Bidder

2.7.3.1 Scoring of Proposals

Proportion of points awarded regarding the Technical Proposal, (including outcome of

demonstrations and visits), and the Financial Proposal will be as follows:

Criterion Proportion of Description
points
1. Functional compliance 40% Mandatory items and/or viable
(Section 3) alternatives must be provided for
compliance
2.  Technical compliance 25% Mandatory items and/or viable
(Section 4) alternatives must be provided for
compliance
3. Implementation 10% Range, experience and quality of
Requirements (Section 5) services will be considered
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Criterion Proportion of Description
points
4. Presentations; and user 5% Show credible delivery plans backed
visits for high scoring Bids (To up by user experience

be Evaluated During the
Technical Proposal Phase
after the desk assessment of
Technical Bids)

5.  Financial Proposal 20% Show good value for money long term

(Overall cost of ownership)

The scoring algorithms to be used will be as follows:

e For the Technical Proposals, the percentage of mandatory requirements judged by the
evaluators to be deliverable by the supplier in each section (functional, technical,
implementation, and on-going operation) will be assessed. The assessment will take into
account any alternative approaches proposed for delivery of requirements.

e The likelihood of successful compliance with Bid requirements will be assessed initially on
the Bid responses and product demonstrations, but the scores may be amended as a result
of user visits (which will be conducted for the highest scoring technical bids only) and views
expressed by users. The percentage for each section will then be weighted according to the
scheme above giving a final score out of 75 points maximum.

e Note that the word “must” in the RFP text indicates a mandatory function. The CBI reserves
the right to permit some deviation in Bids regarding mandatory items in terms of scoring
where Bidders offer an effective alternative to achieve an acceptable business or functional
result. Bidders are encouraged to emphasize points in their solution which they believe will
be of particular benefit to the success of the RPSI service.

e Financial criteria require all applicants to provide full details of all costs to CBI, Participants
and others for the supply, implementation, end-user training, support and maintenance of
the RPSI, up to the end of the first one year application software maintenance period. The
total cost of ownership over this period for full implementation of the RPSI will be the main
financial criteria assessed.

The total score will be the sum of the scores for the Technical Proposal and the Financial Proposal.

2.7.3.2 Award of Contract

The CBI, as System Operator for the RPSI, will sign a Contract with the successful Bidder following
discussion. The Contract will require the successful Bidder to supply and implement the RPSI systems
and to negotiate (during the implementation project) an Application Software Maintenance and
Support Agreement to support the system and services over a period of one year from the end of
the warranty period, which will be renewable. The Contract will contain terms and conditions
relating to the due performance of the work, to which the successful Bidder must commit at the
time the Contract is issued. A draft of the Terms and Conditions of the Contract and a draft of the
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Application Software Maintenance and Support Agreement will be provided to short listed bidders.
It is anticipated that there will be some negotiation concerning precise contract terms according to
the exact nature of the systems and services proposed.

The project will be overseen by an RPSI Evaluation Committee, chaired by the CBI. The supplier will
be responsible to the CBI for the delivery of results against a plan which will include milestones, with
financial penalties for late or incomplete delivery. The milestone plan must be delivered to the CBI
within 30 days of the award announcement, or upon completion of Vendor mobilization phase.

Parties associated with a supplier who is part of the successful Bidder’s consortium (any person or
entity employed in any capacity by the supplier or with a financial stake in the supplier or voting
rights on the supplier’s Board of Directors), other than the approved Bidder representatives, will not
be permitted to sit on the Evaluation Committee, or take part in the evaluation process, unless the
CBI directs otherwise.

The successful Bidder must guarantee its performance with respect to the implementation of the
systems by opening a Letter of Guarantee, as defined in the Government of Iraq “Instructions for
Government Contract Execution”. The Letter of Guarantee will be set at 10% of the contract price at
the time of project commencement.

2.8 Right to Reject Proposals and Negotiate Contract Terms

The CBI reserves the right to reject any and all proposals and to negotiate terms and conditions of
the Contract, including aspects of the technical solution, with the successful Bidder prior to issuing
the Contract under the Iraqi laws and valid instruction of the government contracts. If negotiations
cannot be concluded successfully with the preferred Bidder, the CBI, at their option, may negotiate
with the next best Bidder.

2.9 Non-Disclosure and Confidentiality
In the course of the bidding process, Bidders will provide CBI with Confidential Information and will

receive Confidential Information from CBI. Bidders are de facto under strict non-disclosure and
confidentiality agreement with the CBI, MNOs and the local banks and each party therefore mutually
undertakes:

e not to use or circulate the Confidential Information provided by each within its own
organisation except solely to the extent necessary for the purposes of this tender, and not to
use the Confidential Information in any way which would or might be harmful to the other

party;

e to ensure that all persons to whom the Confidential Information is disclosed are made aware
of its confidential nature and of their obligations under this Agreement;

e to effect and maintain adequate security measures to safeguard the Confidential
Information from unauthorised access, use and misappropriation;
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o to notify the other party of any unauthorised use, copying or disclosure of the Confidential
Information of which it becomes aware and to provide all reasonable assistance to the party to
terminate such unauthorised use and/or disclosure.
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3. Functional Requirements

3.1 Overall Applications Architecture - Interoperability
The following sections 3.1 to 3.4 describe the functions and expected benefits of the RPSI for Iraq, as

defined by the CBI. These sections cover:

e Definition of an interoperable RPSI
e Objectives of a national RPSI
o Preferred strategic approach to a national RPSI - National Switch joining other switches and
mobile systems, plus a national interoperable Mobile Payment System
e Main functions of the National Switch
= Business architecture of the preferred solution for National Switch
= Role and benefits of a National Switch
e Iraqginteroperable Mobile Payment System, functions and benefits
= Business architecture of an interoperable Mobile Payment component
= Key principles for the Mobile Payment System
= Role of the CBI in enabling mobile payments
= Benefits of the Mobile Payment System
= Detailed functional points
Integration with Inter-bank clearing and settlement systems.

Bidders are expected to respond to each point in these Sections, as described in Section 2 —
Instructions to Bidders.

3.1.1 Definition of an Interoperable Retail Payment System Infrastructure
For the purpose of this RFP a Retail Payment System is an automated system which provides a

conduit for low value retail payments initiated by consumers and businesses to be transmitted
between:

e the financial institutions involved, and/or

e merchants and financial institutions, and/or

e retail devices Point of Sale (PoS) Terminals, Automated Teller Machines (ATMs) and
financial institutions (acquirers) supporting them, and/or

e theinternet and other payment processing technology platforms.

Examples of Retail Payment Systems are: EFTPOS / ATM switches, Internet Gateways, Internet
payment engines e.g., PayPal. Card schemes such as VISA, MasterCard, JCB and AMEX are all
primarily Retail Payment Systems, dealing with a large volume of relatively small transactions
initiated by individuals and businesses. SWIFT on the other hand is a wholesale, international
interbank payment system mediating mainly large value payments initiated by banks on behalf of
customers or on their own account.

When such Retail Payment Systems in a country are “interoperable”, all the customers of any bank
in the country can use the services of any other bank (e.g., its PoS terminals and ATMs, and certain
internet services, such as bill payment). Under these circumstances, the maximum utility in terms of
customer service and availability for the overall retail payments infrastructure is obtained at the
lowest cost. The set of services and facilities provided by payment service providers becomes an
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“eco-system” supporting the entire community. The financial institutions are said to provide
“reciprocal” services for each other's customers, and there must be a suitable “interchange fee”
scheme to ensure all parties are properly compensated for the contribution they make.

3.1.2 Objectives of a National Retail Payment Infrastructure
The objective of a national retail payment infrastructure is to provide interoperability and reciprocity
between the participants, subscribers and customers across the country. There may be many Retail
Payment Systems in a country, but the national infrastructure is intended to enable them to work
together harmoniously to the benefit of end-customers.

A nation’s Retail Payment Eco-System is made up of a network of organizations — including suppliers,
distributors, customers, competitors, government agencies and so on — involved in the delivery of
competitive products or services through the cooperative infrastructure. The idea is that each
business involved affects and is affected by the others, creating a constantly evolving relationship in
which each business must be flexible and adaptable in order to survive, as in a biological eco-system.

Objectives for a National Retail Payment Eco-System in Iraq are:

e Reduce the use of cash in the economy thus saving costs and reducing risks.

e Provide open access to banking services to all citizens, especially a comprehensive range of
payment services, in a safe, secure, efficient and low cost manner.

e Provide the supporting information technology infrastructure, including the payment
clearing and settlement application software, the information processing equipment, and
the access mechanisms including access via mobile phones, PoS devices, ATMs, the internet
and conventional phone banking and call centers.

e Reduce or eliminate reliance on physical branches of financial institutions for the provision
of financial services and allow for the use of agency services as well as the electronic
channels.

e Provide the legal basis, regulatory framework, system rules and procedures that assure safe
and efficient access by citizens and businesses.

e In essence, create a National Payment System, benefiting bank customers, banks, financial
institutions and the national economy, which can be viewed as a national asset positioning
Irag to become a financial center in the Middle East.

Supporting the objectives, the CBI has set out a number of principles which the retail payments
infrastructure for Irag must meet. These are:

e Total interoperability and reciprocity between participating banks vis-a-vis ATMs, PoS, Mobile
and Internet transactions.

e Non-intrusive interoperability between banks (i.e. no requirement for major changes to core
banking systems or card systems and no need for bilateral links).

e Common message standards for the card network (ISO 8583 for interfacing with core banking
systems and other card processing systems, ideally using a single message system for domestic
transactions) and SWIFT XML for settlement processing via the RTGS.

e Shared links from the National Switch to international schemes (Visa, MasterCard, AMEX, JCB
and China UnionPay).

e Central Database or registry of mobile and / or card accounts enabling the mobile payee
customers in a Person to Person (P2P) payment to validate the recipients of their payments
prior to committing the payments.
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e Provide the capability for central fraud management of all transactions (cross-industry) such
that transactions can be scanned for possible fraudulent activity, meaning that the vendor will
consolidate all transactions across the industry but not necessarily in real-time in a central
database in order that the CBI be able monitor all retail and mobile payments made via any
Payment Service Provider (PSP) or processing agent.

e AML / CFT monitoring and reporting - all transactions can be scanned (cross-industry) for
possible AML / CFT activity and the National Switch can provide central Suspicious Transaction
Reports to the CBI, including potential interfacing with the CBI data repository system.

3.1.3 Preferred Strategic Approach - National RPSI
A National RPSI, consistent with the objectives and principles above, can be constructed by

connecting together various building blocks — Card switches and processing systems, Mobile
Payment Systems, Internet payment systems and delivery networks as illustrated below:
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The RPSI is supported by a National (Wholesale) Payment System which enables clearing and
settlement of positions generated by the retail payment activity between the Participants. In Iraq
the RTGS and CACH run by the CBI provide the inter-bank clearing and settlement services.

In the light of experience from international cases studied and the current status and characteristics
of the existing systems in Iraq, the CBI has adopted the Supply and Implement approach to creating
a National Switch connecting the existing switches in Irag.

In order to make the most of the existing investments, the organizations currently supplying retail
payment services in Iraq are expected to participate in the tender. In keeping with the objectives,
the CBI will issue technical requirements, principles and standards which are set out in Attachment 4
to this RFP. Bidders may propose modifications to these standards, and in the implementation must
must work with the existing providers including but not limited to AMWAL, ISC’s Qi system, TBI's
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shared switch and any other potential base services, using international standard interfaces to
ensure capability of interfacing with these systems. .

3.1.4 Audit, Reporting and Reconciliation
Security and auditability is a key system function and must be built in to the Bidder’s software

offering for National Switch and for IIMPS. All transactions must carry an audit trail, all of which can
be accessed by CBIl. PSPs must also be able to access audit trails of their own transactions. There
must also be technical logs to enable diagnosis of faults. All audit logs must be held in a secure
fashion, preferably in encrypted form so that no tampering can take place

A full set of standard operational reports suitable for a multi-bank, multi-MNO operation must be
provided. This must provide a digest of transaction volume and value by type and show not-on-us
transactions by counterparty. There must be daily operational reports available from both the
National Switch and the IIMPS which enable the CBI as System Operator and as Overseer, and the
Participating banks and MNOs to manage their involvement effectively. The Bidder should provide a
proposed set of operational reports and show how its systems will collate information from PSPs and
Processors to provide a comprehensive picture of system activity to CBI.

Reporting of suspicious transactions, fraud reporting and other AML reporting must be provided and
the National Switch must be able to collate such reports from connected Participants, switches and
MPSs as required by CBIl. Bidders should set out their proposals for managing this process and
allowing flexibility for CBI to introduce changes to reporting requirements as the usage of the system
matures or new threats arise.

Revenue reports must be available showing fees and commissions charged and earned. This will
include interchange fees as it is required that a mechanism for calculating and charging interchange
fees for all inter-bank transactions in both the National Switch and the Mobile Payment System will
be available.

There must be a mechanism for end of day (at least) reconciliation checks of the volume and gross
value of transactions over the day and a process of drill down to enable any discrepancies to be
identified.

3.2 Main functions of a National Switch

3.2.1 Business Functions of the National Switch
The National Switch must support the following main applications:

e 24x7 Switching of ATM, PoS, Mobile, Internet and IVR Initiated
transactions received from bank host systems and from shared card
processing networks.

e Provide local reciprocity i.e. ensure that a card issued in Irag by
Bank A can be used in a device in Irag owned by Bank B without
routing via international networks, however branded.

e Stand-in processing using black lists or positive authorization VER'F’ED
depending upon the needs of the Participants. b}erSA
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Charges and local fees calculated and charged as negotiated,
allowing for bilateral agreements
Internet Gateway functionality for member banks’ websites and
internet / mobile merchants including 3D security mechanisms such
as, but not limited, to Verified by Visa, MasterCard Secure Code,
etc.
Clearing and Settlement through the CACH and RTGS at CBI.
Interfacing and interchange with IPNs (Visa, MasterCard, AMEX, JCB,
China Union Pay etc.) for foreign card transactions (of specified
types) captured in Iraq and Iraqgi card transactions (of specified
types) acquired abroad.
“On-behalf of” processing for member banks including terminal
management, Issuing, Acquiring, card and merchant management,
which implies:

= Ability to connect and support terminals for individual

acquirers and also multi-acquirer terminals.
= Ability to provide merchant management services including
accounting and fraud management.

=  Ability to provide card issuing services.
Must support multi-currency and must support Dynamic Currency
Conversion (DCC).
Ability to connect to Mobile Payment Systems to enable transfer of
funds between conventional card-accessible accounts and Mobile
Payment accounts.

At the technical level, the National Switch must act as a ‘junction-box’ at the center of the retail

payment system infrastructure i.e.:

Provide interoperability and reciprocity between Participants who offer card transaction
services — to route (or ‘switch’) transactions between end-points.
Provide multiple connectivity points for other switches, Core Banking Systems, Card and
Merchant Management Systems and electronic payment devices (EFTPOS Terminals and / or
ATMs).
Translate message formats and secure data (e.g. PIN) between zones.
Acquire directly transactions from PoS and ATM devices and provide basic terminal
management features such as cash control in ATMs, ATM screen configuration, connection
fault detection, etc.
Maintain settlement position of each end-point.
Support connection for Mobile Payment transactions as described below.
Support international authorization routing via the Switch using standard IPN interfaces.
Support all currently applicable card standards in Iraq including but not limited to swipe
cards and EMV.
Support all required security functions:
= Must support security zones between banks and switch, with zone keys for
protection of sensitive data e.g., PINs, which implies the use of hardware security
modules (HSMs) to hold Issuer and Acquirer keys for stand-in authorization (where
banks permit), and the related key management procedures.
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= Must support automated key exchange.

= Must be possible for a security officer at the Switch System Operator to administer
security functions.

=  Must support EMV security functions.

Banks must be able to interface to the Switch using standard 1SO8583 interfaces, and the Switch
must be able to handle protocol conversion between different versions of the I1SO standard (1987,
1993, 2003, variants and private fields). Interface specification must be agreed based on RPSI
Standards (see Section 4 below).

Regarding performance, the National Switch must be able to provide:
e At least 100 transactions per second throughput.
e High level of connectivity (at least 50 banks and potentially tens of thousands of devices).
e 24x7 availability at 99.98% level.
o “lights out” operation under normal circumstances, that is, no requirement for intensive
technical operations management.

3.2.2 Business Functions Supporting “On Behalf of” Services for Banks
Not all banks will wish to or will have the resources to establish their own systems for Card Issuing.

Some banks, moreover, will wish to enable ATM and PoS transaction acquiring, but will not be able
to set up their own terminal handling or acquiring systems. In other parts of the Middle East and
elsewhere, support for terminals is shared by groups of banks. The National Switch should be able to
support not only card payment transactions, but also these card processing facilities if required. This
would include the functions of a Card Management System (CMS) which must provide a flexible and
speedy way for banks (Issuers) to introduce card-based products to the market. Functionality should
include the following.

3.2.2.1 Card Issue Management and Card Transaction Management for “m-Cards”:
Support issuance of “m-Cards”, which are cards that can be used at ATM or PoS to access funds in
Mobile Payment System (MPS) accounts — domestically or abroad:

e Manage mobile payment subscribers’ requests for m-Cards

e Generate PINs and other security data for cards issued, using the international EMV security
standards

e Provide card orders to the personalization center used by the Issuing bank

e Receive confirmation of card issue from card personalization center, for activation

e Perform security authentication and PIN verification for m-card transactions

e Visa or MasterCard co-branded m-card issuing must be supported

3.2.2.2 ““On Behalf Of” Card Issue Management and Card Transaction Management
for Conventional Cards
For this purpose, the Bidder must provide an Issuing System which provides full on-line and off-line

transaction processing and all functions required to support a fully integrated card processing
system. The CMS must be capable of supporting card management, customer services, transaction
authorisation, clearing and settlement with IPNs and domestic clearing and settlement systems,
production of billing statements, collection and risk management. Functions include:
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=  Multi institution, multi-currency and multilingual card issue

=  Compliant with Visa, MasterCard, JCB and American Express mandates

= Support full-grade EMV

= Dynamic Currency Conversion (DCC)

= Real time fraud alerts and credit risk management

= Operate 24/7 with daily self-balancing to ensure financial integrity

= Low support costs, including on-going IPN card scheme compliance

=  Portal/gateway components to facilitate secure linkages with other systems and
partners including Web Services

The CMS must support issuing of credit, debit and ATM Cards compliant with the
Europay/MasterCard/Visa security standards (EMV) including:

= Domestic and International Cards

= Revolving Credit Cards

=  Business and Corporate Cards

= Loyalty Cards

= Virtual Cards for Internet Use

=  Private Label and non (embossed) personalized cards

=  Charge Cards (Major Purchases, loans and Micro Finance)

= Chip Cards and Contactless Cards

=  Online real-time processing — meet customer needs real-time

= Full IPN card scheme support: Visa, MasterCard, AMEX, JCB, CUP, private
closed/open loop

3.2.2.3 Business Functions Supporting “On Behalf Of” Terminal and Merchant
Management Services

A Merchant Management System provides online acquiring and real-time transaction processing
with full back office support for credit, debit and other forms of card payment — managing the
complete merchant life cycle from account establishment through to settlement.

Key Components of Acquiring and Merchant Management

e Merchant establishment and maintenance

e Fraud prevention —e.g., by pattern detection

e Risk alert management

e Interchange fee calculations

e Financial transaction processing against merchant accounts
e Submission processing

e Calculation of merchant commissions

e Settlement

e Terminal Management

All PoS terminals, whether connected directly to the National Switch or via bank front-end
processors or acquirer systems, must provide reciprocity for all payment transactions via the
National Switch. Hence, the Switch should support reciprocity for terminals connected via host bank
systems and for terminals directly connected to the Switch.
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3.2.3 Connectivity with Mobile Payment Systems
As well as the m-Card issuing functions described above, the National Switch must:

e Enable m-Account funding (load and unload from/to conventional accounts) in real-time

e Set up m-Account load/unload transactions in a manner that ensures that the transactions
can be managed “non-intrusively:” i.e. without requiring any change to Issuer host systems

e Provide processing services that allow existing PoS and ATMs to accept m-Cards

o Accept new IIN ranges for the m-Cards of each bank that wishes to issue

e Ensure that domestic transactions using co-branded and m-cards are routed domestically,
rather than via IPNs.

3.2.4 Role and Benefits of the National Switch
Hence, the National Switch must be a national asset enabling all card operations in Iraq to be

interlinked securely and efficiently. This will assure the primary objectives of interoperability and
reciprocity and also enable interconnection with internet and mobile payment systems. It will
enable the banks to avoid the foreign exchange and processing charges levied by the IPS for clearing
and settlement.

The National Switch must be designed, delivered and operated in such a way that it can provide all
the necessary functions of a card management, merchant management and switching system,
enabling all banks to take part in the cards business on an equitable basis. These features can be
used by all Iragi banks that choose to use them. The services will be provided under the guidance of
the CBI, which will have a brief to ensure equitable and transparent pricing mechanisms.

It is recognized that the description of the National Switch in this section represents a
comprehensive and rich set of functions. Hence it is anticipated that the National Switch functions
will be delivered in stages, rather than all at once. The expected stages are described in Section 5 of
this RFP.

3.3 TheIraq Interoperable Mobile Payment System

3.3.1 Preferred Business Architecture for the Mobile Payment System

The Mobile Payment System envisaged is a fully interoperable system covering the whole of Iraq and
integrated with the National Switch and inter-bank clearing systems. The RFP therefore refers to the
overall concept below as the Iraq Interoperable Mobile Payment System or IIMPS. References below
to the “Mobile Payment System”, mean the specific parts of IMPS which relate to mobile accounts,
the transactions that can affect them and customers having mobile account relationships.

As explained above the IIMPS must connect to the National Switch to provide real-time transactions
between card accessible conventional accounts and the mobile accounts. This enables funds to be
loaded from a conventional card-accessible account to the mobile account, and vice versa. Thus the
National Switch is a part of the overall IMPS concept.
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The IIMPS must also be able to permit “m-card” issue and transaction processing, whereby a card
product can access funds in a mobile account via ATMs and PoS devices, again using the National
Switch as the vehicle for directing the transactions.

Similarly, the IIMPS must also be able to service transactions between the Mobile Payment System
accounts and any bank account in the Iragi banking system. This type of transaction must be
supported via a clearing process, primarily via the existing CACH, although alternative procedures
could be envisaged in the longer term. The interfaces with the CBI clearing and settlement systems
are thus also an integral part of the IIMPS concept.

Hence the IIMPS must provide transactions between:

e mobile accounts in both Iraqi Dinars (IQD) and United States Dollars (USD)

e mobile and card accessible accounts in real-time

e USD mobile account to account and vice versa at an exchange rate to be set by the CBI at
start of day

e ATM and PoS devices using m-cards, and

e mobile accounts and any bank account via the ACH clearing process — this may well include
automated bill payments, direct credits and direct debits originated within a CBS or the
Mobile Payment System.

The remaining key functionality points, over and above mobile account to mobile account
remittances, for a typical Mobile Payment System are as follows:

e Transactions to use mobile account funds to top up mobile phone airtime (see further detail
below).

e Transactions can be initiated by the handset (using various different mobile channels, as
discussed below) and via the Internet.

e Agents are commonly used to allow manual cash upload and download to and from mobile
accounts, so functionality must be available to support such Agents, and to monitor their
activities to guard against fraud.

e Mobile account to mobile account bill payments also typically cover payments made to
merchants for goods and services and payments made via vending machines.

e Loyalty program functions may be provided to enable either MNOs and/or financial
institutions to differentiate their products.

e International remittance functions can be provided via the commercial remittance providers,
such as Western Union, MoneyGram, by arrangements between branches of individual
banks located in different countries, via SWIFT remittance services and/or via arrangements
between Central Banks in different countries.

These are a typical set of functions available in a Mobile Payment System. However, there are many
variations and points of detail to consider and Bidders are invited to set out scenarios and variations
that they believe would provide valuable services for the Iraqgi public and potential benefits to the
Iragi payments industry.

The business architecture of the IIMPS, including the National Switch and clearing interfaces, is

expected to be as illustrated below, but the CBI will be pleased to explore alternative scenarios with
Bidders. For simplicity, only an arbitrary selection of banks and MNOs is included in the diagram.
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3.3.2 Key Principles of the Iraq Interoperable Mobile Payment System
While wishing to encourage an innovative approach, the CBI wishes to emphasize certain key

principles which must be followed in the design of the IIMPS. An illustrative service description for
the system is provided in Attachment 5, with which the Bidders should broadly conform.

The key points are:

The system must be fully interoperable —i.e. all holders of Mobile Payment System accounts
must be able to transact with all other holders regardless of which bank (or other PSP) and
of which MNO they are a customer.

Hence open access must be provided — any bank, MNO or other authorized PSP must be able
to join the system, and similarly customers must be able to choose which bank or network
provider they use.

The system must encourage financial inclusion — which implies it must be easy to enroll new
customers whether or not they are existing bank customers, which in turn implies “over the
air” (OTA) enrolment where possible.

Nevertheless, there must be methods of screening to ensure control over persons taking up
mobile accounts — both in terms of identity confirmation for new customers under the Know
Your Customer (“KYC”) provisions and black list checks.

The Mobile Payment System accounts must be held in a secure accounting system and not
on the phone or SIM card.

The IIMPS must be able to support person to person payments, person to business
payments, government or business to individual person payments (e.g., salaries and welfare
benefits), bill payments, airtime purchase, Agent cash deposit and withdrawal transactions,
ATM and PoS transactions and check deposits.

The mobile channels offered (e.g., USSD, SMS, WAP, STK, phone-based java application)
must include end to end security functions which will make the mobile system at least as
secure as cash.
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e The mobile channels must be complemented by a secure internet channel that allows the
same set of transactions on the mobile accounts.

e Mobile transactions must have a complete audit trail.

e Help desk mechanisms including IVR must be provided, which enable each bank to have

contact with its own customers.
e Suppliers must be able to provide public education and marketing support services that will
assure the success of the services.

In summary, CBI requires a “Many to Many” solution which will have the capability to allow a
subscriber from any of the MNOs to perform payment transactions to any other mobile phone
subscriber with any of the other MNOs in Iraq independent of which banks the two subscribers have
chosen to provide their mobile financial services. The Many to Many model is depicted below:

Mosul Bank

< Ala 2,800
x— Bank of Baghdad
g

Sumer Commercial Bank

Please note that for practical purposes only five randomly selected banks are depicted above; the
IIMPS System will be designed to accommodate all banks and all MNOs in Iraqg.

3.3.3 Role of the CBI in Enabling Mobile Commerce
Increasingly, around the world, Central Banks are seeing the dangers of the establishment of many

fragmented Mobile Payment Systems in their territories, run by individual banks or MNOs. Just like
the isolated card systems before them, these are likely to absorb much resource and effort from the
banking system without providing a high quality result for customers. Hence more Central Banks are
considering taking a lead in promoting the development of interoperable Mobile Payment Systems.

Furthermore, Central Banks need to ensure that all these developments are carried out in a way that
respects the integrity of the payment system and the rights of consumers of banking services. These
issues have been considered extensively in the Legal and Regulatory Framework for the lIraq
Payment System as a whole that has been developed and is now under implementation by the CBI.

Central Banks need to establish:
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1) Authorization of Payment Service Providers to end-customers, who take responsibility for
the secure and reliable delivery of the services

2) Proper customer identification procedures, usually referred to as “Know Your Customer” or
KYC

3) System inspections and audit

4) Reconciliation and settlement procedures

5) Reporting systems

6) Fraud prevention

7) Safeguarding of customer funds

8) Prevention of money laundering and terrorist financing

3.3.4 The Benefits of a Mobile Payment System for Iraq
In order to deliver the expected benefits, the Bidder’s solution for the IMPS must:

= Provide ubiquitous access to payment services (AAA — Principle: Anywhere, Anyone,
Anytime), so that access to banking is not dependent on the presence of branches.

= Offer the potential to bring many un- and under-banked people into the financial services
market, regardless of geographical or economic barriers.

= Simplify corporate and utility company payments and billing (no queuing)

=  Provide free choice of bank and mobile network provider.

= Provide the ability to disburse pensions, Social Security and other government payments
anywhere in the country, with the ability to handle cash through Agents.

= Reduce cash in circulation.

=  Provide financial transparency, as all transactions are a matter of record.

= Facilitate the introduction of micro finance.

= Enable a local customer-facing Agent role which will enhance the accessibility of financial
services.

No official accurate figures are available regarding the number of banked people in Iraq, the Alliance
for Financial Inclusion estimates that 80% of the Iragi population are unbanked, whereas the Mobile
Phone Penetration in Iraq is estimated to be 80% and is growing rapidly. By 2015, it can be expected
that 100% of economically active Iragis will have mobile phones and will be able to enjoy the kinds
of Mobile Payment Services described above.

Economic researchers believe that a linkage exists between mobile payments and Gross Domestic
Product (GDP)":
e Studies have shown that mobile telephony leads to a rise in GDP. Similarly, digital currency
(electronic payments), as a replacement for cash, is recognized to have the same effect.
e A number of studies have concluded that a 10% rise in mobile subscribers in emerging
markets will lead to a 0.6% to 1.2% increase in GDP in those markets due to the productivity
gains associated with communication as well as new jobs.

Bidders should note that Mobile Payment Services are already operating in a limited fashion in Iraq.
None of these services are fully interoperable for all banks and MNOs at present. It is expected that

! International Telecommunications Union (ITU), “Speech by ITU Secretary General”, April 6, 2010 and Indian Council for
Research on International Economic Relations (ICRIER).
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all these services will become interoperable with each other and with the IIMPS via the National
Switch.

3.3.5 Further Functional Details of the IIMPS

3.3.5.1 Prerequisites for Implementation of the IIMPS System
In addition to the delivery of the required features of the IIMPS system listed above, the following
tasks must be performed by the successful Bidder for the IIMPS project:

Check Capture, Submission and Image Replacement Documents
In view of the widespread use of checks in the Iraqgi banking system, it is recommended that the

IIMPS be check-enabled i.e. that check enabled Agents are created and equipped with small check
scanners enabling the Agents to submit checks to CACH on behalf of customers. Checks submitted at
Agents would be delivered electronically to their sponsoring bank as bank of presentment, and
processed normally in the CACH.

Promotion of Branchless Banking
To ensure strong up-take of the mobile financial services, the selected IIMPS Bidder must prior to

the roll out of the IIMPS system carry out public education activities in conjunction with CBI, e.g., via
the media, and provide promotional seminars to banks’ management teams so that they can
appreciate the potential cost savings, customer growth and product opportunities of the
modernization of delivery systems (e.g., electronic bill payment, Cash-Back at Merchants, Cash-in
and Cash-out at Agents and mobile payments).

3.3.5.2 Optional Account Types in the Mobile Payment System
Upon enrolment in the Mobile Payment System, the customer number must automatically be

connected to a mobile account and an m-Loyalty account which will enable the customer to carry
out almost all transaction types.

It must be possible for these Mobile Payment System account types offered by each member bank
optionally to be expanded to include one or more of the following account types depending on the
member bank’s market strategy:

e m-Agent Account (to enable special facilities for Agents of banks)

e m-Card Account (A debit, credit or purchase card account)

e Future Products account which can be used by the member bank to accommodate specific
strategic programs e.g., MFI (Micro Finance Institution) loans, Loan account, Credit Card
account, Investment account, Sharia Law compliant account etc.....

e Airtime Account (which may be controlled by the MNO)

In addition it must be possible for a customer to link one or more payment card based conventional
accounts with the Mobile Payment System Customer Relationship to enable real-time upload and
download of funds (as described in the Switch section above). To make the link, the Mobile Payment
System must carry out an account enquiry which will require that the customer enters the PIN
associated with the specific payment card based Core Banking System (CBS) account. Providing that
the account enquiry is successful the relationship between the CBS account and the customer’s
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phone number is created and the account number is stored in the Mobile Payment System Customer
Relationship Database. The PIN is not stored.

Thereafter, mobile handsets may be used to carry out upload and download transactions with card-
accessible CBS account(s) as if the mobile phone was an ATM. To facilitate this, either:

e The handset may be required to simulate an ATM at the National Switch. As the PIN is not
stored, it must be entered for any subsequent transaction, provided that suitable security
mechanisms using Hardware Security Modules (HSM) are in place. Various methods of
managing PIN offsets and keys can be used and Bidders must explain the approach they
recommend and how the banks’ sensitive data would be safeguarded. The Bidder must also
ensure that the ATM Processing Codes required for all the interoperable transactions
desired are provided; or

e Alternative approaches — e.g., allowing the handset to simulate “card not present”
transactions - can also be considered, and Bidders must explain the preferred rationale and
detailed security approach.

3.3.5.3 IIMPS Support of Government and other Bulk Payments
The following section describes the functional requirements pertaining to the use of IIMPS to

support Government and other Bulk Payments including Payroll and Pension Payments.

Such Bulk Payments including Payroll and Pension Payments all consist of a series of Direct Credits
usually from one single Payer Account in the payer’s bank to several payee accounts in several banks
(the banks of the payees’ choice). Such transactions are supported in the existing CACH (SWIFT MT
102 Multiple Customer Credit Transfer) and could be executed through the CACH within the
standard clearing and settlement cycle for Direct Credits.

IIMPS will enable certain types of bulk transaction to be submitted via the mobile system and thus
clear in real-time, i.e. more quickly than a similar ACH transaction. Those with no bank account but
an IIMPS account can be paid in this way. Banked customers could be paid similarly by providing
their bank account reference, and the transactions would be cleared through the CACH.

In order to ease the submission of payment messages from the organizations involved in bulk
payments (i.e. Agents, Government organizations, Budgetary Institutions and Utility Companies
etc.....), it is recommended that a Universal Payment Portal be made available as an integral part of
the IIMPS solution. This facility enables files of transactions to be submitted via a web service to the
Mobile Payment System or CACH.

3.3.5.4 IIMPS Support of Microfinance Institutions, their Customers and Operators
(MFI Agents)
Both existing and new Micro Finance Institutions (MFIs) must be able to participate in the IIMPS

System, in order to disburse loans and receive repayments. Hence, the proposed solution must
support MFIs on the same terms as conventional retail banks. The MFI would simply run its own
instance of the IIMPS through browser-based interfaces to the IIMPS, and the MFI’s instance of the
IIMPS would be connected to the MFI’s internal Systems as in a conventional bank. Just like a bank,
it would have to be authorized as a PSP.
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The diagram below demonstrates how an MFI could make use of the [IMPS:
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MFIs are supported by the basic Mobile Payment System model through one of the “Optional

Account Types”. An MFI must be able to make Loan Disbursements to the customer’s Mobile
Payment System Loan Disbursement account and the customer would be able to re-pay a loan
through the Mobile Payment System Loan Re-Payment account. The customer via the mobile phone
could transfer funds from the loan disbursement account to any of the accounts within the Mobile
Payment System including the mobile account (m-Account - the mandatory mobile account), the m-
Card account and via the National Switch or CACH to Core Banking System accounts with any of the
banks in Irag. The sub-entities required to support MFI organisations within the IIMPS are depicted
below:
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Note that in this and subsequent “entity diagrams”, standard entity model symbols are used to
indicate multiple relationships and constraints.

3.3.5.5 Role of Agents in IIMPS
The use of Agents is an important part of a Mobile Payment System, as there has to be a method for
initially unbanked subscribers to load and unload cash to/from their mobile account. Once a network
of Agents exists, banks must have the opportunity to use them to conduct further types of banking
business as trust and experience grows. This approach is often called “Transformational Branchless
Banking”. In this section recommendations are made for delivering IIMPS transactions through
Agents and provide an outline of the Agent’s relationship with the IIMPS Member banks.

To facilitate early delivery of Transformational Branchless Banking it is essential for the potential
IIMPS suppliers to adhere to two core principles:

1) Use existing retail outlets, so that
existing relationships with customers
can be leveraged i.e.:

e Maintain proximity to customer and
face-to-face customer contact

e Access stores’ pool of liquidity, so
that customer cash withdrawals can
be done readily

e Consolidate ‘trips to bank’ on
Agents, so customers use Agents to
deposit cash into mobile account
and it is the Agents who visit (often
remote) bank branches

To bring banking
close to the customer

2) Ensure secure service delivery, so that
customers have confidence in the
services i.e.: T ¢ ti
L . o assure transaction
e Secure authentication of all parties N
. o finality for the
e Real-time authorizations
, customer
e Agent’s bank account supports the
transactions

e Automatic receipt generation

The Consultative Group to Assist the Poor (CGAP), a World Bank Group organization, has been
involved in establishing transformational branchless banking in a number of African and South
American countries. CGAP reports two main lessons learned are that: (1) non-interoperable systems
are slow to develop as there is insufficient critical mass of Agents or customers; and (2) getting
transaction volumes high enough is hard work. Hence:
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e The Bidder’s proposed solution must include an approach and tools to enable the banks to
engage Transformational Branchless Banking Agents and hence very rapidly build up the
number of electronic payment devices. As a consequence of the growth of outlets, the
volume of electronic transactions will grow.

e The IIMPS solution must be capable of supporting Super Agents (who control or manage a
group of Agents) and provide Liquidity Management facilities, Cash-in report, Cash-on Hand
Reports, Cash Locator functionality for each Super-Agent and Agent. The relationships are
illustrated below:

Person (Legal Entity)

Subscriber
SO Agent / Phong), [ e
(MPS Owner 9 Super-Agent ! Mfe};;h:nr:ts { ﬁ'irr "H:_L :
and Oparator) Merchants e il

L5 - 1

1 D =1
Cash flow / Fees and

Location Liquidity Remuneration
Statistics Statistics

The Bidder’s proposal must support the appointment and management of Transformational
Branchless Banking Agents in the following categories:

e Handset Agents (Mobile Phone only)

e Workstation Agents (Workstation plus printer)

e Check Enabled Agents (Workstation plus printer and check scanner)

e Merchant Agent (Agent must be rewarded for cash-in / cash-out, but must pay merchant
discount on sales)

e Super Agents (Agents with an existing network of sub Agents)

The proposed IIMPS solution must allow Agents to be recruited from the following list of potential
candidates:

e Mobile Network Operator resellers (For Strategic reasons a must)

e Qutlets of Western Union, MoneyGram, Global Money Remittance, TOR FX, Currencies
Direct, MoneyCorp, International Foreign Exchange, Currency Solutions, Asia FX, Smart
Currency, Currency Exchange and ALTAIF fx

e Post Offices (Existing infrastructure and Liquidity)

e Stalls, small shops, existing merchants(Liquidity)

The Bidder should explain the types of transaction which can be supported by the various Agent
categories.

It is envisaged that each Agent is the Agent of only one bank, within the context of the IIMPS.
However, to maintain interoperability, all Agents must be able to provide payment services to all
Banks’ and all MNOs’ customers. The necessary interchange fee calculation arrangements must
therefore be in place to ensure that the “owner” bank of an Agent is compensated for use of the
Agent facility, and that, in the case of purchases at a Merchant Agent, any merchant service fees
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collected must be shared with the bank whose customer initiated the transaction by making a

purchase. This is in keeping with the interchange fee approach used in the cards industry.
Interchange fee reports must be available and the consequent charges must be directly billed via the

ACH or RTGS.

3.3.5.6 Summary of Proposed Mobile

Payment System Entity Model

Allowing for all the different account and relationship options, the following diagram illustrates the

complete Mobile Payment System Customer Rel
the overall IMPS proposed solution.
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On the basis of this model, the IIMPS must be able to provide:

A level playing field between the member banks - i.e. the system provides equal platform

Interoperability between the member banks (in the same way as a EFTPOS / ATM Switch

to payment cards) i.e. any subscriber to the IIMPS
transact with any other subscriber, whichever bank

e Anindustry standard based m-Commerce Eco-system
[ ]
functionality to all member banks
[ ]
provides interoperability and reciprocity
using any bank or MNO must be able to
or MNO they use.
e A platform for product differentiation i

Services to suit the bank’s market segme

.e. @ member bank can tailor its Mobile Payment
nt and product range.
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A typical Mobile Payment System transaction set that must be supported Includes (but is not limited
to) the following):

Over the Air (OTA) Enrolment Cash Back

Billing Push ( e.g., utility billing, set-up DD
Mandate, direct debit)

PIN Change

Person to Person (P2P) Billing Pull (e.g., utility billing, direct credit)
Person to Business Automate Payment (Vending)

Person to Government Internet Payment (Pin via phone)

Point of Sales Payment Linked Account Withdrawal and Deposit

ATM withdrawal Transfer to mobile accounts from Core Banking

System account (through ACH)

Balance Enquiry, Personal information Check deposit into mobile account (if truncation
Enquiry and electronic presentment is available)
Last transaction Screen Domestic Remittance
Statement Printing at Agent International Remittance

Cash-in, Cash-out at Agent OTA purchase - air time, value added services

Person to Agent / Merchant OTA Cross Sell

USD to IQD account and IQD to USD

account transfer including currency
conversion

3.4 Integration with Inter-bank Clearing and Settlement Systems
The RPSI components must comply with the requirements for all interbank transactions to be

cleared and settled through the Iraq Payment System inter-bank backbone. Please note that the
Irag Payment System is a dual currency system capable of clearing both IQD and USD transactions.

It is therefore envisaged that for clearing and settlement purposes the necessary RPSI components
will be connected directly to the IPS. The clearing and settlement interface from RPSI components to
the IPS will depend on the system design of the RPSI components. If clearing of batches of RPSI
transactions is required the RPSI components will be connected to the CACH, if however, the RPSI
components are capable of delivering a Multi-Lateral Net Settlement Instruction (NSI) the RPSI will
be connected directly to the RTGS.

In any case the clearing and settlement interface between the components of the RPSI (i.e. National
Switch and IIMPS) and the ACH or RTGS must be VPN based and allow a Straight-Through Processing
(STP) connection using JMS-compliant message queuing interfaces. The protocol used for all
messages communicated over these networks must be the SWIFT FIN or XML message format
currently employed for STP connections to the RTGS and CACH (See Section 4).
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If the existing IIBN is proposed by the vendor to be used for the inter-bank connections, the capacity
of IIBN to support extra IIMPS management traffic will need to be evaluated and requirements
included in the RFP. Handset generated transaction traffic will be managed by the MNOs.
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4. Technical requirements
System Operators of existing switches and mobile payment systems, and any that come into

existence in the future must conform to CBI Instructions regarding payment systems. The CBI has
issued the Payment Services Instructions of 2013 which set out a number of principles to which
systems, System Operators and Technical Operators of payment systems must conform (see
Attachment 3). One important principle concerning systems is that they must conform to CBI
technical standards regarding:

e Interoperability

e Switch and mobile payment systems functionality

e Interface formats and protocols

e Platform hardware and system software

e Account numbering standards

e Communication methods

e Performance service level requirements

e Security principles and standards, including Anti-money laundering

e Data protection

e Disaster recovery

e Compliance with BIS FMI principles

These technical requirements, principles and standards are set out in Attachment 4 to this RFP. The
RPSI supplier must also meet this statement of technical requirements in order that CBI as System
Operator of RPSI can meet its own obligations. Hence Bidders should study Attachment 4 and
ensure that their proposed system will enable CBI as System Operator and Technical Operator of
RPSI to meet the requirements for on-going operations.

The Bidder’s proposal must contain a point by point acceptance of the standards and principles as
listed in the sections below. In agreeing to these, Bidders must ensure that they understand the
details set out in Attachment 4, and make clear any variations they wish to propose.

4.1 Technical and Architecture Standards

4.1.1 Interoperability

CBI will work with the successful Bidder to negotiate and develop a set of detailed standards for
connection and transacting through the RPSI, as described in the RFP Attachment “Framework of
Standards for Retail Payments in Iraq” and summarised below. The successful Bidder must adapt
their systems to comply with these standards,. During the System Implementation phase, giving
enough time for pilot participants to adapt their existing systems, the successful Bidder will
disseminate the finalized Framework Standards to the participants, and work with them to test
connectivity and interoperability with the RPSI. Additionally, as a responsibility included in the Pilot
phase and subsequent Warranty period, the successful Bidder will maintain and update the
Framework Standards, and work with CBI and the participants to assist participants in applying
changes in the standards.
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The National Switch and the IIMPS must provide interoperable services for all Iragi banks connected,

so that:

4.1.

All cards issued in Iraq can be used at all terminal in Iraq
All subscribers to a mobile payment system can transact with all other subscribers regardless
of which bank or MNO they use

2 Non-Intrusive Connectivity

The National Switch and the IIMPS must interface with bank’s core banking systems, front-end card
processing systems and switches (including third party switches) in a non-intrusive fashion —i.e., not
requiring extensive changes to the existing systems other than format and protocol changes where
existing system do not conform to the standards in Attachment 4.

4.1.

3 Platform standards

The National Switch and the IIMPS systems platforms must comply with the following:

4.1.

Must use Standard operating systems, application support software, databases, cluster
management software and system management software, conforming to ITC industry “open
systems” standards

For the server modules, UNIX, Linux, Windows or equivalent open systems operating
environments are preferred.

For the client modules, common browsers like Internet Explorer, Firefox, Chrome, etc.....
should be supported.

Database management systems must comply with the relational model and must be SQL
compliant.

Any open source components must be identified to CBI, explaining how these will be
supported and kept current.

CBI as System Operator will expect the supplier to have organized the current and future
licensing arrangements for all system software components such that they can be smoothly
handed over for live running.

The system must be scalable by functional module or by capacity, and thus accommodate
future changes in volumes and financial sector services.

4 National Switch technical standards

The National Switch must:

Interface to bank front-end card processors, switches, and third party switches using ISO
8583 formats and protocols, with the ability to support or convert between the 1987, 1993
and 2003 variants so that banks do not have to change their versions of the standard (unless
they wish to)

prepare net settlement positions for settlement in RTGS at end of day or several times
during the day, passing net settlement instructions directly to the RTGS in SWIFT FIN MT298
format.
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provide centralized fraud and AML monitoring services, collecting suspicious transaction
data from all other sub-switches, analyzing and producing collated reports, using 15020022
schemas for exchange of information.

have terminal management facilities enabling the connection of ATMs, PoS terminals and
other devices directly, using standard protocols for common devices, which can support
multi-acquirer operation — the objective being to avoid a proliferation of terminals on
retailers’ counters even if more than one acquirer is used.

have automated or manual mechanisms to handle a queued settlement and ensure any
gueued instruction settles before end of day in RTGS, as per the BIS FMI Principles (see
below).

support EMV card security standards and conform to PCI-DSS security standards and
operational security standards as described below.

Provide statistical and transaction data to CBI according to CBI requirements, which may
vary from time to time and have the ability to collate information from Sub-switches —i.e.,
switches which connect to the National Switch, using 1S020022 schemas for exchange of
information.

4.1.5 IIMPS Technical Standards
Technical standards of the IMPS must comply with the following:

Interface with the National Switch (or other switches) using 1ISO8583 formats according to
the necessary protocols for upload and download of funds

Interface to CBI’s CACH using 1SO20022 formats, according to the necessary protocols for
clearing inter-bank mobile transactions

Support advanced GPRS handsets (smartphones)

Support the lowest common denominator in terms of mobile handsets (i.e. any existing
GSM phone) for at least a basic level of service requiring no more than the following
handset minimum features:

o GSM (2G)
o SMS
o USSD

o (optionally) Java-enabled SIM

Support, maintain and consult, using standard protocols, a highly secure Central Database
that records the links between account number and name aliases, in order that payment
beneficiaries can be validated before a payment is sent. This mechanism is intended to avoid
transactions being lost due to incorrect account details and to minimize the sending of
incorrect transactions by matching names and numbers.

Interface with all the participating MNO’s Mobile Channel Servers (USSD Gateway, SMSC and
WAP Gateway) and also to MNO Billing systems (Pre- and postpaid) using agreed formats
and protocols compatible with ISO 8583 information requirements.
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4.1.6 Account numbering standards
Currently there are no industry-wide account numbering standards in Iraq. However, to ensure

interoperability within the Mobile Payment System it is necessary to be able to distinguish readily
the accounts belonging to different banks. Hence it is recommended that System Operators plan:

e to standardize mobile payment account numbers in accordance with existing payment card
standards and incorporate Issuer Identification Number (IIN or a ISO/IEC 7812 compliant
account number), previously known as bank identification number (BIN) in the numbering of
mobile payment accounts;

e to enable “aliases” so that the mobile payment account number can be readily associated
with the actual mobile phone number, and associated with a new phone number if a SIM
card is lost; and

e toincorporate a payment card compliant Personal Identification Number (PIN) in association
with all mobile financial services accounts.

If the accounts are identified and controlled in this way, total interoperability can be achieved
making use of the national Retail Payment Systems Infrastructure, without any knowledge of the
specific Core Banking, acquirer and issuer systems used. The Switching infrastructure or CACH will
be able to route transactions to and from the Mobile Payment System using the normal I[IN-based
routing mechanisms.

The winning Bidder for the supply of the IIMPS must build these standards into its IMPS system and
work with CBI and other System Operators to facilitate the agreement of these standards.

4.1.7 Communications

The National Switch supplier must comply with the following requirements re communications:

e The communications capacity necessary and any other requirements for connections
between the National Switch primary site, central Switch fallback site, participant head
offices/ card systems/acquirer systems and mobile payment systems, and connection of
ATMs and EftPos devices must be provided by making arrangements with local suppliers (of
the IIBN or alternative network).

e Connections for ATM and PoS devices must meet industry standards for connectivity
(normally proprietary to device manufacturer) and security of the devices (normally triple
DES for ATM and PoS), and use PKI methods for interconnection of systems and sites.

e It is anticipated that security hardware will be necessary to secure card transactions and
standby authorization arrangements. These must be industry standard hardware security
modules (HSMs) conforming to PCI-DSS standards.

4.2 Performance Standards

4.2.1 Response

Given the transaction volume estimates set out in Attachment 2, “Framework of Standards of Retail
Payments in Iraq”, on-line response times (end-to-end, assuming no communications delays), at
periods of peak load, for ATM, POS or mobile phone dialogues should be as follows:

= ATM (direct Connect) Average 4 seconds; Maximum 10 seconds.
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= PoS (direct Connect) Average 5 seconds; Maximum 10 seconds.

=  Mobile (Non SMS dialogue) Average 4 seconds; Maximum 10 seconds.

4.2.2 Availability

The hardware and system software platform should have a high availability architecture, using
clustering as necessary, to assure an availability level of 99.98% 24x7 on all days of the year. UPS
and standby generators should be specified to assure this level of availability, as power outages are
still very common and lengthy in Iraqg.

The application software must similarly be guaranteed to be able to maintain these service levels,
with “non-stop” operation including cluster failover at each site and managed failover between sites.

4.2.3 Middleware and Commercial Off-The-Shelf Products

The Bidder must be able to assure CBI that all middleware and Commercial Off-the-Shelf (COTS)
products used in the development and support of the RPSI environment can be kept current using
the latest versions available (up to one level back) on the market at the time of software
deployment. This includes software, libraries, and any Integrated Development Environment (IDE)
utilized to develop, compile and maintain version control on the end product. Maintaining the
currency of this software must be part of the Maintenance and Support Program.

4.2.4 Network support

All network equipment must be configured to provide a fault-tolerant environment in support of the
99.98% 24x7 availability requirement.

The equipment must support the VPN Connections between the RPSI components and the
Participants, the RPSI and the IPS as well as the VPN connections between the RPSI and the MNOs.
This may imply the use of hardware routers and firewalls at banks to assure the quality of the VPN
connections. Although it will be the responsibility of the banks to procure and install such
equipment, the Bidder should specify what is likely to be needed and state the costs in the Financial
Proposal.

Central network monitoring equipment and software should also be specified as it is important that
the RPSI operators can see the state of the network clearly at all times.

4.2.5 Customer issues
The Bidder must ensure that suitable reports are available regarding performance so that the
systems enable the transparency necessary for the System Operator to answer customer complaints
in a reasonable time.
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4.3 Security Principles and Standards

4.3.1 Overview
Bidders must confirm their compliance with the standards for message security, communication
security, access control and auditability set out in Attachment 4. Note that where a requirement is
stated that System Operators must meet, the supplier of the National Switch must ensure that its
system will enable the CBI as System Operator of the RPSI to meet the principles, standards and
requirements.

Bidders must explain their preferred approach for Certification Authority systems to CBI and
describe the processes for managing keys, revocation lists and other essential features.

Specific standards that must be followed are listed in Section 4.3.

4.3.2 System and Technical Operators’ internal procedures
System Operators and especially Technical Operators of payment services must be compliant with

ISO27002 level security and operational standards regarding the management of sensitive
applications and data security. This standard concerns the security of premises and procedures used
in the development and deployment of payment systems components. Bidders must ensure that
their proposed systems are capable of conforming to the requirements of these standards, eg
security of PINs and transaction data during zone encryption procedures.

4.3.3 Communications Security

In principle the security of messages should not depend on the security of the network, so it is end
to end message security on which Bidders should focus in their design. Hence, all communications
between systems must use either:

e |PSectunnels and SSL level 3 or better for web communications

e PKlI methods for communications across other lines, with digital signatures where
appropriate — i.e. for handling data that emerges from a system and may be passed across
several communication zones before being received; or

e For card systems, up to date methods which are currently normally Triple DES and/or use of
Hardware Security Modules where appropriate, consistent with PCI-DSS requirements.

Bidders must ensure that their proposed systems are capable of conforming to the requirements of
these standards.

4.3.4 EMV Card Security

All card-issuing related and card management functions in the RPSI must be compliant with EMV
card security standards, involving the use of chip cards with PINs. Similarly all ATM, PoS or other
terminals attached to the National Switch must be EMV compliant.

The Switching processes must be able to support both EMV cards and magnetic stripe cards,
enabling, for example, EMV parameter configuration messages to be passed to Issuers from ATMs in
due course.
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4.3.5 PCI-DSS compliance

The Payment Card Industry Standards regarding data security (PCI-DSS standards) apply to both the
National Switch and the IIMPS. These standards demand that any personal data held is encrypted
and that the security zones within a computer installation that processes card transactions are
strictly segregated between applications. A compliance certificate regarding the system itself from a
recognized body should be obtained by the supplier as part of the implementation delivery and
presented to CBIl. The key requirements are:

e There must be separate VLANs for separate application systems such as a mobile payment
system and a Switch, and any ancillary applications.

e Database encryption must be carried out to protect personal data.

e Where stand-by authorization is provided, the Switch must support (at least) negative file
stand-in processing in a manner consistent with PCI-DSS standards.

e The accounting systems and databases within Mobile Payment Systems must also conform
to PCI-DSS standards where cards are used.

The supplier will be also expected to help CBI define its controls, procedures and physical layouts
outside the systems, for compliance with the PCI-DSS requirements.

4.3.6 Mobile Phone Security

Messages sent or received containing sensitive / confidential information such as phone PIN, Card
PIN, Password, names of individuals, amounts, phone and account numbers, etc., must be encrypted
either through the use of encryption applets on the phone or through encryption of the mobile
channel.

USSD services must use GSM3.48 encryption or better. WAP services should use end to end SSL
connections.

Mobile Station International Subscriber Directory Number (MSISDN) identities must be included in
transactions to prove that a SIM is actually present when the transaction is carried out, whatever
handset or mobile channel is used.

4.3.7 Anti-Money Laundering and Countering the Financing of Terrorism

Bidders must explain how their system will meet the requirements of the Anti-Money laundering law
of 2004.

4.3.8 Data protection

It is a particular concern of the CBI that no personal data should be acquired from the RPSI systems
in an unauthorized manner or by unauthorized persons and safeguards must be explicitly in place to
protect personal data. The PCI-DSS standards require data protection measures for card transaction
systems and similar measures should be applied by System Operators of Mobile Payment Systems.
The Bidder must explain its measures for data protection.
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4.4 Disaster recovery and backup

4.4.1 Disaster recovery

All Payment Services connected to the RPSI must be protected by a disaster recovery site within Iraq
which supports immediate data replication and resynchronization in the event of communication
failure between sites. The RSPI supplier must provide disaster recovery facilities as described in
Attachment 4 for the National Switch and IIMPS components. The supplier must work with CBI as
Technical Operator to ensure that these facilities are fully implemented and tested.

4.4.2 Backup and Archiving

There must be mechanisms for:
e automated daily backup of transaction and static data, and
e archiving of older data older than 12 months, to be held securely for 7 years, with recovery
facilities as described in Attachment 4.

4.5 FMI Principles

The supplier of the central RSPl components must ensure that its proposed systems are capable of
meeting the FMI principles and requirements as set out in Attachment 4 Section 6.
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5. Implementation Requirements

5.1 Phasing of implementation

The implementation plan is expected to involve a four phase approach. The exact definitions of the
phases are open for negotiation, but the following is offered for illustration.

Phase 1 — Vendor mobilization period. The Vendor is expected to be able to mobilize staff, housing,
office space, etc. in order to be able to start working on the ground in Baghdad within a maximum of
one month from signing of the contract with the CBI to implement the RPSI. The vendor must set up
a private web site (or equivalent mechanism) for the project to aid communication and
dissemination of materials.

Phase 2 — System implementation. The Vendor is expected to have the hardware, software, and
systems infrastructure installed at the CBI, and initial functionality of the RPSI ready for CBI to
perform User Acceptance Testing within a maximum of six months from the date the Vendor has
mobilized staffing resources in Irag.

Phase 3 — User Acceptance Test. Using acceptance test criteria provided by the Vendor, as well as
testing plans developed by the CBI, the UAT period will last three months, which will be extendable
pending CBI system acceptance of the RPSI.

Phase 4 — Pilot Phase. This phase is a Production Pilot, beginning with a group of hand selected pilot
banks and limited initial functionality, while bringing new banks and entities on-board the RPSI as
success of the initial phases is identified. The Pilot Phase is eighteen months in length, and is divided
into three parts: A, B, and C.

Pilot Phase A indicates system acceptance by the CBI, all systems preparations have been made
for the RPSI to “Go-Live”, and RPSI Production Pilot has begun. At this point, the Vendor software
warranty begins. Functionality available to end users in Pilot Phase A would initially include the
following:

e Basic reciprocity via the National Switch, so that all cards issued in Iraq can be used at all
terminals in Iraq, with settlement via RTGS, commencing with a pilot set of banks and then
expanding.

e Basic implementation of the IIMPS including Person to person transfers via the Mobile
Payment System, with the ability to upload and download cash via Agents and to use Mobile
Payments for mobile account to mobile account bill payment, airtime top-up and at selected
Merchants for goods and services.
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Pilot Phase B. Within twelve months into the Pilot Phase, the Vendor will enable integration

between RPSI and IPS systems to include the functionality:

Ability to make payments to and from mobile accounts from and to card-accessible
accounts in real-time via the Switch.

Ability to send funds to any account in the Iraqi banking system from a mobile account
via the ACH, for example to friends, family in other locations, or to pay bills externally.
Ability to send direct credits and direct debits via ACH from banks to mobile accounts.
Ability to use cards at ATM and PoS (even abroad) to access mobile accounts, which
includes the ability to issue m-cards.

Ability to carry out all Mobile Payment transactions though the internet as well as via
the handset.

Pilot Phase C. Within eighteen months into the Pilot Phase, the Vendor will be prepared to

provide a range of value added services for banks and their customers, if there are demands for

these types of services from participants and end-users. These services must be priced

separately since they will be implemented at the option of CBI per market demand, and could

include, for example:

Direct connection of terminals to the Switch on behalf of banks.

“On behalf of” merchant management services.

Card issuing on behalf of banks.

Direct connections to IPNs to enable banks to process foreign card transactions without
having to have their own technical connections with the IPNs.

Loyalty programs.

International remittance facilities.

A wider range of mobile payment channels.

At the end of the eighteen months Pilot Period, the Vendor will provide maintenance services as

defined in the Maintenance Agreement. The initial maintenance period will be twelve months and

will be renewable at the option of the CBI.

CBI maintains the right to outsource infrastructure support (but not application support) to another

provider if CBI is dissatisfied with the Vendor for any reason. In this event, CBI would contract with

the Bidder separately for application software support.
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5.2 Delivery Timetable

The tender process and implementation timetable is anticipated to be as illustrated below and may
be negotiated during the contracting process. The supplier will be responsible to the CBI for the
delivery of results against a plan which will include milestones, with financial penalties for late or
incomplete delivery, as defined in the contract.

TASKS START COMPLETE
RFP is issued 25-Mar-13 | 25-Mar-13
Questions from bidders period and responses received 24-Mar-13 | 18-Apr-13
Vendor drafting RFP responses 24-Mar-13 | 25-Apr-13
Technical proposals submitted by vendors (Hard Copy) 25-Apr-13 2-May-13
Le::t?;ic:oll proposal review completed and short list of bidders 4-May-13 | 30-May-13
Vendor presentations, demonstrations, and user visits 1-Jun-13 13-Jun-13
Financial Proposals submitted (Hard Copy) 1-Jun-13 13-Jun-13
Financial Proposals reviewed 15-Jun-13 20-Jun-13
Winning bidder identified 22-Jun-13 27-Jun-13
Contract process with winning bidder 29-Jun-13 18-Jul-13
Award announced 18-Jul-13 18-Jul-13
Phase 1 — Vendor mobilization period 18-Jul-13 17-Aug-13
Phase 2 — System implementation 17-Aug-13 | 13-Feb-14
Phase 3 — User Acceptance Test 13-Feb-14 | 14-May-14
Phase 4 — Pilot Phase A 14-May-14 | 12-Aug-14
Warranty period begins 14-May-14
Phase 4 — Pilot Phase B 12-Aug-14 8-Feb-15
Phase 4 — Pilot Phase C 8-Feb-15 7-Aug-15
Warranty period ends 7-Aug-15
Maintenance period 7-Aug-15 6-Aug-16

5.3 Resource Commitments

The supply and implement approach requires that the successful Bidder must provide much of the
resource to implement the systems and set up the operational environment. However, it is vital that
the CBI as System and Technical Operator is closely involved and that the CBI team has plenty of
opportunity for knowledge transfer from the supplier team. Participants too must be closely
involved so that they can prepare their systems and operations in a timely fashion, and develop new
products and services to make the most of the RPSI as soon as it is available. CBI, as management of
the project will ensure that plans are followed and committed resources provided.
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It is important to satisfy the CBI and the Evaluation Committee that sufficient resources will be
applied to the development and implementation work and that there is a realistic plan to set up the
operational environment.

5.4 Expectations on Resourcing from the Industry

The bid must set out the likely needs for implementation effort from the CBI, banks and MNOs and
any other parties. For example, for OTA enrolment, there may be a need to connect with any
available databases of ID numbers or other data that enables identity to be proven. For the banks in
particular, the steps and effort required to establish their connections with the National Switch and
the Mobile Payment System need to be spelled out. For the MNOs, the steps and effort for
connection to the Mobile Payment System must also be explained.

5.5 Regulatory Preparations

To support the implementation of the RPSI, the necessary Instructions are being developed by CBI.
The first of these, the payment services instructions of 2013 has already been issued (see
Attachment 1). The PS Instructions lay out the basic principles and provide an overview of the
regulatory environment common to all participants and end users. This is a key step in establishing a
clear regulatory framework for retail payment systems in Irag, and its implications have been
explained in sections 3 and 4. These will include mandatory interoperability, the authorization and
registration of Payment Service Providers and their Agents (both processing Agents and customer
service Agents), consumer and data protection, prevention of money laundering, and adherence to
CBI technical standards. More detailed Instructions have been drafted, they are in the process of
review and will be issued prior to project implementation . These are:
e Payment Service Provider Instructions, which explain the authorization/registration
procedures for PSPs, compliance mechanisms, penalties and rules about electronic financial
e Business Code of Conduct Instructions, regulating the relationships between PSPs and
customers; and
e Collateral usage Instructions, setting out the regulations for the use and execution of
collateral for support of RTGS settlement.

Hence by the time implementation has begun, there will be a comprehensive framework of
Regulations in place to clarify the roles, responsibilities and obligations of all parties in the payments
business.

The Vendor must draft System Rules and Participation Agreements for the National Switch and the
Iraq Interoperable Mobile Payment System, consistent with their actual system offering, and
example terms and conditions for mobile accounts, which will be revised and legalized by CBI.
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6. Conclusion

The development of the RPSI according to the proposed strategy will enable the Iragi payments
industry to avoid many of the problems that have occurred in other countries, especially the
establishment of many incompatible payment systems. In view of the economic potential of the
country, the size of the market and the pressures to reduce the use of cash and paper instruments,
it is likely that electronic retail payments will become an important factor in the day to day lives of
the Iraqgi people over the next few years. Payments to merchants, bill payments, person to person
payments and airtime purchases will be possible for anyone, anytime and anywhere, using secure
and efficient channels — cards, mobile phone, agency and internet.

High and growing mobile phone penetration, particularly, opens the door to financial inclusion for
the very high proportion of Iragis who currently have no banking relationships. Economists believe
that economic development is boosted in countries where a sound, secure and reliable retail
payments infrastructure is available. For the more remote and rural communities, currently severely
under-banked in Iraqg, access to the financial system will be possible for the first time. Readily
accessible access to funding for local projects and businesses will be opened up and the opportunity
for microfinance-based development can be more effectively realised.

Hence, the CBI is pleased to invite Bidder consortia to put forward their technical and financial
proposals for the Supply and Implement Contract for the Retail Payment Systems Infrastructure in
Iraq.
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Annexes

Annex 1 - List of Attachments
1. CBI Payment Services Instruction of 2013

2. Framework of Standards of Retail Payments in Iraq
3. IIMPS Summary

57



The Central Bank of Iraq (CBI)

Request for Proposal — Iraq National Switch and Mobile Payment System

Annex 2 - Glossary

Term Explanation

ACH Automated Clearing House

Acquirer An acquirer (or acquiring bank) is a member of a card association, for
example MasterCard and/or Visa, which maintains merchant
relationships and receives all bankcard transactions from the merchant.

AML Anti-money laundering

API Application Programming Interface

ATM Automated Teller Machine

BIN Bank Identification Number (BIN) an ISO/IEC 7812 compliant number
which forms an integral part of payment card numbers. The term BIN has
now been replaced by the term Issuer Identification Number (IIN)

BIS Bank for International Settlements

CA Certification Authority

CACH Check Enabled Automated Clearing House

CMMS Card and Merchant Management System is a system which combines the
functionality of a CMS and a MMS in one integrated System.

CBI The Central Bank of Iraq

CBS Core Banking System

CFT Countering the financing of terrorism

CSD Central Securities Depository
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Term Explanation
CMS Card Management System (CMS).
A CMS provides a flexible speedy way for banks (Issuers) to introduce
card based products to the market and provides all aspects of card
issuing and merchant acquiring functions.
A CMS must provide an Issuing System which provides full on-line and
off-line transaction processing and all functions required to support a
fully integrated card processing system. The CMS must be capable of
supporting card management, customer services, transaction
authorisation, clearing and settlement with IPSs and domestic clearing
and settlement systems, production of billing statements, collection and
risk management.
The CMS must support issuing of credit, debit and ATM Cards including:
Domestic and International Cards
Revolving Credit Cards
Business and Corporate Cards
Loyalty Cards
Virtual Cards for Internet Use
Private Label and non (embossed) personalized cards
Charge Cards (Major Purchases, loans and Micro Finance)
Chip Cards and Contactless Cards
Online real-time processing — meet customer needs real-time
Support for ALL card types: credit, debit, private label,
loyalty, pre-paid and combo-functionality
Full scheme support: Visa, MasterCard, AMEX, JCB, CUP,
private closed/open loop
Customer centric design
EMV Compliant
Fully internationalized
Real time Fraud Alerts
DBMS Database management system
DC Direct Credit
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Term

Explanation

DCC

Dynamic Currency Conversion provides consumers with a rate of
exchange at point of sale rather than waiting for a statement at the end
of the billing cycle. The calculation of currency exchange is not computed
by the issuer of the credit card but by the merchant who can set the rate
of exchange. There has been controversy because some merchants have
run dynamic currency conversion without giving the option to the
cardholder or charge rates far in excess of what a bank might charge. Itis
planned to enable DCC within the IIMPS, permitting dynamic currency
exchanges based on a fixed rate entered by CBI at Start of Day

DD

Direct Debit

DDI

Direct Debit Instruction

DDM

Direct Debit Mandate

DSS

Data security standards

ECP

Electronic Check Presentment

EFTPOS

Electronic Funds Transfer at Point of Sale

EMV

EMV stands for EuroPay, MasterCard and VISA, the global standard for
inter-operation of integrated circuit cards (IC cards or "chip cards") and IC
card capable point of sale (POS) terminals and automated teller machines
(ATMs), for authenticating credit and debit card transactions.

It is a joint effort between EuroPay, MasterCard and Visa to ensure
security and global interoperability so that Visa and MasterCard cards can
continue to be accepted everywhere. EuroPay International SA was
absorbed into MasterCard in 2002. JCB (formerly Japan Credit Bureau)
joined the organization in December 2004, and American Express joined
in February 2009. IC card systems based on EMV are being phased in
across the world, under names such as "IC Credit" and "Chip and PIN".

The EMV standards define the interaction at the physical, electrical, data
and application levels between IC cards and IC card processing devices
for financial transactions. There are standards based on ISO/IEC 7816 for
contact cards, and standards based on ISO/IEC 14443 for contactless
cards.

Ethernet

IEEE 802.3 Standard LAN protocol

FT

Funds Transfer
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Term

Explanation

FEP

Front End Processor A payment Front End Processor or FEP is a bank or
third party owned Payment Switch, which allows a bank to process Card
based transactions originating from ATM machines or Point of Sales
Terminals owned by the bank or from FEPs owned by other banks or
from shared interoperable EFTPOS / ATM Switches and / or International
Payment Network (IPNs) providers.

Front-end processors may have connections to various (IPNs) card
associations and supply authorization and settlement services to the
merchant banks’ merchants. Core Banking Systems accept settlements
from front-end processors and, via a country's central RTGS, move the
money from the issuing bank to the merchant bank. In an operation that
will usually take a few seconds, the payment processor will both check
the details received by forwarding them to the respective card’s bank
issuing bank or card association for verification, and also carry out a
series of anti-fraud measures against the transaction.

Additional parameters, including the card’s country of issue and its
previous payment history, are also used to gauge the probability of the
transaction being approved. Once the payment processor has received
confirmation that the credit card details have been verified, the
information will be relayed back via the payment gateway to the
merchant, who will then complete the payment transaction. If
verification is denied by the card association, the payment processor will
relay the information to the merchant, who will then decline the
transaction.

GB

Gigabyte

GDP

Gross Domestic Product

GL

General Ledger

GPRS

General Packet Radio Service — used to provide advanced mobile services
such as web access

GSM

Global System for Mobile Communications

GSRS

Government Securities Registration System

GUI

Graphical User Interface

Hz

Hertz (cycles per second)

ICL

Image Cash Letter ( X9.37 file)

IDE

Integrated Development Environment

IEEE

Institute of Electrical and Electronics Engineers

[IBN

Iraq Inter-Banking Network

[IMPS

Iraq Interoperable Mobile Payment System
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Term

Explanation

[IN

Issuer Identification Number (1IN) an ISO/IEC 7812 compliant number)
used as an integral part of payment card numbers. IIN was previously
known as bank identification number (BIN)

ILF

Intra-day Liquidity Facility

IPN

International Payment Network provider eg Visa, MasterCard, AMEX, JCB,
China UnionPay etc.

IPS

Iraq Payment System, the Interbank “wholesale payment systems
backbone” currently running at the CBI. The IPS consists of a RTGS, a
CACH and a GSRS.

ISO

United Nations International Standards Organization

ISO 20022

The I1SO designation for the UNIFI standard (qg.v.), the standard which

defines the message formats normally used to connect a CBS to Inter-
bank payment systems for bulk payments through a Straight Through
Processing (STP) interface

ISO 27002

ISO/IEC 27002 is an information security standard published by the
International Organization for Standardization (ISO) and by the
International Electrotechnical Commission (IEC), entitled Information
technology - Security techniques - Code of practice for information
security management. The standard provides best practice
recommendations on information security management for use by those
responsible for initiating, implementing or maintaining Information
Security Management Systems (ISMS).

ISO 8583

Financial transaction card originated messages — Interchange message
specifications are the International Organization for Standardization
standard for systems that exchange electronic transactions made by
cardholders using payment cards. It has three parts:

Part 1: Messages, data elements and code values

Part 2: Application and registration procedures for Institution
Identification Codes (IIC)

Part 3: Maintenance procedures for messages, data elements and code

values

The two main variants in current use are the 1987 standard and the 1993
standard.

Issuer

An Issuer is a Financial institution that issues credit or debit cards, for
example, Visa or MasterCard credit cards, or automated teller machine
debit cards. Card issuers authorize transactions on issued and
outstanding cards, and mail monthly activity statements to cardholders.

ISX

Iraq Stock Exchange

IMS

Java Message Service — a de facto standard used for real-time message
interfaces

KB

Kilobyte
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Term Explanation
LAN Local area network
MB Megabyte
MFI Micro-Finance Institution
MICR Magnetic Ink Character Recognition
MMS Merchant Management System provides online acquiring and
real-time transaction processing with full back office support for credit,
debit and other forms of card payment — managing the complete
merchant life cycle from account establishment through to settlement.
Key Components of Acquiring and Merchant Management:
e Merchant Establishment
e Fraud prevention tools
e Risk Alert Management
e Interchange
e Financial Transaction Processing
e Submission Processing
e Commissions
e Settlement
e Terminal Management
MNO Mobile Network Operator
MOM Message-oriented middleware
MPS Mobile Payment System
MSISDN MSISDN is a number uniquely identifying a subscription in a GSM or a
UMTS mobile network. Simply put, it is the telephone number of the SIM
card in a mobile/cellular phone. This abbreviation has several
interpretations, the most common ones being "Mobile Subscriber
Integrated Services Digital Network Number" or “Mobile Station
International Subscriber Directory Number”
MSP Mobile Service Provider — a System Operator running a Mobile Payment
System and Service
MTBF Mean time between failures
NFC Near Field Communication - is a short-range high frequency wireless
communication technology which enables the exchange of data between
devices over about a 10 centimetre (around 4 inches) distance. The
technology is a simple extension of the ISO/IEC 14443 proximity-card
standard (proximity card, RFID) that combines the interface of a
smartcard and a reader into a single device. An NFC device can
communicate with both existing ISO/IEC 14443 smartcards and readers,
as well as with other NFC devices, and is thereby compatible with existing
contactless infrastructure already in use for public transportation and
payment. NFC is primarily aimed at usage in mobile phones.
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Term Explanation

NIC Network interface card

NSI Net Settlement Instruction

(ON) Operating system

PCI Compliance The Payment Card Industry Data Security Standard (PCI-DSS) is an
information security standard for organisations that handle cardholder
information for the major debit, credit, prepaid, e-purse, ATM, and POS
cards.

PE Payments Engine. A Montran software product purchased by Rasheed
and Rafidain banks to provide IPS data entry facilities from branches,
since these banks do not yet have Core Banking Systems

PIN Personal Identification Number

PKI Public Key Infrastructure

PMU Program / Project Management Unit

POS Point of Sale

PS Participant System. The component of the CACH installed at a Participant

PSP Payment Service Provider. Entity that provides payment services to end-
customers. Includes banks as Participants in the payment systems and
any other entities authorized by CBI to provide payment services.

RAID Redundant array of inexpensive (or independent) disks

RAM Random access memory

RPSI Retail Payment System Infrastructure. A Retail Payment System is what
the banks employ to deliver their banking transactions. The IFDP is
concerned with defining and tendering a national platform enabling
interoperability between the Iraqgi banks’ CBS, MMS and CMS systems ie
provision of the components required to establish an interoperable
infrastructure for retail payments

RTGS Real-Time Gross Settlement — a settlement method in which single
transactions are settled in central bank accounts in real-time

RTGS System Real-Time Gross Settlement System —a computer system that supports
RTGS

S.W.LF.T. Society for Worldwide Interbank Financial Telecommunication

SIM Subscriber Identity Module

SLA Service Level Agreement

SMS Short Message System

SMSC Short Message System Centre

SQL Structured Query Language

SSL Secure Sockets Layer — web security mechanism, invoking “https” sites

STP Straight-through processing
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Term Explanation

System Operator The entity legally responsible for the operation of a payment system

Technical Operator An entity responsible for running the IT aspects of a payment system,
under the direction of a System Operator

TCP/IP Transmission Control Protocol / Internet Protocol

UNIFI UNIlversal Financial Industry standard message format

usD US Dollar

uUssD Unstructured Supplementary Services Data

VPN Virtual Private Network

WAP Wireless Application Protocol

XML Extensible Markup Language — a method of defining the format and
content of a file
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1. Introduction

This document sets out the framework of standards and guidelines for card transaction switches and
mobile payment systems in Iraq; for interconnection between the switches and mobile systems; and
their interfaces with bank systems. The design principles and technical standards are set out first,
followed by rules for performance, security and disaster recovery, anda set of guidelines drawn from
the BIS Principles for Financial Market Infrastructures.

The requirements apply to various categories ofsystem and serviceproviders:

e Payment service providers (PSPs) that offerpaymentsservices to end customers - these may
be banks or MNOs or potentially third parties

e System Operators that run either Switches or Mobile Payment Systems or combinations of
infrastructure services supporting PSPs and as their processing Agents

e The System and Technical Operator of the central switch which will be the CBI, and hence
the winning Bidder in the RPSI tender whose supplied systems must meet the standards for
the central switch.

Essentially the standards are the same in all these cases but different elements will be of more
significance in one case than others.

In Section 7, there is a table which shows the specific standards and principlesto which different
types of operator need to comply.

These standards are set out against the backdrop provided by the CBI’s Instructions on
PaymentServices, and theyshould be read in conjunction with these:

Payment Services Instructions of 2013

Payment Service Provider Instructions of 2013
Financial Collateral instructions of 2013

¢ Model Guidelines for Best Banking Practice of 2013.

There are numerous points in this document where System Operators and Technical Operators are
asked to “disclose” specific information to CBI. This disclosure is required in the course of the
authorization procedure for a System Operator as a Processing Agent of PSPs under the Payment
Service Provider Instructions of 2013, to be issued by CBI. The CBI is entitled to ask for any
operational or technical information necessary to assess the System Operator's competence to
provide a Switch or Mobile Payment System.
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2. Standards

2.1 Introduction

The basic design principle behind the Iraqi Retail Payment Systems Infrastructure is interoperability
based on the concept of non-intrusive interfacing. Non-intrusive in the context of interoperability
means integration without changing of Core Banking Systems, Front End Processors and Card and
Merchant Management Systems. The National RPSI will therefore be based on industry standard
interfaces which will be supported by any reputable Core Banking System, Front End Processor,
EFTPOS / ATM Switch and Card / Merchant Management System.

2.2 Technical Architecture

The technical architecture for interoperability is based on a “many to many” model, whereby all
Payment Service Providers, whether banks, MNOs or third parties, can interoperate via a common
network of connections or switches:

Many to Many Model

o )
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Please note that this diagram, for sake of simplicity, includes only a small selection of Iragi PSPs and
potential PSPs.

The architecturehas a central switch to facilitate interconnection and provide added value functions,
but the essential feature is that all the providers can interface via a network of some kind. The
architecture may be illustrated as follows:
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Interoperable architecture with a Central Switch

Other Iraqi
banks

In this model, as envisaged in the Iraq Retail Payments Strategy of 2011, all the existing and
envisaged switches linking a number of banks (which we refer to below as sub-switches) must
connect to the central Switch. As well as performing the switching and clearing functions, the central
Switch contains the added value processing necessary for (eg) terminal management, fraud
management, AML surveillance and information delivery to CBI.

The CBI willrequire the banks and / or Payment Services Providers to submit payment statistics and
Suspicious Transaction Reports (STR) for oversight and AML purposes, which may include
information about on-us transactions as well as cleared transactions.The banks themselves and/or
the Sub-switchesmust generate or pass on any suspicious transaction reports, statistical information
or cleared transaction information to be sent to CBI in formats as described below, via the central
Switch.

2.3 Switch and Mobile components
Both Switches and Mobile Payment Systems must conform to the following principles and standards:

e The technical details of the Switch and the internal formats, protocols and standards used must
be divulged to CBI.

e Standard operating systems, application support software, databases, cluster management
software and system management software must be used, conforming to ITC industry “open
systems” standards and must be kept fully licensed for use and support.

e Any open source components must also be identified to CBI, explaining how these will be
supported and kept current.

e The systems supporting Switches and Mobile Payment Systems (where card
transactions are used)in RPSI must be MasterCard- or Visa- certified for “card-based”
mobile services utilizing MasterCard / Visa standards.
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2.4  Switch components
The central Switch must:

e prepare net settlement positions for settlement in RTGS at end of day or several times
during the day, passing net settlement instructions directly to the RTGS.

e providecentralized fraud and AML monitoring services, collecting transaction data from all
other sub-switches, who must be able to deliver at least information about suspicious
transactions.

¢ have terminal management facilities enabling the connection of ATMs, PoS terminals and
other devices directly, using standard protocols for common devices, which can support
multi-acquirer operation — the objective being to avoid a proliferation of terminals on
retailers’ counters even if more than one acquirer is used.

Sub-switches — ieswitches which connect to the central Switch — must prepare net positions for
settlement. These will be passed to the central Switch for combination with the central Switch
positions and all can be settled together.

All switches must:

e have automated or manual mechanisms to handle a queued settlement and ensure any
queued instruction settles before end of day in RTGS, as per the BIS FMI Principles.

e support EMV card security standards.

e conform to PCI-DSS security standards and operational security standards as described
below in Section 6.

e Provide statistical and transaction data to CBI via the central Switch according to CBI
requirements, which may vary from time to time.

2.5 Mobile Payment System components

2.5.1 Interoperability and settlement
All mobile payment systems must be interoperable. This can be achieved by:
¢ Interface with the central Switch for real-time transactions

o Bilateral interfaces with other MPSs (note that this would have to be available for all MPSs in
the market and may therefore be a less cost effective option)

¢ Interface with the ACH at CBI for session based transaction clearing and settlement, which
may be necessary at the start.
An ACH interface will in any case be necessary for clearing and settlement of inter-bank transactions
processed in the Mobile Payment System (eg via bilateral links to other MPSs) to enable interaction
between mobile accounts and accounts in the conventional banking system. The implementation of
an ACH interface is a commercial decision for the Mobile Payment System Operator, but it must use
some means of interoperability to meet the standards and avoid fragmentation of the market.

The standards applying to these interfaces are described below.
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2.5.2 Mobile Phone Support

As well as supporting more advanced (GPRS) handsets, MPS services must support the lowest
common denominator in terms of mobile handsets, i.e. any existing GSM phone must be supported
for at least a basic level of service and must require no more than the following handset minimum
features:

e GSM (26)
e SMS
e USSD

Java-enabled SIM

For basic GSM phones, the handset application must wherever possible, make use of the USSD and
SMS protocols to optimise menu selection and security of messages transferred over the air.

2.5.3 Central Name and AccountDatabase

Every Mobile Payment System must be able to connect to, maintain and consult, using standard
protocols, a Central Database that records the links between account number and name aliases, in
order that payment beneficiaries can be validated before a payment is sent. This mechanism is
intended to avoid transactions being lost due to incorrect account details and to minimize the
sending of incorrect transactions by matching names and numbers.

The central Switch provider will also provide this Database so that the Switch connections can be
used for the database look-up. The facility must be highly secure.

2.6 Interface formats

2.6.1 Interface between Elements of RPSI and Inter-bank Systems

The interfaces between the elements of the RPSI and the inter-bank IPS components must be based
on LAN and/or VPN connections. These interfaces must allow a Straight-Through Processing (STP)
connection using Java Message Service (JMS) compliant message queuing middleware. The protocol
used for communication with the RTGS for net settlement and for collateral information messages is
a simple SWIFT FIN MT298 custom message. For inter-bank clearing via CACH an 1SO20022 message
format is employed. The infrastructure for retail payments must be designed from the start to be
compliant with these standards.

These standards therefore apply both for delivery of net settlement instructions to RTGS, to delivery
of transaction files for clearing to CACH and to delivery of statistical and suspicious transaction
information. The detailed content and formats for the messages must be agreed between the
Switch provider and CBI in the initial stage of the project.

2.6.2 Transaction Switching Interface -Mobile to RPSI to Participants FEPs

The interface between a Mobile Payment System and the central Switch andcentral Switch to
Participants’ front-end processors (EFTPOS/ATM switches) must be based on a VPN network
connection using an 1SO8583-based protocol.
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ISO 8583 is a financial transaction protocol which specifies a common interface by which card
originated financial messages may be interchanged between acquirers and card issuers. It specifies
message structure, format and content, data elements and values for data elements. The method by
which settlement takes place is not within the scope of this part of ISO 8583.

The use of ISO 8583 is mandatory and applicable to both card and mobile transactions.

Please note that three versions of ISO8583 exist — versions of 1987; 1993 & 2003. Visa and
MasterCard are currently using the 1987 version, but it is envisaged that some of the Iragi banks
and Sub-switches may use different versions of the protocol. Thus, the central Switch must be able
to support all these variants or provide protocol conversion to allow banks or service providers to
connect with any of these versions.

Mobile Payment System Operators have the choice as to which form of the standard to use for
interchange with the central Switch. In general we would recommend the most recent standard.

2.6.3 Interfaces between MNOs and Mobile Payment System Platforms

A number of interfaces to MPS platforms may be required between the MNO’s Mobile Channel
Servers (USSD Gateway, SMSC and WAP Gateway) and also to MNO Billing systems (Pre- and
postpaid). The nature of these interfaces will depend on the brand of gateway / billing system.
However, ISO8583 formatfor transactions will need to be supported at the MPS Platform to allow for
interoperable transactions coming from other card and mobile platforms. This ensures that mobile
accounts will be accessible by card for those MPS operators who wish to implement this facility, and
that transactions can be exchanged in a standard way between MNO’s systems via the central
Switch.

MNOs operating an MPS without ACH or switching network connections will be required to provide
vendor compatible interfaces for the other Iragi MNOs for the passing of inter-bank or inter-MNO
transactions. All these interfaces must conform at least to SSL security standards as discussed in the
Security section below.

2.6.4 Summary of interface message formats

The following diagram provides an overview of the message format standards to be used.
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Message Format Standards to be used for connections
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2.7 Platform Responsibilities

Any switch or mobile payment systems service providerwithin the RPSI eco-system must supply,
install, configure, and support hardware, communications equipment, other equipment, network,
database, software, and middleware. These developments and operation of a system within the RPSI
are entirely the responsibility of the System Operator of each system, which must ensure, as part of
its responsibilities that all components are properly licensed.

All Switchand mobile payment System Operatorsconnected to the RPSI must contract with hardware
suppliers to provide warranty and service on primary data centre, fallback environment, and
networking devices throughout the period of operation.

2.8

The hardware configuration must be consistent with industry standards, open systems conventions
and interfaces, including message formats, in order that the system may be interfaced easily with
other systems, and expanded by functional module or by capacity, and thus accommodate future
changes in volumes and financial sector services.

Industry standard platforms

For the server modules, UNIX, Linux, Windows or equivalent open systems operating environments
are preferred. For the client modules, common browsers like Internet Explorer, Firefox, Chrome,
etc..... should be supported. Database management systems must comply with the relational model
and must be SQL compliant.

2.9 Account numbering Standards

10
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There are currently no industry-wide account numbering standards in Irag. However, to ensure
interoperability within the Mobile Payment System it is necessary to be able to distinguish readily
the accounts belonging to different banks. Hence it is recommended that System Operators plan:

e to standardize mobile payment account numbers in accordance with existing payment card
standards and incorporate Issuer Identification Number (1IN or a ISO/IEC 7812 compliant
account number), previously known as bank identification number (BIN) in the numbering of
mobile payment accounts;

e to enable “aliases” so that the mobile payment account number can be readily associated
with the actual mobile phone number, and associated with a new phone number if a SIM
card is lost; and

e toincorporate a payment card compliant Personal Identification Number (PIN) in association
with all mobile financial services accounts.

If the accounts are identified and controlled in this way, total interoperability can be achieved
making use of the national Retail Payment Systems Infrastructure, without any knowledge of the
specific Core Banking, acquirer and issuer systems used. The Switching infrastructure or CACH will
be able to route transactions to and from the Mobile Payment System using the normal 1IN-based
routing mechanisms.

CBI and other System Operators must work together to facilitate the agreement of these standards.

2.10 Communications
The Iraq inter-Bank Network (IIBN) is used to connect Bank head offices with CBI.

Switchesmust comply with the following requirements re communications:

e The communications capacity necessary and any other requirements for connections between a
Switch’sprimary site, and fallback site, participant head offices/ card systems/acquirer systems
and mobile payment systems, and connection of ATMs and EftPosdevices must be provided by
making arrangements with local suppliers (of IIBN or alternatives).

e  Connections for ATM and PoS devices must meet industry standards for connectivity (normally
proprietary to device manufacturer) and security of the devices (normally triple DES for ATM
and PoS), and use PKI methods for interconnection of systems and sites.The methods used to
secure the connections must confirm to the descriptions provided in the sections on interfacing
and security.

e It is anticipated that security hardware will be necessary to secure card transactions and
standbyauthorizationarrangements. These must be industry standard hardware
securitymodules (HSMs) conforming to PCI-DSS standards.

11
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3. Performance Standards - Service level expectations

3.1 Application software

The application software provided on the RPSI platform must be capable of “high availability”, “fault-
tolerant” or “non-stop” operation including cluster failover at each site and managed failover
between sites. The System Operator must explainthe level of availability that it expects the
components to achieve, which must be at least 99.98% 24 x 7. The proposed figures must be built
into the SLA that the System Operator has with its participants.

3.2 Hardware and System Software

The computer hardware platform for the RPSI components must be a cluster-based fault-tolerant
platform, as required to support the Application Software, providing not less than 99.98% availability
and must be deployable and portable across multiple open platforms and network infrastructure.

3.3 Middleware and Commercial Off-The-Shelf Products

The System Operatormust guarantee all middleware and Commercial Off-the-Shelf (COTS) products
used in the development, operations, backup, recovery, and support of the RPSI environment will be
kept current using the latest versions available (up to one level back) on the market at the time of
software deployment for all middleware or COTS software products included in their system. This
includes software, libraries, and any Integrated Development Environment (IDE) utilized to develop,
compile and maintain version control on the end product.

3.4 UPS Support

The hardware and network equipment must be supported by an uninterruptable set of power
supplies capable of supporting 99.98% availability of the RPSI platform. Stand-by generators will be
needed to ensure continuous cover during power outages, which are still very common and lengthy
in Irag. This is a major constraint on availability.lt will be part of eachTechnical
Operator’sresponsibilities to size and acquire appropriate equipment for UPS and generator
installations to assure that service levels are met for all components in the retail payment eco-
system.

3.5 Network Support

All network equipment must be configured to provide a fault-tolerant environment in support of the
99.98% availability requirement. The equipment must support the VPN Connections between the
RPSI components and the Participants, the RPSI and the IPS as well as the VPN connections between
the RPSI and the MNOs. This may imply the use of hardware routers and firewalls at banks to assure
the quality of the VPN connections. Although it will be the responsibility of the banks to procure and
install such equipment, Technical Operatorsshould specify and cost what is likely to be needed.

12
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Central network monitoring equipment and software should also be specified as it is important that
the RPSI Operators can see the state of the network clearly at all times.

3.6 Consumer protection

The 2010 Consumer Protection Law does not strictly speaking apply to financial services, but the
principles it contains are useful guidelines. More pertinent is the CBI Instruction on BankingCode of
Practice. System Operators must ensure they are set up and managed in such a way that the PSPs
can readily meet their Code of Practice requirements, for example that suitable reports are available
and that the systems enable the transparency necessary to answer customer complaints in a
reasonable time.

3.7 Performance

The performance of Switches and Mobile Payment Systems must be subject to Service Level
Agreements (SLAs) with Participants notably regarding response times and availability. The main
determinants of performance will be the following parameters.

e Capacity: The anticipated volume of transactions for the National Switch and for the total of
likely Mobile Payment System transactions based on the current transaction volume forecast
is provided in the following tables. These have been calculated using a Business Model from
the Iraq Financial Development Project. To allow for peak capacity, the systems must be able
to process these daily throughputs in one hour. The system must allow twice the average
rate for peak day throughput such as end of month salary payrolls. There will be up to 50
Participants, longer term. These figures are provided only for guidance and System and
Technical Operators must prepare their own capacity and performance estimates.

13
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National Switch — Transaction Volume Forecast

Year 1 Year 2 Year 3 Year 4 Year 5 Total of 5 Years
Number of National Switch Growth (Based on 2.6837634 0.292485793 0.438987427 0.372913757 NA
transactions IIMPS forecast)
Switch Transactions Using ISC 12,000.00 44,205.16 57,134.54 82,215.89 112,875.32 308,430.91
plus AMWAL as the Base
(700k+300k per month)
m-Wallet Up / downloads 19,463.13 71,697.56 92,668.08 133,348.20 183,075.58 500,252.56

15.00%

Total for period 31,463.13 115,902.72 149,802.62 215,564.09 295,950.91 808,683.47
Average Monthly Traffic (‘000) 2,622 9,659 12,484 17,964 24,663 NA
Average Daily Traffic (000) 86 317 409 589 809 NA
Hourly Volume (‘000) 7 26 34 49 67 NA
Hourly Peak Volume all 11 40 51 74 101 NA
transactions in 8 hours (‘000)
Hourly Peak of Peak Volume all 17 63 82 118 162 NA
transactions in 5 hours ('000)
Peak Transactions per second 0.005 0.018 0.023 0.033 0.045 NA

(000)

Mobile Payment Systems — Transaction VVolume Forecast

Year 1 Year 2 Year 3 Year 4 Year 5 Total of 5 Years
Number of IIMPS transactions
('000)
Non-Financial 38,163 140,583 181,702 261,467 358,972 980,887
Financial Transactions 91,591 337,400 436,085 627,521 861,532 2,354,130
Total for period 129,754 477,984 617,787 888,988 1,220,504 3,335,017
Average Monthly Traffic (‘000) 10,813 39,832 51,482 74,082 101,709 NA
Average Daily Traffic ('000) 355 1,306 1,688 2,429 3,335 NA
Hourly Volume (‘000) 30 109 141 202 278 NA
Hourly Peak Volume all 44 163 211 304 417 NA
transactions in 8 hours (‘000)
Hourly Peak of Peak Volume all 71 261 338 486 667 NA
transactions in 5 hours (‘000)
Peak Transactions per second 0.020 0.073 0.094 0.135 0.185 NA

(000)

e Response: At periods of peak load, as a guideline, on-line response times (end-to-end,
assuming no communications delays) for ATM, POS or mobile phone dialogues should be as
follows:

= ATM (direct Connect) Average 4 seconds; Maximum 10 seconds.
= PoS (direct Connect) Average 5 seconds; Maximum 10 seconds.
= Mobile (Non SMS dialogue) Average 4 seconds; Maximum 10 seconds.

e Benchmarks: System Operators are advised to supply benchmark information to enable
potential participants to confirm that it has implementations capable of supporting the
volumes envisaged.

14
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Scalability: The system must be scalable up to and beyond the stated capacity requirements.
The System must be both vertically and horizontally scalable and System Operators must
disclose any limits to scalability in the application software in their Participant Agreements.

Monitoring: System Operators must deploysystem performance monitoring tools and
disclose what data they will provide.

4. Security

4.1 Security Principles and Standards

The main security principles to be followed are set out below:

Security Architecture: RPSI components must employ PKI techniques wherever possible to
assure the system and application security. All PKI security functions must be integral to the
application software. System Operatorsmust disclose to CBI and Participants the actual
methods to be used, such as the use of network zoning, firewalls and other software and
hardware security arrangements.

Access control: Two-factor authentication must be provided for all administrative user
access to the central systems, using a hardware token or smart card with PIN, plus a
Username and password function. The system must enable highly flexible control of usage of
functions. There must not be pre-set user roles, but roles should be allocated flexibly
according to the functions and organization required by specific Participants. Auser must not
be able to see items in their menu that they are not permitted to use. There must be
mechanisms to enable segregation of duties between data entry and approval to be
enforced.

Message security:Messages passing between RPSI components and between RPSI and inter-
bank clearing and settlement components must be secured by PKI methods to ensure
message integrity, privacy, source authentication and non-repudiation. Again, the PKI
security functions must be integral to the application software. System and/or Technical
Operators must disclose to CBI the parameters of the PKI scheme to be used, such as key
length and key management methods. For the card and mobile systems, 1SO8583
transaction messages must be secured according to cards industry best practice and PCI-DSS
standards, whichmay require hardware security modules (HSMs) to be deployed.

Network security: Although message security should not depend upon network security,
the System Operator must specify for Participants the recommended protocols to be used
across the network to ensure secure transmission, such as VPN and SSL facilities. Any
components that need to be purchased by CBI, banks or other parties to support this must
be disclosed in the hardware and software specifications before Participants commit to use
of a particular component.

Mobile Channel Security: the mobile delivery channel must carry the highest possible level
of security employing the highest specification of encryption for the channel or channels
chosen. In addition the system must provide privacy measures for individuals who do not
wish to reveal their mobile phone numbers. It is customary for mobile payment systems to
make use of the mobile subscriber number as therelationship (account) number and this is
acceptable, but the system must have the capability to provide a pseudo mobile subscriber
number, which is known only to the Mobile Payment System and mapped to the MSISDN.
Use of an “alias” will also enable a coherent scheme of account numbers to be devised, as
described above. The Mobile Payment System must therefore support a function capable of
issuing Alias Numbers.

15
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Hence security must be such that it is accurate for the System Operator to claim that funds
held in the MPS are safer than cash in your hand. Cash in your hand can be lost, a mobile
handset can be lost, but funds held in a properly secured MPS system can be recovered,
since the financial record always stays in the General Ledger of the MNO platform or hosting
bank.

It may be necessary for the system to allow a handset security applet to be down-loaded to
the SIM by the Mobile Network Operator Front-Office Server. The types of applets envisaged
must include, but not be limited to, the following:

e Menu applets for presentation of the menus required to access the Mobile Payment
System application and initiate payments

e Security applet for encryption of ATM andMobile Payment System PINs required
confirming or approving payments and related transactions

The message protocols expected to be used in the Mobile Delivery Channel are:

= USSD
e SMS
e GPRS

e STK - SIM browser

Note: This must be assessed realistically based on the capability of the Iragi MNOs and the
need for the system to support the lowest common denominator in terms of mobile
handsets.

USSD is the preferred basic option since it is available on all GSM handsets, but due to
limited security of the USSD Protocol, it is expected that Mobile Payment System messages
will be delivered using a combination of USSD Menus and encrypted SMS messages. If the
relevant SIM Browser hardware and software is not available in the MNQO’s systems it is
expected that USSD with channel encryption will become the preferred delivery channel.

The system must be able to transmit menus and menu options from the MPS to the
subscriber’s handset and must be able to transmit the subscriber’s input back to the MPS.

Due to the USSD protocol’s limited encryption and other security features, the MNO front-
end system must be able to use SMS for submission of transactions that require encryption
e.g., approvals including Mobile Payment System PINs or submission of Card PINs during
enrolment of a subscriber’s linked Participant accounts.

e Use of Digital Signatures: Digital signatures must be used for the authentication of sensitive
functions such as change of static data and submission of payment batches and/or files and
submission of clearing and settlement files between system components.

o Certification Authority: Certification Authority (CA) hardware and software may be included
in the hardware configuration. Alternatively, the CBI’s existing CA devices may be used.
System Operators must explain their preferred approach to CBI and describe the processes
for managing keys, revocation lists and other essential features.

e Audittrails: Audit trails must be provided to ensure that all transaction activity is recorded
and all changes to static data are tracked. Audit trails must be held in a secure fashion that
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prevents tampering. It must be possible to identify the User responsible for each action in
the system for any particular transaction. There must also be technical security logs which
record actions at the system level.

4.2  Security standards

4,21 System and Technical Operators’ internal procedures

System Operators and especially Technical Operators of payment services must be compliant with
ISO27002 level security and operational standards regarding the management of sensitive
applications and data security. This standard concerns the security of premises and procedures used
in the development and deployment of payment systems components.

4.2.2 Communications Security

In principle the security of messages should not depend on the security of the network, so it is end
to end message security on which Technical Operators should primarily focus where at all possible.
Hence, all communications between systems must use either:

e [PSec tunnels and SSL level 3 or better for web communications

e PKI methods for communications across other lines, with digital signatures where
appropriate — ie for handling data that emerges from a system and may be passed across
several communication zones before being received; or

e For card systems, up to date methods which are currently normally Triple DES and/or use of
Hardware Security Modules where appropriate, consistent with PCI-DSS requirements

¢ In caseswhereencryption has to be broken into zones for technical reasons, the environment
in which the decryption and encryptiontakes place must be subject to 1SO27001 operational
standards for secure data management.

4.2.3 EMV Card Security

Allcard-issuing related and card management functions in the RPSI must be compliant with EMV card
security standards, involving the use of chip cards with PINs. Similarly all ATM, PoS or other
terminals attached to the National Switch must be EMV compliant.

The Switching processes must be able to support both EMV cards and magnetic stripe cards,
enabling,for example, EMV parameter configuration messages to be passed to Issuers from ATMs in
due course. Hence System Operators must support EMV in all their switching, card management
and acquiring functions.

It is anticipated that CBI will in due course mandate EMV for all card industry activity in Iraq and
phase out magnetic stripe instruments entirely, in keeping with developments in the region.

4.2.4 PCI-DSS Compliance

The Payment Card Industry Standards regarding data security (PCI-DSS standards) apply to both the
National Switch, the IIMPS and any MPS that will process card related transactions — eg issue cards
that can access its accounts or interface with a Switch. These standards demand that any personal
data held is encrypted and that the security zones within a computer installation that processes card
transactions are strictly segregated between applications. They also imply strict security measures
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on the procedures and controls outside the computer systems, including access security and other
matters regarding security of premises. These are not easy standards to meet and compliance needs
to be carefully planned. A compliance certificate from a recognized body should be obtained by the
System Operator as part of the authorization process and presented to CBI. The key requirements
are:

e There must be separate VLANs for separate application systems such as a mobile payment
system and a Switch, and any ancillary applications.

o Database encryption must be carried out to protect personal data.

e Where stand-by authorization is provided, the Switch must support (at least) negative file
stand-in processing in a manner consistent with PCI-DSS standards.

e The accounting systems and databases within Mobile Payment Systems must also conform
to PCI-DSS standards where cards are used.

4.2.5 Mobile Phone Security

Messages sent or received containing sensitive / confidential information such as phone PIN, Card
PIN, Password, names of individuals, amounts, phone and account numbers, etc., must be encrypted
either through the use of encryption applets on the phone or through encryption of the mobile
channel. USSD services must use GSM3.48 encryption or better. WAP services should use end to end
SSL connections.

Mobile Station International Subscriber Directory Number (MSISDN) identities must be included in
transactions to prove that a SIM is actually present when the transaction is carried out, whatever
handset or mobile channel is used.

4.3 Anti-Money Laundering and Countering the Financing of
Terrorism

System Operators must explain to CBI as part of their authorization process in accordance with the
Payment Services Provider Instructions of 2013 issued by CBI, how they will manage the
requirements of the Anti-Money laundering law of 2004 or whatever updated measures are in place
at the time.

4.4 Data protection

There are no Data Protection Laws in force in Iraq at present, but, in terms of good practice, the
holding of personal data in the payment system should be covered by confidentiality measures. The
PCI-DSS standards require data protection measures for card transaction systems and similar
measures should be applied by System Operators of Mobile Payment Systems. This must require
that all information gathered remains confidential and explicitly disallows the analysis of the
information by the System Operator for marketing purposes where not explicitly permitted by the
customer.
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It is a particular concern of the CBI that no personal data should be acquired from the RPSI systems
in an unauthorized manner or by unauthorized persons and safeguards must be explicitly in place to
protect personal data.
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5. Disaster recovery and business continuity

5.1 Fallback principles

All Payment Services connected to the RPSI must be protected by a disaster recovery and business
continuity scheme, the details of which must be disclosed to CBI. This should include measures such

as:

The Hardware configuration must be replicated in a disaster recovery site within Iraqg.
There must be no single point of failure in the proposed architecture.

Transactions at the primary site must be immediately mirrored on the Fallback Site. Hence, a
SAN or database replication solution is preferred, which will ensure that data is fully up to
date at both sites at all times. Technical Operators may employ alternative methods as long
as the effect is the same.

The connection proposed between the two sites, in terms of line speed, connection type etc.
must enable data replication to be achieved in real-time under normal circumstances and
should have its own backup arrangement.

There must also be mechanisms to manage the resynchronization of data in the event of an
inter-site network failure. These failures are common in Irag, and the Technical Operator
must have devised ways to optimize the stability the inter-site connections.

Failover to the fallback site must be automated with the use of cluster management
software, which must be specified in the hardware and software list above. Very rapid
fallback (e.g., within 5 minutes) must be supported.

Procedures for returning to the primary site and database resynchronization from fallback to
primary site once it is available must be devised, including any limitations on the timing of
recovery.

5.2 Databack-up and archiving

There must be mechanisms for automated daily backup of transaction and static data.
EachSystem Operator should state the recommended timetables for Participant backup in their
Participant Agreements.

All data must be held on line for at least twelve months.

There must be facilities for the archiving of old data (beyond twelve months) and the ability
rapidly to restore backup and archive data so that it can be brought back on line within a few
minutes for investigation purposes.

Archiving processes must ensure that the data is recoverable whether or not the system has
been upgraded in the meantime.

Archived data must be able to be kept in machine readable form for at least 7 years.
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6. Risk management - compliance with BIS FMI Principles

6.1 Introduction - international guidelines

Central Banks meet regularly to discuss and agree worldwide standards for payment systems at the
Bank for International Settlements (BIS) in Basle, Switzerland. The BIS has a committee known as
the Committee on Payment and Settlement Systems (CPSS) which has been publishing principles for
payment and settlement for many years. Similarly, the Technical Committee of the International
Organization of Securities Commissions (IOSCO) has also publishedstandards and principles for
securities settlement.

In April 2012 a combined document from CPSS and I0SCO known as the “Principles for Financial
Market Infrastructures” (referred to herein as the FMI Principles)was published by the BIS, setting,
as BIS put it: “New and more demanding international standards for payment, clearing and
settlement systems”.The term “Financial Market Infrastructures” refers to any organization that runs
payment and settlement systems within the financial services industry, which include System
Operators and Technical Operators of card transaction switches, and mobile payments systems
which are the subject of this document.

6.2 Relevant Principles

Hence, broadly, System Operators of card transaction switches and mobile payment systems (that is
those that are legally responsible for the management and operation of the systems) must follow
the FMI Principles. The mainprinciples which are relevant are the following:

6.2.1 Principle 2: Governance

An FMI should have governance arrangements that are clear and transparent, promote the safety
and efficiency of the FMI, and support the stability of the broader financial system, other relevant
public interest considerations, and the objectives of relevant stakeholders.

6.2.2 Principle 3: Framework for the comprehensive management of risks

An FMI should have a sound risk-management framework for comprehensively managing legal,
credit, liquidity, operational, and other risks.

6.2.3 Principle 5: Collateral

An FMI that requires collateral to manage its or its participants’ credit exposure should accept
collateral with low credit, liquidity, and market risks. An FMI should also set and enforce
appropriately conservative haircuts and concentration limits.

6.2.4 Principle 7: Liquidity risk

An FMI should effectively measure, monitor, and manage its liquidity risk. An FMI should maintain
sufficient liquid resources in all relevant currencies to effect same-day and, where appropriate,
intraday and multiday settlement of payment obligations with a high degree of confidence under a
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wide range of potential stress scenarios that should include, but not be limited to, the default of the
participant and its affiliates that would generate the largest aggregate liquidity obligation for the
FMI in extreme but plausible market conditions.

6.2.5 Principle 8: Settlement finality

An FMI should provide clear and certain final settlement, at a minimum by the end of the value date.
Where necessary or preferable, an FMI should provide final settlement intraday or in real time.

6.2.6 Principle 9: Money settlements

An FMI should conduct its money settlements in central bank money where practical and available.
If central bank money is not used, an FMI should minimise and strictly control the credit and
liquidityrisk arising from the use of commercial bank money.

6.2.7 Principle 11: Central securities depositories

A CSD should have appropriate rules and procedures to help ensure the integrity of securities issues
and minimise and manage the risks associated with the safekeeping and transfer of securities. A CSD
should maintain securities in an immobilised or dematerialised form for their transfer by book entry.

6.2.8 Principle 12: Exchange-of-value settlement systems

If an FMI settles transactions that involve the settlement of two linked obligations (for example,
securities or foreign exchange transactions), it should eliminate principal risk by conditioning the
final settlement of one obligation upon the final settlement of the other.

6.2.9 Principle 13: Participant-default rules and procedures

An FMI should have effective and clearly defined rules and procedures to manage a participant
default. These rules and procedures should be designed to ensure that the FMI can take timely
action to contain losses and liquidity pressures and continue to meet its obligations. This implies the
provision of “failure to settle” rules within the System Rules of an FMI and, where possible (ie for net
settlement systems such as switches which settle in RTGS), mechanisms to ensure guaranteed
settlement by collateralization of positions in the RTGS using cash reserves and/or pledged
securities.

6.2.10 Principle 15: General business risk

An FMI should identify, monitor, and manage its general business risk and hold sufficient liquid net
assets funded by equity to cover potential general business losses so that it can continue operations
and services as a going concern if those losses materialise. Further, liquid net assets should at all
times be sufficient to ensure a recovery or orderly wind-down of critical operations and services.
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6.2.11 Principle 17: Operational risk

An FMI should identify the plausible sources of operational risk, both internal and external, and
mitigate their impact through the use of appropriate systems, policies, procedures, and controls.
Systems should be designed to ensure a high degree of security and operational reliability and
should have adequate, scalable capacity. Business continuity management should aim for timely
recovery of operations and fulfilment of the FMI’s obligations, including in the event of a wide-scale
or major disruption.

6.2.12 Principle 18: Access and participation requirements

An FMI should have objective, risk-based, and publicly disclosed criteria for participation, which
permit fair and open access.

6.2.13 Principle 20: FMI links

An FMI that establishes a link with one or more FMIs should identify, monitor, and manage link-
related risks.

6.2.14 Principle 21: Efficiency and effectiveness

An FMI should be efficient and effective in meeting the requirements of its participants and the
markets it serves.

6.2.15 Principle 22: Communication procedures and standards

An FMI should use, or at a minimum accommodate, relevant internationally accepted
communication procedures and standards in order to facilitate efficient payment, clearing,
settlement, and recording.

6.2.16 Principle 23: Disclosure of rules, key procedures, and market data

An FMI should have clear and comprehensive rules and procedures and should provide sufficient
information to enable participants to have an accurate understanding of the risks, fees, and other
material costs they incur by participating in the FMI. All relevant rules and key procedures should be
publicly disclosed.

6.3 Required reading

The CBI is committed to ensuring that payment systems in Irag follow the principles, so it is
important for System Operators and Technical Operators to adhere to the guidelines they represent.
System Operators should study the detailed guidance in the FMI Principlesdocument
(www.bis.org/publ/cpss10la.pdf). This will help System Operators to organize the waytheir
businesses are managed and the way the systems are designed and operated, in order to ensure
safe and efficient operation.
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7. Standards cross reference
This table shows the specific requirements, standards and principles that need to be met by different types of service provider

Standard or principle (reference in | PSP (as card PSP (as Shared Switch National Switch Mobile payment Central FMI
this document) issuer or mobile System Operator = System Operatorand | System Operator operator (CBI -

acquirer payment or Technical Technical Operator or Technical inter-bank
provider) Operator (CBI) Operator systems)

Technical Design (2.2)

e Produce suspicious transaction | yes yes Consolidate data | Consolidate data Pass data through | no
reports, statistics and other CBI to CBI
requested info
e AML surveillance yes yes Consolidate data | Consolidate data yes yes
Switch and mobile components
(2.3)
e Disclose technical details to CBI | no no yes yes yes no
e Open systems yes yes yes yes yes yes
e Open source components no no yes yes yes no
e High availability no no yes yes yes yes
o Disaster recovery yes yes yes yes yes yes

Switch components (2.4)

o Net settlement no no yes yes no yes
¢ Natification of gueued | no no yes yes no yes
settlements
e EMV card security yes If card access | yes yes If card access | no
used used
e Terminal management no no no yes no no
e Active fraud monitoring yes no no yes no no
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Standard or principle (reference in | PSP (as card PSP (as Shared Switch National Switch Mobile payment Central FMI
this document) issuer or mobile System Operator = System Operatorand | System Operator operator (CBI -
acquirer payment or Technical Technical Operator or Technical inter-bank
provider) Operator (CBI) Operator systems)
o PCI-DSS data security yes If card access | yes yes If card access | no
used used
Mobile components (2.5)
e Interoperability (mobile) no yes Yes (where yes yes no
supports mabile)
e ACH clearing interface no no no no yes no
e Support for common handsets yes no no yes
e Support for smart phones no yes no no yes no
Interface messages (2.6)
e Settlement 1SO20022 yes no yes yes no yes
e (Clearing 1S020022 no yes no no yes yes
e STRreporting 1IS020022 yes yes yes yes yes yes
e Card and mobile transactions | yes yes yes yes yes no
1SO8583
e STPtoRTGS and/or ACH yes yes yes yes yes yes
Performance (3)
99.98% high availability yes yes yes yes yes yes
Security(4)
PKI for sensitive data transmission yes yes yes yes yes yes
(inc DES keys)
Two factor authentication yes yes yes yes yes yes
Triple DES for card transactions yes yes yes yes yes no
Mobile channel security (best for | no yes no no yes no
channel)
MSISDN present in transaction no yes no no yes no
Network security — VPN/SSL yes yes yes yes yes yes
Secure audit trails yes yes yes yes yes yes
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Standard or principle (reference in | PSP (as card PSP (as Shared Switch National Switch Mobile payment Central FMI
this document) issuer or mobile System Operator = System Operatorand | System Operator operator (CBI -
acquirer payment or Technical Technical Operator or Technical inter-bank
provider) Operator (CBI) systems)
AML/CFT measures yes yes yes Yes yes yes
Personal data protection measures | yes yes yes yes yes yes
ISO27002 data management yes yes yes yes yes yes
ISO27002 for zone encryption yes yes yes yes yes yes
Disaster recovery (Section 5)
DR site based in Iraq yes yes yes yes yes yes
Real-time data replication yes yes yes yes yes yes
Rapid failover yes yes yes yes yes yes
Safe recovery and resynchronization | yes yes yes yes yes yes
Daily backup yes yes yes yes yes yes
7 year machine-readable archive yes yes yes yes yes yes
FMI Principles (Section 6)
FMI Principle 2 no no yes yes yes yes
Governance
FMI Principle 3 yes yes yes yes yes yes
Risk management framework
FMI Principle 5 yes yes yes yes no yes
Collateral
FMI Principle 7 yes yes yes yes no yes
Liquidity Risk
FMI Principle 8 yes yes yes yes yes yes
Settlement Finality
FMI Principle 9 no no yes yes no yes
Central Bank Money
FMI Principle 11 yes no no no no yes
CSDs
FMI Principle 12 Linked obligations no no yes yes yes yes

26




Iraq Retail Payment Systems Infrastructure Framework of Standards

Standard or principle (reference in | PSP (as card PSP (as Shared Switch National Switch Mobile payment Central FMI
this document) issuer or mobile System Operator = System Operatorand | System Operator operator (CBI -
acquirer payment or Technical Technical Operator or Technical inter-bank
provider) Operator (CBI) Operator systems)
FMI Principle 13 no no yes yes no yes
Participant default
FMI Principle 15 yes yes yes yes yes yes
Business risk
FMI Principle 17 yes yes yes yes yes yes
Operational risk
FMI Principle 18 no no yes yes yes yes
Access requirements
FMI Principle 20 no no yes yes yes yes
FMI links
FMI Principle 21 yes yes yes yes yes yes
Efficiency/effectiveness
FMI Principle 22 yes yes yes yes yes yes
Communications standards
FMI Principle 23 no no yes yes yes yes
Disclosure
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IIMPS Summary

The Iraq Interoperable Mobile Payments System
Overview

Introduction

The proposed Iragi Interoperable Mobile Payments System (IIMPS) provides an opportunity for Iraqi
Banks and Mobile Network Operators (MNOs) to lead the world in widespread access to the most
modern and sophisticated integrated payments tools. The proposed system will be unique in its level of
interoperability, as it will allow integration between all licensed banks, GSM network operators, and
existing payment systems such as AMWAL, Rafidain and Rasheed Bank’s Qi Electronic Payment System,
the inter-bank clearing systems at the Central Bank of Irag and other domestic payment systems.

The IIMPS will be supported by a National Retail Transaction Switching Infrastructure (NRTSI) which will
provide interoperability between card based transaction delivery (ATM, POS and Internet payment
transactions) and allow IIMPS accounts to be linked through a non-intrusive linkage to existing card
based bank accounts. Together the IIMPS and the NRTSI form the Retail Payment Systems
Infrastructure for Iraq (RPSI). The RPSI will provide interoperability and reciprocity between all card and
mobile based retail payment transactions and will be interconnected to the CBI’s Inter-bank Payment
System (IPS) hence facilitating payment transactions between traditional Core Banking Systems
accounts, and card or mobile based accounts.

This document sets out the “vision” for the IIMPS, which the selected System Operator will be expected
to translate into action.



Aims of the IIMPS

The IIMPS will enable subscribers to make payments, transfer funds and pay bills electronically in real-
time. It will also make payment services available throughout Iraq to all citizens by the introduction of
Cash-in/Cash-out locations capable of providing transformational branchless banking through a network
of Agents including, but not limited to MNO Distributors, individual Central Bank-approved agents/shop
keepers, and “Super-Agents”, who support groups of Agents. Money Transfer Organisations like
Western Union, MoneyGram and Asia FX may take such a role,

Iraq faces several problems which the IIMPS will address, among them a lack of access to banking
services, lack of security, and the very low level of banked people in Irag. Many residents in Irag, other
than those in the vicinity of main population centers, face limited options to obtain bank services and
therefore rely on informal mechanisms for long distance funds transfer such as Hawala, (a mechanism in
use throughout the Muslim world that operates via a network of brokers). The IIMPS system provides a
faster, more secure and more transparent mechanism. IIMPS will also allow Micro Finance Institutions
(MFI) to administer their loan activities through specially designed loan disbursement and loan
repayment mobile phone-operated [IMPS accounts.

On the other hand, Iraq has several key advantages that are expected to facilitate adoption of the IIMPS,
especially the Mobile Phone Banking aspect:

e The population is well educated, with high literacy rates in both Arabic and English;

e Mobile phone penetration levels are very high; and

e Mobile phone networks cover almost the entire country.

Advantages
The benefits of the proposed system will be most obvious to ordinary Iraqis through the availability of

banking services on Global System Mobile Communications (GSM) handsets. It is important to note that
the system has been designed to ensure that even the most basic GSM handset can be used for the
delivery of sophisticated banking services, with no intrinsic need for smartphones, Wireless Application
Protocol (WAP) browsers, or online internet access (although these can be accommodated easily). Given
the very high proportion of the population that enjoys network coverage, in principle, the proposed
system is designed to ensure that banking services are available to anyone, in any place, at any time.

One key feature of a well-designed mobile phone financial service is that the funds stored in a mobile
payment system account are more secure than holding cash. If the phone is lost or stolen, the subscriber
can recover the funds in the account and transfer them to a replacement phone. Over time, the mobile
phone financial services are expected to lead progressively to a reduction of cash in circulation, as more
and more Iragis start to store their money in easily accessible mobile financial service accounts rather
than in bundles of cash stored insecurely.

The inception of basic financial services is expected to eventually lead to the availability of credit,
especially microfinance, to people who have built a financial services history using their mobile bank
account. This, in turn, will have a positive effect on national development.



How It Works
Mobile phone payment services are intended to be available to any user of a mobile phone on any of

the mobile networks in Iraq on either a post-paid or a pre-paid billing plan.

A mobile phone user will be expected to respond to promotional literature issued by the licensed banks
in Iraqg, which will include the terms and conditions of using the mobile phone payment system. The user
will then select a bank from the promotional materials and call a number provided. The user will be
asked to conduct a dialogue verifying to the bank that s/he has read and understood the terms and
conditions statements. The user will then be asked to enter (on the handset) his/her name and identity
card number (or some other form of acceptable identification). This information will be validated
against the database operated by the IIMPS, in fulfilment of basic “Know Your Customer” requirements
to which banks in Irag must conform.

Existing bank customers who are in possession of a payment card (debit, credit, or ATM) will have
already been through the Know Your Customer and Customer Due Diligence procedures, provided they
enrol with the issuer of their payment card. These customers are exempt from further checks because
they can link their mobile financial services account to an existing bank account when they enrol with
the IIMPS, and therefore are recognized by their bank.

The user will then be issued a customer relationship number associated with his/her mobile phone
number and a temporary PIN that will arrive by text message to the handset. Within the Mobile
Payment System the customer relationship number will initially be associated with a dual currency
mobile account (IQD and USD), which at a later stage and depending on bank policies can be expanded
to include mobile-card accounts, mobile micro finance loan accounts, Islamic banking compliant
accounts, loyalty account etc. Depending on the quality and verifiability of the identification
documentation entered, the Know Your Customer and Customer Due Diligence information may have to
be validated in person at a bank branch or with an [IMPS Agent to gain access to particular services. The
user must use the PIN within a short timeframe to access the new account, at which time they will be
instructed to change the PIN to a new one of his/her own choice by keying in new numbers on his/her
handset.

Loading Funds
Once the account has been created, and the user has logged on and changed the temporary PIN, funds
can be transferred into the account. There are several ways to place funds into the account:
e Transfer from another mobile bank account phone-to-phone (immediate);
e Deposit cash at an agent (immediate);
e Deposit cash at a branch of a bank (immediate);
e Transfer cash to / from an existing card-based Core Banking Systems Account (immediate via the
NRTSI) and
e Transfer money from an existing bank account into the new mobile banking account (batch via
the IPS).



Once funds have been deposited into the user’s account, the mobile phone can be used to initiate a

series of other transaction types, all of which are available from menus when the user logs into his/her

account. The bank selected by the user during the registration process continues to hold the funds for

the account, and can access the account details and transactions online. But the user will be empowered

to use the account as much or as little as he or she prefers.

Transaction Types
The following basic types of transactions will be available to users:

Handset-to-Handset: This is a transfer of funds, executed in real time, from the subscriber’s
account to any other subscriber’s account. This type of transaction could be used, for example,
to add to a relative’s account, or to make payment for everyday goods or services.
Handset-to-Agent (cash withdrawal): This is a real-time transfer of funds to an account held by
an IIMPS agent, who will then give cash in the amount transferred directly to the subscriber. The
handset-to-agent type of transaction will be used when a subscriber needs to obtain cash from
his or her mobile financial services account. The reverse transaction, cash deposit, is also
available.

Intra-customer account transfer: Transfers between the account types created by a customer
e.g.: 1QD mobile account to USD mobile account, IQD mobile account to mobile card account,
USD mobile account to mobile micro finance repayment account.

Handset-to-Merchant: This is a real-time transfer of funds from a subscriber’s account to an
account held by a merchant in payment for goods or services supplied to the subscriber.

Direct Credit to a Non-mobile Financial Services Account: This is a transfer of funds from a
subscriber’s account to an account held on an external banking system in Irag. Because the
destination account cannot be validated within the IIMPS, this is a clearing transaction handled
by the Automated Clearing House at the Central Bank of Iraq. The subscriber’s account is likely
to be debited immediately, but the beneficiary’s account may not be updated for several hours
or overnight, depending on the time the transaction is initiated.

Direct Credit (Cash) to an Un-registered Individual (a Hawala substitute): This is a transfer of
funds from a subscriber’s account to an individual who is not registered as an IIMPS or bank
account holder (i.e.: an un-banked individual). Because the individual cannot be validated within
the IIMPS, this type of transaction requires the beneficiary to present a combination of a piece
or transaction-related information the beneficiary knows (e.g.: a transaction number provided
by the sender), and a piece of transaction-related information and/or document both the
sender and the beneficiary knows, and the beneficiary has in his/her possession (i.e.: an identity
document, etc.).

Airtime Top-up: This is a special handset-to-merchant transaction, in which the payment is
integrated with a reciprocal transfer of funds from the Mobile Network Operator’s system into
the subscriber’s mobile phone airtime account. Note that airtime accounts are usually
physically held by the Mobile Network Operator.

Airtime Purchase from Reseller: This is a special handset-to-handset transaction, in which the
payment is integrated with a reciprocal transfer of funds from an airtime reseller’s airtime
account into the subscriber’s mobile phone airtime account.



e Bill Payment: This is a special merchant transaction in which the subscriber, in response to a
traditional mailed bill, dials the merchant’s access number, quotes a reference number from the
bill, and then authorizes payment of an amount set and pre-communicated by the merchant.
This type of transaction can be made available in both “Push” and “Pull” mode. In Push mode,
the merchant (typically a utility company e.g.: a Mobile Network Operator) can send or “push”
an invoice to an IIMPS user under the equivalent of a Direct Debit Mandate. In Pull mode, the
subscriber “pulls” the billing information from a merchant by quoting the merchant’s ID and the
subscriber’s account number.

o Direct Debit: A Direct Debit initiated by a biller, such as a utility, can be directed to the mobile
account via the ACH since the mobile account is a normal bank account. The subscriber can
accept or reject the Direct Debit on first presentment.

Each debit transaction (other than a Direct Debit under an agreed mandate) can only be authorized by
the user entering his/her mobile banking PIN. The user then receives an SMS text message confirming
completion of the transaction.

All debits to the mobile banking account can be initiated by the subscriber directly on his/her handset,
however, transactions that credit the account must be initiated either by another party, or by the
subscriber in contact with a third party. These transactions include:
e Transfer from another mobile bank account, phone-to-phone (immediate);
e (Cash deposit at an agent (immediate);
e (Cash deposit at a branch of a bank (immediate);
e Bill payment (immediate);
e Transfer from an existing bank account into the mobile banking account (immediate if same
bank, up to 24 hours days for a different bank); and
e Direct credits to “unregistered/un-banked” populations (immediate once the beneficiary
reaches an agent).

Access to the mobile banking account will also be available online using a secure web browser, with an
identical set of transactions.

The mobile banking account is a full bank account, and can be used to receive regular payments such as
salaries or pensions. It can also be used to receive irregular payments from other subscribers, or from
corporate users. The bank selected by the subscriber at registration operates the account, and the IIMPS
provides payment channels through automated clearing for those payments that are sent to or from
external bank accounts. It is important to understand that funds used and/or deposited in the IIMPS are
Iraqgi Dinars or US Dollars, not tokens, e-money, m-money, or virtual money.

Linked Accounts

Making use of the NRTSI the subscriber will also be able to link his/her mobile phone to one or more
external bank accounts held at any bank in Iraqg (not necessarily the one selected by the subscriber at
registration). These linkages will be available to any account to which an ATM or debit card has been



issued. Once an account is linked, the subscriber will be able to withdraw funds directly from the linked
account into his or her mobile banking account and also to deposit funds into the linked account with
immediate effect on the balances of each account. Suitable security mechanisms are available.

As mentioned above, the linkage to an existing payment card-accessible account can be carried out as
an integral part of the IIMPS enrolment procedure, in which case the customer may avoid the IIMPS
Know Your Customer and Customer Due Diligence check.

Operation of the Mobile Banking Account
Subscribers can operate their mobile banking account via the following delivery channels:

e Mobile Handset using SMS (Short Message Service)

e Mobile Handset using USSD (Unstructured Supplementary Service Data) - the *nnn# type of
service;

e Smartphone using WAP (Wireless Application Protocol)/GPRS (General Packet Radio
Service)/EDGE (Enhanced Data for GSM Evolution), etc.;

e Call Center;

e Internet banking (access to account statements and administrative features);

e Internet payment (national and international merchants);

e Agent workstations;

e Participant bank branches;

e Mobile accounts are full bank accounts, i.e.: accessible to the Automated Clearing House) so
they can be used to send and receive direct credits, including government social security and
pension payments. They can also be used to receive direct debits; and

e Check deposits, including government and corporate checks.

Future options may include:
e Payment at ATM and PoS (Point of Sale) with an “M-card”, associated with a mobile account;
e International remittance;
e Near Field Communication through RFID (Radio Frequency Identification) chip;
e m-Islamic banking;
e (Credit cards/revolving credit;

m-Loans (MFI disbursement and loan re-payment)

Loyalty point accrual and redemption

Airtime vending

Cross selling

e Advertising

Participants
The following types of entities are supported in the [IMPS System:

e Authorized Payment Service Providers, who may be Banks, MNOs (Mobile Network Operators)
or other specialist organizations

e Merchants

e Different types of agents (handset, workstation, check clearing enabled, and super-agents)



Anyone, Anytime, Anywhere (AAA) Principles
e Service available to anyone, anytime, anywhere.
e The mobile account is more secure than cash
e Simplicity
e Transparent interoperability
e Convenience
e Access to services
e Agents’ access to credit to assure liquidity

Phased Introduction of Benefits
The IIMPS system is expected to be rolled out in phases, with the following steps:

1. Phase | IMPS:
In parallel with the introduction of the NRTSI for card transactions, which will provide ATM and
Pos interoperability, Phase | of IIMPS will include:
e Handset-to-handset transfers (m-Account to m-Account)
e Agent Cash in and Cash out (Handset agent)
e Social Services Payments
e Mobile merchant payments
e Bill payments initiated by subscriber on basis of paper bill
e  Mobile Top-up
2. Phase Il IMPS - incorporates the following features:
e Linked account integration with IIMPS
e Integration with ACH (check clearing and direct credit/direct debit)
e Funds transfer from/to Core Banking Systems via ACH
e m-Card accounts and use of M-cards at ATMs and POS (Point of Sale) devices
e “Push” Bill Payments initiated by payee.
3. Phase lll IMPS - according to bank and customer demand, may include:
e M-Loyalty
e International remittance
e Additional agent facilities:
a. Workstation agents
b. Check enabled agents
c. Broader financial services agents
e Vertical applications:
a. Airtime reseller

Architectural approach
The architectural goals and objectives employed:
* Non Intrusive, i.e.: uses only industry standard interfaces that are available in all industry
compliant Core Banking Systems, EFTPOS/Switches, Card, and merchant management systems;



Minimal information technology infrastructure cost to participant banks, not dependent on
making changes to Core Banking Systems or requiring specific Core Banking Systems;

Enable cost sharing on a national basis including sharing of ATM/POS network and physical
devices, including ATMs and POS (Point of Sale) terminals.

Ultimate settlement of all inter-bank positions via the RTGS at Central Bank of Irag. NRTSI and
ACH will present net positions generated by IIMPS to RTGS.

Opportunities and Challenges
The IIMPS offer the following opportunities to the participant banks:

Enhanced delivery capability at very low cost via devices which are already widespread;

Provides ready-made opportunity for banks to recruit the large population segments of un-
banked, under-banked individuals);

Provides automated interbank funds transfer delivery among all banks;

Provides branch, corporate client and agent-based check issuing and imaging, i.e.: faster clearing
and reduced risk;

Provides seamless integration with ATM, POS (Point of Sale) terminals, and international
remittance;

Offers early achievement of electronic/mobile banking delivery;

Allows participant banks to recruit agents throughout Iraq, including:

Post office branches and agents
Retailers

- Community centers

Existing and new merchants
Provides true electronic reciprocity among all banks including:

- Mobile payments and transfer interoperability

- Payments to unregistered un-banked, under-banked and un-bankable individuals;
Enables Participant banks to differentiate their offerings in the banking and financial services
market, while exploiting the common infrastructure;
Provides the potential for Increased customer loyalty for banks and MNOs; and
Encourages increased consumer uptake and use of participant banks’ services.

Simple, Secure, and Ubiquitous — IIMPS

Simple menu prompted transactions in Arabic, Kurdish or English —in your hand;

Funds held in the virtual phone accounts at the issuing bank are safer than holding cash;
Mobile transactions can be executed anywhere in Iraq (almost 100% mobile coverage); and
Appropriately branded m-Cards can be used internationally at ATM and Point of Sale devices.

IIMPS — a Comprehensive Mobile Payments Vision for Iraq



Annex 1 - List of Potential Bidder Companies
This list is provided as a separate document and includes all the relevant companies invited to bid.

Contact details are provided, on a confidential basis, to assist in communication and formation of Bid

Consortia.
Prime contact Secondary Contact Country

Accelior s.a Supplier to iDeal Financial Services Ltd Belgium
Jean-Michel Van Lippevelde
jean-michel.vanlippevelde@accelior-
consulting.com
M: +32 475 614000
ACI Americas ACI Europe, Middle East, Africa USA
6060 Coventry Drive 55-57 Clarendon Road
Elkhorn, NE Watford, Herts
68022-6482 WD17 1FQ, UK
T: +1-402-390-7600 T: +44-1923-816393
mbox-am-marketing@aciworldwide.com mbox-emea-marketing@aciworldwide.com
www.paymentsinsights.com www. aciworldwide.com
ACI Corporate HQ
Suite 300, 3520 Kraft Rd.
Naples, FL
34105
Tel: +1-402-390-7600
Email: mbox-am-marketing@aciworldwide.com
Amwal
Atheer Al-Qadhi
Tel- 0781099397
ceo@amwalirag.com
www.amwalirag.com

Atos Atos Consulting UK France

Thierry Breton Chairman and CEO Keith Wilman, CEO UK & Ireland

Charles Dehelly Senior VP Global Operations Francis Meston, Director Systems

Gilles Grapinet Senior VP Global Functions Integration ukconsulting@atos.net

Head Office, River Ouest 80, Quai Voltaire T: +44 (0)20 7830 4444

95877 Bezons F: +44 (0)20 7830 4445
more-info@atos.net
BPC Banking Technologies BPC BV Russia

Bld. 2, 50A/8 Zemlyanoy Val St.,
Moscow, Russia, 109028

T:7 (495) 780-3165

F: 7 (495) 780-3167
info@smartvista.biz
info@bpcgroup.ru

Joop Geesinkweg 901-999, 1096 AZ
Amsterdam,

The Netherlands

Chamber of Commerce Amsterdam
34208241

T: (31 20) 561 7950

F: (31 20) 561 6666

http://www.bpcgroup.ru/eng
http://www.smartvista.biz
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Prime contact Secondary Contact Country
Clear2Pay nv/sa David.Gebhardt@clear2pay.com Belgium
Jean de Crane, Chief Operating Officer
Schaliénhoevedreef 20A
(Mechelen Campus)
B-2800 Mechelen
Belgium
T:+32157952 00
F:+32 15795201
info@clear2pay.com
CMA Small Systems AB CMA Sweden
Head Office Oleg Kojevnikov
P.O. Box 6463 Business Development Manager
Halsingegatan 40 M: +46 708 839 889
S-113 82 Stockholm oleg.kojevnikov@cma.se
Sweden
T: +46 8 566 30 800 WWW.cma.ru
F:+46 834 1544 http://www.smallsystems.cma.se/
info@cma.se
Compass Plus S1UK lé.r"te(jd
T:474955029922  (Russia) www.s1.com nacom
T: +44 (0) 115 988 6047  (UK) Culverdon House, Abbots Way, Chertsey
UK@compassplus.com KT16 9LE, United Kingdom
www.sl.com
mark.mcmurtrie@s1.com
T:+44 1932 574700
Norcross
www.compassplus.com
Comviva Technologies Limited UAE Office India

Regd. Office

A-26, Info City

Sector 34

Gurgaon 122001

Haryana, India

sales middleeast@comviva.com
T:491-124-4819000

F: +91-124-4819777

Executive Suite, Y1-030 & 031
Saif Zone, P.O. Box 9242
Sharjah, UAE

T:+971 6557 1337

F: +971 6557 1449

Emerging Market Payment Holding
Radwan Darwish

Managing Director, EMP Middle East
T: +962 6565 6361
rdarwish@emp-middleeast.com.jo

South Africa

FDR or First Data, John Elkins President, First
Data — International Regions

First Data Corporate Headquarters
5565 Glenridge Connector NE,
Atlanta, GA 30342

T:+1 303 967-8000

Suite 2000

General Media Inquiries Tel: +1 404-890-
2300
mediarelations@firstdata.com
Financial Services, Nancy
nancy.etheredge @firstdata.com
Europe, Middle East & Africa, Gerard Lysaght
glysaght@firstdatacorp.co.uk

Etheredge

USA
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Prime contact Secondary Contact Country
FIS Europe, Middle East and Africa USA
T: +44 (0) 207 292 2400 Trinity Court, Batchworth Island
marketing @fisglobal.com Rickmansworth, Hertfordshire WD3 1RT, UK
601 Riverside Avenue T: +44 1923 710123
Jacksonville, FL 32204 USA emea.marketing@fisglobal.com
General Information: 904.854.5000
Toll-free (U.S. only): 888.323.0310 www fisglobal.com
F: 904.357.1105
Global Mid-tier & Large Banking: 501.220.4999
moreinformation@fisglobal.com
GFG Group Limited, Mr. Wayne Robinson Andreas Kazamias New
Director Sales and Marketing akazamias@gfg-group.com Zealand
11th Floor, ACA Building Skype Id: andreas.kazamias
118 Queen Street
Melbourne, VIC 3000 www.gfg-group.com
AUSTRALIA
T: +61 3 9600 0073
F: +61 3 9600 0225
M: +64 21 1904554
M UAE: +971 50 909 3058
wrobinson@gfg-group.com
HPS 24 rue La Fontaine Morocco
Nabil Ibenbrahim Racine
Regional Director, HPS Dubai office 20053 Casablanca. Morocco
209/210 Building 12, 2nd Floor, T:+212 22956000
P.O. Box 500308, Dubai Internet City F:+212 22 363108
Dubai, United Arab Emirates http://www.hps-worldwide.com
T: +9714 3900750, +9714 3900751
M: +97150 644 3997 Sales:
210 boulevard Mohamed Zerktouni (4th
floor)
Maarif
20100 Casablanca. Morocco
F:+212 222077 12
sales@hps.ma
INPAS Www.inpas.ru/en Russia
127521 Russia, Moscow
72, Oktyabrskaya st.
T:+7 (495) 721 36 21
subscribe@inpas.ru
Lusis Payments www.lusispayments.com UK
2 Teejay Court http://www.paymentscardsandmobile.com/
50-52 Alderley Road buyersguide/CardPaymentSolutions.php
Wilmslow
SK9 1INT, United Kingdom
info@lusispayments.com
MasterCard:  Michael Miebach, President us

MENASA - michael miebach@mastercard.com
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Prime contact Secondary Contact Country
MDSL Lebanon
460 Corniche Al Nahr- PO box 175-002- Beirut
Lebanon —
Tel (01) 582 000
Email : info@mdsl.com.lb
www.mdsl.com.lb
MoreMagic Solutions, Inc. Gautam R, Business Development Manager | US
221 Crescent Street Suite 302 at MoreMagic Solutions
Waltham, MA 02453, USA
T:+1(617) 244 1598 http://www.moremagic.com
F: +1(617) 244 9463
Pankaj Gulati, President, CEO at MoreMagic
Mozido us
sales@mozido.com
Dallas Office
5160 Tennyson Pkwy, Suite 1000W
Plano, TX 75024 USA
Network International Network International LLC UAE
Brian Quarrie, EVP Sales and Client PO Box 4487, Dubai,
Development United Arab Emirates. Corporate Office
brianqu@network.ae (Dubai)
Telephone: +971 4 3032431
Obopay, Inc. Deepak Chandnani, Chief Executive Officer India
275 Shoreline Drive, Suite 400
Redwood City, CA 94065 Obopay Mobile Technology India Pvt. Ltd.
T: +1 650-264-2000 o El colden Millenni
: nd Floor, n Millennium,
Dl ooy 6911 Miler Rgac?, )
Bangalore-52, India
TEL: +91 80 4147 2771
FAX: +91 80 4147 2774
Email : Info@obopay.com
OpenWay Group Middle East Belgium

Europe, Americas, Africa

Mr. Wim Pardon

T: +32(0) 1080 01 00

F: +32(0) 108001 49

eu@openwaygroup.com
us@openwaygroup.com

OpenWay Europe S.A.

Axisparc Business Centre

Rue Emile Francqui, 5, 1435 - Mont-Saint-
Guibert, Belgium

Mr. Hans Van Buylaere

T: 49714 446 48 15

F: +9714 447 16 54
me@openwaygroup.com

OpenWay Middle East JLT

PO Box 390271, Tiffany Tower 2604
Jumeirah Lake Towers, Dubai, U.A.E.

www.openwaygroup.com
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Prime contact

Secondary Contact

Country

Paycre8

Peter Goldfinch

Managing director

PO Box 133 160 Eastridge
Auckland 1146, New Zealand
pgoldfinch@bigpond.com
Skype: peterlgold

M: +61400510846

Ann Roil
WWwWw.paycre8.com

(Paycre8 is the system integrator for ISC)

New Zealand

PayLogic Ltd Company

5 Rue Ibn Al Jaouzi (Ex BACKMANS), Quartier des
Hopitaux

Casablanca — Morocco

Tel.: +212 5 22 47 45 50/80

Fax: +212 522 47 45 53

www.pay-logic.com

AL HAWAFIZ COMPUTER DEVICES

UNIT A 107-2 AL FARDAN CENTRE Sharjah — UAE
P.0.Box:25263

Tel. : +971 65 56 64 77

Fax: +971 65 56 64 99

Morocco

Progress Soft

Sales Department
sales@progressoft.com

Marketing Department

marketing@progressoft.com

Jordan

SIA-SSB

Claudio Ceresani, Head of International Business
Development and Sales, SIA S.p.A.

Via Taramelli, 26, 20124

Milan, Italy

T:+39 02 6084 3221

F: +39 02 6084 2656

M: +39 335 1003760

Work: claudio.ceresani@sia.it

Italy

Temenos
Sales enquiries & RFI/RFP
sales@temenos.com

Marketing enquiries
marketing@temenos.com

Swiss
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Prime contact Secondary Contact Country
Tieto Finland
Ropazu 10, Tieto Corporation
LV-1039 Riga, Latvia Aku Korhosen tie 2-6, (Helsinki
Phone: ~ +3716751 0000 Region Transport Journey Planner)
cards@tieto.com, info@Tieto.UK P.O. Box 38, FI-00441 HELSINKI
The Arenson Centre Finland
Arenson Way
Dunstable, LU5 5UL
P: +44 1582 889700 Phone: +358 207 2010
Fax: +358 20 726 8898
www.tieto.com/cards
TSYS Cyle Mims USA
10 Chiswell Street Media Relations/External Communications
London EC1Y 4UQ T:+1.706.644.3110
United Kingdom M: +1.706.442.2321
T: +44 (0) 207 160 9400 F: +1.706.649.4266
sales@tsys.com cylemims@tsys.com
TSYS Corporate Communications
P.O. Box 2567
Columbus, GA 31902-2567
WWw.tsys.com
EMIDA www.emida.net
+447733057233 glee@emida.net
sales@emida.net Patric.neill@emida.net
Utiba Mobility Ritesh Andley, Director-Marketing and | Singapore

Headquarters - Singapore ,
Crescent, #08-05 The Spire , Singapore 658079
T: +65 6733 9598

F: +65 6733 9513

info@utiba.com

10 Bukit Batok

Strategic Business Ventures at Utiba

Gerard Vastel, Associate VP Projects at Utiba
Mobility - Singapore

http://www.utiba.com

(Originally G-Cash Philippines)

Fundamo

Hannes van Rensburg - CEO
info@fundamo.com

T:+27 21970 7600

F: +27 21 970 7601

Reg Swart - Senior Vice President: Africa &
Middle East
Pat Cassisa - Vice President Partner Solutions

South Africa

Visa:
Kamran Siddiqui, GM MENA
SiddigiK@visa.com

USA
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Annex2- List of the Companies to be Notified.

This list includes all the companies working with the CBI and MNOs which working in Iraq and
mentioned in RFP, to be notified to be a subcontractors or to be related to the Main bidder but will
not invited as a prime bidders.

Companies Notified | Major Field Contacts

Montran Co. IPS Vendor Maintenance and support | mattwalsh@montran.com

www.alfa-consult.com
E-mail: info@ alfa -consult.com

Alfa Consult IIBN Operator and Network support Tel. No.:+3522627271
Phone: +964 7802 999 107

Zain GSM Mobile operator (MNO) E-mail: info@iq.zain.com
E-Mail:sales@asiacell.com

Asia GSM Mobile operator (MNO) Tel. No.:+9647701107649
E-mail: corporate@korektel.com

Korek GSM Mobile operator (MNO) Mobile: +964 750 445 0022
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