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INTRODUCTTON

The basic purpose of this study is to review the effectiveness and.
capability of the National Guard of Panama to techniecally support

its telecommunication networks and associated equipment. The growtn
in use of all types of communications equipment by the Hational Guard
has been extensive. This increase has been initially spurred by AID
Public Safety and military assistance programs in earlier years, but
more recently by the Government of Panama itself through direct equip~
ment purchases from U.S. and other country suppliers.

Shortly after the October 1968 military coup and Junta rule in Panama,
the National Guard began to closely examine its various needs for im-
proved material and personnel levels. Subseguent events related to
political leadership disputes in December 1969, have given a further
impetus to sustain a well-equipped force for preserving the internal
stability of the Republic Adequate National Guard force and materi-
al levels on October 1972 centributed to the peaceable selection proc-—
. ess for a President and Vice-President by the National Assembly under
the approval and support of the Commander-in-~Chief of the National
Luard.

The various organizational. units of the National Guard, including its
Air Force and Navy, have correspondingly benefited by larger public
expenditures in the governmental sector, made possible to a large ex-
tent by the economic gains exhibited by the private sector.

The Communications Division of the National Guard, which operates and
maintains radio, telephone and teletype systems to serve the needs of
the entire institution, has likewise augmented the quantity of radio
equipment it uses and the services it provides. The effectiveness of
‘this organization to fulfill its functional purpose in this specific
area is examined within this report.

This study was performed during February 7-23, 1973 by Alfred W. Nau-

rocki, Telecommunications Advisor, Publie Safety Division, USATD/Gua~
temala. )
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SUMMARY AND CONCLUSTONS

The National Guard of Panama has expended a sizeable amount of its
own fund for telecommunications equipment and services. These pur-
chases, over the past few years, have included both civil police

and military-type radio equipment from U.S. as well ss foreign sup—-
pliers. The majority of equipment used for the various radio net-
works are commercial types typical for civil police purposes. The
use of both civil police and military-type radios is consistent and
compatible with the broad intevnal security responsibilities ¢of this
organization.

It 1ds in the interests of the U.5. Government to continue to have
the National Guard assume the costs of purchasing the communica-
tions and other eguipment it needs to effectively function. How-
ever, the technical expertise needed to assure that knowledgeable
evaluations are made regardlng the valve and performance character-
isties of the equipment prior to its purchase are noteably lacking
within the institution. -

amt

With the exception of the new traffic control radio system, the

majority of equlpment which has been purchased has served to onily

unkand The quantity with litrie regare | to upgrading the flexibil-

ity,usefulness, or technical performence of the 'differenc radio -
_netyorks,

The technical support of radio communications equipments_from a
maintgg§gggﬂ§§§g§point is gpnerally pooTr. Inadeqpacies are.re- .. -

and 1ts_Erocedures. "Deficiencies are ev;dent An .the lack of pro~
“Fessional maintenance techniques, the supervision and internal
training of technical personnel, clearly specified work assign- .

ments, equipment and spare parts control records and overall shop
- administration,

«Jhe physical werking area within the radio maintenance shop is

small "and congested Con81der1ng he quanuluy of qulpment wnich
periodically reguires repair. The. current shop is in a temporary
location pending finalization of a new location which will serve
as a combined maintenance area. . Formerly, maintenance of base
station and other heavy units was independently organized and ope-
rated apart from a mobile/portable vepair shop. The Chief of the
Communications Division proposes to merge these two sections into

a unified group to avoid duplication and non-coordinated functions
between the two. :

Jaesry

The present Chief of the Comnunications Division has been in his
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assignment for about three months and admits to no prior experi-
ence in the telecommunications field. While apparently capable
of general supervisory duties, he is aware of his own limitations
in fully understanding the various operational and technical tacks
within the jurisdiction of the Communications Division. This par-
ticular official has nevertheless recognized that there are cer-
tain deficiencies in his area of responsibility which are difficuly
to resolve intvernally given the present capabilitiess of his pexr=
sonnel. _This official has_thoughtfully considered aggggxpressed
_the desireability of receiving full-time direct U.S. aQVloOTy as~
sistance to actively participate in the improvement or the tele-
eommunlcatlon system and to properly structure and to mature the
entire CECHnlcalwﬁEPPQEE”mEQhQQlQmuvltﬂ}ﬂmthﬁ CQ?@PQ%EéiégﬁﬁmPEZM_ﬂ
vision,

; is concluded that U:S. LGChHlCﬂl adv1sory assistance in the e
teletommunloatlons area would be beneficial. to the healthy long-__
term develqpmegt of this_important organlaatlonal element. Pe-
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riodic TDY reviews,. “reports and recommendatlons, while accepted
_practlce for rectifying spe01f¢c minor problems as may exist at
~the &ime, would be of limited value in this case since nurtured
_gygﬂance on a daily basis is required’ for a’lorger term €5 TESOIVE
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It would be advantageous for the National Guard to have access to
an on-the~scene competent advisor, They have never been offered
this category of specialized assistance by the USAID Mission.

The assgignment of a USATD Public Safety Telecommunications Advisor

eie b ke S s v o ey e

.is recommended for a minimum period of three vears.as & posicive...

first step to advance the present llmlteq"gapabllltles in tech-
nical support effect1VQness.

ATt o e L e
ity

The equipment and materials provided to the National Guard!s Com=
munications Division by USAID Public Safety and the military as-
sistance program have been of considerable value to them. With
the National Guard undertaking more purchases with its own fund=- .
ing, tne equipment grant portion of USAID assistance can be cor--
respondingly reduced. Participant training at various technical
schools and the provision of training materials should be contin-~
ued. In_the_ abscnee of a full- ~time Lelccomnunications _advisor,
short-term TDY spcc1a11zed ass 1gtanco ‘should s€{l1 be “continued "
.as may be neoessary although a dlrect -hire adv1sor is to bt pre-
ﬁfgpgggﬁfor the inter-related range of tasks that normally requ1re
_regulan attentlon and guldance.
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GENERATL, SITUATION

The National Guard has gradually increased over the past several
years the quantity and variety of radic equipment used by its
forces. This increase has been achieved mainly through an expend-
iture of their own funds and has generally helped to expand comvu-
nications capabilities.

In comparison to the findings available during a 1969 review of
the National Guard telecommunications system (Reference 2, addi-
tional communications improvements initiated since then have been
noted as follows:

A. A new large-capacity central telephcone exchange (PARBEX) plant
has been installed to serve National Guard central headquar-~
ters, is replaces an earlier vintage model to allow a

greater flexibility in accommodatlng 1nterpal and incoming
telephone traffic. -

B. The Communications Division operates and administers a new
" international, teletype section for in-country and worldwide
printed message communications. TeleLype equipment terminals
are leased from each of the three major common carrier Cele-
conprniied L ioi uumpan;eb WLLu¢h Panama, i.e., w;:;;;n‘uu;on
International, Tropical Radio Co., Internacional Telephone
" and Telegraph Co. A separate private teletype circuit is
also available to the National Guard headquarters in David.
A civilian supervisor with twelve vears experience in commer-
cial teletype practices administers this international tele-
type section.
C. Closed circuit television cameras are now in use to view the
main outside entry gates to central headquarters.

D. The National Guard unit in each capital city of the rural
provinces has been equipped with a high-frequency single-
sideband radio set to permit direct communications with Na-
tional Guard central headquarters in Panama. Certain rural
towns also have installed short-distance VHF-FM communications
equipment for National Guard contacts within a province.

E. A new traffic control radio comnunications system with a mod-

ern control console purchased from Motorola by the National.

Guard at a cost of $150,000 is currently undergoing installa-

tion in the Traffic Division by Jocal representative.

Other annual expend1tures by the National Guard for communications
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equipment and related Suppllcs have been substantlal as noted by
other cobservers:

" In FY 1968 and 1969, a total of $80,000 was spent
to procure 10 SSB transceivers and 50 portable SS5B
transceivers. 2An amount of $25,000 was spent on
construction, repair shops, locally-built towers,
antennas, furniture (desks and chairs).

In FY 1969 and FY 1970 a total of $52,000 was spent
to procure General Electriec and Motorola base sta-
tions and mobiles.

The above totals $157,000 over a three-year period
and exceeds the AID support provided.® 1/

The majority of equipment acquisitions have been made to basical-
ly satisfy the short-term individual requirements of various ope-
rational sections within the National Guard. As such, the pur-
chases have consisted of increasing the equipment complement per
se, with little forethought to satisfying the overall interrelat-
ed telecommunlcatlons system requ1rements.

"Rt present, the’ Natlonal Guard lacks a knowleddeable individual

within its ranks who can act as a central technical planner for
assuring that equipment considered for purchase relates to the
functional reguirements of each user element as well as the over-
all integrated communications scheme. The official who Formerly

-was the Chief ofi the Communications Division had over ten years

exXperience in this field and was capable of providing the neces-
sary guidance. The replacement of this official with an inexpe-
rienced, less~qualified individual has significantly diminished
the National Guard's potential for self-guidance in such planning.

A typical case in point is the difficulty the technicians have
had to establish a dependable VHF~-FM radio contact direct to Co-
16n from Panama central headquarters. . Of many types of equipment
procured in the past, none has been satisfactory to satisfy this’
particular case.” It is further contemplated to eventually extend
the rural highway patrol radio network along the highway present-
ly under construction through the Darien region. To assure a
feasible approaeh and correct equipment selection for this pur-
pose, it is probable” the technicians will seek outside. advisory

"Panama Telecomnunications Review!, pp 9-10 by. Ren& Tetaz, July 1970.

*
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assistance. It is likely that the selection of various types
of foreign-madec radio equipment as purchased Lrom France and
Israel could have been directed to equal quality U.5. eguipment
sources had some on-the-scene technical advisory assistance

been available on a full-time basis to the National Guard. 2/

While assistance on specific communications problems was peri-

" odically provided by TDY spocialists, such short-termn assistance

was of limited value to assure satisfactory full-time on=the-~
scene guidance for longer term communication planﬂlna, eoulpment
selection and 1mplementat10n supervision. - - -~

The assignment of a direct-hire Public Safety Telecommunications
Advisor to the USAID/Panama Mission should be given thorcugh
consideration to enable the N&tional Guard to overcome some-of

-the above-mentioned fundamental dlfflcpltles, - S

a. Approximately 60 units Model PRC-~77; U.S. Military-Type,
Tactical VHP-FM tuneable 30~75 MHZ., with mobile and back-
pack accessories.

b, 8ix units Model RT-794B; U.S. Military-Type, Tactical HP~
§5B with USB channel only; tuneable 2-12 MHz.; with acces-
sories.

U.S. Military Tactical Units of a, and b. manufactured by ‘Tadiran
Israel Electronics Industries, Inc.

¢. Approximately 60 ea. IIF-8SB Portable Radio Single—chanﬁel
6842 KHz. USB/LSB Selectable,

Made in France by CFTH {(Thompson).
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TECHNICRL SUPPORT OBSERVATIONS

A principal rospons¢blllty of the Communlcatlons Division i5 the
maintenance of all radio 0qu1pment used by the National Guard.

The Maintcnance Section with its technicians, test equipment, Spe-
cialized supplies and shop area is an integral part cof the Com-
munications Divisicon. The structure of the Maintenance Section

is shown in the attached organization chart.

An effective maintenance program was found to be lacking for the
National Guard. Loose organizational controls, haphazard working
arrangements and inadequate technical skills of most technicians
were the dominant cause for this deficiency. Contributing in part,
is the lack of experience of the official recently appointed as
Chief ¢f the Communications Division, in telecommunications manage-=
ment, especially in the area of establishing and guiding a strong
technical maintenance section.

The National Guard does recognize the need for having good main-
tenance performed on its communications networks although the
various new equipment procurements during the past several years
have muted the pressures for servicing some of the older dead-
lined units. New equipment has replaced those items which have
been beyond the scope and capablllty of the average techniclan to

il -~ ~lhae Ty = okl - ££
j_JLOyL.-.L.L‘y -LCJ‘JCLJ...J.. The technicians have been able to effdct most

repairs at a first and second echelon level. It is most infre-

quent that sufficient attention is directed to the detailed anal~
ysis and servicing of more complex equipment malfunctions. This
is due to the continuous activity in the movement of technicians
to install, remove, or change various equipments as requested by

different officials to satisfy various specialized operaticnal
functions.

The Communications Division is allowed sufficient funds for pur-
chasing spare parts and accessories as available through local
commercial outlets. Much of these funds are unnecessarily dis-
sipated through replacement of an excess quantity of parts that
have no relation to the defect in the particular item under re-
pair. 1In general, the impression received is that addicional
monies are available for new equipment purchases, the attention
given to efficient and economical maintenance practices has been
correspondingly reduced in importance.

Stock control records of spare parts usage, equipment maintenance
records, technician work orders and other administrative control
measures pertinent to radio shop organization and management are
not in effect. An annual swmmary of major radio equipment on hand



is undertaken, but in a- perfunctory manner that-omits- any ex- -
planation for the differences in equipment quantities from prior
years, ’

limited quantity of functioning test equipment is oh hand.
The quantity is-insufficient, however, for thorough servicing
of radio units. Other items of useful test equipment are non-
operative due to mishandling, ordinary defeetvs and ac times, some
abusc by inexperienced personnel. The Netional GSuard is capable
of purchasing those replacement items of test equipment they deen
necessary. .

A significant development is the proposed intent of the.new Chiet
of the Communications Division to unify the fixed radio station
maintenance group and the mobile/portable radic maintenance group.
These two groups formerly operated independently of each othew,
with their own Technicians, test equipment -and shop space, result-
ing in little coordination and considerable duplication of re~
sources. 7This was a long-standing recommendation of the USAID
Public Safety Division regularly submitted over the years to the
National Guard Command. A newly-refurbished area is planned to
centralize all future radio maintenance functions in a ground
floor building within the Central Headguarters compound. - -

Two officials currently concerned with radioc maintenance have re-
ceived tTraining earlier in France and Israel, at the factories of
the suppliers. This has been dirvectly beneficial tc the two of-

fieials but their knowledge was not adequately transferred in turn -

to other lower-level technicians also concerned with repair of the
same equipment.

Additional training is projected for two National Guard techni-
cians through-the supplier of a new traffic control radio system.

T 1s expected that the supplier (Motorola) will maintain this
$150,000 system under a maintenance contract agreement for sev-
eral years with the two National Guard technicians to be trained
in this period so they may assume ultimate maintenance responsi-
bility when the contract expires.

The National Cuard does not undertake maintenance of the radio
network for the Department of National Investigation (DENI).

This non-uniformed security group has its units rvepaired as re-
quired by the Yocal Motorola representative. Likewise, a closed-
circult TV system utilized by the National Guard is maintained

as necessary by the supplier of this equipment. The.few radio
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units used for maritime purposés by the National Guard are main-
tained in their central maintenance facility. However, radios
used by the Panama Alir Force are independently maintained by per-
somnel other than regular National Guard technicians.

Specialized cypes of radio repair courses have been given to se-
lect technicians within the National Guard on several occasions
by the USAID Public Safety Division and the U.S5. Military Group
at schools in the WU.S8.A. and the Panama Canal Zone.,- The prelim-
inary knowledge gained through such training is of considerable
benefit although the further development of technical skills is
limited by poor supervision and organizational acceptance of me-

diocre work standards following a return to work by the techni-
cians.

‘The National Guard tends to recognize -some of these internal
problems in developing an efficient maintenance section. They
have a willingness to. utilize their own funds, but look to com-
petent outside guidance, when available, for advice on a means
to improve their technical support capability.

L
In this area, an appropriate measure would be to offer the serv-
ices of a Public Safety Telecdmminications AdvisScy to work oh a
daily basis with local officials and technicians to gradually
rectify the difficulties menticned above. It is considered that
the National Guard would accept and be appreciative of USAID in-
Terest to assist their organization in this necessary function.
It is envisioned that major equipment and other related commod-—
ity requirements would be principally funded by the National
Guard tc support the improvements and other activities suggest-
ed by such an out31de Telecommunications Advisor.

It is recommended that the USAID/Panama Mission consider and
approve the assignment of a full-time Public Safety Telecommu~

nications Advisor to assist the Natlonal Guard for a minimum
three~year period.

.
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COMPATIBILITY OF TWDUSTRIAL AND MILITARY GRADE COMMUMICATIONS
EQUIPMENT

Both the USAID Public Safety Division and the U.8. Military RAs~
sistance Program render technical assistance, material resources
and training to the National Guard. This type of assistance is
functionally delineated according to whether a civil police or
military-oriented requirement is tc be satisfied.

One sector where much earlier assistance had been given was in
the provision of radio communications equipment and assoclated
items. ALl National Guard communication networks are primarily
structured upon the use of commercial/industrial police-type
equipment for administrative, city patrol, rural highway patrol,
traffic coordination and long-range inter-province communica-
tions.

Military grade equipment such as the PRC-6, PRC~10 and PRC-77
Lypes are also available and normally employed for short-range
tactical field purposes where operations of a military nature
may be occasionally conducted. The military VHF-FM (PRC-10,
PRC-77 types) are low-powered, tuneable units which can commu-
nicate with nearly fixed freouenc;, high=-powered, rural highway
patrol ¢ars if necessary, but this is not a normal procedure for
the National Guard. .Likewise, milicary HF-SSB radio sets aze
employed, which have the capability to tune to the same frequen-
2ies of the inter-province commercial HF~SSB radio sets. Never-
theless, each category of equipment is intended to function on
its own assigned network frequencies to satisfy specific security
or operational purposes without message interference.

The military grade of equipment is designed fof.ruggé& use under
severe environmental conditions and is understandably more ex-—

. pensive to purchase than civil police radios. With the combined

police and military posture of the National Guard, both types oxf
equipment are successfully employed to satisfy civil or military
type communication requirements.

The technical servicing of both types of equipment is accomplish-

ed in’ the same meintenance shop using basic commercial or mili-

tary test instruments. WNational Guard technicians predominantly use
commercial test instruments. Electronic spare parts for commercial .
units are usually available locally through the representatives of
the equipment manufacturer. Special parts for military-type radios,
unless they are stockpiled at the time the equipment is purchased,
present some difficulties in timely and economical procurement

from defense suppliers. An equivalent amount of specialized knowl-



L3

edge is necessary for repairing either a military or industrial
type radic once a basic familiarity is gained with such units.



V. RECOMMENDATIONS

4. The National Guard Communicatiens Division should promptly
-+ complete the physical econstruction of their proposed expand-.

ed location for their radio maintenance center and work to
unify and coordinate the radio base and mobile/portable unit

maintenance functions within this facility. )

B. The Chief of Radio Maintenance should develop and place into
operatvion a simple but eifective records system for invento-
vy and control of spare parts, test equipment, tools and
other material resources used by maintenance technicians.

C. The Chief of the Maintenance Section should seek to strue-
ture a more efficient and disciplined overall radio shop
organization to include ‘a formal system of work assignments
according to sach technician's competence, a more rigorous

" attention and individudl perseverance to the diagnosis and
repair of more complex equipment malfunctions and a means
for recognizing and rewarding those technicians who achieve
or demonstrate an advanced level of measureable effective-
ness in their technical tasks.

T

D. BAs the National Guard continues to procure those radio and

accessory items it deems necessary, both USAID Public Safety
T and the U.S. Military Assistance Group should codrdinate their

projected inputs of equipment and seek to correspendingly re-
duce those items where duplication or excessive amounts may

+ exceed the absorptive levels of the organization. Technical
iiaison, formal training programs, distribution of training
materials and other non-capital goods assistance shall con-~
tinue on & regular basis, however, according to need.

E. The USRID/Panama Public Safety Division should continue to
make available, upon official request of the National Guard,
the services of a TDY Telecommnunications Advisor Fox short-
term assistance as may be required for certain communication
systems planning, equipment suitabiliity and performance eval-
vation of items proposed for purchase by the National Guard
as well as technical assistance in maintenance shop adminis-

tration, records or technician training on specific problem
areas.,

=

F. The assignment of a Public Safety Telecommunications Advisor
is highly recommended for at least & mindimum three-year peri-
od. This advisor would offer Ffull-time technical assistance
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" to the National Guard Communications Division in those areas
" recommended above as well as undertake a more thorough and
continuous effort to refine; modernize and- strengthen-the - - -

overall administrative, operational and technical support
functions carried out by this key organizational element.

a2
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