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Introduction

The Egyptian Credit Bureau (ESTEALAM) formed a legal committee composed of Legal
Directors from Egyptian banks and the Central Bank of Egypt and formally requested EFS
assistance to facilitate work for the committee. EFS submitted a proposal with respect to the
function and direction of this committee. The proposal was approved by ESTEALAM Board
of Directors. The establishment of the legal committee aimed at providing (1) A critical
review of the rules and regulations which were approved by the Board of Directors of the
Central Bank and (2) drafting legal contracts and forms to be used by the Egyptian credit
bureau in its relation with third parties.

EFS’s approach was to hold several sessions for the legal committee to educate them on all
relevant credit bureau issues. Four consultants from EFS with different expertise (legal,
credit bureau and credit/financial), familiar with the Egyptian environment and the status of
the credit bureau project and knowledgeable about credit bureaus in developing and
developed countries, delivered presentations to the committee and shared their experiences.
EFS also provided the committee with substantial reference materials, especially contracts
and forms used by credit bureaus in other countries.

Legal Committee Members

Bank Name Title

Central Bank of Egypt Fawzy Khalaf Lawyer

PIRAEUS Bank Ahmed Salah Ahmed Khairat Legal Consultant

Misr International Bank ( Ml Bank) Mohamed El Ahwany Head, Legal Department
I\B/I;s;]rkl)nternational BANK ( Ml Khamis Mantawi I\D/I:S:gﬁ]rérl]r;vestigation
National Societe General Bank Gamal Wahid Lawyer, Deputy Manager
Commercial International Bank Mostafa Tamer Manager, Legal Department
National Bank of Egypt Mohamed Gohar Deputy General Manager

Overview of the Legal Committee Sessions

Session 1: Introduction to private credit bureau in Egypt and overview of the importance of
privacy rights, 21 November, 05. EFS Consultant: Marian Mishriki, Task Leader

The session introduced the members of the committee to the concept of private credit
bureaus, explained the differences between private and public registries, summarized
findings of legal researches, and familiarized the members with the status of the Egyptian
credit bureau project and the objectives of the legal committee.

Legal Considerations for Credit Bureaus 2
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Session 2: Legal Aspects of Credit Bureau Operations, Dec 6, 2005. EFS Consultant: Arab
Legal Consultants, Egyptian Legal Advisers.

Arab Legal Consultants familiarized the members with the Egyptian legal environment and
main legislative changes related to the credit bureau project. There were some discussions
of the legal researches that were completed by Arab Legal Consultants. The latest version of
the rules and regulations was also discussed. The Committee did not recommend any
material changes.

Session 3: Credit Bureaus: A legal Perspective, December 13, 05. EFS Consultant: Miguel
Llenas, senior credit bureau adviser

Miguel Llenas delivered a PowerPoint presentation on legal issues related to credit bureaus
and went over one of the agreements that credit bureaus use in developing countries in
details.

Session 4: The Credit Reporting Framework in the United States January 16 - 18, 2006",
EFS Consultant Oscar Marquis, international legal adviser. The training program included a
session on the Egyptian model of credit bureau with participation of Marian Mishriki, Task
Four Leader.

This three-day training program was attended not only by legal committee members, but
also by a number of officials from the Central Bank of Egypt, Egyptian Banks, the Credit
Bureau, the Ministry of Investment, Mortgage Finance Authority, and the two mortgage
finance companies--ABA (microfinance institution) and the Egyptian Banking Institute. There
were thirty participants in total. The program introduced the American model to the
participants, highlighted the role of the regulator in the U.S. and the importance of consumer
protection rights. The last day was devoted to review sample contracts that credit bureaus
use in the States in their dealings with data furnishers and users.

Task Four Leader delivered a presentation on the Egyptian Model of Credit Bureaus. The
presentation familiarized the participants who are not from the Central Bank or the banks
with the recent developments in the Egyptian credit bureau project, to enable participants to
make some comparisons with the American model and some applications to Egypt’s
situation.

The three-day training program also witnessed plenty of discussions. The wrap up session
confirmed CBE’s need for technical assistance to conduct onsite and offsite inspection of
private credit bureau.

Session 5: Workshop: Credit Bureaus and Legal Agreements, February 15 - February 17,
06, Ain El Sokhna, EFS Consultant/ Facilitator: Marian Mishriki, Task Leader

The legal committee members, using all the materials provided to them by EFS, worked as a
group to produce a standard contract and some forms for use by the Credit Bureau. Plenty
of discussions also took place.

' PowerPoint presentation and materials for session number 4 were delivered to USAID separately under
technical report no. 55.
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Legal Committee Output

The output from the workshop represented a first version of a standard contract for use by
the Credit Bureau and forms to be used by the credit bureau. The contracts and forms were
drafted in Arabic. The forms included the following:

1.  Consumer consent form recommended for use by institutions not subject to article 99 of
the banking law

2. Form applying for membership at the credit bureau (ongoing relation) and list of legal
documents that information users should provide to the credit bureau to qualify as
information users

3. Form to request a credit report from a consumer

4. Consumer complaint form

5. A second consumer complaint form objecting to the results of investigation

After delivery of the legal committee’s output to ESTEALAM and the Central Bank of Egypt,
EFS was requested to continue to assist and independently develop the necessary legal
documents that ESTEALAM will use. EFS Task Four Task Force expects that such legal
documents will be subject to change in the future as they have to reflect technical
information and systems that the selected foreign vendor will provide. In addition, some
issues related to the exact relation between the Central Bank, the banks and ESTEALAM
has to be determined and reflected in the standard agreement as well.

Materials Delivered to the Legal Committee

Provided by EFS

1. PowerPoint presentations/summary of desired objectives (attached to this report)
Amendments in the banking law & unchanged relevant articles - Included in technical
report no. 11 delivered to USAID

3. Legal Researches pertaining to privacy rights and secrecy (Arab Legal Consultants) —
Delivered to USAID technical report no 11

4. Legal opinion from Hassouna & Abou Ali law firm — Delivered to USAID in technical
report no 11

5. Private credit bureau licensing requirements - Draft delivered to USAID in technical
report no 11

6. Early version of rules and regulations - Draft delivered to USAID in technical report no.
11

7. Materials delivered by Oscar Marquis in the three-day training titled Credit Reporting
Framework in the United States, January 16 — 18, 2006. Delivered to USAID separately
under technical report no. 55.

8. Legal agreements used in developing countries 2 (attached)

= Agreement between Caltec and an affiliate, Ecuador *

= Agreement between Banks and Insurance Superintendence and the Credit
Bureau - Ecuador’

= Agreement between Data Credito and an affiliate °

% Provided by EFS senior credit bureau adviser Miguel Llenas
% Service contract Doc 1

* SIBSeng. Doc 35

5 EFS reference: Data Credito, Dominican Republic. Doc 38

Legal Considerations for Credit Bureaus 4
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Provided by Central Bank and ESTEALAM

1. Code of Conduct

2. Membership agreement from Saudi Arabia

3. ESTEALAM articles of association

4. Approved licensing requirements and rules and regulations
Legal Considerations for Credit Bureaus 5
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Attachment 1: PowerPoint presentation delivered by Marian Mishriki, Task
Leader, November 21, 2005

= wUSAID

FROIFT THE AIMIERICAIN FEO

Task Four
Credit Information Systems

Presentation to Legal Committee
formed by ESTEALAM & CBE

Marian Mishriki November 21, 2005
1
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PRI THE AIMIERICAIN FEO

Agenda

* Introduce the concept of credit bureau

» Present findings of legal research & recent
amendment in the banking law

» Explain rationale & principles for the rules and
regulations

» Credit bureau model in Egypt & related issues

» Objectives of the Legal committee & future
planned sessions

Legal Considerations for Credit Bureaus 6
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Brief Introduction about EFS

=N
_,_, USAID
\"\%—:'" " FROM I|HE AMERICAN FEOFLE
Task One - Task Two
Mortgage Finance Property Registration
Task Three
New Task Four
Financial Instruments Private Credit Bureau
Ex: Securitization

Legal Considerations for Credit Bureaus 7
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Key result areas of task four

« Strengthen CBE capacity for oversight of
private information systems

* Private sector credit bureau operational

» System of protection in place for consumer
rights

% =
\{‘;\,b .- 3/ FROM

IHE AMERICAMN FEOFLE

The concept of private credit
bureau

Legal Considerations for Credit Bureaus 8
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Why a private registry?
» Expand access to credit ( macroeconomic
objective)

« Support development of the financial
sector

]
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Existing Public registry in Egypt

Banks Central Bank
Mortgage Finance > of Egypt
Financial Leasing Public registry

1. Banks, mortgage finance & financial leasing only provide
their information. No other data is supplied from other
sources about their borrowers

2. They only access CBE public registry

3. Data Subject: Borrowers in banks, mortgage finance &
leasing companies only

4. Borrowers/consumers access denied 8
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Public registries
Limited information
Focus on large loan sized
Questionable data quality
Government regulated and controlled
Supervisory purposes
Not service oriented
No interest in developing ancillary products
* No access by borrowers S
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Private credit information systems

More & better credit information
Accurate credit risk evaluation
Efficiency gains

Better allocation of credit
Lower default rates

Lower lending rates

Scoring

10
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Legal / Regulatory Issues

Non Bank Commercial &

Financial Institutions Consumer Creditors

Banks <«—» Private Sector Government
Credit Bureau & its agencies

|

Foreign entities

Information Systems Information Technology

FROM | HE AMERICAMN FEOFLE

{ ?\) USAID

Credit Bureau

An Agent

12
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Demographic Public record
Information Judgments

Name \ / Bankruptcies

Identity Criminal/ civil judgments
Address (s) i

Birth duto Credit Report Others

Contents

N\

Payment habits

Inquiries
Types of credit
Dates Who
Balances Date
Days overdue
Monthly payment 13
Other

]
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Credit Information: positive & negative

* Negative: late payments, delinquencies
and defaults, bad checks, unpaid bills of
exchange

» Positive:

 All current & historical credit arrangements
that have been handled as agreed and
paid on time even if there are no problems
with the accounts “
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Contents of a credit report

 Insurance policies and claims record
* Registration information

— Motor vehicle

— Real property

— Liens on motor vehicles

— Liens on real property

15
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Value added services by credit
bureaus: Scoring

+ Definition
* How is it reached: payment history ( 35%) , amount

owed (30%), length of credit history ( 15%), new credit (
10%), types of credit in use(10%).

* Higher score, the lower the risk.
* No single cut off rate used by all lenders.

» Types of scoring: Credit Bureau Generic scoring,
application ( customs), behavior scoring

* How banks use scoring
16
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Scoring versus Rating

* Natural persons » Corporates

» Scoring: calculated » Rating: manually
automatically from generated from
input information subjective, policy
based on an objective driven analysis of
statistical analysis of situation
historical data e Few Categories( 10 —

e Scores: numbers from 20) A, B,
0 to 1000 "

(=" USAID
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Benefits of Scoring

Objective.
Timely.
Consistent.
Accurate.

18
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Value added services: fraud detection systems

« |dentity theft, stolen credit card, lost credit card,
stolen number, counterfeit.

» Application Fraud:

— Soft fraud: This is done by people usually turned down
for credit often because of inability to pay. They
manipulate their own details to look more stable

— Hard fraud: by a third party, involves identity theft and
developed IDs, stealing ID of deceased people
» Credit bureau systems provide alerts when there
are inaccuracies, such as alternate addresses or
different dates of birth

{='USAID

.........
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Value added services: others

Verification/completion of information.
Portfolio Monitoring

Early warning systems

Application processing

20
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Credit information systems related
Issues:

» Access to complete accurate & reliable
information concerning borrowers’ payment
history

21
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Information Systems issues

Type of data

Quality of data
Accuracy

Historical availability
Payment habits
Update

Timeliness

22
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Legal Framework

* Not impede

* Laws related to collection, disclosure
* EXx: bank secrecy laws

* Enabling legislation or non preventive

e Concerns of how information is used led to
passage of legislation/regulation

« Liability protections: libel and similar laws,
mistakes possible 2

{='USAID

.........
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Operations

* Permissible use of information
— Credit
— Collection of debt
— Underwriting of insurance
— Employment
— Court order

— Issuing a license as required by some
government agencies

* Initiated by consumer 2
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» Data security: protect against improper
data access

» Access to firms engaged in credit activities
& not limited to particular entities.

» Data integrity: keep negative data even if a
past due has been paid

25

mgﬂ\?{l U SAI D

A=)
\Q%;'L" 42 FROM I|HE AMERICAN FEOFLE
“ORaLo%

» Scope of data: should be on a large
segment of the population. If a voluntary
system not working, then reporting can be
a legal requirement to ensure contribution
of information

 Positive & negative information permit
more accurate credit risk assessment

* To increase demand for credit info
services, make creditors consider the
credit history of borrower

26
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Public Policy

« Credit bureaus can be used to combat societal
discrimination (race, gender, national origin,
political affiliation) — equalizing treatment of
borrowers.

» Obsolescence: negative information should not be
reported beyond a certain period of time, ex:
seven years, such as in bankruptcy, court
judgments, loan defaults. By contrast, there might
be other types of negative information ex:
convictions of serious crimes that are in society’s
interest to report for longer periods of time or even
indefinitely v

Privacy

« Transparency about the credit information
system. Legitimacy & public apprehension
reduced when consumers have the right to
know about the existence of credit
information systems

* Inform subjects if information used to made
adverse decisions about them.

28
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 Right to correct erroneous data. Otherwise

subject will continue to face rejections
based on incorrect information and there
will be doubts in the operations of the
system. Users of the system will continue
to be provided inaccurate data that will
lead to incorrect risk assessment

29
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 Structuring a system with the consent of data

subject but giving consumers control over their
databases will make persons with poor credit
history exclude themselves or limit their access
to their complete credit history

Data subjects should have access to their data
bases

Information about subjects can be used for
effective insolvency and creditor rights systems
whereby information on a debtor can be

provided "

Legal Considerations for Credit Bureaus 20
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* Right to dispute inaccurate or incomplete
information & mechanism to investigate
disputes and errors

» Timely consideration of the disputes

31
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Enforcement /Supervision

» Credit information systems can provide valuable
tools for regulatory agencies to supervise
institutions

» Effective enforcement systems: mechanisms to
resolve accuracy and proper disclosure

» Proportional penalties: sanctions for violations of
laws regulating credit information systems
should be stringent to encourage compliance but
not so stringent as to discourage operations of
such systems

Legal Considerations for Credit Bureaus 21
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Legal Research

Privacy rights & laws pertaining
to exchange of information
Banking law

Egypt

33
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« Constitution ( article 45)
— Private life protected by law

— No clause in the constitution to protect
data/information related to private lives

— All laws have to be constitutional

34
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« Criminal laws ( 58 for 1937)
— Law number 58 for 1937
— Penalties for violation of private lives
— Exceptions when authorized by the law

* Civil laws:

— Personal secrets should never be disclosed

without permission
35

Laws organizing the collection of
information by the state

Antitrust law no 3 for 2005

Trade information center presidential
decree

Laws in the pipeline

— Law pertaining to the disclosure of information
— Consumer protection law 36
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Amendment in banking law
Articles pertaining to public registry
operation & private sector credit
bureaus

65, 66, 67

30, 31, 32, 33 ( executive regulation)
97,98,99,100, 101

123,135

37

Amendment in the Banking law enabled:

» Creation of private sector credit bureau
» CBE licensor

» CBE establishes rules & regulations (i.e. working
system of credit bureau and CBE supervision
system) & rules to exchange

» Sharing of credit information with a new entity (
private sector credit bureau)

« CBE wide authority to put rules and regulations
* Articles pertaining to the public registry unchanged

Legal Considerations for Credit Bureaus 24
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Amendment in the banking law:
Findings

» General rule: all customer accounts are secret (
article 97)
» Exception: article 99

— Exchange of information possible for entities listed in
article 99

— No violation of article 97

— This pertains to customers debt & credit facilities
— Borrowers consent not required

— Allowed under the law

— As long as the exchange complies with CBE
regulations 39
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Amendment in the banking law:
Findings

« What about exchange of information
between the credit bureau and other
entities not listed in article 997

— Banking law does not address the other
entities

— Exchange not prohibited by the banking law

— Entities governed by other Egyptian laws &
requlated by authorities different from CBE 4
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Amendment in the banking law:
Findings

« Public registry continues to operate

» Banks, mortgage finance & leasing
companies are obliged to continue to
report to the Central Bank of Egypt registry

41
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Status after amendment in the banking law

Banks Central Bank
Mortgage Finance —p of Egypt

Financial Leasing Public registry

Borrowers consent
required

!
<«» Non banks

Borrowers consent ‘
not required

Private sector credit bureau
ESTEALAM

Data subject: borrowers/consumers in the market

Type of data: all type of credit information

More users can access information "
Borrowers/consumers access possible

Legal Considerations for Credit Bureaus 26
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Rules and Regulations
for the private sector credit
bureau

Rationale & Principles

43

Legal research: privacy rights ,
Work completed info exchange laws & banking law,

To date other countries laws & codes of conduct

\

Rules & Regulations
May 05
Rules & Regulations b

Oct 05 <« Senior credit bureau advisers review
} Agreements used by credit bureaus

Review by legal committee &
BOD of ESTEALAM

\j
Rules & Regulations Approval by CBE BOD
Nov 05 - = Nov/Dec. 05

Legal Considerations for Credit Bureaus 27
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 Consumers/borrowers consent versus no
consent

» Contractual agreements between different
parties. Define responsibility

 Information secrecy
 Information security
* Permissible Purpose
» Legal entities will be users 4

.........
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Consumer Protection Rights

Privacy rights Credit bureau
Egypt International practices

Rules and Regulations

}

Right to request credit report
Right to challenge erroneous information
Obligations of credit bureau, Information provider, Central Bank

Legal Considerations for Credit Bureaus 28
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Consumer Protection Rights

* Right to know how own data is used
» Ensure the accuracy of the data

» Ensure proper use of information (
inquirers)

47

Credit Bureau model in
Egypt and related issues

48
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Public registry continues to operate

Mandatory

Banks < —————p

Mortgage Finance
Financial Leasing g

Optional

Central Bank

Mandatory of Egypt
—

Public registry

49

New Private information system
First model : Through CBE

Banks —>
Mortgage Finance
Financial Leasing

Central Bank
of Egypt

Public registry | contract between CBE

and ESTEALAM

Contract between
ESTEALAM & Users

Credit Bureau

Responsibility for
providing information
remains with original
info provider

Legal Considerations for Credit Bureaus
Technical Report No. 54

ESTEALAM Non banks
Contract between ESTEALAM &
Non - banks
Optional 50

Consumer consent required

30
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New Private information system
Second Model : CBE not a party

Banks Central Bank
Mortgage Finance of Egypt
Financial Leasing Public registry

Credit Bureau
ESTEALAM Non banks

Contract with
ESTEALAM

Contract with ESTEALAM
Optional
Consumer consent reqdired

Objectives of the Legal
Committee & Future Planned
Sessions

52
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First Objective

* Reach consensus among the legal experts
on legal rationale for the rules and
regulations

* |dentify legal issues and risks if any, and
address them

53
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Second Objective

* Prepare legal agreements covering the
relation between the credit bureau and
different parties

— An agreement between ESTEALAM and
Central Bank of Egypt ( based on first model )

— A sample agreement between ESTEALAM
and the entities mentioned in article 99(
second model)

— A sample agreement between ESTEALAM
and the non banks 54
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Third Objective

» Design /Review Forms for ESTEALAM

« Examples: consent form, dispute forms,
etc

55

Fourth Objective

* Legal committee to provide continuous
guidance : Best way to identify and
capture public record legal information &

other information useful to the credit
bureau

56
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EFS & Legal Committee roles

 First objective

— Legal Committee: review legal researches &
rules and regulations. Prepare questions and
issues for discussion. Please provide in
writing to EFS by maximum Nov 28

— EFS: Legal advisers ( Arab Legal
Consultants) will present in detail their work
to date and respond to queries. Suggested
date: Dec 4 or 6 5

» Second objective: Prepare agreements
— Legal committee: review contracts from
developing countries
— EFS: senior credit bureau adviser Miguel
Llenas to present credit bureau operations
and go over the contracts. Suggested date
Dec 13

58
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« Second objective

— Legal committee: review contracts from a
developed country ( U.S)

— EFS: International legal adviser Oscar
Marquis will present agreements and forms as
used in the U.S. Suggest few days in January
/ Feb 06

59

* Third Objective: Forms used by credit
bureaus
— Legal committee to design/ review forms

— Expansion of the committee to include other
experts ( credit /retail)

— EFS role: available to facilitate, provide
consultation & assist

— Date to be determined
60
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Thank you

Questions?

62
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Attachment 2: PowerPoint presentation delivered by Arab Legal Consultants, Egyptian Legal
Advisers, December 6, 2005

Legal Aspects Of
Credit Bureau Operations

Presented By Arab Legal Consultants
Epenlall wl slaga ¥l &gy sell

g | S e

ARAB LEGAL CONSULTANTS

2005 »eu2 6

Inquirers 3
(Legal — g&f::u «—— | Data Providers
Persons)

| |

Obtain credit

Information Bank

Information from . Provide information
Maintains .
the company about individuals
. Database . .
with respect to and credit companies

credit applicants
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Importance Of Credit Bureaus In
The Egyptian Market

Expanding the economic activity in Egypt,
increasing the volume of business transactions.
Attempting to attract the clients through offering
credit facilities entails collecting information from

different sources, making it available for
companies and business owners in order for
them to take sound credit decisions

YUSAID
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Legal Framework For Protecting and Exchanging Personal Information
in Light of the Constitution and Legislation

Constitution provisions:

Provisions in the Egyptian legislations:

Criminal law and procedures act «Article 45
*Civil law *Article 57
*Law no. 88 of 2003 in promulgation of the +Article 50

Central Bank, Banking Body and Money law
sLaw no. 93 of 2005 in promulgation of amending
some provisions of the Central Bank, Banking
Body and Money law no. 88 of 2003

*Presidential decree no. 128 pf 2001 in respect of
establishing the Trade Information Center

*Laws regulating data collection by the State
*Competition protection and anti-monopoly
practices law no. 3 of 2005

*Article 52
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Legislative Amendment Regulating
Credit Bureau Operations

* Articles no. 67 bis, 99, 100, 101, 123 and 135
in law no. 93 of 2005 promulgated in 20 June
2005 in amendment of some provisions of the
Central Bank, Banking Body and Money law
no. 88 of 2003 regulate the legislative
framework that controls licensing the credit
bureaus, organizes their operations and CBE
control system that applies to them

* Article 67 bis reads:

* “The CBE board shall be allowed to license the companies
to offer credit inquiry services related to the indebtedness
of the bank clients, mortgage finance companies, financial
leasing companies and the applicants who seek credit
facilities from the suppliers of goods and services

* The credit bureau shall be an Egyptian joint stock
company, and its sole purpose involves credit inquiry
services, with a paid-up capital not less than LE. 5 million.
The CBE board shall set the rules, conditions, licensing
procedures, companies by-laws and the CBE control
applied to them by virtue of a board decree”
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e Article 99 reads:

» “The CBE exchanges with the banks information
and data related to the clients’ indebtedness and
their credit facilities, as well as exchanging such
information and data with the mortgage finance
companies, finance lease companies and credit
bureaus. The CBE board shall develop the
regulating rules for such exchange, with securing
confidentiality of information and data and
securing availability of any needed information
for ensuring validity of offering the credit.”

FROM | HE AMERICAMN FEOFLE
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Developing The Regulating Rules Of
Credit Bureau Operations

The draft rules have been initiated in May 2005 based upon studying and reviewing
the Egyptian laws and international experiences represented in the rules and laws
that regulate the credit bureaus operations in various countries such as:

Kazakhstan Saudi Arabia Kinad f Jord
Law no. 573 - 11 Rules regulating the ng 0";32 f%roozn
6 July 2004 company operations BT (e, G5 ©
4 June 2003
Switzerland United Kingdom
Law promulgated on Finland Information protection
o M:rch 20% y Law no. 523 of 1999 law
Of 1998
Singapore Turkey
Czech Rules regulating the Banks law no. 4389
Law no. 21 of 1992 company operations Of 1999
8
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* The draft rules were completed in August

* A study was conducted with a principal purpose of
reviewing the provisions of the draft rules in the light of
the following:

» Comprehensive review and detailed comments
presented by Oscar Marquis, International Expert

+ Comments presented by Miguel Llenas, Advisor, upon
intensive review of the draft rules and meetings attended
by him

* Reviewing a number of conventional contracts currently
used by credit bureaus in the US, Ecuador and
Dominican Republic

yUSAID
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Sections Of The Regulating
Rules Of Credit Bureaus

First section: Definitions and concepts

Second section: Rules governing the relation between the
company and its customers, company bylaws and rules of
operating and processing data

Third section: Central Bank control system and the
applicable penalties

10
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: Relation Between The
| Company And entities dealing

: with it
3 -] |Customers| Data &
Og\:rre t:::lt (i.e. data | Inquirers | information
subject) | | _providers

11
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Company Relation With Data &
Information Providers

The relation between the company and data providers
is governed by the contract concluded between them,
that include the data providers’ obligation to:

*Verify accuracy, validity and completion of data provided
to the company

*Securing an authorization from the customer

*Updating data and information

*Considering the customers’ complaints

*The data provider’s liability for inaccuracy, errors and
incomplete data provided by it to the company
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Technical Report No. 54



AT
B
é/ [USAID RN
|§:‘ — .';,!

7y
{’.‘_o_ij.,_ﬁ_uy‘/{é/z FROM THE AMERICAMN PEOFLE

Relation Of The Company With The Inquirers

The relation between the company and inquirers is governed
by the contract concluded between them, including the
inquirers right to request credit reports, and their obligation
as follows:

*The inquirer should have a legitimate purpose for inquiring
*Securing an authorization from the customer

*Inquiry should be based upon the regulating terms and
procedures

*The inquirer cannot claim a compensation from the
company against any jeopardy as a result of reliance on the
data and information
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elation Between The Company And The Customers
(i.e. data subjects)

*The right to obtain a copy of their credit report
*The right to file a complaint in case data indicated
in their credit report is invalid or incomplete

14
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Complaint
is justified
and
correction
is
considered

| Complaint | | Reren dawprocesing | | Complaint Sent within 5 days Data
:l::l::l:;et: made by the company ;:ti LY Provider
it i i Review
Initial review of complaint q
by the company The customers’ right I
4 to file a complaint
| Reply
Credit Bureau /\
T . Complaint
Refusing to otify : is
review the Complaint on the cpmplainer unjustified
L_review the | ¢
complaint relevant form fgedback and data is
b itis received true
not related Complaint
to data is not )
dispute justified
Complainer
fijutr re&ctmg Objecting again to
ana the Central Bank
providing a
free credit
report

The Company Relation With
Other Credit Bureaus

Notify every inquirer
within the last six months
of free correction of data

15

The relation between the company and other credit
bureaus is governed by the contract concluded
between them, including:
*Purpose and scope of agreement
*Type and cycle of data and method of posting
and securing it
*Determine the legal liability of each of the
related parties
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Authorization

Authorization is not
necessary for institutions
subject to the provisions of
article 99 in the Central
Bank law no. 88 of 2003
and its amendments;
*Banks

*Finance lease companies
*Mortgage finance
companies

Explicit written permission
signed by the customer,
his/her legal
representative or
authorized agent,
indicating his/her
approval to :

*Inquiring about his/her data
& information

» Forward data to the credit
bureaus

Legal Considerations for Credit Bureaus
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Central Bank Supervisory System Over
Credit Bureaus

» Establishing rules, terms and procedures of licensing
companies

* Licensing credit bureaus

» Establishing regulating rules of exchanging data and
information related to customers’ indebtedness of
banks, mortgage finance companies and financial
leasing companies with credit bureaus

* Reviewing the forms prepared by the company

19
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« Overseeing the company operations

« Monitoring whether the company adheres
to the Central Bank law, its amendments,
rules and regulations

* Reviewing and inspecting the company
operations

* Reviewing and overseeing information
systems

» Overseeing customers’ complaints

rav)
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Attachment 3: Power point presentation delivered by Miguel Llenas, credit
bureau adviser, December 13, 2005
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Credit Bureaus
A Legal Perspective

Miguel Llenas

13 December 2005
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What Is a Credit Bureau?

A credit bureau is a integrated computer system (hardware &
various sophisticated software) designed for sharing
information concerning ...

General Data (ID’s numbers, age, gender, social status,
pictures, addresses, phones, etc)

Debts and Repayment Records, (Pos/Neg)
Judicial & Criminal Records.
Any Suitable ( and permissible) Public Information

...that allows current and potential lenders to make
more, more & more ...informed credit decisions.
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The Flow Of Information

Request a New (or renewal) Loan
Loans Credits, if

requests accepted

»» o N \ Y/ o () N () »

Consults Database, Makes Credit

Consults existing Provides

and upda_ted Information
Information on New Credits

Provides Actual Information , Updates Databases, Seeks for
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2l Usaio ]
=% USAID
\@ FROM | HE AMERICAMN FEQOFLE

Legal Issues

Internal Structure of a Credit Bureau

|. Technology
2. Operational
2. Administrative

4. Legal: In essence, avoiding legal actions against the
CB as well as protecting consumer’s rights.
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Legal Issues (Key Factors)

|.Operations under a governing law,
licensed by the CBE.

2.0n the permissible information's.

3.0n the express authorization from
users

4.0n the consumer’s rights
5.0n the claim’s process

=" USAID
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Legal Issues (Key Factors)

|- Operations under a governing law,
licensed by the CBE.

a. Credit Bureaus under the Egyptian law must
have a permission of operations, after been
approved and licensed to operate by the CBE,
being under its supervision as a “associated
member” of the regulated financial system.

b. All relationship with Data Providers and End
Users of the credit bureaus services should be
governed by a legal, very detailed and
comprehensive contract.
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Legal Issues (Key Factors)

2. On the permissible information's.
a. Biographic information

b. Positive and negative information

c. Judicial information

d

Non permissible: Movements on current
accounts, savings, CD’s, political or sexual
inclinations, healthy reports, religious
beliefs, etc.

=" USAID
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Legal Issues (Key Factors)

3. On the express authorization from users

a. Required by the Law before any credit report is
issued.

It is a responsibility on the end user of the CB.
c. A verbal approval should be allowed under oath.

d. Any violation of the confidentially clauses should
be on the end user, not the CB, if it is the case.

e. It should be physically or digitally stored at least
six (6) months after any transaction with the CB

8

Legal Considerations for Credit Bureaus 50
Technical Report No. 54



@;j USAID

FROM THE AMERICAMN PEOPLE

Legal Issues (Key Factors)

4. On the consumer’s rights
a. Access to their personal report anytime

b. It should be delivery by the CB’s service
department of in the shortest time possible

c. Their right to rectified, modify or cancel on
their report if any wrong, illegal, inaccurate
information

d. d.Any wrong information originated by a
particular source will be the only responsibility
of the originating source.

=" USAID
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Legal Issues (Key Factors)

5. On the claim’s process

a. A written claim, under a credit report issued
directly by the credit bureau service department,
and not from an outside end user.

b. To protect the CB, a reasonable period of time
should be allowed to rectified, modified, or cancel
any wrong information.

c. No legal procedure should be allowed against the
CB before this reasonable time.

d. Itis a sound practice to included a temporal note
on their online credit report specifying this
situation. 10
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Legal Issues (Key Factors)

e.  Assoon as the claims is issue by a consumer it
should be sent to the Financial Intermediary
Institution in order to rectify within a given period
of time, any wrong (data) information.

f. The intermediary financial institution, if the claim is
correct, should immediately changed the consumers
situation and report it to the CB.

g.  Ifitis found that the CB is responsible for the
wrong or inaccurate information it must be changed
within the next three (3) working days. 11
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\1‘1’7" FROM | HE AMERICAMN FEOFLE

Legal Issues (Key Factors)

h. In case of delays, (15 working days or more) or a non
responsive action either by the Fll or the CB, the
information regarding the consumer’s claims should
be removed from the personal credit repot and legal
actions could be taken by the consumers against both
parties.

i.  Regarding Public Information, as Judiciary and Legal
Courts, the claim process should be longer, at least

45 days, before any legal action could be taken against
the CB.

12
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Attachment 4: Three legal agreements used by Credit Bureaus in developing
countries, provided by Miguel Llenas

@ OSiaa gl 4y ) ggan

(2005 Jisl 6) cilaglaa aladin sic

BETWEEN: The Company Consultores de w52 63 s ) silluwi 58 38 5 1Y) il 1aial) Gl

Datos del Caribe, C. por A. [CDC], a by ol 4 )i 4S8 a5 (CDC) (S oo
commercial corporation established and oady Lad AS Al Jiayy (S sall 4y ) sen () 581
regulated pursuant to the Laws of the paddll (il jel g aiad) aa e 4 yiall 4 glal) Clagll
Dominican Republic, represented for the il g 2laial) AS iy BaY 4] Ll ad sall
legal consequences and purposes of this «(Data Credito) iV
Contract by the signatory person, which

hereinafter will be called DATA CREDITO, Lo sliaa @y Al g 4 iV dpad il 1 JE )kl
and the artificial person whose padiually a2 Lasd agl) JLlo s caie 13 o

representatives signs this Contract, who
hereinafter will be called THE AFFILIATE,

Article 1. ON THE USE OF THE

SERVICE: THE AFFILIATE who by way of 1Aeadlly gL 1 sY) Bl
this Contract, is authorized to utilize the )

credit information services of DATA Gila slaall ladd aodieg o) edall 1] W g cariiunall 3y
CREDITO, with THE AFFILIATE agreeing (Data e%C:uY\ A58 J8 (e Aedial) Aplainy)
that all oral or written information, by pla Al g, o e axiiual 3 5 5 «Credito)
means of report, or any other document S ol g DY) AS 8 (e Aaiall il slaall A8S
provided by DATA CREDITO and received s ) o) S U — S 5l daled e las
by THE AFFILIATE, will be regulated by Al

the following conditions:

[1.1] The information requested from DATA
CREDITO and supplied to THE AFFILIATE DU S 5 (e ol 2 e shed) 2405 1-1

will be for the exclusive use of TH.E Y (3 o paaiead Al 5y prasall Loskall
AFFILIATE who cannot consult with other S omlil g il sleall o3 & Ly o 4
persons or companies that are not the one Z )l 13 e cdsall (Y5 e S 3
included as signatory of this Contract, even IS, U‘l;"i“y‘ Y Q@ s i

though they may be afflllat.e companies or S GAREYl Y58 e i aaniasd] (s
belong to THE AFFILIATE; these persons andsie | gad g of el (S s LS el )
or companies, as the case may be, must A A8 5 e Al
sign their own Contracts with DATA

CREDITO;

: . S le sleall 8IS aadiiaal) axiiuy of Gang 2-1

[1.2] All information requested from DATA Y 5 al5 g ot 2VMais¥1 A, pe Lele
CREDITO and received by THE i 'eus L N

- & oA o WS (pand 5 e i mady
AFFILIATE, must be utilized by THE i) 13 (38 el 2l
AFFILIATE in the strictest confidentiality
against unauthorized disclosure, as per
that established in the Attachment of this
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Contract;

[1.3] THE AFFILIATE agrees that the
reports on its employees will be requested
solely by a specific representative
designated for such purposes, with its
being absolutely forbidden for other
employees to obtain reports on
themselves, their family members, persons
close to or related to them, except when
they do so in the exercise of their official
and/or contractual functions;

[1.4] THE AFFILIATE expressly agrees
that it is under the rules of professional
secrecy with respect to the data and
information received from DATA
CREDITO, having the duty to keep them in
a confidential fashion, an obligation that is
maintained even after the contractual
relations between THE AFFILIATE and
DATA CREDITO have terminated,
whereby in no case will THE AFFILIATE
be able to hold DATA CREDITO liable for
the unauthorized disclosure made by THE
AFFILIATE or any of its employees or
representatives, of the reports and
information received from DATA
CREDITO;

[1.5] THE AFFILIATE cannot, under any
circumstance, include any natural or
artificial person who is not a direct
employee of THE AFFILIATE as a user of
the DATA CREDITO system;

[1.6] THE AFFILIATE must ensure and
guarantee to DATA CREDITO that the
employees authorized to utilize the DATA
CREDITO system will not be able to share
with or disclose to other persons the
security codes or passwords that have
been assigned them for access to the
DATA CREDITO system, by virtue of this
Contract;

[1.7] THE AFFILIATE must ensure and
guarantee to DATA CREDITO that the
employees authorized to utilize the DATA

Legal Considerations for Credit Bureaus
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CREDITO system for the purposes of Adaill aladinly agd i sall il gall
obtaining and printing reports of whatever e Jsasll (a i 2Saiu¥l 48 a1 5 <1y

nature, cannot photocopy the reports, A ol Aapd S U dlgiella gy &
share and show the reports to other A8 laa gl eyl o3a y pad e | g
persons, deliver the original report or copy Sl caed Lala) by & eda b oy Al paladl
of same to other persons, nor disclose =iy e by ga ol E Jual alus
orally or in writing the contents of the 238 (5 sine oo AUS o Aalis Call i ¢ Al
reports to other persons who are not b s (e ) gl b Al GalalY
authorized employees of THE AFFILIATE, 058 A sal) JS B cagd (ad yall axiid)
and at all times they do so in the exercise pgalgn A jlaal W 5 o slaall Clli (o agdlS
of their official and/or contractual functions, ) e 85 ) jiall dpadlatl) g Ayl )
pursuant to that established in this

Contract;

[1.8] In keeping with the provisions of this R . ; .
Article, each authorized user of THE ew.éwi‘“m EL%L@ Luw 8-1
AFFILIATE must complete and sign the AR RO -

form called ATTACHMENT ON EM\ ;iﬂ\ " - S
CONFIDENTIAL USE OF THE s s 0 e sm o EHs 27T
INFORMATION AND REPORTS (ANEXO S dj;c § \h@)l?j el
SOBRE EL USO CONFIDENCIAL DE LAS JLJM\M .“G‘d <l j::‘.ml\
INFORMACIONES Y LOS REPORTES), Sl 1 o (3 L “’.““w £ j@j

which constitutes an integral part of this : 0 (3) el 2 Lo 2

Contract, whereby THE AFFILIATE and

user authorized by THE AFFILIATE

assumes the responsibilities consigned in

Article 3 of this Contract.

Article 2. SPECIFIC PERMISSIBLE

PURPOSES FOR THE USE OF THE sett | ze sl ey

REPORTS: THE AFFILIATE certifies that RN PR e Lyl G2 £(2) B
the reports on consumers or companies Hletiadly Aalall ) e Jeansu 4 prdtudl i
will be obtained only for the following Gt Y ol Ly sl A ol 2 S S 20
specific permissible purposes and for no A a2y e Al

other:

[2.1] In connection with a credit transaction

that invoices the consumer of company o Agiladl dgless Glaie eY) o 5Su o 1-2
about whom the information will be sl 2y 5 4850 ol @llgtiunal ) 538 Lan 5
supplied, and/or it involves the extension of S ¢ AL S ellgial Ly e sles e

credit, its review, or for the purposes of ol e Y ol cairal ya sl (LB wa (e
recovering an account of the consumer of Juaaill L 48 50 gl dllgine Clus alaiul

company that is in compulsory collection; sy
[2.2] For the purposes of employment of SV CGada g gl 2y 2.2
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personnel;

[2.3] In connection with the signature of an
insurance policy that involves the
consumer; or

[2.4] In connection with a legitimate
commercial transaction that involves the
consumer or company.

Article 3. LIABILITIES: THE AFFILIATE,
and the user or users authorized by THE
AFFILIATE, agree to hold DATA CREDITO
free from all liability, with respect to any
suit, expense or damage that may arise as
the result of the fact that THE AFFILIATE,
the users authorized by THE AFFILIATE,
their employees or their representatives, in
violation of the conditions stipulated in
Article 1 of this Contract, publish or
disclose a report or any other information
supplied by DATA CREDITO, with THE
AFFILIATE and the user or users
authorized by THE AFFILIATE assuming
liability for non-compliance with this article.
In like manner, THE AFFILIATE and the
user or users authorized by THE
AFFILIATE expressly agree that DATA
CREDITO does not have liability of any
kind for the decisions taken by THE
AFFILIATE and/or the users authorized by
THE AFFILIATE, as of the partial or total
knowledge of the information contained in
the reports, or any other document
supplied by DATA CREDITO.

Article 4. ACCURACY OF
INFORMATION: THE AFFILIATE
acknowledges that the information which
DATA CREDITO supplies in the reports
originates from and through fallible human
sources, and in this regard, DATA
CREDITO guarantees only that they are
faithful to the content of the information
received from its sources.

Article 5. EXCHANGE OF

Legal Considerations for Credit Bureaus
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INFORMATION: THE AFFILIATE
undertakes to supply DATA CREDITO with
the credit information of its clients, at least
once a month, including the positive and
the negative. DATA CREDITO will give
this information a strictly confidential
treatment; along the same line, THE
AFFILIATE undertakes further to supply
DATA CREDITO with information on its
employees, dates of entry and departure,
positions they hold, departments where
they work, salaries they earn and other
general information on their labor activities.

Article 6. DURATION OF THIS
CONTRACT: This Contract will have an
indefinite duration, but can be rescinded at
any time, via written notification, from any
of the parties, without any legal
consequence or liability.

Article 7. OBLIGATIONS FOR AN
INDEFINITE TIME: The obligations,
commitments and agreements contracted
by THE AFFILIATE vis-a-vis DATA
CREDITO, stipulated in Article 1 and
Article 3, as well as in Attachment A of this
Contract, will remain in effect for an
indefinite time.

Article 8. AGREEMENT SUBSEQUENT
TO THIS CONTRACT: Any other
agreement subsequent to this Contract
that may arise between DATA CREDITO
and THE AFFILIATE, will be consigned by
an additional Contraction for those
purposes.

Article 9. LEGAL COMPETENCE: The
parties acknowledge that this Contract is
governed by the laws of the Dominican
Republic, and by the provisions of articles
1101, 1102, 1108, 1126, 1134, 1165, 1382
and 1383 of the Civil Code of the
Dominican Republic, whereby they give
competence to the Dominican courts and
remit to common law to resolve any legal
dispute among them.
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Article 10. PAYMENT FOR REPORTS: All
reports supplied by DATA CREDITO to
THE AFFILIATE will be charged by
monthly invoice which THE AFFILIATE
must pay to DATA CREDITO, as stipulated
in Article 11 of this Contract, the days that
may be established. The rate in effect for
the prices which DATA CREDITO supplies
to THE AFFILIATE, will be subject to
changes by decision of DATA CREDITO,
which decision is made on the basis of the
increase in production costs, with DATA
CREDITO having to notify THE AFFILIATE
30 days in advance of the date a new rate
or price scale is put into effect.

Article 11. COST OF THE SERVICE: The
cost for affiliation, which is a one-time

payment, is RD$ pesos. The

minimum monthly fee THE AFFILIATE will

pay will be RD$
which will give the right to

pesos monthly,

requests for information. When

THE AFFILIATE makes ‘ or more
requests monthly, the cost of the additional

reports will be de RD$ pesos
each. None of the prices included in this
Contract include ITBIS.

Article 12. ARREARS: If three [3] weeks
pass after the date on which THE
AFFILIATE must pay, or without the
payment of THE AFFILIATE'’s invoice
having been made, the next invoice of THE
AFFILIATE will reflect an increase of 2%
additional for arrears for payments past
due for each month or fraction of month
remaining unpaid.

This Contract was drafted, made and
signed, in two [2] originals of the same
tone and to the same effect, one [1] for
each one [1] of the parties, in the city of
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, Dominican Republic, on t

his day of the month of
the year L
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BETWEEN: Caltec, Bureau of Credit -1 68, s lad o - Glaiil) Sl slaal lills Ay om
Information Company, S.A. that has the Jand s Coansli 4y )lad man 25 - 179189578900

Trademark Registry ol e Leliay s o0l SY) A0 ) sean (il g8 o g
Number179189578900-1, [Registro Unico psi oA Lad il Mall gy Aalal) 44 5ilal) eyl
de Contribuyente [ RNC ] a commerce b Lad ) B LAY A o g (g2l el 12 e ad gilly
society established and regulated in o ekl (asill s LaY) a Laiy SIS 6 il
agreement with the Laws of the Republic 2l sl o el adal) 1aa e Lefias o gy A4S i)
of Ecuador, represented for the purpose (S Sleaad aadiill Ui 2 suaidll)

and legal consequences of this Contract by
the person who signs it and who in the
following will be designated as CALTEC,;
and the natural person or company whose
representative signs this Contract in the
following will be designated as the
AFFILIATED,

IT HAS BEEN AGREED And

STIPULATED TO The FOLLOWING: b e e pallly U o5
Article 1. ON THE USE OF THE 148, 53l
SERVICE: . ) .

o ) bl LS (381 5 :AadA) Cpa BAESY) Jga
The AFFILIATED that by means of this Shasben Slesd pladinly Sl 138 cin g 4] sl
Contract is authorized to use the credit Sheslaall gran s o) GBS A8, Aalad) Gl
information services of CALTEC agrees DAY s ) 8 (gl Ldanay (A AU ) il

that all oral or written information by means A S il LSl ) S A8 5 4t
of a report or any other document provided

by CALTEC and received by the

AFFILIATED will be regulated by the

following conditions:

[ 1.1 ] the information requested to o “u:” & ‘L'L"lf“jf plasiu] Jﬁ,,w' u’“ 1-1
CALTEC and provided to the AFFILIATED  ¥2°# 052 222 &8 el sl 08250
will be for the exclusive use of the phsind il jldiul ) ol a) all D

AFFILIATED who will not be able to make = GoAl S8 5] Lol palal)
queries for other people or companies all 13 5 0588 Al SISO ) alady)
other than the one who appears signing Kl ‘L“SJf’ 3 O:‘BJ{L‘ S ‘;{5 3l =
this Contract, even if they are familiar Al el s @U‘ Ll ekt cilie
people or companies or property of the e &‘ s U",MY‘,fY}‘ )L“” e
AFFILIATED; these people or companies, (IS 48 50 e 4lilns 35 £ 55 )

given the case, will have to sign their own
Contracts with CALTEC.
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[ 1.2 ] All information requested to
CALTEC and received by the AFFILIATED
will have to be used by the AFFILIATED in
the strictest confidentiality against
unauthorized disclosure, declaring the
AFFILIATED that the information could
never be used to violate the rights
recognized by the Political Constitution of
the Republic of Ecuador and the present
legislation regarding the natural or lawful
citizens to whom the credit information
refers to and according to what is
established in the Annex of this Contract;

[1.3]the AFFILIATED agrees that the
reports on his employees will be requested
only by a specific representative
designated for such purpose, being
absolutely prohibited to the other
employees to obtain reports on
themselves, their relatives or related close
friends except when they act it in the
exercise of their official and or contractual
functions;

[ 1.4 ] the AFFILIATED specifically agrees
to subject himself to the rules of the
professional secret in respect to the data
and information received from CALTEC
being responsible to keep them in
confidentiality, commitment that will still
remain after the contractual relations
between the AFFILIATED and CALTEC
have terminated, and reason why the
AFFILIATED, in no case will be able to
make CALTEC responsible for any
unauthorized disclosure of the reports and
information received from CALTEC and
made by an AFFILIATED or some of its
employees or representatives;

[ 1.5] the AFFILIATED, under no
circumstance will be able to include as a
user in the CALTEC system a physical or
moral person if that person is not a direct
employee of the AFFILIATED.
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[ 1.6 ] the AFFILIATED will have to give
surety and guarantee to CALTEC that the
employees authorized to use the CALTEC
system will not be able to share or disclose
with others the security keys or
"passwords" that have been assigned to
them to gain access to the CALTEC
system, by virtue of the present Contract.

[ 1.7 ] the AFFILIATED will give surety
and guarantee to CALTEC that the
employees authorized to use the system of
CALTEC for the purpose of obtaining and
printing reports of any kind, as long as they
act in the exercise of their official and or
contractual functions according to what is
established in this Contract will not
photocopy, share or disclose the reports to
other people, provide the original report or
a copy to other people, or disclose orally or
in writing the content of the reports to
others who are not authorized personnel of
the AFFILIATED.

[ 1.8 ] In reference to the dispositions of
this Article, each authorized user of the
AFFILIATED will have to fill and sign the
form denominated USE OF
CONFIDENTIAL INFORMATION and
REPORTS ANNEX, which constitutes an
integral part of this Contract and by which
means the AFFILIATED and every user
authorized by the AFFILIATED assume
the responsibilities briefed in Article 3 of
this Contract.

Article 2. PERMISSIBLE SPECIFIC
PURPOSES FOR THE USE OF THE
REPORT: The AFFILIATED certifies that
the reports on consumers or companies
will be obtained for the following
permissible specific purposes only, and for
no other:

[ 2,1 ] In reference to a credit transaction
that concerns the consumer or company

Legal Considerations for Credit Bureaus 63
Technical Report No. 54

SIS A8 5d ) Ulaa il LS iy o oty 6-1
GHIS Gl aladiuly Gaa siall Galalal) of 2S5
Sl eliadl) o 3l agaal ()65 )
" 3 all S i 4y pudl milia e AN
Y Jsasl) daf e ) agaia o il 20aY)
el diall i GBS LU

SIS AS 5 ) Ul golil) LS adiy o g
lda e\.\iﬂu\.{ poal C?AMAM Calalall Al ane g
K il e sl e Jpuanl) ia i GBS

alee s jlae OO 13 2 LU - Lgie i
pasaie sa Lol a8 5 4pa8lail) 5 dpans )l agdilla
G iS5 ol 5l o sealy - Sall 133 4le

il o AV L ake A 5 LY
Cal Ry I (s sine e LS Lk

oalall il Jaall 318 & (e (2 AY)
Ll sy

JS sy Cogus caalall o3 ganme 5 LEYL 81
Bl eday (Al LSl (sl (1 she a23se
Sl gleall aladinl™ of giny Balall 23 gad e
Gaa Y s D ey (531" il 5 4 yud
) LS oy A& (e (53015 il 128
S SN 8 (e (i she addiese JS
3 a) salally e Lo (s semiall Dl isally
el 138 e

2 ‘JJ dalall

gy 1 R AMAILY gy 7 gamsall Badaall Ll £y
Al A Aull Bassall (al e S Syl o uSlgially
Al ga e Y Gl L el

o il Bl dilatil Alelaa b Blaiy La
AVl Al Lo Slashaall b g5 o5 4S54 (gl

1-2




Legal Considerations for Credit Bureaus
Technical Report No. 54

on whom the information will be provided,
and or the extension of the credit, its
revision, or the intentions to recover a
consumer or company account who is in
compelling collection;

[ 2,2 ] For purposes of personnel
employment use;

[ 2,3 ] In connection with the signature of
an insurance policy that includes the
consumer or company; or

[ 2,4 ] In connection with a legitimate
commercial transaction that includes the
consumer or company. The reports
provided by CALTEC to the AFFILIATED
cannot be used by the AFFILIATED in any
case, as support or material proof for
complaints or judicial processes against
CALTEC.

Article 3. RESPONSIBILITIES: THE
AFFILIATED , and or the users authorized
by the AFFILIATED agree to keep
CALTEC free of all responsibility regarding
any demand, expense or damage that
occur resulting from the AFFILIATED,
users authorized by the AFFILIATED,
employees or their representatives
violating the conditions stipulated in Article
1 of this Contract in publishing or
disclosing a report or any other information
provided by CALTEC, consequently
resulting responsible the AFFILIATED and
or the users authorized by the
AFFILIATED for the breach of this article.
Additionally, the AFFILIATED and or the
users authorized by the AFFILIATED
specifically agree that CALTEC does not
have responsibility of any sort for the
decisions of the AFFILIATED and or the
users authorized by the AFFILIATED,
based on the partial or total knowledge of
the information contained in the reports or
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any other document provided by CALTEC.
CALTEC reserves the faculty to initiate any
type of legal action in its own right, in the
civil, administrative and inclusively penal
field as a consequence of the illegal or
fraudulent use of the information,
disclosing of data, passwords and in
general on any guilty or deceitful
performance of the AFFILIATED or his
employee that it will cause damages to
CALTEC.

Article 4. THE ACCURACY OF THE
INFORMATION: The AFFILIATED
recognizes that the information that
CALTEC provides him in the reports are
originated by and through fallible human
sources, and in this sense, CALTEC
guarantees only that these are faithful to
the content of the information received
from their sources.

Article 5. EXCHANGE OF
INFORMATION: The AFFILIATED is
entrusted to provide to CALTEC the credit
information of its clients, at least once a
month, including positive and negatives.
CALTEC will give a strict confidential
treatment to this information. The
AFFILIATED, additionally, declares that all
the provided information to CALTEC
comply with the legal, veracity, accuracy
and the present time requirements
demanded by the resolution of the Banking
Board JB-2002-516 of December 17 of the
year 2002 of Ecuador.

Article 6. DURABILITY OF THIS
CONTRACT: The present Contract will
have an indefinite period of durability but it
may be terminated by means of a written
notification by anyone of the parts without
any responsibility or any legal
consequence.
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Article 7. OBLIGATIONS PER
INDEFINITE TIME: The obligations,
commitments and agreements with
CALTEC contracted by the AFFILIATED
and stipulated in Article 1 and Article 3 as
well as in the Annex To of this Contract,
will remain effective per indefinite time.

Article 8. SUBSEQUENT AGREEMENT
To THIS CONTRACT: Any other
subsequent agreement to this Contract
arising between CALTEC and the
AFFILIATED will be assigned by means of
an additional Contract for those purposes.

Article 9. PAYMENT OF THE REPORTS:
All the reports provided by CALTEC to the
AFFILIATED, which the AFFILIATED will
have to pay to CALTEC will be charged in
a monthly invoice, the appointed days,
according to what is established in Article
10 of this Contract. The tariff that controls
the prices of the reports that CALTEC
provides the AFFILIATED will be subject to
changes by CALTEC'’s decision, which will
be considered on the basis of an increase
in production costs, having CALTEC to
notify the AFFILIATED with 30 days in
advance of the date of making effective the
new tariff or price range.

Article 10. SERVICE COST: The cost on
account of affiliation, to be paid once in full
is USS dollars. The monthly
minimum quota paid by the AFFILIATED
will be of USS monthly
dollars, which will grant the right for
information queries. When the
AFFILIATED formulates or more
monthly queries, the cost of the additional
queries will be of USS

dollars each.

Article 11. MORA: If a period of three

[ 3] weeks elapses after the date of
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payment of the AFFILIATED without
collecting the sum of the invoice, the
subsequent bill of the AFFILIATED will
reflect an additional increase of 1,5% by
concept of Mora on account of late
payment for every month or fraction of
month without payment.

This Contract was written, prepared and
signed, in two [ 2 ] originals of a same
tenor and effect, one [ 1 ] foreach one [ 1]
of the parts, in the city of

Republic of Ecuador, to days of
the month of of the
year
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JAN-09-2004

REPUBLIC Of ECUADOR

BANK AND INSURANCE
SUPERINTENDENCE

AGREEMENT OF EXCHANGE OF
INFORMATION BETWEEN

THE BANK AND INSURANCE
SUPERINTENDENCE And

The CREDIT BUREAUS OF
INFORMATION.

APPEARING PARTIES: The Bank and
Insurance Superintendence on one hand,
further on the SUPERINTENDENCE,
represented by the engineer Alexander
Maldonado Garcia, Superintendent of
Banks and Insurances and, on the other
hand, the bureau of credit
information.....described with resolution
No. SBS-2003 -.....of....of....... of the 2003,
properly represented by............. , legal
representative further on, the bureau.

FIRST: BACKGROUNDS .- In accordance
with what is stated in chapter Il "Of the
credit information bureau of subtitle Il "Of
the constitution of auxiliary societies to the
financial system, of title | "Of the
constitution" of the Codification of
Resolutions of the Bank and Insurance
Superintendence and of the Banking
Board, the benefit of the service of credit
references could solely be made by
institutions of auxiliary services of the
financial system, of an exclusive turn, this
is, constituted specifically with such
intention; those that in their denomination
will demonstrate their quality of credit
information bureaus and will be subject to
the standards and monitoring of the Bank
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and Insurance Superintendence, without
loss of the control that, in the scope of its
competition corresponds to the
Supervision of Companies. The credit
information bureaus will have as their
specific social objective to provide credit
information and other products of
information that adequately permit to the
indebted ones to be acquainted with their

level of indebtedness and their level of risk.

The credit references service will have to
be provided to any institution of the
financial system and any natural or legal
person (the users) that asks for it, who
doesn’t belong to the financial system, for
the purpose of evaluation of its clients and
prospects of clients.

SECOND: INTENTION.- The intention of
the present agreement is the exchange of
in formation between the Superintendence
and the bureau, in a relation of mutual
benefit for the parts.

THIRD: OBLIGATIONS OF THE BANK
AND INSURANCE SUPERINTENDENCE.
the Superintendence commits to the
following:

1.- To provide the information related to
the central of risk, closed accounts
and protested checks to the
bureau: and financial statements of
the controlled institutions;

2.-To provide the controls of validation of
the defined structures of the central
of risks and communicate the
changes of this process to the
bureau;

3.- To present to the bureau a list of the
authorized employees who will
have access to the information of
the bureau;
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4.- To perform computerized audits to the
bureau when it considers it
pertinent, with the purpose of
guaranteeing the compliance of the
dispositions of the controlling
organism;

5.- To assign to the bureau the necessary
physical space in the institutional
building for the installation of the
equipment that numeral seven ( 7),
of clause four (4) refers to ;

6.- To establish the minimum
characteristics that the equipment
of support and storage of
information structures must have
and communications and securities
that the bureau in the
Superintendence will maintain;

7.- To establish the standards and
regularity for the deposit of the
information of support of the central
of risk (total information of its
databases), closed accounts and
protested checks and financial
statements; and,

8.- To maintain a logbook of information of
support.

FOURTH: OBLIGATIONS OF THE
CREDIT INFORMATION BUREAU :.- The
bureau will have the following obligations
and responsibilities additional to the
constants in chapter Il "Of the bureaus of
credit information" of subtitle 1l "Of the
constitution of auxiliary societies to the
financial system". Of title | "Of the
constitution of the Codification of
Resolutions of the Bank and Insurance
Superintendence and of the Banking
Board:
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1-To receive the information structures
of the Superintendence and to submit
to these structures, which will be
independent of the agreements or the
contracts that the bureau subscribes
with the controlled organizations for the
collection of data;

2.- To validate the information related
to the central of risk according to the
minimum requirements of quality
control established by the
Superintendence; and, to validate the
information obtained from agreements
or contracts between the bureau, the
controlled institutions and the other
natural or legal persons:

3.- To change the validation process,
in accordance with the instructions of
the Superintendence. These changes
will have to be implemented in a term
non greater than five(5) days of their
notification:

4.- To report the new features of the
process of validation of the central of
risk to the Superintendence and to
each one of the institutions of the
financial system.

5.- To provide information to the
controlling entity and to elaborate the
necessary reports for supervision, risks
and studies that can be produced on
the base of the information granted by
the Superintendence and collected and
presented by the bureau, with the
regularity determined by the
Superintendence,

6.- To allow direct and unrestricted
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access to the information of the bureau, R P EAPEY
through technological tools to the
employees authorized by the

Superintendence;
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7.- To present to the organism of
control a monthly detail of the accesses to
the bureau of the employees authorized or
the Superintendence;

8.- Toinstall in the Superintendence
the necessary equipment to keep the
information of support with the intention of
taking precautions against the information
of the central of risk, closed accounts and
protested checks and financial statements
of the controlled institutions; as well as, the
physical communications and securities
infrastructure and logistics for the
exchange of information with the
Superintendence;
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9.- To assume the costs associated
with the installation, operation,
maintenance and interconnection of the
technological infrastructure; the
installation, operation or maintenance of
any technological infrastructure installed by
the bureau in the Superintendence must
not affect the technological capacities of
the controlling organism;
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10.- To replace periodically the
equipment installed in the controlling
organism, through a previous technical
report of the Superintendence with the
purpose of avoiding an outmoded condition
of the technological infrastructure.
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11.-To deposit the information of
support of the central of risk , (total
information of its databases), closed
accounts and protested checks and
financial statements of the controlled

institutions in the technological equipment
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installed in the Superintendence;

OS5 olaslaall (e B3 (3 k] yida lada 12
12.-To maintain a logbook of validation, = aball sl iyl s ila e Jslite 4 ydall 2a
which will be available for the employees
of the Superintendence; and,

13.-To credit the technological capacity sl (e Jial IS Zua o) il LY i 13

in order to provide the Superintendence, cplad) HlEY) Aa 2] Chagy el

as a minimum, the information of the Dhladl 43S e dualall Gle slaally JBY) e

central of risk that at the moment the Aol dgall aaliag G gl 4
controlling entity uses, from the first day of

operation.

FIFTH: PROHIBITIONS.- The bureau will @) gBaall 1(5) Balall
not be able to modify of office the obtained )

data of public and private sources. The o Al SULall a3 O @3t AS )8 olaied Y
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the financial system", of title | "Of the
constitution of the Codification of
Resolutions of the Bank and Insurance
Superintendence and of the Banking
Board.
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of the parts. by thus in favor to the ety e sladl
interests of the parts.

SEVENTH: DURATION.- This agreement
is of an indefinite term. Anyone of the parts
will be able to terminate it when pending
contracts do not exist with the
Superintendence, the controlled institutions
and the natural and legal people, users of
the service.
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EIGHTH: TERMINATION OF THE daxdll £lgd) 1(8) Balal)
SERVICE.- In accordance with what
establishes chapter Il "Of the bureaus of Capiaill g 2 Jaiul) IS 53) (AN Jeadll (8 8 Ll

credit information", of subtitle 1l "Of the plaill daill cleal) ¢ 5il8) (SE L (e (e
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Superintendence and of the Banking o b5l Al Adllae 43 jlay il shaall Caeaai)
Board, the Superintendence will be able to ¢ ¢ s sl g 1ady Gl 2o & Ciaadind o cama o
retire or to revoke the license of operation ol geal 5 U8 il 55l dlgibal il £l 8 clia
of the bureau when it incurs in fraudulent Ayl il gally  Small alall ) gilal ClSlems) & ) Sia
behaviors; makes illegal use or handling of pOlainl) S 58) (S Jadll (B sS3all Jall el
the information; incurs in serious fault, Aba 93 Al o gl Sl (St Caiaill

dolus or bad faith in the handling of the
data bases, fails to fulfill its obligations; or,
incurs in severe ways or repeated
infractions to the impositions of the
General Law of institutions of the Financial
System mentioned in chapter Il "Of the
credit information bureaus"; or, any other
relevant disposition.

NINTH: GENERAL DISPOSITION.- To be Aalal) plsad) 1(9) Babal
meant incorporated to the present . . N . -
agreement, the dispositions of chapter I isteailly et SIS ) B duaill lSa] a3
"Of the bureaus of credit information", of pLll Anlal) Sleadl 518) A S G (ALY
subtitle Il "Of the constitution of auxiliary i SR G 0518 e 51 Sl G (e
societies to the financial system", of title | ol U“u‘ ‘L'ls,)‘i} é"‘” ot fw 9‘)&'?1‘
"Of the constitution of the Codification of el 138 G 1 Ve S il
Resolutions of the Bank and Insurance

Superintendence and of the Banking

Board.

TENTH: JURISDICTION, PREMISES And
PROCEEDINGS.- For all the effects that
are derived from the present agreement,
the parts resign to premises and submit
themselves to the arbitration or the verbal
summary proceeding and to the judges of
the city of Quito.
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stipulations and for evidence they sign, in Ko —— s
two copies, in Quito Metropolitan District, .

of....of the 2004
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Attachment 5: Standard contract and Arabic Forms for use by the Credit
Bureau, prepared by the legal committee
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Attachment 6: Arabic Forms for use by the Credit Bureau, prepared by the
Credit Bureau, prepared by the legal Committee
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Attachment 7: PowerPoint presentation delivered by Marian Mishriki, Task
Leader, January 17, 2006.

Task Four
Credit Information Systems

The Egyptian Credit Bureau Model

Marian Mishriki January 18, 2006

Existing Public registry in Egypt

Banks Central Bank
Mortgage Finance > of Egypt
Financial Leasing Public registry

1. Banks, mortgage finance & financial leasing only provide
their information. No other data is supplied from other
sources about their borrowers

2. They only access CBE public registry

3. Data Subject: Borrowers in banks, mortgage finance &
leasing companies only

4. Borrowers/consumers access denied 2
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CBE public registry features

Since 1957
Online system since 2002
Presently 600,000 accounts in the registry

No consumer protection right. No formal
procedures for complaining

\\% o / ROM | HE AMERICAN FPEOFLE

» Banks, mortgage finance & leasing
companies are required to report to the
public registry

* Banks are obliged to use the registry by
law, i.e. review the credit position of their
clients and related parties before providing
credit

* Mortgage finance and leasing companies
have the option to use the registry 4
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 L.E 30,000 minimum reporting requirement

* Reporting falls under 16 items + interest
suspense + contingent liabilities + guarantees

* Negative list for those who stopped paying for 3
months
1. personal loans

2. real estate personal loans ( buy or renovate housing
units)

3. credit cards
4. cars

.........

\'\‘“"L'- "’ FROM | HE AMERICAMN FEOFLE

* Information provided both positive and
negative.

» At present there are :
— No payment habits
— No days overdue

« But the public registry is being developed

Legal Considerations for Credit Bureaus 93
Technical Report No. 54



» Codes are used for clients, banks and
branches. Different ways to search through
the CBE public registry data base

» CBE requested from banks to get their
customers national number

SN
|§.._ - _;J
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N o
\\"”-9355;3}:‘/ FROM | HE AMERICAMN FEOFLE

» Legal actions taken by banks against clients
reported when action is taken, not when client is
late or stop paying.

« If clients take legal actions against banks, banks
have to report

» Settlements/rescheduling for those clients are
reported

« Banks are forbidden to extend credit facilitates (
except for creditor banks ) to those with legal
actions
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Egyptian Legal Framework

« Constitution ( article 45)
— Private life protected by law

— No clause in the constitution to protect
data/information related to private lives

— All laws have to be constitutional

10
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« Criminal laws ( 58 for 1937)
— Law number 58 for 1937
— Penalties for violation of private lives
— Exceptions when authorized by the law

* Civil laws:

— Personal secrets should never be disclosed

without permission
11

Laws organizing the collection of
information by the state

Antitrust law no 3 for 2005

Trade information center presidential
decree

Laws in the pipeline

— Law pertaining to the disclosure of information
— Consumer protection law 12
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Amendment in banking law
Articles pertaining to public registry
operation & private sector credit
bureaus

65, 66, 67

30, 31, 32, 33 ( executive regulation)
97,98,99,100, 101

123,135

13

Amendment in the Banking law enabled:

» Creation of private sector credit bureau
» CBE licensor
» CBE wide authority to put rules and regulations.

» CBE establishes : (1) working system of credit
bureau (2) CBE supervision system (3) rules of
exchange of information

e Credit information now can be shared with a new
entity ( private sector credit bureau)

* Articles pertaining to the public registry unchanged
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Amendment in the banking law:

Findings

« General rule: all customer accounts are secret (
article 97)

» Exception: article 99

— Exchange of information possible for entities listed in
article 99

— No violation of article 97

— This pertains to customers debt & credit facilities

— Borrowers consent not required

— Information Exchange is seen as allowed under the

law
— As long as the exchange complies with CBE 15
regulations
{=)USAID

.........
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Amendment in the banking law:
Findings

« What about exchange of information
between the credit bureau and other
entities not listed in article 997

— Banking law does not address the other
entities

— Exchange not prohibited by the banking law

— Entities governed by other Egyptian laws &
requlated by authorities different from CBE 1
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Amendment in the banking law:
Findings

« Public registry continues to operate

» Banks, mortgage finance & leasing
companies are obliged to continue to
report to the Central Bank of Egypt registry

17
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IHE AMERICAMN FEOFLE

Credit Bureau model in
Egypt and related issues

18
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Status after amendment in the banking law

Banks Central Bank
Mortgage Finance —p of Egypt

Financial Leasing Public registry

Borrowers consent Borrowers consent
not required ‘ required

Private sector credit bureau

ESTEALAM <> Non banks

Two Credit Information Systems with Two Different Ways of

Dealing with Consumers/Borrowers 19
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Public registry continues to operate

Mandatory

Central Bank

Mortgage Finance " 2n@@ of_Egyp.t
Financial Leasing g Public registry
Optional
20
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Central Bank
Bank of Egypt
anks — : :
Mortgage Finance Public reqistry
Interface

Financial Leasing

Credit Bureau
ESTEALAM

Non banks

Relation between public and private sector credit bureau 21
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Non Banks

Ministries Suppliers of goods
and services

and
Public authorities

Microfinance Institutions
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Ministry of Investment

| { { \

MFA CMA GAFI Public EISA
Enterprise

23
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Non Bank Financial Services

Money Laundering

Loans and Credit Securitization

Know your
Customer rule

Direct Investment

24
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Issues Related to the Egyptian Model

Central Bank of Egypt liability

IT aspects at CBE:
— Technical constraints
— Capacity to isolate raw data

|dentifier to search public registry
Implications for consumers protection

25

* No full legislation

* No legislation for consumer protection
rights yet ( proposed)

« Liability of Private Credit Bureau
— Scoring
— Others

26
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What can Egypt learn from the
American Model?

|s accuracy an issue?
How is privacy addressed?

Is there a mechanism to solve issues other
than through regulation?

Is there a way to introduce competition
into the system?

27
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FROM | HE AMERICAMN FEOFLE

What can Egypt learn from the
American Model?

Pricing for credit reports?

Can only data contributors get
information?

Standardized reporting rules?
Consumer redress?

28
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Thank you

Questions?

29
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