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Abstract

In recent years, governments around the world have recognized that Customs
administrations hold the key to providing improved border protection and facilitated
processing of internationally traded goods.

Jordan Customs has embarked on a path of institutional change that will ultimately lead
to it being a regional leader in the delivery of customs services to the trading community
and government.

One of the initiatives being pursued is the adoption and implementation of various work
practices detailed in the International Convention on the Simplification and
Harmonization of Customs Procedures, commonly referred to as the Kyoto Convention.

This Convention entered into force in 1974 and a revised Convention was adopted in
June 1999.  The revised Convention was intended to be a blueprint for customs
administrations for the 21st century. Once implemented, the Convention provides the
international trading community with improved and more efficient customs processing,
standard international customs practices, better controls and reduced costs to traders and
governments.

One of the key elements underpinning the revised Convention is risk management. The
wide spread use of risk management methodology should be seen an integral part of any
control program for a modern Customs administration. Jordan Customs has recognized
this and is attempting to implement risk management into the organization as widely as
possible.

This report is the first attempt by Jordan Customs to document the risks in various
operational customs processing environments. The resultant work area plans can be used
by Customs to identify areas of risk that are unacceptable or require immediate attention.
The plans also identify risk treatments that will provide a framework for institutional
change, purchase of detection equipment and appropriate resources necessary to mitigate
the risks.
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1. Executive Summary

1.1 The application of risk management in Jordan Customs is a relatively new
concept and not yet part of the culture of the organization.

1.2 Risk assessment is applied in the ASYCUDA system for customs commercial
declarations but beyond that there is virtually no formal application of the risk
management, particularly in operational areas.

1.3 Jordan Customs has taken the initiative to implement risk management more
widely throughout the agency and this consultancy was designed specifically to support
that initiative.

1.4 Five workshops were conducted involving approximately seventy (70) officers
from most border crossing and customs clearance centers. The workshops were
conducted at the workplace rather than in conference room facilities at Customs
Headquarters or the AMIR office in Amman. This course of action was justified as the
workshops were very well attended by experienced officers.

1.5 A key outcome of this consultancy has been to introduce operational risk
management to a much wider group of officers and to assist Jordan Customs with
documenting a risk management plan for specific work areas.

1.6 A number of recurring themes emerged during the workshops.  They were -

• Very few work areas have structured or documented risk assessment, profiling and
targeting methodologies in place. Most officers exercise these skills in an intuitive
manner when confronted with processing of trucks, cars, buses, passengers and cargo at
land, air and sea borders in Jordan. There is little by way of data collection therefore
profiling is an activity performed with varying success by individual officers.

• The current operating environment offers enormous potential to implement risk
assessment and management methodologies. Processing is based on individual
transactions and this is supported by a very hierarchical approval system. As the work
load increases these cultural and historical practices will cause the current clearance
process to slow and inordinate delays at customs border crossings and clearance centers
will result.

• Every border agency recognizes the impact of globalization on Jordan and there is an
acceptance or inevitability about the fact that continued increases in passenger and cargo
traffic will ultimately lead to government insisting on greater facilitation as well as
improved control. The right balance between control and facilitation can achieved by
cooperating border agencies providing the agencies apply common risk management
strategies.
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• A national, multi-agency approach to border processing and security should be a high
priority for Jordan.  Unless this issue is addressed urgently then any risk management
initiatives implemented by Customs will be quickly eroded.

• Officers on the frontline receive little or no information and intelligence on a daily
basis and this makes for a great opportunity to utilize the newly established Intelligence
Unit to undertake some of these tasks. Such a move will also support the risk
management initiatives.

• A key outcome of this consultancy has resulted in Customs establishing a Border
Management Project Team that comprises senior officers responsible for border crossings
and processing environments across Jordan. This is the first time a senior committee has
met to address national border issues and it is envisaged that the Committee will oversee
many significant changes to border operations in the coming years.

• Lastly, the border risk management workshops identified an enormous range of
institutional and corporate governance issues that need to be addressed if Jordan Customs
is to be successful in establishing risk management culture in the organization.

2.0 Background

2.1 Implementing structured and formal risk management processes is a relatively
new concept for most modern customs administrations. However, identifying, analyzing,
prioritizing and treating risks area are activities that customs officers around the world
have been undertaking for years. Whether it is a land border crossing somewhere in
Europe, a container terminal in a major port in China, or a remote airstrip in outback
Australia, customs officers are constantly assessing the risk to a nation from imports and
exports that may be misdescribed, undervalued or contain undeclared or smuggled goods.

2.2 Customs is now faced with calls from government to improve facilitation and at
the same time ensure adequate controls are in place to protect the community. This
situation is achievable using a risk managed approach to processing cargo and people at
international borders.

2.3 Risk management has been applied in various areas of the private sector and has
shown clearly that when properly implemented there are significant and beneficial gains
to be made.

2.4 Put simply, risk management for a customs administration is adopting a
methodology to determine what risks exist and how to treat those risks thereby
minimizing the potential consequences of a particular event happening.

2.5 Jordan Customs appears committed to pursuing the paradigm shift that will
ultimately result in a self assessment, intelligence driven and risk managed operating
environment.
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3.0 Consultancy

3.1 This report was prepared in accordance with the Statement of Work agreed under
activity number 555.1 Customs Reform and Modernization, Title - Strategic Border
Management Phase I and II. It covers two periods: 5-17 July 2003 and 29 August - 19
September 2003.

3.2 The objective of this consultancy was to improve the overall approach to border
management by involving the key stakeholders and identifying the key risks to the
border.  The consultant was also required to contribute to the development of Risk
Management and intelligence capability within the organization.

3.3 The consultant tasks were as follows -

• Assemble a representative group of border managers and determine the key risks to
the border

• Recommend a comprehensive, strategic approach to the management of the border

• Develop a strategic Border Management Plan

• Promote the Strategic Border Management Plan to key stakeholders including senior
management

• Facilitate the development of Operational Plans for the key border posts

• Facilitate the development of strategies to manage transit risks

• Provide advice on the application of container X-ray machines

• Provide advice on the integration of National Customs border operations with ASEZ
Customs

• Provide advice on the application of intelligence to border operations

• Negotiate with counterparts an action plan that will involve the achievement of
agreed milestones over the short and intermediate term that directly relate to the activities
in this SOW and that contribute to the overall vision of the project.
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4.0 Consultations

4.1 Consultations took place with the following people and groups during the period
5-17 July 2003 and 29 August - 19 September 2003 -

6 July Director, Planning and International/Director, Risk Management Branch
10 July  Director, Airport Passengers, Queen Alia International Airport
17 July Strategic Border Risk Management workshop with representatives from

the following areas –

• Queen Alia International Airport, Airport Passengers
• Queen Alia International Airport, Airport Cargo
• Jaber Border Crossing (Syria)
• Omari (Saudi Arabia)
• Karama (Iraq)
• Mudwara (Saudi Arabia)
• Prince Mohammad Bridge (Palestine)
• Amman Customs House
• King Hussein Bridge (Israel)
• Jordan Valley Crossing Point (Palestine)
• Planning & International
• Risk Management Section
• Inspection

20 July Director, Amman Customs House
2 September Risk workshop, Airport Passengers
7 September Risk workshop, Amman Customs House
9 September Risk workshop, Jaber Border Crossing
14 September Risk workshop, Airport Cargo
17 September Border Management Reform Project Team
18 September Debrief with Director, Planning and International
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 5.0 Methodology

5.1 The methodology used to produce these Plans is based on national and
international standards used by various customs administrations including those in the
United States, Australia and New Zealand.

5.2 The workshop took participants through the following steps –

Establish the Context - discuss the work area and organization. Look at where the risks
occur and what are some of the political, social and geographical issues associated with
risk.

Identify the Risks - identify what are the risks, why and how do they occur. At this point
the participants discuss the actual processes, strengths and weaknesses of the
organization, what are the threats and who or what cause the threat.

Analyze the Risks - determine controls and analyze risks in terms of likelihood and
consequence. The analysis should consider the following; how likely is an event to
happen; and what are the potential consequences and their magnitude. These elements are
combined to produce an estimated level of risk.

Assess and Prioritize the Risks - Compare estimated levels of risk against the pre-
established criteria. Rank the risks to identify management priorities. A basic assessment
into HIGH, MEDIUM, and LOW was used. Risks must be continually monitored for any
change in their nature, level or significance.

Treat the Risks - Accept and monitor low-priority risks. For other risks, develop and
implement a specific plan which includes consideration of all available resources such as
human, financial and technical.

Monitor the Risks – regularly monitor and review the risk management plan to ensure
that priorities have not changed and treatments remain appropriate.

5.3 The proposed treatments in the Plan are not exhaustive but will guide the Customs
Executive to those areas identified as high risk and in need of immediate attention.

5.4 It is important that risk management not only “cascade” down through any
organization but becomes part of every activity. The next step for Jordan Customs is to
continue the process of undertaking Operational Risk Management workshops in the
remaining customs processing areas.
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6.0 Workshops

6.1 The process adopted for the workshops called for the Consultant to prepare a
Training Event Candidate Profile and forward this document to each nominated work
areas selected to host a workshop. On arrival in Jordan the Consultant met with Jordan
Customs to discuss and finalize the scheduling, content and candidates for the workshops.

6.2 The format for each workshop was basically the same. It comprised an
introduction to the concepts of risk management, an explanation of the World Customs
Organization’s risk management model, and then input from the participants on all
components of the model. The net result is an Operational Risk Management Plan.

6.3 The first workshop, the Strategic Border Management Workshop was conducted
at Customs Headquarters in Amman and comprised twelve senior Directors from border
posts across Jordan. Mr. John Knott, a short term consultant with the AMIR II program
facilitating the workshop.

6.4 Unfortunately, the time allocated to the operational workshops was severely
limited due to operational pressures and commitments. The Consultant’s dilemma was to
either conduct the workshops in the AMIR offices or at Customs Headquarters with very
few representatives from the operational area or undertake the workshop at the work
place and be guaranteed of strong support from the operational work area. As events
transpired, the decision to conduct the workshops at the workplace was the right decision
as all the workshops were extremely well attended and supported by the respective
Directors.

6.5 The outstanding work on the Operational Plans will be completed by Jordan
Customs as soon as the documents are translated into Arabic. The documents will be
returned to the participants with a specific request to complete the risk matrix, already
translated into Arabic and explained at each workshop.  The prioritization of the risks
will be discussed with the Directors and members of the Border Management Reform
Project Team at their next meeting which is scheduled for October 2003.
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7.0 National Border Strategy

7.1 Jordan Customs are in the early stages of developing a national border strategy.
A significant step forward has been taken by developing a Strategic Border Risk
Management Plan.  This Plan has for the first time clearly identified the risks faced by
Jordan Customs in the border environment and also details what is to be done treat the
risks.

7.2 Jordan Customs has been working on a number of important initiatives including
the development of a Memorandum of Understanding with the various law enforcement
and other agencies represented at the border. It is the view of the Consultant that this is
one of the major obstacles to implementing an effective and multi-agency approach to
border processing.  Responsibility for border processing is seldom, if ever the sole
domain of one agency. Many of the risks identified in the various plans have their roots
in the fact that Jordan’s border agencies have no formal agreement as to what each
agency is responsible for at the various crossings. Jordan needs a master plan for border
clearance and one that is developed by all responsible agencies.  The resultant document
needs to be endorsed by Government, possibly at the highest level and then regularly
reviewed by an independent agency or department.

7.3 In the meantime, Customs has taken a very positive step forward by bringing
together a group of very senior border Directors and formed a Border Management
Reform Project team. As agreed to by the Director-General, the Project team will assume
overall responsibility for developing a national approach for all customs activities at the
border.

7.4 At the first meeting of the Border Management Reform Project team on 17
September the group discussed administrative issues, the role and responsibility of the
Project team, Strategic and Operational Risk Management Plans and a number of
discussion papers on issues that originated from participants in the various workshops.

7.4 The meeting discussed how to progress and in the end settled on six major issues
that they thought they could tackle using the model at Table 1 at Para 7.7. The issues
were –

1) Education of all Customs stakeholders
2) National security
3) Human resources
4) Customs brokers
5) Risk assessment and management
6) Interagency operations
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7.6 The Reform Project Team agreed at the meeting that Planning and Internationa l
would summarize the outcome of the inaugural meeting and prepare a submission for the
Director-General.

7.7 Table 1 – Border Management Reform Project Team Flowchart

Border
Management

Reform
Project
Team

Identify
Issues

Recommend
further actions to
Director-General

Legal
Policy

Procedures
Communication

Marketing

Undertake
Background

Study

Measure
Results

Feed Back
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Appendix 1

Strategic
Border

Management
Plan

2003-2004

Vision Statement

To be regarded by Government, Industry and the Public as an organization
that is highly effective, professional and efficient in the delivery of border
control. The responsible Customs Managers will appreciate the importance
of balancing control and facilitation in a dynamic trading environment.

Customs Outcome

Effective border management that, with minimal disruption to legitimate
trade and travel, prevents illegal movement of people and goods across
the border raises revenue and promotes business enterprise in Jordan.

Objectives

• Process cargo/trucks/cars/buses across the border

• Monitor and facilitate transit movements

• Detect smuggling

• Collect revenue

• Gather and report statistics

• Provide advice and information to clients

• Detect prohibited imports and exports

• Establish and maintain networks (other agencies and other
Customs administrations)

Principal Outputs

1. All imports and exports are processed efficiently and in a timely
manner at the border

2. Illegal movements of people and goods are identified at the border

3. Prohibited and restricted imports and exports are identified

4. Trade and industry in the Kingdom is well supported by Customs
activities
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Stakeholders

Stakeholder Stakeholder
Internal External
Director-General Parliament

 Cabinet (General Intelligence and ASEZA)
 Port of Aqaba Authority
 Ministry of Finance

  Customs brokers
  Transport operators
  Ministry of Industry and Trade
  Press (Jordan Times)
  Ministry of Interior (Public Security)
  Ministry of Information (Jordan News

Agency – Petra)
  Ministry of Planning (Statistics)
  Ministry of Tourism and Antiquities
  Ministry of Transport (Royal Jordanian

Airlines)
  Arab Bridge Maritime Authority
  Customs administrations (Israel, Saudi

Arabia, Iraq, Egypt and Syria)
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SWOT

Strengths Weaknesses
• Staff with diverse experience and skills
• Political support
• Laws and regulations
• A government that understands the crucial role of

Customs
• Regional WCO representation

• Poor Human Resource focus
• Low staff levels
• Insufficient resources
• Lack of time to undertake training
• No equipment to undertake border tasks
• Unqualified human resources
• Lack of delegation of responsibilities
• Lack of support for staff at Customs

houses
• Lack of coordination between Customs

Houses and Headquarters
• Corruption
• Poor organization image

Opportunities Threats
• Donor funding programs
• Winning the King Abdullah II Award
• Undertake activities for other agencies
• Support from Royal Court
• Globalization and a changing environment
• Government reliance on Customs
• Political support
• Regional respect for Jordan Customs
• WCO training courses

• Globalization and a changing environment
• ASEZA
• Lack of donor programs
• Other agencies
• Information flow
• Lowering Customs tariffs
• Increase in organized smuggling
• No IT support
• Incentive scheme
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Border Strategic Risk Profile

The Border Strategic Risk Profile identifies and ranks the strategic risks with the greatest potential
to impact on Customs at the border.

Risk Ranking Strategic Risk Level of Risk Impact on Principal
Outputs

1
Monitoring and
facilitation of transits
is inadequate or
unacceptable

Very High
1,2 & 3

2
Revenue is either not
collected or
collected incorrectly

High 1

3
Incorrect or
inadequate
information & advice
is provided to clients

High 1 & 4

4
There are actual or
perceived
deficiencies in
processing
passengers

High 1 & 2

5
Collection of
statistics is
unacceptable

High 1 & 4

6
Detection of
smuggling is
unacceptable or
inadequate

Moderate 2 & 3

7
Cargo, trucks, buses
and cars are not
processed correctly

Moderate 1

8
Prohibited imports
and exports are not
detected

Moderate 2 & 3

9
Perceived or actual
deficiencies in
maintaining
networks with other
agencies and
Customs
administrations

Moderate 1
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Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

1
Fail to monitor and facilitate
the movement of transits

• No inspection tools or lifting devices
• Not enough staff
• Lack of infrastructure (yards, pits etc)
• Lack of communication between border crossings

Very High Likely Very High

2
Fail to detect smuggling • Intelligence data not available

• Qualifications of staff not appropriate
• Different smuggling techniques
• Little detected activity

Medium Possible Moderate

3
Fail to collect statistics • Software for statistics not available

• Weakness in technical connections and
communication

• Lack of computers
• Lack of staff

Low Likely High

4
Fail to detect prohibited
imports and exports

• Intelligence data not available
• Qualifications of staff not appropriate
• Different smuggling techniques
• No work load
• Difficulties in distinguishing between prohibited and

legal goods

Medium Possible Moderate
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Risk Summary (continued)

Risk Priority
Number

Risk (What Can Happen?) How Do the Risks occur? Consequence Likelihood Risk Rating

5
Fail to effectively process
cargo, trucks, buses and
cars across the border

• Vehicles pass through the border without customs
knowledge

• Limited infrastructure
• Lack of training
• Inexperienced staff
• Movement of staff (rotation)
• Non-participation of administration
• Inadequate tools to undertake the tasks
• Brokers are inexperienced and lack qualifications
• Smugglers use new techniques
• Weak customs administrations in neighboring countries
• Weak communications with other departments
• Weak system of customs convoys
• Unsuitable customs seals
• Inappropriate shift arrangements
• Lack of staff amenities

Low Possible Moderate

6
Fail to facilitate passengers
at the border

• Lack of woman at border crossings to undertake
personal searches

• Increase in passengers in summer
• Lack of computerized procedures for vehicle

passengers
• Weak communications between Customs Houses
• Weak legislation in relation to passengers
• Inadequate shift arrangements

• Inadequate amenities for staff

Medium Likely High
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Risk Summary (continued)

Risk Priority
Number

Risk (What Can Happen?) How Do the Risks occur? Consequence Likelihood Risk Rating

7
Fail to collect revenue • Goods are smuggled

• Unqualified brokers
• Lack of honesty among some staff
• No authority to process goods at the crossing
• Goods are transferred to internal centre for

processing
• Lack of qualified customs staff in technical

procedures (valuation, tariff and inspection)

Very High Unlikely High

8
Fail to provide information &
advice to clients

• Lack of information brochures, pamphlets,
awareness programs

• Lack of equipment to present awareness sessions
• Few qualified staff
• Lack of qualified trainers
• Seasonal crisis – large numbers of people at certain

times
• Inadequate staff
• Inadequate amenities for staff

Medium Possible High
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

9
Fail to maintain networks
with other agencies and
Customs administrations

• Unqualified staff from other departments
• No commitment by other department

representatives to work the shift hours
• No agreement between departments at highest

levels
• Inadequate infrastructure and equipment
• Legislation not aligned
• Few departments are represented at border

crossings
• No clear instructions from other departments as to

how customs will undertake the activity

Medium Unlikely Moderate
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Treatments

Risk -Monitoring and facilitation of transits is inadequate or unacceptable

Proposed Treatments
• Source tools/tool kit for border crossing
• Provide representative to Border Management Committee
• Gather statistics for business case for additional staff
• Initiate discussions with Public Works regarding infrastructure requirements
• Explore electronic monitoring systems for trucks

Risk - Detection of smuggling is unacceptable or inadequate

Proposed Treatments

• Request specific search training
• Task National Training Centre to provide basic training for officers assigned to crossings
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries who have land borders with a view to exchanging information
• Establish Intelligence Unit

Risk - Collection of statistics is unacceptable

Proposed Treatments
• Establish what statistics are to be collected
• Prepare business case for additional computer terminals
• Seek appropriate software package to collect statistics
• Identify and record communication problems
• Train or recruit additional staff to support data collection
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Treatments (continued)

Risk - Prohibited imports and exports are not detected

Proposed Treatments
• Request specific search training
• Task National Training Centre to provide basic training for officers assigned to crossings
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries who have land borders with a view to exchanging information
• Establish Intelligence Unit

Risk - Cargo, trucks, buses and cars are not processed correctly  

Proposed Treatments
• Develop appropriate training for new officers
• Develop Standard Operating procedures for each transport medium
• Initiate a data collection plan
• Provide integrity training
• Examine training and licensing arrangements for brokers
• Provide better information and intelligence to front line officers on smuggling techniques
• Undertake special project to address security of transit traffic
• Identify appropriate equipment and tools
• Initiate special project on use of Customs seals
• Revise shift arrangements for border crossings
• Develop action plan to improve relations with other departments
• Meet regularly with other Customs House representatives
• Identify staff amenities requirement
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Risk Summary (continued)

Risk - There are actual or perceived deficiencies in processing  passengers

Proposed Treatments
• Develop appropriate training packages for new officers
• Liaise with other border agencies to reduce duplication
• Recruit or rotate more women for inspection work
• Provide appropriate amenities and facilities for women
• Identify computer requirements to Headquarters
• Provide additional staff for seasonal increases
• Identify legislative deficiencies and request legislative changes
• Meet regularly with representatives from other Customs Houses

Risk - Revenue is either not collected or collected incorrectly

Proposed Treatments
• Initiate an action plan to assess duty/tax leakage
• Conduct training needs analysis for all collection officers
• Provide integrity training
• Provide training for brokers
• Record and report incidents involving brokers
• Provide additional technical training

Risk - Incorrect or inadequate information & advice is provided to clients

Proposed Treatments
• Conduct training needs analysis for officers
• Establish regular consultancy with clients
• Identify what information and advice is sought by conducting regular surveys
• Develop appropriate material to circulate information
• Identify training equipment
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Risk Summary (continued)

Risk - Perceived or actual deficiencies in maintaining networks with other agencies and Customs administrations

Proposed Treatments
• Identify appropriate departments and establish regular meeting
• Provide training for other departments
• Initiate development of Memorandum of Understanding with all other departments
• Identify and report inadequate representation from other departments
• Establish Standard Operating Procedures for all activities involving other departments
• Request training from other departments
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Treatment responsibility schedule

Risk Nominated Person/s
Monitoring and facilitation of transits is
inadequate or unacceptable
Detection of Smuggling is unacceptable or
inadequate
Collection of statistics is unacceptable

Prohibited imports and exports are not detected

Cargo, trucks and cars are not processed
correctly
There are actual or perceived deficiencies in
processing passengers
Revenue is either not collected or collected
incorrectly
Incorrect or inadequate information & advice is
provided to clients
Perceived or actual deficiencies in maintaining
networks with other departments and Customs
administrations
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RISK MATRIX

Table to determine the level of risk (5X5)

Likelihood

A Almost certain Is expected to occur in most circumstances

B Likely Will probably occur in most circumstances

C Possible Might occur at some time

D Unlikely Could occur at some time

E Rare May only occur in exceptional circumstances

Consequence

Extreme The consequences would threaten the survival of the program….
Cause major problems for clients…
Revenue loss greater than x% of total revenue
Extreme consequences for the organisation both financially and politically

Very High Threaten the survival or effective function of the program
Require the intervention of top-level management
Revenue loss greater than y% of total revenue
Very high consequences both financially and politically

Medium Consequences would not threaten the program
May require that the administration of the program needs review
Revenue loss greater than z% of total revenue
Medium consequences for the organisation both financially and politically

Low The consequences would threaten the efficiency or effectiveness of some aspects of the program, but
would be dealt with internally.  A loss of revenue below the tolerance level of 5% (Audit materiality)
applied to clients would be of low consequence

Negligible The consequences are dealt with by routine operations.  A loss of revenue below the program
tolerance level of w% (less than Audit materiality) applied to clients would be of negligible
consequence

Risk

Consequences

Likelihood

1

Negligible

2

Low

3

Medium

4

Very High

5

Extreme

A (almost
certain)

H H H VH E

B (likely) M H H VH VH

C (possible) L M H VH VH

D (unlikely) L L M H H

E (rare) VL L M H H
Risk

E: extreme risk; possibly will terminate the activity
VH:  very high risk, immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine procedures
VL:  very low risk, ongoing monitoring only
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Appendix 2

Jaber Border
Crossing

Operational
Risk

Management
Plan

2003-2004

Vision Statement

To be regarded by Government, Industry and the Public as a border
crossing that is highly effective, professional and efficient in the delivery of
border control.

Customs Outcome

Effective operational border management that, with minimal disruption to
legitimate trade and travel, prevents illegal movement of people and goods,
protects the revenue, promotes tourism and business enterprise in Jordan.

Activities

• Process cargo/trucks/cars/buses across the border
• Monitor and facilitate transit movements
• Detect smuggling
• Collect revenue
• Promote investment
• Interact and assist the public
• Transfer goods to internal Customs Houses
• Gather and report statistics
• Provide advice and information to clients
• Protect the community by detecting dangerous goods
• Detect prohibited imports and exports
• Facilitate international trade
• Clear goods for local consumption
• Transfer goods to Customs laboratory
• Carryout and enforce legislation on behalf of other agencies
• Establish and maintain networks (other agencies and other Customs

administrations)

Principal Outputs

1. Process all imports and exports efficiently and in a timely manner

2. Detect all illegal movements of people and goods at the border

3. Identify and action all prohibited and restricted imports and exports

4. Promote trade and industry in the Kingdom
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Context

Location Jaber Border Crossing
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Geographical

Jaber is located approximately 75 kilometers north of Amman and is the primary border
crossing with Syria. Customs process approximately 372,640 arriving and departing trucks
per annum and 4,225,391 arriving and departing passengers in private and public (taxis)
vehicles. Jaber Crossing also processes 105,133 customs commercial declaration per
annum. The crossing is open to passenger and bus traffic 24 hours per day, 7 days a week.
Trucks are only permitted to cross the border between 1700 hours and 0800 hrs. Customs is
responsible for licensing 201,054 arriving passenger vehicles and 104,312 departing
vehicles each year. The crossing has very sophisticated non-intrusive examination
equipment and the equipment is jointly managed and used by the General Intelligence
Department and the Customs Department.

Organizational Structure

To Be Completed by Jordan Customs
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Stakeholders

Stakeholder Stakeholder
Internal External
Director-General Transport operators
 Director, Jaber Crossing  Customs brokers
 ASYCUDA Directorate  Transport operators
 IT Systems Directorate  Tourists
 National Training Center  Travelers
  General Intelligence Department
  Police
  Public Security Bureau
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Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Liklihood Risk Rating

Failure to process trucks,
buses, cars and passengers

• No inspection tools or lifting devices
• Not enough staff
• Lack of infrastructure (yards, pits etc)
• Lack of communication between border crossings
• Lack of experienced staff
• Excessive working hours
• Pressure due to working conditions (leave

provisions, pay scale)
• Vehicles pass through the border without customs

knowledge
• Limited infrastructure
• Lack of training
• Movement of staff (rotation)
• Non-participation of administration
• Smugglers use new techniques
• Weak customs administrations in neighboring

countries
• Weak communications with other departments
• Weak system of customs convoys
• Unsuitable customs seals

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to detect smuggling • Intelligence data not available
• Qualifications of staff not appropriate
• Different smuggling techniques
• New modus operandi

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to collect statistics • Software for statistics not available
• Weakness in technical connections and

communication
• Lack of computers
• Lack of specialized and trained staff
• No formal information collection plan

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Failure to promote
investment in Jordan

• Late processing of declarations
• Border crossing closed to commercial traffic during

the night
• Congestion at the border crossing
• No parking area for trucks

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Cannot provide adequate
protection for the
community

• Power struggle between agencies
• Intelligence data not available
• Qualifications of staff not appropriate
• Different smuggling techniques
• Difficulties in distinguishing between prohibited and

legal goods

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to facilitate passengers
at the border

• Lack of woman at border crossings to undertake
personal searches

• Increase in passengers in summer
• Lack of computerized procedures for vehicle

passengers
• Weak communications between Customs Houses
• Weak legislation in relation to passengers
• Inadequate shift arrangements
• Inadequate amenities for staff

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to collect revenue • Goods are smuggled
• Lack of training
• False documentation (invoices)
• Inexperienced officers
• Poor working conditions causing fatigue and errors
• Excessive exemptions from duty and tax provisions

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Do not process transits • Not enough staff for escort duty
• Inadequate parking and storage arrangements for

trucks
• No monitoring devices on trucks

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Failure to transfer goods to
other Customs Houses

• No authority for local consumption or clearance
• Intervention by importers to move goods to other

locations for more favorable assessment

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to provide information &
advice to travelers

• Lack of information brochures, pamphlets,
awareness programs

• Lack of equipment to present awareness sessions
• Few qualified staff
• Lack of qualified trainers
• Seasonal crisis – large numbers of people at certain

times
• Inadequate staff
• Inadequate amenities for staff

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to maintain networks
with other agencies and
Customs administrations

• Unqualified staff from other departments
• No commitment by other department

representatives to work the shift hours
• No agreement between departments at highest

levels
• Inadequate infrastructure and equipment
• Legislation not aligned
• Few departments are represented at border

crossings
• No clear instructions from other departments as to

how customs will undertake the activity

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Do not transfer goods to
Customs laboratory

• Inadequate documentation and audit process for
transmission of goods

• Lack of feedback from laboratory or other agencies
on results

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Unable to control the
movement of goods subject
to customs control

• Inadequate reporting systems
• Not enough staff to monitor movement of all cars,

trucks and passengers
• Lack of surveillance capability at crossing
• No equipment to monitor movement of high risk

cargo
• Lack of timely information from other border

crossings and Customs Houses
• Lack of regular communication between crossings

and Customs Houses and Headquarters

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Inability to implement and
enforce laws on behalf of
other agencies

• No training by other agencies
• Insufficient specialist knowledge of the legislation

being enforced
• No Standard Operating Procedures provided by

other agencies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Treatments

Risk - Failure to process trucks, cars and passengers

Proposed Treatments
• Source tools/tool kit for border crossing
• Provide representative to Border Management Committee
• Gather statistics for business case for additional staff
• Explore electronic monitoring systems for trucks
• Better workings conditions for officers
• More specialized and local training
• Review salary and incentive scheme
• Develop Standard Operating procedures for each transport medium
• Initiate a data collection plan
• Provide integrity training
• Examine training and licensing arrangements for brokers
• Provide better information and intelligence to front line officers on smuggling techniques
• Undertake special project to address security of transit traffic
• Identify appropriate equipment and tool

Risk – Fail to detect smuggling

Proposed Treatments

• Request specific search training
• Task National Training Centre to provide Train the Trainer Course for Jaber Crossing
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries who have land borders with a view to exchanging information
• Establish Intelligence Unit at Jaber
• Develop information and border statistics collection plan
• Request specific search training
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Risk - Fail to collect statistics

Proposed Treatments
• Establish and agree on what statistics are to be collected
• Prepare business case for additional computer terminals
• Seek appropriate software package to collect statistics
• Identify and record communication problems
• Train or recruit additional specialist staff to support data collection

Risk – Failure to promote investment in Jordan

Proposed Treatments
• Propose Initiate discussions with Headquarters and Public Works regarding infrastructure requirements such as additional parking for trucks
• Initiate discussion with Government, importers, exporters and transporting companies regarding out of hours processing fee
• Raise with Headquarters the possibility of additional staff to run 24 hour truck processing at Jaber
• Identify new ways to monitor the movement of trucks between border crossings
• Additional training
• Establish working group to identify innovative ways to promote Jordan to investors

Risk – Cannot provide adequate protection for the community

Proposed Treatments
• Initiate discussions with Headquarters and Public Works regarding infrastructure requirements such as additional parking for trucks
• Explore electronic monitoring systems for trucks
• Identify new ways to monitor the movement of trucks between border crossings
• Request regular and timely reports from ASYCUDA Transit Module



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 40

Treatments (continued)

Risk – Fail to provide information & advice to travellers

Proposed Treatments
• Consider national community awareness program for Customs and other border agencies
• Develop national brochures and information kits for tourists and travelers
• Conduct surveys of travelers
• Undertake education programs for private sector staff who work at border crossings (Duty Free Store operators)
• Update Customs website on Internet with relevant information
• Task National Training Center to develop customs relations courses specifically for officers working at the borders
• Provide more staff
• Initiate working group to examine how other customs administrations distribute this information
• Conduct regular meetings with transport operators
• Produce a newsletter for users of border crossing detailing requirements and significant detections
• Develop a contacts list
• Identify staff with public speaking and client management skills

Risk – Fail to maintain networks

Proposed Treatments
• Provide training for staff from other agencies on customs role at the border
• Initiate discussions with other agencies at the border
• Hold regular and formal meetings with other agencies operating at the border
• Propose a review of legislation to ensure that Customs officers are empowered to apply and enforce all relevant legislation
• Request clear operating instructions from all other border agencies
• Identify relevant private and public sector contacts (and their role)
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Risk – Goods are not transferred to the Customs laboratory

Proposed Treatments
• Initiate an audit of current process to ensure that procedures allow for satisfactory monitoring of goods
• Develop a set of operating arrangements
• Seek agreement from other agencies regarding the operating procedures

Risk – Customs cannot facilitate passenger at the border
Proposed Treatments
• Develop appropriate training packages for new officers
• Liaise with other border agencies to reduce duplication
• Recruit or rotate more women for inspection work
• Provide appropriate amenities and facilities for all staff
• Identify computer requirements to Headquarters
• Provide additional staff for seasonal increases
• Identify legislative deficiencies and request legislative changes
• Meet regularly with representatives from other Customs Houses
• Inappropriate shift arrangements
• Review relevant legislation
• Stress and fatigue
• Conditions of service and leave arrangements

Risk - Customs fails to collect the revenue

Proposed Treatments
• Initiate an action plan to assess duty/tax leakage
• Conduct training needs analysis for all collection officers
• Provide integrity training
• Provide training for brokers
• Record and report incidents involving brokers
• Provide additional technical training to help identify false documentation
• Improve working conditions that reduce stress and fatigue



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 42

Treatments (continued)

Risk - Do not process transits

Proposed Treatments
• Initiate discussions with Headquarters and Public Works regarding infrastructure requirements such as additional parking for trucks
• Explore electronic monitoring systems for trucks
• Identify new ways to monitor the movement of trucks between border crossings
• Request regular and timely reports from ASYCUDA Transit Module

Risk – Failure to transfer goods to Customs Houses

Proposed Treatments
• Propose additional clearance functions to stop “port shopping”
• Establish clear guidelines and operating instructions for importers regarding movement of goods to other Customs Houses
• Institute awareness and education program for importers regarding movement of goods

Risk – Failure to control the movement of goods subject to customs control

Proposed Treatments
• Implement cargo compliance regime
• Examine surveillance systems to assist with monitoring of cargo and transport
• Develop a case for additional staff
• Institute regular meetings between border crossings
• Request more information and advice from headquarters and other border crossings on cargo control issues
• Request a national meeting or seminar on cargo control issues
• Task Border Management Committee to review cargo control in Jordan (possible tasking for Intelligence Section)

Risk – Inability to implement, apply and enforce laws on behalf of other agencies

Proposed Treatments
• Request other agencies for training courses to administer their legislation
• Request a review of all relevant legislation
• Request all border agencies to provide operating instructions for their legislation
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RISK MATRIX

Table to determine the level of risk (5X5)

Likelihood

A Almost certain Is expected to occur in most circumstances

B Likely Will probably occur in most circumstances

C Possible Might occur at some time

D Unlikely Could occur at some time

E Rare May only occur in exceptional circumstances

Consequence

Extreme The consequences would threaten the survival of the program….
Cause major problems for clients…
Revenue loss greater than x% of total revenue
Extreme consequences for the organisation both financially and politically

Very High Threaten the survival or effective function of the program
Require the intervention of top-level management
Revenue loss greater than y% of total revenue
Very high consequences both financially and politically

Medium Consequences would not threaten the program
May require that the administration of the program needs review
Revenue loss greater than z% of total revenue
Medium consequences for the organisation both financially and politically

Low The consequences would threaten the efficiency or effectiveness of some aspects of the program, but
would be dealt with internally.  A loss of revenue below the tolerance level of 5% (Audit materiality)
applied to clients would be of low consequence

Negligible The consequences are dealt with by routine operations.  A loss of revenue below the program
tolerance level of w% (less than Audit materiality) applied to clients would be of negligible
consequence

Risk

Consequences

Likelihood

1

Negligible

2

Low

3

Medium

4

Very High

5

Extreme

A (almost
certain)

H H H VH E

B (likely) M H H VH VH

C (possible) L M H VH VH

D (unlikely) L L M H H

E (rare) VL L M H H
Risk

E: extreme risk; possibly will terminate the activity
VH:  very high risk, immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine procedures
VL:  very low risk, ongoing monitoring only
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Appendix 3

Queen
Alia

International
Airport

(Passengers)

Operational
Risk

Management
Plan

Vision Statement

To be regarded by Government, Industry and the Public as a highly
effective, professional, client focused and efficient international airport
delivering customs services.

Customs Outcome

Effective operational administration that, with minimal disruption to
legitimate trade and travel, conduct customs passenger processing,
identifies and responds to all illegal activity, protects the revenue, promotes
tourism and business enterprise in Jordan.

Activities

• Process passengers and baggage

• Facilitate passengers and baggage

• Apply Customs Law in a fair and reasonable manner

• Detect smuggling

• Collect duty and taxes

• Reduce bureaucratic processes

• Improve and contribute to national security

• Ensure Customs requirements are met in  respect to airport security

• Collect statistics

• Promote investment in Jordan

• Promote interagency relationships

Principal Outputs

1. Process all passengers and baggage fairly, reasonably and in and
in a timely manner

2. Intercept all prohibited and restricted imports and exports

3. Promote trade and industry in the Kingdom
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Context
Queen Alia International Airport

Location
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Geographical

Queen Alia International Airport is located 25 kilometers from Amman, has 2
passenger terminals, a cargo terminal, 25 aircraft stands and is staffed by 67 officers
working two morning shifts and four evening shifts. There are 12633 arriving
aircraft each year and Customs process 1,168, 830 passengers. The passenger
facilities were designed to facilitate 1.8 million passengers per year. The airport has
16 check-in stations, 12 gates, 10 air bridges and a full range of facilities including
inwards and outwards duty free stores.  Customs also processed 25, 198
declarations in 2002.

Organizational Structure

Director
Airport Passengers

Queen Alia International Airport

Inspection
North Terminal

Inspection
South Terminal

Car Movements Postal Internal
Audit

Assisant
Directors

(x3)
Valuation Accounting Computer

Supply
Duty Collection

Aircraft
Messenger
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Stakeholders

Stakeholder Stakeholder
Internal External
Director-General Airport authority
 Director, QAIA  Airport staff
 ASYCUDA Directorate  Airline staff
 IT Systems Directorate  Passengers
 National Training Center  Visitors
 Risk Management Directorate  General Intelligence Department
 Marka (Amman) Airport Customs  Police
 Customs border crossings  Public Security Bureau
 Customs HQ  All Government agencies
 Airport cargo staff  Express courier companies and

employees
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Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to detect smuggling • Intelligence data not available
• Inexperienced staff
• Complex smuggling techniques
• New modus operandi
• Pressure of work
• Lack of concentration
• Shift arrangements and conditions of service
• Relationships/favoritism/nepotism
• Lack of search equipment
• Insufficient staff
• Risk assessment skills lacking
• No seizure data available
• Reduced number of examinations due to facilitation

focus
• Too many low risk passengers selected for

examination
• Green lane
• No shared information with other agencies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to detect prohibited
goods

• Intelligence data not available
• Inexperienced staff
• Complex smuggling techniques
• New modus operandi
• Pressure of work
• Lack of concentration
• Shift arrangements and conditions of service
• Relationships/favoritism/nepotism
• Lack of search equipment
• Insufficient staff
• Risk assessment skills lacking
• Packaging of goods
• Reliance on other agencies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Shortage of experienced
staff

• Recruitment profiles
• Lack of  basic training
• Poor pay and conditions
• Shortage of staff
• Work pressure
• Poor working conditions
• Long shifts
• No leave
• No staff amenities
• Airport infrastructure

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

No information exchanges
between internal and
external agencies

• No access to the Internet
• Lack of international agreements with other

countries
• No formal MOU’s with other agencies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Lack of appropriate
legislation to enforce
customs violations

• Inappropriate time frames for legislative change
• No regular review of the Customs Law
• No information exchanges between operational

areas and Legal Section in Headquarters
• Insufficient flow of information on legal issues

between industry groups, brokers and Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Unable to detect
undervaluation on
commercial importations

• Inexperienced officers
• Cannot detect or validate false invoices
• No invoices
• Lack of training
• Valuation differences between Brussels Transaction

and GATT value
• Insurance variations
• Date of invoices

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs are reliant on other
agencies for referrals

• Customs does not have own x-ray machine
• Uncertainty about other agency priorities
• No formal MOU on priorities
• Struggle for power causes conflict
• Inexperienced officers in other agencies
• No training on customs requirements

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Lack of specific training • No courses offered by National Training Center
• Training cannot be undertaken at National training

Center
• Lack of  knowledge of operational requirements by

supervisors and managers

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs cannot contribute
to national security
initiatives

• Perceived as outside national security community
• Lack of confidence
• Lack of experience
• Lack of support by management
• Lack of any formal MOUs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs cannot facilitate
passengers and baggage

• Lack of information brochures, pamphlets,
awareness programs

• Lack of equipment to present awareness sessions
• Few qualified staff
• Lack of qualified trainers
• Seasonal crisis – large numbers of people at certain

times
• Inadequate staff
• Inadequate amenities for staff
• Increase in passengers in summer
• Lack of computerized procedures
• Weak communications between Customs Houses
• Weak legislation in relation to passengers
• Inadequate shift arrangements
• Inadequate amenities for staff

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 52

Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Customs cannot reduce
bureaucratic processes at
the airport

• No formal consultative group at airport
• Customs has no power in airport structure
• No action taken on complaints by passengers
• No interagency agreements
• No recent review of existing passenger processing

operations
• No awareness of current passenger processing

initiatives
• No knowledge of international airport best practice

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs fails to collect duty
and taxes or collects the
incorrect amount of duty and
taxes

• Goods are smuggled
• Lack of training
• False documentation (invoices)
• Inexperienced officers
• Poor working conditions causing fatigue and errors
• Excessive exemptions from duty and tax provisions
• Green lane
• Brokers – training/fraud
• Lack of understanding of international agreements
• Lack of appropriate legislation to enforce violations
• Classification problems
• Inappropriate HRD policies that lead to poor working

arrangements for officers
• No Standard Operating Instructions from

Headquarters on processing matters

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Failure to detect internal
conspiracies at airport

• Inexperienced officers
• Lack of training
• Lack of cooperation with other agencies
• Insufficient resources
• Low payed airport staff
• Poor security at airport
• Lack of CCTV surveillance
• No internal conspiracy group at airport

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Treatments

Risk – Fail to detect prohibited goods

Proposed Treatments
• Develop business case for mobile or static X-ray facility
• Identify appropriate detection and search tools
• Initiate survey to identify basic working conditions for officers
• More specialized and local training
• Review salary and incentive scheme
• Develop Standard Operating procedures
• Initiate a data collection plan
• Provide integrity training
• Provide better information and intelligence to front line officers on smuggling techniques
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries with a view to exchanging information
• Establish Intelligence Unit at Queen Alia International Airport
• Enhance information collection plan
• Request specific search training
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Treatments (continued)

Risk - Fail to detect prohibited goods

Proposed Treatments

• Task Planning and International in Headquarters to source information from WCO web site
• Survey staff and identify training skills and qualifications
• Workshop with other agencies to assess likelihood of new smuggling techniques being used at airport
• Develop a network at the airport to share new modus operandi
• Regularly review the QAIA Risk Management Plan
• Photograph all detections and circulate photos to staff and other agencies
• Formalize relationships with other agencies and meet on a regular basis, preferably weekly
• Develop business case for mobile or static X-ray facility
• Identify appropriate detection and search tools
• Request more specialized and local training
• Develop Standard Operating procedures for all airport activities
• Initiate a data collection plan
• Provide integrity training

Risk - Shortage of experienced staff

Proposed Treatments
• Develop staff profile for airport operations
• Develop a training course schedule
• Task National Training Center to provide training courses
• Request National Training Center to run Train-the-Trainers
• Explore options for on-the-job training
• Review salary and incentive scheme
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Treatments (continued)

Risk - No information exchanges, both internal and external

Proposed Treatments
•  Consider airport community awareness program for Customs and other border agencies
• Develop airport brochures and information kits for tourists and travelers
• Conduct regular surveys of travelers
• Undertake education programs for private sector staff who work at QAIA
• Update Customs website on Internet with relevant information
• Task National Training Center to develop customer relations courses specifically for airport officers
• Provide more staff
• Initiate working group to examine how other customs administrations operate international airports
• Conduct regular meetings with airport operators and airlines
• Develop an airport contacts list
• Provide training for staff from other agencies on customs role and responsibility
• Hold regular and formal meetings with other agencies
• Propose a review of legislation to ensure that Customs officers are empowered to apply and enforce all relevant legislation
• Request clear operating instructions from all other border agencies
• Identify relevant private and public sector contacts (and their role)

Risk - Lack of appropriate legislation to enforce customs violations

Proposed Treatments
• Identify to Legal Section any unreasonable time frames for legislative change
• Undertake a review of all legislation specifically related to airport operations
• Make recommendations on changes to law as required
• Request regular meetings between operational airport group and Legal Section in Headquarters
• Initiate a forum to improve information flow on legal issues between industry groups, brokers and Customs
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Treatments (continued)

Risk - Unable to detect undervaluation on commercial importations

Proposed Treatments
• Implement, and report on achievement of targets for processing commercial importations
• Establish formal relations with other agencies by memorandum of Understanding or Service level Agreements
• Request a review of Customs law as it specifically applies to commercial transaction and management of bonded areas and warehouses
• Provide specific training to identify customs fraud and false documentation
• Record all errors made by importers
• Promote an environment of documenting all commercial anomalies encountered at the airport

Risk - Customs is reliant on other agencies for detection and referrals (x-ray)

Proposed Treatments
• Establish technology group at the airport and exchange information
• Develop a business case to place an x-ray machine in the Customs examination area
• Request a Service Level Agreement GID on x-ray priorities
• Develop a formal MOU with all airport authorities
• Develop a marketing strategy for Customs at the airport
• Provide awareness training for officers from other agencies
• Develop a specific customs technical training course for external agencies

Risk - Lack of specific training

Proposed Treatments
• Develop a menu of courses specifically for airport staff and identify to National Training Center
• Explore the establishment of a local training officer at AQIA
• Develop training packages based on WCO models
• Request assistance from AMIR Program for risk assessment, profiling and targeting training



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 58

Treatments (continued)

Risk - Customs cannot contribute to national security initiatives
Proposed Treatments
• Develop a professional standards package for airport officers
• Develop an awareness package on customs border interdiction activities for other agencies (focus on national security)
• Identify other customs administrations that actively participate in national security activities at the border

Risk - Failure to facilitate passengers

Proposed Treatments
• Develop appropriate training packages for new officers
• Liaise with other border agencies to reduce duplication
• Recruit or rotate more women for inspection work
• Provide appropriate amenities and facilities for all staff
• Identify computer requirements to Headquarters
• Provide additional staff for seasonal increases
• Identify legislative deficiencies and request legislative changes
• Meet regularly with representatives from other Customs Houses
• Inappropriate shift arrangements
• Review relevant legislation
• Stress and fatigue
• Conditions of service and leave arrangements

Risk - Failure to reduce bureaucratic processes

Proposed Treatments
• Undertake extensive passenger flow review
• Develop with other agencies a master plan for passenger processing
• Formalize the operating arrangements with all airport agencies and airport management
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Treatments (continued)

Risk - Customs fails to collect duty and taxes or collects the incorrect amount of duty and taxes

Proposed Treatments
• Identify sources of information to assist with identifying smuggled goods
• Request specific training on identification of  false documentation (invoices)
• Contribute to staff rotation policy and specify qualifications required for officers to work in Customs House
• Identify working conditions that are causing fatigue and errors
• Review exemptions policy and application to assess deferred or waived duty and tax
• Review Green Lane operation in ASYCUDA
• Identify, record and take action on brokers declaration errors
• Develop training on application of  international agreements
• Review customs law to provide basis for informed compliance and enforcement of violations
• Identify regular and recurring classification issues and develop appropriate training package
• Identify HRD policies that lead to poor working arrangements for officers
• Request headquarters to develop Standard Operating Instructions on all processing matters

Risk - Failure to detect internal conspiracy at airport
Proposed Treatments
• Assess and recruit specialized officers to implement internal conspiracy program
• Develop cooperative interagency training
• Jointly propose, prepare and implement formal agreement with all other border agencies
• Seek approval to recruit additional staff
• Jointly undertake a major review of airport security
• Review Customs law to ensure all potential customs violations are accounted for in the legislation
• Identify CCTV surveillance opportunities
• Establish Intelligence Unit
• Propose and establish a specialized joint agency internal conspiracy group
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RISK MATRIX
Table to determine the level of risk (5X5)

Likelihood

A Almost certain Is expected to occur in most circumstances

B Likely Will probably occur in most circumstances

C Possible Might occur at some time

D Unlikely Could occur at some time

E Rare May only occur in exceptional circumstances

Consequence

Extreme The consequences would threaten the survival of the program….
Cause major problems for clients…
Revenue loss greater than x% of total revenue
Extreme consequences for the organisation both financially and politically

Very High Threaten the survival or effective function of the program
Require the intervention of top-level management
Revenue loss greater than y% of total revenue
Very high consequences both financially and politically

Medium Consequences would not threaten the program
May require that the administration of the program needs review
Revenue loss greater than z% of total revenue
Medium consequences for the organisation both financially and politically

Low The consequences would threaten the efficiency or effectiveness of some aspects of the program, but
would be dealt with internally.  A loss of revenue below the tolerance level of 5% (Audit materiality)
applied to clients would be of low consequence

Negligible The consequences are dealt with by routine operations.  A loss of revenue below the program
tolerance level of w% (less than Audit materiality) applied to clients would be of negligible
consequence

Risk

Consequences

Likelihood

1

Negligible

2

Low

3

Medium

4

Very High

5

Extreme

A (almost
certain)

H H H VH E

B (likely) M H H VH VH

C (possible) L M H VH VH

D (unlikely) L L M H H

E (rare) VL L M H H
Risk

E: extreme risk; possibly will terminate the activity
VH:  very high risk, immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine procedures
VL:  very low risk, ongoing monitoring only



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 61

Appendix 4

Queen Alia
International

Airport

Airport Cargo

Operational
Risk

Management
Plan

Vision Statement

To be regarded by Government, Industry and the Public as a customs
cargo clearance operation that is highly effective, professional and efficient.

Customs Outcome

Effective operational customs clearance, with minimal disruption to
legitimate trade and travel, prevents illegal movement of people and goods,
protects the revenue, and promotes tourism and business enterprise in
Jordan.

Activities

• Process all air cargo consignments
• Examine consignments
• Classify and value goods for customs purposes
• Collect duty and taxes
• Detect commercial fraud
• Conduct transit procedures
• Detect smuggling
• Detect prohibited goods and goods subject to Intellectual Property Rights
• Detect dangerous goods and protect the community
• Provide advice to clients
• Examine all relevant documentation
• Maintain networks
• Conduct audit procedures

Principal Outputs

1. Process all imports and exports efficiently and in a timely manner

2. Collect all duty and taxes

3. Detect commercial fraud in the air cargo environment

4. Identify and action all prohibited and restricted imports and exports

5. Promote trade and industry in the Kingdom
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Context

Location QAIA Airport Cargo



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 63

Geographical

Queen Alia International Airport is located 25 kilometers from Amman.  It
has 2 passenger terminals, a cargo terminal, and 25 aircraft stands. Airport
Cargo has 68 staff of which approximately 33 undertake customs declaration
processing. In calendar year 2002 Customs processed 88,366 declarations. In
the year to date (ending 31 August 2003) Customs processed 60,373
declarations. The projected number of declarations for 2003 is therefore
90,559; an increase of 2.48 % over 2002. IATA are estimated a 14.8%
increase in freight for the Middle East to the end of 2003. It is not known
how much of this air cargo will enter or depart Jordan.

Organizational Structure

Director

Assistant Director
Valuation

Assistant Director
Tariff

Unit 3 Unit 2 Unit 1Unit 4Free Zone
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Stakeholders

Stakeholder Stakeholder
Internal External
Director-General Transport operators
 Director, Airport Cargo  Customs brokers
 ASYCUDA Directorate  JISM
 IT Systems Directorate  Airline representatives
 National Training Center  Travelers
  General Intelligence Department
  Police
  Public Security Bureau
  Freight Forwarders
  Express Couriers
  

  



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 65

Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to process all air cargo
consignments

• No valuation database
• Lack of staff
• Green lane selections
• Internal conspiracy
• False declarations
• Lack of cooperation with other agencies
• Lack of experienced staff
• Lack of credibility of importers and brokers
• Late processing of declarations
• Congestion at Customs House
• Reliance on other agencies
• Legislation is outdated or not enforceable
• Lack of computer support
• Brokers are not trained
• Too many declarations have errors
• Inability or reluctance to take action against brokers

and importers
• Lack of staff amenities
• Work pressures

Medium Possible High



Border Risk Management in Jordan                                                                                      Final Report

AMIR Program 66

Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Customs does not action
goods selected for
examination

• Uncertainty regarding security of airline warehouse
• Goods not reported to Customs
• Goods removed from a reported consignment
• Channeling (Red/Yellow/Green)
• Importers change their modus operandi
• Internal conspiracy
• Customs accepts the documentation at face value
• Lack on intelligence
• No search equipment
• Lack of high tech detection equipment (x-ray)

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs fails to collect
revenue or collects the
incorrect amount of duty and
tax

• Goods are smuggled
• Lack of training
• False documentation (invoices)
• Inexperienced officers
• Poor working conditions causing fatigue and errors
• Excessive exemptions from duty and tax provisions
• Green lane
• Lack of understanding of international agreements
• Lack of appropriate legislation to enforce violations
• Classification problems
• Inappropriate HRD policies that lead to poor working

arrangements for officers
• No Standard Operating Instructions from

Headquarters on processing matters
• Untrained brokers
• Internal conspiracy
• Lack of integrity

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Customs is unable to
properly classify and value
goods

• Lack of experienced officers
• Conflict between various areas within customs
• Valuation database out of date
• Limited classification and valuation training provided
• No Standard Operating Procedures
• Rotation of experienced officers
• Samples not available
• Customs laboratory too busy
• Valuation database is not available or out of date

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to detect prohibited
goods and those subject to
Intellectual Property Rights

• Intelligence data not available
• Inexperienced staff
• Complex smuggling techniques
• New modus operandi
• Pressure of work
• Lack of search equipment
• No risk assessment, profiling and targeting training

available
• No training or interaction with industry

representatives

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Customs fails to protect the
community from dangerous
goods

• Intelligence data not available
• Inexperienced staff
• Complex smuggling techniques
• Pressure of work
• Lack of search equipment
• Insufficient staff
• No risk assessment, profiling or targeting training

available
• No up to date national record of goods subject to

restrictions or licensing
• Goods are not examined due to imminent danger to

officers

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs does not examine
all relevant documentation

• Goods are removed from customs control prior to
presentation of documentation and examination

• No documentation accompanies the goods
• Internal conspiracy
• False documentation
• Documents are withheld from Customs by importers
• Pressure of work

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Failure to conduct audit
procedures

• No qualified auditors
• No regulatory or compliance audit programs for air

cargo
• No regular review of risks in air cargo environment
• Failure of current system to apply penalties
• Brokers are not licensed
• Current internal audit process is transaction based
• “Port shopping” makes auditing difficult

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs cannot detect
commercial fraud

• Lack of qualified customs commercial investigators
• No specific fraud detection training
• Lack of international cooperation
• No analytical capability on site
• No information collection plan
• Documentation is not presented to customs
• Goods are removed from customs control
• Work pressure
• No regular reporting from ASYCUDA
• No direction from headquarters on priorities
• Not enough staff
• No work place manuals for new staff

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to detect smuggling • Intelligence data not available
• Qualifications of staff not appropriate
• Different smuggling techniques
• New modus operandi
• Inexperienced staff
• Pressure of work
• Lack of concentration
• Shift arrangements and conditions of service
• Lack of search equipment
• Insufficient staff
• No risk management plans
• No seizure data available
• Reduced number of examinations due to facilitation

focus
• Green lane
• No shared information with other agencies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Customs does not provide
information and advice to
importers, exporters and
brokers

• Lack of information brochures, pamphlets,
awareness programs

• Lack of equipment to present awareness sessions
• Few qualified staff
• Lack of qualified trainers
• No formal community participation programs with

importers and brokers
• No national educational program driven from

Headquarters
• No formal working agreement with importers,

exporters and brokers.
• No surveys conducted to establish information

shortfalls among the client communities at airport
cargo

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to maintain information
networks in air cargo
environment

• Unqualified staff from other departments
• No commitment by other department

representatives to work the shift hours
• No agreement between departments at highest

levels
• Inadequate infrastructure and equipment
• Legislation not aligned
• Few departments are represented
• No clear instructions from other departments as to

how customs will undertake the activity

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Treatments

Risk – Fail to process all air cargo consignments

Proposed Treatments
• Establish interagency and brokers database
• Conduct training sessions for brokers and importers
• Provide additional training for customs officers
• Recruit experienced, qualified and quality staff
• Initiate tracking system for selected goods to ensure compliance
• Provide more advice and exchanges with importing community
• Implement, and report on achievement of targets for processing of declarations
• Establish formal relations with other agencies by memorandum of Understanding or Service level Agreements
• Request a review of Customs law as it specifically applies to commercial transactions
• Provide specific training to identify customs fraud and false documentation
• Undertake a survey of brokers customs knowledge and training qualifications
• Record all errors made by importers
• Promote an environment of documenting all activities that require action by Customs in respect to brokers and importers
• Formally request a review of officer working conditions and staff amenities
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Treatments (continued)

Risk - Customs does not action goods selected for examination

Proposed Treatments

• Identify appropriate x-ray technology for air cargo environment
• Conduct physical security review of customs bonded area at air cargo
• Develop a compliance regime to ensure all goods are reported to Customs
• Develop a compliance and tracking system to ensure that all air cargo off loaded from an aircraft arrives at customs
• Develop statistical sampling system for various channels in ASYCUDA (Red/Yellow/Green)
• Develop a profiling system for importers who change their modus operandi
• Request specific training to assist with identifying internal conspiracy
• Task National Training Center to provide specific training on customs documentation
• Establish an intelligence analyst capability
• Request search equipment (tool kits)
• Initiate discussions with other agencies to develop a multi agency approach to processing air cargo

Risk - Customs fails to collect revenue or collects the incorrect amount of duty and tax

Proposed Treatments

• Request specific training on identification of  false documentation (invoices)
• Contribute to staff rotation policy and specify qualifications required for officers who work in air cargo
• Identify and document working conditions that are causing fatigue and errors
• Review exemptions policy and application to assess deferred or waived duty and tax
• Review Green Lane operation in ASYCUDA
• Identify, record and take action on brokers and importers declaration errors
• Develop training on application of  international agreements
• Review customs law to provide basis for informed compliance and enforcement of violations
• Identify regular and recurring classification and valuation issues with a view to developing more training packages
• Identify HRD policies that lead to poor working arrangements for officers
• Request headquarters to develop Standard Operating Instructions on all processing matters
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Treatments (continued)

Risk - Customs is unable to properly classify and value goods

Proposed Treatments

•  Undertake staff survey to identify specific training deficiencies
• Request specialist training from WCO via International & Planning
• Identify experienced and quality officers to work in Valuation section
• Propose more regular meetings between Customs Houses and those officers engaged in classification and valuation
• Establish responsibility center for valuation database
• Provide more regular internal training including on-the-job training
• Develop in-house Standard Operating Procedures
• Request rotation of officers to Air cargo with prior experience
• Establish a Samples Library
• Discuss with Customs laboratory any work load issues and turn around times on requests for classification
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Treatments (continued)

Risk - Fail to detect prohibited goods and those subject to Intellectual Property Rights

Proposed Treatments
• Establish if Customs Law has enforcement provisions for IPR
• Request Holders of trade marks, patents, copyright to lodge requests with Customs
• Request international copyright holders (Nike, Adidas etc) to host training for Customs
• Develop a business case for a mobile or static X-ray machine at Air Cargo
• Identify appropriate detection and search tools
• Initiate survey to identify basic working conditions for officers
• More specialized and local training
• Review salary and incentive scheme
• Develop Standard Operating procedures
• Initiate a data collection plan
• Provide integrity training
• Examine training and licensing arrangements for brokers
• Provide better information and intelligence to front line officers
• Request Headquarters (Intelligence Section) to provide current smuggling trends analysis for IPR goods
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries with a view to exchanging information
• Establish Intelligence Unit at Air Cargo
• Request specific search training
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Treatments (continued)

Risk - Customs fails to protect the community from dangerous goods

Proposed Treatments
• Liaise with all responsible agencies regarding licensing and prohibition of dangerous goods
• Develop a Memorandum of Understanding regarding the treatment of all goods
• Develop an Occupational Health and Safety manual to protect officers from dangerous goods
• Identify equipment to be used in detecting dangerous goods, e.g. radiation detectors and Ionscan machines
• Establish if Customs Law has enforcement provisions for dangerous goods
• Identify and request industry experts to provide a specialist referral service
• Identify a range of protective devices and clothing for use by officers who may be exposed to dangerous goods
• Request mobile or static X-ray machine/s for Air Cargo
• Identify appropriate detection and search tools
• Review salary and incentive scheme
• Request regular reports from CASES on all detections and seizures across Jordan
• Develop Standard Operating procedures
• Initiate a data collection plan
• Request Headquarters to establish liaison with other WCO Members Countries with a view to exchanging information
• Establish Intelligence Unit at Air Cargo
• Request specific search and commodity identification training
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Treatments (continued)

Risk - Customs does not examine all relevant documentation

Proposed Treatments
• Undertake a detailed mapping of air cargo documentation process
• Develop a document standard requirement for all air cargo consignments
• Implement an internal conspiracy identification plan
• Task national Training Center to develop a false documentation training course
• Propose the development of a false document database
• Undertake review of Customs law to ensure Customs has powers to request all relevant documentation in respect of imports, exports and

transit goods
• Initiate a staff survey to identify causes of stress and fatigue among officers

Risk - Failure to conduct audit procedures

Proposed Treatments
• Recruit qualified auditors
• Establish a regulatory and compliance audit programs for air cargo
• Undertake regular reviews of risks in air cargo environment
• Examine current application of penalties
• Brokers are not licensed
• Develop an awareness program on compliance and regulatory audit
• Request specific audit training
• Identify and document all blockers to implementing a formal customs audit process including “port shopping”
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Treatments (continued)

Risk – Customs cannot detect commercial fraud

Proposed Treatments
• Propose recruitment or training of qualified customs commercial investigators
• Propose a national interagency tertiary qualification for all government and police investigators
• Develop specific fraud detection training
• Request assistance from International & Planning to source international cooperation
• Establish on site analytical capability (Intelligence Unit)
• Design and implement an information collection plan
• Establish a check list of all documentation to be presented to customs for clearance of air cargo
• Implement cargo control systems to ensure all cargo arriving in Jordan by air is presented to Customs
• Identify sources of work pressure at airport
• Explore reporting formats from ASYCUDA and then assign a team to develop a range of reports fore use by Air Cargo
• Request Headquarters to provide documented national policy in the form of Policy Directions
• Recruit additional staff to concentrate on commercial fraud

Risk - Fail to detect smuggling

Proposed Treatments
• Request specific search training
• Task National Training Centre to provide Train the Trainer Course
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries with a view to exchanging information
• Establish Intelligence Unit at Airport Cargo
• Develop information and border statistics collection plan
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Treatments (continued)

Risk - Customs does not provide information and advice to importers, exporters and brokers

Proposed Treatments
• Contribute to a national community awareness program for Customs and other border agencies
• Contribute to a national brochures and information kit for importers and brokers
• Conduct surveys of importers, exporters and brokers
• Undertake education programs for private sector staff who work at airport cargo.
• Update Customs website on Internet with relevant information
• Task National Training Center to develop customs relations courses specifically for officers working in air cargo environments
• Provide more staff
• Initiate working group to examine how other customs administrations conduct public awareness programs
• Conduct regular meetings with airport staff and organizations
• Produce a newsletter for airport operators
• Develop and internally publish a Contacts List

Risk - Fail to maintain information networks in air cargo environment

Proposed Treatments
• Provide training for staff from other agencies on customs role and responsibilities
• Hold regular and formal meetings with other agencies
• Propose a review of legislation to ensure that Customs officers are empowered to apply and enforce all relevant legislation
• Request clear operating instructions from all other border agencies
• Identify relevant private and public sector contacts (and their role)
• Request other agencies for training courses to administer their legislation



RISK MATRIX
Table to determine the level of risk (5X5)

Likelihood

A Almost certain Is expected to occur in most circumstances

B Likely Will probably occur in most circumstances

C Possible Might occur at some time

D Unlikely Could occur at some time

E Rare May only occur in exceptional circumstances
Consequence

Extreme The consequences would threaten the survival of the program….
Cause major problems for clients…
Revenue loss greater than x% of total revenue
Extreme consequences for the organisation both financially and politically

Very High Threaten the survival or effective function of the program
Require the intervention of top-level management
Revenue loss greater than y% of total revenue
Very high consequences both financially and politically

Medium Consequences would not threaten the program
May require that the administration of the program needs review
Revenue loss greater than z% of total revenue
Medium consequences for the organisation both financially and politically

Low The consequences would threaten the efficiency or effectiveness of some aspects of the program, but
would be dealt with internally.  A loss of revenue below the tolerance level of 5% (Audit materiality)
applied to clients would be of low consequence

Negligible The consequences are dealt with by routine operations.  A loss of revenue below the program
tolerance level of w% (less than Audit materiality) applied to clients would be of negligible
consequence

Risk

Consequences

Likelihood

1

Negligible

2

Low

3

Medium

4

Very High

5

Extreme

A (almost
certain)

H H H VH E

B (likely) M H H VH VH

C (possible) L M H VH VH

D (unlikely) L L M H H

E (rare) VL L M H H
Risk

E: extreme risk; possibly will terminate the activity
VH:  very high risk, immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine procedures
VL:  very low risk, ongoing monitoring only
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Appendix 5

Amman
Customs
House

Operational
Risk

Management
Plan

2003-2004

Vision Statement

To be regarded by Government, Industry and the Public as a Customs
House that is highly effective, professional and efficient in the delivery of
customs services.

Customs Outcome

Effective operational administration that, with minimal disruption to
legitimate trade and travel, conducts customs commercial transactions in a
timely way, identifies and responds to all illegal activity, protects the
revenue, promotes tourism and business enterprise in Jordan.

Activities

• Collect Customs duty and taxes
• Process all imports
• Manage the processing of goods for diplomatic purposes
• Facilitate processing using ASYCUDA
• Maintain seized and detained goods
• Process all temporary admissions
• Conduct public auctions
• Detect prohibited goods
• Refer specific goods to other agencies
• Collect statistics
• Gather information
• Maintain contacts and develop networks
• Provide advice to other Customs Houses, importers, exports, brokers and

the public
• Maintain Valuation database
• Administer bonded warehouses

Principal Outputs

1. Efficiently process all imports and exports in a timely and
professional manner

2. Identify and action all prohibited and restricted imports and exports

3. Promote trade and industry in the Kingdom



Stakeholders

Stakeholder Stakeholder
Internal External
Director-General Brokers
 Director, Amman Customs House  Industry bodies
 ASYCUDA Directorate  Transport operators
 IT Systems Directorate  JISM
 National Training Center  Travelers
 Risk Management Directorate  General Intelligence Department
  Police
  Public Security Bureau
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Context

Location Amman Customs House
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Geographical

Amman Customs House is located approximately 20 kilometers north-west of Amman and is
the principal and busiest Customs House in Jordan. The Customs House processes [To Be

Completed by Jordan Customs] declarations per annum and [To Be Completed by Jordan Customs]. There are
approximately 140 Customs broker offices situated at the Customs House. Amman Customs
House is the hub of all commercial customs activity.

Organizational Structure

Director
Director

Amman CH
Improvements

Internal Audit Valuation
Procedures &
Warehouses Administration
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Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to detect prohibited
goods

• Intelligence data not available
• Inexperienced staff
• Complex smuggling techniques
• New modus operandi
• Pressure of work
• Lack of search equipment
• Insufficient staff
• Risk assessment skills lacking

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to collect statistics • Software for statistics not available
• Weakness in technical connections and

communication
• Lack of computers
• Lack of 
• No formal information collection plan

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to process all
commercial imports and
exports

• Late processing of declarations
• Congestion at Customs House
• No parking area for trucks
• Lack of experienced staff
• Reliance on other agencies
• Legislation is outdated or not enforceable
• Lack of computer support
• False documentation
• Brokers are not trained
• Too many declarations have errors
• Management reluctant to take action against

brokers and importers
• Inadequate infrastructure
• Lack of staff amenities

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Inability to provide customs
services to diplomatic
community

• Pressure of work
• Lack of knowledge of relevant international

conventions
• No Standard Operating Instructions from relevant

external  agencies
• No regular and formal consultation with

representative bodies

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to collect duty and taxes • Goods are smuggled
• Lack of training
• False documentation (invoices)
• Inexperienced officers
• Poor working conditions causing fatigue and errors
• Excessive exemptions from duty and tax provisions
• Green lane
• Brokers – training/fraud
• Lack of understanding of international agreements
• Lack of appropriate legislation to enforce violations
• Classification problems
• Inappropriate HRD policies that lead to poor working

arrangements for officers
• No Standard Operating Instructions from

Headquarters on processing matters

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Unable to provide assistance
with Transits

• Not enough staff to investigate transit violations
• Insufficient or incorrect documentation
• Inadequate parking and storage arrangements for

trucks
• No monitoring devices on trucks
• ASYCUDA Transit information is incorrect
• Unauthorized movement of transit goods
• Intervention by importers to move goods to other

locations for more favorable assessment using
transit system

• Lack of timely information from border crossings
and Customs Houses

• Lack of regular communication between crossings
and Customs Houses and Headquarters

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Cannot undertake public
auctions

• Lack of proper accounting and audit procedures in
warehouse

• Goods are removed illegally from warehouse
• Auction is not advertised
• Duty and tax owing on goods is not correctly assed

prior to auction
• Inability to identify goods in warehouse for auction
• Lack of security
• Lack of experienced staff

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Fail to provide information &
advice to travelers

• Lack of information brochures, pamphlets,
awareness programs

• Lack of equipment to present awareness sessions
• Few qualified staff
• Lack of qualified trainers
• Seasonal crisis – large numbers of people at certain

times
• Inadequate staff
• Inadequate amenities for staff
• No formal community participation programs with

importers and brokers

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary (continued)

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Fail to maintain networks
with other agencies

• Unqualified staff from other departments
• No commitment by other department

representatives to work the shift hours
• No agreement between departments at highest

levels
• Inadequate infrastructure and equipment
• Legislation not aligned
• Few departments are represented
• No clear instructions from other departments as to

how customs will undertake the activity

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs do not refer goods
to relevant agencies

• Inexperienced staff
• Lack of directions from relevant agencies
• Power struggle between agencies
• Agencies are not resourced to appropriate level
• No formal Memorandum of Understanding between

agencies
• Lack of coordination between agencies including

shared use of systems such as ASYCUDA

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Customs does not collect
information

• No national information collection and analysis
strategy

• Lack of documentation
• No specific internal training
• Pressure of work
• Internal priorities

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Risk Summary

Risk
Priority
Number

Risk

(What Can Happen?)

How Do the Risks occur? Consequence Likelihood Risk Rating

Unable to maintain valuation
database

• Lack of experienced officers
• Insufficient referrals from border crossings and

Customs houses
• Conflict between Customs Headquarters and

Customs House
• Inability to access to database
• Unable to properly classify goods
• No Standard Operating Procedures
• Rotation of experienced officers

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

Failure to administer bonded
warehouses

• Not enough staff
• Lack of information regarding ownership and

administration
• Lack of security at warehouses
• Inappropriate legislation to enforce provisions
• Lack of proper audit procedures
• No compliance management plan
• No risk management plan for bonded warehouses
• Lack of national policy

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs

To Be Completed by
Jordan Customs
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Treatments

Risk – Fail to detect prohibited goods

Proposed Treatments
• Develop business case for mobile or static X-ray facility
• Identify appropriate detection and search tools
• Initiate survey to identify basic working conditions for officers
• More specialized and local training
• Review salary and incentive scheme
• Develop Standard Operating procedures
• Initiate a data collection plan
• Provide integrity training
• Examine training and licensing arrangements for brokers
• Provide better information and intelligence to front line officers on smuggling techniques
• Undertake special project to address security of transit traffic
• Task National Training Centre to provide Train the Trainer Courses
• Request Headquarters to provide current smuggling trends analysis
• Undertake compliance measurement exercise to establish baseline
• Request Headquarters to establish liaison with other WCO Members Countries with a view to exchanging information
• Establish Intelligence Unit at Amman Customs House
• Enhance information collection plan
• Request specific search training

Risk - Fail to collect statistics

Proposed Treatments

• Establish and agree on what statistics are to be collected
• Prepare business case for additional computer terminals
• Seek appropriate software package to collect statistics
• Identify and record communication problems
• Train or recruit additional specialist staff to support data collection
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Treatments (continued)

Risk - Fail to process all commercial imports and exports

Proposed Treatments
• Implement, and report on achievement of targets for processing of declarations
• Identify appropriate agency to undertake congestion study in yards at Customs House
• Request additional training for new staff at Customs House
• Establish formal relations with other agencies by memorandum of Understanding or Service level Agreements
• Request a review of Customs law as it specifically applies to commercial transaction and management of bonded areas and warehouses
• Provide specific training to identify customs fraud and false documentation
• Undertake a survey of brokers customs knowledge and training qualifications
• Record all errors made by brokers and report at formal meeting with head of broker’s office
• Promote an environment of documenting all activities that require action by Customs management in respect to brokers and importers
• Identify with Customs management infrastructure issues
• Formally request a review of officer working conditions and staff amenities

Risk – Inability to provide customs services to diplomatic community

Proposed Treatments
• Identify better work practices and priorities to help reduce work pressures
• Request specific training or develop work place training to provide designated officers with knowledge of relevant international conventions
• Request formal Standard Operating Instructions from relevant external agencies
• Initiate regular and formal consultation with representative diplomatic bodies through Customs Executive
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Treatments (continued)
Risk – Fail to collect duty and taxes

Proposed Treatments
• Identify sources of information to assist with identifying smuggled goods
• Request specific training on identification of  false documentation (invoices)
• Contribute to staff rotation policy and specify qualifications required for officers to work in Customs House
• Identify working conditions that are causing fatigue and errors
• Review exemptions policy and application to assess deferred or waived duty and tax
• Review Green Lane operation in ASYCUDA
• Identify, record and take action on brokers declaration errors
• Develop training on application of  international agreements
• Review customs law to provide basis for informed compliance and enforcement of violations
• Identify regular and recurring classification issues and develop appropriate training package
• Identify HRD policies that lead to poor working arrangements for officers
• Request headquarters to develop Standard Operating Instructions on all processing matters

Risk – Unable to assist with Transits

Proposed Treatments
• Review workload and develop better work practices to handle transit matters
• Document and report to Risk M/Transits all incidents involving transit traffic
• Assess parking and storage arrangements for cargo and trucks at Customs House
• Identify technology applications to improve security of transit vehicles and cargo
• Propose a review of ASYCUDA Transit information to ensure information is correctly input to the system
• Review processes to authorize movement of transit goods
• Identify, document and report all instances where importers request to move goods to other locations for more favorable assessment
• Implement regular reporting arrangements between border crossings and Customs Houses
• Propose more regular communication/meetings between crossings and Customs Houses and Headquarters
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Treatments (continued)
Risk – Cannot undertake public auction

Proposed Treatments
• Implement independent audit of warehouse/s
• Develop an electronic recording system to monitor the movement of goods from the warehouse
• Contract Communications Section to develop a national strategy for conducting customs auctions
• Develop a training and compliance regime to ensure all goods are appropriately assessed for duty and tax liability
• Undertake and document audit of goods in Customs warehouses
• Propose a major security review of Customs House perimeter and warehouse area.
• Identify a range of technology to improve security in and around the warehouse
• Assess requirement for personal ID to be carried by officers working in warehouses
• Provide specific training for officers assigned to warehouses

Risk – Fail to provide information & advice to travellers

Proposed Treatments
• Consider national community awareness program for Customs and other border agencies
• Develop brochures and information kits
• Conduct surveys
• Undertake education programs for private sector staff who work at Customs House
• Update Customs website on Internet with relevant information about operation at Customs House
• Provide more specialized and trained staff
• Initiate working group to examine how other customs administrations distribute this information
• Conduct regular meetings with clients at Customs House
• Produce a newsletter detailing and reinforcing recurring errors and significant detections
• Develop a contacts list
• Identify and encourage staff with public speaking and client management skills
• Establish Customs House work profile to assist with staff allocation
• Develop a formal community participation program with importers, exporters and brokers
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Treatments (continued)
Risk – Fail to maintain networks with other agencies

Proposed Treatments
• Provide training for staff from other agencies on customs role and responsibility
• Hold regular and formal meetings with other agencies
• Propose a review of legislation to ensure that Customs officers are empowered to apply and enforce all relevant legislation
• Request clear operating instructions from all other border agencies
• Identify relevant private and public sector contacts (and their role)

Risk – Customs do not refer goods to relevant agencies

Proposed Treatments
• Provide training for staff from other agencies on customs role and responsibility
• Hold regular and formal meetings with other agencies
• Propose a review of legislation to ensure that Customs officers are empowered to apply and enforce all relevant legislation
• Request clear operating instructions from all other border agencies
• Identify relevant private and public sector contacts (and their role)

Risk – Customs does not collect information

Proposed Treatments
• Identify national information collection requirements
• Enhance current collection plan and integrate with national requirements
• Establish new Intelligence Section information collection requirements
• Establish local documentation requirements to collect information for all parties
• Develop awareness training for staff
• Survey staff to establish range of work pressures
• Undertake work value and distribution review
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Treatments (continued)

Risk – Failure to maintain valuation database
Proposed Treatments
• Provide on-the-job training for people tasked with maintaining database
• Develop a collection and communication plan to ensure all referrals are included in the database
• Establish operating arrangements to ensure there are no conflicts between Customs Headquarters and Customs Houses
• Develop a business continuity plan to ensure database to available at all times
• Request additional classification and valuation training
• Design Standard Operating Procedures for use and access to database
• Propose specific rotation policy for officers working in very technical areas such as valuation

Risk – Failure to administer bonded warehouse/s

Proposed Treatments
• Undertake work load and value exercise to establish number of staff required to complete tasks
• Develop an information collection plan to establish and record exact details of ownership and responsibility
• Conduct security review of all bonded warehouses
• Review Customs law to ensure legislation exists to enforce provisions
• Develop audit procedures for bond owner and undertake regular reviews
• Implement a compliance management plan
• Develop a risk management plan for bonded warehouses
• Recommend a national policy be developed for bonded warehouses
• Publish the national policy on the Customs website and in a brochure



RISK MATRIX

Table to determine the level of risk (5X5)

Likelihood

A Almost certain Is expected to occur in most circumstances

B Likely Will probably occur in most circumstances

C Possible Might occur at some time

D Unlikely Could occur at some time

E Rare May only occur in exceptional circumstances

Consequence

Extreme The consequences would threaten the survival of the program….
Cause major problems for clients…
Revenue loss greater than x% of total revenue
Extreme consequences for the organisation both financially and politically

Very High Threaten the survival or effective function of the program
Require the intervention of top-level management
Revenue loss greater than y% of total revenue
Very high consequences both financially and politically

Medium Consequences would not threaten the program
May require that the administration of the program needs review
Revenue loss greater than z% of total revenue
Medium consequences for the organisation both financially and politically

Low The consequences would threaten the efficiency or effectiveness of some aspects of the program, but
would be dealt with internally.  A loss of revenue below the tolerance level of 5% (Audit materiality)
applied to clients would be of low consequence

Negligible The consequences are dealt with by routine operations.  A loss of revenue below the program
tolerance level of w% (less than Audit materiality) applied to clients would be of negligible
consequence

Risk

Consequences

Likelihood

1

Negligible

2

Low

3

Medium

4

Very High

5

Extreme

A (almost
certain)

H H H VH E

B (likely) M H H VH VH

C (possible) L M H VH VH

D (unlikely) L L M H H

E (rare) VL L M H H

Risk
E: extreme risk; possibly will terminate the activity
VH:  very high risk, immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine procedures
VL:  very low risk, ongoing monitoring only


