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1. SYSTEM AND SOFTWARE DESIGN

1.1 System Models

System models are graphical representations that describe the system specifications. It is
used in the analysis process to develop an understanding of the system. Different types of

system model are based on different approaches to abstraction.

1.2 Context model:
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1.3 Data model:

Most large software systems make use of a large database of information. The data model
describes in detail the contents of the database. These details descriptions can be collected
in a repository or data dictionary. Note this is a primary design (DD).

Please see Annex A.

1.4 1.3 System Design
e Lookups and transactions

e Inputs
e Qutputs

Please See Annex B

SYSTEM SECURITY

In large software application, it is necessary to enforce information security to prevent
unauthorized access to the database. Most threats on the software applications can be
classified in one of the following four categories:
o Loss of Data Integrity: Information is created, modified, or deleted by an
intruder.
o Loss of Data Privacy: Information is made available to unauthorized
persons.
e Loss of Service — A service breaks down due to the action of hacker.

¢ Loss of Control — Services are used by authorized person in an uncontrolled
way.

Authorization:

In order to move a Database from a single user Database to a multi-users database, some
security issues need to be resolved. First of all, it needs to be determined who has access
to which table, menu, and function. This authorization list should also include
information on what each user (person) is allowed to do with each of these tables, menus,
and functions.

Thus, there is a need to develop and implement a consistent set of policies for all users
(e.g. MQJ users, directorates' managers, and others).

On the other hand, users should be grouped into groups, whereby each group has a set of
authorities. Each user should be assigned into one group; therefore, he/she will inherit
his/her group authentications. In addition, a given user may have different privilege than
his group.

Types of security:

The system should implements two levels of security:
e Modules security (i.e. menu security).
e Functional security (i.e. buttons security).



Most importantly, the system has a log file for each user, whereby all user transactions
are stored. In case of any fault, the system should display all user transaction in formal
format fro auditing.

Summary of Major Security Requirements

Hardware/software Firewall Solution

Protocol Firewall - Screening routers

Domain Firewall - Application gateways

Prevents unauthorized Internet users from accessing private networks connected
to the Internet.

Mechanisms to block virus attacks.

Manages the flow of information between the Internet and the organization's
private network.

Provides logging and reporting, automatic alarms at given thresholds of attack,
Provides comprehensive security system that combines firewalls with encryption
and other complementary services, such as content filtering and intrusion
detection.



SPECIAL CONDITIONS:

1. This study is a preliminary study aims at providing a conclusive elaboration of the
C.R. system. The study could be subjected to amendments (minor changes: changes that
is required for existing entities in order to accomplish there objectives, and required less
than 5 working days for each change request) and additions (not adding new modules)
during development phase and until three months after the final approval.

2. All needed program documentation must be done as follows:
a. User Manual (for update and administrative tasks).
b. Technical manual (as made).
c. Troubleshooting Guide.

3. Netham’s approval and consent has to grant to the contractor in every stage of the
contract execution stages, including the design of database, screens, etc.

4. Netham’s prior consent has to be given before the use of any programming tool or
any add-on programs.

5. All the passwords and all add-on programs, which are used in building the system,
have to be given to Netham.

6. A list that includes all the programming tools and add-on programs used in building
the program has to be given to MOJ. The list must include also the version number,
version date, and the address of the producing company.

7. The project must meet the following conditions:
a. The Language must be English and Arabic for all subsystems.
b. Implements the idea of intranet.
c. Can be browsed by at least Microsoft Internet Explorer version 4 or later
and Netscape navigator version 4 or later.
d. To be user friendly.
e. To use Microsoft SQL Server 2000 or Oracle 8i or later as a DBMS
(back-end). Or use any famous Web Application Server package. (this should
be negotiable with the MQJ).
f.  The System has to be Bug free.

8. The contractor to Netham should submit a detailed work plan and timetable that
covers all the work stages.

9. Independent hardware platform/operational support such as IBM, SUN, HP, DEC,
Compaq, etc.

10. The Systems must also support all standard networks Infrastructures such as:
Structured Cabling with UTP, Fiber Optics, etc. LAN or WAN with leased line or ADSL
network Intranet / Internet.



11. The period of free maintenance of this system has to be no less than one year starting
from the date of the final approval of the program.

12. Company’s profile and staff C.V. should be submitted.

13. Training: There should be three types of trainings:
a. User Training: 15 users.
b. Troubleshooting training: 2 persons
c. Technical training: 2 persons.

14. All expenditures acquired by the contractor in all its forms (travel, wages,

programming tools, exclude DBMS and/or Web Application Server, Hardware server,
and firewall) are the sole responsibility of the contractor.
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Annex A: Data Dictionary
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Annex B: Tables, Inputs and Reports

Database Tables

1. Table: appReq

Columns
Name Type Size
reqld Long Integer 4
citizenld Text 255
citizenNameA Text 255
citizenNameE Text 255
currentPassNo Text 255
genderNo Long Integer 4
cityNo Long Integer 4
maritalStatus Long Integer 4
motherNameA Text 255
motherNameE Text 255
placeOfBorth Text 255
dateOfBirth Date/Time 8
religionNo Long Integer 4
formerNameA Text 255
formerNameE Text 255
fax Text 255
email Text 255
replyBy Long Integer 4

2. Table: appReqgTrans

Columns
Name Type Size
transld Long Integer 4
appReqld Long Integer 4
userld Long Integer 4
transTime Date/Time 8
transStatus Long Integer 4

3. Table: appReqgTransStatus

Columns
Name Type Size
statusld Long Integer 4
statusDescA Text 255

13



statusDescE Text 255

Long Integer

4

14

4. Table: cities 4
Columns
Name Type Size
cityid Long Integer 4
cityNameA Text 255
cityNameE Text 255
5. Table: citizenData
Columns
Name Type Size
citizenld Long Integer 4
citizenNameA Text 255
citizenNameE Text 255
currentPassNo Text 255
genderNo Long Integer 4
cityNo Long Integer 4
maritalStatus Long Integer 4
motherNameA Text 255
motherNameE Text 255
placeOfBorth Text 255
dateOfBirth Date/Time 8
religionNo Long Integer 4
formerNameA Text 255
formerNameE Text 255
6. Table: citizenJudgments
Columns
Name Type Size
judgmentld Long Integer 4
citizenld Long Integer 4
judgmentType Long Integer 4
courtType Long Integer 4
courtName Text 255
criminal ActType Long Integer 4
criminal Act Text 255
dateOfJudgment Date/Time 8
briefOfJudgment Text 255
judgmentStatus Long Integer 4
transStatus



7. Table: citizenJudgmentStatus

Columns

Name

statusld
statusDescA
statusDescE

8. Table: citizenSecuritylnfo

Columns

Name

secInfold
citizenld
secFlagld
fromDate
toDate
flagStatus
flagNotes

9. Table: courtTypes

Columns

Name

courtTypeld
courtTypeDescA
courtTypeDescE

10. Table: criminal ActTypes

Columns

Name

actTypeld
actTypeDescA
actTypeDescE

11. Table: documentKeys

Columns
Name

Type
Long Integer
Text
Text

Type

Long Integer
Long Integer
Long Integer
Date/Time
Date/Time
Long Integer
Text

Type
Long Integer
Text
Text

Type
Long Integer
Text
Text

Type

Size

255
255

Size

($2 I~ T 0 o TN SN SN S

Size

255
255

10

Size

255
255

11

Size
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docld
docKey

12. Table: documents

Columns

Name

docld
docName
docDesc
docAttachment

13. Table: gender

Columns

Name

genderld
genderDescA
genderDescE

14. Table: judgmentStatus

Columns

Name
statusld
statusDescA
statusDescE

15. Table: judgmentTrans

Columns

Name
transld
judgmentld
userld
transTime
transStatus

16. Table: judgmentTransDocs

Long Integer
Text

Type

Long Integer
Text

Text

Attachment Data

Type
Long Integer
Text
Text

Type
Long Integer
Text
Text

Type

Long Integer
Long Integer
Long Integer
Date/Time
Long Integer

255

12

Size

255
255

13

Size

255
255

14

Size

255
255

15

Size

~oOP~DD

16
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Columns

Name

transid
docld

17. Table: judgmentTransStatus

Columns

Name

statusld
statusDescA
statusDescE

18. Table: JudgmentTypes

Columns

Name

typeld
typeDescA
typeDescE

19. Table: loginTrans

Columns

Name

userld
transStatus
loginTranTime

20. Table: loginTransStatus

Columns

Name

statusld
statusDescA
statusDescE

21. Table: maritalStatus

Type
Long Integer
Long Integer

Type
Long Integer
Text
Text

Type
Long Integer
Text
Text

Type

Long Integer
Long Integer
Date/Time

Type
Long Integer
Text
Text

Size

A DS

17

Size

255
255

18

Size

255
255

19

Size

(o oJiE - A o

20

Size

255
255

21
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Columns

Name
statusld
statusDescA
statusDescE

22. Table: moduleActions

Columns

Name

moduleld
actionld

23. Table: organizationType

Columns

Name
typeld
typeDescA
typeDescE

24. Table: outputDocs

Columns

Name

docld

docName
docDesc
creationDate
lastModification
isTemplate
docBody

25. Table: outputDocTrans

Columns

Name
transid
docld
userld
transTime

Type
Long Integer
Text
Text

Type
Long Integer
Text

Type
Long Integer
Text
Text

Type

Long Integer
Text

Text
Date/Time
Date/Time
Yes/No

Text

Type

Long Integer
Long Integer
Long Integer
Date/Time

Size

255
255

22

Size

255

23

Size

255
255

24

Size

255
255

255

25

Size

[0 o A
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26. Table: OutputDocuments

Columns

Name

docld
docName
docDescA
docDescE
docContents
isTemplate

27. Table: privActions

Columns

Name
privid
moduleld
actionld

28. Table: privileges

Columns

Name
privid
prevName
prevDesc

Type

Long Integer
Text

Text

Text

Attachment Data
Yes/No

Type
Long Integer
Long Integer
Text

Type
Long Integer
Text
Text

26

Size

255
255
255

27

Size

255

28

Size

255
255
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29. Table: registrationPurpose

Columns

Name
purposeld
purposeDescA
purposeDescE

30. Table: registrationReqs

Columns

Name
regReqld
regName
regPurpose
regPurposeDetails
regCity
regUsage
regOutputType
regOrgType
perld

perName
perDOB
perEmail
perFax
perResidency

31. Table: registrationUsage

Columns

Name
usageld
usageDescA
usageDescE

Type
Long Integer
Text
Text

Type

Long Integer
Text

Long Integer
Text

Long Integer
Long Integer
Long Integer
Long Integer
Text

Text
Date/Time
Text

Text

Long Integer

Type
Long Integer
Text
Text

29

Size

255
255

30

Size

Size

255
255
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32. Table: regRegPrivileges 32

Columns
Name Type Size
privid Long Integer 4
privDescA Text 255
privDescE Text 255
33. Table: regReqgsTrans 33
Columns
Name Type Size
transid Long Integer 4
regReqld Long Integer 4
userld Long Integer 4
transTime Date/Time 8
transStatus Long Integer 4
34. Table: regReqgsUsers 34
Columns
Name Type Size
regReqld Long Integer 4
userld Long Integer 4
userName Text 255
userPosition Text 255
userDepartment Text 255
userCity Long Integer 4
regReqPriv Long Integer 4
35. Table: regReqTransStatus 35
Columns
Name Type Size
statusld Long Integer 4
statusDescA Text 255
statusDescE Text 255

21



36. Table: religion

Columns

Name

religionid
religionDescA
religionDescE

37. Table: rolePrivs

Columns

Name

roleld
privid

38. Table: secinfoDocs

Columns

Name

transid
docld

39. Table: secInfoTrans

Columns

Name

transld
seclnfold
userld
transTime
transStatus

40. Table: secInfoTransStatus

Columns

Name

statusld
statusDescA

Type
Long Integer
Text
Text

Type
Long Integer
Long Integer

Type
Long Integer
Long Integer

Type

Long Integer
Long Integer
Long Integer
Date/Time
Long Integer

Type
Long Integer
Text

36

Size

255
255

37

Size

B~ b

38

Size

A

39

Size

OO PB~P~D

40

Size

255
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statusDescE Text 255

41. Table: securityFlags 41
Columns
Name Type Size
flagld Long Integer 4
flagNameA Text 255
flagNameE Text 255
42. Table: systemModules 42
Columns
Name Type Size
moduleld Long Integer 4
moduleNameA Text 255
moduleNameE Text 255
43. Table: systemRoles 43
Columns
Name Type Size
roleld Long Integer 4
roleName Text 255
roleDesc Text 255
44, Table: systemTrans 44
Columns
Name Type Size
transld Long Integer 4
userld Long Integer 4
tableName Text 255
transTime Date/Time 8
tableRowld Text 255
transStatus Long Integer 4
oldValue Text 255
newValue Text 255
45. Table: systemTransStatus 45

23



Columns

Name
statusld
statusDescA
statusDescE

46. Table: systemUsers

Columns

Name

userld
userLogin
usernNameA
usernNameE
userPassword

47. Table: systemUsers_1

Columns

Name

userld
userLogin
usernNameA
usernNameE
userPassword

48. Table: userRoles

Columns

Name

userld
roleld

49. Table: userSecModuleTrans

Columns

Name
transid
transType
userld
transTime

Type
Long Integer
Text
Text

Type
Long Integer
Text
Text
Text
Text

Type
Long Integer
Text
Text
Text
Text

Type
Long Integer
Long Integer

Type

Long Integer
Long Integer
Long Integer
Date/Time

Size

255
255

46

Size
255
255

255
255

47

Size
255
255

255
255

48

Size

EEES

49

Size

[0 0 A
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transStatus

50. Table: userSecModuleTransStatus

Columns

Name

statusld
statusDescA
statusDescE

51. Table: userSecModuleTransTypes

Columns

Name
typeld
typeDescA
typeDescE

Long Integer

Type
Long Integer
Text
Text

Type
Long Integer
Text
Text

50

Size

255
255

51

Size

255
255
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Interfaces

First: Input design

Cities

Language

English e

Available Service Cities

Filter List
Lookups

Judgment Types
Criminal Act Types
Court Types
Judgment Status Filter
Marital Status

Gender

Religion ID

Search

Welcome Administrator, you are logged in Sunday, April 27, 2008 Logout

You can go to

Ministry of Justice

Cities i
D I:l Arabic Name | l Netham System

English Name
9 | | Ministry of Interior

Add Clear

Arabic Name English Name

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organization Type

Save

Delete Cancel
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Judgment Tiypes

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Judgment Types

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

Judgment Types

| Netham System

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

| Ministry of Interior

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organization Type

Save  Delete

Cancel
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Criminal Act Tiypes

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Criminal Act Types

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

Judgment Types

| Netham System

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

| Ministry of Interior

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organization Type

Save  Delete

Cancel
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Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Court Types

Filter List
Lookups

Cities ID I:l Arabic Name |

Judgment Types

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organiza ion Type

Save  Delete

Cancel

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Judgment Status

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Judgment Status

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

Judgment Types

| Netham System

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

| Ministry of Interior

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organiza ion Type

Save  Delete

Cancel
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Marital Status

Language

English =

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Marital Status

Filter List
Lookups

Search

Logout

You can go to

Ministry of Justice

Ciies ID I:l Arabic Name ’

‘ Netham System

Judgment Types

Criminal Act Types English Name l

‘ Ministry of Interior

Court Types
Judgment Status Filter Add Clear
Marital Status

Gender
D Arabic Name

English Name

Religion
System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organization Type

Save  Delete

Cancel
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Gender

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Gender

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

Judgment Types

| Netham System

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

| Ministry of Interior

System Transaction Status

Ci izen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organiza ion Type

Save  Delete

Cancel
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Religion

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Religion

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

Judgment Types

| Netham System

Criminal Act Types English Name |

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

| Ministry of Interior

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organization Type

Save  Delete

Cancel
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System Transaction Status

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Logout

You can go to

Ministry of Justice

| Netham System

Available Service System Transaction Status
Filter List

Lookups
Cities ID Arabic Name
Judgment Types |:| |
Criminal Act Types English Name |
Court Types
Judgment Status Filter Add Clear
Marital Status
Gender . '
Religion D Arabic Name English Name

| Ministry of Interior

System Transaction Status

Ci izen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organiza ion Type

Save

Cancel
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Citizen Judgment Status

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Citizen Judgment Status

Filter List
Lookups

Logout

You can go to

Ministry of Justice

Cities ID I:l Arabic Name |

| Netham System

Judgment Types

Criminal Act Types English Name |

| Ministry of Interior

Court Types

Judgment Status Filter Add Clear
Marital Status

Gender

Religion ID Arabic Name

English Name

System Transaction Status

Citizen Judgment Status

Security Flags

Registration Purpose
Registration Usage
Organiza ion Type

Save

Cancel
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Registration Purpose

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Lookups
Cities
Judgment Types
Criminal Act Types
Court Types
Judgment Status
Marital Status
Gender
Religion
System Transaction Status
Ci izen Judgment Status
Security Flags
Registration Purpose
Registration Usage
Organiza ion Type

Registration Purpose

Filter List

Logout

You can go to

Ministry of Justice

ID |:| Arabic Name |

| Netham System

English Name |

| Ministry of Interior

Filter Add Clear

D Arabic Name

English Name

Save

Cancel
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Registration Usage

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Lookups
Cities
Judgment Types
Criminal Act Types
Court Types
Judgment Status
Marital Status
Gender
Religion
System Transaction Status
Ci izen Judgment Status
Security Flags
Registration Purpose
Registration Usage
Organiza ion Type

Registration Usage

Filter List

Logout

You can go to

Ministry of Justice

ID |:| Arabic Name |

| Netham System

English Name |

| Ministry of Interior

Filter Add Clear

D Arabic Name

English Name

Save

Cancel
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Organization Type

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Lookups
Cities
Judgment Types
Criminal Act Types
Court Types
Judgment Status
Marital Status
Gender
Religion
System Transaction Status
Citizen Judgment Status
Security Flags
Registration Purpose
Registration Usage
Organization Type

Organization Type
Filter List

Logout

You can go to

Ministry of Justice

ID |:| Arabic Name |

| Netham System

English Name |

| Ministry of Interior

Filter Add Clear

D Arabic Name

English Name

Save

Cancel
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Login

Language Search

English s

Welcome Guest, you are not logged in. Log in to gain access to Netham Services

Available Service Login You can go to

Do not have User Name and . Ministry of Justice
Password? Sign Up Now ! User Name: l ‘

Password: ’ ‘ Netham System
Forget User Name or

Password? Enter here !

Ministry of Interior
Submit Cancel

Why Login?

Gain entrance to a section of Netham Portal where
we are building new and improved services for the
Palestinian citizens in a single, secure, and easy to

access site.

Document Attachment: [Z][Z]

Name | |

Search Keys Description

L

d

L

< J

2
Path | Browse

View Attached document

Save Cancel
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Design Outputs

Language

English s

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Output List

. Filter List
Maintain Outputs

Name l:l Description

el ]

Filter
Name Description Date
Outputl Descriptionl Datel
Output2 Description2 Date2
Output3 Description3 Date3

New ReDesign Delete

Print Priview  Cancel

Search

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Design Outputs

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service Template List

Maintain Outputs Filter List

Name |:] Description

el ]

Filter
Name Description Date
Templatel Description1 Datel
Template2 Description2 Date2
Template3 Description3 Date3
New From Tamplet Print Priview Cancel

Search

Advance

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Design Outputs

Language

English s

Welcome Administrator, you are logged in Sunday, April 27, 2008

Search

Logout

Components Name I:I Description

Arabic Name
Arabic Birth Place Output Designer

Arabic Maiden name

Date of Birth

English Name
English Birth Place

English Maiden name

Save Save As Template

Save As Document

Print Priview Cancel
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Feed Criminal Data

Language

Search
English

o I

Welcome CDF, you are logged in Sunday, April 27, 2008

Logout
Available Service Template List

Add Criminal Information Judgment

Judgment Type Court Type
Criminal Act type Court Name |
Date of Judgment I: Brief of Judgment

Criminal Act I:I

i & “

Minutes of Judgment|

| Attach

View Minutes Of Judgment document

Status

Status l v ‘

Date of Judgment I:] Duration of Judgment :l

Expected Date of Release I:I Detention Facility Center Name |:|

Add Cancel
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Feed Criminal Data
Language

English e

Welcome CDF, you are logged in Sunday, April 27, 2008

Available Service Template List

Add Criminal Information Search and Find Citizen

Search

Logout

D |

| Name |

= —

Passport # ’

| City|

v/ Reiigion

Marital Status Place of Bir h ’

|

T ) —

Former Personal Name |

Search
Search Result
ID Passport Name Date of Birth  City
Criminal Data
Judgment Type Court Type Court Name Act Type Act Date
Add
New From Tamplet Print Priview Cancel
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Add Preliminary: Judgment:

Language

English

s

Search

L ]

Welcome CDF, you are logged in Sunday, April 27, 2008

Available Service Template List

Judgment

Add Preliminary Judgment

Logout

Case # CourtName|

Action ‘

Minutes of Judgment|

| Attach

View Minutes Of Judgment document

Add

Cancel
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Maintain Privileges

Language Search

Welcome Administrator, you are logged in Sunday, April 27, 2008 Logout
Available Service Privileges List You can go to
Filter List Ministry of Justice

Maintain Privileges

ID
I:I Name ‘ | Netham System
S |
escription Ministry of Interior

Filter

Search Result

ID Name Description Date

New  Modify Details Delete Cancel

46



Maintain Privileges

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Maintain Privileges

Maintain Privileges

Privilege

Name I:| Description

Privilege Details
Available Details

Privilege Details

>>

<<

Save

Cancel

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Maintain Security’ Roles

Language Search

Welcome Administrator, you are logged in Sunday, April 27, 2008 Logout
Available Service Roles List You can go to
Filter List Ministry of Justice

Maintain Security Roles

ID I:I Name ‘ | Netham System
Description ‘ | Ministry of Interior

Filter

Search Result

ID Name Description Date

New  Modify Details Delete Cancel
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Maintain Privileges

Language

English e

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Maintain Security Roles

Maintain Roles

Role

Name I:| Description

Privileges
Available Privileges

Role Privileges

L

>>

<<

Save

Cancel

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior

49



Maintain Users

Language Search

Welcome Administrator, you are logged in Sunday, April 27, 2008 Logout
Available Service Users List You can go to
Filter List Ministry of Justice

Maintain Users

D I:I User Name‘ | Netham System
Full Name ‘ | Ministry of Interior

Filter

Search Result

ID User Name Full Name Email

New  Modify Details Delete Cancel

50



Maintain Users

Language

English

s

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Maintain Users

Maintain Users

User

User Namel:l Full Name |

Roles
Available Roles

User Roles

Save

>>

<<

L

Cancel

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Post Application Request
Search

Language

English e

Welcome CDV, you are logged in Sunday, April 27, 2008 Logout

Available Service Application Request

Post Application Request Citizen Information

| Name| ‘ Gende| v
| ciy | v Reigon| ¥
MartalStaws| | Placeof Birh | \
MotherName| | paeofgih | |

Former Personal Name |

Power of Attorney |

D |

Passport # ’

I Attach

View Power of Attornyt document

Post Cancel
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Manage Application Requests

Language

English e

Welcome FDP, you are logged in Sunday, April 27, 2008

Available Service Application Request List

Manage Applica ion Requests Filter and Sort List

From Date |:| To Date I:I
Sort By | v| |ASC v‘

Filter and Sort

Filter Result

D Passport Name

City

Search

Logout
Date of Birh

View Details

Cancel
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Manage Application Requests
Language

English e

Welcome CDV, you are logged in Sunday, April 27, 2008

Available Service

Manage Applica ion Requests

Search

Logout

Application Request

Citizen Information

D l ‘ Gender l ‘

Passport # |:| City I:I Religion I:I
Marital Status l:] Place of Bir h ’ ‘
Mother Name I:I Date of Birth I:I

ol ]

| Name |

Former Personal Name | |

View Power of Attorney document

Request Reply

Output Document v | Message :J
Send By a _J
-
o
L < ] B
Accept Reject
Cancel
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Manage Authentication Reguests

Language Search

o e I

Welcome Administrator, you are logged in Sunday, April 27, 2008 Logout

Available Service Authentication Request List

Filter and Sort List

T R T — T —
fomo [ om [ ] tewse[ ]

SortBy| v| |ASC v‘

Manage Au hentication Requests

Filter and Sort

Filter Result

D User Name Name Email

View Details

Cancel
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Manage Authentication Reguests

Language

English

s

Welcome Administrator, you are logged in Sunday, April 27, 2008

Available Service

Manage Authentication Requests

Manage Authentication Requests

User

User Namel:l Full Name |

Roles
Available Roles

User Roles

Save

>>

<<

L

Cancel

Logout

You can go to

Ministry of Justice
Netham System

Ministry of Interior
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Manage Data Eeeding Requests

Language

English e

Welcome DAP, you are logged in Sunday, April 27, 2008

Available Service Data Feeding List

Filter and Sort List

I
I

Manage Data Feeding Requests

From Date To Date

From Source To Source

I
[ 1]

SortBy| v| |ASC v‘

Filter and Sort

Filter Result

D Passport Name City

From City

To City

Date of Birh

Search

Logout

II

View Details

Cancel
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Manage Data Feeding Requests

Language

English e

Available Service

Manage Data Feeding Requests

Search

Logout

Welcome DAP, you are logged in Sunday, April 27, 2008

Data Feeding Request Details

Judgment

Judgment Type I:I Court Type I:I
Criminal Act type I:] Court Name |
Date of Judgment I: Brief of Judgment

Criminal Act I:I
L]

View Minutes Of Judgment document

i & “

Status

|

Status |

Date of Judgment I:] Duration of Judgment I:I
Expected Date of Release l:l Detention Facility Center Name |:|

Message

(ol (3

J L]

<

Reject

Accept Cancel
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Manage Registration Requests

Language

English e

Welcome RAP, you are logged in Sunday, April 27, 2008

Available Service Registration Request List

Manage Registration Requests Filter and Sort List

Search

Logout

From Usage

To Usage

II

Date

SortBy| v| |ASC v‘

Filter and Sort

Filter Result

Name Usage Purpose City
View Details

Cancel
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Manage Registration Requests
Search

Language

Welcome RAP, you are logged in Sunday, April 27, 2008 Logout

Available Service Registration Request Details

General

Manage Registration Requests
Name I:I Purpose I:I Cityl:l
Personal
P |:| Name :] Date of Birth I:I

Users
ID Name Position  Privileges Department City
Documents

View Formal acceptance document View Privileges decision document

Message

&l &

< 2

Accept Reject Cancel
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User Registration

Language

English e

Welcome User, you are logged in Sunday, April 27, 2008

Available Service

User Registration

Registration Request Details

General

Search

L ]

Logout

vame [ Jewvose [ ] | K
Ussge | |outputType Organization Type[ ]

Personal

o

paeormin ||

ID Name Position  Privileges Department

City

Add Modify  Delete

Documents

Formal Acceptance ‘

| Attach

View Formal acceptance document

Privileges Decisionl

l Attach

View Privileges decision document

Register

Cancel
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Second: Output Design

View Auditing Report

Language Search
English e

Welcome DAP, you are logged in Sunday, April 27, 2008 Logout

Available Service View Audi ing Report

View Auditing Report Report Parameters

On Specific Ci izen From Date :l To Date|:| From User

ciizenip | | SortBy | v| [asc v

Run Report

Clear

Cancel
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Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Trans ID Trans Date User Name

Print  Save

From User:
To User:

User Role

Citizen Id

Citizen:

Citizen Date

Report End

Page 1/1

Data Before Change

Data After Change

27/04/2008 1124

Close
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View Statistical Report

Language

English e

Welcome DAP, you are logged in Sunday, April 27, 2008

Available Service
View Auditing Report
On Specific Ci izen

Sta istical Report

View Statistical Report

Report Parameters

I
I

From Date

From Role

Run Report

To Date

To Role

I
[ 1]

Search

Logout

From City

To City

)
g <<

Cancel
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Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

City Number of Citizen
Total
Print  Save

From City:
To City:

Number of Judged Citizen

Number of Security Citizen

Report End

Page 1/1

Judged Ratio

Security Ratio

27/04/2008 1124

Close
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View Output Documents Re

Language

English e

Welcome DAP, you are logged in Sunday, April 27, 2008

Available Service

View Auditing Report
On Specific Ci izen

Sta istical Report

Output Doc Report

View Output Documents Report

Report Parameters

I
I

From Name

From Date

Run Report

To Name

To Date

I
[ 1]

Search

Logout

From User

To User

)
g <<

Cancel
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ID

Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Name Description

Save

From Name:
To Name:

Date Created

Report End

Page 1/1

From User:
To User:

Last Modified Date

Template?

Creator User

27/04/2008 1124

Close
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View Judgment Types Report

Language

English e

Available Service

View Auditing Report
On Specific Ci izen
Sta istical Report

Output Doc Report
Judgment Types Report

Welcome DAP, you are logged in Sunday, April 27, 2008

View Judgment Types Report

Report Parameters

From Id

From Date

Run Report

I
I

To Date

I
[ 1]

Search

Logout

Clear

Cancel
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ID

Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Arabic Description

Save

From Id:
To ld:

English Description

Report End

Page 1/1

Date Created

Last Modified Date

Creator User

27/04/2008 1124

Close
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View Cities' Report

Language

English e

Available Service

View Auditing Report

On Specific Ci izen
Sta istical Report
Output Doc Report
Judgment Types Report
Citis Report

Welcome DAP, you are logged in Sunday, April 27, 2008

View Judgment Types Report

Report Parameters

From Id

From Date

Run Report

I
I

To Date

I
[ 1]

Search

Logout

Clear

Cancel
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Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Arabic City Name

Save

From Id:
To ld:

English City Name

Report End

Page 1/1

Date Added

Last Modified Date

Creator User

27/04/2008 1124

Close
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View Security Flags Report

Language

English e

Available Service

View Auditing Report
On Specific Ci izen

Sta istical Report

Output Doc Report

Judgment Types Report

Ci ies Report

Security Flags Report

Welcome DAP, you are logged in Sunday, April 27, 2008

View Security Flags Report

Report Parameters

From Id

From Date

Run Report

I
I

To Date

I
[ 1]

Search

Logout

Clear

Cancel
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ID

Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Arabic Description

Save

From Id:
To ld:

English Description

Report End

Page 1/1

Date Created

Last Modified Date

Creator User

27/04/2008 1124

Close
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View Users Report

Language

English e

Available Service

View Auditing Report
On Specific Ci izen
Sta istical Report
Output Doc Report
Judgment Types Report
Ci ies Report
Security Flags Report
Users Report

Welcome DAP, you are logged in Sunday, April 27, 2008

View Users Report

Report Parameters

From Id

From Date

Run Report

I
I

To Date

I
[ 1]

Search

Logout

Clear

Cancel
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Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

User Login Name User Full Name

Save

From Id:
To ld:

Granted Role/Main

Report End

Page 1/1

Date Created

Last Modified Date

Creator User

27/04/2008 1124

Close
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View User; Access Report

Language Search

Welcome DAP, you are logged in Sunday, April 27, 2008 Logout

Available Service View User Access Report

View Auditing Report Report Parameters

On Specific Ci izen Fomid [ | ol [ ]
Sta istical Report From Date I:I To Date I:I
Output Doc Report
Judgment Types Report Sort By | V‘ ‘ ASC V|
Ci ies Report
Security Flags Report Run Report Clear

Users Report
User Access Report

Cancel
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Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

User Login Name User Full Name

Save

From Id:
To ld:

Login Date

Report End

Page 1/1

Login Time

Logout Date

Logout Time

27/04/2008 1124

Close
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View Application Requests Report

Language

English e

Welcome DAP, you are logged in Sunday, April 27, 2008

Available Service View Application Requests Report

Report Parameters

View Auditing Report

On Specific Ci izen From Id

Sta istical Report
Output Doc Report
Judgment Types Report
Ci ies Report

Security Flags Report

Run Report
Users Report

User Access Report
Application Requests Report

To Id

To Date

I
[ 1]

Search

Logout

Sort By |

v |ASC v
Clear
Cancel

78




Print

Report Date: 27/04/2008 at 11:24

From Date: 01/01/2008
To Date: 01/05/2008

Name

Save

City

From Id:
To ld:

Submit Date

Report End

Page 1/1

From City:
To City:

Current Status

Application Status:

Last Process Date Last Processing User

27/04/2008 1124

Close
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In the context of the cooperation between the USAID — funded Netham project, currently
implemented by DPK Consulting and the Supreme Judicial Council (SJC) that aims at
strengthening the judicial system in the Palestinian Territories, the two parties are now
implementing a development initiative to improve the performance of the administrative and
financial functions at the Judicial Authority in Ramallah. The assignment consists of an
assessment phase and a development phase. The assessment addressed the current conditions,
strengths, and weaknesses, of the SJIC human resource functions, administrative support
activities, internal communications, documentation and archiving, accounting, purchasing,
bank accounts, warehouses, assets, and others. The second phase of the assignment consisted
of developing two comprehensive Administrative and Financial Manuals that will assist SIC
employees to carry out their daily work more efficiently and produce better quality services to
the public. The assignment has been undergoing for the past 3 months with assistance of two
specialized consultants in the administrative and financial fields.
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The administrative functions manual was developed in close cooperation between the
consultant and the administrative officials of the SJIC and consisted of a number of key
processes including the following:

Documents and records control
Archive control

Internal reports and communications management
Meetings management
Correspondence management
Internal auditing

Employee recruitment

Employee attendance control
Employee files control

Employee appraisal and promotion
Employee training management
Employee satisfaction measurement

Each of these procedures defines the necessary steps to perform the work in most efficient
manner, key responsibilities, and forms needed to execute transactions. These systems were
developed based on applicable laws and regulations, international management standards, and
best practices.

. Documents and Records Control (DRC)

This procedure addresses how SJC employees should prepare, issue, and modify procedure
documents. Each procedure has a name, code, and a number of sub-processes and forms
associated with it, and the DRC procedure defines authorities for managing the administrative
and financial system documents, so that only authorized and most updated procedures are
used by assigned employees.

o Archive Control

The archiving control procedure defines how all types of documents at the SJC should be
handled and archived. It shows where documents should be saved, who can have access to
documents, how to search for documents, and the retention period of documents. Documents
in the scope of this procedure include all reports, systems, records, hardcopies, softcopies, etc.

. Internal Reports and Communications Management
This procedure defines the types of reports and other internal communications tools such as
memaos, how to prepare them, timing, responsibilities, and actions to be taken.

. Meetings Management

Meeting management is procedures to define how to organize meetings in terms of:
participants, agenda, discussion facilitation, minutes taking, documentation, and follow up
mechanisms. It handles top SJC meetings, mid-management meetings, as well as meetings
inside each department.

. Correspondence Management

This procedure defines how to deal with in-coming and out-going mails of all types and
levels. The mail document cycle is defined together with responsibilities for follow up actions
until closing.
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° Internal Auditing

This is an important process that enables the SJC to review its performance in terms of the
degree of compliance with the prepared, approved and issued systems. The procedures
defines steps such as review scheduling, preparing review reports, corrective/preventive
actions, and follow up activities for closing all needed actions.

o Employee Recruitment

This is an important HR function that defines how the SJC should recruit people according to
the applicable Personnel Law of the Palestinian Authority. It clearly shows the steps to ensure
that most qualified are appointed at the SJC and that fair and transparent opportunities and
treatment are given to all candidates.

° Employee Attendance Control

The Personnel Law requires that the personnel department at the SJC controls the attendance
of employees. This procedure is a detailed process for ensuring that the law is implemented
with respect to attendance hours, all types of vocations, and sick leaves. It ensures that
employees use their times properly and clarifies the documentation needed for any employee
attendance transaction.

° Employee Files Control

According to the law, employee files contain confidential documents pertaining to employee
identification information, credentials and employee transactions. This procedure clarifies to
personnel people how to handle and maintain employee files, retain documents, or disclose
information, all with responsibilities and authorities.

. Employee Appraisal and Promotion

This is another important function that defines how employee evaluation is performed in
terms of who evaluates who, timing of evaluation, forms to be used and evaluation criteria
and weights, needed computations, etc. This procedure contains an updated evaluation form
that measures three main employee performance criteria relating to employee professional
competency, human competency, and technical competency.

. Employee Training Management

This process defines how employee training is managed in terms of training needs
assessment, preparing training plans, scheduling training, monitor the quality of training, and
measuring the impact of training on the development of employees and improvement of work
aspects.

. Employee Satisfaction Measurement

Employee satisfaction is one important aspect of modern HR management. This process at the
SJC will assist in the identification of improvement opportunities relating to human resources.
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