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It’s protecting your /)
organization’s information

and equipment from \'/
damage or loss.

has made a big difference in
the way organizations work. >
Main frames, minicomputers /‘

and microcomputers all need / /
protection.

WA
[Je] ] / 4 }'

means protecting your A / = >
organization’s computer-based / V ‘L
resources, including:
¢ hardware -- the physical
parts of the computer itself
e software - operating systems
and programs that tell the
computer what to do
e data — information used in a
program
* media — magnetic devices 2= AR
that store data and SR===
programs.
| This booklet is not a substitute for your employ::r's
| or any government computer security proc.rdures
and poli- ies.
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Because computer
Secvrity i5 every
employee’s responsibility!

like you to keep security in
mind at all times.

Protecting
computer-based
resources is one of the
most important things
you ¢an do for your
organization!




For example, you may need to protect:

such as historical data,

medical records or client lists.

HOSPITAL,
ADMISSIO

EMPLOYEE
INFORMATION,

such as personnel files, payroll
data, or legal or medical records.

such as product deéicjns,

marketing plans, price ¢
or manufacturing inform

hanges
ation.

|

GOVERNMENT
INFORMATION,

including documents that may
be vital to our national security!




For example, data ean be jeopardized through:

ERRORS

Everyone makes mistakes, but
mistakes can be costly when
they affect computer-based

resources.

Data can be threatened by
an ‘‘insider’”’ who:

® doesn’t follow proper
procedures

e uses data for illegal
purposes

e installs a computer virus
(see page 14).
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INDUSTRIAL “SPYING"
“Hackers” can use networking
systems to steal trade secrets
or other information.

Computer-based resources
can be lost or damaged by:

e fire

® smoke

static electricity

® extreme temperatures
® humidity

e magnetic forces.

Learn to practice
computer security. ..
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. PPSSWORD

or store it in the e m.

PDON'T USE
ANYONE ELSE’'S

password.




following your organization's procedures.

according to company
guidelines.
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-- not one that will be easily
guessed, such as your birth-
day, favorite sport or spouse’s

name.

if you think someone is using
your password, or if your
password isn't working.




in order to do your job.

if available.

- always log off if you have to
leave — even for a moment.

— make sure that information
you don't need is deleted
permanently.

in your PC or terminal.




and other written information
properly. (Don't throw sensitive
information in the waste-
basket.)

C@H

before you change any
software program.

where your PC or terminal
is located, to keep it safe.

Remember -- you are
an important part of
your organization’s
seevrity team!




periodically on dickettr 3
tape. This is very important!

PON'T SMOIKE,
EAT OR- DRINK-

while using the computer system
- any spills could damage it.

PON'T USE
UNAUTHORIZED
SOFTWARE

— it could damage programs

and data. )
]

o ?L\ PROTECT
. V( D SOFTWARE
B N - don't leave it where it
R o could be altered or stolen.

or viol_te ¢ v it
any way.

If you notice any unusuval aetivity on your
computer, or if you make any mistakes,
contaet your supervisor promptly.



especially if they
contain sensitive data.

such as ele~tric.il « * m. an~tic
forces, wust, Fe = o hguit' .

when they’re not in use.

B>
and other resources (such
as printouts or portable
computers). Follow company
security procedures if
transporting sensitive
information.

ISIKETTES
S

with other critical information
in a secure location.

Ask. your supervisor,
if you have questions
regarding any procedure.

DISKETTE




- your organization’'s
computers are for official
use only

without permission

or destroying hardware or
software

DELIBERATELY
SLOWING T}
PROCESSES
of the computer system




while using a computer or
terminal belonging to your
organ. dtion

THE

of har lware or software

that ¢ ould not b deleted

or computer rooms unlocked
when no one is . <ide

Stay 3lert —- it's one
of the best ways to
practice computer
security!

N



Yes. The Computer
Are Security Act of 1987
there any helps protect federal
laws protecting computer-based
meu{-er.-based resources. It calls for
data? users of federal computer

systems to be trained in
computer security. Also,
the Computer Fraud and
Abuse Act makes it illegal
to access a federal
computer without
authorization.

What
i5 3 computer
virus?

It’'s a dangerous type of

program introduced into a

computer system. It can

spread to other systems,

causing:

e |oss or ruin of computer-
based data

e destruction of hardware
and software

¢ |ost productivity.

Follow basic security rules, such as:

* Make sure your supervisor has reviewed
and authorized any software you use.

e Don't download software from bulletin
boards.

e Use only media from a reputable
source.

e Promptly report anything unusual to
your supervisor.

I protect against
viruses?
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at all times.

e
v
and any probiems immediately. /
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