


This booklet is not a substitute for your employer's
or any government computer security procedures
and policies.

l-t/oS pro-te.e-ting your
organi~-tionloS informa-tion
and e.quipmen-t from
damage. or 10oSoS.

CO~U1'Efl.
T£eII LOGY
has made a big difference in
the way organizations work.
Main frames, minicomputers
and microcomputers all need
protection.

eofl4PUT£.P. SlEWflI1Y
means protecting your
organization's computer-based
resources, including:

• hardware -- the physical
parts of the computer itself

• software -- operating systems
and programs that tell the
computer what to do

• data - information used in a
program

• media - magnetic devices
that store data and
programs.
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Be.eau.se. eompu-ter
.seeurity is every
e.mploye.e/~ re6p0n.5ibility1

YOUp. oP6A1'I~nofil
NUE6 0" tto"E6TJ

eP-...Q.f.FUL 614PLOYEE6
like you to keep security in
mind at all times.

Proi'eeiing
eompute.r-ba.se.cJ

re$ouree.5 i.5 one. of -the.
m~i' impor-tani' -thin~

you ean do for your
organi~ionl

Learn mOte, ...
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eo1llPIITE.lL-81'&f.D
IfiFOIll"I'TIOfi 15 "I'LIIIl8L&.1

For example.] you may need +0 pro+e.e+:

WSTOf4E.IL op.
PAn6llr ItlFo~notl,

such as historical data,
medical records or client lists.

TIlAPf. 5UP£T5}
such as product designs,
marketing plans, price changes
or manufacturing information.

/
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El4PLOYU
ItlFO~TlO",
such as personnel files, payroll
data, or legal or medical records .

..................,~ .

} ~O=L\.,=:'.'...... 17\
' ~,,~).. " ....

GOViNIf4EI'T
.tlFON4ATlotl}
including documents that may
be vital to our national security!

/



NFlJ e.o,.PIITE.Il6
I4P& V"LflUI'8Le

For example.} data e.an be. je.opardiu.cJ -through:

UPON
Everyone makes mistakes, but
mistakes can be costly when
they affect computer-based
resources.

I"OUST~ I\SPVlfiIG'f
"Hackers" can use networking
systems to steal trade secrets
or other information.

f4ISUSE. OF
TttE SYSTEf4
Data can be threatened by
an "insider" who:

• doesn't follow proper
procedures

• uses data for illegal
purposes

• installs a computer virus
(see page 14).

flATU~ ~JlJ2DS
Computer-based resources
can be lost or damaged by:

• fire

• smoke
• static electricity

• extreme temperatures

• humidity

• magnetic forces.

Learn +0 praetiee.
e.ompu+er ..se..eurity ...

5



NUrr
eoflFIPEIIT~
- it's your business
and no one else's!

1_-----""1··::<\.:: P,ASSWOI<Dn :" PASSWORD

""'" ~ '"-.J ) ".. :" PP-SSWORD f4I14OP-lU rr
~""""""""""":"'.

6

po 11
WPU'£ 11 poWI'
or store it in the system.

.. \ / '
\ ,/ --

POfl'T \15£
AllYofl£ £LS£/S
password.



~E. IT PEPJOPleAWi,
following your organization's procedures.

~ Sura.e. 1'f'5
'fIte. PIIOPeIL 1bIG'fIt I

according to company
guidelines.

,aonFY YOUp.
.sUP~Op.

if you think someone is using
your password, or if your
password isn't working.

~OOSE. O..e.
'TtfA'f'S U"IQ.Ue.
- not one that will be easily
guessed, such as your birth­
day, favorite sport or spouse's
name.
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N.U$S o.....y 'OlE.
PATA YOU ..110
in order to do your job.

USE. A I'ef80AIlD
op.. 5YSTE14 LOeI'J
if available.

pO..'T L.EAVE. 1'tte.
e.of4PUTUl- 0" Oil­
utlATTEIIPEP
- always log off if you have to
leave - even for a moment.

pp.opE.fI.I.Y PI5POS£
OF U....UPED PATA
- make sure that information
you don't need is deleted
permanently.

pO..'T L.EAVe.
S6IISmVE.
."FOH4ATlO"
in your PC or terminal.



LOe.I' UP
Ofl. PE6T~Y
PJllflT0UT5J

and other written information
properly. (Don't throw sensitive
information in the waste­
basket.)

GE.T YOUP­
SUPIIl-VIS()Il.'S
PIN415510fl
before you change any
software program.

IflU4~TO

LOeI' 1'14£ P..oOM
where your PC or terminal
is located, to keep it safe.

Ilemember -- you are.
an importan-t par-t of
your organi~-tion'~

.se.wri-ty -team!
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00"/1' USE.
UtlA~OIUUD

SOFI'WAIlE.
- it could damage programs
and data.

00"/1' PUPUeATE.
SOFI'WAN
or violate copyrights in
any way.

1'0"/1' 5"'0~J
EAT Oil- PIll"1'
while using the computer system
- any spills could damage it.

Pp.oTUT
SOFfWAN.
- don't leave it where it
could be altered or stolen.
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If you noiiee any unu.sual aei'iviiy on your
eomputer, or if you ma~ any mi.s-ta~,

eoni'aei' your .supe.rvi.sor promptly.



LA8E1. AU.
D1S1'&1'1'",
especially if they
contain sensitive data.

NU PISI'&1TE.S
:SAfe. fJlO~ ttAZAP-DS,
such as electrical or magnetic
forces, dust, heat and liquids.

1lU40Ve. D1S1'E.1'1'U,
Fp.o~ 1'I4E.
c.o~PUTE.P-
when they're not in use.

Pf&OP£.Il&.Y PAe.ltoAGe.
AflI) 1'flAIISPoP=I'
DI5N.TTE6
and other resources (such
as printouts or portable
computers). Follow company
security procedures if
transporting sensitive
information.

51'011£ DIS1'E.1'1'ES
OIL 1'APIS
with other critical information
in a secure location.

Asic. your £'upervi.sorJ

if you have. que.5'tiOn5
regarding any proe.e.cJure..
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"51fIG 50"'60flE.
EL.SE.J5 PAS5wortD

PU6O~U5E.

OF e.of4PUTEP6
-- your organization's
computers are for official
use only

oCffAfIGItIG OIL
.eoN'flG PATA
without permission

PAMAGltIG
or destroying hardware or
software

PWBf.IlATeLY
SLO""ltIG 1'tIE.
PP4U6SU
of the computer system

1:2-

--



----@~l

~
VloLAntIG
FEP6PAI,. LAWS
while using a computer or
terminal belonging to your
organization

TtlEFT
of hardware or software

IPWBUATELY
iEPA5It'G DATA
that should not be deleted

UAVlflIG f4.UIP",Utr
iUflATTE,fIPEPJ

or computer rooms unlocked
when no one is inside

Stay aler-t -- i-t/s one.
of -the. be,s-t way!l -to
prae-tie.e eompu-ter
se.e.uti-ty!
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What-
is a e.omputer

vituS,?

Yes. The Computer
Security Act of 1987
helps protect federal
computer-based
resources. It calls for
users of federal computer
systems to be trained in
computer security. Also,
the Computer Fraud and
Abuse Act makes it illegal
to access a federal
computer without
authorization.

It's a dangerous type of
program introduced into a
computer system. It can
spread to other systems,
causing:

• loss or ruin of computer­
based data

• destruction of hardware
and software

• lost productivity.

Are,
-there. any

laWs, pro"'e.e.:ting
e.omputer-ba.secI

data?

tlow can
I ptoteet a9ai~t

virus.e..s?

Follow basic security rules, such as:

• Make sure your supervisor has reviewed
and authorized any software you use.

• Don't download software from bulletin
boards.

• Use only media from a reputable
source.

• Promptly report anything unusual to
your supervisor.
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£'00-­
P~TIe& eo,. IITU­

SUI' TVI

J U..PUI61'Ar'P
'OtE.1lEAS01I5
for security.

'" PIlOTUT YOUp.
PAS.sWOfll).

'" FOLLOW
.sUUfl'1'Y IlUI£6
at all times.

'" IlUO~ VoLAno...s
and any problems immediately.

Your organi~tionJ6

.se.eurity i£, in your hands.!
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UNITED STATES OF AMERICA
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*Printed on Recycled Paper.




