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Synopsis

Since September 11, 2001, some U.S. missions have faced increasingly difficult operating
circumstances. In these high-threat environments, there are daily challenges to implementing
assistance programs: limited ability

to visit project sites, publicize activities, work closely with local beneficiaries, and allocate resources

relative to the size of the assistance program. As a result, the U.S. government and the donor

community have developed innovative approaches in monitoring and evaluation, public diplomacy,

civil-military cooperation, and program implementation.

This session is designed to encourage participants to explore new approaches and share
experiences. It will focus on four themes: (1) the central role of locally-hired staff and local
implementing partners; (2) the importance of teamwork within a mission; (3) the importance of

balancing security with the need to take some risks to implement assistance programs; and (4) the

need for flexibility in program design, implementation, and evaluation.

Notes

Shannon Green, Siobhan Green, and the Bureau for Asia and the Near East (ANE) organized this

year’'s seventh USAID Summer Seminar, Operating in High Threat Environments. Presenters

included Igbal Noor Ali, CEO, Aga Khan Foundation U.S.A.; Gary Gibson, Assistant Director, Bureau

for Diplomatic Security, Department of State; and former Ambassador Nancy Powell, Bureau for

International Narcotics and Law Enforcement Affairs, Department of State. The session provided an
opportunity to share strategies from the public and private sectors on operating assistance programs

under dangerous circumstances.

Deputy Assistant Administrator Mark Ward introduced the session topic by explaining that since 9/11
and the invasions of Afghanistan and Iragq, USAID and other agencies have been asking “how do you
start and manage large assistance programs when security conditions limit your ability to see what is
going on?” Ward then stated that the goal of this seminar was to broaden discussion of managing
foreign assistance programs in high threat environments to an interagency level by sharing lessons

learned from a joint Department of State-USAID program launched in December 2004.

Igbal Noor Ali presented an overview of the Aga Khan Development Network (AKDN), a group of

agencies working in tandem to attain positive development outcomes through programs and

institutions that address health, education, rural development, culture, and economic opportunity. He

then outlined the challenges the Aga Khan Foundation has faced in Afghanistan as a

nongovernmental organization delivering humanitarian aid and development assistance. Since 2002,

it has leveraged $50 million in contributions from USAID and other sources.
The development objectives of the Foundation in Afghanistan are to:

1. Address the basic needs of society.

2. Assist in building a vibrant civil society to help develop economic, social and cultural
institutions as well as the necessary enabling environment of proper legal and fiscal
frameworks for the birth and growth of sustainable national institutions that
characterize a modern state.

3. Foster and legitimize a pluralistic society tolerant of religious and ethnic differences



and one that draws on every citizen’s strengths.

4. Assist the return of refugees back to their places of origin.

5. Improve the prospects and livelihood of the Afghan people.

6. Support the government in developing the secondary and tertiary sectors through
intermediary instruments that link people’s needs to national systems and institutions.

The AKDN seeks to achieve these goals by supporting civil society organizations, education and
health initiatives, culture, economic opportunity, and rural development projects. Specifically, the Aga
Khan Foundation is working through the Afghan government’s National Solidarity Program to create
democratically -elected village development committees.

Noor Ali then described the threats and challenges the Aga Khan Foundation has encountered in
Afghanistan. Popular discontent with the perceived slow pace of change and the return of refugees
influenced by radical ideology have increased risk factors for foreign NGOs and development
agencies in Afghanistan. This past spring, a mob looted and burned the Aga Khan Foundation
regional office in Baharak, Afghanistan. Moreover, the emerging narcotics economy is changing
power relationships and providing significant financial incentives for illicit activities. Noor Ali stated,
“Unless there is proper enforcement and interdiction, the culture of impunity will continue.”
Unfortunately, the limited reach of the government in Kabul makes enforcement difficult.

Drawing on the years of experience that the AKDN has had in Afghanistan, and similar environments
in neighboring Pakistan and Tajikistan, Noor Ali proposed two ways to mitigate the risk factors of
operating in high threat environments. They are to:

1. Have a long-term commitment to the development of the country and to
communicate this commitment to the beneficiaries, a lesson drawn from the
experience of the AKDN in Northern Pakistan, where it has been working for over 25
years. Donors also need to make this long-term commitment.

2. Foster NGO and government cooperation on development, even when the results
may not be immediately visible.

Following Noor Ali’s presentation of an NGO's strategies for operating assistance programs in high
threat environments, Gary Gibson addressed the topic from a diplomatic security perspective. The
Bureau of Diplomatic Security (DS) is “responsible for all of the security officers overseas and all of
the security policies that are put forth in embassies, missions, and consulates.” The chief of mission
with the help of the Regional Security Officer (RSO) is responsible for the advancement and
implementation of all security policies within a post. The threat of terrorism has made DS’s task both
more critical and difficult. Today, the U.S. maintains diplomatic posts and conducts foreign assistance
programs in countries that would have previously been evacuated because of security concerns.

The stringent security standards that DS must enforce at every diplomatic post are legislated by
Congress. Congress passed the Diplomatic Security Act in 1986 that established the Accountability
Review Board (ARB). The Secretary of State convenes an ARB whenever there is a loss of American
life or damage to a building at a U.S. diplomatic post. ARBs seek to review all security procedures in
effect where the incident occurred by focusing on the following questions regarding security
procedures:

* Were security measures sufficient to have prevented the act?
* Were they adhered to by all embassy employees?
« Were they strictly enforced by the chief of mission?

Congress also passed the Secure Embassy Construction Counterterrorism Act (SECCA) protecting
security enhancement funds for the 80 most vulnerable posts as designated by the Secretary of
State. ARBs, SECCA, and other statutory security requirements reflect the negative consequences to
U.S. diplomatic and foreign assistance programs if any serious incident were to occur.

Gibson then summarized new security concepts and challenges that affect USAID personnel and
programs. A recent and troubling trend from the security perspective is embedding agency staff with
the military and host governments. Embedding creates accountability problems and overlapping
jurisdictions for personnel. Gibson warned that if something happened to an embedded USAID



employee, then “vulnerable programs could come into question, and have restrictions placed on them
that would make them almost impossible to operate.”

Gibson concluded his presentation by discussing the need to revitalize the concept of risk
management. He stated that RSOs must examine various risks in the “aggregate.” This means
assessing the threat in the specific area where a program requires personnel and understanding the
probable local response to an emergency. Gibson used the example of his time spent on the Sudan
Assessment Team, which evaluated the security situation of a USAID program in Juba, Sudan. This
example highlighted the need for RSOs to be on the ground to advise the chief of mission more
accurately.

Nancy Powell then provided recommendations to address the challenges identified in the first two
presentations and by sharing her perspective as the former Ambassador to Pakistan. Powell's
experience with high threat environments includes managing the danger of internal disorder in Togo,
a possible third African embassy bombing in Uganda, and the post-9/11 situation in Pakistan.

Powell first emphasized the importance of individuals and agencies being part of the team. During her
time as Ambassador to Pakistan, Powell improved teamwork by enforcing what she called her “no
diva policy.” A “diva” may be an agency or individual that creates more work for other personnel by
neglecting administration arrangements and not working as part of the team. Ambassadors can deal
with individual divas through their authority to dismiss personnel for “loss of confidence.” Concerning
potential “agency divas,” the Emergency Action Committee (EAC) should include all agencies at a
post to ensure complete understanding of EAC plans and of each agency'’s role during a crisis.

Powell then underscored the value of performance plans in high threat environments. Realistic
planning can help prevent people from over or underestimating what is logistically possible in a high
threat environment. Planning for security needs should be specific and done on a regular basis, but
posts should also be flexible and recognize what does or does not work. In Islamabad, the U.S.
embassy tried quarterly performance plans but settled on biannual reports.

Foreign Service Nationals (FSNs) also play a central role in the success of U.S. programs in
countries with a significant threat level, and Powell stated that USAID and other agencies need to
better recognize their contributions. FSNs can be instrumental in running U.S. programs in the event
that security conditions in a country necessitate the evacuation of U.S. staff. FSNs can also be
trained to do surveillance at sites that are too risky for U.S. personnel to visit. Given the pivotal role
they play, FSNs also need to be included in emergency planning. U.S. staff should avoid assuming
that “they will just melt away in the crowd” or not be targeted because they are not Americans. Powell
also called attention to the daily discrimination FSNs face every morning at embassy security, which
can create mindset and morale problems.

Powell then offered some more direct criticism and advice for USAID employees overseas. She
warned that a false perception still exists “that USAID is not a target, and therefore, does not have to
follow the rules.” This perception is dangerous to the individual and all U.S. programs in that country
since the consequences for a mission following the death of any U.S. personnel are enormous.
Recalling her experience in Pakistan, Powell described how following the deaths of two Americans,
all mission dependents and two thirds of the embassy staff were evacuated. To avoid preventable
casualties, common sense, good judgment, perspective, and flexibility are essential.

The presentation concluded with a series of suggestions to improve the morale of staff in high threat
environments. They are:

» Breaks are essential but should be managed so that the mission can still operate
fully.

« Ensure that everybody has access to the International Voice Gateway line and
unclassified email.

« Coordinate with RSOs to support morale activities.

All three presenters highlighted the substantial need as well as the risks for operating foreign
assistance programs in today’s high threat environments. Following the presentations, an informative
guestion and answer session followed and included the speakers, Ward, Patrick Fine of the ANE
Bureau, and Susan Wallace from the Bureau of Policy and Programming Coordination (PPC).



Question and Answer Session

After the attack on your [Aga Khan Foundation] office in Afghanistan, did you have to come
up with special incentives at that office or any other office in the country to encourage your
staff to stick with you?

Ali: The office in Balkh, [Afghanistan] has not completely reopened. We evacuated people very
quickly. They were all evacuated back to Kabul via helicopter. It took about twenty-four hours to get
everyone out. They are all still employed, and some of them are posted there. The decision to reopen
the office and at what level is still being made. This is not because the staff is unwilling to go back,
but because the whole complex situation where we operate means that agreements have to be
made, and the program has to be reviewed. One of things that has been determined is to further
decentralize the operation, both for operational and security purposes and to maintain a flexible team.
We do have the advantage of working out of Tajikistan, so a lot of the logistical effort was already
based out of there.

Who serves on an Accountability Review Board (ARB)?

Gibson: ARBs are put together with the final approval of the Secretary of State. Initially there is a
meeting of the Principles Committee, which consists of people underneath the Secretary at the State
Department. They review most of the information that has come in so far, and they are the ones who
determine if a certain threshold has been reached that would warrant an ARB. Usually the ARB
contains at least one former ambassador. There also may be a former security officer, and the last
three ARBs have used WAE [When Actually Employed Program] retired security officers who had
served in many forms overseas. In addition, they always bring in somebody from the private sector for
a reality check to make sure that the ARB is not totally one-sided. Now, they have had people from
other agencies and the military, so the Principles Committee pretty much wants to make sure they get
the right people on the ARB for this particular problem. If it were an issue that involved USAID, then
they would seek out some former USAID people to give the ARB credibility.

What do you do when you find a “diva” on your staff?

Powell: Islamabad was fairly diva free [laughter]. The Ambassador retains the right to do a loss of
confidence if an individual becomes a problem, and | was prepared to do that in a couple of cases.
One year goes by fairly quickly, and you can wait some of these people out. There was also a lot of
positive reinforcement and trying to get that message across to people from the agency. From the
admin side | think it is tough, but we were fortunate in that almost everyone from our admin team
stayed the entire time | was there. | was able to work with the various agencies, particularly those
who had the tremendous numbers of TDYers to set up new procedures to work through the issues.
We had issues with customs and some of the host government issues that simply applied to
everyone—and those are tough. You need to have really well-established procedures. The first
person that did the logistics for the regional affairs office, which had a tremendous number of TDYers
was not very good. We worked with the agency to go back and say we have to have someone here
who is among your most senior people. We then got a superb person, and the second year was much
easier. You have to take those proactive steps and go back. | think USAID had a very good admin
team that had fewer people and was better managed.

Patrick Fine, former USAID Mission Director in Afghanistan: Aga Khan is doing really important
and fantastic work in Afghanistan, and | congratulate you for that work. | was intrigued by your
conclusion that the increase in opium production is having an impact on improving living standards in
Badakshan province. | am not sure if | would agree with that. There was a household survey that was
done about a year ago in Afghanistan and one of the interesting conclusions you could draw from it
was that it made it possible to do some poverty mapping. The poorest provinces and the poorest
districts were the ones where the most opium production was going on. There was a negative
correlation between opium production and poverty that seemed to suggest that opium production was
not really benefiting the communities where it was taking place. With respect to improvements in
infant mortality, | think that has a lot more to do with what the Ministry of Health has been doing, the
national vaccination campaigns, and UNICEF. | think that is what is causing the increase in infant
survival and not any correlation with opium production. | find it interesting that that is the perception
that you are getting from your people on the ground, and | think it is worth looking into.

Ali: Thank you for the clarification. | think | misspoke when | said infant mortality. | was speaking from
my notes and was being more general. The anecdotal evidence is there. In the surveys that we have
done and based on the UNODC [United Nations Office on Drugs and Crime] survey of last year,

some 50,000 households in Badakshan are gaining their income directly from poppy production, and



it is having an impact at least from our perspective on the ground that is worth exploring. It is
impacting gender relationships, and within families or households you hear that people are getting
more of their income from poppy production than ever before. Thank you for the correction.

Fine: One of the things that | feel passionate about is the whole question of diplomatic security. |
found Gary [Gibson] and Ambassador Powell's comments very revealing in the sense that you both
talked about the consequences to our programs if there is an incident, if we lose a life, if somebody is
injured, or if we lose a building. These would result in an immediate draw down on personnel, and
constrain our ability to carry out our mission in that particular country or force us to go in front of the
ARB. You are intent on avoiding the negative consequences. This has reinforced my view that the
policy we have for diplomatic security actually makes us less secure as a nation because it limits our
ability to carry out our mission in critical environments. | think [this level of] diplomatic security equals
insecurity for us as a nation because it limits our ability to carry out our mission in critical
environments. | noticed you talked about a lack of guidance. Perhaps what we need is leadership on
this issue. The policy we have now is a sort of a zero tolerance policy that [says] we cannot lose any
civilians. My view is that in a situation where we the U.S. is at war, we should have a policy that
manages risk but accepts that there will be civilian casualties if that is what is necessary to achieve
our objectives. | think that we need Congress to review the overall policy because as long as it stays
the way it is, you are going to have the kind of tensions that you described, you are going to have
limits on our ability to achieve our objectives, and it will not serve our national interest.

Gibson: What we have been trying to do recently is to come up with an agreement. Population
Migration and Refugees has an initiative with [Department of] Homeland Security [DHS] to bring
Homeland Security officers out into remote villages to do interviews and prescreening of people who
may be emigrating out to the U.S. They never do it at the embassy of course, and they cannot do it in
town. They are actually going out into the remote villages. They [DHS] asked us to come up with
some sort of way to review the security situation in that area and determine whether it would be safe
enough for DHS to go out there and do that. DHS would not go unless they were guaranteed that
they were going to be in a safe and secure environment. We came up with a way that a RSO
[Regional Security Officer] could give an assessment, pass that assessment on to the chief of
mission, and the chief of mission would agree whether country clearance would be granted to DHS or
not. The problem with that concept is—and | agree with 95 percent of what you said —[with] the rules
and procedures that are in place now, it would take an act not of Congress, but someone above
[laughter] to get those changed because they were all knee-jerk reactions to try to cover a situation.
The biggest problem we have as security officers is that cookie cutter approach. The same rules exist
for every country in the world when not every area has the same security threat. We are limited in our
ability to look at the threat in a specific country and figure out how to apply security standards.

Powell: What Patrick described is what actually happens on the ground for most of us. If you want
the USAID program to continue, then you make the adjustments to get them out as much as possible.
My fear is that we will somehow have a willingness to accept casualties rather than a standard where
we try to have none. | think you have to be very careful about that in calibrating this. We may have to
accept that these programs have risks in them, and we should not have the terrible consequences of
a third of the embassy disappearing just because something happens. You do not want to build in
that we are planning to take casualties. You have to avoid that mindset, and you have to avoid the
mindset that this is so important that it is worth X amount of lives. | do not think we want to go there,
and | am not suggesting you are saying that. But you can get there if you are not really looking at the
zero-tolerance option, at least in the planning of things. You have to be aware of that. My point was to
just to make sure that everybody understood why a chief of mission or a RSO might be reluctant to
sign off on something.

Question to Ali—How does working with governments, especially the U.S. government effect
your ability to operate in these high threat countries? How do address the concerns for your
staff's safety?

Ali: Yours is a very interesting question, and | have to be balanced and diplomatic in answering it
because this is on the record and look who | am sitting next to [laughter]. | do not think it is a
challenge unique to the Aga Khan Foundation or the Aga Khan Development Network, but in some
ways it is special for us. At the governmental level in countries like Afghanistan or Pakistan, where
they know of our track record, | do not think we have an issue there. It is when you get down to the
community level in a country like Afghanistan that has so many influences coming in, you have to be
particularly careful not to wave the banner of anybody, sometimes including yourself, because to be
perfectly frank in parts of Afghanistan we are seen as a religious organization even though we are



not. We may be seen as supporting and only promoting the Ismaili community, which we are not. This
is not to say we are not working to help Ismailis, but it is to help them and their neighbors, so these
are all sorts of very delicate balancing acts. We work with multiple donors, and that has always been
our policy and strategy, because we do not want to be seen as representative of any government. We
have a development agenda that is open, transparent, and clear, but perception issues do linger on.

One of the things that does worry me is USAID’s new thrust with branding, and what that does to a
foundation like ours. If it is pushed too far, then it could put their [USAID’s] work and people in peril.
On the flipside of that, | have been having this conversation with senior USAID people here, and they
are very sensitive to that issue. You can work it out with the particular mission director or
ambassador. It is a constant balancing act, and thank God it has not been a problem yet.

You talked about how Foreign Service Nationals (FSNs) or an NGO [hongovernmental
organization] can operate in areas where others cannot. If something bad were to happen,
how would you handle that on a public diplomacy level in that country?

Ward: One of the assumptions that | think we operated under in Pakistan was that our FSN staff was
less at-risk being out, putting eyes and ears on something, than an ambassador or | would be.
Certainly, they were less noticeable than we were. When we pulled up, the antiterrorist squad would
spread out, and we were hard to miss. When the FSNs went out, we would not send all of Gary’s
troops. We learned that maybe this might not be a valid assumption. We lost eleven of our Afghan
staff on our Alternative Livelihood program in the last month or so. Afghanistan is not Pakistan, and
we have to be careful to remind ourselves that every country is different. | think we still have
confidence in Pakistan that we can use quality NGOs and FSNs to do some of the eyes and ears
work. One of the things you'll read about in the handout, [Operating in High Threat Environments] is
what we adopted in Pakistan. Because we were not able to have the same number of people that we
had in the old days, we hired local accounting firms in each of the provincial capitals to keep an eye
out and basically be our local staff. They were not the U.S. government and did not have to have all
the security stuff. They were from that community, and they were accounting firms so they could look
at something and compare it to what the standard is supposed to be and tell us whether it is on track
or not. We think that worked, but that would not work in Afghanistan, because they only have fledgling
accounting firms now.

Good morning, | am from Joint Forces Command and in the spirit of interagency cooperation,
I thank you very much for the presentation today. My question is based on the work we are
doing with Joint Forces Command for DOD [Department of Defense]. We are charged with
developing the actual constructs and concepts for joint interagency coordination at the
operational and tactical levels. | was very interested in the comments Mr. Gibson made earlier
on embedding, and | was wondering if you have had any problems with that. | would like to
ask both Ambassador Powell and Mr. Gibson to comment on your views about the level we
can realistically expect to have embedded USAID personnel involved in military planning and
coordination, both in pre-conflict and high-risk environments and also in post-conflict
stabilization.

Gibson: The embedding problem comes about because you have two specific rules going on at the
same time. Military forces are in countries usually under the care and control of the commander of
that geographic area, in other words it is usually strictly military, whereas the USAID person or the
other executive bureau person that is embedded with you is under the control of the chief of mission.
Therefore, you have two different situations ongoing. It gets a little complicated because the chief of
mission usually cannot relinquish the right of protection for that individual over to the combatant
commander, even though that has been worked out in some instances. What we are more or less
worried about is that the facilities in the wilderness or wherever you are embedded are not up to par.
However, they can be better because you have more, for lack of a better term, active shooters. Any
facility that the embedees take over will only be viable while you are there. When you leave, as we
are facing in Afghanistan, and will eventually face in Baghdad, all of these locations where people
were embedded are no longer legitimate. They will have resort back to those “archaic

standards” [laughter].

Powell: From Pakistan we had a divided command, which made things very interesting. The General
was half reporting to me and half reporting to General [John] Abizaid, and that created some tensions
for him. Most of the time it worked out fine, but those issues do have to be resolved with the military.
At my current job, | am working with the Narcotics and Law Enforcement Affairs Bureau in the State
Department, and we are working in both Afghanistan and Baghdad. Half of our program in
Afghanistan is under the chief of mission. The other half is under the military, and it is very interesting



to see how the two compare on security. Our program in Baghdad is totally under the military, and ...
we just had a person out in Baghdad last week try and determine the drawdown that has been
discussed, and how this might have implications for us. They are enormous. We are trying to train
police throughout the country. With the enormous amounts of money involved and trying to reach
those standards, it [drawdown] would change the way our program is distributed. Security conditions
really demand that we are part of the security apparatus, but it is not going to work unless we have a
joint planning on the drawdown and how the transition goes back to more civilian programs whether it
is USAID or INR [Bureau for Intelligence and Research].

Wallace: | would like to remind you that we are establishing an Office of Military Affairs here at
USAID, and there are intentions to have liaisons at each of the major commands. | think what that
does is put USAID into the planning process which will make them a little more visible about the
security plans, the security issues, and in the planning and preparations for on the ground activity.

Audience member reply: We [Joint Forces Command] also are working very closely with some of
the people down at INL [State’s Bureau for International Narcotics and Law Enforcement Affairs], and
we are looking across the board at some of these issues. They are extremely complex, particularly
transfers of authority between civilians and military on the ground. All | can say to you is that we are
actively and openly soliciting all the input we can get from you guys who have been out in the field
and in high threat situations.

What threshold would you recommend to a USAID grant recipient to put an evacuation plan
into action if necessary?

Gibson: One of the problems that we have with USAID overseas is that they have a lot of different
levels of people that are affiliated with the Agency. Some of them are basically taken care of in terms
of being involved in the plan, and some of them are more or less on the periphery where they are a
telephone call away. It would be hard to say what level you would be as a grantee. That would be
something you would want to clarify before even going to the country. You need to know where you fit
in the bigger scheme of things in the planning, even if USAID does not have you directly involved in
the Emergency Action Plan from their perspective. Once you arrive in a country, one of the
responsibilities for you is to check in with the consular section, and you would become part of the
greater warden network. As a U.S. citizen, you are protected overseas. You should make sure, if you
are official, quasi-official, or whatever relationship that you have with the post, that you check in with
the consular section, and make sure they have all of the data to contact you and put you on that
greater warden network.

Powell: Maybe | can introduce you to one other concept that the DS [Diplomatic Security] people
used in our own evacuation planning, and this is the concept of trip wires or establishing those things
that would make you look at what you need to do ahead of time. This could be the death of one of
your staff, an attack on the building, or a decrease of law and order in the country. The consular
section in dealing with the warden system will go through some of those that we established for the
diplomatic missions, and can be quite helpful | think. Mark asked the RSOs to sit down with our
grantees and contractors and to see if this [Emergency Action Plan] made sense. Congratulations if
you already have an evacuation plan, because too many people do not do that. The trip wire concept
is very good even if you do not have a sure fire plan to send off. With the trip wire, you at least know
you have a problem when you reach that trip wire.

Ward: That is a great question and thank you very much for asking it. | am thinking back to when we
guessed the invasion of Iraq was coming. We did reach out to all of the grantees and contractors to
remind them that we expected that they have a plan. We were not going to give them our plan, but
they needed to be thinking about this. A suggestion to the USAID officers in the room, if you are in a
country where there is good local capacity, where there is good indigenous capacity in the NGO
community, such as Pakistan, one of things we tried is what Ambassador Powell referred to as a
“bomb-proof’ program. We encouraged and built into evaluation criteria for selecting grantees and
contractors that they have a management team that was as indigenous as possible so they did not
stand out like sore thumbs. Also, the capacity was already there, and you did not necessarily need
the expatriates in charge in Pakistan. Where, if you had an expatriate at the top, the next guy in the
chain of command would be a local who could take over, if God forbid, the expatriate at the top had to
evacuate. We did this because it was so important particularly to the United States in Pakistan for the
Pakistanis to see that we were not going to cut and run every time something happened and that we
were there for the long haul. You become part of us, whether you have our brand on you or not. As
long as we are funding you, they know that if you are running away something is wrong. So it is



important for us to keep you there even on the bad days and having an indigenous management in a
country helps.

No one has addressed the cost implications although Ambassador Powell | think touched on
the human aspect of costs. In terms of the monetary aspect, have there been any analyses
whether or not there are benefits? It goes without saying that there are enormous costs for
operating in high threat environments, but what is the return on investment at the end of the
day?

Powell: The cost implications are enormous for just personnel alone. There are additional expenses
that go into trying to meet standards for buildings, and they are requirements so we are not allowed to
go out into the economy and rent something like we use to be able to do. All of them have very
serious implications in terms of both time and money. In terms of return on investment, | think you
need to go back to your program planning to see where you are in accomplishing your goals. |
certainly think in terms of the Pakistan program that all of us who were involved with it felt that it had
assisted Pakistan in moving toward a more democratic and economically robust situation, and both of
those were in the U.S. interest to counter terrorism. You do not have to look very far in the Afghan
program to see the enormous benefits that are accruing today for Afghans, in addition to the
contributions to regional stability and to the decrease of the threat to the U.S. For the people working
in Sudan, feeding people is a reward in itself. | am not sure if we are ever going to get there on a
cost-benefit ratio. We tie very closely our goals and objectives to our national objectives. | have been
wrongly criticized for not just having one objective in Pakistan; that is, to capture Osama bin Laden. |
would argue that the aid program is just as large a part of the effort to capture Osama bin Laden and
prevent him from doing further damage to the U.S. as those efforts to capture terrorists and working
with the judicial system. | do not think we will ever be able to put it all in terms of costs and benefits.

Fine: One way to put a dollar figure on it is to look at the alternative of having a U.S. military
presence in a country. | just wanted to comment on Ambassador Powell’s statements about the costs
of one-year tours and the difficulties that it creates. | think that you are absolutely right, and | think it is
another way we constrain our ability to achieve our objectives. In countries like Afghanistan or Iraq,
we should either consider having eighteen-or twenty-four-month tours, and there are certainly some
officers who already do that. We should say that in order to do the job that needs to be done, we
need people stay more than twelve months, and then find people willing to do that or provide the
incentives to allow them to do that. We also need to accept the fact that there will be a high level of
sacrifice. One of the things that disturbs me is that ... | don’t feel we as a nation or as organizations
have come to grips with the notion that this requires sacrifice and that we have to call on our
employees and communities to sacrifice, but | appreciate your comments, Ambassador.

| also want to comment in a sort of defensive way on the perception that USAID does not follow the
rules. This is something that | struggled with in Afghanistan. It frustrated me because in my view, it
existed primarily because we were the field people. Our role there was to get out and be out. While
we followed the rules, we were the ones who by the very nature of our work had to apply the rules
much more often than somebody who did not have to leave the embassy compound. The rules came
into play with our staff much more than with respect to other parts of the embassy, and that created
this impression or perception that we did not respect the rules because we were seen out at a certain
place. | think it's a bum wrap [laughter]. | think it reflects the fact that we have rules that were crafted
for a different era or mission. Right now, we sort of blame the individuals who are out there trying to
do their job instead of having rules that support our ability to do that job .... It puzzles me that there is
not a more concerted effort with congress or within the administration to align those policies more
with the mission.

Powell: My point was a broader one than that, and Patrick is absolutely right. Dealing with your job is
one thing. | remember calling the USAID director in Togo on the morning of the coup, and despite
repeated instructions to stay put, the director went out jogging. This is stupid, and there is a
perception that you need to be aware of that this has been the traditional reaction of USAID
personnel. As | said before, | think this is changing, and we did not have any of that in Pakistan. Now,
if we were grouping the various agencies for compliance with rules and regulations among the top
would be USAID. | think we have to work with the RSOs, and certainly, Mark and | have had this
discussion. Mark would come to me and say, “I have problem, this is what it is. | am not being allowed
to do this.” | would have him sit down with the RSO, convey what was essential, and ask how we can
make it happen. Then they would brainstorm to try to make it happen. Really listening to the RSO
about what the concerns were for a particular event takes a lot of time, and we may need to find ways
of doing it quicker and better. You really do need to spend a lot of time to convince the chief of
mission or deputy chief of mission that this is an essential activity. There is an increasing attitude



among the RSOs to try to understand that there are things that need to be done, and they cannot
simply box everybody in and lock the door.

Ward: To the USAID officers in the room, when you are at your new post oversees and thanks to the
help of the RSOs you are able to get out and participate in some event, thank them. We do not
remember to do that enough. We tried to do that in Pakistan and included the RSOs in a lot of other
activities. They are a part of our success, and | do not think we communicate that very well. The
smiles that you get from the moms and the kids about the projects we are doing, they should share in
that also. So do not forget to thank them when you come back. Ambassador Powell and | always
made a point to gather the shooters and thank them because the event would not have been possible
without them.
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Dear Colleague,

It is our pleasure to provide you with the report of the first joint U.S. Agency for International
Development - State Department conference on managing assistance programs in high threat
countries, held in Cairo in December 2004. Conference participants shared lessons learned
and best practices from embassies across Asia, plus Haiti and Kosovo. We were also pleased to
welcome a delegate from the United Kingdom's Department for International Development.

Our intent in publishing this report is twofold. First, to fulfill a promise to former Deputy Secretary
of State Richard Armitage that we would convene this important conference and distribute the
lessons learned to all posts, so others can learn from our experience. Second, it is to encourage

all of us to continue to experiment with new approaches and share new lessons learned with our
colleagues around the world. There is little that is uniquely American about the lessons contained
in this report, so we are making it available to all of our foreign assistance colleagues from other
donor countries.

We welcome your comments by email to shgreen@usaid.gov. If there is sufficient interest in the
issues and challenges raised in this report, we will consider convening another conference.

Yours truly,

Mark S.Ward Donald A. Camp

Deputy Assistant Administrator Principal Deputy Assistant Secretary
U.S. Agency for International Development US. Department of State
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EXECUTIVE SUMMARY

Since September | |,2001, operating circumstances have become increasingly difficult for some
U.S. missions. In these high-threat environments, U.S. government personnel face daily challenges
implementing assistance programs with limited ability to visit project sites, publicize their activities,
work closely with local beneficiaries or increase their staff for large assistance programs. As a
result, the U.S. government and larger donor community have had to be innovative in monitoring
and evaluation, public diplomacy, civil-military

cooperation and program implementation.

This report summarizes the lessons the

U.S. government has learned in carrying

out programs in dangerous Vet critical
environments. Four themes emerged from a
joint USAID-State Department conference on
managing programs in these environments:

) the central role of locally hired staff and
local partners;
2) the importance of mission teamwork;

3) the need to balance security with the risks A young boy in the West Bank and Gaza
inherent in some programs; and enjoys a burst of clean water from a USAID
' project.

4) the importance of flexibility in program
design, implementation, and evaluation.

LOCAL STAFF

Local staff play a key role in implementing programs in high-threat environments and keeping
them going during uncertain times. Throughout the world, U.S. missions are confronted with the
challenge of having large, demanding development programs in places where it is dangerous or
unfeasible to have a large contingent of American staff. In these situations, highly qualified local
staff fill the void, helping design, manage, and monitor programs. Local staff can play a similarly
important role in the event of an evacuation of USS. personnel. Appropriately trained local staff,
with the necessary delegations of management responsibilities, can keep many vital activities going
during periods of uncertainty.

Programs in high-threat environments should also rely more heavily on local non-governmental
organizations (NGOs), as they are more likely to stay active in a country during crises than
international NGOs. Planning for contingencies in advance and delegating more authority to local
staff and NGOs would allow the U.S. government to stay engaged in difficult areas and sustain its
hard-won progress during evacuations.
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TEAMWORK

Teamwork is critical in high-threat posts. At U.S. missions, the team is composed not only of

State and USAID employees but also of local staff and often the military. In small posts with

big programs, cooperation between agencies and teams is more common than at large posts.
However, to achieve common objectives, all team members must work together and communicate.

While necessary in many high threat environments, collaboration between civilian agencies and the
military can be difficult as each organization has its own ‘culture’ and language. Yet, cooperation
and understanding could be facilitated if government agencies trained their personnel headed for
overseas postings in the roles, methods of operation and jargon of the other relevant agencies.
Government agencies could also try harder to learn from the best practices of other branches.

SECURITY

In high-threat environments, the need to keep mission personnel safe often clashes with the need
to visit project sites, meet with beneficiaries of development assistance, consult with partners and
conduct public diplomacy. These competing goals often lead to tension between security officers
and mission personnel.

Understanding the pressures and responsibilities of security personnel can help overcome these
tensions and encourage compromise. Security officers in missions are ultimately accountable for
keeping U.S. personnel safe. This responsibility can make security officers reluctant to approve
trips outside of secure areas, making it very difficult for U.S. employees to implement and monitor
assistance programs. Communication is vital to overcome this impasse — mission personnel should
educate security officers about their roles and communicate how development assistance and
public diplomacy ultimately advance security and help win hearts and minds. Mission personnel
could also ease the burden on security officers by using telecommuting or teleconferencing to
reduce unnecessary trips and giving sufficient advance notice for trips to project sites. Finally, all
mission personnel would benefit from more security training prior to arriving at a high-threat post.

FLEXIBILITY

Monitoring and evaluation is notoriously difficult in high-threat environments as security conditions
often prevent mission personnel from visiting project sites and gathering data. Some missions
have overcome this difficulty by relying more on local partners for information or by teaming up
with the military, which often has greater access to remote and insecure locations. For example, in
Afghanistan, stationing reconstruction teams made up of military and civilian personnel in provincial
capitals has had the advantage of getting information back to Kabul, where mission staff members
are sometimes desk-bound. State and USAID might also collaborate closely with other bilateral
and multilateral donors less likely to be affected by deteriorating conditions.

The U.SS. government could also limit the number of employees sent to difficult posts, by stationing
program managers, contracting officers, legal staff and others in nearby safe havens and using
technology to stay in touch with partners. Using nearby safe havens would also reduce the stress
on families normally divided in unaccompanied posts. Easing some of the legal and procedural
requirements in high-threat environments requires high-level action in Washington, D.C., but the
benefits in terms of efficiency and efficacy of assistance programs would be well worth the effort.
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MONITORING AND EVALUATION IN
DIFFICULT ENVIRONMENTS

INTRODUCTION

In the best of circumstances, the monitoring and evaluation (M&E) of U.S. programs overseas is

a challenging process. Identifying appropriate indicators, finding ways to quantify successes and
maintaining high standards among U.S. employees and contractors in carrying out the M&E pro-
cess over the lifetime of an activity are all subject to pitfalls, challenges and dilemmas. Additionally,
circumstances unforeseen at the time of the activity's design can derail the most carefully planned
M&E program.

Over the years, USAID has evolved an approach to M&E that is essentially complementary, with
USAID missions taking responsibility for designing and implementing M&E programs for their
activities and the Office of the Inspector General (OIG) holding missions accountable. For most
missions and most activities, this approach has worked well.

However; in an increasing number of countries where U.S. missions are present, operating
circumstances have changed drastically — in the direction of greater difficulty. Now missions find
themselves having to modify activities rapidly in response to sudden change and losing access to
many places where these activities have taken place. Missions and the OIG need to work together
to address these looming challenges before an audit takes place.

Since the events of September | I, it seems that these difficult circumstances are becoming more
commonplace. Thus we face the question: What can be done to promote effective monitoring
and evaluation for U.S. programs in high threat environments?

DISCUSSION

The presence of high threat levels in a country
receiving U.S. assistance does not cancel out

the need for M&E. If anything, appropriate M&E In an increasing number
is even more essential in such circumstances. of countries where U.S.

Otherwise, there will be no way of determining . .
missions are present,

whether U.S. efforts are having a positive effect

in critical situations or whether U.S. human operating circumstances
and material resources should be dedicated in have changed drastically
dangerous conditions. . . .
- in the direction of greater

What is true, though, is that M&E efforts diffiCUltY-
appropriate to high threat environments
require greater flexibility and imaginative
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thinking in order to be effective. For example, what is to be done if, in the midst of an ongoing
U.S. government program, the political situation deteriorates so drastically that personnel can no
longer make site visits or can do so only at great costs on the security side (as has happened in the
past four years in the West Bank and Gaza)? Or in a situation where U.S. government personnel
may be relatively secure, but activity beneficiaries may be reluctant, for political or other reasons,
to volunteer the data needed for M&E purposes! Or when the OIG arrives on the scene for a
regularly scheduled audit after radically altered circumstances have
negated the basis for key assumptions made during the activity design
If a mission or a technical process and upon which the mission had pledged to carry out its M&E

officer operating in a obligations?

high threat situation is e .

. Fortunately, movement toward greater flexibility in M&E did not have to
concerned about bemg held await the myriad of re-evaluations following the September | ™ events.
to unrealistic standards in By that time, OIG staff had already begun working more collaboratively
an eventual audit, risks will with missions in the early stages of activities to find solutions to M&E
problems before they arose. As there is greater emphasis today on the
timeliness and reliability of data, when missions and OIG work together
otherwise worthy activities. in determining the data needed for M&E, expectations are more likely
to be grounded in reality. For example, some missions have begun
doing concurrent audits/risk assessments with OIG as programs are
being designed, rather than having an audit two or more years after the design phase. The U.SS.
mission in West Bank/Gaza did this and found it very helpful, as OIG was operating with the same
information post had at the time (and not with the benefit of hindsight).

be avoided - and so will

An additional point in favor of more advance collaboration arises in the case of high threat
environments — which are almost inevitably areas where the risks attached to an activity are greater.
Yet drastic needs often call for risky responses. If a mission or a technical officer operating in a high
threat situation is concerned about being held to unrealistic standards in an eventual audit, risks will
be avoided — and so will otherwise worthy activities.

For the foreseeable future, it seems likely that many of the places most important to U.S. foreign
policy are also going to be the most dangerous. If U.S. government activities are to be effective
tools in achieving U.S. foreign policy objectives, risks cannot be totally avoided. In fact, it is probable
that more risks will need to be taken more often. The M&E process will be more efficient if
missions and the OIG work in close collaboration.

Not all problems can be overcome, of course. High-risk posts are often short-staffed, and when
this is true, M&E often falls victim to higher priority tasks. Locally hired staff and/or contractors

may be able to fill in some of the gaps. As the participants discussed several times during the
conference, the U.S. government does not operate in a vacuum with regard to retaining its staff. Its
highly skilled employees often have more financially attractive options available to them.Thus, senior
decision-makers need to re-examine the appropriateness of incentive packages (not just salaries)
for US. and local mission staff in high-risk situations.
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Security costs have become a major factor in the M&E process in many posts including Irag,
Afghanistan, West Bank/Gaza, Haiti and Sri Lanka. When U.S. mission employees, on the simplest
site visit, must be accompanied by entire teams of expensive security personnel, chances are that
over time fewer and fewer visits will be made.

Flexibility and imaginative approaches can help in this regard. For example, the West Bank/
Gaza mission operates under some of the most difficult conditions imaginable. U.S. personnel
cannot enter Gaza at all at present, and their visits to the West Bank require elaborate security

preparations. To deal with this situation, the mission has devolved project management to the local
level —to contractors and Palestinian employees, who have great difficulty in making visits to the
mission’s offices. Meetings with West Bank employees and partners can sometimes be arranged in
Jerusalem, but increasingly, the mission has relied on teleconferencing.

Several of the mission's employees resident in the West Bank are also participating in a closely

monitored experiment with ‘telecommuting” They work from their homes, which allows them to
concentrate on activities close by (and thus requires less time spent at check-points, etc.), and are

USAID has constructed 600
kilometers of roads in the West Bank
and Gaza that are used by more than
500,000 people each day.The roads
provide a safer means of travel and
speedier access to health services.
The roads also enhance commerce by
connecting villages to nearby towns,
so farmers and manufacturers can get
their goods to market.

USAID/SYLVANA FOA

in daily contact with mission headquarters through its computer network.
This approach seems to be working reasonably well and is allowing the
mission’s program to continue without diverting too much of the budget
to security. However,West Bank/Gaza is a rather compact area with a fairly
good communications infrastructure, and the same methods might not be
adaptable to Afghanistan, for example.

Other missions, such as in Sri Lanka, rely on grantees and partner
organizations to assist them in M&E in areas where mission staff may not

go for security reasons. But, as safety is a primary concern, this option has
limits since there may be areas that grantees do not feel safe in and will not
go. In addition, this option may have limits in a society where people do not
tend to volunteer information. The ‘lessons learned’ from these experiences
emphasize that imagination, flexibility, and collaboration between U.S.
government actors can overcome obstacles unique to each situation.

Another concern raised was the issue of M&E as it pertains to vetting of
grantees and partners. Under the Foreign Terrorist Act, no indirect benefit
may accrue to foreign terrorist organizations through U.S. government-
funded programs. This can be very difficult to ensure. One post mentioned
that if local groups were generally compromised, or if it was not possible

to thoroughly vet grantees, one option would be to work mainly with UN
organizations and with international NGOs. In the West Bank and Gaza,
where this is a major issue, there is a rigorous risk audit regime in place. The
audit regime includes voluntary vetting for grantees, anti-terror certification
for all non-U.S. organizations (and for key individuals at the contract and
subcontract level) that receive contracts for amounts over $100,000 and that
have more than a one-year timeframe. These requirements will be extended
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soon to government entities and educational institutions. This regime has been very effective.
Thousands of individuals and hundreds of organizations have been vetted. Since 2003, there have
been Congressionally-mandated risk audits on contractors, grantees, and subgrantees, as well. To
date, about 100 such audits have been conducted, at a cost of about $1 million per year. Although
it is expensive, the mission feels the process is worth it because it helps to spot any potential
problems and ensure that no benefit accrues to any foreign terrorist organizations. This strategy
also helps the mission respond to Congressional inquiries.

CONCLUDING POINTS

Appropriate M&E methods are essential for U.S. government agencies’ operations. The U.S.
government is responsible to Congress and American taxpayers for the resources entrusted to
it. Another level of responsibility is to clients and partners in the field. Finally, U.S. government
employees have a professional duty to see that they are achieving the results they set out to
achieve.

In the discussion of M&E, the key word that emerged was flexibility’. Missions know what this
means — especially those operating in high threat areas — but those working in the field still need
guidance. Greater collaboration with OIG colleagues can supply some of this guidance, and in
recent years, OIG has shown that it too appreciates the need for flexibility.

Neither missions nor regional |G offices, however, operate in a vacuum. If flexibility is to be

institutionalized — not just as an ad hoc arrangement a mission may adopt — this has to be done

in Washington. Regulations have built up over decades — some imposed by Congress but many

of our own making. It is not realistic to expect great changes overnight. But if State and USAID
are serious about operating effectively as
implementers of U.S. foreign policy in high-
threat areas, Washington must give the field
more flexibility.

Many practical suggestions were voiced.
Most, like those drawn from West Bank/
Gaza's experience, were applicable to a
particular situation, further emphasizing

the need for flexibility in approaching M&E.
For example, in Afghanistan, stationing joint
civil-military teams, known as Provincial
Reconstruction Teams, in provincial capitals
has had the advantage of getting information
back to Kabul, where mission staff members
are largely desk-bound. In Iraq and
Afghanistan, the Army Corps of Engineers

These children attend a school built in part by USAID in the village has been very helpful in carrying out M&E.
of Budrige e Poshtme/Donja Budriga in Kosovo. The school is one of

many programs to increase cooperation and communications between o ) o
different ethnic groups, communities and the local government. Missions can also build more flexibility

into their programs by choosing contracts,

USAID/PATRICIA ORLOWITZ
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grants and cooperative agreements carefully.
Cooperative agreements, for example, give
implementers more flexibility regarding
travel and meetings than contracts do. For
contractors, the Chief of Mission could offer
fewer restrictions and be sure that everyone
involved knows what the rules are for the
various types of personnel. Setting a fixed
price for completion of a project instead of
paying the contractor in installments based
on labor, materials and incremental progress
makes monitoring easier. However, these
types of contracts have problems of their
own.

The ‘lessons learned’ from
these experiences emphasize
that imagination, flexibility,
and collaboration between

U.S. government actors can
overcome obstacles unique
to each situation.

Overall, appropriate M&E is essential for U.S. government agencies to accomplish their assigned
tasks. However, individual missions, working with their OIG colleagues, are in the best position to
determine how to carry M&E out. It must be kept in mind that taking risks opens the door to
possible failures. On the other hand, operating effectively in high-threat environments means taking
risks.

Moderator:
David Pritchard, Regional Inspector General, USAID/Egypt

Panelists:

Larry Brady, Director, Office of Strategic Planning and Operations, USAID/Bureau for Asia and the Near East
Carol Becker, Mission Director; USAID/Sri Lanka

Margot Ellis, Mission Director, USAID/West Bank and Gaza
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OPERATING IN A HIGH THREAT POST

ADDRESS BY AMBASSADOR NANCY ). POWELL,
PRINCIPAL DEPUTY ASSISTANT SECRETARY FOR LEGISLATIVE AFFAIRS,
U.S. DEPARTMENT OF STATE

12

Ambassador Powell emphasized the importance of teamwork in high threat posts. She noted that
the “team” in every mission is composed not only of the Ambassador; Deputy Chief of Mission,
USAID Mission Director, and all USS. direct hire employees and contractors, but also of the Foreign
Service Nationals (FSNs), Washington colleagues, and even the host government (especially on secu-
rity matters). Everyone at a mission must make an effort to understand the others at the mission and
the various issues they may have, as well as to respect each other at the individual and agency level.

FSNs, as important as they are in keeping programs going when U.S. staff have been ordered to
leave and in carrying out activities in the field, are often under threat. While U.S. staff come and go,
FSNs are there for the long haul. We need to make more of an effort to take their concerns into
account. In many places, more can be done to help ensure the security of the FSNs. For example,
all security drills should fully include them, and if an incident occurs that necessitates activating a
phone tree, they should be included in any calls. If FSNs are harassed locally, steps should be taken
to ensure their safety.

Ambassador Powell also praised Diplomatic Security for working to keep all mission team members
safe under difficult conditions. She noted the importance of frequent drills on safety procedures
and of knowing where all personnel are at any given time. She also noted the importance of
periodic evaluations of a mission’s “footprint” and of being innovative on security issues. The need
for communication, especially on security issues, is vital. Ambassador Powell also mentioned the
Accountability Review Board, which is always in the back of the Chief of Mission’s and Regional
Security Officer's (RSO) minds. If there is a security incident, especially one that involves death

or injury, the Chief of Mission and RSO must attend an Accountability Review Board meeting in
Washington. Thus, RSOs and Chiefs of Mission must consider proposed activities and programs in
light of whether they can be justified as worth the risk. They must also consider whether all possible
precautions have been taken and all possible contingencies mapped out for any given program or
activity. Everyone needs to know where the “red lines” are, as individual acts can have consequences
for the entire mission.

Ambassador Powell also noted that in high threat assignments, everyone needs some flexibility and a
sense of humor: It is important for people to get out of the office; one practice of hers was to host
regular barbeques, which went far in breaking the ice between colleagues. It is also important to
work with junior officers, who may be adjusting to State or USAID and to a high threat environment,
and to reward those who take on difficult assignments and do them well.

Finally, Ambassador Powell stressed the importance of taking the mission’s annual performance plans
seriously. These plans are not just documents required by Washington. Regular tracking during the
year of how a mission is doing on meeting its goals can assist in making adjustments as needed and
help form realistic expectations about what can be accomplished. She also urged missions to take
the opportunity to educate Washington visitors about the realties on the ground and the issues their
mission faces.
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MANAGING PUBLIC DIPLOMACY IN
HIGH THREAT AREAS

INTRODUCTION

Public diplomacy takes many forms, but overall it involves communicating America’s ideals,

goals and programs to non-Americans. It is carried out by Public Affairs Officers (PAOs) and
USAID’s Development Outreach and Communications Officers as well as by various other
Embassy sections. This may be done on a one-to-one basis, through services offered to the wider
community or through media contacts.

Heightened security concerns in recent years
have made many traditional types of outreach
more difficult at a time when public diplomacy
is even more important. Restricted access

to American facilities cuts back on services
once offered to the community. The new
procedures for granting visas in the wake

of September | I have taken their toll on
exchange programs. U.S. policies, which are
controversial in many parts of the world,
often impede our efforts to secure media
coverage of our activities even when they are
unrelated to those policies. These policies
may even make many local citizens reluctant
to participate in US.-related public diplomacy
events or USAID programs. And, of course,
security concerns often require a ‘low profile’
approach during events, programs or other
situations, which, in happier times, would have
been able to generate considerable good will fl? ::s:::so:zzzt:ﬂig‘:ﬁtv; '::a:itilr‘le

for the United States. Indonesia helped generate enormous
goodwill for the United States. Branding of
that assistance ensured communities knew

USAID/INDONESIA

the supplies were a gift of the American
DI sc Uss 10 N people. Before the tsunami, 72% of
In this session, participants argued that Indonesians opposed U.S. foreign policy on

terrorism. Since the tsunami response, that
mre ! percentage has dropped to 36%.
institutions — are most at risk due to events (Terror Free Tomorrow Poll, 2005)

outside the control of public affairs. Security

concerns, budget re-allocations and shifts in

U.S. foreign policy can severely restrict or even eliminate once-flourishing and valuable programs,
such as American Centers. These facts point to the essentially ‘temporary’ nature of programs,

programs — specific events, services and
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and therefore, the need to switch the emphasis in public diplomacy from a program orientation to
building firm and stable relationships and contacts, especially with the media.

Establishing and maintaining a broad range of contacts with the media is important. In some places,
there is also a need to bolster professionalism in the local media. In all countries, journalists are in
constant need of timely new materials written in the local language. This is something an effective
and well-staffed public affairs office, working closely with USAID and
the mission as a whole, can supply.

Local employees are

highly-skilled and possess The conference attendees expressed concern about how to implement
USAID'’s new branding requirements and conduct public diplomacy

. . when doing so raises security issues. No U.S. employee in the field

bY the growing private wants to see projects, programs, or facilities financed by American
industries in many of the taxpayers go unappreciated simply because local citizens are not
countries in which USAID informed of the provenance of an activity's resources. Still, there

ks. Itis i ingl are situations when caution is necessary. In some cases, potential
WORS: IS Increasingly beneficiaries might be reluctant to use a facility or avail themselves of
important that missions are a program if by doing so they endanger themselves because of their
able to offer competitive association with the United States. For example, in some countries,
prominent displays of USAID’s brand on vehicles, clinics or schools
could make them targets, threatening those who work in them or use
their services.

experience in high demand

compensation packages to
retain their most capable
staff members.

Another issue raised in this session and other sessions was the need

to take a more flexible approach in handling some of a mission’s
traditional activities. For example, at some posts, the longstanding and highly successful Fulbright
program faces difficulties in bringing American academics into the country. If scholars were
classified as contractors (in the USAID sense) rather than as grantees, the problem would be much
more manageable.

Participants also stressed the key role that competent and dedicated local employees play in public
affairs efforts. This issue was also discussed at other conference sessions. Especially in high-threat
environments, local employees maintain the continuity of the mission's programs. However, many
of them are highly-skilled and possess experience in high demand in the burgeoning private sectors
of many of the countries in which we work. [t is increasingly important that missions are able to
offer competitive compensation packages in order to retain their most capable staff members.

One panel member recounted some of the public affairs experiences of the Egypt mission and
pointed out the existence of a close relationship there between the PAO and USAID. USAID has
been present in Egypt for almost 30 years, expending almost $26 billion in development resources.
The Egypt program was USAID's largest before Iraq, so there is a long history, with many lessons
learned, of dealing with the media. Both the Embassy and USAID have policies of granting frequent
interviews to journalists and inviting them to events and site visits.
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Last year, USAID/Egypt had two Egyptian summer interns, allowing the mission to conduct an in-
depth study of the media coverage of its activities over the preceding year. Surprisingly, in a period
marked by sharply growing anti-Americanism in Egypt, media stories were overwhelmingly positive.
Of almost 500 stories analyzed, favorable ones outnumbered unfavorable ones by more than three
to one. The mission concluded from this study that the outcome has to be attributed to many
years spent cultivating media relationships by both the PAO and USAID.

While public diplomacy has been faced with numerous challenges in recent years and has had to
adjust to decreasing resources, there has been a plethora of technological advances that allow for
new approaches to old activities. For example, the internet allows U.S. facilities to offer their clients
a degree of access to scholarly information undreamed of only a decade ago. Even in many high
threat environments, communications advances have compressed a generation of gains into a few
years. The blossoming of cell phone networks in many countries has turned the perennial problems
associated with inadequate land-line telephone systems into ancient history. Fax machines and e-
mail allow the easy dissemination of information and invitations to mission events, when only a few
years ago, these tasks required teams of messengers braving traffic jams for hours to hand-deliver
important materials. Despite these advances, however, there is still no replacement for one-on-one
contact.

CONCLUDING POINTS

High threat environments make traditional public diplomacy more difficult and at the same time,
more necessary. Continuity of effort in situations subject to rapid and unforeseeable change
means that the emphasis should shift from programs to relationships. As in so many U.S. missions,
those in high-risk countries depend on the retention of highly qualified local employees. Greater
flexibility for a mission to offer its most valued staff members competitive compensation packages
is essential, especially in countries where the private sector is growing rapidly. USAID is often the
largest part of a U.S. mission in developing countries; thus, USAID and its activities must be closely
integrated into public diplomacy efforts. As one conferee explained, it is not just the PAO staff
that is responsible for furthering public diplomacy — it is every mission employee'’s charge. If U.S.
taxpayers are to be asked to finance development efforts in the cause of promoting global security,
then they have the same right to expect that their contributions will be appropriately presented
to beneficiaries as they have to expect U.S. overseas activities will be satisfactorily monitored and
evaluated and carried out with local security conditions in mind.

Moderator:
Larry Schwartz, Director, Office of Press and Public Diplomacy, Bureau of South Asian Affairs, U.S. Department of State

Panelists:
James Bullock, Public Affairs Officer, U.S. Embassy, Egypt
Andrew Steinfeld, Public Affairs Officer, U.S. Embassy, Pakistan
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MILITARY — CIVILIAN RELATIONS

INTRODUCTION

In many high threat environments, collaboration between the military and civilian agencies like State
and USAID is a necessity. This is not an easy task for either side — each has its own ‘culture’, its

own history, even, in many cases, its own language. Yet, over the last decade, each has learned from
numerous experiences that much can be gained from cooperation and communication.

As with other topics considered during this conference, there is no ‘one-size-fits-all' model that
can be applied to all cases. In the first place, the military presence differs from place to place. It
may be overwhelming and dominating in what is clearly a war zone — as in Irag. It may be small
and confined to a small part of the country — Haiti is a case in point. It may be predominantly
American (Irag), multinational with American participation (Kosovo) or not American at all (as
in several recent peacekeeping operations in Africa). The military presence may be encountered
everywhere (Iraq) or confined only to specialized tasks (like clearing land-mines in southern
Lebanon).

But in all situations, the challenge is much the same — how to get two very different types of
organizations, each serving an important role in executing U.S. foreign policy, to work together.

DISCUSSION

This panel was comprised of individuals coming from distinctly different situations where civilian
agencies and the military find themselves together. Not surprisingly, Iraq largely dominated the
conversation.

The U.S. military in Irag is primarily engaged in fighting an insurgency, and most units are involved to
a degree with this effort. USAID’s primary contact with the military is with specialized civil affairs
units that are charged by their superiors with the task of securing tactical victories that lead to
meeting strategic objectives. These units are made up mostly of reservists who come from a broad
background of civilian professions, and many of these individuals have previous experience dealing
with civilian agencies elsewhere in recent years. This does not by any means lead to instant and
effective collaboration, but it helps.

The evolving relationship between USAID and the military in Irag emphasizes the need for making
and maintaining strong contacts, not only at the personal level, but also at the institutional level
because civil affairs personnel are rotated from Iragi assignments every four months. Because of
this rotation policy, it may seem that by the time a military colleague learns a bit about how civilian
agencies operate, he/she is replaced and the whole process has to begin again. Thus, the task of
maintaining close relations is a continuous one.
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There is, unfortunately, room for considerable misunderstanding on both sides. Military colleagues
often have difficulty understanding the value of technical assistance and the concept of sustainable
development. Civil affairs officers are generally tactically, rather than strategically, oriented. They
often have difficulty comprehending what seems like State’s and USAID's overly regulated way of
operating. Unlike civilian agency officers, they have considerable discretion in dispensing financial
resources (mostly for small projects, which are deemed tactically useful). For their part, USAID and
State personnel can show a lack of understanding of the military culture that is so meaningful to
military colleagues.

But there is also common ground. As indicated above, many civil affairs reservists have professional
backgrounds not all that different from State and USAID personnel, and many of the latter have
previously worked with or been

part of the U.S. military.

Common experiences forged
mostly in the 1990s have also
shown many people in the field
that State, USAID and the military
are in many ways complementary
in situations like lrag and
Afghanistan. For example, the
military can offer security-related
services (visiting remote sites) for
which USAID simply does not
have the resources. Although

most of the activities or projects In Afghanistan, like in many high threat environments,
of civil affairs units are tactically cooperation with the military for site visits, carrying out

; ! projects and ensuring general security is critical.
determined, they have strategic

significance from a developmental
point of view. Every repaired
school, for example, furthers the goals of educational reform and literacy promotion.

On the other hand, military personnel in Iraq are becoming more appreciative of how an overall,
coordinated and longer-term approach to economic development, job creation, infrastructure
repair and expansion, and public health improvements can be an effective counter-insurgency tool.
Additionally, USAID activities can offer many opportunities for public relations events that the
military authorities see as useful in improving relations with the local population.

But each side must also recognize its own limitations. For State and USAID personnel, dealing

with the military is in some ways like dealing with regional security office staff — both are specialists
in assessing risk in high threat environments, and their concerns and guidance must be taken into
consideration in planning activities and projects. The military needs to understand that sometimes
USAID and its grantees have good reason to ‘go low profile’. In Irag, after a slightly rocky beginning,
each side has learned more about the goals and operations of the other, and civil-military relations
have improved.

OPERATING IN HIGH THREAT ENVIRONMENTS 17
A REPORT BY THE UNITED STATES AGENCY FOR INTERNATIONAL DEVELOPMENT

USAID/NITIN MADHAV



One promising note mentioned in connection with both Iraq and Kosovo is that USAID has been
able to participate actively in the training of Defense Department personnel being deployed to
these areas. As the three major implementers of U.S. foreign policy in the field, State, USAID and
Defense are increasingly being asked to cooperate closely in a growing number of high threat
countries. If this goal is to be achieved, the training designed for personnel headed for field
assignments must include discussion of how the ‘others’ operate, including their jargon. Like several
other major concerns raised during the conference, this is clearly a matter for consideration and
action in Washington.

While Irag may have received a disproportionate amount of attention in this session, the discussion
also touched on situations that are quite different. In Kosovo, for example, the military presence

is multilateral, made up of personnel from five NATO countries, including the United States. Since
the military presence is primarily aimed at peacekeeping between Serbs and Albanians, most of
the military's dealings are with local governments, which are reasonably well developed. USAID's
activities are also carried out at this level — with the result that the population sees the close links
between the activities of the two entities.

In Afghanistan, USAID works closely with the U.S. Army Corps of Engineers, a unique military unit
with a long history of supervising development projects at home and abroad in the infrastructure
sector: In Afghanistan, there has been more shared language and perhaps more shared strategic
thinking in USAID-military relations. If something grabs the Corps’ attention, they can move quickly
and with considerable resources; cost seems not to be as much of a limitation as it is with USAID.
In addition, the military planning cell at the Embassy has been very active in tracking progress

on development programs and has made thoughtful suggestions on development projects and
planning to State and USAID. In general, the military places emphasis on planning and thus can be
a valuable ally on such development and reconstruction issues.

Afghanistan's experience with Provincial Reconstruction Teams (PRTs) may offer unique lessons
about civil-military cooperation for the future. PRTs, military outposts with embedded civil
affairs, State, USAID and U.S. Department of Agriculture officers, administer quick impact project
funds and accelerate reconstruction in these provinces, while enhancing security. USAID is

now evaluating the PRTS to see whether they are a useful model for other countries. With

that evaluation, USAID is exploring the balance between quick impact projects and long-term
development.

The relationship between USAID and the military in Lebanon provides insights into how civil-
military cooperation can help accomplish U.S. policy and development goals. In Lebanon, USAID
works closely with the Department of Defense and Lebanese military in demining. Hundreds of
thousands of mines still dot the Lebanese countryside — relics from French colonial days through
the civil war and the Israeli occupation — with the southern part of Lebanon particularly affected.
During the twenty vears of Israeli presence, thousands of poor rural people fled southern Lebanon
for the slums and refugee camps surrounding Beirut. Although the occupation ended several

years ago, many of these internally displaced people have been reluctant to return to their home
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villages, where their livelihoods in mined fields would be risky. Thus, thousands remain in temporary
encampments near the capital, where poor conditions could lead to riots and instability.

In order to help the Lebanese government reconstruct their society, the Department of State,
USAID, and the Department of Defense entered into a partnership to combine financial
resources (from all three) and expertise (from the military) in an accelerated demining effort. The
partnership has worked with local NGOs to further education about the dangers of mines and
how to address this problem. Because this activity has also involved the Lebanese military, it has
helped to heal the severely wounded relationship between many of Lebanon’s most disadvantaged
communities and the country's government. The U.S. government has also initiated activities to
directly assist the thousands of mine victims and their families.

CONCLUDING POINTS

Throughout the conference, participants repeatedly emphasized the need for more and better
teamwork among the U.S. agencies charged with the implementation of foreign policy. In the past,
moves toward closer coordination have primarily focused on State and USAID (and in some cases,
on other civilian agencies). With a growing number of high threat countries, it is essential that
civilian agencies also learn how to work with the military.

The bottom line is that the two sides — civilian and military — have different perspectives, goals and
meanings for the same words and concepts — but it is not acceptable for either side to continue

to operate as though the other's concerns and activities are of little relevance. During the past
decade, in the Balkans, Irag and Afghanistan, the sheer necessity of collaborating and communicating
under difficult conditions in the field has brought military personnel and civilians together; if only on
an ad hoc basis.

The building of effective and institutionally-based teamwork requires action at the highest levels

of government. Government agencies should train their personnel headed for overseas postings

in the functions, aims and methods of operating of the other relevant branches. Officers going

out to the field should also be briefed on the other organizations' jargon, so U.S. personnel are
speaking the same language in the field. Another example might be simply trying to learn from
the best practices of other agencies. For example, USAID could look at the military's more flexible
procedures for handling smaller projects in high threat situations. The Defense Department, for
their part, could recognize that strategic considerations have an important economic dimension, as
well as a military one, and incorporate this into planning for future operations.

Moderator:
Barry Primm, Deputy Mission Director, USAID/Afghanistan

Panelists:

RaoufYoussef, Mission Director, USAID/Lebanon

Elisabeth Millard, Deputy Chief of Mission, U.S. Embassy, Nepal
Robert Davidson, Director, Erbil Office, USAID/Iraq

Ken Yamashita, Mission Director, USAID/Kosovo
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SMALL MISSION — BIG PROGRAM

INTRODUCTION

Throughout the world, U.S. missions are confronted with the challenge of having large, demanding
development programs in places where it is dangerous or not feasible to have a large mission pres-
ence to manage and monitor these programs. In the past decade, a startling number of countries
quickly moved to the forefront of U.S. concerns, many of which had no U.S. or USAID presence.

In these places, it was deemed crucial that the U.S. government put programs and staff in place as
soon as possible.

In other cases, small U.S. missions quickly found themselves with rapidly expanded resources as
the emphasis moved from humanitarian assistance to multi-sectoral development activities. Then
there are post-conflict situations — like Iraq and Afghanistan — where massive resources were
appropriated by Congress while the U.S. mission was still in the formative stage. Finally, there are
those missions hit by evacuations that are attempting to keep suitable programs alive.

In all these cases, the problem is basically the same — financial resources, and the consequent
management responsibilities, are far out of proportion to the available U.S. and local staff.
Sometimes the problem corrects itself within a couple of years, as staff recruitment catches up
with program development. The post-Soviet European and Ethiopian missions come to mind. In
other cases, difficult local conditions (such as high-threat environments and post restrictions on
family presence) sharply hinder the staffing build-up. Irag, Afghanistan, and Pakistan are examples.
If a country is high on the U.S. foreign policy priority list, implementation and administration of an
effective program cannot simply wait until recruitment problems are solved.

DISCUSSION

The panel members drew on their experiences from their past and present postings, from Pakistan
andYemen to Iraq and Jordan — all unique in their own way but all with programs regularly taxed at
the limits of human resources.

One particular point was emphasized — the importance of building and holding on to a high-
quality local staff. This subject was also discussed in other sessions, but in this session, several major
problems connected with retaining local staff were aired. In short, the problem faced by many
missions is the relatively poor quality of the incentive package that can be offered to local qualified
professionals, who are often required to risk their own safety and are expected to take on extra
tasks because of the mission's short-staffing problems.

Salaries and other compensation for local Foreign Service National (FSN) employees are tied to
overall US. mission practices. USAID's FSN staff is highly professional, yet a larger percentage of
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overall Embassy staff is clerical. As a result, USAID’s FSN compensation packages can suffer by
comparison with those offered by other employers (such as other development agencies). In many
places, working for the U.S. embassy is no longer seen as a desirable job. Local staff, in addition

to at times facing danger due to their connection to the U.S. government, may suffer socially.
Compensation for local mission employees is often a surprisingly small part of overall expenditures,
especially when the program is large. Given the difficulty and importance of keeping a competent
staff, attempting to save money on salaries and compensation packages seems short-sighted. A
representative from the United Kingdom'’s Department for International Development (DfID) who
participated in the panel explained that the United Kingdom offers generous benefits to local staff
in high-threat posts that the United States does not. Foreign service nationals employed by DID
receive danger pay, life and health insurance, childcare and accumulated time off. This generous
compensation package helps DfID retain high-quality local staff even during difficult times. Once
again, the conferees agreed that this is a problem that requires Washington’s serious attention.

The unique situation faced by USAID in Irag — not just a large program with a small staff but the
largest effort in the Agency's history — has led to some imaginative approaches to the staffing
problem. For a wide variety of reasons, it has been very difficult to fill vacant positions with either
direct hire employees or Personal Services Contractors (PSC). At the same time, the Irag mission
has been under great pressure to take the lead in the post-Saddam economic recovery.

One solution USAID has tried has been to utilize contractors (for example, from International
Resources Group) in a somewhat innovative way — by treating contractors as de facto U.S.
government employees. This process has not been without difficulty. Problems have arisen with
regard to the willingness of these personnel to accept certain responsibilities (in the absence of
clearly defined guidelines). Problems have also surfaced regarding contractors’ relationships with
direct hire U.S. personnel, as well as with their familiarity with agency procedures and practices.
There are also issues of oversight of large

numbers of non-direct hire personnel. The

direct hires must do a lot of training and be

vigilant to ensure that the rules and regulations

are followed and that the integrity of the

program is maintained. Nonetheless, it has

mostly proven to be a workable temporary

solution to the staffing problem and may hold

lessons for future efforts.

The Irag USAID mission has also dealt with the
staffing issue by recruiting highly-skilled third-

country nationals (TCN) from neighboring The small staff at the USAID mission in

missions by offering them highly attractive Pakistan is responsible for a large program
salary packages. As an emergency measure, this tha't is critical to the. U.S..natlonal interest.
. . This program to train an independent
has been useful, but in the long-term, taking a media is one part of USAID’s efforts to
mission’s best staff will cause hardships. If used promote democracy and stability in the
. . . . . country.
on a regular basis, neighboring missions might
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resent losing their best employees, even temporarily, to better paying missions, especially if hiring
restrictions hinder them from being able to fill these vacancies on a temporary basis.

Washington could consider forming a surge capacity of TCNs who have language and professional
skills appropriate for short-term relief in missions acutely short of U.S. personnel — but without
penalizing the TCNs" home bases or these employees’ standing with their
primary mission. This concept has been used by USAID in responding
to natural disasters. Why not try applying the idea to missions in major
In all small missions with management crisis situations? Other imaginative ideas to keep high-
big programs, the problem threat positions filled included ‘twinning’ positions, with one person in
is basically the same - Washington and the other in a critical post, sharing a job description
. . and rotating locations. Another idea was rotating teams of experts
financial resources, and the in for tours of six months or less, with some overlap. Such high
consequent management performance teams could theoretically perform at a high level quickly,
responsibilities, are far out of and such a plan might attract more volunteers as well as avoid burnout.

proportion to the available

U.S. and local staff. USAID inadequately address the serious adjustment problems their
personnel and their families often face after returning from a high-stress
environment, especially at an ‘unaccompanied’ post. In the long-term,

One panel member commented that the State Department and

poor post-conflict adjustment could lead to decreased effectiveness of a
competent employee or even to the loss of the employee. Once an employee and his/her family
have a bad experience with such a posting, it becomes more likely that the employee will seek
work opportunities outside the U.S. government. One suggestion for dealing with this problem
was mandatory counseling for all personnel rotating out of such assignments (and making such
counseling more than a ‘check the box’ exercise) on the assumptions that |) most personnel
could use counseling after such a difficult tour and 2) those who most need help would be more
likely to get it if it was required and there was no stigma attached. Other suggestions included
allowing home leave after one year assignments in high threat, unaccompanied posts to allow staff
to reconnect with their loved ones (currently, this is allowed every two years) and allowing families
of those assigned to unaccompanied posts to live in regional ‘safe havens' to facilitate maintaining
contact. Giving extra leave and allowing staff to accumulate leave above the standard ceiling, so
they can take longer leaves when they need to, might also help attract staff to these posts.

The USAID programs in both Pakistan and Yemen have partially compensated for the staff shortage
problem by working with, and making grants to, multilateral donor agencies that are better
represented on the ground. This approach can make a great deal of sense for missions with small
staffs, as it helps relieve the always-present resource management problem. Again, some actions on
Washington's part are needed since neither the Embassy nor the USAID mission are autonomous
in this regard. Participants also suggested that some kind of toolkit for modalities of making grants
with bilateral donors would be useful. In Pakistan, it took a lot of time and effort to work out an
understanding with DAID to strengthen the health care system. In this unique partnership, USAID
worked on local health care services while DfID assisted the national health ministry. When

this approach was tried in another country, it would not work. Posts could save a great deal
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of effort if a toolkit were available containing approaches that might work in various countries.
One participant from USAID/Nepal mentioned that Nepal was working on a Memorandum of
Understanding (MOU) with DfID. Once it was done, perhaps the MOU could serve as a model
for an overarching MOU that could be used in other countries. A similar toolkit for models and
mechanisms to implement programs would be helpful for limited footprint/high threat missions to
draw on, given their limited resources.

While Yemen has been on the front burner since the US.S. Cole incident, there is still no full-
fledged USAID mission in Sana'a. Yet a sizable assistance program covering much of this very poor
country has been initiated through a unique State/USAID cooperative effort. Although it seems
that USAID's presence in Yemen will eventually grow, institutionally and with regard to staffing;
lessons can be learned from this approach in which a small mission working closely with the State
Department can manage a large program.

When the overall size of a U.S. mission is small, State and USAID personnel tend to work together
more naturally to the advantage of both. One USAID attendee pointed out that during an African
posting, he spent a quarter of his time serving as the embassy’s economist. In return, embassy staff
helped him gain valuable entrée into government ministries and private sector circles that positively
impacted his performance of USAID assignments. Perhaps larger missions could learn from these
experiences. Once again, flexibility in the field can carry the day.

In all of these examples, program management is the basic problem facing U.S. government staff.
A large program with relatively few activities can be easier to manage then a much smaller one
with many separate units. Similarly, contracts are more work than grants. Also the degree of M&E
required has a big impact on what the U.S. and local staff must do.

This issue, like the others considered at the conference, requires action at the Washington level.
Requirements imposed by Washington on small missions are often a much larger portion of the
demands on their workload than the same requirements are for larger missions. Flexibility could
help alleviate the pressures on small missions with big programs by allowing a mission to determine
its optimal mix of grants and contracts, for example.

The issue of combining State and USAID support services at high threat posts was brought up

as a way to consolidate workload and staffing needs on the management and administrative side.
Some voiced concerned over this idea, however, as some participants noted the tendency of the
agency in charge of a given service to favor its own staff needs. In the same vein, a State program,
Model for Overseas Management Support, was mentioned. This program aims to carry out certain
necessary, routine administrative activities before personnel leave for a high-threat post so these
activities do not have to be done after arrival at the mission, thus decreasing the administrative
workload for affected posts.

The representative from DfID provided a refreshing perspective on how regulations could be

more flexible to address instead of add to the challenges faced by small missions with big programs.
Participants agreed that it is often easier for colleagues in other development agencies to identify
weaknesses in the way their counterparts do business and to suggest easier ways to solve some
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of the problems we face (and we in turn to them). Therefore, everyone benefits by having candid
conversations on the challenges and issues development programs face, especially in high-threat
environments.

CONCLUDING POINTS

The most important argument emerging from the discussion was the importance of having highly
qualified and appropriately compensated local staff in small missions with big and strategically
important programs. If the full potential of local staff in high-threat environments is to be realized,
the State Department and USAID must look at not just salary questions but also the entire
compensation package. USAID should also look at the regulations defining the duties of direct
hires, PSCs, and local staff.

In this session, the importance of promoting teamwork between State and USAID was again
stressed. It seems that in small posts with big programs (like Yemen) cooperation is almost natural.
Similarly, cooperation seems to increase when a mission suffers from a serious external threat
that leads to evacuations (like in Pakistan). But in big posts — big Embassy, big USAID mission,

big program — something critical is missing from the picture. Clearly, close cooperation can help
achieve U.S. goals in almost any situation, but it is up to the U. S. government personnel on the
scene to make this happen.

Finally, as we face increasing numbers of high-threat situations and the continuous problem of
missions where program size races ahead of staffing capabilities, VWWashington has to seriously
consider whether too much of a mission’s time is being used to satisfy Washington's demands.
Some of this demand comes from Congress, and perhaps not much can be done about it, at least
in the short-term. But State’s and USAID's senior staff can re-examine the pressures they place on
all missions, especially those that are both understaffed and in high-threat environments.

If frequent reporting requirements continue to have high priority, small missions could possibly call
on regionally-based experts for short TDY's to carry out these tasks. Perhaps there are alternative
solutions, but these cannot be solved from the field. Many of the conference attendees consistently
raised the same basic concern — in many parts of the world, we need new solutions to old
problems.

Moderator:
Barry Kavanagh, British Department for International Development

Panelists:

Lisa Chiles, Mission Director; USAID/Pakistan

John Groarke, Deputy Mission Director; USAID/Iraq
Doug Heisler, Mission Director; USAID/Yemen
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DIPLOMATIC SECURITY

ADDRESS BY JOE MORTON, PRINCIPAL DEPUTY ASSISTANT SECRETARY
FOR DIPLOMATIC SECURITY, U.S. DEPARTMENT OF STATE

Principal Deputy Assistant Secretary (PDAS) Morton started by saying that Diplomatic Security
(DS) agents today are different from those in the past. Many DS agents now have criminal experi-
ence rather than just experience in doing background checks. On the whole, current DS agents are
younger, since there have been a lot of retirements among senior DS officers in the last few years,
and there are not enough senior agents to fill posts overseas and domestically. He also noted that
the job today is very different than it was in the past; a new kind of agent is increasingly needed. A
sign of this is that DS currently has five agents in language training, something very uncommon for
DS agents in the past. As threats worldwide have expanded, DS agents require more expertise in a
broad range of areas to combat them, leading to a need for more experienced and polished agents.
However, the need for the more traditional agent carrying out protection duties remains. Due to
an insufficient number of DS agents, though, this protection function is more and more often being
carried out by contractors. DS cannot do all it is tasked to do without contractors.

PDAS Morton also mentioned that another thing to keep in mind as personnel work with RSOs
and other DS personnel overseas is accountability. The RSO, along with the ambassador; are

called to account at an accountability review board for every security incident; this is the sword
that continually hangs over their heads. He mentioned that four accountability review boards had
convened in the last month, mainly due to incidents in Baghdad. Given the situation in Baghdad
and some other places where we now have missions, it is inevitable that there will be casualties. Al
DS can do is try to ensure that the ambassador’s or RSO's actions and decisions were appropriate
for a given situation. In order to help decrease the number of security incidents in Baghdad, DS
currently requires all personnel posted there to undergo security training before arrival. DS may
expand this requirement to all members of the foreign affairs community.

Questions were asked about whether the contractors working for DS are sufficiently supervised by
DS managers and receive adequate training. There have been occasions when DS contractors have
been so concerned about security and protecting their charges that they have forgotten the impact
their weapons and actions can have on relationships with local communities and the image of the
United States. PDAS Morton responded that contractors do receive training. However, training

is expensive, and DS, like all bureaus, is operating with a tight budget. DS is also responsible for
training the guard forces, which strains its budget even further. DS realizes this is a problem and is
working on it.

Responding to a question about residential security for U. S. government personnel overseas,
PDAS Morton noted that many residences currently in use were put into service under previous
standards that were geared toward crime, not terrorism. This problem needs work, and DS is
aware of the concerns. He noted that historically, after an incident, funds for this kind of security
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are increased, followed by several years of stagnant or decreased funding, and we are paying for this
pattern now.

Questions also arose about the issue of embassies becoming fortified and the trend toward co-
location of all U. S. government agencies on one compound, versus the need for outreach to host
populations. Participants wanted to know whether DS is rethinking the security posture to deal
with the new reality post 9/1 1. PDAS Morton responded that the issue of security versus outreach
involves difficult risk management decisions and requires innovative solutions. Both ‘hard’ and ‘soft’
targets worldwide are now under threat, and specific attacks are harder to predict than in the past.

The issue of danger pay was also discussed. PDAS Morton explained that it is regional bureaus that
decide this issue after a request by a management officer, not DS. But RSO input is a factor in the
decision.

PDAS Morton concluded by saying that communication among all personnel at a mission is crucial.
It is important for everyone to have an understanding of what others do and the obstacles they
face; DS personnel, for example, could often use a little education about what USAID does. He
noted the importance of social interactions among U. S. government personnel at post outside of
office hours (perhaps at dinners or other occasions) as a way of strengthening communication. The
more we understand each other, he said, the better able we will be to help each other carry out
our jobs and work as a team.
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BOMB-PROOFING YOUR PROGRAM

INTRODUCTION

The question under consideration during this session was, “What do U.S. government agencies do
to ‘bomb-proof’ their programs, i.e. prepare for a significant and unplanned interruption of either
their programs or of a major part of their programs?” In extreme cases, the disruption might be
due to the destruction of a ‘home office’ More likely, the problems would arise from a deteriora-
tion of overall country conditions necessitating the evacuation of U.S. government staff. Less drasti-
cally, the same sort of situation would involve only a part of the host country where significant U.S.
government programs are active.

It may be that in particularly volatile parts of the world the need to ‘bomb-proof’ a program is

not based primarily on local conditions. On several occasions in the past 20 years, missions in

the Middle East and Asia have been faced with ordered evacuations based on events elsewhere

in the region. An example of this sort of ‘overflow effect’ hit the USAID/Egypt Mission following
the bombings of the embassies in Kenya and Tanzania. USAID/Egypt, then overseeing the Agency's
biggest annual program, had only a few hours to abandon its premises (deemed highly insecure by
Washington authorities), along with all their communications facilities, project files, and the ordinary
supporting mechanisms for day-to-day business. No evacuation was ever ordered, but it took
several months of effort to restore business-as-usual.

The purpose, then, of this session was to identify what agencies have learned from a wide variety
of challenges that they have faced in recent years. Each situation has its distinct causes, but in most
cases, the consequences of serious disruptions to ‘normal’ activities were similar.

DISCUSSION

Those in the field know that launching a program takes a long time and a lot of effort — from the
first brainstorming sessions to having a contract team in place and operating. But shutting down
a program, in extreme cases, can happen in 24 hours. Washington says “evacuate,” and program
officers, activity managers, and contractor staff are all out on emergency flights. Often the crisis
passes fairly quickly, and it is possible for U.S. staff to return. Meanwhile, during the evacuation
programs may have fallen off track, with contract personnel moving on to other assignments, and
months or even years of effort are lost.

It is not possible to plan in advance and in detail for all eventualities that may lead to an
interruption of program activities. But where U.S. agencies operate in high-threat areas, it should be
possible for contingency planning, in a broad sense, to allow for the what ifs?
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The assembled panel brought geographically varied experience to the discussion — from Jordan,
Pakistan, Sri Lanka, and Nepal. Nevertheless, one common point quickly surfaced in the discussion
— a point that was emphasized in other sessions. Simply put, the continuity of U.S. government
programs everywhere depends on locally hired staff, who often have been with the mission a
couple of decades and who have seen generations of U.S. employees come and go. In numerous
situations, it is local staff who have kept programs going during prolonged ‘winding-down’ or
‘phasing-out’ when U.S. personnel were no longer available. In the opposite situation, as discussed
in the “Big Program, Small Staff” session, it was mentioned that in rapidly expanding programs
(often in strategically important, high-threat areas), local staff ensure the program moves ahead
when assignment of US. personnel lags. Since local staff have shown they can effectively handle
disproportionate roles in these situations, why not in situations like evacuations as long as their
security is not at risk?

Advance planning is needed to keep programs going in the event of even short-term evacuation

of personnel. It involves building into the design of a program exactly what can continue in the
absence of some or all expatriates for various lengths of time and how the program or some
components of it will continue under such scenarios. Such planning presupposes a clearly
communicated master plan for the mission as a whole regarding what
will occur during various types of drawdowns (such as who will stay and
who will go, etc.). The motivation for doing this up front is clear — the
U.S. government usually wants to stay engaged in difficult areas and to
protect its hard-won gains over the long-term.

Simply put, the continuity of
U.S. government programs

everywhere depends on Participants in this session suggested various imaginative ways to bomb-

|0ca||y hired staff, who often proof a program. Unsurprisingly, most were tied to specific situations or
problems — again, no one-size-fits-all solutions. The key concept here, as

in other panel discussions, was greater flexibility — more autonomy to
couple of decades and have individual missions to adopt approaches that work best for them.

seen generations of U.S.
employees come and go.

have been with the mission a

For example, State and USAID could adopt the policy of delegating
more internal management responsibilities to local employees.
Institutional contractors could be required to designate a locally hired
Deputy Chief of Party, with full authority to carry on in the absence of
expatriate supervision. Evaluation criteria for agreements and proposals
could even be written in a way that favors firms that propose locals for their key personnel. If
expatriate staff (from State and USAID, including contractors) are evacuated to nearby safe-
havens, it may be possible for them to make short visits to maintain contacts. There is also the
teleconferencing approach that is proving useful to the West Bank/Gaza Mission. All of these
possibilities can give State and USAID extra time to decide on the next steps and avoid having to
shut down operations abruptly when a crisis might not be long-lasting.

In dealing with NGOs, more reliance could be put on local, as opposed to international,
organizations. This may require changes in our funding and monitoring procedures. U.S.
government agencies could also collaborate more with bilateral and multilateral donors that do not
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The administrator of || health
clinics in Basrah says, ‘“the building
was looted — computers and even
the doors taken. USAID hired Iraqi
contractors to fix everything and
provide water pipes, electricity,
furniture, computers, a refrigerator
- everything.”

USAID/BEN BARBER

necessarily labor under the burden of anti-American or anti-foreign feeling.
Using grants and cooperative agreements instead of contract instruments for
projects offers more flexibility regarding in-country presence and travel, but
this comes at the cost of some of their control over their partners’ activities.

However, an activity is begun and funded, careful advance planning could
allow flexibility with regard to where the activity takes place. This would
allow some shifting in case of flare-ups confined to one part of the country.
Lowering the U.S. government programs’ profiles in this way may be enough
to keep things going during rough spots.

When all is said and done, however; it must be recognized that it is not
possible to bomb-proof some activities. For example, highly-specialized
technical assistance programs dependent on the presence of highly-
specialized expatriates face near-certain suspension in the event of an
evacuation, and it is unlikely they can be kept going through remote contacts.
High-profile political projects, such as those connected to parliamentary

and judicial institutions, are particularly susceptible to discontinuation in

the event of major disruptions. Also, there might be problems continuing

major construction activities, atthough perhaps with appropriate technical safeguards, these can be
resumed later with limited losses.

One more topic received considerable attention in the discussion — expatriate staff matters. The
argument was made that, when U.S. government agencies anticipate operating in a high-threat
environment, the mission needs to recruit officers who have either worked under similar conditions
or, if new to the U.S. government, have received appropriate training. New staff must closely heed
the advice of the RSO and work with the RSO in carrying out their assignments. Missions must
also do whatever they can to make sure their personnel, when stationed or traveling in potentially
insecure areas, have good communications at all times with the home office. This may be costly, but

it is necessary.

Related to this U.S. personnel consideration is how the broader mission accommodates families.
Missions find themselves in an increasing number of places restricting the presence of dependents
and in places where families are allowed but the living conditions are marginal. Perhaps every
overseas career U.S. employee with a family has his or her own horror story of an assignment to a

mission where family presence seemed to be viewed, at best, as an inconvenience. When tensions
arise at a post, families are affected — fears of evacuation (or worse) may be present. In all these
cases, missions must be prepared to communicate openly, not just with staff, but also with families.

Evacuation may prove necessary, but again, nearby safe-havens may be a far better solution than
returning to the United States.
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CONCLUDING POINTS

The participants in this session agreed that State and USAID are risking the loss of
millions of dollars in resources and countless hours of staff effort if they do not plan
appropriately for bomb-proofing their country programs. Not all eventualities can be
accounted for, but experience in the field has shown that many things can be done to
salvage and protect activities when local events become unfavorable.

USAID/PHILIPPINES

A former combatant in In the event of a partial or even complete evacuation of U.S. personnel, an

conflict-ridden Mindanao iately trained local staff with th delecati f t

in the southern Philippines appropriately trained local staff, with the necessary delegations of management

fertilizes his corn. He responsibilities, can keep many vital activities going for some time. Success in this

is one of 24,000 former : : :

cornbatants USAID has Iregard 's even more I|k§|y if US. evacuees ma.ke some use of the recent advance§

helped reintegrate into in remote communication to stay in touch with their in-country colleagues. In this

communides: situation, the importance of highly competent locally hired staff was recognized (and
implicitly, also the need to make sure that missions are able to retain these staff
members).

With regard to implementers, there were also many suggestions for avoiding disruptions — ranging
from contractors designating locally-hired deputy chiefs of party to greater use of local NGOs and
grants and cooperative agreements. In some situations, State and USAID might collaborate closely
with other bilateral and multilateral donors less likely to be affected by deteriorating conditions.

In most cases State and USAID would have to surrender a degree of control to keep a program
going during evacuations or draw-downs, and obviously this is a decision that needs high-level
support.

U.S. personnel questions, both with regard to staff and their families, received considerable attention
— with emphasis on the need for staff to be prepared from the beginning to work in difficult
situations and to follow security guidelines. For their part, missions need to communicate regularly
and openly with families posted in high-threat environments.

Moderator:
Mark Ward, Deputy Assistant Administrator; USAID/Bureau for Asia and the Near East

Panelists:

Justin Sherman, Office of Transition Initiatives Manager, USAID/Sri Lanka
David Barth, Regional Economic Advisor; USAID/Jordan

Donald Clark, Mission Director; USAID/Nepal
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ADDRESSING THREATS —AVOIDING RISK

INTRODUCTION

Working in areas when there is high risk to personnel is nothing new for State and USAID. What
is different now, and what seems likely to remain so for years to come, is the pervasiveness of high
threat situations. In U.S. missions from Haiti to Iraq to Indonesia, overseas personnel now face at
least low-level threat on a daily basis. USAID particularly encounters these difficulties because its
activities are often spread across wide areas that are far from capital cities. Unfortunately, the cost
of providing adequate security to USAID personnel and contractors eats into the scarce resources
that are available for development activities.

With these new challenges facing so many missions, regional security officers (RSOs) in numerous
locations have had to devise new procedures in order to allow daily work to proceed. It has
become more important than ever that the RSO be an integral part of the country team and that
mission personnel seek the input of the RSO in planning and implementing activities. In fact, in her
remarks about country team composition, Ambassador Powell placed RSOs in second place in
importance only after senior mission leadership.

DISCUSSION

One member of the panel set the tone at the very beginning of the discussion by stating that, as a
senior embassy official, the last thing he wants to see in an RSO is hesitation to contradict or speak
frankly with senior staff regarding security issues. In the event of casualties or damage at a post, it is
the ambassador and the RSO who are ultimately responsible and must answer to official inquiries
into the incident. Because of his/her unique responsibilities, the RSO must be willing to stand

up to higher embassy authorities and insist on security procedures based on the security office’s
assessments of the situation. He pointed out that this is not always an easy thing for an RSO to do,
as ambassadors, deputy chiefs of mission, and USAID directors can be intimidating for someone
with less service time overseas and a lower U. S. government rank.

This being said, while the safest situation might involve U.S. personnel always staying inside highly-

fortified mission locations, both State and USAID employees’ jobs usually require them to get out
into the countries in which they are posted. Most of them also realize that in the performance of
their duties there may be an element of risk.

It is not the RSO's job to evaluate whether an activity is ‘essential’ but to accurately describe the
risks attached to carrying it out. By working together with the RSO, risk can be managed and,
hopefully, minimized. The key to operating effectively in high threat areas is good, open and timely
communication within the mission. Committees responsible for emergency procedures must be as
inclusive as possible and must be a vital part of the decision making process in weighing risk against
the performance of mission activities.
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In risk management, both State and USAID could learn from the experiences of the U.S. military.
The military has developed doctrines and procedures for dealing with serious risk. Until recently,
U.S. overseas civilian operations have mostly dealt with these issues on an ad hoc basis, if at all. To
correct this problem, guidelines must be worked out, which requires the attention of and input
from Washington. Yet, the autonomy of missions must be respected. After all, being on the ground
means having access to the best and most timely information available for making decisions.

In high risk situations, it is particularly important that artificial distinctions within a mission — that is,
State versus USAID (or other U. S. government entities) — be minimized. After all, every U.S. and
local employee works for the embassy. Especially in the face of external threats, teamwork and
close cooperation at all levels are vital. In her remarks, Ambassador Powell argued that we have
no choice, when faced by high-threat situations, but to cooperate and coordinate within a mission.
She added that the composition of the country team should include all mission employees and
associates — expatriate, locally-hired, contractors, and affiliated NGOs — that are vital to a mission’s
success.

In this session, participants again raised the need for training for new employees of State and
USAID on the function, culture, jargon, and operating procedures of the other U.S. agencies active
in the field. Over time, this training could help reduce the common complaint voiced in many
missions today — that “the other just doesn't understand us.” There is little hope for making intra-
mission teamwork a meaningful concept if the team members do not even have a rudimentary
understanding of the duties and culture of the others.

Another important point raised in this discussion that had also surfaced elsewhere in the
conference was the need for greater flexibility in handling family situations in the event of
evacuations or for posts classified as ‘unaccompanied’. For example,
Indonesia has experienced two evacuations in less than three years.
Families were sent to nearby safe-havens (in this case, Singapore)
There is a need for greater temporarily, instead of back to the United States. This approach, which
flexibility in handling could be replicated elsewhere, reduces the pressures resulting from
family separations and allows mission employees to stay close to their

families. Again, attendees recognized that solving this complicated
event of evacuations or for problem requires action back in Washington.

posts that are classified as
‘unaccompanied.

family situations in the

One of the conference attendees pointed out that because he was
based in Cairo, he and his foreign service spouse posted in Iraq for
more than a year had enjoyed several brief reunions when she had
leave. On the other hand, he knows of families back in the United
States with a State or USAID employee in Baghdad or Kabul that have
not been able to get together in nearly a year: Perhaps if safe havens were available (say, in Cairo,
Amman or New Delhi), at least some families could mitigate the pains of separation, to say nothing
of the worries that go with having a loved one in a dangerous post.

Again, such an approach would require flexibility. Under current conditions, nearby ‘safe havens’
are not generally available. Posts offering such services would have to be compensated for the
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Despite almost constant security risks, USAID has completed
the 389-kilometer stretch of the highway connecting two of
Afghanistan’s major cities, Kabul and Kandahar. It is part of

a larger, multi-national effort to reconstruct the entire ring
road that links all four of the country’s most important cities.
The road enables farmers and other business people to get to
markets, children to school and families to health clinics.

USAID/BOB WILSON

considerable expenses involved. In some cases,
Memoranda of Understanding with host countries
might need re-negotiation to allow for the residence
of separated families and for the definition of their
status during temporary residence.

Additionally, both State and USAID (and Congress)
would have to figure out how to finance the

greater expense of maintaining a family overseas,

as opposed to in the United States. It seems likely
that more and more of our personnel are going to
be assigned for significant portions of their careers
to ‘unaccompanied’ posts or to posts likely to
experience forced evacuations. The relevant question
then is would we rather risk losing the services

of experienced mid-career professionals to family
pressures caused by separation or expend more
money to help families stay closer together and keep

employees in their jobs?

Discussion then turned to some real-life examples
from Jordan, West Bank/Gaza and Pakistan. Jordan experienced an assassination of a USAID
employee in recent months. A colleague was watched for several days by his assassins, but he
apparently did not notice. It is common for employees in posts where the average threat level is
low to neglect simple daily precautions that RSOs try to drill into mission personnel. Although
RSOs consistently advise Americans to vary travel times and routes, few people faithfully practice
these guidelines, putting themselves in danger.

The West Bank/Gaza Mission faces its own unique security challenges. The RSO staff covering
the West Bank/Gaza is split between the U.S. Embassy in Tel Aviv and the Consulate-General in
Jerusalem. The security staff is fairly large, including local personnel, and is supplemented by a
contractor (Dyncorps). Even so, it is often stretched to its limits. Travel by U.S. personnel to Gaza
is currently unauthorized, and some trips to the West Bank (for example, by visiting VIPs or high-
level Embassy officials) can require the presence of all the available RSO staff plus the contractors.

How are scarce resources managed in the face of such demands? As was mentioned elsewhere
in this report, innovative substitutes for face-to-face meetings are employed by personnel assigned
to this post. Frequent use of teleconferencing and experiments with telecommuting for local
employees reduce the need for U.S. official travel in the West Bank and Gaza. USAID has also
devolved more activity management responsibilities to contractors (mostly local NGOs). While
these measures may not be ideal (for example, it does complicate the M&E process) or adaptable
to other high-threat areas, they have served the dual purpose of keeping vital programs going
during the Second Intifada and conserving RSO resources.
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For RSOs, the demands of providing security to high-level VIPs generally must take priority, so
advance planning for the travel of personnel at post is essential. Because routes and destinations
must be checked ahead of time and travel is frequently delayed at Israeli check points, even a short
meeting or site visit close to Jerusalem, can involve half a day or more of travel and commitment
of RSO staff. Additionally, several U.S. branches have frequent requirements to travel outside safe
capitals. The uniqueness of the Israeli-Palestinian situation requires the personnel of many other
mission offices and affiliates to travel into the West Bank.

Several other missions in high-threat environments face the same challenge, with high-level
delegations constantly visiting the country. When there are many VIPs visiting at a given time,

RSO resources are pushed to or beyond their limit, and the ability of the mission to carry out its
regular tasks is put at risk. Addressing this problem requires some re-thinking about priorities in
Washington. If security operations are given only enough resources to conduct a mission's ordinary
activities — and these resources are regularly diverted to other uses — the lives of American
overseas personnel and the success of American activities are put at serious risk.

Lessons from Pakistan provide some clues about how to conduct a mission’s regular business with
limited security staff. The situation in Pakistan is similar to that in Jordan and West Bank/Gaza,

with limited RSO staff being able to arrange and accompany personnel on trips into the field. A
participant mentioned that in Pakistan giving the RSO a lot of advance notice and a chance to pre-
screen alternative sites for events and visits increased the likelihood of getting his/her approval.

CONCLUDING POINTS

A number of important points emerged from this discussion. First, it is important that the RSO
stands up to his/her superior mission officers when the security of mission staff is at risk. Second,
in high-risk situations, teamwork is essential. All U.S. personnel work for the embassy, and all have
to be heard in mission-wide security discussions. Third, as a corollary to the above, communication
on security matters among all mission employees is essential. The Emergency Action Committee,
with active RSO involvement, is an excellent venue for such communication. Fourth, greater
operational flexibility is a matter for serious consideration. If State and USAID professionals are
going to increasingly face assignments in family-restricted posts, Washington should examine the
various possibilities for easing the burdens of prolonged separation. Fifth, most State and USAID
employees know that carrying out their duties may involve some personal risk — they need to work
with the RSO staff to manage this risk. Finally, security requirements in many high-risk posts go well
beyond providing the necessary, ordinary working support to field personnel. If additional high-
priority demands are placed on RSO staff, additional resources must be supplied.

Moderator:
W. Louis Amselem, Deputy Chief of Mission, U.S. Embassy, Indonesia

Panelists:

Robert Goodrick, Regional Security Officer; U. S. Embassy, Jordan

Joshua Weisman, Assistant Regional Security Officer, U.S. Embassy, West Bank
Doug Rosenstein, Regional Security Officer, U.S. Embassy, Egypt
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