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Executive Summary

The Palestine Monetary Authority (PMA) has made significant progress in guiding and
monitoring the Palestiman banking sector 1n 1its final preparations for the Year 2000 (Y2K)
date transition at the end of December 1999 PMA management and senior staff have a good
understanding of what 1s required and have moved steadily forward from the April 1999 visit
by the prior USAID adwisor to achieve a successful completion to this important project

In this project the Barents Group LLC Y2K advisor received the ongoing assistance of the
PMA s Sentor IT Specialist who was responsible for guiding and implementing the details of
the ongoing Y2K preparation program during 1999 A complete review of PMA s IT
activities and an on-site visit to every bank 1n Palestine was accomplished

The analysis of the interview notes and discussions with bank management leads this advisor
to conclude and certify that overall readiness of the PMA and the Palestinian banking sectoi
for Y2K are as complete as reasonably can be expected There are still a relatively small
number of exceptions to the total completion of several of the bank’s individual Y2K
planning processes These items are fully detailed in the attached spreadsheet titled Table /-
On-Site Visut Status Report-Summary Y2K Preparedness Comments For All Banks (Table 1)
that follows the narrative sections of this report The exceptions generally do not threaten the
IT Contingency or Business Continutty plans of these banks but are 1dentified to moie fully
reduce, as much as practicable, any risks to the sector during the millennium period

The banks as a group are generally well prepared for the millenmium challenge Senior
managers at each bank have committed to timely resolution of every exception noted
Discussions with PMA Governor Beseiso gave strong assurances that close follow-up by
PMA staff will assure elimination of all exceptions prior to December 31, 1999 At a general
level across the sector the advisor behieves that both the PMA and the Palestinian banks can
fully address any disruptions to processing or business operations that may occur over this
pertod 1n a timely and accurate fashion If there are disruptions i the country’s
infrastructure (electrical supply, telephone service, telecommunications networks, etc ) these
organizations are also well prepared to both cope with and overcome such hindrinces to
banking operations The high level of preparedness is directly tied to the PMA s active
guidance to the banking sector over this past nine months As a final safeguard and
protection for banking operations the PMA has required every bank to develop and test a
fallback to manual processing, if necessary Such depth in planning has provided a high
level of protection to the Palestinian banking sector and the customers they serve

In addition to the specific exceptions noted for several of the banks in Table 1 there are also
several appendices to this report, which provide guidance to the PMA 1n mmitiating a public
awareness program (newspaper advertisements) over these final two weeks of the
millennium and for the establishment of a PMA Y2K Command Center These areas are
more fully detailed later in this report
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Scope of the Project
According to the USAID Terms of Reference, the objective of this review were to

Review and venfy the critical system’s lists within the banks and the Palestine
security Exchange (HW/SW, applications and embedded systems) to ensure
correctness of these lists and update them as needed

Assess all times on the critical system’s lists to ensure that they are Y2K comphant
by conducting a Y2K simulation testing without any manual ntervention,

Review all test results and Y2K documentation

Issue an Y2K statement of comphance for each bank and Palestine Securities
Exchange, which should be approved by the PNTC

Review and evaluate existing contingency plans for each bank and Palestine
Securities Exchange and update the plan as required

Supervise and monitor a sector-wide drill to make sure that contingency plans and
Y2K emergency systems would work when needed This 1s important 1n order to
make sure that the banking sector will be prepared for December 31, 1999

This review substantially complied with and was completed 1n accordance with the original
terms of reference  USAID approved exceptions are as follow

Verbal mstructions were received from the USAID CTR Nimi Wijesoornya on
December 16, 1999 that the Y2K advisor was explicitly instructed not to review the
Palestine Securities Exchange (PSE) for Y2K readiness although 1t had been
scheduled under the onginal terms of ieference  Thus decision was made afler
USAID management realized that the PSE was a privately owned organization and
that 1t was not legally under the authority of the Palestinian National Authority or the
PMA

The second exception related to the fact that there was insufficient time for the
advisor to conduct a Y2K simulation testing without any manual intervention or to
direct and review the results of a simultaneous three day manual processing exercise
by the 21 banks in this sector of the economy

Notwithstanding the short-term duration of this review (as compared to the orniginal schedule
of two advisors for 30 and 52 days, respectively), the time necessary to meet with bank
management and to conduct the interviews, and the lack of formal plans and documentation
maintained, the advisor substantially met each of the objectives outlined above

Background

A Barents Group IT expert and technical advisor completed a three-week Y2K review of the
21 banks licensed and operating in the West Bank and Gaza The purpose of this final Y2K
preparedness review was to evaluate the readiness of each bank to handle and appropnately
respond to the 1ssues and potential problems associated with the Y2K date transition event
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The advisor met employees of the banks at the sentor and middle management levels He
also met with PMA’s IT management and staff and with senior operations management The
advisor held two briefings during this visit with PMA Governor Foaud Beseiso

In addition to the on-site bank review, the advisor conducted a review of the PMA internal
readiness and preparedness for the Y2K This report includes the advisor’s findings and
conclusions relative to the PMA and banks reviewed [t also addresses recommendations for
a proposed PMA public awareness program and provides practical guidance for PMA in the
setting up of an Y2K Command Center

Findings and Conclusions
= General Assessment of the PMA’s Y2K Initiatives

Conclusion

Although the PMA started later than many other banking regulatory agencies 1t has made
substantial progress during 1999 1n assuring that the banking sector of Palestine will be well
prepared to successfully maintain operations over the millennium date change period

Throughout the West Bank and Gaza, banks are for all intents and purposes positioned to
cope with most foreseeable internal or external processing disruptions that may occur Much
of the progress 1n this area can be attributed to

s the establishment of an Y2K Commuttee of bankers that 1s comprised of banking and IT
professionals from all the banks and led by the PMA This commuittee has met monthly
or more frequently since the April 1999 review The commuttee has provided guidance,
direction and structure to all of the Palestimian banks It has provided the PMA with an
extremely effective two-way communications channel to every bank under 1ts jurisdiction
and allowed them to address collaboratively common problems and share critical
information to assist in their preparations

= the requirement that every bank would submit their Y2K Project plans to the PMA by
June 30, 1999 Each bank was also required to submut its Y2K Contingency plans to the
PMA by September 30,1999 These plans outlined each bank’s Y2K program as well as
forcing the development of operational contingency plans which covered all IT activities
in the bank and also provided for the resumption of normal banking/business activities in
the event of an emergency

» the PMA established and momtored each bank’s progress in adhering to Y2K specific
guidelines and timeframes for plannming, fixing, testing and implementation of
remediation

= the PMA’s dedication of a full-time employee from the IT area to oversee the program
This IT Senior Speciahist has done an excellent job of managing the flow of documents
from the banks and also in their review and n nitiating feedback when approprniate in
order to ensure banking compliance with PMA’s directives

= the PMA needed to develop an awareness program to inform the public of the Year 2000

challenges and the work the PMA and banks are doing to meet these challenges This was
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the one area of activity that was recommended at the April visit where the PMA was
unable to accomplish the task

»  the PMA mitiated and has completed 1ts own internal Y2K remediation program to
ensure the agency’s compliance with Y2K requirements

Finding

Meetings were conducted with Governor Beseiso and staffs from the IT and senior
operations management in the West Bank and Gaza offices The Y2K preparation steps taken
to date by the PMA were rcviewed and discussed All instructions to the banks and the
results of workshops held with the banks were reviewed and evaluated The on-going
munutes of the PMA’s Y2K technical committee were reviewed and discussed Meetings
were held with representatives of the Palestinian National Authority’s Technical Y2K
Commuttee At the previous review the Governor appointed two staff members (a senior
manager and an IT Senior Specialist) to coordinate the PMA eltorts

* Banking Sector’s Y2K Preparedness Status

Conclusion

All banks have developed workable contingency plans for their IT operations and business
activities As noted in the attached spreadsheets labeled Tablel through Table 4 some banks
still must make munor improvements to their individual plans in order to consider them
complete The exceptions which are 1n the process of correction covered

= Finalization of the manual processing fallback position by performing a complete test ot
this approach across all areas of the bank

= Contact being made with significant borrowers and depositors of the bank to determine
that they too (1f reliant upon IT activities in their business activities) were also properly
prepared to operate efficiently through the millennium date change

* In the area of hquidity planming some bankers had not developed a Y2K ortented
liquidity plan which would prepare them for unusually higher outflows of currency over
this period of time

® The need for a temporary increase in the bank’s insurance coverage over that period
where excess currency was being maintained mn order to ensure an adequate level of
hquidity

Overall the banking sector 1s well positioned for the millennium date change This advisor
recetved strong management commitments i every institution that would ensure all
exceptions were to be corrected prior to yearend Additionally, the PMA Governor
commuitted all of the needed resources to track every exception 1n the bank to completion

Finding

Every bank 1n Palestine was visited and an interview was held with senior management and
the most senior IT manager Information was developed fiom these visits actoss several
areas of the bank’s preparations for the Y2K event See appendices A, B, and C which
address the schedule of bank wvisits, the officers of the bank who were met, and a sample
interview/data input form 1s provided to show the area of questioning which was covered at
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each iterview In general, banks have a good understanding of the Year 2000 issues and
have devised strategies to handle the problems and find solutions At present every bank in
Palestine has completed the remediation necessary to ensure an efficient transition to the next
millennium as regards their IT operations and general business operational 1ssues The banks
have swapped out or fixed all IT hardware and corrected or replaced embedded date
dependent systems All operating software, application software and supporting networking
structures (LAN and WAN) have been fixed Testing has been completed and reviewed

The major shortfall observed during the on-site visits as regards the banking sectors
preparation for Y2K was seen 1n the case that several banks seem to still be considering this
to be primarily an IT issue (see table 1

= PMA’s Preparedness for Y2K

Conclusion

The PMA 1s well prepared to address processing across its organization in the new
millennium The PMA’s operational and IT processing activities are basic in nature and
therefore are much less susceptible to the Millennium Bug Most processing currently occurs
on PC’s and/or small servers that are currently using Microsoft Access databases and Excel
spreadsheets as the basis for their processing This made all software upgrades relatively
easy through the use of downloaded Service Pack Update Releases from Microsoft’s home

page on-line

Finding

The PMA’s staff has fully prepared the operations on the organization to ensure proper
processing for the Y2K transition A full review of documentation reflected that ALL PMA
IT hardware and embedded logic chip oriented technology had been remediated PMA
contracted with an outside firm to come on premises and vahidate that all hardware and
operating systems were Y2K compliant As an abundance of caution they continue to run
Y2K Diagnostic Software on resident PCs to ensure continuing compliance They also
upgraded all operating system and application system software In the Clearing area only
partial automation 1s in place and there 1s still a heavy reliance on manual processing to
accomplish daily operations PMA has also developed a full set of currcnt procedures that
allow a full fallback to manual processing across all activities in the organization

PMA’s Public Awareness Program

Conclusion

Recommendations were made to PMA management 1n three areas of public awareness for
Y2K These draft newspaper announcements are located in Appendices D through H and
address several topics Since there has been no activity in this area previously it 1s
recommended that the first announcement cover the degree of preparations the banking sector
have made as regards Y2K (appendix D) and that in all cases banks have developed
contingency and business resumption plans that allow a complete recovery in the event there
are any Y2K related degradations should occur The PMA should inform the public that the
banks are also prepared for disruption that may occur in the country’s infrastructure (power,
telephone, telecommunications, etc ) Confirming and assuring that the banking sector 1s well
prepared for Y2K should be the first step  Follow-on to this there should be an
announcement to the public indicating some common questions and answers that may come
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up to again provide basic information to relieve concern or potential stress among the
banking Palestinian public (appendix E) The last recommended announcement in this area
1s related to the potential that criminals may try to take advantage of this potentially unsettled
period of time and perpetrate frauds on banking customers (appendix F) This announcement
should address some common approaches used by criminals and give short and concise
precautions that the public should take

In another area this advisor provided a draft procedure addressing how individuals can better
protect their PC’s and software against viruses (appendix G) This document should be
1ssued to the staff across the PMA 1n order to provide a common and consistent level of
direction to all employees in this area of IT The six common steps to avoid and control
computer viruses should provide a level of protection against future attacks on PMA
databases and hardware The last draft announcement that 1s being recommended 1s more
generic 1n nature and was recommended to the representatives of the Palestinian National
Authority’s Y2K Technical Commuttee (see appendix J) who were present at the closeout
meeting held with PMA’s Governor and his staff This draft announcement provides a
general level of guidance to the public as to areas where they might wish to make specific
Y2K related preparations 1n the event there 1s infrastructure disruption in Palestine (appendix
H)

The Palestinian public does not need to see a barrage of Y2K related announcements over the
final 2 weeks of the century A few well placed advertisements should help PMA inform but
not alarm the public as to the level of preparation that has been developed across Palestine’s
banking sector

Finding

PMA management had not developed program of advertising (newspaper 1s recommended) to
inform the Palestiman public that the banking sector within the country was Y2K comphance
The PMA’s senmior management is well aware of the need for such an awareness program and
requested this adwvisor’s assistance 1n developing one Several draft newspaper
announcements were presented to PMA management for their consideration during the later
part of the assignment They are actively considering using these as the basis for a
newspdper campaign to infoim the public about Y2K rcadiness in the banking scctor of
Palestine

= Banking Holiday on January 2, 2000

Conclusion

At the Banker’s Y2K Workshop, held on the evening of December 15, 1999, the topic of a
bank holiday for the Sunday after New Year’s Day was raised by several bankers who were
at the meeting The Governor solicited discussion on this topic and after consultation with
the representative from the PNA’s Technical Y2K Commuttee a decision was announced that
Sunday January 2, 2000 would be a banking holiday for all Palestinian banks This
announcement was incorporated into the draft newspaper advertisement (appendix D)
covering the safety and the preparations that had been made regarding Y2K by the banks of
Palestine

Finding
Dunng the course of several on-site interviews sentor bank managers and their IT officers
indicated concern that the PMA had not decided to declare January 2, 2000 as a banking
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holiday 1n oider to give the banks some additional time to recheck and test their preparations
for Y2K

= Establishing a Y2K Command Center

Conclusion

The Bank for International Settlement in Basel, Switzerland has addressed the problem of
Y2K related Bank-Supervisor communications and also the cross-border i1ssue of Banking
Supervisor to Banking Supervisor communication 1n areas where supervisory authority may
have a common nterest Attached to this report are two documents labeled appendices K
and L Appendix K 1s titled ‘Gathering Y2K Information From Financial Institutions
Recommendations for Supervisors”™ This document provides very clear direction to the
supervisor as to how to set up an emergency command center capable of tracking any Y2K
related disruptions in the indivtdual banks or across the banking sector as a whole It 1s
critical that PMA be in close contact with its banks from December 31,1999 when the
traditional yearend processing will occur through and including January 3, 2000 which will
be the first business day in the new year and the new millenntum The banks will be staffed
across this weekend doing a last minute series of Y2K-related tests to ensure total
compliance with Y2K It 1s important that the PMA also be staffed across this 5-day period
It 1s recommended that, at a minimum one banking supervisor and one IT Specialist 1s
present on a 24 hour a day basis across this extended weekend If PMA follows the guidance
provided by the BIS Circular they should be adequately prepared to run therr Y2K
Command/Emergency Center

Appendix L 1s entitled “Y2K Cross-Border Communications Between Supervisors During
the Millennium Period” and can be used to provide PMA both direction and guidance in
establishing appropriate channels of communication from the PMA to other Banking
Supervisory Departments, to the PNA’s Y2K Technical Committee and to any other
appropriate reciptent Many of the banks in Palestine are affiliated with and have their head
offices in Jordan Two banks in the Palestimian system are affiliated with banks in Egypt
All of the banks n Palestine have access to [srael’s Central Bank It is important that PMA s
management establish clear, formal and reliable lines of communication with these other
bank supervisors as well as with the PNA’s Y2K Technical Committee Governor Beseiso
assured the advisor that the Y2K Command/Emergency Center would be set up and fully
tested prior to year end to ensure reliable communications and status reporting both to and
from the Palestinian banks as well as to other Cross-Border entities as necessary

Finding

Senior management of PMA had not had time to address the establishment of an Y2K
Command/Emergency Center It was strongly recommended that PMA needed a reliable
channel of communications through which they could stay in bilateral contact with all of the
banks 1n the sector over the period of the extended Millenmium weekend It 1s critical that
PMA management has a structured way to communicate with the banks and that the bankers
have a structured way to communicate with PMA 1n the event of Y2K related disruptions
By having such a center PMA will be able to ensure that they maintain effective supervisory
authonity with their banks Correspondingly the bankers will have a channel to report internal
or external Y2K disruptions to their regulator in the event that they cannot deliver normal and
traditional banking services to their customers as required
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Appendices - Tables

Table 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments
For All Banks

Table 2 - On-Site Visit Status Report - Contingency/Business Continuity Planning

Table 3 - On-Site Visit Status Report - Customer Involvement, Training and Liquidity
Planning

Table 4 - On-Site Visit Status Report - Progress on [tems Referenced in Apnl 99 Y2K
Report

Appendices — Exhibits

A Appomtment Schedule Listing Date, Time, and Location of Each bank Visit
B Listing of All bank Officers Met During On-Sit e Visits

C Bank Interview/data Input Form

D Recommended Draft Newspaper Announcement Addressing Ability of Palestinian

Banks to Do Business Through Millennium date Change

E Recommended Draft Newspaper Announcement Listing Several Common Y2K

Related Questions and Answers

F Recommended Draft Newspaper Announcement Addressing a Y2K Fraud Warnings

for the Citizens of Palestine

G Recommended Draft Procedure for PMA Staff Covering Common Sense Rules to

Protect Your PC from Viruses

H Recommended Draft Newspaper announcement for PNA Identifying Practical Hints

on Y2K for the General Public

I Transcription (English) of the Press Release Made by PMA Detailing the Substance
of the Meeting/Workshop Held on 12/15/99 By Senior PMA management, this

Advisor and Senior managers from All Banks

J  Listing of the PNA Members of the National Authority Technical Y2K Committee

K BIS (Basel) Issuance Covering “GatheringY2K Information From Financial

Institutions recommendations for Supervisors”

L BIS (Basel) Issuance Covering “Y2K Cross-Border Communications Between

Supervisors During the Millennium Period”
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Part 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments For All Banks

Followup Areas of Followup Required (If any) Fimal Y2K Preparedness Final Summary Comments
BankiBranch Necded Rating
Yes or No
HSBC Bank NO |None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Fallback Good Liquudity
Planning
ANZ Grindlays Bank NO None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Fallback Good Liquidhity
Planning
Al-Quds Bank YES {Gen Mgr pronused fax to PMA 12/26 with full update 1 Manual [Fair to Good - Should Good IT Planning, Good
investment & test performed? What were results? 2 Dud they (be OK if promises kept (Business Contingency Plan
Development visit large credit & deposit customers (approx 420)? |and manual Test Good Liqudity Planning Should
Are Customers Y2K veady? 3 results were OK be OK if Manual test was good
Will they get additional insurance for extra currency?
Union Bank for Savings| YES (1 Did they visit all large credit/deposit customers by 12/24° Good Good IT Planning, Good
& Investments Are they Y2K prepared® Business Contingency Plan and
Manual Fallback Good Liquidity
Planming
Cawro Amman Bank NO None Required Very Good Good IT Planning, Good

Business Contingency Plan and
Manual Fallback Good Ligquidity
Planning

+ 81 A
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Part 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments For All Banks

Arab Land Bank NO None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Fallback Good Liquidity
Planning
—
Palestine International YES |1 Dud they do Integrated test of IT Systems as promised Good if Integrated IT Good IT Planning but need to do
Bank 2 Were Manual training plan/test developed/performed? 3 itest and Manual test integrated test, Good Business
Was extra currency insurance coverage acquired if needed? (results showed no Contingency Plan and Manual
problems Fallbhack if test was OK Good
Liquidity Planning
Palestine Investment YES |1 Was an integrated manual test performed no later than Good if integrated Good IT Planning, Good
Bank 12/28 as promised by management? What were results? manual test worked Busmess Contingency Plan and
oK Manual Fallback if test was OK
Good Liquidity Planning
Arab Bank YES |1 Did they visit large credit/deposit customers? Are they Y2K |Very Good Goad IT Planning, Good
prepared? Business Contingency Plan and
Manual Fallback Good Liquudity
Planning
Arab Palestine YES (1 Was Manual test performed for 3 days from 12/18-20 as Very Good if Manual

Investment Bank

promised by management? What were results?

test resuilts were OK

Goad IT Planning, Good !
Business Contingency Plan and
Manual Fallback Good Liquidity
Planning
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Part 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments For All Banks

Commercial Bank of YES |1 Did they visit large credit/deposit customers? Are they Y2K [Good to Very Good 1if [Good IT Planning, Good
Palestine prepared? comments to left were |Business Contingency Plan and
2 Was extra currency insurance coverage acquired if resolved Manual Fallback Good Liquidity
needed? Planning
Bank of Jordan YES |1 Dud they visit large credit/deposit customers directly® Are [Good to Very Good if |Good IT Planning, Good
they Y2K prepared? comments to left were |Business Contingency Plan and
2 Was extra currency insurance coverage acquired if needed® [resolved Manual Fallback Good Liquidity
Did they check with Amman head office? Planning
Jordan National Bank YES |1 Did they visit large credit/deposit customers (25)* Are they |(Very good Good IT Planning, Good
Y2K prepared? Business Contingency Plan and
Manual Fallback Good Liquidity
Planning
AlL-Aqsa Islamic Bank NO |None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Fallback Good Liguidity
Planning
Arab Islamic Bank YES |1 Did they visit large credit/deposit customers directly? Are

they Y2K prepared?

2 Was extra currency Insurance coverage acquired if needed?
3 Did they make currency arrangements with correspondents
as promised?

Good to Very Good If
insurance and currency
Issues resolved

Good IT Planning, Good
Business Contingency Plan and
Manual Fallback Good Liquidity|
Planning
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Part 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments For All Banks

Jordan Gulf Bank YES |1 Was extra currency insurance coverage acquired if Very Good Good IT Planning, Good
needed? Did they check with Amman head office? Business Contingency Plan and
Manual Fallback Good Liquidity
Planmng
Housing Bank NO |None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Falthack Good Liguidity
Planning
Jordan Kuwait Bank YES (1 Was extra currency insurance coverage acquired if needed? |Good If areas Good IT Planning, Good
Did they check with Amman head office? 2 Was YZK mentioned were Business Contingency Plan and
Liquidity Plan developed? 3 Will cormrected Manual Fallback Good Liguidity
carrespondents supply currency needs? Planning
Bank of Palestine, Ltd NO |None Required Very Good Good IT Planning, Good
Business Contingency Plan and
Manual Fallhack Good Liguidity
Planning
Palestine Islamic Bank{ YES |1 Did they visit large credit/deposit customers directly (50)®* |Very Good where the |Good IT Planning, Good
Are they Y2K prepared? Not as significant as in other banks (visiting of prime Business Contingency Plan and
due to strong general customer awareness program performed {customers will just Manual Fallback Good Liquidity
since June 1999 Promused to visit before year end make it a little better |Planning
overall
The Principal YES |1 Did they visit large credit/deposit customers directly (only 6 (Good to Very Good Good IT Planning, Good
Bank/Egypt or 7 customers involved who may have IT dependent overall Business Contingency Plan and

businesses as most customers are farmers)? Are they Y2K
prapared?

Manual Fallback Good Liquidity
Planning
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Bank/Branch

HSBC Bank

ANZ Grindlays Bank

Al Quds Investment & Development
Unton Bank for Savings & Investments
Cairo Amman Bank

Arab | 4nd Bank

[ alestme Inteenational Bunk

1 alestine Imvestment Bank

Arub Bank
Arub | dlestine fnvestment Bunk

Commeraial Bank of Palestine
Bank of Jordan

lordun Nationad Bank

Al Agsa Islamec Bank

Arub blamic Bank

lardun C ulf Bank

Housing Bank

Jordan huwast Bank

Bank of Palestine Ltd
Palestine Islamic Bank

The Principal Bank/Egypt

Part 2 On-Site Visit Status Report - Contingency/Business Continuity Planning

Y} 2k Contingency

Date } lan Modilied

Dute | lnn Retested

Manual ¥ rocessing

1 lun  urrent Bate Plan Tested {if needed) (if needed) baliback Date Tested fomef :l::::cl:;; l:::: o}:la;s’::“RT:;:‘:d (““rl
[ currentITPlan_ | 0t T na | na T Tested and Adequate | Nov 5 ] Customer Statements held at home _closest office |
[ CurrenttTPlan | Sep-99 13 | na [ Testedand Adequate [ N 99 | Customer Statements held at home _closest office |
rCumnl IT Plan L Oct 9 [ na J na J No Test j Willbe Done by 12124 L Customer Statements held at home closest omoe—]
I——Current IT Plan L Jun 99 l Ot 99 _l Nov 99 r Tested and Adequate _L Nov 99 4L Customer Statements held at home closest office j
l Current IT Plan__ | _ Oct 9 ¥ aa I na I Testedand \d quate 1D Sep 89 | Customer Statements held at home clogest ofﬁtg:\
‘ Corrent YT Hlan | Sep % T na | na T Tested nd deguate Ot 99 ] Customur Statements held at home closcst oﬂ@
[ CurrentiTlian | Willbcdon th 1 17| na ] n I NI [ Willb_don_ by 1236 | Customer Statements held al home _clos st office ]
Current IT Plan Ot 99 na na No Test Will be Done by 1217 Customer Slatements held at home_closest office
C urrvent IT Plan Jun 99 na m Tested and Ad_guate Now 99 Customer s held at home closest olfice
Current T Plun Oct 99 na na Not Test Willb done beween 12718, C ustomer Statemunts held at home closest office i
0
{ urrent IT Plan Sep 9 Nov 9 Nav 99 Tested and Adequat Nov 99 Customer Statements held at home close t office
Current T | lan O 9 Oct 99 Nov 93 Jested and Aduguate Nov 99 Customer Statvments held at home closest office
{ urrent 1T Plan Ocl 99 nd na Test d and Adequate Nov 99 Customer Statements held at home closest office
[ Cwment it han_ | Oct 99 T O © I Noy 44 [ Tewedand Ad quate | Noy 49 | Customer Satuments held at home_closest office |
Current 1 Flan__ | [ I Moy 9% | Noy 99 T lestedend Adequate | Nov 99 [ Customer Statements held at home_clasest oftice |
Current IT Plap hov 90 Qc1 00 Naov 99 Testud and _adequate Noy 99 Customer Statements held at home closest office
Current I1 Plan Oct 99 Oct 99 Nov 99 Tested and Adequate Nov 99 Customer Statements held at home _closest officé
[ Current N Plap | Uct 99 T Oct 99 1 Nov 9% | Teste land Adequate | Nav 99 ] Customer Statements held st home closest office |
[ Current ITPlan | _ Jun 9 T Oct 99 [ Nav 99 [ Testedand Adeguate | Noy 9 1 Customer Statements held at home closest office |
[ Current IT Plan__| _ Nov ¥ T ns ] na [ Testedand Adequate ] Nov 99 | Customer Statements held 8t home closest office 1
I Current IT Plan_| Jul 99 T na | A ] Tested and Adeguate |} Nov 99 | Customer Statements held st home closest office j
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Part 3 - On-Site Visit Status Report - Customer Involvement, Training and Liquidity Planning

Bank/Branch

HSBC Bank

ANZ Grindlays Bank

Al-Quds Investment & Development
Union Bank for Savinas & Investments
Cairo Amman Bank

Asab Land Bank

Palestine International Bank
Palestine Investment Bank

Bank of Jordan

Commercial Bank of Palestine
Jordan National Bank

Arab Bank

Arab Palestine Investment Bank

AL Agsa Islamic Bank

Arab Islamic Bank

Jordan Guif Bank

Housing Bank

Jardan Kuwait Bank

Bank of Palestine Ltd

Palestine Islamic Bank

The Principal Bank/Egypt

Bank completion of a Self | Use of Customer Use of Customer Adequacy of Adequate Insurance and
Assessment Survey for | Questionnawes By | Credit Assessments Customer Physical Secunty Adequate Y2K Liquicity Plan
PMA Banks By Banks Involvement Program

Yes Completed 7 99 Yes Yes Good Yes on both Good Plan_10%
[ YesCompleted 799 | Yes I Yes I Good 1 Yes on both I Good Plan_10% ]
L YesCompleted 793 | Yes 1 Not done 1 F Te il ck Insuranc one To be done

Yes Completed 7 99 Yes ] Nat done I Far Wiicorect . [ Yesonhoth 1 GoodPlan10% ]
I Yes Completed 7 99 [ Yes ] Yes ] Good | Yes on both i Good Plan 10% j
I YesCompleted 798 | Yes | Yes I Good ] Yes on both ] Good Plan_10% ]
[ Yes Completed 799 | Yes ] Yes T Good | Yes on both | Good Plan_7% 8% ]
[ YesCompleted799 | Yes | Yes [ Good ] Yes on both | Good Plan_10% ]
[ YesCompleted 799 | Yes ] Not done | Far Wilicorrect | Wil Check Insurance | Good Plan 8% 10% ]
| YesCompleted799 | Yes ] Not done | Far_ Wil correct Wilt Check Insurance Good Plan 8% ]
| Yes Completed 799 | Yes | Not done [ Far Will correct Yes on both Good Plan 10% ]
L Yes Completed 7 99 i Yes | Not done 1 Far_ Will correct | Yes on both ] Good Plan 10% ]
[ Yes Completed 7 99 | Yes ] Yes T Good —[ Yes on both | Good Plan 10% ]
i Yes Completed 799 | Yes | Yes I Goad 1 Yes on both ] Good Plan 9% 10% ]
[ YesCompleted 799 | Yes 1 Not done | Far Wilicorret | Will Check Insurance | Good Plan 10% ]
[ YesCompleted 799 | Yes 1 Yes T Good | Will Check Insurance | Good Plan 10% ]
[ YesCompleted 799 | Yes ] Yes | Good | Yes on both ] Good Plan 8% 10% ]
[ Yes Completed 7 99 | Yes 1 Yes | Will Check Insurance 1 Wil Check Insurance | New Goal 10% ]
[__YesCompleted709 | Yes [ Yes [ Good | Yes on both | Good Plan 7% 10% 1
[ YesCompleted799 | Yes | Not done [ Far Wilcorrect | Yes on both [ Good Plan 10% ]
[ YesCompleted788 | Yes I Not done | _Far Wilcorreet | Yes on bota ] Good Plan 10% ]
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Part 4 - On-Site Visit Status Report - Progress on ltems Referenced in April 99 Y2K Report

Banh/Branch

HSBC Bank

ANZ Grnindlays Bank

Jerusalem Investment
& Development

Umion Bank for Savings
& Investments

Cairo Amman Bank

Arab Land Bank

Asses mest

12k | reparution | Written \ alidation Renovation < SEval N N
Status Review Plan Awareness 1.(::::: :' (Testing) (Repair) Implement Summary € ts/ after 1 1999 Bank Visit
Fmpl y es C_womers
Recenily opened Systems tested prior fo opening  Banking system 1s Y2K
April 99 Stalus HO Yes Yes Yes Yes Not Required Yes compliant Plans and renovation work done on a Graup level in Dubai (Very
Good)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required All Non
Status IT Comphant
Recently opened Systems tested prior to opening  No itegrated test
Apnl 99 Status HO Yes Yes Yes Limited Not Required Yes Maintains good documentation (Very Good)
December-99 YES YES YES YES YES YES YES All Hardware and software Y2K Comphant and Certified as required All Non
Statug IT Compliant
Hardware s betng replaced Software provided by an oulside vendor and is
Apni 99 Status No No No Yes Lirnited No No being upgrading (Far)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required  All Non
Status IT Comphant _
Banking system written in COBOL and being upgraded HO coordination is
Apnl 99 Stalus HO Lirmited No No Very Limited No No hmited Branch resources appear fo be himited  (Needs impravement)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required All Non
Status IT Compliant
Replacing and upgrading in June Software provided by an autside vendor
Apnl 99 Status HO No No Yes No No No {Needs improvement)
December 99 Al Hardware and software Y2K Comphant and Certified as required  All Non
Status YES YES YES YES YES YES YES T Comphant
Replacing and upgrading in June Software provided by an outstde vendor
Apnl 99 Status HO No No Yes No No No {Needs improvement)
—
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Cerlified as required  All Non
Status IT Compliant 1

NS
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Part 4 - On-Site Visit Status Report - Progress on ltems Referenced in April 99 Y2K Report

Palestine Intemational
Bank

Palestine Investment
Bank

Bank of Jordan

Commercial Bank of
Palestine

Jordan National Bank

Arab Bank

Arab Palestine
Investment Bank

In house commitiee consist of IT and administration and ofien communicates

Aput 99 Status |  in May No No Yes Limited No No through e-mail with IT and branches (Good)
o |
December 99 YES YES YES YES YES YES YES A}l Hardware and software Y2K Compliant and Certified as required  All Non
Status T Compltant
Unit test has been completed but no documentation  Software I1s being
Apnl 99 Status No No Neo Yes Limited No No upgrading (Good)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Comphant and Certified as requited Al Non
Status IT Comphant
April 99 Status HO Yes Yes Yes Limited No No Software being upgraded Plans are driven by HO (Good)
.
December 93 YES YES YES YES YES YES YES All Hardware and software Y2K Comphant and Cerlified as required  All Non
Status IT Compliant
Plans to upgrade to sofiware and hardware Testing has mvolved user
Apnl 99 Stalus No No Limited Yes Limited No No groups (Good)
December 99 YES YES YES YES YES YES YES Alt Hardware and software Y2K Compliant and Certified as requised  All Non
Status {7 Compltant
Regional committee consisting of HO branch and IT staff Soflware provided
Apnl 99 Status HO Yes Limited Yes Limited No Na by outside vendor 1s being upgraded (Good)
All Hardware and software Y2K Compliant and Certified as required  All Non
December 89 | ypq YEs YES YES YES YES YES [T Comphian
Status
Testing has been mostly completed  in house programs are Y2K camphant
outside programs are being upgrading HO assurance team to visit in May
Apnl 99 Status HO Yes Yes Yes Yes Yes Not HO commitiee consists of senior managers from branches HO has
compleled  |dovalaped contingent plans  (Very good)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required  Ali Non
Status \T Compliant ]
Small bank wath mostly wholesate operations  Few customers and products
April 99 Status HO No No No No No No Owned 507 by Arab Bank \Works with and has technical agreement with
Arab Bank (Good)
d Certii n |
December 89 YES YES YES YES YES YES YES Ali Hardware and softwa e Y2K Compliant and Certified as requised  All Non
Status {T Comphant

gJLn-Z Dg;d
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Part 4 - On-Site Visit Status Report - Progress on lte

AL-Aqsa Islamic Bank

Arab Isiamic Bank

Jordan Gulf Bank

Housing Bank

Jordan Kuwait Bank

Bank of Palestine, Ltd

Palestine Islamic Bank

The Principal

b N P

ms Referenced in April 99 Y2K Report

Recently opened with few customers  Systems tested prior fo opening  No
Apnil 99 Status Yes No No Yes Limded Not Required Yes integrated test (Very Good)
December 89 YES YES YES YES YES YES YES All Hardware and software Y2K Comphant and Certified as required  All Non
Status IT Comphant
in house commutiee consist of IT staff Software provided by an oulside
d d in thy be d Good
April 99 Status HO Limited Limited Yes Limited No No vendor and in the process of being upgrading (Good)
[of
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Complhant and Certified as required  All Non
Status |T Compliant
PCs replaced Software provided by an oulsde vendor and is being
April 99 Status HO No No Yes No No No upgrading (Good)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required  Ail Non
Status {T Compliant
PCs replaced Software provided by an oulstde vendor and 1s being
Apnl 98 Status HO No Limited Yes Limuted No No upgrading (Good)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Compliant and Certified as required  All Non
Status IT Comphant
Upgrading of hardware in progress HO committee will visit in May  (Good)
Aprii 99 Status HO No Limited No No No No
December-99 YES YES YES YES YES YES YES Al Hardware and software Y2K Complhant and Cerlified as required  All Non
Status IT Comphiant
Software provided by outside vendor Plans to upgrade to software and
April 99 Status No Yes No No No No No hardware Needs to formalize in house committee (Faur)
All Hardware and software Y2K Comphant and Certified as required  All Non
December-99 | ypg YES YES YES YES YES YES |7 Compliant
Status omplian
Plans to upgrade to software and hardware Testing has involved user
April 99 Status No Yes No No Limited No No groups (Far)
December 99 YES YES YES YES YES YES YES All Hardware and software Y2K Comphant and Cerlified as required  All Non
Status IT Comphant
N Operalions are mostly marJal HO committee plans to visit the branch in
Apnil 99 Stalus No No No No No No o May (Needs Improver ~ni)
December 99 YES YES YES YES YES YES YES ANl Hardware and softa re Y2K Comphant and Cerhified as required  All Non
Status IT Compliant

cfrsbue
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Palestine Monetary Authority (PMA)
Bank Y2K Review Project
Dates of Dec-199v

Bank/Branch On-Site
Bank Visits

HSBC Bank Vhiddle East Ramallah 12-07-99
10 00-12 00

ANZ Grndlavs Bank Ramallah 12 07-99
12 30-2 30

Al-Quds Banhk tor Development & Investment Ramallah 12-08-99
(1 "interview) 10 00-12 00

Lmion Bank for Savings & Investments Ramallah 12-08-99
12 30-2 30

Cano Ammuan Bank Ramallah 12-09-99
10 00-12 00

Atrab Land Bank Ramallah 12-09-99
12 00-2 00

Palestine International Bank Ramallah 12-11-99
10 00-12 00

Palestine Inyestiment Bank Ramallah 12-11-99
12 00-2 00

Arab Bank Ramallah 12-12-99
10 00-12 00

Apab Palcstime Imyestment Bank Ramallah 12-13-99
10 00-12 00

The Commetcial Bank ot Palestine Ramallah 12-13-99
12 00-2 00

Bank ot Joidan Ramallah 12-14-99
10 00-12 00

Jordan Nauonal Bank Ramallah 12-14-99
12 00-2 00

AL-Agsa Islamic Bank Ramallah 12-15-99
10 00-12 00

International Atab Istamic Bank, PLC Ramallah 12-15-99
12 00-2 00
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Y2K Status Presentation with Senior PMA
Management and Semior Bank Managers at 7PM

Jordan Gulf Bank Ramallah 12-16-99
10 00-12 00

Housing Bank Ramallah 12-16-96
12 00-2 00

Al-Quds Bank for Development & Investmenc Ramallah 12-18-99
(2™ Inters 1ew) 915-11 00

Jordan Kuwait Bank Nablus 12-18-99
12 00-1 30

Banh of Palestine, Ltd Gaza 12-19-99
945-10 45

Palestine Islamic Bank Gaza 12-19-99
10 55-12 15

The Principal Bank/Egvpt Gaza 12-19-99
12 30-1 15

Visit PMA Headquarters m Gaza for Y2K Review  Gaza 12-19-99
120-2 45

Prepare Final Report for PNA PMA Mgmt 12-21/23-99

Exit Meeting to PMA Govemnor - Gaza 12-22-99

Exit Meeting to PMA/PNA Mgmt and USAID 12-23-99

Subnussion Final Report to Barents Project Leader 12-24-99

Submusston Final Report to Barents Washington 12-27-99

DC Headquarters
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Bank Officers Met During Review of Banks in Palestine

Bank Name

HSBC BANK

ANZ GRINDLAYS
BANK

Al Quds Bank

Unton Bank for
Saving& Investment

Cairo Amman Bank

Arab Land Bank

Palestine International
Bank

Palestine Investment
Bank

Arab Bank

Arab Palestimian
Investment Bank

Date

12/07/1998

12/07/1999

12/08/1999

12/08/1999

12/09/1999

12/09/1999

12/11/1999

12/11/1999

12/12/1999

12/13/1999

Time

1000 12 00

1230 2 30

1230230

1000 1200

1000 12 00

1230230

1000 12 00

1200 1 30

1000 12 00

10 00 12 00

Names

Stuart Barkinson
Wisam Khouri

Anton Battetkha
Zafer Abdul- Haiim

Ma en Al- Labad
Tayseer Qudeh
taleb Kifayeh

Eid Ghayadah
Suhail yahya
Mohammad Salman
Mohammad Fray

Jamal Zada
Musa Shamieh

Tayseer Qutteineh
Imad Jarallah
Waddah Khamlan
Mahmoud Al-
Rama ah

So'od Dardas
Ahed Al-Bakhiet

Usama Khader
Kaysar Omar
Ammar Khdairy
Ghazi Musleh

Yousif Al- Qadi
Salah Farnis

Taysir Khalil
E Ahmed Abu-Ghosh
Khaled Ghannam

Masoud Al- Ardah
Adel Lafi

Joh Title

Branch Manager
Technical Sei ces Cle «

Executive Manager
Technology Officer

Acting branch marager

Branches Operaticn flanc-e

I T Officer

FinancialRAdminisaatt € Su-< sz
| T Dep

General Manager

Head of i T Dept

I S Manager
Manager

Executive Manager Banw O
Admintstrative Manage

I T Dept

Banking Operation Degt ReZ zne

Financial Manager
| T Dep Regionalfla

General Manager
Operation Super (scr
EDP Manager

Deputy General tManacser

Deputy General Manager
| T Dept

Financial Controler
Head of ISC Palestine
Manager Supply& Prerises Dect

Director
MIS Officer



The Commercial Bank

of Palestine

Bank of Jordan

Jordan National Bank

Al- Agsa Islamic Bank

Arab Islamic Bank

Jordan Gulf Bank

Housing Bank of Jo

Jordan Kuwaitti Bank

Bank of Palestine LTD

Palestine Islamic
Bank

The Principle Bank for

Development&
Agnicultural Credit

12/13/1999

12/14,1999

12/14/1989

12/15/1999

12/15/1999

12/16/1999

12/16/19639

12/18/1999

12/19/1999

12/19/1989

12/19/1999

UNITED STATES OF AMERICA

1200200

10 00-12 Q0

12 00-2 00

10 00-12 00

1200 200

10 00 12 00

12 00-2 00

10 30-12 00

10 30-12 00

12 00-1 00

100200

iy

o
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Abdallah Khall
Basem Maraqga
Issa Mrebe
Sbeih Al- Khally

Fayez Al Dabbas
Anwar Jyousi

Assaf Bleid!
Mahmoud Al Zaben

Dr Mohd Sarsour

Muhsen Abdl Wahab

Ayoub Kamal
Nabeel Samara
Murad Saleh
Taghnd Ameireh

lzzat Thawabeh
Watheq Omar

Dr Anis Al- Hajjeh
Mohammed Khaled

Hasan Husemn
Yousef Mukahhal

Dr Hani AL Shawa
lhab Al Aloul

E Aladdin El Astal
Saeb Sammour
Bassam Abu Shaban
Samer Nassar

Alt Al- Zammar
Sameh Al- Bhaisy

Abbas Abdel Hadi
Eid Bshara
Naser Audeh

Manager

| T Dept

Branch Manager Al Ram
Accounting Deg

Banking Operation [ lanager

Assistant R Manager
Computer Division Head
Financial Controller

Dy General Manager
Computer Dept Acmin

Operation Manager

Inspection Dept Manager

| T Dept Manager Head Office
Financial Manager

Facilities& Credit Control Manacger
I T Dept Manager

Regional Manager
! T Dept Manager

Branch Manager
Assist Manager

Vice Charrman Deputy G Manager
Head of Computer Division

Head of Services& Mamntinance
General Supervisor

Assisitant Head of | T Dept

West Bank Legal Adviser

Deputy General Manager
Head of | T Dept

Branch Manager
Head of Accounting Dept
Head of | T Dept
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Palestine Monetary Authority (PMA)
Bank Y2K Review Project

Namte of Banlk/Branch Duate

Introduction
~ PMA and Muimstiy of Planming support to PNYA s national Y2K Commuttee

~ Business Issue at this point and well bevond IT Technical 1n nature

Primary puipose of visit
» Current Stitus of Y 2K Redrted Pieparation

~ Busmess Contmnutty/Corpot ate Contingency Plinming Focus

» Roview PMA Notific ition of Legnal Holiday Status

Response to Issues Identified at April Vst
» Corrections and Fnhancemonts made since April 1999 visit

# Awiaieness Assessnient Renovation

~ Vahdation Implementation Contingency Planning

Busmess Contnumny Planming
» Corporate Contingency Plan

» Date(s) Tested Copied to PV A
~  Results ind Date VModiiied Fully Tntege vted Tost
~ Date and Vethod of Retesting Manual Testing Fallbick

Local Hardcopy and Disk ot Tipe Backup of Data Base

Customer Y2K Orrentation
~ Bank’s Self assessment

~ Customer Questionnane and Preparation
» Customer Credit Assessment

~ Spcatfics of Customet invols ement

Liquudiry Planung Status, Incieased Insuiance and Secui ity



[ N NS/l ST

b

UNITED STATES OF AMERICA

Sradasual s

q & g? TH b aman Sair o wuil e

Th Y oar D00F 1w o Sl ot 1g

A Message To The Palestinian People From The Palestine
Monetary Authority (PMA) About Year 2000 (Y2K)

The Banks & Bank Branches of Palestine Are Well Prepared For Y2K

Introduction

The year 2000 comphiance 1ssue 1s a myjor problum challenging many organizations 1l over the world
This problem may eftect the business sectot of owr economy sertously, espectally the tinancial secton
which 1s one ot the most important sectors inout lite  The year 2000 problom wluch s also clled the

Millenum Buyg 1s not only a computer problem but 15 also a business 1ssue Therelore one ol owr mam
concerns at the PMA was to guarantee that the banks and bank branches in Palustme solved it propat
so that the Palestimian people could be asswed ot accurate and efficient banking services m the veu
2000 and beyond At the PVIA the vear 2000 1eadiness program has been a high prionty since 199
The PM A has made sure that all banks had teams ot people working on tjhis impoitant project Al
continuing overview and supervision we at the PMA can assure vou that the bank computeic
equipment, communication netwoths operating svstem software data bases and application programs
have been properly readied and fully tested in every bank in Palestine

PMA Role Overview and Supervision Role

The PMA was mornutoting, controlling and reviewing the year 2000 projects and preparations bein
made at ev ery bank in Palestine  The PM A made suie that every bank and branch gave Y2K the highest
priolity At this point tn time every bank s finished w wth therr Y 2K projects and are propetly prepated
to operate i1 the new nullennium

Contingency Plans Were Developed

The PMA made sure that as a part ot everv banks preparation included the devdopment of a
contingency plan Tlus plan assures vou the Palestinian people, that the banks in Palestine will have
business continuity in case there 1s anv problem with the electrical powet or telecommunication
systems The risks (of whatever nature o1 souice) to the banking system ot Palestine wete wentfred
and evaluated by each bank and plans w ere made to address each one so that the banks will continuc to
operate tor the people

Banhing Holiday on January 2, 2000

The Governor of the PV A and the Palestiian National Authority have decided to declare Sunday 02

01-2000 as a banking holidav so that all banks will be able to make one final sciics of tests and chechs
to be sure every prepatation tor Y2K 1s 1eadv and proper  Since this dav has also been declared o
holidav tor neighboring countiies (Jordan and Istael) and 1t 1s normally a holiday tor all ot the 1est ot
the banks 1n the woild there will be no harm to the Palestine banks and branches o1 our ccononn
because of this extra holidav  All banks will be open and ready tor business on Monday 03-01-2000
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Questions and Answers on the Year 2000 Problem

How widespread 1s the Year 2000 problem tn the bankhing industn ®

Any person or organization that uses computerized svstems o1 cquipment can be tfected by the Y 2 Poea 7y |
change But banks wnd sav ings wistitutions are umong those compantes that can be espectilly attected by the proie

Whe 2 Because somun ot the ttans waons they handle imve o date sesiuve mtormatton such s the daite 1
deposits o1 pavments are made which m i atfects wecount bilances and mterest caleulations That wh Y
tinancial services mdusty os takmg agoressive steps 1o mihe st its computer ssstems will process nn

propetiv i the Year 2000

W har ov iy banh domng to make sure thar s systems will work corsectly ?

From the smallest to the largest banks aie checking and fixing their computer systems to mahe sure b

will operate smoothly i the Year 2000 Banks and say imgs mstitutions are tequited by tedetal e culitors
have plans in place to get then svstems Y 2K ready Each institution s readiness plan s ditterentbecause
must be tatloted 1o 1ts own sttuatton Banks are expected to have these crucial steps completed ssefl berar e

the Year 2000

Who s ciicching to mahe surc my bank 1y dowg what it necds to do?

The PAM A s closchy momtoting the progress of banks m completing the critical steps tequiied by therr Y ear 200
plans  Thus {ar banks are mecting the regulitors expectations

Iy thac amvihung Iean do to tcdl of ny istitucion has tahen steps to geticady for the Year 2000 date Jan g’

Fust read cvervthing vow bank gives vou reparding the Year 2000 nd its ctots to be Y 2K roady M

mstitutions expeet that then customers widl hive questions so thev ve prep ued stilement stutters brochures md
articles tor customer newsletters that describe thor Y ear 2000 readmess cttorts Institutions also are holding Y
2000 stminars to provide intormation to customers and answer questions [t vou call or visitvouw bank ndash bout
its plans to get readv for the Y ear 2000 date change talk to anemployee who 1s know led 2eable about the 1y ttution

Y 2K program

How conld a Y2R problem affcct iy banking 1ounnc’

Y our daily banking routme generally should not be affected Despite the banking mdustry s best cttoits how e
some customets could encounter disruptions in service or other problums To mahe sure that banks arce reads to de
with problums quicklv and crfectnvely allarcrequued o establish plans that will proside tor altermnaty ¢ methods « f
domg business 1t needed

How wddl I hnow tf my account balances arc conicet after Januany 120007

The bestway to verrty the accuracy of the t mnsactions posted 1o 30U 1ceount 1s to 1y iew sour bink siatenie: ¢ 1
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do that vou need 1o hav e complete and accurate records ot all vour account tinsactions—a prudent practice unde
any cucunmstatices

We suggest you hkeep copies of vour deposit slips bank statements and other recoids o
your ttansactions espccially those tor the lust six months of 1999 and the first tew months ot 2000 Compure ou
records against what s shown on vour statement [t vou find a disciepancy contact vour msttution to «sohe
etror When it coimes to double chicehing the amount ot mierest credited to vow 1ccount trvn v o do the ¢aleul i cns

yourselt can be complicaed

Instead vou nught want to stmply compare the mterest shown ot vour cutrent monthly statument with the amouwn 1
found ot somie earlier statements It the amount doesn tlooh 1ight contact vour bank or savings mstitutton tor licip
m checkhing the caleulation Also be aware that institutions ate requured to keep back up records tor accoun €
transactions so thes can recover this mtormation i case of an cmergenes

These back up records could be used to identifv and correct ertots that mught atfect vour deposit loan o ol ¢
account due to a Y em 2000 computet problem
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Y2K Fraud W atning for the Citizens of Palestine

Bewate of Y 2K scams

The Year 2000 computer problum isnt 1 problum tor crinunals -it's an opportunmits to ¢ash e on people s tears
about the unhnown While chanees 1re vou ll never encount = 1Y 2K con we want vou to hnow how to spot il «
warnng signs 50 vou won'tend up 1 victim The Palestine Mot Authorits (PMA) beheve that seams such 1s
these could become more promiment m the coming months

A con rmst posing 1s 1 bank umplosce ealls to sav that s part ot 1 Year 2000 fix of the bank s computers vou
must contirm (1ctually reveal) vour eredit card or bank 1ccount number The crook then uscs this nformntion o
order mew credit cards or chechs in vour nume nd goes on 1 shopping spree Nover give out 1ccount
intormation credit card or social sccunits numbers or other personal nformation to someone vou don t hnow
unless vou have mtted the contiet Bank customers should report s suspicious requests tor confidenonl

account intformation

Y ou recene 1n unsolicited otfer to hold ' sour moncy until atter January 12000 m 1 plwe that's supposcdls
safer than vour bank The money would only go nto the crook s pochet

A sales purson trom 1 company vou never heard ot ealls to sugacst thit vou buv nto n mvestment thats trec ot
Year 2000 problems (or will "solve Y 2K problems) and 1s guarinteed to net 1 big profit Its ikl the only one
profiting will be the scller while vou get hittle or nothing i return

Bost Defunses

The PVA wants you to be Y2K-caretul Here are tour things vou can do to protect vourself from 1
potenuial Y 2K swindle

I Remember the classic red flnes ot 1 tmancl swindle W suggest vou hang up the phone or walk
v trom un unsolicited offer if

= The deal seums too good to be true or dousn't scem to mhe sense

s The otfir is trom wn untnubinr compans often without 1 street address or dircet telephone number

*  The person or company wont give sou writtent detatls ot the ofter

*  Youre ashed to gnve ¢ash 1 cheeh or vour eredit card or bank account number betore vou reeene
goods or services

= The sales purson uses hugh pressure tacties or 1s intundating

*  Protect vour personal finnncinl intormation

2 Nover give out vour bank 1ccount or credit card numbers to i unknown person or compun unless vou
minaced the contact ind nuver gnve nvony the Porsonal Identification Number vou use to access i
ATM A con rtist can use this irtormanon to withdraw money from sour baink 1ccount or order new
oredit cards in vour nume
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Check out v offer to buy or mvest i a product or service before vou commit to anvthing If vour.
seriousls considering an otfur get as much information as vou can before vou agice 0 pav moncs
Alwss contirm with 1 relinble source whether vou do indeed have a problem or that there snt 1
better solutior  "ar \\ample 1t soure approached 1bout a supposed Y2K prebiem with vour bank
account mdependentls check with vour financinl institution

L

4 Take the tume to spot and report 1 possible traud

Alwass review vour 1ccount statements 1nd credit card bills to make surc a swindler hasn t withdrawn mones or
made purchiscs insour nime Also 1t one ot these regulnr maulings docsn't arrive that could be a sign someon.
mas have changed vour billing address tor traudulent purposes If sou think vou vo been the victim of 1 scam or
just suspect something fishv call vour bank or the police immedintels

[f vou just remember these tour sumple steps 1t's a good bet that sou won't have to worry about being the victin
of a Y2K scum

R‘J
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Common Sense Rules to Protect Your PC From Viruses

Regardless of your operating system, these six rules should protect you fiom most of the over 46 000
viruses that are currently floating around the internet

+ Purchase A Good, Commeicral Antivirus Program Like Norwn Antivirus Or MoAtee Vrus saan

Most commiercial antivirus programs usuallv cost betw een USS40 and USSS0 and can be purchased at alinost
any computer store 1n the world [Y ou can usually save about USS10 11 vou purchase the sottware online
visit http //www shopper com/ for mote mtormation]

Antivirus program manufacturers also release nunor upgrades cvery two to thice months and major upgrades
evers twelve to etghteen months YOU NEED THESE UPGR ADLS Munor upgrades ate usually tree and
major upgrades usually cost anywhere between USS20 and USS40 depending on the manutacturer [think of
this as an expected expense -- just as you have to change vour car's otl every 3 000 mules you have to upgrade
vour antivirus software every year to year and a-haif]

To see 1f any minor or major upgrades are asv ailable for your antiv irus program visit your antivirus prozrant
manutacturer's homepage A st of antivirus manufacturers’ homepages can be tound at
http “www yahoo conv/ or at AOL kevword "virus '

2 Update Your Virus Defimitions Frequently (At Least Once \ Week)

With over 250 new viruses bemg discovarcd cach weck 1t vou don tupdale your detinitions trequently vou
wont be protected from ANY of the nuw viruses tloanng around the Net

How do you update your virus defimtions > That depends on the antiy nus program vou use  Norton Antis irus
has a "Live Update" button bult into the program click on it and Notton automatieally downloads and
wistalls the latest virus definitions from Net  McAtee VirusScan has a sumtlar update tunction (goto File >
Update VirusScan)

[f vou are unsure of how to update your virus definitions visit the homepage ot vour antis irus sottware
manutacturer and look for their "download  update or "technical support section

3 Never Double-Click (Or Launch) * Any * File, Especialls An Email \ttachment, Regardless
Of Who The File Is From, Until You First Scan That File With Yout Antivirus Program
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Thus 1s probably the most impottant tule of them all There are currently oy er forty-six thousand viruses out
there there are over 2 8 trillion possible tiles names out there and any one of those viruses could be huding
any one ot those file names A lot ot people think that vou can protect yourself from a computer virus by
being on the lookout for one particular virus or one particular file name (hence all of the virus warnigs vou
have recerved mn your email inbox latelvy Thats not only sillv, that s dangerous  If vou want to protect vour
computer from viruses vou need to 1ignore \LL of the virus warnings you recen e and instead he v 2=~ o,
EVERY f{ile you see espetially cvery file that 1s attached to an email message

It 1s important to note that despite all ot the warnings to the contrary there 1s no such thing as an email virus
If you are running the most up to-date sersion of Windows (see rule 7> below ) or if you have a Mac you can
open your emals, regardless ot their subject lies without tear of mtecting your computer, provided vour
ematl program doesn t automaticalls open attachments (most don'ty It s the files that are ATTACHED o
emails that you have to tear Think ot a computer virus as a well packaged letter bomb  You can move 4
letter bomb from room to room in sout house without anv danger Open the letter bomb however and vou
die The same 1s true with computer viruses Y ou could download a billion virus-intected files from the
Internet and receive anocher bilhion viuus-intected files attached to email messages and your computer sull
couldn't be mfected with a vitus Open o1 double click on just ONE of those tiles though and vow

computer s dead

Remember, to tntect your computer with a viius vou hat e to open (or double-clich on) a file that contans a
virus  As long as you don't open that tile vou really have nothing to tear

How can you scan a file tor vituses’ [t depends on the antiy nus program vou use The best bet 1s to read
your antivirus program’s mstructions or read its online help section  If vou use Norton Antivirus or Mc Atec
VirusScan, nght-click (or 1t you havea Vac chick and hold) on the file in question A pop-up menu should
appear and one of the choices should be Scan with  * and the name ot your antivirus program  If that
doesn't work just open your antivuus program and trv to scan the file from there

Do you have to scan EVERY file even it that filc 1s from vour friends or coworhers’ Yes' Both the Melissa
and the WormExplore Zip viruses distibuted themsclses by opening vour email program looking at erthu
vour 'triends’ list or the list of email addiesses m vour mbox and then distributing virus-infected tiles 1o

everyone on that list

In the world of computer vituses you cant trust ANYONE

4 Turn On Macro Vinus Protection In Microsoft W ord, And Beware Of All Word Macros
Especially If You Don't know YWhat Macros Are

Word Macros are saved sequetiees ot commands or hes board strokes that can be stored and then recalled with
a single command or hevboard stiohe  Thev cnable advanced Word users o eastly accomplish what would
otherwise be difficult tashs Thev also allow viius writers to do serious damage to vour computer For
example the Melissa virus was actually a Word Vacro virus

1
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If vou use Word 97 go to Tools --> Options Click on the General" tab Make sure that  Macro virus
protection” (at the bottom of the list) 1s cheched [fyou use Word 2000 Double-click on the Tools me
poit to 'Macro " and then choose "Security ' Select the level of security you want  High secutity willallo
only macros that have been signed to open Unsigned macros will be automaticailv disabled 1T '
securtty alwavs brings up the macro dialog protection box that allows vou to disable macros 1t vouare m tic

o t' ¢ macros

With Vacro virus protection turned on Miciosoft Word will wain vou every time vou tuy to open 1 'V oo
document that comtams amacro  The warnimng gives vou thuee chowees the option to open the hile but disanle
its macros { disable macros”) open the file with macros enabled ( cnable macros") orthe option to nat opa
the tile ( dono open') Chose the first {dctault) opuon  disable macros

For mote information visit the Macro Virus Protcction pa_t it
hitp ‘otficeupdate nucrosoft convfocus/articles 097merod hun

5 Run Windows Update At Least Once A Month

Windows is aptlv named because 1t 1s full ot holes There are several nads ertent open doors' (or ceunits
holes ) in the Windows operating system that *COULD* concuivablv mahke your computer sulnetible 1o
outside attack  [n spectfic a mean-spuited hacher *COULD* walk thiough' one of these opun doors onvot
Windows PC and read any file on your computer delete spectfic files ot programs orevencompleteh cra o
vour haid drive

When the folks at Microsoft discover a sceunity hole they immeditely rcle 1se d sobtware puch to ddose it
Without the pateh - and there are MANY - sour computr 15 wide open o outside ttach

Fortunately downloading these patches couldn t be simpler Built into oy ery Windows 95 and Wind s 08
PC s somuthing called ' Windows Update  Windows Update 1s completelv free butthere s onccaich  ou
have to have Internet Explorer 5 to be able to use 1t (Here 1s how to use Windows Updat to download all o1
the securnitv patches Microsoft has released since vour PC was made

I Connect (or logon) to the Internet

2 Goto Start --> Settings --> Windows Update on your PC  This launches Internet Explorer and connee »
vou to Microsott's Windows Update page [ http /windowsupdate microsott com ] If vou don have
Inturnet Explorer 5 (IE5), Microsotts Windows Update page will talk you through the process ol
downloading IE5  If you already have I[ES keep reading

3 Onthe top lett-hand side ot the Windows L pdate page click onthe Product Updates lmk it 15 Jdic one
with the hand and the red *)

+ A pop upwindow will appear, telling vou to wait while vour computer DOLSN T send any mtonmation
to Miciosoft (well that's what 1t savs')
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Eventually vou'll see a page that savs Select Sottware ' When Microsoft releases an essential update or
patcli o lose a security hole n Windows they putit i this page's "Critical Updates” section Select (or chich
on) LV ERY THING 1n the Critical Updates section -- you need *ALL* of the critical updates -- and then
chick on the big gray ‘Download" arrow in the top right hand corner of the page

Follow the on screen promipts That's ittt )N\ew security holes ate found m Windows every week or two so it
1s a vood 1dea to1un Windows Updute at least once a month The fiist time yourun 1t expect to see a MESS
of untical updates  After that though there should only be one or two critical updates you'll have 10
download vvery mounth

6 It Someone Unexpectedly Sends You An Executable File -- In Other Words, A File That Ends [n
Exe -- Thiow [t Qut

Most ot the torty -sin thousand viruses that are Hoating around the Net right now are luding in executable files
It somcone even a close personal tizend unespectedly sends you a tile that ends in exe -- or if they
unespected!y send vou a zipped file that contains a file o1 files that end i1 exe - your safest bet 1s to delete

the hile without opening 1t

The hev word heie 1s "unexpectedly ' If vou are expecting a friend to send you an executable file vou
certatnly dont need to delete that file -- just vurus scan 1t tirst betore you open it

However 1f you are 1n an environment (like a home) where you don't often recenve ANY files attached to
your 1conung email messages a better rule would be "When in doubt throw it out  and doubt

EVERY THING "

How wll will these siv rules protect vour computer from becomng infected with a virus Trojan horse or
worm’ Take a look at the followng questions and dectde tor yourselt How many people whose computers
were mtected with the Melissa virus ignored at least one of these rules? ALL OF THEM! How many people
who tollowcd these siv rules had therr computers infected by Melissa? NONE OF THEM! How manv
people whose computers w ere mtected with the WormExplore Zip virus ignored at least one of these rules’
ALL OF THEM' How manv people who tollowed these siv rules had their computers infected by the
WormLplote Zip virus? NONE OF THLAY

These sin rules will not protect you from very computer virus Trojan horse or worm but thev will so
sigiificantly decrease your computer's chances of becomimg intected that you can all but torget about the next
virus scate and all the ones that will tollow

The Year Y000 Patestinsan Nauonal Technicat Con m uee
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Practical Hints on Y2K for the General Public

As we approach the new mullennium here are some common sense suggestions as 1o how 10 best prepare tor m
\ 2K related problems It 1s possible that we will experience local power outages some tulecommug icatio
problems In general we do not anticipate any major problems in Palestine but we encourage vout> y e

any eventuality

[nan ctfort to help vou prepate for Y2K here are some helptul ups for risk reduction priot to fanwu 1 2000 {h
document is or ganized mto sections comprising the possible primary tufure pomts ot national ot localntry tiue ¢
should Y 2K-1clated problems oceur m Palestine  Each section contams a shott discussion of the prob ibulit N
nature ot tarlures as well as some guidelines to consider when preparing your home and tamily tor potentid Y 2N
problums  When possible caie has been taken to teconimend the most economical safe andctfectine n e hod,
teduce rish tor a houschold  That 1s manv ot the nisk reductuon measures do not call tor cxotic cquipnic
matenial that a houschold would not require over tune anvw av

Power

\lthough a serious loss of power tollowing January 1 1s not anticipated takung a few precautions mahes scise |
ot power at home will atfeet each individual shightly differently. However ingeneral the [oss of power could nice

one 1 the tollowmg wavs

Rish Loss ot highting
Risk Reduction Measure Tlashhights and citra batteries battery-powered lanterns (Cndles or 215 pov oo

lanterns are not recommenided tor satety reasons)

Risk Loss of applances--not just refiigerator washer anddner (e g electicalam Jdectie canopuias ma ne
tunction tor canned goods and your hair drycr may not work)

Rish Reduction Maasure Manual apphances tor tood prep uion (can openets oo ) Use buhtubs ko
plastic tubs tor the wash  Clothesiimes and clothespins Storage contamers tor products that need oo mo o
retrigeration and can be hept outside or 11 an unheated place  Manual alarm clock

Risk Inabilitv to prepare food

Rish Reduction Veasure Stock up on canned foods cereals and other ready-to eat zoods  Prepaie neals i
advance and treeze Boved nulk has a long shelf lite Obrain a small gnill (use outdoors only ) charcoaland it
flud

Rish Automatic garage doots or gates may not function
Rish Reduction Vleasurc Try to operate all automatic doors and gates without the remote [f dl dse tuls part
vour car outside

Risk Loss of radio/television to get information on the problem
Risk Reduction Vleasure Obtan batterv-powered 1adio

Rish Loss of alarm svstum
Risk Reduction Measure Lnsure house s loched at all umes
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Risk No tuel supply at local gas station
Risk Reduction Measure Fill up vehicle prior to 1/1/2000 Use only when necessary afterwards

Rish Loss of hard-wired smohe alarms
Rish Reduction Measure If vour smoke alaims aie not powered by batteries obtain battery oper~ted alarms

Risk Loss of natural gas suppls to house

Risk Reduction Measure Ifvourhousc 1s gas heated ensure that vou have adequate lavers of winter et unz and
extra blankets on hand The w hole tamulv could slcep 1 one toom to consen e body heat and monutor chuldien Do
not use zas tueled heating appliances indoots  You might not has e hot water m this situation Consider movinZ to s
friend » heated quarters Use tireplaces 1f they tunction well  Stock up on wood

Rish No pump/heating circulation
Risk Reduction Veasure Asabove only tlus also means vou will have no hot water either

Telecommunications

While a lengthy loss of telecommunications 1s not likelv 1t 1s prudent to be prepared Obtaming a cellular phone 1~
recommended Cell phone service providers are confident ot the svstem workmg However the circuits mav be
jammed with all the calls gomng thiough n an emergency situation

Finance

Most banks indicate that thev are fully Y2K compliant However there ts no guarantee that problems transnutted
through intemational commetce won't atfect currentlv comphiant svstems  Caution related to Y2K could lead
indny iduals to hold larger than usual amounts of cash with last minute demand tor cash an eventuality tor which
banks ate preparing

Risk Inability to get cash
Risk Reduction Measure Youmav want to have enough cash to last tor at lcast one week (about one week's total
normal expunses) mined  Your cash reserve should be obtamned carly should vou deem 1t necessary

Risk Tnancial computer systems go down causing a loss ot data Incoirect caleulattons occur financial tansters
and automatic payments fail vour account balance 1s misrepresented

Risk Reduction Measure Ensurc vou have the most recent statements n hard copv  Obtamn hard copy proot of
tinancial holdings including mutual funds and brokerage accounts dueds to 1eal estate mortgage documentation
credit card statements Automatic pavment of mortgages and o1 other bills mav not tunction

Risk Insurance systems encounter problems

Rish Reduction Measure Review msurance policies and ensure all documentation including pavments records are
onhand be sure to check life auto health and properts policies Carry health card with vou (there might not be a
way to contirm benefits should ditficulties anise)

2
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Ruskh ATM failures and inabilitv to use credit cards
Rish Reduction Measure Obtam cash well in advance, store 11 in a secure place Remember thieves read Y 2K

tps too

Healthcare Systems

This 1s an area of some concern to many experts  Because healthcare systems are dependent on s¢ mas othe
sectors the opportunity tor Y 2K rarlure due to dependency on power telecommunications and wate  nust be
considereu Adsvanced hic supportsystems have a possibihity ot maltunctior ing if older (pre-1997) nuciopioces ors

are 1n the system

Risk Inabihty to obtam miedication due to supplv or presciiption svstem tailure
Rish Reduction Measure Indinviduals requuing medication through the months ot January and Fob uun aould
attempt to stoch up 1n advinee Sec vour doctor tor advice on quanuties and storage requirements

Risk Loss ot power juopardizes storage ot medication
Rish Reduction Measure See vour medical specralist for handling ot medication without refrigeration Ind vid 1!
or tamily members with chronie conditron mav be i jeopardsy due to tailure of critical care equipment Sce

doctor now to discuss vout situation

Rish Medical mformation svstems tail losing data on your medical history and/or msurance information
Rish Reduction VMeasure Ensute vouhave the most complete set ot medical records asailable Obtamacopr o1
vour medical insurance card and policy

Water and Wastewatet

The prudent indiv idual witl stoch up on bottled water perhaps as much as a two week supply  One rule ot thumbto
calculate the amount required can be one gallon per person per dav  (This rule 1s based on a single parson for
tannlies decrease the requuenment m proportion to the size of the fumly Tor example a couple nu_htncud 1-
¢ tons por dav (7> gallons pu pason) A fanuly of seven might only nead 4 gallons per day (6 _allons po

purson) Old water bottles can be frlled wath tap water through the end ot the year to be used tor bathing w ishung
and flushing requircments Distilled watar can also be stored  Instiuctions on the correet proceduies tol stoting
distilled water can be obtamned from health authorties

Public Services
Police fire and ambulance service could be atfected tt dispatching equipment and teleconymunications break down

Trash removal road mamtenance and septic tank maintenance ser ices are unlikely to break down but nuthi be
atfected i the longer term 1t gas supplies become a problem Please take extia precautions with safetv and seotrits

Transportation

Bus svstems are expected to work as normal through the New Y ear pertod  Travelin the region and mternon il
through thus petiod mav be problematic m some cases given the uncettamtics associated with Y 2K
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While some vehicles may experience Y2K-related problems manufacturers anticipate that there are few safety
problems associated with them The following guidelines should be used m the event of a Y2K-related failure

When driving, be aware that tratfic lights might be affected by loss ot power as will street lighting

Most authorities say air travel should not be dangervus during the Y 2K period [tappears that ' miost susceptible
elements of the airlines are the ticheting and scheduling systems Delavs caused by n Ifunctions could
iconvenience travelers worldwide These malfunctions should be known on January 1st o diately atterward
Fuel and repair part supplies could be a problem later in certain countries causing de’ vs . «d or cancellanons
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Beseiso Assumies Palestinians that the Banking Sector 1s Y2K Comnluant
and He Will Set Up an Emergency PMA Commuttee to Manage this ®1ocess

Di Besuso the governor of the Palestine Monctary Authorny (PM V) confiim 't the banks
preparedness tor ¥ 2k s good and he deelared he was tormulating an emersenesy oo attee where
PMA will work with all Palestinian banks to track and manage this tssuc over the I tew wedks ot
this millenmium and the first tew weeks of the new mullennium

The PMA held a meeting vesterday which was organized by the Palestinian Inst tor Bankm_ mnd
Financial Studies The meeting was led bv Dr Touad Besetso Governor of the P 1\ Representaiines
trom all Palestiman banks were present  In most cases the bank s general or 1 o Wl managers and
many of their semor [T Managers participated There were also representatives ltom N\ munisiics
and caperts trom the USAID

Dr Buserso stated at the beginning ot the mecung that he has sponsoied a final  view of all
Palestinian banks preparedness tor their Year 2000 conversion inrto the new nullenniun

He indicated also that the USAID as a donor agency to the PNA and PMA has sponsored Mr Richard
Sutcher an Intormation Technologs (IT) and Y2K Ewpert to evaluation the prepatatory Y 2K process
at the PM \ and to visit and review the Y 2K sutuation tor all ot the banks 1n Palestine

About h s impression Dr Beserso assured the participants at the mecting that the banks preparedness
15 good and he said we ate here to review the summarny findings and conclusions presented by the IT
Papert Trom the othar side Mr Richard Stitcher spoke about the Y 2K rssuc ind its mtarnational
tmpacts  Hereviewed the progress m preparing tor the Y 2K nullennium date chinee ind spoke 1bout
the large sums ot money that has been spent thioughout the world on thuse projects

He stated that there had been a level of global cooperation between countiics governments and
business to assist each other in their Y 2K preparations to a level that has ncver betore been seen [e
said that cooperation was high throughout the world as the millennium closcs to anend  He said that
1t ettects all sectors ot our lives and that the telccommunication and cnaiLy sectors did the best tor
solving the problem and the health sector could be the most negatively attected sector i this part ot
the world

He stated that n a recent survey by experts that the level ot readiness mn the two na_hborimng countries
adjacent to Palestine (Isracl and Tordan) was high and that there had boen +osvery hugh leved ot
cooperation betweeen the banks and Central banks 1n these two countires with out banks e said that
with the strong eltoits ot every Palisuman bank and with the help trom owr naghbors the banking
sector ot our economy should not have major Y2K related issues or problens

Mro Stitcher clanitied that he had visited 13 Palestinian banks so tar and that he would visit Jdic last 6
over the next few davs m order to finish his review ot all banks tor the DA
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(PAGE 2 OF 2)

He spohe about what the PMA s role had been in monitoring and supporting the banks m the
development of therr procedwes Thoy monnored the banks  progress so that the Y 2K nansit
would be positive and that the bank s would be 1eady and preparcd

Atter the presentation a general question and answer discussion was held with the bankers ind others

present Numertous questions about Y 2K were raised and answered by Mr Sttcha

Piress Release by PVIA to the AL-HAYAT AL-JADIDA, Jerusalem and AL-AY AV
Newspapers on December 16, 1998
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Gathering Year 2000 Information from Finan;:ial Institutions:
Recommendations for Supervisors

Overview

This document recommends an approach for supervisors to use in gathering reliable
information from therr financial institutions 1n a timely and efficient fashion duning the Year
2000 rollover period The successful implementation of this approach requires that it be

properly planned and tested before the Year 2000 event takes place bt Tm

-

Supervisors will need to be well informed during the rollover period to identifyv internal and
external problems that could disrupt financial institutions and markets and to dispel
musinformation There will also be heavy demand for information on progress not only from
other supervisors and national coordmators but also from customers and counterparties of
financial institutions, and from the general public Gatherning and disserunating accurate
information on the Year 2000 rollover in a timely manner will therefore be a prionity for
banks and their supervisors

The approach put forward recognises that clear expectations for information flows between
the private and public sector are essential for efficient communications Although needs will
vary among the various parties and as specific situations unfold, advance agreement on a
muinimal set of very basic information will avoid redundant, mefficient communication links
and information gathering For stand-alone entities or head offices there may well be a need
for more detailed and intensive reporting arrangement, though these would not be mandatory
For globally active institutions, reporting can be mummised if normal relationships are
maintained between the local supervisors and institutions they regulate When any matenal
problem 1s idenufied, more detailed information specific to the particular circumstances can
be sought

This approach 1s flexible It does not suggest a standard form for the financial institution to
complete While some supervisors may not want to use a form, others will

Recommendations for Supervisors
1 Reporting Efficiency

Obtaining information efficiently requires a careful balancing of the need for information and
the burden for developing and collecting the information A paper being released
simultaneously with this one develops guidance for supervisory informaton sharing' This

Year 2000 Cross Border Commuruications between Supervisors during the Mullenmum Period
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paper suggests four basic principles for commumcatlon strategies during the Year 2000
rollover period These principles are .

- x

. Keep communications as simple as possible
. Focus on materal 1ssues
. Leverage off existing information flows, existing groups, and work being done by

others to develop communicatton links?
. Define communication responsibilities 1n advance

These same principles apply 1n developing strategies for collecting information from financial
mnstitutions  The attached annex extends these principles more specifically = tq Such
information-gathening

2 Exception Reporting

The primary need for supervisors will be exception reporting’ of problems encountered by
financial institutions Supervisors should therefore take steps to ensure that Year 2000
problems which pose material risks® for the normal conduct of business and prudential health
are 1dentified and reported to supervisors as soon as they are 1dentified

3 Status Reports

Most supervisors will want to consider instituting some type of supplemental information-
gathering on whether the financial institutions and the supporting infrastructure are ready for
business and are expected to operate normally In collecting supplemental information,
supervisors need to recognise that information gathering processes can divert scarce resources
from the first priority of financial institutions, which will be to idenufy and fix any problems
that may arise

2 T paper should be read 1n concert with the work that the Joint Year 2000 Council and the Global 2000 Co ordinating
Group are currently doing on information shanng It 1s the ntent of this note that it complements the work of these
groups

Problems dre encountered every day in the normal course of business For Year 2000 purposes it may be useful to
distnguish this normal level of problems from Year 2000 ones by considering 4 scale of potential disruptions 1)
operating normally 2) some partial or intermuttent disruptions 3) significant disruptions and 4) unable to operate

Matenality 1s always a difficult concept to define especially when related to operational events or issues and for different
organisations and circumstances Examples of Year 2000 events that may be regarded as matenal are a shutdown of
significant business production or product delivery operations sigmificant interruption of internal nisk management or
information processes considerable revenue loss or the probability of a significant higation expense and sigmificant
reputational risk
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4 Information Gathering Methods

Information from financial instituttons may be gathered 1n a vartety ot ways Under normal
circumstances supervisors collect mmtormation using a combination ot structured reports, on
site reviews and telephone tnquiries Each approach has its advantages and himitations For
information with a short time life structured reports often are more ditficult to compile but
easier to analyse while less structured approaches simphfy the intormation-gathering process
but often make the analysis more difficult The relative burden and benetit ot the alternative
approaches tor information gathering to both the reporting institution and the supervisor
should be considered > Whatever method 1s used supervisors nced to be confident that the
intormation recetved s accurate and reliable

5 Basic Information

However gathered status information should be kept as simple as possible and tocus on fnve
basic questions

. [s the Year 2000 rollover proceeding satistactorily to allow the normal conduct of
business ™

. Are there material internal problems affecting the core businesses?
. Are there evternal issues affecting the ability to do business?’
. It there are problems encountered 1s the core business nonetheless able to keep

tunctioning by making use of business contingency plans’

. Are there other factors such as market conditions or rumours materially affecting the
business?

If the answers to these questions indicate no difficulties the inquiry can effectively end n
most nstances ' It any of these answers elicits supervisory concerns turther inquiries arc
appropriate to obtain more detailed information on the business lines/unuties affected  the
contingeney ind problum resolutton measures bung put n place or considered  and the
expected duration of the problem

Supcervisors personndd often complete structured reports using information cathered through doss structured contacts
Where accountabiity s sought o more structurcd approach to reporting mav be appropriate ncduding sign otfs by sumior
othctals — providing such sign offs do not rish impeding both the timediness and/or the candour ot the intormation

provided

Note that Year 2000 problems cncountered as a result of testing over the wvent wechend mav be capable ot bung fixed
without any adverse ctfect on normal business activity on the first business day

Stoppin_ the intormatton _ wthering process at this point apphes cqudbly o both structured roports and to less structured
forms of communication
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6 Tinung

Supervisors need to recognise that information needs will change during the rollover period
ind design the uming of their information gathering acuvities accordingly In general there

are three basic nme periods

. The pertod mmmediatels after the date change up unul the normal opening ot
business on the first business dav  During this pertod information needs will focus on
testing ot systems to assure readiness tor the normal opening of business and issues
with the 1ntrastructure or other external dependencies®

. The first business dan  During this period the tocus will be on whether systems are
operating normally and whether anv unusual market behaviours are being noted

. From the close of the first bhusiness dav ancluding the successful completion ot
osv crmight processing It problems are encountered the duritie1 of this thud penod
ny be oxtended to ensure that ll problems are 1esolved

Excepuion teporting tor matertal matters will be necessary throughout all three pertods Status
intormanon should be gathercd at ficquencies at the supervisors  discretion  In order to
monttor m rhet conditions the greatest need for mformation may occur on the first business
day  Ditferent criterta mav be appropriate tor status mtormatton from laige and small
financral mstitutions depending on then potential syvstemic imp et

Inform wion needs will also tacus on 24 hour retul business such as ATM/POS pertorm e
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Y2K Rollover )
Principles for Supervisory Information Gathering

Application by supervisors of the following principles will help ensure that the collection and
use of nformation by supervisors 1s as efficient as possible trom the point of view of both
supervisors and supervised instituttons This in turn will help both to concentrate on achieving
adequate business continuity over the event period without having to commit disproportionate
resources to intormation gathering and management Although the principles have been
developed by bank supervisors the Basel Committee considers that they have general
relevance to reporting by securities and insurance marhket participants and potentiaily other
market participants

In all cases 1t 1s key to keep in mind the following principles and to attempt to limit the flow
ot mnformation to only what 1s absolutely nccessary or essential to address the supervisory
1ssues that may surface

! Intormation demands should be prroritised according to tmpact risk and materialits

2 The nmung and content of supervisors information demands should not risk
distorting firms own event management timetables

3 Supervisors should be interested primarily in readiness for opening They should not
seek to track in detail firms progress

4 Supervisors  principal requrement should be tor prompt and open noufication
(through exception reporting) by tinancial institutions of material problems either i
progress towards readiness tor business or in live operation (and a rapid indication of
the possible 1mpact and duration ot the problem)

5 Supervisors may require larger mstitutions to provide not only exception reports but
statis reports at specified tmes 1 so doing they should give full weight 1o
mstitutions  need to focus on thar rollover tashs o umely manner

6 Supcrvisors should so tar as possible linur requesty {or detailed intormation 1o
exceptions, and then only so tar as necessary to assess and act on the implications ot
the exception

7 In considering maternialin  and 1n momtoring progress over the event period
supervisors should take into account that firms typically have New Year bugs every
year that 1n the course of preparing for opening tor business firms may well run
into minor Year 2000 bugs which they are well able to fix 1n good time and tha.
firms may experience some slippage n therr own event tumetables without
thre iteming failure to achieve readiness in good ume tor opening for business

In providing iformation on the macro status ot the financtal sector or the country moic
generally care must be taken to provide mformation m a umely manner and 1n a balanced
wav to avord over-reaction This 15 espectallv true because some problems will almost
certainly occut - a blanket everything 1s tine  statement will often lack credibility 1f there are
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even a tew known problems in relativelv ummportant areas Sinularly the tailure to provide

any information may well be interpreted i a way that will mdﬂmry any problem and add
credibility to anv rumours that may develop
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Year 2000 Cross-Border Communications
between Supervisors during the Millennium Period

Today’s global financial markets require cooperation and close coordination among bank
supervisors both within countries and across borders Such coordination will be especially
important in the rematning months of 1999 and early 2000 as banking organisations and
markets deal with the Year 2000 challenge

Unlike most challenges faced by bank supervisors, the Year 2000 1s a known and time ccrtain
event Although excellent work 1s being done to avoid serious problums almost e€vers “ne
recogmses that some problems will develop Prudent contingency planmng suggests that
desigming and testng channels for communicating intormation on Year 2000 natters can be
beneficial in many ways In particular 1t can (1) promote the public contidence necessary for
stable marhkets, (11) lead to greater efficiencies and more accurate mtormation duning the
period of the date change and (1) provide for more efficient resolution ot any problems that
may develop

This note outlines an approach that bank supervisors' may want to consider as they develop
their national and cross-border Year 2000 event management and communication strategies
Four principles are central to the suggested approach

. Keep communications as simple as possible

The demand for information before during, and immediately atter the date change will be
tremendous Although needs may vary among the various parties and the specific situations
that unfold, advance agreement on a minimal set of very basic information that will be necded
to 1dentify problem areas will avoid redundant, mefficient commumcation links Once an
1issue 15 tdentified more detailled information can be sought specitic to the particular
circumstances

. Focus on material 1ssues

Examples of what might be designated by supervisors as material cvents include

. A shutdown ot business, production, or product delivery operations
o Significant interruption of internal nisk management or intormation processes
: Recogmtion 1s given to the taict that bank supervisors nced to coordinate thoir commurucation strate_tes with insurance

and sceurities supervisors tahing 1into aecount the mult: regulatory cavironment that muy myor cross border tinincial
mstitutions operate in In uddiion  these strategies will need to be shared with centril banks ind apertors ot pavment
systems having a direct impact on banking operations
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o Considerable revenue loss or the probability ot a signific int hrtiganon cxpensc
o Signiticant reputational risk
. Leverage off existing information flows, existing groups, and work being done

by others to develop communication links

Existing groups like the Basel Committee on Banking Supervision the Execuuve Mectung of
East Asnioind Pacthic Working Group on Banking Supervision and the Assocnon ot
Supeivisors of Banks ot the Amcnicas and thetr various working groups hive 1 long history oi
workhing cooperatnelv on difticult cross-border 1ssues - Using gtoups such as these 1o
communicate on Year 2000 1ssues provides a level of trust that helps ensuie that mt 11 wion
will move etficiently and accuratelv. Where new channels ot communicwon e leconed
necessary tor Year 2000 the = channels need to be identitied well mn ady wce ind proced s
tor communication developed to msul quahity coutol on intormation bemg provided

. Define communication responstbilities in advance

The date cortam nature ol Year 2000 otfers a unique opportunity to plan tor v more structuncd
nd cticient wayv to handle communications on all levels What type ot intormtion will he
nceded and when it should be provided can be detined o wdvance Who provades the
intormation nd to whom 1t ts provided can also be agreed upon  Additionlly the process ho
communicating the mtormation mn a umelv and ethicient wav can be developed cooper i eds
Bv 1ddressing the itormation needs the parties having access and the processes tor shumg
intormation n advance sharing of critcal Year 2000 intormation duning the cvent 1ollos
period can be greatly enhanced

Gathering Intormation

[nformion sharing protocols ot a gencil or conceptual nature are usctul o fwilitie matnl
discussion of cross-boider arrangements Howesver one of the tirst responsibiliies of iy
group desclopimg plins o communic e on You 2000 issucs must be o detine the specitic
flows the content of the flows and the party responsible for cach aspect of the Hlow This
nceds to be done as soon s possible ind well betore the end ot the se

The suggested approach for ettective cross-border communications tor the bank saporisors
has several key components

Rectonal croups of bank  upervisors provide set nother leved ot trusted parties with 1 ustors of workine toscther 1
ssues of mutual nterest Additionally this paper should be read m concert with the work thu the Jomne Yo 0o
Counctt ind the Global 2000 Co ordimating Group are currently doing on mtormon sharine I the iient of s ot
that it camplements the wark ot il of these croups

In iy ces s disens od bedow the detiminon ot content will be more coneeptual m nuure cither than b
spucific items bee tise the speettic inform tion needs will be shaped by the nture of tssues s it oy e encountered

“
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[ [t idenuhies protocols tor comniunications and 1ssue resolutton that escalate issues in
1 predetermined tashion

1 [t builds on existing principles tor cross-border communic wion ind cooperation The
paradox ot needing to disseminate intormation widely and the general reluctance to
share information ot a negative nature s addressed

[I [t discusses the process that needs to be established over the remaining months of
1999 to ensure that cross-border communications can oceur effectively

I A Hierarchy for Communication and Issue Resolution’

Bilateral Communications

It problums irisc concerning i indinvidual bank o banking groups 1ts very probable th o the
supervisors will only wish to discuss them in detarl with tusted putnels who e dicctly
attected  Such bilateral 1ssue 1esolutton will be tn many ways  business s usual  activities
Accurate identifreatton of normal bilateral contact pornts -- that 1s spectfic informition on
how trusted contacts can be reached around the date change -- will bo essenund Inomny
cases supervisors are setting up Year 2000 event management cCOMmunic 1on cuntres wheie
a4 variery ot people will collect often on a 24-hour basis intormation trom  diticrent
institutions ind marhkets If this approach 1s used special ettforts need to be made to cnsurc
that the experts on specific 1ssues will be talking to cach other Sinec st s hikdly that i
bilateral contacts confidential mformation will be shared it 15 recommended that betore the
end ot the vear opportunities be sought to test communications channels get 10 know cich
other and develop mutual tust Without such contact the level ot miormaton cxehinge 1s
likely to be hampered In addition kev deciston-makers should be avatable at all umes ind
reachable thiough contact points which mav become tacilitators tor biliteral conversanons
conducted at higher levels

Whitle contact bists miv be developed and shared within cxisting or newlv toimed groups
individuils on the hists mav want to contact each other bifaterilv no hiter thin o culy
Dcocember to develop personal protocols tor dealing with cach other Such conticts ¢ also
be helptul in greemng i adyance on how certain tvpes ot intorm ion will be shared between
orgamisations While 1t 1s cxpected that most bilateral communictton will occur on
exception basts the possibtlity of scheduling specitic conversatons durmng the pertod berween
superyvisors that have mutual areas of common nterest might be considercd

fn order to tahit e communicinons boween the prvare ind public sector as wedl s wichin the pubhe scetor ceommaen
terminolas as descdoped by the Glob d 2000 Co ordinating Group 1y used While the specitic needs of cach o
border commumcation will ditter the logic of osedlating communications 10 the w s sug ested seems to beaully
appheable

One appract bamg considerad by oy organisattons (v 1 eentral contiet pomtt wd ol bick procedure Whale the
contit pomnt iy publichs  ovonbible the il back 1 between two purties it hne been wlenutied i advan o s
appropriate bilatcral contacts 1 something ik this approh s used it m mon thaindinvadood ontwtbsts e oredd
upon btlwerily ind not published more _ener diy
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In a tew cases 1t mav be appropnate to pre-schedule bilateral general status conversations
between supervisors who share mutual intormation needs and require positive confirmations
ot Year 2000 readiness to permut general feedback to the mmarkets Typically  these
conversations would focus on the largest institutions and be trmed after local status updates
have been conducted

Multilateral Communications

Multilateral communications will likely occur between orgamsations that are alicdy
networhed on a bilateral basis Effective communication on Year 2000 1ssues at this level
requires constderation ot two factors efticiency and openness ot discusston To address the
etficiency 1ssue specific opportunities for mululateral communication can be estab! hed in
advance for the event period n order to avoid having to make such arrangementson ata .

basis

Exactly who will participate when (and how) the communication will occur and the expected
content of the communication need to be established in advance The larger the group the less
likely that sensitive 1ssues will be raised Leveraging off existing groups of people that
routinely wotk together may be the most ettective way to conduct such communications In
many stances pre-arranged multilateral communications may be limited to situations where
a supervisor provides macro views of current status while avoiding any mention ot individual

organisations

The Joint Year 2000 Council Secretanat plans to help facilitate and suppoit cross-bordes
exchanges of information among key financial market authorities during the transitron period
by setting up an ntormation-sharing plattorm which would provide various scivices The
central services include marntaiming up-to-date contact lists collecting and dissemun wing
information on the operational status of core infrastructure components enabling hinnciil
marhet authorities to announce emerging developments and tacilitating the orgamsation ol

conierence calls

Il Information Sharing Mechamsms

Existing supervisorv groups will rarely be constituted in a way that can address and iesolve 1
particular 1ssue most etfectively Instead an ad hoc group drawn trom one or mote of the
existing groups with mululateral communication structures and strong internal bilateral
relattonships will hikely become the 'working level to address 1ssues Agamn  good
information on how key people can be reached during the period 1s essential 4d /ioc groups
formed to address specific issues may also want to tahe advantage ot pre-cstablished
multilateral communication opportunities to report on the status ot their 1ssue rusolution

Bank supervisors need to ensure in advance that there 1s agreement about thetr respective
roles and responsibilities 1n a cross-border context both tor mtormation sharing nd for
dectsion-making Over the years the Basel Commuttee and other regional bank supeivisory
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groups have developed a structure for sharing ot information on globally active organisations
based on the concept of home and host country responsibilities and the need to protect
contidennial intormation In June 1998, the Basel Comnuttee issued specific gurdance on
sharing Year 2000 information ® To assist in the information sharing mechanisms the Basel
Commuttee will be requesting supervisors to provide updated nformaton on the contact list
1issued with the June 1998 guidance While that guidance focused on the tracking of Year
2000 preparauons, the same basic principles for intormauon sharing should carry over into
the date change event 1tself

The Roles of Home and Host Supervisors

Home supervisors of a financial nstitution should be responsible for informatton ar i issucs
relating to the status of the nstitution and its group not only as regards 1ts activities 1 ¢
home market but as a whole Home crintry supervisors do not generally provide status
information on individual mstituttons How 2ver, during the date change period they should
consider providing cross-market views of the financial sector to foster public contidence
and/or to promote accurate understanding of overall conditions in order to help develop sound
solutions to any problems that may develop Such cross-marhket views are likely to be macio
in nature and not deal with 1ssues affecting only specific institutions  Addition illy  home
country supervisors should facilitate access to Year 2000 intormation on the nfrastiucture
supporting the financial sector and the countrys status more generally This mav be donc
most effectively by erther providing links to national communications centres or by providing
pertodic summartes during the date change period

Host country supervisors should focus on the operattons affecting their local market Host
supervisors should limit thewr information requirements to those entities and (to a gre el
extent than normal) branches which are matenal to therr responsibilities and to therr local
marhet Where head office support of remote operatons is critical tor the local markets
information on normal tunctioning of these activities should generally be obtained through the
local otfices and 1n less detail than might be provided to the home country supervisor by the
head office " To the extent that host country supervisors identify Year 2000 issues for a
foreign bank operating in their market they should contact the home country superyisor
regarding the problem on a bilateral basis and work together 1n resolving it

Understanding 1 advance how such communications will be handled 1n individual countrics
will help assure that tnformation shared across borders will be accurate and tunely

Supernsory Coordwination on Year 2000 Cross border Issucs Basel Committee June 1998

For _lobal institutions that are hev plavers 1in two or more markets tt mav be helptul to reach jomntly agreement «n how
cross border contacts will be handled oa 1ssues attecting o particular firm country or murket Contirmin. how
communicattons will occur in udvance where warranted mav avoid contusion and save time over the date Jinu period

(v}
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Multilateral Information Sharing

For mululateral information sharing among supervisors, a paradox exists between the need to
share information broadly — including sharing some level of sensitive informauon — and the
willingness to share information with supervisors with whom there has been only hmted
contact or a need-to-know relauonship This paradox may be at least partially overcome by
recogmsing that some Year 2000 1ssues may have greater regional significance and regional
groups may be better positioned to gather and share information, an approach which may be
particularly effective for smaller countries and issues that may be regional 1n nature such as
energy, telecommunications, or local settlements® Existing regional groups of supervisors
may want to explore this possibility Such an approach might also be enhanced if larger
market supervisors were included in some subset of communications to provide feedback on
Year 2000 ssues that may be external to the region in order to provide a more giobal

perspective

Pre-schedueu multilateral calls among public sector participants or public bulletin poards
would provide mformation sharing opportunities primarily for macro level information at the
ume the rollover occurs or on market conditions during the tirst business day These calls are
likely to be of the greatest benefit to those that have not yet experienced the particular event ’
This approach avoids having several hundred individual calls being placed to New Zealand or
Australia to see how the date rollover was affecung them To the extent that the tocus ot
market interest 1s on infrastructure 1ssues, 1t may be appropriate to look to the United Nations
national coordinators or other public sector bodies rather than having financial regulators look
to each other for such information

In providing information on the macro status of the financial sector or the country more
generally, care must be taken to provide information 1n a ttmely manner and in a balanced
way to avord over reaction by others having access to the mformation This s especially true
because some problems will almost certainly occur -- a blanket "everything 1s fine ' statement
will often lack credibility 1f there are even a few know problems in relatively ummportant
areas Simularly, the failure to provide any informatuon may well be interpreted 1n a way that
will magnify any problem and add credibility to any rumours that may develop

Mululateral calls of an ad hoc nature are likely to be required to address Year 2000 tssues that
have been identified and discussed bilaterally In many instances these calls may include
selected representatives from both the private and public sector as 1ssues will need to be
addressed cooperatively

For cxample f telecommunications was expenencing sporadic problems in the Caribbran individual supervisors n the
region might need detatled intormation on each specific junsdiction From the perspectine of the London market
however 1t mught be sutficient to know that there was some level of telecommunications problems in the regton and that
Many organisdations were resorting to aliumative approaches tor processing transactions as devcloped in thur contingeney
plans

Note that marhets not opemng unti] January 3™ wall be very interested in marhets open on Januarv 3" or earlicr
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III.  Process Considerations for Implementing Cross-Border
Communications -

The home/host principles for Year 2000 communications can be applied most effectively 1f
the bilateral parties needing to share information agree m advance on how such
communmnications can best be accomplished Unlike many home/host communications that
occur only after a specific problem 1s encountered and on an ad hoc basis regarding the
information to be shared, the date certain nature of Year 2000 provides an opportunity to
develop a common understanding on how the communications might unfold

To this end, bank supervisors will want to identify who the key players are in their market
and, for each foreign banking orgamisation, who the home country supervisor 1s Where it 15
clear that a host country will want to have either ad hoc or planned communicat'or with a
home country on one or more of the latter’s banks, bilateral conversations should take | ace
pror to yearend Such conversations will help establish hoth the worhing relatonship
necessary for effective communication of sensitive information and specific arrangements tor
any planned communications

[n some 1nstances, the identification of a single home country supervisor may not be entirelv
clear " While clartfication of specific responsibilities and appropriate channels for shanng
general supervisory information 1s a task beyond the scope of this note efficient
communications on Year 2000 1ssues require a proactive discussion between home and host
supervisors regarding respective roles and communications responsibilities prior to the event
change pertod Where the responsibility i1s 1n any doubt host and home country supervisors
should endeavour to identify a single “mullennium information coordmator’ (MIC) as the
contact pont to facilitate bilateral communications "'

To facilitate the development of home and host country communication protocols, existing
regional groups of banking supervisors may want to work together with other Groups like the
Basel Commuittee to develop general procedures for Year 2000 communications during the
period This approach might not only avoid the need for numerous bilateral contacts but 1ilso
form the basis for scheduled multilateral mechanisms for information sharing

While this general approach appears widely applicable for sharing Year 2000 information
cross-border within the public sector and, 1n some instances with the private sector, 1t must be
adapted to local market situations In particular, information needs and flows will likely vary
before dunng, and immediately atter the date rollover depending on local holidays and
whether the market s at the leading edge of the rollover or among the last to experience it

¢ For example in the US the Federal Reserve would be the home country supervisor for Chase ind JP Morgan the SEC
tor Goldman Sachs and Morgan Stanlcy but there might be some ambiguity tor Citigroup because ot the OCC s
oversight of Citibank the SEC s oversight ot Salomon Smith Barmney and the Fedural Reserve s oversight of the overail
holding company Simularly for ¢ UK subsidiary of a US bank holding company 1t 15 not cntircly ddear who a thira
country such 45 Singapore would view as the home country for a branch of that UK subsidiary

In instances where there are multiple national supervisors with responsibility tor different parts of an organtsation and no
stngle umbretla supervisor MICs mught be identitied for specific typus of information It an overall prewure of the
organisation 1s aeeded multiple partics representing the different MICs mav nced to be prosent on one side ot a bilater i
communication This clearly leads a level of complexity to the communication and should be avoided (f at all possible



