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Executive Summary 
The Palestlne Monetary Authority (PMA) has made significant progress in guidlng and 
monitonng the Palest~n~an banking sector in its final preparations for the Year 2000 (Y2K) 
date transition at the end of December 1999 PMA management and senior staff have a good 
understanding of what is required and have moved stead~ly forward from the Apnl 1999 vls~t 
by the prior USAID advisor to ach~eve a successful completion to this important project 

In thls project the Barents Group LLC Y2K advisor received the ongoing assistance of the 
PMA s Senlor IT Speclal~st who was responsible for gu~dlng and lmplenienttng the deta~ls of 
the ongoing Y 2 K  preparation program during 1999 A complete review of PMA s IT 
actlvitles and an on-site vislt to every bank In Palestine was accomplished 

The analysls of the ~nterview notes and d isc~~ss~ons  w ~ t h  banh management leads tkrs advisor 
to conclude and certlfy that overall readiness of the PMA and the P~leslin~dn banh~ng sectol 
for Y2K are as complete as reasonably can be expected There are still a relatively small 
number of exceptions to the total completion of several of the bank's ~ndlvidual Y2K 
plannlng processes These items are fully deta~led in the attached spreadsheet titled Table / - 
On-Srte Vrs~t Status Repor t-Slritrntaq~ Y2K Pi eparedness Conrnzenls For All Bniiks (Table 1 ) 
that follows the narrat~ve sectlons of this report The exceptlons generally do not threaten the 
IT Contingency or Buslness Continuity plans of these banks but are Identified to mole fully 
reduce, as much as practicable, any r~sks to the sector dur~ng the millenn~um period 

The banks as a group are generally well prepared for the rn~llennlum challenge Senlor 
managers at each bank have committed to t~mely resolution of every exception noted 
D~scusslons wlth PMA Governor Beseiso gave strong assurances that close follow-up by 
PMA staff will assure elimination of all exceptlons pnor to December 3 1 ,  1999 At a general 
level across the sector the advlsor belleves that both the PMA and the Palestinian bdnks can 
fully address any dlsrupt~ons to processing or buslness operations that may occur over thls 
penod In a t~mely and accurate fashion If there are disn~ptlons In the country's 
~nfrastn~cture (electrical supply, telephone servlce, telecomrnun~cat~ons networks, etc ) these 
org,iliiLatloiis are dlso well prepared to both cope w ~ t h  ant1 overcome sucli hl~idr 111ccs lo 
banklng operatlons The hlgh level of preparedness is dlrectly tied to the PMA s dctive 
gu~dance to the banking sector over thts past nine months As a final safeguard and 
protection for banking operatlons the PMA has required every bank to develop and test a 
fallback to manual processing, if necessary Such depth in plann~ng has provlded a hlgh 
level of protection to the PalestinIan banking sector and the customers they serve 

In addition to the spec~fic exceptlons noted for several of the banks In Table 1 there are also 
several appendices to thls report, whlch provlde guidance to the PMA in ln~tlatlng a publlc 
awareness program (newspaper advert~sements) over these final two weeks of the 
m~llennium and for the establlshment of a PMA Y2K Command Center These areas are 
more f~illy detalled later In thls report 
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Scope of the Project 
Accord~ng to the USAID Terms of Reference, the object~ve of thls revlew were to 

Rev~ew and venfy the cnt~cal  system's l~s t s  with~n the banks and the Palestine 
secur~ty Exchange (HWISW, appl~catlons and embedded systems) to ensure 
correctness of these l~s t s  and update them as needed 

Assess all times on the cntical system's lists to ensure that they are Y2K compl~ant 
by conducting a Y2K s~mula t~on  testlng w~thout any manual ~ntervent~on, 

Rev~ew all test results and Y2K documentat~on 

Issue an Y2K statement of compliance for each bank and Palest~ne Secur~t~es  
Exchange, whlch s h o ~ ~ l d  be approved by the PNTC 

Rev~ew and evaluate existlng contlngency plans for each banh and Palestine 
Secunt~es Exchange and update the plan as requlred 

Superv~se and monltor a sector-w~de dnll to make sure that contlngency plans and 
Y2K emergency systems would work when needed This IS Important In order to 
make sure that the banklng sector wlll be prepared for December 3 1, 1999 

This review substantially compl~ed w ~ t h  and was completed in accordance w ~ t h  the onglnal 
terms of reference USAID approved exceptions are as follow 

Verbal lnstructlons were recelved from the USAID CTR Nimi W~jesoonya on 
December 16, 1999 that the Y2K advisor was expllc~tly Instructed not to revlew the 
Palest~ne Secur~tles Exchange (PSE) for Y2K readmess although ~t had been 
scheduled under the or~glnal terms of ~eference Th~s clccls~on was made after 
USAID management reallzed that the PSE was a prlvately owned organlzdtion and 
that ~t was not legally under the authonty of the Palest~n~an Natronal Authonty or the 
PMA 

The second except~on related to the fact that there was ~nsufficlent tlme for the 
adv~sor to conduct a Y2K simulation test~ng w~thout any manual ~ntervention or to 
dlrect and review the results of a simultaneous three day manual processing exercise 
by the 21 banks in this sector of the economy 

Notwithstanding the short-term duratlon of thls revlew (as compared to the o r ~ g ~ n a l  schedule 
of two adv~sors for 30 and 52 days, respectively), the tlme necessary to meet wlth bank 
management and to conduct the interviews, and the lack of formal plans and documentation 
malntalned, the adv~sor substantially met each o l  the objectives outllned above 

Background 
A Barents Group IT expert and technical advisor completed a three-week Y2K revlew of the 
21 banks llcensed and operating In the West Bank and Gaza The purpose of this final Y2K 
preparedness revlew was to evaluate the readlness of each bank to handle and appropr~ately 
respond to the Issues and potentlal problems assoc~ated m ~ t h  the Y2K date trans~tion event 
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The advisor met employees of the banks at the senlor and m~ddle management levels He 
also met with PMA's 1T management and staff and with senior operatlons management The 
adv~sor held two br~efings durlng this vlsit with PMA Governor Foaud Beseiso 

In add~tion to the on-s~te bank review, the advisor conducted a review of the PMA internal 
readmess and preparedness for the Y2K Thls report Includes the advisor's findings and 
conclusions relatlve to the PMA and banks reviewed It also addresses recommendat~ons for 
a proposed PMA public awareness program and provides practical gu~dance for PMA In the 
setting up of an Y2K Command Center 

F~ndlngs and Conclusions 

General Assessment of the PMA's Y2K I n ~ t ~ a t ~ v e s  

Conclus~on 
Although the PMA started later than many other banklng regulatory agencies i t  has nude 
substailtial progress durlng 1999 In assurlng that the banking sector of Palestine will be well 
prepared to successfully maintam operatlons over the millenn~um date change penod 

Throughout the West Bank and Gaza, banks are for all Intents and purposes positioned to 
cope with most foreseeable internal or external processing disruptions that may occur Much 
of the progress in this area can be attnbuted to 

the establishment of an Y2K Committee of bankers that is compr~sed of banking and IT 
professionals from all the banks and led by the PMA This comm~ttee has met monthly 
or more frequently since the Apnl 1999 revlew The committee has prov~ded guidance, 
direction and structure to all of the Palestinian banks It has provided the PMA w ~ t h  an 
extremely effective two-way commun~cat~ons channel to every bank under its jurisdlctlon 
and allowed them to address collaboratively common problems and share crit~cal 
information to assist in their preparations 

the requirement that every bank would subm~t thelr Y2K Project plans to the PMA by 
June 30, 1999 Each bank was also reqiilred to submlt its Y2K Contingency pla~ls LO tht 
PMA by September 30,1999 These plans outllned each bank's Y2K program as well as 
forcing the development of operational contingency plans which covered all IT activ~ties 
In the bank and also provided for the resumption of normal bankinghusiness activities In 
the event of an emergency 

the PMA established and monitored each bank's progress in adhenng to Y2K specific 
guidelines and t~meframes for planning, fixing, testing and implementation of 
remedlation 

the PMA's dedicat~on of a full-time employee from the IT area to oversee the program 
Thls IT Senior Spec~allst has done an excellent job of managing the flow of documents 
from the banks and also in their review and tn initiating feedback when appropr~ate In 

order to ensure banklng compliance with PMA's d~rectives 

the PMA needed to develop an awareness program to inform the public of the Year 2000 
challenges and the work the PMA and banks are dolng to meet these challenges T h ~ s  was 
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the one area of activlty that was recommended at the Apr~l  vlsit where the PMA was 
unable to accomplish the task 

the PMA inltlated and has completed ~ t s  own Internal Y2K remedlation program to 
ensure the agency's compliance with Y2K requirements 

F ~ n d ~ n g  
Meetings were conducted with Governor Beseiso and staffs from the IT and senlor 
operatlons management in the West Bank and Gaza offices The Y2K preparation steps taken 
to date by the PMA were rcvlewed and dlscussed All instruct~ons to the banks and the 
results of workshops held with the banks were revlewed and evaluated The on-going 

mlnutes of the PMA's Y2K technical committee were reviewed and dlscussed Meetlngs 
were held with representatives of the Palestinian National Authority's Techn~cal Y2K 
Committee At the prevlous review the Governor appointed two staff ~ l~embers  (J senlor 
manager and an 1T Senlor Spe~lallst) to coordinate the PMA eltorts 

Banlung Sector's Y2K Preparedness Status 

Conclus~on 
All banks have developed workable contingency plans for their IT operatlons and buslness 
act iv~t~es  As noted in the attached spreadsheets labeled Table1 through Table 4 some banks 
still must make minor improvements to thelr ind~vidual plans in order to consider them 
complete The exceptions whlch are In the process of correction covered 

Finallzat~on of the manual processing fallback p o s ~ t ~ o n  by performing a complete test ot 
thls approach across all areas of the bank 

= Contact being made wlth s~gn~ficant borrowers and depos~tors of the bank to deterrn~ne 
thdt they too (IP reliant upon IT actlv~ties In their business activ~ties) were also properly 
prepared to operate efficiently through the ~ n ~ l l e n n ~ u i n  date change 

In the area of Ilquidlty plannlng some bankers had not developed a Y2K or~ented 
11quldity pldn which would prepdre them for ~~nilsually Illgher oiltflows of currency ovcr 
this period of time 

The need for a temporary Increase In the bank's insurance coverage over that per~od 
where excess currency was belng malntalned In order to ensure an adequate level of 
liquidity 

Overall the banklng sector is well positioned for the m~llennium date change Thls advisor 
received strong management commitments In every inst~tution that would ensure all 
exceptions were to be corrected prior to yearend Addlt~onally, the PMA Governor 
committed all of the needed resources to track every exception in the bdnk to completion 

F~nding 
Every bank In Palestlne was v~sited and an lnterv~ew was held wlth senior management and 
the most selllor IT manager Inforn~at~on was developed flom these vislts acloss severdl 
areas of the bank's preparations for the Y2K event See appendices A, B, and C whlch 
address the schedule of bank v~sits, the officers of the bank who were met, and a sample 
lnterview/data input form IS provlded to show the area of questioning whlch was covered at 
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each ~ntervlew In general, banks have a good understanding of the Year 2000 issues and 
have devised strategies to l~dndle the problems and find solutions At present every bank in 

Palestlne has completed the remediatlon necessary to ensure an efficient trans~t~on to the next 
m~llennium as regards their IT operatlons and general business operatlonal Issues The banks 
have swapped out or fixed all IT hardware and corrected or replaced embedded date 
dependent systems All operating software, application software and silpportlng networhing 
structures (LAN and WAN) have been fixed Testing has been completed and reviewed 

The major shortfall observed dunng the on-slte vis~ts as regards the banking sectors 
preparation for Y2K was seen In the case that several banks seem to st111 be considering this 
to be primarily an IT issue (see table 1 

PMA's Preparedness for Y2K 

Concluslon 
The PMA is well prepared to address processing across ~ t s  organization in the new 
millennium The PMA's operatlonal and IT processing actlvities are basic in nature and 
therefore are much less susceptible to the Millennium Bug Most processlng currently occurs 
on PC's andlor small servers that are currently using Mlcrosoft Access databases and Excel 
spreadsheets as the basis for their processing This made all software upgrades relatively 
easy through the use of downloaded Service Pack Update Releases from Microsoft's home 
page on-line 

F ~ n d ~ n g  
The PMA's staff has fully prepared the operations on the organization to ensure proper 
processing for the Y2K transttion A fill1 revlew of documentation reflected that ALL PMA 
IT hardware and embedded logic chip onented technology had been remedlated PMA 
contracted with an outside firm to come on premlses and valldate that all hardware dnd 
operatlng systems were Y2K compliant As an abundance of caution they contlnue to run 
Y2K Diagnostic Software on resldent PCs to ensure continuing compl~ance They also 
upgraded all operatlng system and appllcatlon system software In the Cleanng area only 
partial automation 1s in place and there is st111 a heavy rellance on manual processing to 
accomplish daily operatlons PMA has also developed a full set of currtnt procedures tliat 
allow a full fallback to manual processlng across all actlvities In the organization 

PMA's Public Awareness Program 

Concluslon 
Recommendations were made to PMA management in three areas of public awareness for 
Y2K These draft newspaper announcements are located In Appendices D through H and 
address several toplcs Since there has been no activlty In this area previously it IS 

recommended that the first announcement cover the degree of preparat~ons the banking sector 
have made as regards Y2K (appendix D) and that in all cases banks have developed 
contingency and business resumption plans that allow a complete recovery in the event there 
are any Y2K related degradations should occur The PMA should inform the public that the 
banks are also prepared for disruption that may occur in the country's infrastructure (power, 
telephone, telecommun~catlons, etc ) Confirming and assunng that the banking sector IS well 
prepared for Y2K should be the first step Follow-on to this there should be an 
announcement to the public indicating some common questions and answers that may come 
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up to agaln prov~de baslc informatloll to relieve concern or potent~al stress alnong tile 
banking Palest~n~an publlc (appendlx E) The last recommended announcement In t h ~ s  area 
is related to the potent~al that criminals may try to take advantage of thls potent~dlly unsettled 
penod of tlme and perpetrate frauds on banking customers (appendix F) Thls announcement 
should address some common approaches used by cr~mlnals and give short and concise 
precautlons that the publlc should take 

In another area this adv~sor provlded a draft procedure addressing how lndiv~duals can better 
protect thelr PC's and software agalnst viruses (appendlx G) This document should be 
issued to the staff across the PMA In order to provide a common and consistent level of 
dlrectlon to all employees In this area of IT The SIX common steps to avold and control 
computer vlruses should provide a level of protection agalnst future attachs on PMA 
databases and hardware The last draft announcement that IS belng recommended IS more 
genenc In nature and was recommended to the representatives of the Palestmian National 
Authority's Y2K Techn~cal Comm~ttee (see appendlx J) who were present at the closeoi~t 
meetlng held w ~ t h  PMA's Governor and hls staff Thls draft announcement provldes 2 

general level of guidance to the public as to areas where they rn~ght wlsh to make spec~fic 
Y2K related preparat~ons in the event there IS Infrastructure dlsruptlon In Palestme (appendlx 
H) 

The Palestinlan publlc does not need to see a barrage of Y2K related announcements over the 
final 2 weeks of the century A few well placed advertisements should help PMA ~nform but 
not alarm the publ~c as to the level of preparation that has been developed across Palestine's 
banking sector 

Finding 
PMA management had not developed program of advertising (newspaper is recommended) to 
Inform the Palestlnlan publlc that the banklng sector wlthin the country was Y2K compliance 
The PMA's senlor management IS well aware of the need for such an awareness program and 
requested thls advisor's asslstance in developing one Several draft newspaper 
announcements were presented to PMA management for their consideration during the later 
part of the assignment They are actlvely cons~derlng uslng these ds the basis for a 
newspaper cdmpcllgn to ~nfotm thc pitbl~c abo~tl Y2K rcad~ncss In thc bdnh~ng sccto~ o l  
Palestlne 

Bank~ng Hol~day on January 2,2000 

Conclusion 
At the Banker's Y2K Workshop, held on the evenlng of December 15, 1999, the toplc of a 
bank hollday for the Sunday after New Year's Day was raised by several bankers who were 
at the meeting The Governor sollclted dlscuss~on on thls toplc and after consi~ltat~on wlth 
the representatwe from the PNA's Technical Y2K Colnmlttee a decls~on was announced that 
Sunday January 2, 2000 would be a bank~ng hollday for all Palestlnlan banks Thls 
announcement was incorporated Into the draft newspaper advertisement (appendlx D) 
covenng the safety and the preparatlons that had been made regarding Y2K by the banks of 
Palestlne 

Flnding 
Dunng the course of several on-s~te lntervlews senlor bank managers and their IT officers 
Indicated concern that the PMA had not decided to declare January 2, 2000 as a banklng 
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hol~day in older to glve the banks some add~tlonal time to recheck and test the~r  preparatio~is 
for Y2K 

Establlshxng a Y2K Command Center 

Conclusion 
The Bank for International Settlement in Basel, Sw~tzerland has addressed the problem of 
Y2K related Bank-Supervisor communications and also the cross-border Issue of Banking 
Superv~sor to Banklng Superv~sor commun~cation In areas where supervlsory author~ty may 
have a common interest Attached to this report are two documents labeled appendices K 
and L Appendix K is titled 'Gathenng Y2K Information From Financial Institutions 
Recommendations fot Supervisors" This dociiment provides very clear direction to the 
supervisor as to how to set LIP an emergency command center capable of track~ng any Y2K 
related disruptions In the i n d i v ~ d ~ ~ a l  banks or across the banklng sector as a whole I t  IS 

crltlcal that PMA be In close contact with its banks from December 31,1999 when the 
traditional yearend processing will occur through and including January 3, 2000 wh~ch  will 
be the first buslness day in the new year and the new millennium The banks wlll be staffed 
across this weekend dolng a last mlnute serles of Y2K-related tests to ensure total 
compliance with Y2K It IS [mportant that the PMA also be staffed across this 5-day period 
It IS recommended that, at a minimum one banking supervisor and one IT Special~st 1s 
present on a 24 hour a day bas~s  across this extended weekend If PMA follows the guidance 
provided by the BIS Clrcular they should be adequately prepared to run then- Y2K 
Command/Emergency Center 

Appendix L is entitled "Y2K Cross-Border Communications Between Supervisors Durlng 
the Mlllennium Penod" and can be used to provide PMA both dlrect~on and guidance in 
establishing appropriate channels of communication from the PMA to other Banklng 
Supervisory Departments, to the PNA's Y2K Techn~cal Comm~ttee and to any other 
appropriate recipient Many of the banks in Palestine are affiliated wlth and have their hedd 
offices In Jordan Two banks In the Palestinian system are affiliated with banks In Egypt 
All of the banks 111 Palestine have access to Israel's Central Bank I t  IS important that PMA s 
management establish clear, formal and reliable l~nes  of communication with these other 
bank supervisors as well as w ~ t h  the PNA's Y2K Technical Comm~ttee Governor Bese~so 
assured the advisor that the Y2K Command/Emergency Center would be set up and fully 
tested pnor to year end to ensure rel~able commun~cat~ons and status reporting both to and 
from the Palestinian banks as well as to other Cross-Border entities as necessary 

Flnd~ng 
Senior management of PMA had not had t ~ m e  to address the establishment of an Y2K 
Command/Emergency Center It was strongly recommended that PMA needed a reliable 
channel of commun~catlons through which they could stay In bilateral contact wlth all of the 
banks in the sector over the period of the extended Mlllennium weekend It IS cr~tical that 
PMA management has a structured way to communicate w ~ t h  the banks and that the bankers 
have a structured way to communicate w ~ t h  PMA in the event of Y2K related disruptions 
By having such a center PMA w ~ l l  be able to ensure that they malntdln effect~ve supervlsory 
authority w ~ t h  their banks Correspondingly the bankers will have a channel to report ~ntemal 
or external Y2K d~sniptlons to the~r  regulator in the event that they cannot deliver nonnal and 
trad~tional banking services to their customers as required 
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Append~ces - Tables 

Table 1 - On-Site Visit Status Report - Summary Y2K Preparedness Comments 
For All Banks 

Table 2 - On-Site Vlsit Status Report - Contingency/Business Continuity Planning 

Table 3 - On-Site Vlsit Status Report - Customer Involvement, Trainlng and Liquidity 
Planning 

Table 4 - On-Slte Visit Status Report - Progress on Items Referenced in Apnl99 Y2K 
Report 

A Appointment Schedule Listing Date, Time, and Location of Each bank Visit 

B Llsting of All bank Officers Met Dunng On-Sit e Visits 

C Bank Interview/data Input Form 

D Recommended Draft Newspaper Announcement Addressing Ability of Palestinian 
Banks to Do Business Through Millennium date Change 

E Recommended Draft Newspaper Announcement Listing Several Common Y2K 
Related Quest~ons and Answers 

F Recommended Draft Newspaper Announcement Addressing a Y2K Fiaud Warnings 
for the C~tlzens of Palestme 

G Recommended Draft Procedure for PMA Staff Covenng Common Sense Rules to 
Protect Your PC from Vlruses 

H Recommended Draft Newspaper announcement for PNA Identifying Practical Hlnts 
on Y2K for the General Publlc 

I Transcription (English) of the Press Release Made by PMA Detailing the Substance 
of the Meeting/Workshop Held on 12/15/99 By Senior PMA management, this 
Advisor and Senior managers from All Banks 

J Listing of the PNA Members of the National Authority Technical Y2K Committee 

K BIS (Basel) Issuance Covenng "GatherlngY2K Information From F~nancial 
Institutions recommendations for Supervisors" 

L BIS (Basel) Issuance Covenng "Y2K Cross-Border Communlcatlons Between 
Supervisors Dunng the Millennium Period" 
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Comments 
Fhml Y2N Pr8pmmdness 

RaUmg 

Very Good 

Very Good 

Fa~r  to Goad -Should 
be OK Of promloes kept 

and manual Test 

results were OK 

Good 

Very Good 

- 

Status Report - Summary YZK Preparedness 

Areas of Followup Required ( I f  any) 

None Requlred 

None Requlred 

Gen Mar promlsed fax to PMA 12126 w t h  full update 1 Manual 

test performed? What were results9 2 Dld they 

visit large credit a deposit customers (approx 420)? 

Are Customers Y2K ready? 3 

Will they get additional Insurance for extra currency9 

1 Did they vlsit all large credlUdeposlt customers by 12R49 

Are they Y2K prepared9 

None Requlred 

Part I - On-Site 

BanklBranch 

HSBC Bank 

ANZ Gnndlays Bank 

Al-Quds Bank 
Investment & 

Development 

Unlon Bank for Savlngs 

a Investments 

Calro Amman Bank 

For All Banks 

Flnal Summary Comments 

Good IT Planning, Good 

Buslness Contlngency Plan and 

Manual Fallback Good Liqu~dity 

Plannlng 

Good IT Planning, Good 

Busmess Contingency Plan and 

Manual Fallback Good L ~ q u ~ d ~ t y  

Planning 

Good IT Planning, Good 
luslness Contingency Plan 

Good Liquldlty Planning Should 

be OK ~f Manual test was good 

Good IT Plannrng, Good 

Business Contingency Plan and 

Manual Fallback Good L~quid~ty 

Plannlng 

Good IT Planning, Good 

Buslness Contlngency Plan and 

Manual Fallback Good Llqutdlty 

Plannlng 

Visit 
IS 

F ' O I I O W ~ ~  ,,,, 
Yes or No 

NO 

NO 

YES 

YES 

NO 



Part I - On-Site Visit Status Report - Summary Y2K Preparedness Comments For All Banks 
Very Good None Required Arab Land Bank Good IT Planning, Good 

Business Contlngency Plan and 

Manual Fallback Good Liquidity 

Plannlng 

NO 

Good IT Planning but need to do 

integrated test, Good Busrness 

Contrngency Plan and Manual 

Fallback if test was OK Good 

Llqurdlty Planning 

Good IT Plannrng, Good 

Busrness Contingency Plan and 

Manual Fallback if test was OK 

Good L~qu~d~ ty  Plannlng 

Good IT Planning, Good 

Busrness Contingency Plan and 

Manual Fallback Good Llqu~dity 

Planning 

Good IT Plannlng, Good ' 
Business Contingency Plan and 

Manual Fallback Good Liquidity 

Planning 

Palestme lnternatronal 

Bank 

Palest~ne Investment 

Bank 

Arab Bank 

Arab Palestine 

Investment Bank 

YES 

YES 

YES 

YES 

1 Did they do Integrated test of IT Systems as promrsed 

2 Were Manual training planltest developedlperfonned? 3 

Was extra currency insurance coverage acquired rf needed? 

1 Was an integrated manual test performed no later than 

12/28 as promised by management? What were results? 

1 Dld they vrsit large cred~tldepos~t customem? Are they Y2K 

prepared? 

1 Was Manual test performed for 3 days from 11/18-20 as 

promised by management? What were results? 

Good If Integrated IT 

test and Manual test 

results showed no 

problems 

Good d Integrated 

manual test worked 

OK 

Very Good 

Very Good H Manual 

test results were OK 



Comments 
Good to Very Good d 

comments to left were 

resolved 

Good to Very Good if 

comments to left were 

resolved 

Very good 

Very Good 

Good to Very Good If 

insurance and currency 

Issues resolved 

- 

Status Report - Summary Y2K Preparedness 
1 Did they visit large credlUdeposlt customers? Are they Y2K 

prepared? 

2 Was extra currency insurance coverage acqu~red if 

needed? 

1 Did they visit large cred~Udeposit customers dlrectIy9 Are 

they Y2K prepared? 

2 Was extra currency insurance coverage acquired if needed9 

Did they check wth  Amman head office? 

1 Old they visit large creditldeposit customers (25)O Are they 

Y2K prepared? 

None Required 

1 Did they visit Iarge crcdlUdeposit customers directly? Are 

they Y2K prepared? 

2 Was extra currency Insurance coverage acquired if needed? 

3 Dld they make currency arrangements with correspondents 

as promised? 

Part I - On-Site 
Commercial Bank of 

Palest~ne 

Bank of Jordan 

Jordan Nat~onal Bank 

AL-Aqsa Islamic Bank 

Arab Islamic Bank 

For All Banks 
Goad IT Planning, Good 

Bus~ness Contingency Plan and 

Manual Fallback Good Liquidity 

Plann~ng 

Good IT Plann~ng, Good 

Busmess Contingency Plan and 

Manual Fallback Good Llqu~dity 

Plann~ng 

Good IT Plannlna, Good 

Business Conttngency Plan and 

Manual Fallback Good LEquldity 

Planning 

Good IT Planning, Good 

bus in^ Contingency Plan and 

Manual Fallback Good Liquidity 
Planning 

Good IT Planning, Good , 
Business Contingency Plan and 

Manual Fallback Good Liquidity 

Planning 

Visit 
YES 

YES 

YES 

NO 

YES 



anual Fallback Good Liquid 

entroned wpm 
nual Fallback Good L~quidity 

Business Cont~nsoncy Plan and 

since June 1999 Pronused to vlslt before year end 



Ban WBranch 

HSBC Bunk 

AhZ Gnndlsvs Bank 

Part 2 On-S~te Vls~t Status Report - Cont~ngencyPBus~ness Cont~nu~ty Plann~ng 

Al Quds lnveslmrnt& Jkvrlopment 

l ln~on  Bank tor Savingr & lnvcstmenfs 

\ 2h ( unllngenr) 
I lun ( urrrnl 

Lsmm Ntlmun Bunk 

I m h  I dnd Iamk 

I ulr\lnlc Inlrrnrt~snrl  Bunk 

I dltsttnr ln\cstmcnt I3mk 

I m h  HdnL 

[lute I Ian I<etr\ltd 
(if needed) 

i rdb I dlerllne I n ~ t s l n a n l  Bunk 

Tnltd 

Commercial Bank ort'dlesltno 

llrnh of Jordan 

lordun 'Latlonal Urnk 

I1 \q%~ l4dmtc Ilrnk 

\rib Irldmlc Udnb 

lordun C ulf Bank 

Housing Bank 

J o d r n  h u n r ~ t  Bank 

UmnL of Pulcst~ne Ltd 

Palnflnc hlamic Bank 

Thr Principal EunWEgv~t 

Manual 1 rocr.ismg 
kullback 

ILte I Irn hlodllicd 
(if needed) 

I ~ u r n n t l ~ ~ l a n  1 Oft 99 I na 1 118 ] Tstcdand 4dequate 1 Nov 99 1 Customer Stdtements held at home closest oflice I 
1 C u m n t  IT Plan 1 Scp99 I m I M I Tstedand Adequate 1 Nt~v 99 1 Customer Slammenu held at home closest ofice I 

C u m n t  IT Plan I Oct 99 No Test 1 W~ll  bc Done by 12/24 ( Customer Statements held at home closesl offlla I na I na I 

IJdle Te~ led  
C op) of ( ustomer I ~ L I  Haw hlumcsmed (Uolh 

Hnrdcop) and on Dlsk Remote 

I Current IT Plan 1 W 9 9  I na \ na ) l a t d  and \d quate 1 Srp Q9 1 Customer Slatements hetd at home closest office 1 

Current IT Plan Jun 99 Oct 99 Nov 99 I 

( ( urrrnIlT1 Ian 1 hcp * I  I na I 1151 I l e t e d  mnd Wequdte I ( k t  99 1 Custom~r \tatrmcnb held at home cloxst office 1 

Trsted and Adequate Nov 99 ( Customer Statements held at home closest oflice 

( < urrrnt l T I  l m  I 14 dl bL dun h\ l 17 I nd I n I I N j r r l  I U 111 h don h% I2 lb 1 Customer Stat~mentr held dl h u m  clor. \I o i f i c ~  ] 

[ ~ u r r r a t l l l l r n  I ( kl \)Y 1 ( kt  )'I I Nov ' ) ' I  I 1 L - I C ~  and qd quate I hov M I ( urtom~r \ t a t ~ r n ~ n t ~  h ~ l d  at horn clour.t offlw I 

Currenl IT Pldn 

( urrrnt IT Plrn 

( urrrnl I1 Plrn 

. ( urrent IT Plrn 

Currcnt IT I Ian 

( urrenl I1 Pldn 

( Current I1 l lrn I ( k t  W) 1 Nu\ W 1 hob 'W 1 Intrd and Mequate [ hov 99 ( C u~lomer \t'atcnlcnb held a1 home close\t oft~ce 1 
Current IT Plrn 1 hot QQ I Oct W 1 Nov Q9 I T a t ~ d a n d  idequate I Nov Q9 1 Customer Ftat~menb held at h o w  closest oKtw 

I I I I I 
Current 11 Plan I ( k t  99 I Oct 09 1 Nov 99 1 Tested and Adequate 1 No\ 99 1 Customer Statements held at home closest oficd 

I l ur r rn l l l  ~ l r n  1 ( k t  99 I Oct Wl ) Nov 'W ) I n t r  land 4dequate 1 Nov 99 I Customer \tatrmenb held a home c l o ! ~ t  o f f l c~  I 
I current 1 ~ ~ l . n  1 Jun 99 I Oct 99 1 Nnv 99 1 Tutedand Adequate 1 Nnt ~9 1 Customer Slalements held at home closest ofliu ] 

[ ~ u m n i  IT plan 1 Nov 99 I ns I na 1 Tstcdand Adequate 1 Nav 99 1 Customer Slatemenu held a home cloust office ] 

I C u m n t  IT Plan 1 Jul 99 I na I na 1 Tested and Adequate 1 Nov 99 1 Customer Statements held at home closest off~ce I 

No Test 

Tared and M quatc 

Not Test 

na 

n? 

na 

OLt 99 

Jun 99 

(k t  '49 

nd 

na 

nd 

Curtom~r Staement, held dl home ~ l t ~ r e  t ufflcc 

Cu\tomer hat~m~nt.5 held at home closest off~ce 

Customer 5tatemena hcld at horn clo%,t officc 

\\ 111 bs Done b\ 12 17 

No\ 99 

\\ 111 b done hctwcen 12\18 
11 

Sep )9 

( k t  99 

Okt 'K, 

Customer hlalem~nb held at horn clu\e\I olflce 

Curtomer \tatemenb held at horn close~t olllce 

( ustomer Statement\ held at home c l m ~ r l  off ic~ 

Nov S 

Oct ')9 

nd 

I riled znd Adtquat 

1 a t r d  a d  4d~quate 

Tcsl d and 4dequate 

Nov 99 

Nov 4) 

na 

Nov W 

Nov '99 

Yov 99 



Part 3 - OnS~te  Vls~t Status Report - Customer Involvement, Tralnlng and Lqu~dlty Plann~ng 

Adequate Y2K Lrqurdrty Plan 

Good Plan 10% 

BanWBranch 

HSBC Bank 

Bank complehon of a Self 
Assessment Survey for 

PMA 

Yes Completed 7 99 

AN2 Qrrndlays Bank [ Yes Completed 7 99 1 Yes Yes I Good Yes on both I Good Plan 10% 1 
Al-Ctuds Investment & Development 

Use of Customer 
Queshonnaires By 

Banks 

Yes 

Yes Com~leted 7 99 1 Yes I Not done 

Use of Customer 
Cred~t Assessments 

By Banks 

Yes 

1 Farr Will correct I WIII Check Insurance I None To be done 1 
Unron Bank for Savlnos B Investments Yes -7 Yes I Not done 1 Fa~r Wlllcorrw 1 Yes on 1 Coo@lan 10% 1 
Calro Amman Bank ( Yes Completed 7 99 1 Yes Yes Good Yes on both I ~ o o d  Plan 10% J 

Arab Land Bank ( Yes Completed 7 99 1 Yes I Yes I Good I Yes on both I Good Plan 10% 1 
Palest~ne Internattonal Bank ( Yes Completed 7 99 1 Yes I Yes I Good Yes on both Good Plan 7% 8% J 
Palesttne Investment Bank I Yes Completed 7 99 1 Yes Yes Good I Yes on both Good Plan 10% 

Bank of Jordan I Yes Completed 7 99 1 Yes 1 Not done 1 Fa~r Will correct I WIII Check Insurance I Good Plan 8% 10% 1 
Commercral Bank of Palestme I Yescompleted 7 99 1 Yes 1 Not done I Farr Will correct Will Check Insurance Good Plan 8% 

Jordan Nat~onal Bank 1 Yes Completed 7 99 1 Yes Not done I Fa~r Will correct 

Adequacy of 
Customer 

Involvement Program 

Good 

Adequate insurance and 
Physrcal Secur~ty 

Yes on both 

Ye7 on both Good Plan 10% 1 
Arab Bank 1 Yes Completed 7 99 1 Yes I Not done I Fa~r Will correct ye< on both 1 Good Plan 10% 

Arab Palestme Investment Bank I Yes Completed 7 99 1 Yes Yes Good I Yes on both Good Plan 10% 

AL Aqsa lslamrc Bank I Yes Completed 7 99 1 Yes Yes I Good I Yes on both Good Plan 9% 10% 

Arab Islamrc Bank 1 Yes Completed 7 99 1 Yes I Not done ) Farr Will correct 1 Will Check Insurance 1 Good Plan 10% 

Jordan Oulf Bank I Yes Completed 7 99 1 Yes Yes Good I Wrll Check Insurance I ~ o o d  Plan 10% 1 
Hous~ng Bank ( Yes Completed 7 99 1 Yes Yes Good Yes on both Good Plan 8Ok 10% 1 
Jordan Kuwait Bank ( Yes Completed 7 99 1 Yes 1 Yes 1 WIII Check Insurance 1 WIII Check Insurance 1 New Goal 10% 1 
Bank of Paleshne Ltd I Yes Completed 7 99 1 Yes Yes Good Yes on both Good Plan 7% 10% 

Palesttne lslam~c Bank 1 Yes Completed 7 99 I Yes Not done I Fa~r Will correct I Yes on both Good Plan 10% 
I 3: 

The Prrnc~pal BanklEgypt 1 Yes Completed 7 99 1 Yes I Not done 1 Fa~r W~ll mrrect I Yes on bot~ I Good Plan 10% 

1;:: 
I \ n  
i( 
\ 



Part 4 - On-S~te VISI~ Status Report - Progress on Items Referenced In Apr1l99 Y2K Report 
b ?h l reparutton BonMBr~nch Slntua Review 

HS6C Bank 

I I 1 I I I I 

Jerusalem Investment 
8 Development 

Wrlilpn 
Plan 

Good) 
Apr11 99 Status 

Gnnd'ays Bank 

Fmpl v c5 I C tornen 

All Hardware and software Y2K Compllant and Cert~fied as requ~red All Non 
IT Compliant 

December 98 
Status 

In,cnlorj 1 
twareness 

HO 

~pr1199  Status 

December- 

YES 

status 

Hardware IS belng replaced Software provlded by an outslde vendor and Is 
belng upgrading (Fa~r) 

All Hardware and software Y2K Compl~ant and Cedlfied as requlred All Non 
IT Comptlant 

Apnl 99 Status 

December 99 
Status 

Union Bank for Savings 
8 Investments 

bscr men1 
 writ^ n 

Yes 

IT Cornpllant 

I I I I I I I 

YES 

Recently opened Systems tested prlor to openlng No Integrated test 
Malntalns good docurnentat~on (Very Good) 

All Hardware and s o b r e  Y2K Cornpltant and Certified as requ~red All Non 

HO 

YES 

No 

YES 

December 99 
Status 

Calro Amman Bank 

\ alldat~on 
(Testing) 

Yes 

Bank~ng system wnnen In COBOL and berng upgraded HO cwd~nat~on 1s 
l~rnlted Branch resources appear lo be l~mlted (Needs improvement) Apnl 99 Status 

I I 1 I I I I 

YES 

Yes 

YES 

No 

YES 

IT Compl~ant 
YES 

I 
hab Land Bank I April 99 Status I HO I 

Kenovut~on 
(Hcpulr) 

Yes 

HO 

Replacing and upgrad~ng In June Software provlded by an outslde vendor 
(Needs ~mprovement) Apr11 99 Status 

All Hardware and soflware Y2K Compllant and Cert~fied as requored All Non 
IT compl~ant 

December 99 
Status 

I I I I I I 1 I 

YES 

Yes 

YES 

No 

YES 

Replaclng and upgradlng In June Software provlded by an outslde vendor 
(Needs ~mprovement) 

No 

December 99 

Implrmml 

Yes 

Llrnlted 

All Hardware and software Y2K Compl~ant and Cert~fied as requ~red All Non YES 

HO 

YES 

Summary < ommenWEvutunt~o~n uRcr Drcembcr 1999 Bunk \ ISII 

YES 

Yes 

YES 

Yes 

YES 

No 

YES 

Not Required 

YES 

No 

YES 

No 

YES 

Status 

Llmfied 

YES 

Llrnlted 

YES 

Yes 

YES 
IT Compl~ant 

Yes 

No 

YES 

No 

YES 

Recently opened Systems tested prlor to openlng Banklng system IS Y2K 
cornpllant Plans and renowallon work done on a Group level In Duba~ (Very 

Not Required 

YES 

No 

YES 

No 

YES 

Yes 

No 

YES 

Very L~m~led 

YES 

Yes 

YES 

No 

YES 

No 

YES 

No 

YES 

No 

N~ 

YES 

YES 

No 

YES 

No 

YES 

YES YES All Hardware and software Y2K Cornpllant and Cert~fied as requlred All Non 



Part 4 - OnSite VISI~ Status Report - Progress on Items Referenced In April 99 Y2K Report 

Unlt test has been completed but no documentallon Software 1s being 
upgrading (Good) 

Palestlne Investment 
Bank 

No 

YES 

Palesthe lntemational 

Bank 

All Hardware and software Y2K Compbant and Certified as requ~red AIl Non 
IT Comol~anl 

I I I 8 I 8 I 

I 

InMay 

YES 

Aprll 99 

December 99 
Status 

Apr11 99 Status 

December 99 
Status 

Bank of Jordan 

f 

No 

YES 

Yes 

YES 

Commercial Bank of 

Palestine 

I 

Arab Bank 

No 

YES 

Jordan National Bank 

I I I I I I I I 

Apr11 99 Slalus 

Status 

Llmlted 

YES 

Apr11 99 Stalus HO 

Aprrl 99 Status 

December 99 
Status 

Status 

YES 

December 99 
Status 

Aprll 99 Slatus 

Yes 

No 

YES 

No 

YES 

Yes Yes 

YES 

YES YES 

No 

YES 

Yes 

YES YES 

No 

YES 

HO 

YES 

YES 

Yes 

YES 

Llrnlted 

YES 

No 

YES 

YES 

In house comm~liee conslst of IT and admlnlslratlon and often cornmun~cates 
lhrough e-rnall w11h IT and branches (Good) 

All Hardware and software Y2K Compliant and Certlfied as requlred All Non 
IT Compl~anl 

L!rn~ted No 

YES YES 

Llrnlted 

YES 

Yes 

cOmPleled 

YES 

No 

YES 

Test\ng has bttcn moslly completed In house programs are YZK compl~ant 
outstde programs are being upgradlng HO assurance team to vls~t In May 
HO cammtnee conststs of sentor managers from branches HO has 
davelaped contingent plans (Very good) 

All Hardware and software Y2K Compltant and Certlfied as requlred All Non 
IT Comol~anl 

1 

YES 

No 

YES 

Yes 

YES 

Ltrnlted 

Arab Palestine 
Investment Bank 

, , I I I I I 

YES 

L~rn~ted 

YES 

December 99 

NO 

YES 

Plans to upgrade to software and hardware Test~ng has involved user 
groups (Good) 

All Hardware and software Y2K Cornpllant and Certified as requlred All No1 
IT Cornollant 

No 

YES 

YES 

Aprll 99 

YES 

Software bang upgraded Plans are drlven by HO (Good) 

All Hardware and sonware Y2K Compllant and Cerlllied as requlred All Non 
IT Compltant 

No 

YES 

Yes 

YES 

No L~rnlled 

All Hardware and software Y2K Compllant and Certllied as requlred All Non 
IT ~ompllant YES 

H0 

/AI~ Hardware and soflwa e Y2K Compl~anl and Cedtlrd as requlred All Non 1 

YES 

Status 

No 

No 

Reg~onal commMee conslsllng of HO branch and IT staff Soflware prov~ded 
by outs~de vendor IS bang upgraded (Good) 

- 
YES 

No 

YES 

No 

YES 

No No 

YES IT Compl~ant YES YES 

NO 

Small bank wth mostly wholesale operations Few customers and products 
Owned 50Y by Atab Bank Works wlth and has lechn~cal agreement with 
Arab Bank (Good) 





UNITED STAIES OF AMERICA 

Palestme Monetary Author~ty (PAIA) 
Bank Y2K Rev~ew Project 

Dates of Dec-19W 
BanldBranch O n - ~ ~ t e  

B m h  V ~ s ~ t s  

HSBC B ~ n h  \ I i J d 1 ~  East Ramall all 

Al-Quds Banh to1 De\ elopment & Investment Ramal l~ l i  
( 1 ' 111te1\ ~ e w )  

L n ~ o n  Banh for Sa\  ings Incestments Ramal l~ l i  

Call0 4ni11ian Banh Raniallah 

\lab Land B ~ n h  R a m a l l ~ h  

PJ~LSII I IC I n t c ~ ~ i ~ t ~ o n ~ l  Banh Ramallah 

PJISSIIIIC In\ cstni~l i t  Banh Ramallah 

41 ab PJILS~IIIL 1111 cstnient Bank Ra~~lal lal l  

The C o m m c ~ c ~ d l  Bank o t  Palestine Ramallah 

Banh o t J o ~ d a l ~  Ramal l~ l i  

JOI Jan Callonal Bank Ramallah 

A L -  A L ~ J  Islani~c Bank Ramailah 

Intel n ~ ~ ~ o n a l  \tab lslan~lc Bank, PLC Ramalldh 



Y2K Status Presentnt~on n ~ t h  Senlor PhIA 
hlanagement and Senlor Bnnh Managers at 7Ph1 

Jordan Gulf Bank Ramallah 

Hous~ng Bank Ramallah 

Al-Quds Bank for De\ elopment & Investment Ramallah 
(2"' Inten ien) 

Jordan Kuwait Banh Nablus 

Banh of Palestine. Ltd Gaza 

Palestine Islamic Banh Gaza 

The Princ~pal Banh/Eg\pt Gaza 

Vlsit PMA Headqua1 ters 111 Gaza for Y2K Revlew Gaza 

Prepare Final Report for PNA PMA Mgmt 

Evlt Meetlng to PbIA Governor - Gaza 

Exit Meeting to PhIA PNA hlgnlt and US AID 

Subnllssion Flnal Report to Barents Project Leader 

Subnlisslon Flnal Report to Barents Washington 
DC Headquarters 



Bank Off~cers Met D u r ~ n g  Revrew of Banks in Palestine 

Bank Name Date T ~ m e  Names Jar-\ T ~ t l e  

HSBC BANK 12/07/1999 10 00 12 00 Stuart Barkrnson Branch Manager 
Wrsam Khourr Technrcal Sel ~ces CIE z 

ANZ GRINDLAYS 12/07/1999 12 30 2 30 Anton Batterkha Execut~ve Manager 
BANK Zafer Abdul- Halrm Technology Offlcer 

Al Quds Bank 12/08/1999 12 30 2 30 Ma en Al- Labadr Actlng branch r n a r a ~ e r  
Tayseer Oudeh Branches Operat~cq F lanzze 
taleb Krfayeh I T Offrcer 
Erd Ghayadah Frnanc~al&Adminis~rat~ e SL-= =: 
Suharl yahya I T Dep 
Mohammad Salman General Manager 
Mohammad Frarj Head of I T Dept 

Unron Bank for 12/08/1999 10 00 12 00 Jamal Zada I S Manager 
Sav~ng& Investment Musa Shamreh Manager 

Carro Amman Bank 12/09/1999 10 00 12 00 Tayseer Qutterneh Executrve Manager B a l h  0,- 
lmad Jarallah Admlnrstratrve Manacje 
Waddah Khamlan I T Dept 
Mahmoud Al- Bankrng Operatron De,st Re; cna, ' 
Rama ah 

Arab Land Bank 12/09/1999 12 30 2 30 So'od Dardas Frnancral Manager 
Ahed Al-Bakhret I T Dep Reg~onal l la  

Palest~ne lnternatronal 1211 1/1999 10 00 12 00 Usama Khader General Manager 
Bank Kaysar Omar Operatron Super iscr 

Ammar Khdarry EDP Manager 
Ghaz~ Musleh Deputy General F l a n a c s  

Palestme Investment 1211 111999 12 00 1 30 Yousrf Al- Qadr Deputy General F 1ar;ac~r 
Bank Salah Farrs I T Dept 

Arab Bank 12/12/1999 10 00 12 00 Taysrr Khalrl Frnancral Controler 
E Ahrned Abu-Ghosh Head of ISC Palestrne 
Khaled Ghannam Manager Supply8 Prer~ses D ~ c t  

Arab Palestrnran 1211311999 10 00 12 00 Masoud Al- Ardah D~rector 
Investment Bank Adel Lafr MIS Officer 



The Commercral Bank 
of Palestine 

Bank of Jordan 

Jordan Nat~onal Bank 

Al- Aqsa lslamrc Bank 

Arab lslarnrc Bank 

Jordan Gulf Bank 

Housrng Bank of Jo 

Jordan Kuwa~tr Bank 

Bank of Palestrne LTD 

Palest~ne lslamlc 
Bank 

The Prrnc~ple Bank for 
Development& 
Agr~cultural C r e d ~ t  

UNllED STATES OF AMERICA 

5 The P 3 i r s l l t t l ~ n  \ I un 1 \ I 

1 I j a r  OIJU ~'JI I 8 Jll \ d l  "dl  1 I 

12 00 2 00 Abdallah Khalrl Manager 
Basem Maraqa I T Dept 
lssa Mrebe Branch Manager Al Ram 
Sberh Al- Khalily Accountrng De;; 

10 00-12 00 Fayez Al Dabbas Banking Operatron lanager 

12 00-2 00 Anwar Jyousr Assistant R Manager 
Assaf Blerdr Computer Divrsron Head 
Mahmoud Al Zaben Frnancral Controller 

10 00-12 00 Dr Mohd Sarsour Dy General Manacer 
Muhsen Abdl Wahab Computer Dept Aomin 

12 00 2 00 Ayoub Karnal Operatron Manager 
Nabeel Sarnara lnspectron Dept Manager 
Murad Saleh I T Dept Manager Head Ofhcc- 
Taghr~d Arnerreh Frnancial Manager 

10 00 12 00 lzzat Thawabeh Facrlrtres& Credrt Control hlanacer 
Watheq Omar I T Dept Manager 

12 00-2 00 Dr Anrs Al- Hajjeh Regronal Manager 
Mohammed Khaled I T Dept Manager 

10 30-12 00 Hasan Husern Branch Manager 
Yousef Mukahhal Assist Manager 

10 30-12 00 Dr Hanr AL Shawa Vrce Chairman Deputy G Mana~er 
lhab Al Aloul Head of Computer Divrsion 
E Aladdrn El Astal Head of Servrces& hlaint~nance 
Saeb Sammour General Supervrsor 
Bassam Abu Sha ban Assrsrtant Head of I T Dept 
Samer Nassar West Bank Legal Advrsar 

12 00-1 00 All Al- Zammar Deputy General Manager 
Sameh Al- Bharsy Head of I T Dept 

1 00 2 00 Abbas Abdel Hadi Branch Manager 
Erd Bshara Head of Accounting Dept 
Naser Audeh Head of I T Dept 



Palestine hlonetal-y Author rtj7 (PRIA) 
Bank Y3K Review Project 

Itrtl udrrctlutr 
T P I 1 1  ?nd IIrnrstl\ of Pl?nnlng support to P\  4 s n?tlonal Y3K Conlnllttee 

Pi iIlJ(l1 1 jllflpU3e Of 1 1 5 l t  
T Cut I e n t  St ~ t u s  of \ 'I\ R c l  ltctl PI cp 11 Iflor1 

R ~ ~ ~ O I I S L )  to 13wcs 1delrtijii)d ut 411~ il 1 i ~ ~ t  
v COI lectlorls and Fnh.~nccnlcr~ts made slnce l p l ~ l  1999 t r ~ t  

r D ltr(s)  Testetl Copied to PI1 i 

/ 1<i5llitj lll(1 1~'ltC llo(iliic(i I ull\ 111tcg1 1tctl 1 cs t  

T D itc ?ad  l l~ t l toci  of Rctestlrlg I1  lnu 11 Tcst111g Fail11 1 ~ 1 %  

1,ocal Il 11dcop1 and Disl, or T Ipe Backup of D a t ~  Base 

T Custonler Cr etilt Assessment 



A Message To The Palestin~an People From The Palestine 
Monetary Author~ty (PYlA) About Year 2000 (Y2K) 

The Banks & Bank Branches of Palestine AI e We11 Prepared For YZIi 

The jear 2000 c o ~ ~ l p l l ~ n c e  isslle 1s a mqol p~oblcnl clialleng~ng mJny olgJnlLcltlons 111 o \  L I  L I I L  \\ or Icf 
T h ~ s  problem may eltcct the bus~ness sectol of 0111 economy seriously, c s p c c ~ ~ l l \  t h ~  t ~ n ~ n c ~ a l  ~ L L ~ C J I  

\\111ch 1s one ot the mobt Important sectols In o u ~  1 1 t ~  The year 2000 p~obl tn l  \t h ~ c h  1s J I ~ O  L I J I L L I  I I I L  
h l ~ l l c n ~ u m  Bug 1s not onlv a compi~te~ jxoblcm but 1s ~ l s o  a bus~ness ~ssuc  T l l ~ ~ e f ~ r c .  OI IL  0 1  O L I I  1 1 1 ~ 1 1 1  

coilcenls at the PMA n 3s to guarantee tllat rllr banks ~ n d  bank brancl~es In P ~ l c s t ~ n e  sol! L J  11 1'1 O ~ L I  1 
so that the Palestlnran people could be assu~ed ot accurate and ef ticlcut banh111g scr! ICLS 111 1 1 1 ~  \ L  ir 

2000 and beyond 4t the PkIA the veal 2000 ~eaci~ness progranl has bee11 a h ~ y h  pt IOI  r t \  srncc I ')')\ 
Tile P h i 4  has made sure that all banks had t e a m  ot people working on tjhls lmpol t J n r  pro~cct It[~t 
conclnulng o te r t l en  and superkislon \re at [lie PLI 4 can assure you t l l ~ t  [IIL b ~ n h  computct~ 

dl113 e q i ~ ~ p ~ n e n t ,  communication netwo~ hs opelatlng skstem sofhbare data bases and appl~catlon ~ I O =  

ha\e been properly readled and fully tested In e\ el\ bank In Palest~ne 

PJIA Role Over\   en and Super1 lslon Role 

The Ph14 was monltollng, controll~ng and le\ ~ c \ i  lng the year 2000 projects and prepJratlo11s bel11; 
made at e\ ery bank In Palest~ne The Pb l4  111adc sule that every banh and brdnch p e  Y2K t l l ~  lirghtst 
pr~ollty 4t t h ~ s  polnt In tlllle elery banh IS tinrsheri \i t t l l  t he~r  1 3K projtcts cltlcl J ~ L  ~ I O ~ C I  I \  171cpclr~d 
to operate 11.1 the new n l ~ l l e n n ~ u n ~  

The P M 4  made sure that as a part ot b~11h.s preparation rnclucicd the J e ~ c l ~ ~ ~ ~ l ~ c ~ l t  01 J 

contingency plan Tills plan assures vou the Palest~nian people, that the banhs In P ~ l t s t ~ n e  \\ 111 h ~ \ c .  
busmess contlnu~ty in case there 1s an\ problem \ i ~ t h  the electr~cal pone1 or t e l e c o m n ~ u n i c ~ t ~ o ~ ~  
systems The r ~ s k s  (of whateker nature 01 so~ucc)  to the banklng system of P ~ l c s t i ~ ~ e  nc le  ~ d ~ n r ~ f l e ~ f  
and evaluated by each banh dnd plans n ele madc to address each one so that tlir bclllhs \\ 111 conr~nue to 
operate tor the people 

The Gobern01 ot the PV.2  and the P~lest l l~lan \dt1o11~1 -4uthonty ha\e ciecldecl to drc ld~e S L I I I J ~ L  01 
01-2000 as a banh~ng holldav so that all bdtlhs 111 be ~ b l e  to mahe one f i n ~ l  S L I I L S  ot t ~ s t s  and ~Ilechs 
to be sure e\ery prepalatlon tor Y?K IS ancl ploper Slnce thrs clav 11~s ~ l s o  I~c tn  ~ L L ~ J I L ~  rl 

liol~dav tor ne~gllbonng coiintlles (Joldan ~ n d  Is1~t.1, ~ n d  rt IS nollnally J holrcl~t tor a11 ol rlle rest ot 
the banhs In rlle ~ t o ~ l d  there tb111 be no halnl to ~ I I L  Palestlne banhs and ~ J I J I I C I ~ L ~  01 ~ i r t  LLOIIOIII \  

because of tlils extra h o l ~ d ~ v  All banhs \i 111 b~ O ~ L I I  ~ n d  readv tor bus~ness on \ lor ld~\  O;-ol-20[~0 



Questions and Answers on the Year 2000 Problem 

A n \  pclson or organIz;lt1on that L I ~ C S  c o ~ i ~ p ~ ~ t e ~ ~ z e d  s\stems 01 tqiupmtnt can bt  l t f t ~ t ~ d  b\ [Iic \ 3 70(\11 0 , 
~l i angc  But ban],> 2nd 521 In25 Institiltloll> ~ I L  imong those cornpanits 111 11 CJI I  b t  L Z P L L I  ill\ ; I ~ I L L ~ L L I  I?\ I I ~ L  ~ I O  

\\ 11\ ' I ~ L L J L I ~ L  so  111 11i\ tilt [Ian5 lcrions I I I L ~  I i ~ ~ l d l t  11 i \ ,  L dqtc > L  i \ ~ t ~ \ c  1111t)1111 111011 5i1cli 15 l l i ~  L I  I I L  

ctcpos~ts 01 p a \ ~ i ~ t l l t s  art  made 11 li~cli In ti1111 atfeet5 ~ L C O I I I I I  b 1Ia1iees a11d ~ l i t e ~ t s t  L I I C L I I J I I U I I ~  1 I1 11 \\ 11 1 ' 1  

1 1 1 1 1 1 1  I I lil11511\ I t l l l  J l \ I \ t  t ] 1 o 1 1 1  1 L I I  I 0 1 1 1 1 1  \ t i l l  l l l  I I I i 

~ ~ o p c ~  I \  In the 1 t a r  2000 

F l o m  tlit smallest  to tlie I ~ l g e s t  b a ~ i h s  a c  c l i e c h ~ n g  and t i u n g  t l i e ~ r  c o ~ i i p ~ ~ t t ~  s \ s t c lns  to I I ~ J ~ L  ~ L I I L  I IL  

111  opera te  smootll l \  ~n tlie 1 e a ~  7000 B ~ n h s  ~ n c l  sa i  Ings ~ ~ i s t ~ t u r ~ o n s  e I C L ~ L I I I L L I  bv t c ' c l ~ t ~ l  I L = L I I  1101, , 
h ~ \ e  p l ~ n s  In p lace  to gcr tlic'll S \ S ~ L I I ~ S  1 71; ~ e ~ d \  E ~ c l i  ~ ~ i s t ~ t u t ~ o ~ i  s I L J ~ I I I L S S  p l ~ n  IS d ~ t t ~ l t l i t  I L ~ J L I , ,  , 
nliist b t  t ~ l l o i e d  lo  ~ t s  ou n L L ~ L I J ~ I O I I  Banhs a l e  s \pected  to h ~ i  e thcsc ct L I C I J I  ~ ~ L P S  c o r n p l ~ ~ ~ ~ l  I\ c l I  i - c t c ~ ~ ,  
the \r CJI  2000 

Tllc P\I  1 1 s  closcl\ rnolurollng tlie p~ogicss  ot balihs 111 complet~ng the L I I ~ I L J I  5tcpb I L L ~ L I I I L ~  b\ ~ I I L I I  \ L J I  2 ( " l 1 ~  
p l ~ n s  Thus far banhs J I L  mcttlng the i c g ~ ~ l  itols t \ i ~ ~ c t a t ~ o ~ i s  

r u s t  read ~ \ e r t t l i 1 n 2  ~ o u i  banh g l ~ c s  \ O L I  t ~ g a ~ d ~ n g  I I I L  L J I  2000 llltl  115 et I O I I S  to b~ 1 2k I L  !d\ 11 
111s1111111011s L \ I > L L ~  111 11 ~ 1 1 ~ 1 1  LL1410111CI5 n111 11 l \ L  L~LIe5tIoIls > C )  lllcv \ e  I ) I L I )  1 1 t L l  \ l  llcIlIcI1t \ l l l l l L l . ,  l , l l l L i ! ~ l l L >  1 l l L l  

al-t~clcs to1 custo~iicr ~ i t ~ \ s I t t t c r ~  that ~ L \ L I I [ ) L  t l ic~r 1 cdr 2000 I L ~ L ~ I I I L ~ ~  t t to1 1s I I I ~ ~ I ~ L I I I ~ I ~ S  J I ~ O  J l r  I I ~ ~ I L I I I I =  \ c 11 

2000 s t m l n ~ r s  to plo\ ~ d e  ~ ~ i t o i i i i ~ l t ~ o ~ i  to c i i~ torne~s  atid ansu L I  q u ~ s t ~ o n s  I t  call or 1311 \ o u ~  ha~ih I I I J  JA I ) O L I I  
~ t s  p l ~ n s  to get readv lor the 1 ear 2000 ~ J [ L  change t ~ l h  to a11 empluycc \\ 110 I5 I,no\i I t d ~ ~ ~ b l c  d ~ o u t  r l i ~  I 1 I I [ L I ~ I ~ I ~  , 
1 2K progtam 

1 our d a ~ l j  b ~ n h l n g  routlnc genelallc should not be affected D r s p l t ~  the banh~lig ~ n d u s t n  s b ~ s t  ~ t r o ~ t -  I io \ \e \c  
s o ~ ~ i t  c1isto111eis coilld ellcoilliter disruptions II I  , e n  Ice or other p lob lc l~~s  T o  niakc s u ~ c  tiiat bank> ;ILL r e d \  to 11 

1111 problcnis qiuchlv a11d c t t ec t~ i  L I \  all ale ~ t q i i ~ ~ e d  o esrabl~>ii p l ~ n s  t 1 1 ~ t  \\ 111 p ~ o \  I ~ L  tor altcniati\ L 1 1 i ~ t l i 0 c l ,  I 
d o ~ n g  buslnrss ~t needed 



d o  tliat \oil need to ha\ e ~oli iplete 3lid 3LeiIIdte rccoids ot  a11 \our  3~coi1111 t 1  711sait101is-J 111 ildelit pr3ctlce i11 i t1~  

;Illy LlICLIlll~tdllLes 

We suggest you heep copies ot  t ou r  dcpos~t  s l ~ p s  b ~ n h  stateliients 311d otlicr ~ C L O I ~ ~  or 

your tlJnbactlons e spc t~a l lv  those tor t l l t  last > I \  ~iiontlis of 1999 and (lie first t e n  ~nontlis ot  2OOP Cxnpdlc oil 
recold, dgalnbt \\hat F s110\\11 011 \ O i l 1  b t d t t l l l t ~ i t  I t  ~ O L I  liiid ;I C ~ I ~ C I L J ~ ~ I I C \  t01it3tt L O L I I  I I ~ S I I ~ L I ~ I O I  10 , A  , I \ '  , 
rlror \\ lien I t  C O I I I L ~  to tl(1llblt ~ I l~ek111g  111~  31110111it of 111tttest c ~ t d l t t d  [O \ O L I I  ' ILCOLII I~  In11 _' to do tllc I ~ L L I I  11 , 1 1 -  

}oulself cd11 be C C ) I I ~ P ~ I L J L L I ~  

Insttad \oil m~glit  it Jnt to slnlplb eompdrc [lie intcicst sho\sn on \oiir ctllItnt montlil\ htatclnent \I 1111 r l i ~  J l l l r I L l l  r 
found 011 ~ O I I ~ L  121 I I L I  h t ~ t t ~ i i t ~ l t b  I f  tile 3Il lOLll l t  dothli t looh ~ ~ g l i t  L O I ~ ~ J L I  ~ 0 1 1 1  ba11I\ or S;I\ 11igb 111st111111~)11 101 I iclll  

In t l i e ~ k ~ ~ i g  tht c ; l l c i ~ l ~ t ~ i ) ~ i  4150 br d \ \ 3 I C  that I I ~ S ~ I I L I ~ I O I ~ ~  J I C  I C ~ L I I I C ~  to h ~ t p  bdch ilp ~ c ~ o r d ,  tor J L ~ O L I I  I 

tra11sact1oiib SO flit\ tail I S L O \  er tll15 I I I ~ O I I ~ I ~ ~ I O I ~  111 case or JII ~rnelgclic\  

These bach LIP reLord5 coilld be iised to 1dent11~ and corrcct e n o ~ s  t l i ~ t  ~niglit atfctt \our  dtposlt l o ~ l i  01 ~ u l  L 

account due to 3 1 eJl 2000 t o rnpu t~ l  problt~ii  



The Ycar 2000 computcr problem Isn t 1 problem tor cr~m~n?ls  -I[ '> 211 opportl1nlr\ ro s?sh 111 on p ~ ~ p I ~  s 
lbo i~ t  t l i ~  1111!,11o\\n \i l i ~ l ~  t l i ~ n t e s  ?re 1011 l l  n ~ \  ~r L I I C O L I I ~ ~  1 ) 2 h L O I ~  \ \e 11 ? l i t  \ O L I  to k~io\\  Iiot\ to >pot 11 
\\?r1111ig s~glls 50 1011 \\011't end up 2 Ilctlm TliL P ~ l ~ s t l n ~  \lo i ~ t -~n  -lt~tlior~t\ ( P \ l A )  b e l l ~ ~ e  t l ~ ~  sc?rn> such I> 

t l i e h ~  coi~ld ~ L C O I I I L  more pro~~1lliLnr 111 rile c o ~ i i ~ ~ l g  ~iio~itlis 

4 con ~rclst pos111g 1s .I blnA ~ n i p l o \ ~ t  c?lls to >2\ t l i x  7s p?rt ot 1 \ c l r  2000 ti\ ot tile b?~lh > ~ o i i i p i ~ t ~ r s  \ 011 

must c o n t ~ r ~ n  (?ct~~aIl \  r ~ \ e ? I )  \oil1 credlt c?rd or b'~1ik ' Z C C O L I I I ~  11i11iibcr Tllc crook tIie11 LISLS t111> 11itor1il1t1011 til  

older lie\\ c r d t  c?rds or checks In tour n ? m ~  ~ n d  goes 011 2 sliol~p~ng sprse N L I L ~  ~ I \ L  out I C C O L I I I ~  

~ntormar~on c r ~ d ~ t  c?rd or S O C I ~ I  S L C L I ~ I ~ \  11t111ib~rs or o t l i~r  IILTSOII?~ ~ ~ l t o r ~ l i ? r ~ o ~ l  to S O I I ~ L O I ~ L  \ O L I  do11 t j\110\\ 

LIIIILSS \oil 111\1. 1111tllt~d tlle collt~ct l3111h C L I S ~ O I ~ ~ ~ ~ S  ~I ioi~Id r~po l t  ?II\ S L I S ~ I C I O L I S  req~~est> tor c o ~ i t ~ d i ~ i [ ~ l l  
? C C O L I I ~ ~  111fon112t1011 

\r ou ~ C C L I I L  111 L I I ~ S O I I C I ~ C ~  offer to llold ' \oiIr I ~ ~ O I I L \  i111t1l ~ t t ~ r  J ~ I I L I ? ~  I 7000 111 1 ~ I I ? L L  [ I I I ~ ' ~  ~ L I I ) I I O S L ~ ~ \  

s ~ h r  th?n \our blnk T l i ~  I ~ O ~ L I  \\auld on11 go Into the crook > pocket 

4 s?lc> I I L ~ ~ I I  trom comp?n\ \oil n c \ ~ r  li~?rd ot c?lls to suggest tl17t \oil bil\ Into In I I ~ \ L S ~ I I I L I I ~  t l i ~  1 tri- o t  

Y L ? ~  2 0 0 0  probl~ms (or \ i l l 1  ' S O ~ ~ L  \I 'I\ problems) ?nd IS yu?r?lltccd to net 2 b ~ g  profir Its I I L L I \  [lie 0111t OIL 

profiting \\111 b~ the seller n h l l ~  \oil yet 11rtle or 11otIi11i~ 111 rcturli 

The P\I -I \\ants you t o  be Y2K-cnretul Here are tour t1111lgs VOLI can do to protect \ ourheif f r  0111 I 
potcnrlnl 'r 2 K  slblndlc 

1 R ~ m c m b ~ r  t l l ~  CI?SSIC red tl?zs ot 1 t u i v l c ~ ~ l  51\111dl~ \I L >t~ggest \oil ll71ig i11) t l i ~  ~ I ~ O I I L  or \ \ -~lk 
T\\?\ trom vn i ~ ~ l s o l ~ c ~ t e d  otter ~t 

T l i ~  d t d  seLms too good to be truc or docsn't seem to m ? h ~  scnsc 
TIIL o t f ~ r  IS  fro111 311 iunt?rn~l~~r comp?n\ otrcn \\~tliotlt '1 strctt ' ~ d d r ~ s s  or d~rect  t c l ~ l ~ l i o n ~  n i ~ r n b ~ r  
TIIL person or comp?u\ \\on t ~ I \ L  \oil \ \ r ~ t t ~ l l  d c t ~ ~ l b  ot t l l ~  otter 
Fou r~ ?s!-.cd to ~ I I L  i?sIi I eli~ck or \our crcd~t '3rd or blllh I C L O L I I ~ ~  1ii1111bcr betore \ O L I  r e e i ~ t ~  
coeds or sLn ICLS - 
T ~ L  > ~ l e s  puson uses h1g11 pressure tactlcs or IS ~ n t ~ u i ~ d ? t ~ ~ i g  
Protect \our  p~rso11'~I ti11?1ic1?1 ~~ i ton i i a t~o~ l  

2 Ucr ~r 211 L out \ O L I ~  b?nA ?ccoi111t or c r ~ d ~ t  card numben to XI iuihno\\ n person or comp?n\ i~nlsss \ 011 
I I I I [ I ? C L ~  t l i ~  co~itatt  ?nd nei er 211 L 111\ OIIL thL P~rsonql I d ~ n t ~  t ~ c ? t ~ o ~ l  \umber \ 011 LISL to acctss I n  
T I  4 con ?r t~st  can 11% ~ I I I S  11~tor1il?t1011 to \\~thdr?\\  mom\ trom \our blnl, ~ c c o u ~ i t  or order ne\t 
c r ~ d ~ t  cards in \our n w n ~  



The Palesllnmn \ a l ~ o n ~ I  lu r l io r~n  
The I c.tr 2000 1 ale 1 I n u n  \ Itun.!l Teclnntc 1 ( u n 

3 C~LCA out 1nt offer to bu\ or Int L S ~  111 a product or s e n  Ice before t ou commit to antthtng If 1 ou r, 
sertousl~ constdcrlng an o f f ~ r  g ~ r  as much ~ n f o r ~ l ~ a t ~ o n  as \ou can before tou ag1ce LO pat ~ O I I L I  

Al \!~\s  conflr~ii \ \ ~ t h  1 r ~ l ~ ? b l ~  >ourcc i \ l ~ ~ t h c r  to11 do ~ndecd ha!e a probleni or that ulers ~ c n  [ 1 

bc t t~ r  so lu t~o~ ' ~ r  L \ ~ I I I ~ J ~ L  ~f \ O L I  r~ ~pproac l i~d  ~ b o t ~ t  a s~~pposed Y7K p r c b ~ ~ n i  i11t11 tour b1nh 
~ C C O L I I I C  ~~ ldcp~ndc~ l t l \  CIILLL \\1t11 \our titl;luc111 ~ ~ i s t ~ t i t t ~ o n  

41nat s ~ C V I L I \  \our 1ccount S ~ ~ C L I I I L I I ~ S  xld crcdtt card bills to mahe sure a sn~ndl t r  hasn t nttlldra\\n 111011~\ or 
 mad^ pilrcll1s~s 111 t o ~ ~ r  11'1111~ 4150 1t  on^ ot tllest rsgul1r mztl~ngs do~sn't  arrlte that could be a slgn so~n~ori,  
mat hale c11lny~d \our blll~ng 1ddrcss tor trludul~nt purposes If tou thtnA t ou i L been the klcttrn of -I sc~rll  d r  
just suspcct soni~thlng tisln c ~ l l  \our b1nL or t h ~  IIOIICL I I I I I I ~ L ~ I ~ ~ ~ ~ \  

If toit just r c m c ~ l ~ b ~ r  111~s~ tour sumplt h t~ps  t t  s a good b ~ t  rll-~t \ou 11on't  ha^^ to n o r n  about belng thL \ lcrl1 1 

of a k 2K s c w  



%- 

The Pal 111111.1n \ d l t > n d l  i u ~ h  r 11 

rllr l rdr 000 P ~ ~ ~ S I I I I ~ J ~ I  \ 1t~n.11 l t l  8 ,  I L 1 I 

Common Sense Rules to Protect Your PC From Viruses 

Regardless of  your operating system, these slu rules should plotect you from nlosr of the OL er 4G 000 
t II  uses that are currently floatlng aiound the Internet 

------------------------------------------------------------------- 
I Purchase 4 Good, Cornmet crdl ink11 irus Program L I ~ L  \ol tor~ i n t ~ r l r u s  O r  \ I c A l ~ i  1 i t  us 3 ~ 2 1 1  

-------------------------------------------------------------------- 

Most conmierclal antivirus progranls usuallv cost hen\ een USS-IO and L \ S T 0  arid can b~ purc11ascd ~t alriio~r 
all\ coniputer store In the world [I oil can i~suall) sate  about L'5S 10 r t  \ O L I  pirrcll~se tllc >o t t \ \ a r~  01111ric 
1 ~ s l t  littp //invw shopper c o d  for more ~nlornlat~on] 

Ant11 rrus program manufacturers also release mmor upgades c i  en t \ \  a to t h ~  Le months and major upgrad~s 
el e n  tuelve to e~ghteen months YOU NEED THESE U P G R A D I S  \lrnor upgrades ate usuall~ trtc. ~ u d  
major upgrades usually cost anywhere bett+een US520 and bSSlO dtpcnd~rig on the ni~nut~cturer  [thlrlh of 
tlils as an evpected expense --just as you hat e to change vour car's 011 et CI 1 3 000 nlrles you hai e to upgrade 
vour antrvlrus software every year to year and a-11alfl 

To see ~f any rnlnor or major upgrades are at allable for your antlt rrus program \ lslt your antit ~rus pro,l-a111 
m~nulacturer's homepage A l!st of antrvlrus manufactirrers' I~orilepages can be found 31 

Ilttp //tnvw yahoo c o d  or at AOL hewvord "L lrus ' 

*---------------------------------------*----------------------------- 

2 Update  Your Virus  Definltlons r r equen t lb  (At Least O n c e  4 !! eeb) 
...................................................................... 

LVltli oxer 150 new vlruses belriy d~sco\clcd L J L I I  t i t r~h ~t 5 o ~ 1  ~loll I L I ~ L I J I L  ~ ~ ) L I I  d ~ f r l ~ ~ t ~ o ~ i s  I I L L I L I L I I I ~ \  \ L I L I  

\ \on t bc protected from A M '  ut rhc ncw t IrusLb Llo~tlng JIOLIIIJ [ I I L  VLI 

Hot\ do you update your v~rus  dehnltions ' That depends on the ant]\ I I  irr pr ograrn t o ~ r  use Norton Anr~t rrus 
has a "Lrre Update" button bullt Into tile program cllcL on i t   rid Yortvr~ ~irtornat~cally doi\r~loads and 
~ristalls the latest virus definitions fro111 Net AIcXtee VlrusScan has a srn111~1 update tunctlon (go to Frlr > 
Update VlrusScan) 

If tou  are unsure of how to update your t lrus definlt~ons t lslt t l i ~  homepa, 1 7 ~  ot tour anti1 lrus sott\r.at-L 
nlanutacturer and look for the~r  "download update or "teclinr~al suppor t sectron 

3 Ye\ e r  Double-Cllcb (Or Launch )  *Ant  * Flle, Especlall\ An Enla11 I t t a c l~men t ,  Regardless 
Of \F 110 The F ~ l e  Is From,  Untll You Flrs t  Scan  That F ~ l e  \I it11 1 out i n t ~ \ i r u s  P rog ram 
-------------------------------*-------------------------------------- 



The Palertfflrdn \rlrondl Lu l l  

The i r.nr 000 Palrhlln~nn \alronal T r r h n ~  rl I 

Thrs 1s probably the most Irnpoltant I i ~ l t  ot them J I I  Tlicre are currentlv ox er forty-slu thousand \ruses our 
there there are o\er 2 Q trllllon pos>~ble t~lcs  names out the~e  and an\ one of those ~lruses  could be h~dlng 111 

any one ot those file names -4 lot ot people tlilnh that \ou can protect yourself frorn a computer lrus bt 
"5  ', 011 be~ng  on the loohout for one p a r t ~ c ~ ~ l ~ r  111 11s or one t)art1~~11ar file name (hence all of the 5 lrus warnln2 

habe rece~ved In your enla11 1nbo1 \atel\) T h a ~  s not on]\ s~l lv,  that s dangerous If vou want to prntect \our 
computer from viruses bou need to Isnore I L L  of the \ ~ r u s  \vamlngs you recelie and Instead he t7-- ol 
EVERY file you see espec~aIl\ L I ~ I F  file t h ~ t  1s ~ttdched to an eniall message 

It 1s Important to note t l n r  despite all of tlie \\ amlngs to the contrarv there 1s no such thing as an eniall ! ~ n ~ s  
I f ~ o u  are rurullng tlie rnost up to-dat~ t tnlon ot \\ ~ndot\ s (see rule ;; belo\\) or ~ f j o u  have a Mac jou C J I ~  

open your emalls, regardless ot tlie~r 3~1blect I~nes I\ ~thout tear of ~ntectlng your computer, pro\ lded \our 
emall program doe511 t autornat~c~ll\  open ~ t t a c h m r ~ ~ t s  (iliost don't) I t  IS the files that are ATTACHED r i ,  
enlatls that you hale to tea  Th111h ot a computcr L lrus as a [cell packaged letter bomb You can mo\ r J 
letter bo111b from room to loom 111 \ o u ~  housc n ~tliout an\ danger Optn tht letter bomb however and i o u  
dle The same 1s true ib1t11 L O I I I ~ L I ~ L I  i I ~ L I ~ C S  \r 011 could doltnload d blll~on x ~rus-lntected files from tlic 

Internet and rece~ve anoiller b~lllon t 11 us-rnfe~trd files attached to emall messages and your cornpurer st111 
couldn't be Infected \ \ ~ t h  J \ ~ r u s  Optn 01 doub l~  L I I C ~  on just ONE ot those tiles though and \ O L I I  

computer 1s dead 

Ren~ember, to lntect yo~lr  computcr ti ~ t l i a  t I I  11s 1011 Iia! e to open (or double-cl~ch on) a file that contalris J 

\ ~ r u s  As long as you don't opcn r l i ~ t  11lc \ OLI 1 ~ ~ 1 1 1  1ia1 e norllln~ to t c ~ r  

How can )ou scan a file tor \ Iluses ' I t  depends on the anti\ I I U S  program \ou use The best bet 1s to r e d  
your antrv lrus program's InstiLlct1011s or lead 1t5 olll~ne help sectlo11 If cou use Norton k ~ t ~ v ~ r - s  or hlc Afe~  
VlrusScan, right-cl~ch (or ~f jou Iiai e a 11ac c11ch and hold) on the file 111 questlon 4 pop-up menu should 
appear and one of the cholces should be Scan it11 ' and the nanle ot your ant11 lrus progranl If r l l ~ r  

doesn't tvorh just open t o u ~  ant]\ lrus program and tn to scan the file from there 

Do you have to scan EVER1 file el en r t that lilt rs tl0111 \our fr~ends or couorhers ' Yes' Both the hlel~hsa 
and the WorrnE\plore Zip \ 11 lists dlst~~biucd tliemstlt es b\ opening tour emall program looh~ng at e~ t l i c~  
vour 'tnends' 1 s t  or the I l b t  ot elnail add1e3bes rn \our 1nbo1 and then d~str~burlng t ~rus-infected tiles io 
e\ eryone on that 11st 

In the world of computer J 11 uses jou cant trust 4 h Y O N E  

...................................................................... 
4 Turn On hfncro \ 11 us PI  otcctroli 111 \ I~c roso f t  \j 01 d, And B c n a r e  Of 4II Word hIacros 
Especlallv If  You Don't h11o11 \\ Iidt \ I  I C I  os 41 e 

Word Macros are saved sequtnLe5 ot command> or he! board strokes [liar Lan be stored ~ n d  then recalled ~ t l i  
a s~ngle  command or hevboald sl~ohc Tlitt cnable ad\ anced Word users o r a s~ ly  accompl~sh what \\oulil 
othenv~se be difficult tashs T l i t \  also dllott ~ I I L I ~  \\rlters to do srrlous damagt to tour computer For 
example the Mel~ssa I Irus a\ ~ c t u d l l \  a \i ord 1Ja~t-o lrus 



If L O U  use Word 97 go to Tools --> Opt~ons Cllck on the General" tab Make sure that \lacro \ , ru,  
protect~on" (at the bottom of the Ilst) 1s cheched I f j ou  use \Vord 1000 Double-cl~ch on the Tools IIIL 111 

point to 'Macro "and then choose "Secu r~ t~  ' Select the leiel ot securlty you want H1g11 stcill I [ \  \ 1 1 1  allo 
onli macros that have been s~gned to open Lns~gned macros \i 111 be automattcallv d~sablccl I ' 111 

becurlti altbavs br~ngs up the macro d~alog protectlon box that alloits L O U  to d~sable macros l k  L ~ L I  ~ I L  111 i i L  

o [ I  e nlacros 

[I ~ t h  11~cro  ~ I I L I S  protectlon turned on \I~elo\oft \Cord n ~ l l  itall1 \oil e t r rv  tlme \ou t ~ \  to O O L I I  I \ \ , I I I I  
docilmtnt tliat L O I I ~ ~ I I I S  a niacro Tlie tt a1 nlng g ~ i  es iou  tiller cho~ces tlie optlon to open t l ~  1 1 1 ~  l ~ l t  dl, ~ i ) l ,  

11s tndcroh ( d~sablr  n~acros") open the tllr \I 1r11 macros tnabled ( cndblc nlacros") or tlic c~ptloli 10 1 1 \ 1 1  olJc I 
the tllc ( do no open '1 Cllose tile first (de t~ul t )  option d~sablc 111aeros 

Tor mole ~n fon i~a t~on  vwt  tlie b I a ~ r o  \ ' I ~ I S  P r o t ~ c t ~ o ~ i  pa=e I I  

http 'otticeupdate micro~ott col~dfocus/a~-r~cleb 0971ncrod htm 

5 RUII \\ i l ~ d o n s  Update At Least O ~ i c c  A \ I o ~ ~ t l i  

\Lr~ndo\i s 1s aptlv named because t t  1s full 01 l~olcs There are set era1 ~nadt  ertent open doors' (or L L  111 I I \  

holes 1 In tile Ib~ndoiis  operarlng system that *COIJLD* conccliablv ~nahe  your computer i ~ l l l c l  ~ h l ~  10 

outs~dt: attach In Spec~fic a mean-sp~~~ted  I ~ J L  he1 *COULD* tialh tll~ougll'onc oftllebe ope11 doois 011 \ 1~ 

LIJ 111doi~ s PC and read any file on your computer delete spec~fic t~lcs  01 programs or et en complcrcl\ crd 
\our ha1 d d r ~ r  e 

\\hen the folhs at bl~erosoft discover a S L L L I I I ~ L  llole tlley lmrncdr i re l j  ~ c l e  15e J ~ o i t i t ~ i ~ c  11 11cl1 10 L I O \ L  1 1  

l L  i t l~oi~t I I I L  I L I ~ L I I  - d~ld lllcre are MAN) - i our cumput~I IS ii ~ d c  ope11 to ou~srdc l t t ~ c k  

FOI tunatrly don nloadlng these patches couldn t be \lmpler Built illto e t  e ~ y  \ . V I I I ~ O \ I  5 95.11id \I I I I L I  ) \ \ ,  0 )  

t'C 1s somcth~ng c ~ l l e d  ' LP~ndows Update ib ~ndotis Update 1s complctelv tree but t l l r~ t  IS one L J I L I I  LNI 

11aie to 11aie Internet Evplorer 5 to be able to ~ ~ s c  ~t (Here 1s Iloi\ to 11s~  Wlndons Updare to Jou 1i lo~~1~11 0 1  

the secuntv patches M~crosoft has released slnce vour PC n a s  made 

1 Connect (or logon) to the Internet 
2 Go to Start --> Sett111gs --> Wlndows Llpdate on your PC This I ~ U I I C I I L S  Illtenlet E\plorcr ~ n d  L C I ~ I I L L  , 

i ou  to M~crosoft's W~ndows Update page [ littp iw~ndoiisupdate lnlcrosoft corn 1 If vou do11 I i ~ t  L 

Inr~nlet Explorer 3 (IES), M~crosofts \I indons Update page n ~ l l  talh you througli thc J I I O L L , ~  01 

do\inload~ng I E j  If you already hat e IE5 heep read~ng 
3 On the top Iett-hand s ~ d e  ot the W~ndo\\ s L pdate page c l~ch  on the Product Upd~tes  111ih ( I [  I >  ~ 1 1 ~  1 1 1 1 ~  

t i  I th the hand 2nd the red *) 
1 4 pop up ti ~ndow ii111 appear, telllng\ou to n a11 i \ I l~ l t :  Lour coniputel DOESN T send J I I ~  1nto11ii~11011 

to iL11~10soft (nr1I tllatls what ~t S ~ V S ' )  
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Ex entu~lly vou'll see a page that sa\s Select Sott\\are ' When M~crosoft releases an essent~al update or 
p~tc l l  to  lobe a hecur~ty hole 111 Windons t l i ~ )  put i t  111 th~s  page's " C r ~ t ~ ~ a l  Updates" sectlon Select (or ~ l ~ c h  
011) t i  E R I  TI-IING In the Critical Updrltes seLtlon -- you need *ALL* ot the cr~tlcal updates --and then 
c l~ch  oil the b ~ y  gray 'Donnload" arron in [lie top nght hand comer of the page 

Folloti t l i ~  on scleen prompts That's ~ t '  )\e\i se~iir it)  holes ale found 111 tVlndo\\s e\ery week or h ~ o  so ~t 
1s a :rood I ~ L J  to ILIII Wlndo\s s Upddtc rlt least onLr 3 montl~ The fiict time you run it elpect to see a ltlESS 
or c ~ i t ~ c a l  upd~tes  After that though tllsie should only be one or t\%o critical tipdates you'll ha\e to 
doti n l o ~ d  t i  cr) month 

6 I t  Soi i~eonc LTnevpectedly Sends Yoii An Elecutable Flle -- In Other Words, A F ~ l e  That Ends In 
E l e  -- T h ~ o \ \  I t  Out 

R.Ioht ot llic to1 t \  -SIX thousand \r~-uscs tliat ale tloatlnga~oui~d tlie Net r~glit now are luding In euecutable files 
If somcorie eleil a close perso~zal Itlend unc\pectedly sends you a hle that ends in eye -- or if they 

u n ~ \ p e c r ~ d l \  send vou a z~pped tilt that ~ontalns a file 01 files that end In exe -your safest bet is to delete 
the t ~ l r  \i ~tliotit opening 11 

The kc\ \iord h a e  IS "uneupectedlv ' If LOLL are eupectil-lg a frlend to send you an executable file vou 
cenainl\ do11 t nted to delete that file --just \ 1111s scan i t  first betore you open ~t 

Hon et t r  ~f yo11 are 111 an envlroilment ( I~he  a liome) ithere you don't often receiLe ANY files attached to 
your Inconling emall messages a better rule \\auld be "Wllen 111 doubt throw ~t out and doubt 
EVER)  rIIING " 

H o i ~  tic11 i ~ 1 1 1  t l i~se  SIX rules protect toiir computcr from becoln~ng ~nfected w ~ t h  a L lrus Trojan horse or 
i~ on11 1 ahe J looh at tlie tolloi~ 111g qucst~ons and dec~de for yourselt How Inany people whose computers 
\\ele ~ntccttd \\ ~ t l i  the Mel~ssa vlrus lglored ~t I r ~ s t  one ofthese rules) ALL O r  THE\[' How many people 
nlio tollo\\cd thtse SIX rules had their computtrs infected by Melissa' NONE OF THEM' Ho\\ mmv 
people t i  hose co~iiputers nere Infected w~tli the tlron~~E\plore Zip virus i~mored at least one ot these rules ' 
4 L L  OF TIIESII How manv people who tollontd tliese SIL  rules had thar  computers Infected by the 
iVormll\plo~c ZIP  1 irus' NONE OF TIILII1 

These > I \  rillts \b i l l  llot protect yo11 f lo~n  c l e ~ l  computer vlrus Trojall horse or !torn1 but thev ~ v i l l  so 
s~gnitic~rltl \  detrtase your conlputel's c11~n~es ot bocomu~g infected that yo11 L ~ I I  dl1 but torget about the nevt 
\ irus seclie cl~ld clll the one5 that w ~ l l  lollo\\ 



Practical Hints on Y2K for the General Publ~c  

4s n e  app~oach the neiv n~~llennlum here are some common sense suggesttons a5 to hoi\ to best I)rel)dr~ tor 111 

1 2 K  related problems It  IS poss~ble that \\e ulll  experience local po\$er outages home t~le~omiiiur I L J I ~ O I  

problems In general \ \e  do not a~ltlclpate an) major problems In Palest~ne but n e  alcou~dgc \ O L I  t I I  I ~ L  , 
clrlc el entual~t\ 

In an ctfo1-t to help \ou piepale for Y?K here are some il~lptul tips for risk ~educt~on  p~ IOI to [ J I ~ U  11 I 3(1( I I 1 1  
C I ~ L L I I ~ L I I L  13 OI  ~ ~ I I I L L L !  11110 stfct1011s colllprlslllg the po~s~b le  plllnan Il~lure po~nts of 1ldtro11~1 oi local i r l r r  i 11 L I L  I 

,liould 1 2 h - ~ ~ I a t c d  111 oblrrns occur 111 Palrs t~~le Ex11 section ~ontalns  a sliort ~ I ~ L L I > ~ I ~ I I  of 1 1 1 ~  1)10b 1 l 3 1 l i 1  

nature ot f a ~ l u ~ e s  as !\ell as m n e  &u~delloes to corlslder \\he11 preparrngyollr Ilon~c 311d 1 3 1 1 1 1 1 ~   to^ I1rllcI1tI 1 1  1 2\ 
pioblcms \.\. hen pobslble Lale llas been tahen to ~ e c o m m r ~ ~ d  tht !nost r ~ o i ~ o n l ~ c a l  s ~ l c  111~1 c t l c ~ l ~ \  L 11 L '1, ~i I 
~~~~~~e 115h tor J Ilouh~ltolci Tl~at 1s manv ot the r~sL reducr~on mcJsurLs do not c ~ l l  to1 c\otic ~ c l ~ i i l ~ i i l c  

Indt~l ~ a l  f h ~ t  a I~ouscliold ould not requlre o\ er tllne an\-\( a\ 

1ltl1011gIi a serious 105s of poner tollow~ng Janilan 1 1s not ant~crpated tah~ng a ten p ~ e c ~ ~ i t ~ o i l s  I I I J A L ~  XII.L 1 
ot power at 11o11ie M 111 a t f~c t  each ~ n d ~ t ~ d u a l  sllghtl\ d~ffcrentlv Honeter In general tllc lo>s 01 I > O ~ \ L I  L~ILIIJ  I ~ L L  

otie In the tollo\\ rng I\ a ~ s  

R I A  Loss ot I~gh t~ng  
Illsh 12cduct1on \Icdsure rlaslll~ghts and extra batter~cs battery-ponered lantcnl5 ( c  11ldlc\ 01 = 1s poi L 

Ia~lteiils clrc liot reconlmcnded tor safety reasons) 

RlsA Loss of appl~ances--not just refi1:erator washer and dne r  ( e g electi~c alalm ~ l c e t ~  IL ~ a ~ i  opt ILI  5 1 1 1 ~  1 1 1 1 ~  

tilnctlon tor canned goods ~ n d  your h a ~ r  drycr may not norh) 
lilhh Itctluitlon \ l c a s u r ~  X I J I I L I ~ I  a p p l ~ ~ t ~ c ~ s  loi tood p ~ c p  u ltlon (LJI I  ope11~15 ctc  ) 1 s c  11 111it~111\ 1 1 1 1 ,  or 

pla\t~c tubs tor thc \ c ~ s h  Clotlir~l~ncs and ~ lo t l ic~ i )~ l i s  Ttoray~ L O I ~ ~ ~ I I I C ~ S  lor j>ro~It~c~s 111 11 I I C L L I  J I L L  111: 1 1  

retngcratlon and can bc kept outs~de or III  an unheattd place ICIanual ~ l a r n i   loch 

I11sh Inab~l~tv  to prepare food 
1Z1sb Rctluct~on Ileasure Stock up on canned foods cereals and other ready-to eat 2oods I'ltpdic i l c ~ l ,  I I I  

adianct and trerze Boxed n111l has a long shelf 11fe Obra~n a >mall g111l (use outdoo~s onli ) L I ~ J I L O  11 J I I L ~  I I , , ~ I L  
t l~ud 

R ~ s h  4~1 toma t1~  g a ~ a s e  doots or gates nlav nor funct~on 
R ~ s h  Rcductlun ~ I c a s u r i  TQ to operate all automatic doors and gates w~tliout the rcmot~  I t  111 c l s ~  [ J I I ,  p i  b 

\ 0111 car outs~de 

R ~ s h  Loss of rad~oitcle\ ~ s ~ o u  to get ~ n f o n ~ i a t ~ o l ~  on the probletu 
R ~ s h  Rcduct~oli ~~~~~~~c Obta~n batterv-ponered ladlo 

RlsL Loss ot alarm sch t~m 
R I A  Rcduct~or~  \Icasurc Enstire llouse IS loched at all times 



Rlsh No fuel supply at local gas statloll 
Rlsh Reductlon RIeasure Fill LIP ~ e h ~ c l e  prlor to 1/1/2000 Use only nhen necessan aftermards 

Rlsh Loss of hard-n~red smoke a lam~s  
R ~ s h  Rcduct~on hleasure If \our bmohe alcl~ms ale not po\\ pred bt batte~ ies obtaln batten oper-red alannh 

RlsL Loss of natural gas S L I ~ ~ I L  to Ilouse 
Rlsh Reductlon hleasure If \our liobJe IS gas heated ensure that \ ou I I J \ ~  adequate la~ers  of\\111tzr L ' L  1 I I I I G  and 
eltra blanhets on hand The \\ hole t a t n ~ l ~  coi~ld sleep In one loon1 to t on sen e bodt heat and mon~tor L ~ I I J I L I I  Uo 
not ube 225 fueled heating appli~nces lndoots YOLI llllgllt 1101 11ai L 11ot  at^^ In t h ~ s  sltuarlon Consldrr 11101111; I ~ I  I 

f r~endb heated quarters Use t~~eplaces  ~f t h ~ \  t u n ~ t ~ o n  \tell Stock up on \\ood 

R I A  \lo pumplheat~ng c ~ r c u l ~ t ~ o n  
Rlsh Rcduct~on \leasure As aboie onlj tli~s also means ~ o u  1\11l I i a ~ e  no hot \cater e~tlitr  

C\Ili~le a lengthy loss of telecornnlu~~~cat~ons is not Ilkel\ i t  IS prudent to be prepared Obtalilmg a cellul3r pho11r 1. 
r eco~~~rnrndtd  Cell phone sen  Ice pro\ ~ d e ~ s  arc confident ot the s\ stetn tkorhlng Ho\\e\er the clrcult> rila\ b~ 
jammed \i lth all tlle calls goulg thlo~lgll 111 a11 emcrgenct >ltilJtlon 

Most banhs lndlcate that thevare fully Y7K compliant Ho\\e\er tlle~e IS no guarantee that problems tranbnl~rtcd 
through ~ntematlonal commelce \\on t atfect currentlv conlpl~ant s\ste~iis Caut~on related to Y2K ~ o i ~ l d  IcaJ 
l nd~ i   duals to hold larger than i~sual amounts of cash I\ ~ t h  last mlnutc demand for cash an ei entualm tor \\ l l ~ c l ~  
banhs J1e preparing 

Rlsh Iiiab~llty to get cash 
Rlsh Rcductlon ltleasure Yo11 lna\ nant to Ila! e enougl~ ~ a ~ l l  to l ~ s t  tor ~t I L J S ~  one \\eeh  bout ont i ~ ~ r h ' s  [ o l ~ l  
~ ~ o n n a l  elpcnses) nuled Your cash resene should bt obtalll~d L J I I \  shoul~l t ou  cite111 11 neicssa~\ 

Rlsh r~nancial computer systems 20 donn causlng a lobs ot data I i ~ c o ~ ~ e c t  ~alculat~ons occur tinanc~al transtrn 
and automatic payments fail tour account bal;lnce IS m~sreprescnt~d 
Rlsh Rcductlon hlensure Ensi~rc L O L L  ha\ e the most recent hrattmen[s In h a d  ~ o p v  Obtaln hard cop\ proot ot 
financl~l holdings lncludlng nlutual funds and brokerage accounts detds to leal tstate Inongage docunle~~tat~on 
cred~t  card btatements X u t o m ~ t ~ c  pa\ment ot mortgages and 01 other b~lls mav not t u n ~ t ~ o n  

Rlsh Insurance systems encountel problems 
Rish Reductlon bleasurc Re! lei{ ~nsurance pollc~es and ensure all clocumtntat~on ~nclud~ng pavments re~ords JI e 
on hand be sure to check l ~ f e  auto health and propen\ pol~ctes C J ~ I \  Iiealth ~clrd n ~ t h  \ou (there n ~ l ~ l i r  not be J 

itay to confirm benefits should d~ f f~cu l t~es  a1 lse) 
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Rtsb 4TbI fatlures and ~ n a b ~ l l t \  to use c r e d ~ t  cards 
R ~ s h  R e d u c t ~ o n  \ I e ~ s u r c  Obtaln cash ne l l  In advatice, store 11 111 a secure p l ~ c e  Remember thre\ el  r ~ ~ d  'I 2h 
tlp5 too 

Healthcare S! stems 

This IS an area of  ,ome concern to man\ eLpcrts Because he3ltlic3re s ls tems are dependent on 3c ni i l l \  (7 th~ 
beetors the nppotturi~tt tot I 2 K  ta11~11s due to deperidencL on po\\er t e I c c ~ r ~ ~ m ~ m ~ c a t ~ o n s  and \\arc I ~ I L I \ I  LIL  
cons~dereu Ad\ an~cci  11fe suppolt s t s t c ~ n s  1131 t 11 ~ ~ o s s ~ b i l ~ t v o t  maltu~ictro~ Ing ~t older (pre-1997) I ~ I I L I O ~ , O L L \  O I  Y 

are In the scstem 

IZlsh Inabll~tc to o b t ~ l n  r n r d ~ c ~ t l o n  dtle to ~ L I J ) I I ~ V  or prescr Iptlon s\stem t ~ t l u r e  
R ~ s h  R r d u c t ~ o n  \ I L ~ ~ S U I  c Iriiir\ rduals rtqull Ins mtd~cat ton through t l i t  niontlis of January and FcL 11 11 i ~ ~ ~ i ~ l t ~  

Jttenipt to btoch ilp III  id\ I n ~ c  Set  Lour doctor tor ad\I'e on qu~ntl t les ~ n d  storage reclulrtmcntz 

Rlsh Loss o t  poner  j ~ o p ~ r d l z e s  stolape of niedlcat~on 
Rtsh Rcduct~on \Iedsurc Set  tour mtdlcal bpectallst for halidllnp ot  t i icdrc~t~on t\rthout refr~gerat~orl [11d \ ILI  1 - 1  

or tamtlv members \\tt!i cliron~c, cond~tlon 11idv be 111 jeopardt due to tallurc ot  erlttcal Lare equrpmcnr \ L C  > L  I 

doctor riou to ~ I S C L I ~ S  t OLII s1tuat1011 

R ~ s h  \Iedtcal lnforniat~on sLstems tall lohlng data on your medical h~storv  andlor msurance r n f o n i i ~ r r ~ ~ ~ i  
Ittsh R c d u c t ~ o n  \Icdsurc Enbutc t o u  h ~ \  e tile most coruplete set ot  m e d ~ ~ a l  records at  allable 0b1a1ri J ~ 3 1 1 ~  (11 

tour  ~ n e d ~ c a l  Insurance card and p o l ~ c t  

\Vatel and Waste~vatcr 

The prudent rdual 1 1 1  btoch up on bottled wdter perhaps as lnucll as a two tteeh supply One rule 01 tlii~mb to 
calculate thc amount recl~llrcd LJII be one gallon per perso11 per d ~ t  (Tlils rult 1s based on a s l n g l ~  jlcrson fur 
t?m~iles d e c r c ~ s e  tllc rtilullcmclit 111 plol>ortloli to the 517e ot tlic I l rn~lv For ckamplc a co~iple I I I I , I I I  I I L L ~ I  I 

I I v ( 7 g 1 1 1 i s  I I I  \ lclril~ly 0 1  ~ C I L I I  I I I I _ L ~ I I  o11It I I C L ~  3 g~Ilo115 jxr d I) ( t )  = I I I I I I I \  pc 
I>CISOII )  Old \ \ a t c ~  bottlch L J I ~  bc ftllcll I\ 1111 t ~ p  \ \ J I L I  t l i ro~~gli  llle cliJ ot tlie Y L J I  10 be used tor ~ J I I I I I I L  \ \  1~11111 ;  

 lid flusli~ng requlrtnletits Drstrllcd \ \ ~ t c l  LJII  11150 b t  s t o ~ c d  111511 L I L ~ I O I I S  on t l i ~  L O I T L L ~  ~ I O L L ~ L I I L >  1 ~ 1 1  , 1 0 1  111, 

d~stt l led nater can be ob t~ t t i t d  fiom Ile~ltli aut l io t~t~es  

Po l~ce  tire and ambulance s e n  I L L  could b~ atfected rt d~spatclitngequlp~iie~it and teleconmiuntcat~ons b 1 ~ 2 h  Jot\ 11 
Trash renio\ al road t n a ~ n t r n ~ n c e  and bepttc tank nialntenalice s e n  Ice5 dre unl~hely  to break d o n n  bur 1111,'Iit bc 

atfected 111 [lie Ionpet tern1 ~t gab suppltes becotiie a ptoblem Please tahc e w a  p1ec3~1t101is \\ 1t11 safett ~ n d  ,L,L rlrx 

B,IS ststems Jre e\pc~tecl  to olh d~ non~ia l  througli the Yen 'I e x  p t ~ l o d  T r a  t l  m tlie regton and I ~ I L I - i  111~11 1 1 1  
tlirough this pc11od mat be p ~ o b l c ~ i i ~ t l e  In some cases gt\en t l i t  ~ ~ n c t ~ t a l n t ~ c ~  associated \ v ~ t l i  1 7 K  
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Whlle some veh~cles may elperlence Y7K-related problems manufacturers antlclpate that there are few safety 
problems associated w ~ t h  them The follow~ng gu~dellnes should be u5ed In the event of a Y2K-related fallure 

When dr~ving, be aware that tratfic lights m~ght  be affected by loss of poner as will street Iight~nr: 

Most author~ties say alr traLel sl~ould not be dangeruu;, during the \ 2h pcliod It appears t h ~ t  1 most suscept~ble 
elements of the airl~nes are the tl~hetlng and scheduling systems Drlavs caused bx n lfunct~ons could 
~nconvenle~zce travelers uorldu ~ d e  These malfunct~ons should be hno\i n on Jal~uary 1st o flately aftenvard 
Fuel and repalr part suppl~es could be a problem later In certaln coiuntrles cJuslng de' vs . ~d or cancellat~ons 
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Beselso 4ssu1 es Palestlnlans that the Banhirlg S e c t o ~  IS Y2I< Cornl~ll~lnt 
ar~d He 11 111  Set L p  an Cnle~gencj  PI14  Comm~ttce  to \lanage tf i~s  3~ l t ~ ~ s s  

DI B e s e ~ s o  tlie go\ernor ot  tht Palcs t~ne Alonetar\ A u t h o r ~ ~ t  ( I ' l l  1) confirm ' 11 rhL h ~ n h ~  
p ~ c p a t c d ~ i c s s  tor 5 2h I S  good slid Iic declared lit \ \as  t o ~ r i i ~ ~ l a t ~ ~ i ;  an cmcr&cnc\ L (  ~ I I I L L  \\ I I C I C  
PZI 4 111 n o t  h n tth all Palesttnran banhs to trach and managt [Ills I ~ ~ L I L  o \ c ~  tlir I tc\ \  \\cchh ot 
thts rn~ l l enn~un i  and the first ten  \reehs of the nen ni~llennluni 

The P\f 1 held a mretrng ~ e s t c r d a ~  \thrch \ ins organtzed bv the Palcst~nran Tnst tor B a n h ~ n =  ltid 
rtnancral Studles The rneetlng 11 as led bv Dr round Beserso G o t  enior o t  t h ~  I' 1 \ R~pre>e1it311\ L \  

trow all P a l e s t ~ n ~ a n  ba~ lhs  n e r e  plesent In most cases the banh s gcncrai or  I L -  I )  11 t i i a ~ i a ~ ~ ~ s  2nd 
man\ ot t h t ~ r  senlor IT Glandgers partlclpated There \ \ere also r tp1cs~r l t J t l \cs  110111 \ 1 I ~ I I I I I ~ ~ I  I L ,  

and experts ttom tlie LSAID 

Dr Bcselso stated at the bcglnntng of the meeting that he has sponsored a final \1r\\ ot  J I I  
Palestrnran banhs preparedness for therr Year 2000 con\erslon lnrto t l i ~  nc\\ ~ i i ~ l l c n t i ~ ~ ~ t i  

He ~ndtcatsd  also that the LJTAID as a donor agent\ to the PVX and P I 1 4  has spon>ored l l r  R ~ c l i ~ ~ c i  
S t ~ t c h r r  an Intormatton Technolog\ (IT) and Y2K Expert to e \a luat~ol i  the pteparaton 1 2h procthb 
at [lie PA1 1 and to 11stt and r e \ I t n  the 1 2 K  s ~ t i ~ ~ t ~ o n  tor a11 ot  the barihs In I'alrst~ne 

A b o ~ ~ t  h 5 Impressloll Dr B t s e ~ s o  assured tlie partlclpants at t l i t  r n ~ ~ t l n g  that the banks p~sparrclncss 
15 good and he s d ~ d  n e  alc h e ~ c  to te\ the sumnial\ t i nd~ngs  and c o ~ i c l u s ~ o n \  ~ > ~ c \ c ~ i ~ c d  111' I r 
I - i p ~ r t  I tom the othct sldc hIr I<ichard 'S~ILLIICI hpohc abo i~ t  t l t ~  \ ?h I ~ ~ L I C  111d I [ >  ~ t i t c t t i ~ t ~ o ~ i ~ l  
tmpJcta I Ie I C \  r t \ \ed the 11rogrcs5 In prcpdrlng tor t l i t  1 3k r n ~ l l ~ n r ~ ~ i ~ ~ i i  d ~ t c  '11 111=c lnd \ lx~hc  1130111 

the I ~ r g t  s~rnih o t  moncv that has been spent tliroughout the \ t o ~ I d  011 t l l c s ~  p~cqceth 

He  stated that there had been a leiel  of global cooperation betneen eoiint1rcs goitmnlc'nts and 
buslness to assist each other In thetr 121; preparatrons to a le\el  that has nc\c l  b t t o ~ c  been seen IIr 
sald that cooperation n a s  hrgh throughout the Irorld as the mt l lenn~um ~ l a s c s  to Jn  ~ n d  I J L  ha1J that 
~t c t t ~ c t s  a11 sectors of our 11\es and that the telccommun~catton anit cnc~!-y seetots cl~d the btst t ~ ) r  
s o l \ ~ n g  the problem and the health sector could be the most negat i \ t l \  ~ + t ~ e t c d  scctor In tli13 p r t  ot  
the \\orid 

He stated that In a recent s u r i e t  b\ euptrtb that the Ie\el o t  readrness In ~ l i c  t \ i o  n ~ ~ , l i b o r ~ n _ ~  ~oi i l l t r t t s  
adjacent to Pales t~ne (Israel and Jordan) \ \as  hrgh and tlidt tlicrc h ld I~cen I \ c r \  h ~ = h  I r \c l  ot 
~ o o p ~ r a t r o r i  bet\\ t e t n  tht banks and Central banhs In these t \ \o coiui t~  I L ~  \\ 1111 o i~ r  17anhs I lc ~ J I J  thdt 
\\ ~ t h  the strong ettotts  o t  e \ e r t  Palrstrn~an bnnh and \\ ~ t h  the help trom oilt ~ i c~g l ibo t s  the hanh~ng  
sector ot our econoniL should not h a t e  m q o r  Y3K related Issues or p~ol, lcms 

ZIr Strtchcr c i a ~ ~ t ~ c d  that lie had \. ~ s ~ t e d  15 Palrst~rilan bnnhs so  tat dncl [hat lie \\ o~l ld  \ ~stt  rhc Iabt 0 
o \ ~ r  the ne\t tc\\ d a \ s  rn ordcr to I~ntsli 111s re\ I L \ \  01 J I I  banks to1 1 1 1 ~  [ ' \ I  \ 
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11' spo l ,~  about \\hat the PSIX 5 role h ~ d  bee11 In nlonltollng ~ n c i  bLippolrin=. t h ~  b ~ n h s  In r l l ~  

~ L \ L I O ~ I I I L I I ~  of thelr procedulrs TIILX n i ~ i i l ~ o r c d  tlic bank> plo,lcs, >o t h ~ t  [he 12h tlJn\ltic 
\\auld be poslt l ie and that the b ~ i ~ h  \ \ o ~ ~ l d  be l e d \  ~ n d  p r t p x c d  

. l \ t f ~ l  t l i ~  presrntntlon a general quesrlon 2nd anb\\cr iliscus~1011 1\35 I i ~ l d  \\ 1111 L I I L  [ , ~ r i h ~ r s  11id o t l l ~ i s  
p r c x n t  Uumerious questions  bout \ 3h \\ae r a l s ~ d  2nd ~ n s n e t c d  b\ \-Ir S t i t ~ l i ~ l  
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Gathering Year 2000 Information from Financial Institutions: , 

Recommendations for Supervisors 

Overview 

This document recommends an approach for supervisors to use in gathenng reliable 
information from their financial institutions In a timely and efficient fashion dunng the Year 
2000 rollover perlod The successful implementat~on of this approach requires that it be 
properly planned and tested before the Year 2000 event takes place .u* 

-': 
Superv~sors will need to be well informed dunng the rollover perlod to identifv Internal and 
external problems that could disrupt financ~al institutions and markets and to dispel 
mis~nformation There will also be heavy demand for lnformatlon on progress not only from 
other supervlsors and natlonal coordinators but also from customers and counterparties of 
financial institutions, and from the general public Gathenng and dlssemlnating accurate 
lnformation on the Year 2000 rollover in a t~mely manner will therefore be a pnonty for 
banks and their supervisors 

The approach put forward recognlses that clear expectations for information flows between 
the pnvate and public sector are essential for efficient communications Although needs will 
vary among the various parties and as specific situations unfold, advance agreement on a 
minimal set of very basic information will avoid redundant, ~nefficient communlcatlon links 
and information gathering For stand-alone entlties or head offices there may well be a need 
for more detailed and intensive reporting arrangement, though these would not be mandatory 
For globally active institutions, reporting can be mininused if normal relationships are 
malntalned between the local supervlsors and institutions they regulate When any material 
problem 1s identified, more detailed information specific to the particular circumstances can 
be sought 

This approach IS flexible It does not suggest a standard form for the financial instltutlon to 
complete While some supervlsors may not want to use a form, others will 

Recommendations for Supervlsors 

1 Reporting Efficiency 

Obtaining information efficiently requires a careful balancing of the need for information and 
the burden for developing and collecting the information A paper being released 
simultaneously with this one develops gu~dance for supervisory information shanng' Thls 

Year ZOO0 Cross Border Carnrnunrcar~ons behveen Supervlsors dunng the M~llennlum Perrotl 
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paper suggests four baslc pnnclples for cornrnunlcatlon strategles dunng the Year 2 
rollover penod These prlnclples are ~2~ 5 - ,2 J 

+ Keep commun~catrons as slmple as possrble I + 

Focus on matenal ~ssues 

Leverage off exlstlng rnformatron flows, ex~strng groups, and work belng done by 
others to develop cornrnunlcatlon hnks2 

Define communlcat~on respons~bll~tles m advance 

These same pnnclples apply In developing strategles for collect~ng lnformat~on from financlal 
rnstrtutlons The attached annex extends these pnncrples more spec~fically ?q such 

I%I* 

~nformatlon-gathenng 

2 Exceptron Reportrng 

The pnmary need for supervlsors w11l be except~on reportlng3 of problems encountered by 
financlal lnstltutlons Supervisors should therefore take steps to ensure that Year 2000 
problems whlch pose matenal nsks4 for the normal conduct of buslness and prudentral health 
are ldentlfied and reported to supervlsors as soon as they are ldentlfied 

3 Status Reports 

Most supervlsors wlll want to conslder tnstltutlng some type of supplemental ~nformatlon- 
gathenng on whether the financial institutions and the supporting infrastructure are ready for 
business and are expected to operate normally In collecting supplemental informatron, 
supervlsors need to recognrse that lnforrnat~on gathenng processes can dlven scarce resources 
from the first pnorlty of financral Jnstltutlons, wh~ch w ~ l l  be to ~dentlfy and f ix any problems 
that may mse  

This paper should be read in concert wrth the work that the Jornt Year 2000 Council and the Global ZOO0 Co ordlnatlng 
Group are currently doing on information hhanng It is the intent of t h ~ s  note that it complements the worh of these 
groups 

Problems an: encountered every day In the normal course of buslness For Y e a  2000 purposes i t  may be useful to 
dtstingulsh t h ~ s  normdl level of problems from Year 2000 ones by consrdenng a scale of potenttdl disruptions I) 
operattng normally 2) some patial or intermittent disruptions 3) s~gnrficdnt disruptions and 4) unable to operate 

4 
Matenallty is always d d~fficult concept to define especrally when related to operatloncll event\ or issues end for d~fferent 
orgdnisatlonr and crrcumstdnces Example& of Year 2000 events that mdy be reguded as mdtenal are a shutdown of 
significant buslness productron or product delivery operations significant intemprlon of tnternal nbk management or 
~nformdtron proce\\es con~derable revenue loss or the probabtllty of d significant I~tigation expense and s~gnlficant 
reputationdl nsk 



4 Information Gathering hlethods 

Information from tinanclal lnstltutlons mdy be gathered In a varlety ot ways Under normal 
clrcurnstances supervisors collect ~ntorrnat~on uslng a ~omblnat lon of btrucrured reports, on 
site reviews and telephone ~nqulnes  Each approach has ~ t s  a d v a m g e s  and l~rn~tatlons For 
lntormation wlth a short tlme 11fe stnlctured reports otten are more d~ti icult  to complle but 
e m e r  to analyst w h ~ l e  less structured approaches slrnpllfy the ~ntormailon-gathering proce\s 
but often make the analysls mole dlfflcult The relat~vt: burden and benetlt ot the alternat~\t: 
approaches tor lnformatlon gdther~ng to both the reporting lnstltutlon and the wper\lsor 
should be considered ' Whatever method 1s used superLlsors nted to be confident that tht 
lntorrndtlon re~elved 1s accurate dnd rel~able 

However gathered status ~nforrndt~on \hould be kept a \  \lrnple po\s~ble and tocus on  ILL 
bavc quts t~ons  

14 the Ye,i~ 2000 rolloi er proceeding sa t~\ tac tor~lv  to allow the tlor nrcrl L O I I I ~ I I L  [ of 
/ > l l ~ l / l f \  5 )' 

Are there t~r~i te t ic~f  ~ ~ ~ t e t ~ r ~ i I p t o b l e i ? l ~  affect~ng the core buslne\\esl 

• Are there rtret~lal  ~ w l i e ~  affecting the abll~ty to do b u s l n ~ \ \ )  

If there are problems encountered IS the  ore buslnts\ nonetheless able to k r t p  
tunctlonlng by rnaklng m e  c$bi~rlizew cotzritlge~lc I pl(111~ ' 

Are rlretr orlle! filctor I such as marhet condltlons or rumour\ rnater~ally affect~ng r h ~  
busine\s ' 

If the an\wer\ to the\e que\tlon\ ~ndlcate no dlfficult~es the Inquiry a n  effect~vely end In 
mo\t ln5tances ' I t  anv of rhe\e an\wers ellclts supervisory concerns further lnqulrles a r ~  
appropriate to obtaln niore deta~led ~ntorniac~on on tht bu \~nc \ \  I lne\/~nt~tie\  affected t h ~  
contlngcnc y ind probl~rn rc\olutlon mta\ure\ belng put In p l , lc~ or cons~d t r td  and t h ~  
euperttd duldtlon ot the problem 

Supcr\l\or\ pcr\onncl otten eornplct~ \ t r i ~ e t ~ ~ r ~ d  rcponj  us~n= ~ntor lna t~on ,ath~rcd r h r o ~ ~ = h  IL\\ srructurcd contact\ 
W h c r ~  aecounrahllllv I\ \ou=ht a rriorc ztru~tured approa~h to rLportln, rnav be approprtarc ~nclud~n, blgn otts by x l l l o r  
o t t ~ c ~ a l \  - p ro t l d~n=  such sign o t t j  do not r ~ s h  ~rnpcd~n, both t h ~  t~n ie l~nc \ \  andor r h ~  candour o t  the ~ntorinarlon 
provided 

l o t c  that )car 2000 problclnj ~ n e o u l i t ~ r t d  a\ a r e d t  ot tc\tln= o\Cr the c\Lnt w e ~ h ~ n d  1n.n be ~apab le  ot bunk 11xcJ 
e~thout  an\ a d t ~ r \ e  e t f c ~ t  on norm 11 bu\lne\\ aetlvlt\ on t h ~  t~rst  hu \~nc\ \  dab 

Stoppln, r h ~  ~ntorrnatlon , ithcrln, procc\\ at t h ~ \  point appl~cs ~ q u a l l t  to both \ t rucrur~d r~pu r t s  and to less struct~~rcd 
term ot ~ornlnunlearlon 



Super\ ~ \ o t s  need to recosnl\e that ~ntorniation need\ will ehdnse durlng the rollover penod 
~ n d  Je\tgn the [Inling ot  t h t ~ r  intorniat~on g ~ t h e r ~ n g  a c c ~ v t t ~ t \  dc~ordlngly In g e n e r ~ l  there 
,.ue three bd\lc tinle perlods 

Tlie 17rrroll ri?rnrrdr(rrel~ [rfrei !lie (late thlrizgr up until the normal openlng ot  
buvnesc on the f ~ r s t  buslne\s d a ~  Dur~ng t h ~ \  perloci ~nforrnat~on needs w ~ l l  focus on 
te\tlng of \\5tems to as\ure readiness tor the normal opening of busmess and Issue4 
u tth the ~ntrastructure or other external dependenclesJ 

T l ~ r  f r j r r  b ~ l ~ ~ i i r s s  ~ 1 ~ 1 1  During thl\ per~od the tocus will be on whether rystem\ are 
operarlng normdlly and it herher anv unusual market behav~ours are being noted 

Ftoni ~ I I P   low (f [lie j t  \r I?rl\rile~s ( 1 ~ 1 1  ~ n c l u d ~ n g  tht  succe5sful completlon ot 
o\ , ~ ~ l g l i t  proce\\lng I t  problem\ ire encountered the dur ltl,- I ot th15 child ptrloti 
ni I \  b t  L V ~ L I I ~ L ~  1 0  C I I \ L I I L  ~h it 111 probltms are 1e4olctd 

E\ccptlon icportlns tor rn~terlal rn Itten ulll be necc\\ar\ tliro~~ghout dll rhree period\ S t ~ t u \  
~ n t c ~ ~ t i ~ ~ r i o r i  \hould b~ g,.,itlirr~cl at t ~ ~ c l u t n e i e \  at t h ~  \ L I P L I V I \ O I \  c i~scre t l~n In oldtr to 
r~io~iitor nl l r h ~ r  c o ~ l d ~ t ~ o n \  tht  gledtc\t n t ~ d  lor ~nlormatron Indv occur on tht  first b u ~ n e \ \  
dai  Ditte~enc c1itc11a mav b~ approprlLire tor \tdtu\ ~ n t o ~ r n ~ l t ~ o n  troni ldtge and \mall 
t ~ n ~ n c ~ a i  In\titutron\ d ~ p ~ n d ~ n g  on rh~11 potentla1 \ \  \tenlie Imp let 



Annex 

Y2K Rollover 
Prlnclples for Supervisory Informat~on Gathering 

Application by superc ~sors  ok the follom lng princ~ple\ w111 help ensure that the co l l e~ t~on  and 
ure of information by supervisors IS as efficient as posslble irom the point of view ot both 
superLisors and superLlsed lnstltuttons T h ~ s  In turn will help both to concentrate on achle~ Ing 
adequate busine45 contlnulty over the event perlod without havlng to commlt disproport~onate 
resources to ~ntormation gathering and management Although the pnnc~ples have been 
deceloped by bank superv~sors the Basel Committee con51ders that they have genrrd 
relebance to reporting by securItle4 and Insurance market partlcrpdnts and potent id~l~ othtr 
marhet partlclpants 

In 1111 cd\es ~t 14 key to keep In m ~ n d  the follo\v~ng prrnclple\ and to attempt to 11m1t the [ l o b \  
ot 1nforn1,itlon to only t\hLlt 1s ab5olutely ncces\ary 01 e \ s t n ~ ~ ~ t l  to dddress the supel\lso1\ 
iswes that may wrface 

1 Into~matlon demands 4hould be pr lor 111 rcd according to lmpdct nsk and rnaterial~t\ 

2 The rlnlrrzg ( u ~ d  cot~rerrr of wpervisors ~nlorrnatlon demands should not risk 
d14torting firnls own event management tlmetablel 

3 Supervi4on should be ~nterested pr~marilv In te~rdrne~s jor openttzg They should not 
\eeh to track In detall firm5 progress 

4 Supervl\or\ principal requirement should be tor pt-ottlpr and operr norrfi~rrtroil 
(through exception reporting) by tlnanc~al In4tltutions of material problem4 er th~i  111 

prosre\\ towards read~ness tor buslne4s or In 11ce operaclon (and a rapld ~ndlcatlon ot 
the posvblt Imp~lCt dnd dur'lt~on ot the problem) 

Supervlwrs may requlre I q e r  rn\tltutlon\ to proc ~ d e  not only exception reports but 
ttufrll tc)potrr L I ~  \pec~&e~I tir~zes In \o d o ~ n g  thtv should glve full we~ght to 
Instltutlons need to l o ~ u s  on their rollover tasks In LI l ~~ l ic ly  m'lnntr 

?upcrv~\or\ should \o tar as posslble lrt)11r ~ P C / I I ~ \ [ \  lor detailed lntormdlion l o  

rIcel)f[or1$, and then only so tar a\ necessary to a5\t\s and act on the ~ m p l i ~ a t ~ o n ,  ot 
the evceptlon 

In con\lderlng tn~zterlcllrn and In monitoring progres4 over the event per~od 
super\l\ors jhould take Into account that firm4 typ~cally have New Year bugs ekerv 
year that In the course ot preparing for opening tor busmess firms may well run 
Into mlnor Y e x  2000 bug4 whlch the! are well able to fix In good trme and t h ~ .  
t~rms  rndy experience some sl~ppnge In the~r  own event timetables wltho~lt 
thre ltening fallure to a c h ~ e ~ e  readmess In good time tor opLning for buslnes5 

In provid~ng lntormatlon on the macro statu4 ot the t~nanc~dl  sector or the country molt 
gcnerallv care mu4t be tahen to proctde ~ntorrnar~on In a t~mely manner and In a bdlanccd 
W ~ V  to dbold ocer-reaction Th14 14  esptc~allv true b e c a ~ l ~  some problems w ~ l l  aln~ost 
certalnlv O L L L I I  - hlanhct everyth~ng I \  tlne stattmcnt n111 oltcn Iach ~ r e d ~ b ~ l l t y  ~f there arc 
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e \ e n  a tew known problems In relatlvelv unlrnportnnt ~ r e z ,  S ln~~la r lv  the tatlure to pro\ ldr 
anv ~nformdr~on rndy well be rnterpreted In a way I ~ J [  r n a ~ n ~ t y  any probl~rn and d c i  
c r e d ~ b ~ l ~ t y  to Jnv runlours that may develop 
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Year 2000 Cross-Border Commun~cat~ons 
between Supervisors during the Millennium Period 

Today's global financ~cll rnarhets requlre cooperation and close coordinarlon among banh 
supervlsors both wrthin countries and across borders Such coordlnat~on wlll be espec~allv 
trnportant In the rernalnlng months of 1999 and early 2000 as bdnh~ng orgdnlsatlons and 
markets deal w ~ t h  the Year 9000 challenge 

Unl~he most challenges faced by bank supervlsors, the Year 2000 1s a known and tIme ccrtaln 
event Although excellent worh IS belng done to avo~d serlous probl~rns alrno\t cvbv( -1t 
recognlses that some problem$ w111 develop Prudent contingency plannlng suggr5ts that 
des~gnlng and testlng channels for comrnunlcatlng lnformatlon on Year 7000 n'itters can be 
beneficla1 In many ways In part~cular ~t can (I) promote the publ~c cont~dtnce nece55ar-y for 
stable rnarhets, (11) lead to greater efficienc~es and more accuIarr ~nto~rnation dur~ng the 
penod of the dare change and (111) provtde for more effic~ent re\olutlon of any problems that 
may develop 

Thls note outllnes an approach that bank supervlsors' may want to conuder a5 thcy detelop 
thelr natlonal and cross-border Year 2000 event management and cornrnunicaclon $traregle\ 
Four pr~nclples are central to the suggested approach 

• Keep commun~cat~ons as ample as posslble 

The demand for rntormat~on before dunng, and lmmedlately after [hc date chdnge nrll be 
tremendous Although needs mdy vary among the vanous partlel and tht \ p e ~ i f ~ c  sltuatlon\ 
that unfold, advance agreement on a min~mal set of very bas~c ~ntormatron thclt w11l be netded 
to Identify problem dreas wlll avo~d redundant, lneffic~ent cornmunlcatlon Ilnhs Once an 
Issue 1s ~ d e n t ~ f ~ e d  more deta~led lntormat~on can be sought \pcc~tlc to the pclrtrcular 
circumstances 

Focus on material ~ssues 

Examples of what mlght be designated by supervlsors as materlal ~ ~ e n t l  rnclude 

A shutdown ot bus~ness, product~on, or product dellvery operatlon5 

S~gn~ficant lnterruptlon of Internal nsk management or rntormatlon processes 

I Rccogn~t~on I \  blvLn to  t h ~  t tct that haah \upcrvlror\ nced to ~ o o r d ~ n a t c  thc~r CollllllurllLJrroII \tr I I L = I L \  ~ 1 1 1 1  InwranLC 
dnd \ L L U ~ I ~ I C \  wpLwIwr\ Idb~flb Into acLount the rnult~ reguldtory cnvlronmcnr r h ~ t  In ~ I I \  1 1 1  Ljor cri)s\ hurd~r tln 1n~1a1  
In\tltutions operdte In In addltlon these strategleb will need to be s h n d  wlrh ~ c n l r  1 1  I ~ n i h ,  1nJ tlpcr 1tor5 ot pd\rn~nt 
byrtem\ hdvlng 4 d~rect  ImpaLt on bdnhlng operdtlons 
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Considerable reienue loss or the probab~l~tv  ot a \ I , u ~ I ~ [ L  lnt I~t~gclt~c)n c t p t n \ t  

• Leverage off ev~strng lnformat~on flows, eu~stlng groups, and .riorh I~eing tione 
by others to develop ~ornmunlcatlon llnhs 

Eutst~ng g~oiips 11he the Ba\el Comniittee on Banh~ng Stlpercl+~on tht E W C L I I I ~ L  L l ~ ~ r l n ;  0 1  

East As1 I inct P L C I ~ I L  Worh~ng C ~ o u p  o n  Banhlng Yuperiisron and [lie ls4oc1 111ol1 0 1  

Suprl i  isors o t  Bdnhs ot the Am~r lcas  and their barlous worLlng poirps h 1 1 t  1 long i ~ ~ \ t o i  \ of 
&or h ~ n g  cooperac~ielv on c i~ f  t~cul t  cross-bordtr Issues - Using groups 4~1cfl d4 L ~ I L \ L  [o  
comrnunlcate on Year 3000 Issues providts a lecel of trust th,it helps e n \ u l ~  th I[ lnt 1 1  111on 
n ~ l l  mobc etfic~entli and accurarelv Where new channels o t  conimunlc itlon I I L  I r t t i ~ ~ c l  

n e c e s s ~ l r ~ ~  tor Ye,ir 2000 the c h ~ i ~ i n t l ~  need to be ldentiticd well In ad\ inct inci p~oc L~~ I I L ,  

to1 communicat~on dei eloped to 1n\t11 quality co~rc~ol on ~ntorm,itlon be1112 pro\, idtcl 

Define cornmunlcat~on respons~brl~t~es ~n adlance 

TIIL d a t ~  C L I  t~111i I I ~ ~ U I  t 01 Yedl 2000 otter\ n unique opportunlrv to plan tor I Inorc L I L L L I I  , i i  
irld L ~ ~ I L I ~ I I ~  WrlV to handle cornmunic,~tions on ~ 1 1  lejels What t t p ~  ot ~ntorrn Irron I\ 1 1 1  I J L  
n ~ t d t d  and w f i ~ n  l r  4hould be proildtd can b~ dc t~ned  In lclianct I V l i o  plo\ I C I L ~  L ~ L  

~ ~ ~ t o r r n a ~ i o n  ind LO uhorn 1t 1s plo~lcled can al\o b~ a g r ~ t d  ilpon A ~ L ~ I ~ I O I I  1 I I \  I ~ I C  ~ I O C L \ \  1 1 1 1  

c o r n m ~ i n ~ t a t ~ ~ g  [he 1ntor111at1011 In a tirnclv and e t t i c ~ ~ n t  wav can h t  d ~ ! c l o p ~ t l  L O O ~ L I  I [ I ! L I \  
Bv ~ d d r ~ s s i n g  r h ~  111torrnatlon need\ t h ~  partle\ h a ~ ~ n g  access and [lit procL\\~\  lor \ h  I I I I ~ ,  

lntorrnation In adi'incc \haling ot e r ~ r ~ c a l  Year 1000 ~ntormdrron duling I ~ C  L ~ L I I I  I O I I O \ L I  
perlod   an b~ gr~atlh enhnn~ed  

Inlorm 1tlo11 s h m n g  protocols o t  a gent1 11 or  conctpru~l  n,iturc , I IC  iistlul L O  t I L I I I [  I ~ C  111111 L I  
d ~ s c u \ s ~ o n  01 cro\s-bolder arrangement\ Howei er one ot I ~ L  t114t  I C \ ~ O I ~ \ I ~ I I I [ I C \  0 1  I I I \  

grclnp d t \ ~ l o p ~ n g  pl In\ t o  comliiunlc i l ~  on YL 11 7000 1\s11t\ 1111141 I ~ L  1 0  L I L I I I ~ L  1 1 1 ~  ~ ~ L L I ~ I L  

l1oti\ ~ I I L  C O I I I L I I L  ot t l l ~  flow\ ,~riil tlic p,lrly r t \pon\~hl t  1 0 1  c I L ~  I ~ I ) C C I  01 I I I C  11oli 1 / 1 1 ,  

nttcl\ to t 7 ~   don^ 'I\ \oori 1\ p o \ \ i b l ~  ~ n d  wtll h e l o i ~  L ~ L  cncl ot t l l ~  \ L  11 

The suggested clppiodeh tor ettectlie cross-bord~r comrnL~nicat~on\ tor t l i ~  11 I I I ~  ~ L I ~ C I  \ 1sor4 
ha\ set ~ r n I  Ley component\ 

R L , I O ~ J ~  ,ro~rpc o t  bdnL upLr\l\or\ p r ( ~ \ ~ d t .  \ t t  ~ n o t h c r  I L \ L ~  o t  t r u \ t ~ d  ~ J R I L \  \ \ lrh I 111\ltir\ t l r  I ~ ~ I T ~ I I I -  IO-LI~ILI  11 

I W U L \  ot I I I L I I U J ~  I n t C r ~ \ [  -\dd111011dlIv th15 prlpLr \hould be read ~n conccn  t t ~ r h  I I I L  r \o rh  111 11 I I I L  J(11i1t \ L  ir -111111 
C o u n ~ 1 1  111d 1 1 1 ~  Glob 11 21)1)0 Ct1 ordrn rtln= Group Jrc ~ u r r ~ n t l \  d o ~ n =  on rllto~rn 111011 \h lrril- 11 I I ~ I L  I I I I L I I I  (11  1111, IIOIL 

th i t  I I  ~ c l l n p l c ~ n ~ n t \  thc i{ tuh  (11 111 o t  thc\c = rc~up \  



I It ~ J t n r ~ t i e s  protocol\ tor 1\5ue re\olur~on thdr s \ t a l ~ t c  1 5 4 1 1 ~ 4  111 

I predrrermlneci t,i\h~on 

I I I t  bullds on eu~stlng princ~ples tor cross-border cornrn~in~c itlon ind ~oopcratlon The 
pdradou ot needlng co d~ssem~na te  intormat~on wrdzlv 'lnd the generdl r e l u c r a n ~ ~  to 
s h x e  information ot  d negatlce nature is addressed 

I11 It discusses the proce\> that needs to be establ15ht'd ober the remaining m o n t h  ot 
1999 to enwre that cros>-border cornmunilation5 can occur t'tftctl\ el \  

A H~erarchy for Communication and Issue Rcsolutlon" 

I t  p ~ o b l ~ r n \  ln \ t  Lonccrnlng In lndrt ldual b,lnh or b,lnhing ~ I O L I P ~  1 t  1 4  t t r \  prol) I I I I L  ~h I I  I I I L  
super\l\ors i ~ 1 1 1  onlb w ~ s h  to ~ I \ C L I \ \  them In dztarl wirh tiuttcri piltnci\ \vho Ire l l r r ~ i t l \  
~ f t ec ted  5ucl1 b~laterdl i\siir ie\olut~on n111 be In rnmv u , ~ v s  I > L I \ I ~ L ~ \  I \  U41ldl ~ C I I \  I L L \  

4 ~ c u i d t e  rdcntlt~carlon u l  normal brlaterdl contaLt polnts -- that 1s spccltrc rnforn~ ~ r ~ o n  o n  
hot\ tru\ted contact\ can be reached a ~ o u n d  the datt changt -- u ~ l l  b~ e \ \ t n ~ l  11 In 111 in\ 
case\ \uperblsors are setting up Year 3000 event management c o ~ n n i u n ~ ~ a t ~ o n  c tnt r t \  \i ~ L I L  

a cclrret\ ot p ~ o p l e  urll collect otten on a 24-hour bas14 ~ n t o r r n ~ ~ t ~ o n  trom ~ l r l t ~ r ~ r ~ t  
In\titutlons lnd markets If this appionch 1s used \pecial e t f o ~ t s  rited to hc made to L ~ ~ L I ~ L  

i h , ~  the expert$ on \peci!ic Is\ile\ w ~ l l  be talAlng to L J C ~  othtr S I ~ L L  ~t I \  lihtlv ti1 lr  111 

b~latcral conr,Icts contldential intormatron will be \hared i t  I \  r econ~n~tndcd r h ~ t  O L ~ O I L  tht 
end ot the v c a ~  opportunit~es be \ought to test cornrnunlcatlon\ c h ~ n n c l s  get to hnou L ~ c h  
othtr dnd dr te lop mutucll t ~ u \ t  W~thour \uch contact the I t tel  of ~ n l o ~ m a t ~ o n  t u c l l  l n g ~  I \  

l~hely ro be hampered In ~ d d ~ r l o n  hev dtc~\ron-mahers >houlci be a tn~ldbl t  it '111 I lnl~4 ~ r l t l  

reach~ble through contacr po~nt \  LL 111ch nlav become tac~lrtcltot\ tor bll ~tzral ~ o n t  el \ I [ I O I I \  

condi~cttd at hrghcr let t l \  

W h l l ~  contact I l \ t \  rn lv be dtteloped ,lnd \hared w~thin tur\ting or netrlv torrntd g ~ o u p \  
lndlttdulls on the ma\ want to contact each othtr b ~ l  1 1 ~ 1  tllv no I i t t ~  th in In L l r l \  

D L L C I I I ~ L ~  [o d ~ l t l o p  ptr\onai protocot\ lor dt2clllflg urth tdcll  otllcr 5i1eIl collt ~ L I \  c 111 1140 

be hclptul In tgreerng in ad\anct  on how certain tvpe\ ot rnforrn itlon will bt  ~ i ~ d  ~ C L I \ L L I I  

org,lnl\dtron\ While ~t I \  tupected rhclt rnwr brlatelal Conlmiirllc itroll w ~ l l  occur on 111 

euc~ptrori bd\i\ t l ~ e  po4s1biIit~ of scheduling \ p e c i t ~ ~  con\. el\atlons dur 111g r l l ~  pcr~od bcri< c tn  
supcrtI\or\ that liace mutual area, ot conlrnon ~ntere\t nirght be ~ o n \ l d r r c J  

In order to 1 1c111f 1fe LO~ITILI~IL Itlorn b ~ I \ \ ~ r n  fhe prl\rlte lnd PLI~IIL \~Cfor  a\ n ~ 1 1  I\ ~ I I ~ I I I  [I~L rx~h l~c  \ccfor I irrllltlloll 
rcr~~~~r~olo, \  as de\c l~pcd h\ the Glob 11 2000 Co ord~nar~n, Group 1, U\LJ LL ~ I I L  I ~ L  ~ ~ C L I ~ I L  I I C C L ~  1 1 1  L.IL~I IOI r ) 
border co~nrnunlcatlon u ~ l l  J~ t tc r  t h ~  It),lc ot e\~rlldrln, ~ornrnunicatlons In rllc i t  I\ \LI,,L.IL~ \cLln\ to I~L ~ 1 1 1  i l l \  
appllc ~blc. 



In a few cases I &  mav be bilateral general status conicrsatrons 
between supervrsors who shxe  mutudl ~niormatlon needs and requrre poslc~ve contirmat~onl 
ot Year 2000 reddlness to permlt general teedbd~h to the marhets Typrcall\ thtsr 
conversations would focus on the largest lnstltut~ons and be tlmed after local stdtus updarts 
have been conducted 

Mult~lateral conlmunlcations will lrhely occur between organlsations thdt are J I I L  ld\ 
networhed on a bllaterdl bas15 Ettectrve cornmunrcatlon on Year 2000 r\5ues dt th15 ] t ie l  
requlres conslderatlon ot two factor5 eft~crency and openness ot dlscuss~on To addrt\\ the 
etfrciency 1s5ue 5pec1f1c opportunltler for mult~ldteral communlcacion can be e\t ik '  h t c l  rn 
advance for the event perlod In order to avord hat lng to make such arrangements on J I LI , , o c  
bcls~s 

Exactly who wlll partrLlpate when (and how) the communlcatlon wlll occur and the cxptcttd 
content ot the comrnunlcatlon need to be e\rdbllshed In ddvance The larger the group t h ~  Ics5 

lihely that sensltlte Issue\ wlll be ra14ed Leverag~ng otf exlsting groups of peoplc thar 
rout~nely wolh together may be the most ette~trve w ~ y  to conduct such e ~ n i n ~ i ~ n r c ~ ~ r o r i ~  In 
mdny rn\tances pre-d~ranged mult~lateral communications may be limlted to sltudtlonl t i  hcte 
d supervl\or provrdes macro views of current status whrle avoldlng any rnentron ot ~ndl \  1dud1 
organrsdtlons 

The Joint Year 2000 Council Secretarrat plans to help facilitate and suppolt L IO~\ -~OICILI  
exchdnge5 ot lnfornlatron among hey frnanclal mdrhet authorltles durlng the trdn\ltlon ptrrod 
by settrng up an ~nforrnatlon-shdr~ng plattorm whlch would provide varlous \LI \ I L L \  T ~ I L  
central 4erv1ces include malntarning up-to-date contact Il\ts collect~ng dnd drsscrn~n L L I I I ~  

rntorrndtlon on the operdt~ondl status ot core lntrastructure components enabling t ~ n  L I I L I  1 1  
market cluthont~es to announce emtrging development5 and tacllltat~ng the organ~\dl~on 01 
conleren~e ~cllls 

I1 In forma t ~ o n  Shar~ng Mechanrsms 

Exrscrng supLrvrsorv groups wlll rarely be constituted rn a way thdt can address ~ n c l  I L \ O I \ L  I 

pdrt~cula Issue most effectrvely In\tead an crd lloc group drawn trom one or niore ot r h t  
eulstlng group\ wlth multilateral cornmunlcatlon structures and strong ~nterndl bll~tcral 
relat~onsh~p\ will lihely become the 'working level to address Issues Ag'lln good 
~nformdtlon on how bey people can be reached dunng the penod IS essentldl J L I  /IO( groups 
formed to ~ddress  speclf~c rssurs may also wmt to take advantage ot pr t -~st~iblrsh~d 
mult~latrrdl communlcatlon opportunities to report on the status ot their isrue r~solurron 

Bank supervr4ors need to ensure rn advance that there rs agreement about thelr T L \ P ~ C [ I \ L  

role4 and re\ponsrbrl~t~es In a cross-border contevt both tor rntormatlon sh~rrng l n ~ i  t o 1  

decr\ron-mdhrng Oter the pedn the Ba4el Cornrnrttee and othel reglonal bdnh suptri l\or I 
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group5 have developed a structure for shanng ot ~nformatron on globally actlve organl\atlon\ 
based on the concept of home and host Lountry respons~bll~ties and the need to protect 
contrdentlal ~ntormatlon In June 1998, the Basel Comn~rttee issued spec~fic gurdancr on 
shanng Year 3000 information To asslst in the informat~on shanng mechan~snl\ the Basrl 
Comm~ttee will be requesting supervlsors to prov~de updated lnformatlon on the contact I15t 

issued w~th  the June 1998 guidance WhlIe that gu~dance focused on the trach~ng of Y t ~ r  
2000 prepararlons, the  me bas~c principles for ~ntorniat~on shclrlng should Ldrrv o ~ ~ r  into 
the date change event Itself 

The Roles of Home and Host Supervisors 

Home supervlsors of a financial lnstrtutlon should be respons~ble for informatron JP I 1 4 5 ~ ~ s  
relatrng to the status of the lnstltutlon and ~ t s  group not only as regards its actrvltltj I , r  
home market but as a whole Home cwtntry supervlsors do not generally prov td t  \ t ~ t u \  
lnformat~on on lndivldual ~nstitutlons Ho\ 21er, durlng the date change per~od thty should 
cons~der provldlng cross-market views of the financial sector to foster publlc contrdcric~ 
and/or to promote accurate understandrng of overall condltlons rn order to help develop \ O L I I I ~  

solutions to any problems that may develop Such cross-marbet vlews are llhely to b t  rn'lcro 
In nature and not deal wlth Issues affectrng only \pec~tlc rnstltution\ Addltlon 111) home 
country \uptrv~\or\ should facll~rate access to Year 2000 intormat~on on the ~n t r a \ t~uc t~ l~ t '  
supporting the frnanc~al sector and the countrys status more generally Thi\ m'lv b~ donc 
most effectively by elther prov~ding l~nbs to nat~oncil comnlunlcdtions centres or bc pro\ 1clln2 
perlodic humrnarles durlng the date change period 

Ho\t country supervlsors should focus on the operatlons affect~ng therr local marker Ho\t 
supervlsors should l im~t  their rnformat~on requirements to those entltles and (to a grc ~ I L I  

extent than normal) branches wh~ch are matenal to their re\pons~brl~ties and to thtlr IOL 11 
market Where head office 5upport of remote operatlons IS crlrlcal tor the locd rn,~rLcr\ 
informarlon on normal tunctlonlng of these actrvltle\ should generally be obtained throu~h I ~ I L  

local ntfices and In les5 detarl than mlght be provlded to the home country supervl\or b\  t h ~  
hedd office ' To the extent that host country supervlsors rdentlfy Year 7000 is$ur\ tor J 

fore~gn bank operating In thelr marbet they 5hould contact the home country \ L I P ~ I \  I \ O I  

regxdrng the problem on a bilateral bas~s and worh together ln rerolvlng i t  

Understandrng ~n advance how such cornmunrcatlon\ wrll be hdndled In ind~vidu,~l count1 
w~l l  help auurc that lntormat~on shared acro\s border\ will be aLcurate and trnlely 

6 
Giprti rson Coo~dirzllrio~l oti lent  2000 Cross border Isscc~ r B,I\LI Cornrn~ttec J u n ~  1998 

7 
For ,lobdl In\tirutrrlns that dre Lev pldvcrs In two or  rnorc m u h ~ t s  11 rndk bc h ~ l p t u l  to r e a ~ h  ~oln t lv  atrLLni~nr i rl I ~ i l \ r  

L ~ o \ \  border ~clntacrs will b~ hdndled on ~ s s u e \  at tcct~ng .I p d n ~ ~ u l d r  tlrln country or tnirL.cr C C I I I ~ I ~ I ~ I I I -  IIO\< 
~ o m r n u n ~ ~ a t l o n \  {rlll occur In advance where w a m n t ~ d  rndv a ~ o ~ d  contu \~on  and \,IVL tlrnt o k ~ r  t h ~  Jrltc ~ 1 1  111 ,~  J ~ L ~ I O ~  
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~lultiiateral Information Shar~ng 

For multllateral information shanng among supervlsoro, a paradox ex,& between the need to 
share informat~on broadly - lncludlng sharlng some level of sensitive informat~on - and the 
wllllngness to share ~nforrnatlon wlth supervlsors wlth whom there has been only llmlted 
contact or a need-to-know relatlonsh~p This paradox may be at least partially overcome by 
recognlslng that some Year 2000 Issues may have greater reg~onal significance and reglonal 
groups may be better pasltloned to gather and share ~nforrnation, an approach whrch n~dy be 
part~cularly effective for smaller countnes and Issues that may be reglonal In nature such as 
energy, telecommunications, or local settlements8 E x ~ s t ~ n g  regional groups of supervlsors 
may want to explore this posslbllity Such an approach m~ght  also be enhanced i f  larger 
market supervlsors were included in some subset of communications to provtde feedback on 
Year 2000 Issues that may be external to the reglon in order to provlde a more global 
perspective 

Pre-schedu~cu multllateral calls among publlc sector partlclpants or public bulletln ooards 
would provlde lnformatlon shanng opportunltres pnmarlly for macro level lnforrnatlon ~r the 
tlme the rollover occurs or on market condltrons during the hrst business day These calls Jre 
likely to be of the greatest benefit to those that have not yet experrenced the pdnrcular event ' 
Thts approach avo~dq havlng several hundred lnd~vldual calls belng placed to New Zealand or 
Australla to see how the date rollover was affecting them To the extent thdt the tocu> ot 
market Interest 1s on infrastructure Issues, ~t may be appropnate to looh to the Un~ted Narrons 
natronal coordlndtors or other publlc sector bodles rather than hav~ng financial regulators look 
to each other for such lnformntion 

In provldlng lnformatlon on the macro status of the financral sector or the country more 
generally, care must be taken to prov~de informat~on In a tlmely manner and in a bdlanced 
way to avoid over reactlon by others havrng access to the rnforrnatron Thls 15 e5pec1dIly true 
because some problems w ~ l l  almost certainly occur -- a blanket "everyth~ng 1s fine ' statement 
wlll often lack credlb~l~ty ~f there are even a few know problems In relatively un~mporrant 
areas Simlarly, the fallure to prov~de any lnformat~on may well be Interpreted in a way that 
will magn~fy dny problem and add credlbllity to any rumours that may develop 

Mult~lateral calls of an ud hoc nature are llkely to be requlred to addrew Year 2000 15sues thdt 
have been ldentrfied and drsculred brlaterdlly In many In5tdnccs thcse calls mdy ~nclude 
selected representatives from both the prlvate and publlc sector ds Issues w~ll n t ~ d  to be 
addressed cooperatively 

8 For cxdmple ~f reiecommunic~trons wd\ expenencrng sporddlc problems in the C u r b b ~ d n  rndiv~dudl wperblsor5 rn rhe 
region mrght need detd~led intormdtion o n  each bpecific junbdictlon From the per\peLtrLc ot the London rndrh~t 
however rt rnrpht be wtficrent to  know that there wds home level o f  t e l ecommunr~~trons  problcms rn the rcjron dnd t h ~ t  
mdny orgdnl\dtron\ W C ~ L  resortlng to dlt~rndtrve dpprodches tor procLs\ing trclnwctionr ~s d e k ~ l o p ~ d  rn rhtrr Lontrnben~v 
pl,ln\ 

5) Note thdt mdrhets not openln_e unrll knudry  -!Ih will be v e n  rnrerested rn mdrhcts open on Jdnudrv jrd or e ~ r l l ~ r  



111. Process Considerat~ons for Implementing Cross-Border 
Communications - 

The homekost pnnc~ples for Year 2000 communicatlons can be applied most effectrvely i f  

the b~lateral partles needing to share inforrnat~on agree In advance on how such 
communications can best be accomplished Unlike many homehost communrcations that 
occur only after a specific problem is encountered and on an ad hoc basis regard~ng the 
lnformatron to be shared, the date certaln nature of Year 2000 provides an opportunity ro 
develop a common understand~ng on how the communications might unfold 

To this end, bank supervisors wlll want to ident~fy who the key players are ~n thelr market 
and, for each forergn banking organisation, who the home country supervisor is Where ~t 1s 

clear that a host country will want to have etther ad hoc or planned communicataw wrth a 
home country on one or more of the latter's banks, bilateral conversations should taht I, ace 
p w r  to yearend Such conversatrons will help establish hoth the worhing reldtlonsh~p 
necessary for effective communication of sensltrve intormatron and specitlc arrdngenient\ tor 
any planned communications 

In some instances, the ldent~fication of a slngle home country supervisor may not be enr~relv 
clear l 0  Whlle clanficatron of specific responsib~lities and appropridte channels for sha~ing 
general supervisory ~nformatron is a task beyond the scope ot thls note etticitnt 
communications on Year 2000 Issues require a proactive discuss~on betueen home Lind ho4t 
supervisors regarding respective roles and communicatlons responsibrl~tres pnor to the el ent 
change penod Where the respons~b~lrty is in any doubt host and home ~ountry super\lsor\ 
should endeavour to identify a single "millennium information coordinator' (MIC) a\ t h ~  
contact polnt to facrlitate bilateral communicatrons " 

To facilitate the development of home and host country communication protocol\, eul\tlng 
regronal groups of banking supervisors may want to work together wrth other Groups like the 
Base1 Committee to develop general procedures for Year 2000 communications during the 
period This approach m~ght not only avoid the need for numerous bilateral contacts bur 1140 

form the basrs for scheduled multilateral mechanisms for ~nformation sharing 

Wh~le  t h ~ s  general approach appears widely applrcable for sharlng Year 2000 informdtlon 
cross-border withrn the public sector and, in some instances with the prlvate \ector, it must be 
adapted to local market situations In particular, lnformat~on needs and flows will l~hely varv 
before dunng, and immediately atter the date rollover depending on local holrdays and 
whether the market IS at the leadrng edge of the rollover or among the last to experience ~t 

10 For e~a rnp l r  In the U S  the Federal Reserve would be the  horn^ country \upcrvl\or for C h a ~  ~ n d  JP Morban the SFC 
tor Goldman S a c h  and Morgan Stanlty but thcre mrght be some ambrgurtv tor Crtrgroup be~au \e  ot rhc OCC , 
over\~ght of Crt~bank the SEC 3 oversrght ot  Sdlornon Smlth Barney and thc Fcd~ral  Rescric 4 vvcr51ght of tlie o\Cr 111 
holdrng company S~rnllarly for a UK sub\rdlary of d US bank holdrng cornpdny rr I \  not ~ntrrcly clear who d rh~rd 
country such ,I\ Slngrlpore would view as the home country for a branch of that UK \ub\ldran 

I I In 1nstance5 whtrc therc are rnultlplt national supervrsors wrth responstbll~ty tor drttcrcnt pan\ ot an organrsalon and no 

srnblc umbrella supcrvlsor MlCa mrght be rdent~tled for specrfic typ~ ' ,  of rntormatron I t  dn ovcrall p~cturc ot ~ I I L  
organlsatlon I \  needed multlple pdrtrL\ rcpresentrng the d~fferent MICs mav n ~ e d  to b~ prc5ent on vnL \ldc ot a hrldt~r 11 
comrnunlcatlon Thrr clearlv lead\ a level ot  complexrty to the communlcatron and should b~ . ~ \ o r d ~ d  rf at all p u s \ ~ b l ~  


