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INTRODUCTION 

The Justice system In Egypt IS a pyramidal structure that starts with 
230 Partial Courts, that feed Into 22 Courts of First Instance, which In 

turn escalate to 9 Courts of Appeal There IS one court of last resort, 
which IS the Court of Cassation 

AOJS IS concerned only with three pilot courts that represent the two 
middle levels of the system, Courts of First Instance and Courts of 
Appeal The recommendations made In this section apply to the 
follOWing specific courts 

• North Cairo Court of First Instance (NCCFI) 
• Ismalila Court of First Instance (ICFI) 
• Ismailia Court of Appeal (ICA) 

The first section of this recommendation Will deal with the system 
configuration proposed for the largest court In the project North Cairo 
Court of First Instance, which despite ItS Size, represents a straight 
forward choice The Two smaller courts, Ismailla Court of First 
Instance and Ismailia Court of Appeal, present another problem related 
to size and proximity Therefore the recommendation of the platform 
for these two courts Will be presented In the second section of this 
report 

The recommendations made here are Intended for use In the 
preparation of detailed specifications for the procurement activity of 
hardware and software 

In this section, platform definition IS dealt with In three main areas 
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• Network Components 
- SWitches 
- Gateways 
- Cabling 

• Hardware 
- Servers 
- Client WorkstatIOns 
- Printing Equipment 

• Software 
- Operating Systems 
- Mlddleware 
- Database 
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NORTH CAIRO COURT OF FIRST INSTANCE (NCCFI) 

One should not underestimate the cultural and managerial effect of the 
introduction of automated Case Management Systems (CMS) In North 
Cairo Court of First Instance (NCCFI) Judging from precedent of 
automation of other government departments (Traffic, Passport etc ), 
the Initial applications Will become but a small part of a court Wide 
information network Already MOJ has plans to Introduce Electronic 
ArchiVing at NCCFI It IS for thiS reason that the deSign of the 
information Infrastructure at the court must allow for substantial growth 
through layered additions and expansions These additions and 
expansions can occur above, at the same level and below the current 
proposed applications ThiS needs to be done Without incurring higher 
costs than planned, through JudiCIOUS selectIOn of alternatives To 
bring the above pOint In perspective, It IS helpful to review the current 
size of NCCFI DUring the past few years NCCFI has experienced an 
annual growth of approximately 10% 

InformatIOn for 1996 
DeSCription Volume 

Total Number of Active Cases 88,252 
Number of New Cases 68,494 
Cases Dealt With DUring 12 Months 70,517 
Number of Circuits 32 

Number of Court Clerks 450 

A general survey of automated systems In the US, where most courts 
are uSing second and third generation Implementations, has revealed 
that the ratio of Client PCs to the number of workers IS very close to 
1 1 However thiS rule of thumb IS not applicable In the case of pilot 
courts In Egypt for two reasons 

a The nature of clerical work In Egypt has led to Inflated head 
counts 

b Automation Will be Introduced to a speCifiC number of 
administrative departments and units only and not the whole 
court 

A preliminary estimate puts the total number of PC clients at 150 - 160 
Units 

Initially Automation In the pilot courts Will concentrate on the follOWing 
areas and functions 

• Case Initiation 
• Case Processing 
• DepOSits 
• Claims 
• TYPing Pool 
• MIS - DeCISion Support 

Other application areas may evolve In the future 
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NEnNORKINFRASTRUCTURE 

Network Infrastructure design should be cognizant of the fact that 
automation of the case management activities will create a ripple effect for 
other applications throughout the court In later years This means that 
Local Area Network Implemented dUring the project duration will become 
but a small segment of the overall court network that IS three times as 
large This kind of expansion may cause substantial loss of Investment In 
the first segment as It becomes limiting factor because of ItS technology 
bandwidth or topology It IS for this reason that the design of the network 
Infrastructure should 

• Use the most up-to-date technology available today In an 
attempt to reduce obsolescence 

• Network components should enable reasonable expansion 
dUring the life of the project Local sWitches should have at least 
10-15% free ports where possible 

• Network topology should also be flexible enough to permit 
restructuring resulting from expansion or relocation of clients 

Technology 
Although 10 Mbps Ethernet IS stili available on the market the price 
deferential between It and 100 Mbps components IS now negligible If 
not nonexistent This puts forward a very strong case for the use of 
100 Mbps components throughout the network, except In the case 
where 10 Mbps IS bUilt-in In Client PCs 

Enterprise SWitch 
A high performance enterprise sWitch featuring high-speed trunklng 
technologies, redundant architecture, dynamic virtual LAN allocation 
and a broad variety of Interface modules The SWitch should be 
designed for complete Interoperability and Investment protection 

Internet/Extranet Gateway 
Access to the Internet and the MOJ Extranet will be affected through a 
Router that would connect the court with an Internet Service ProVider 
(ISP) and/or other MOJ Intranets such as those envIsioned for NCJS 
and JIC 

Fiber Optic Backbone 
Current plans call for relocating most automated functions In the new 
bUilding In NCCFI of campus However some functions and the office 
of the Chief Justice of the court remain In the old bUilding ThiS 
together with fact that the design of these bUildings did not take Into 
consideration network cabling result In a fairly complicated cabling 
arrangement A fiber Optic backbone linking both bUildings and 
extending throughout all floors will be necessary 
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Floor I Workgroup sWItches 
Network extension from the Fiber Optic backbone to the different floors 
or workgroups would be affected through cascading sWitches and or 
Hubs as the need maybe The gUiding prrnclpal IS to deliver sUitable 
bandwidth to PC clients 

Internet Gateway 
Access to the Internet and the MOJ's own Intranet I Extranet IS a must 
This connection must be fast and reliable, It should be available 
whenever the court applications are running Connectivity to an 
Internet Service Provider (ISP) should be made through a high 
performance Router The provIsion of Internet services and the 
creation of Intranet IExtranet IS the responsibility of MOJ 

Structured Cabling 
The nature of BUildings In NCCFI makes cable laYing, fault 
troubleshooting and repairs rather difficult It IS for this reason the 
selection of a high quality structured cabling system IS highly 
recommended 

Generic Network Layout 

Enterprise 
sWitch 
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Departmental 
sWitch 

SWitch 

Router 
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HARDWARE 

Once Case Management Applications are successfully In the court, It 
will be very difficult to operate without them This will complicate the 
design of the server configuration and the selection of hardware 

MISSion Critical Applications 
Case Management Application IS considered to be the MIssion Critical 
application at the court It IS expected to be available whenever the 
court IS open for business (Usually 12 Hours X 6 Days) 

Load Variance 
In addition to the gradual Increase of volume, Work load at the court 
exhibits two types of seasonality There IS a definite variance between 
two extended penods October-June and July-September Also there IS 
marked variance dUring the working day where there are two peak 
pen ods 9-10 and 13-15 Therefore the proposed configuration must 
provide not only future expansion but also adequate computing 
headroom to handle peek periods 

Case Management Application 
Case Management applications will need to be mounted on servers 
that provide high availability and strong scalability This could be 
achieved through a cluster arrangement uSing scalable SMP servers 
These servers must have adequate performance that IS estimated to be 
4000 TPC-c on a Single processor 

Typmg Pool 
The typing pool at North Cairo must produce upwards of 700 decIsions 
dally dunng peek pen ods The average dally load IS approximately 300 
DeCISions It IS for this reason that a clustered arrangement IS also 
recommended However considerably lower power server (TYPical 
Workgroup servers) will be specified 

Office Automation 
In addition to the above two functional areas, the Information system at 
the North Cairo Court of First Instance will also have some traditional 
Office Automation (OA) functions These are best served through an 
Independent server of similar specification to those used In the tYPing 
pool ThiS Server Will host the follOWing 

• Electronic Mall Server 
• Web Server 
• Network Print Server 

The follOWing diagram Illustrates the hardware configuration proposed 
for NCCFI 

October 199B Systems Research Egypt 1 7 
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SERVERS 

From the above discussion, It becomes clear that the Information 
Infrastructure will contain two classes of servers one to handle the 
Case Management Applications and the other to handle the TYPing 
Pool and office automation These two types of servers are different 
only In their computing power 

ApPLICATION SERVERS 
The application servers are expected to host the main mission cntlcal 
application at the court, which are the Case Management Systems As 
such these servers must prOVide both high availability (At least 12 X 6) 
and scalability 
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Architecture 
Symmetrical Multiprocessor (SMP) Architecture for the IndiVidual 
server These servers should be configured Into two or more 
clusters 

Processor Type 
Both performance Headroom' and the reliability derived from 
the use of UNIX operating system seem to Indicate the use of 
RISC processor server Industry Standard (Intel) based servers 
from certain vendors such as Compaq and HP can also be used 
If they proVide the necessary performance minima The deCiding 
factor will be budgetary conSiderations 

System Memory 
Memory size directly affects system performance Where 
pOSSible the Largest memory size should be speCified The 
following IS conSidered Minimum 

Memory Type ECC 
Memory Size 512 MB 
Level 1 Cache 32 KB 
Level 2 Cache 256 KB 

Storage 
Because of the clustering arrangement, It may be necessary to 
use a Shared RAID storage unit between the two application 
servers The capacity of Storage should reflect the expanding 
nature of the database, Its mirrored Image and temporary work 
areas 

Interface SCSI-2, UltraSCSI, RAID 
Number of Spindles 5 
Capacity 50 GB 

Systems Research Egypt 1 9 



( 
\ 

Subcontract no 132 SC 3 SRE Case Management System Platform DefinitIOn Study 

October 1998 

Expansion 
As mentioned earlier Application servers should provide 
considerable expandabillty to cater for expected Increase In data 
volumes and computational complexity 

Processors 4 Way SMP RISC, 8 Way Industry 

Memory 
Slots 
Storage 

CommUnIcation 

Standard 
3 GB 
7 
200 GB 

The Server must accommodate the following protocols 
Ethernet 10/100 Mbps 
FOOl 100 Mbps 
ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Recovery 
Automated server recovery IS an essential feature of the 
application servers ThiS could be achieved through the 
clustenng arrangement or through proprietary hardware 
recovery options provided by the vendors 

Performance 
TCP-C 4000 tpmC on a single processor, rising to 

12000 tpmC on 4 SMP 

Systems Research Egypt 1 10 
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TYPING POOL SERVERS 
OFFICE AUTOMATION SERVER 

The TYPing Pool and Office Automation servers will host mostly 
Industry standard applications High performance and scalability are 
not such cntlcal factors here, while availability and reliability IS 

October 1998 

Architecture 
Symmetncal Multiprocessor (SMP) 
needed for the tYPing pools servers 

Clustering may only be 

Processor Type 
Industry Standard (Intel Based) 

System Memory 
Memory Type ECC 
Minimum Memory Size 256 MB 
Level 1 Cache 32 KB 
Level 2 Cache 512 KB 

Storage 
Interface SCSI-2, UltraSCSI, RAID 
Number of Spindles 3 
Capacity 30 GB 

Expansion 
Expansion capabilities of these servers are not so extensive 

Processors 2 Way SMP 
Memory 512 MB 
Slots 4 
Storage 200 GB 

Communication 
The Server must accommodate the following protocols 

Ethernet 10/100 Mbps 
FOOl 100 Mbps 
ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Recovery 
Simple Back-up procedures except In the case of clustered 
typing pool servers 

Performance 
Not applicable 

Systems Research Egypt 1 11 
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Clients 
It IS virtually Impossible to guard against obsolescence In the area of 
personal computing This IS largely due to the rapid and continuous 
development In the relevant technologies So rather than chase the 
specifications that seem to continuously change, we will take the 
opposite view of defining a set of semi-stable user requirements 

October 1998 

Processor 
Performance In a business environment IS not entirely 
dependent on processor speed However In the current 
development cycle All microprocessors below Pentium II should 
be Ignored However leading edge speeds In this chip are not 
necessary Hence Second tier speeds (such as 300 MHz) or 
low cost Implementations such as Celeron Chip would suffice 
This would substantially reduce acquIsition cost In 1998/1999 

Bus 
The Choice of Pentium II With a speed of 300 MHz will enable 
selection of equipment With the latest bus Implementation 
running at 100 MHz This may provide a definite advantage If 
PC Clients will be used to handle Images of documents In the 
future However the choice of low cost versions of Pentium II 
such as Celeron will restrict the bus speed to 66 MHz which IS 
adequate for regular bUSiness applicatIons 

Memory 
Two factors that seem to act against each other are at work 
here On the one hand the cost of memory IS dropping 
continuously On the other Memory requirements of operating 
systems and variOUS clients are forever climbing At the present 
time this POints to memory capacities between 32 and 64 MB In 
the light of recent announcements by Microsoft that no further 
updates for ArabiC support on Windows 9x, and that those 
Interested In later developments must upgrade to Windows NT 
With ArabiC support, It becomes prudent to recommend 64 MB 
memory size 

Level 1 and Level 2 Cache availability and size WIll be 
determined by the choice made for the processor The 
presence of both at the largest possible size IS of course 
deSirable 

DIsplay Module 
20 accelerated graphiCS adapter With 4 MB of memory IS 
adequate 3D graphiCS acceleration or AGP IS not required 17 
Monttor capable of 1024 x 768 resolution, 75 Hz Refresh rate 
mlntmum IS recommended over 15 " 

Systems Research Egypt 1 12 
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Storage 
Storage requirements at the client PC can easily be satisfied by 
the entry level capacities currently available on the market 
However we strongly recommend the use of a high performance 
storage adapter such as Ultra ATA which while considerably 
less expensive than SCSI, provides similar performance 

1/0 Ports 
Since further developments may bring about the use of newer 
peripherals such as bar-code scanners label pnnters, the 
availability of Enhanced Parallel Port (EPP) and Universal Senal 
Bus (USB) ports IS a must 

Chent Management 
In a client server environment, the administration, Maintenance 
and support of client workstations IS a major undertaking 
System Administrators must perform many functions ranging 
from BIOS updates to OS and software updates to monltonng 
the health of the systems In a physically large site this could be 
daunting 

A number of tools are currently available that enable the 
administrators to perform these tasks remotely from the 
administration console These tools are available from brand 
name vendors as well as Independent vendors In order to be 
able to make use of the full features of these tools, the PCs must 
be Desktop Management Interface DMI compliant The Current 
release of MOl IS 2 0 

Generic Specifications 

Item Specifications 

Processor Pentium II - 300 MHz 
Bus PCI-100 MHz 
Cache Memory L1 16 KB 

L2 256 KB 
Main Memory 64MB 
Storage Adapter Ultra ATA 

Hard Disk 4 GB 
Display Adapter 02 Acceleration 4 MB 

RAM 
MOnitor 17 Inch 

I/O Ports Universal Senal Port 
Enhanced Parallel Port 

Management DMI 2 0 Compliant 

October 1998 Systems Research Egypt 1 13 

( 
I'> 



( 

( 

c 

Subcontract no 132 SC 3 SRE Case Management System Platform DefinitIOn Study 

Prmters 
The pnntlng requirements of the court are qUite complex and cover a 
wide range of printing technologies and capabilities There IS an 
essential need to handle preprinted forms and numbered documents 
There IS also the need to produce neat, letter quality documents and 
reports Printing court documents IS also subject to a number of control 
and secunty measures 

October 1998 

Documents, Receipts and Reports 
All documents requiring the presence of a serial number 
(Payment Receipts Document Receipt, Notices Etc) Will 
require multi-part continuous Stationery ThiS could best be 
served with Impact printer conforming to the follOWing 
specification 

Specifications 

Pnnthead 24 pin 
Carnage Width 80 Col 
Speed (Draft Mode) 400 cps 

Registers, Ledgers and Reports 
The Case Management application IS expected to generate 
hardcopy of a vanety of statistical reports as well as many 
registers and ledgers ThiS can best be served with a hlgh­
speed draft printer that IS capable of multlfotm paper handling 
capabilities 

Specifications 

Pnnthead 9 pin 
Carnage Width 136 Col 
Speed (Draft Mode) 1000 cps 

Letter Quality Documents 
Court DeCISions, executive reports and other communication 
documents are expected to be printed on high resolutIOn laser 
printers that can also print watermarks and other security 
signatures 

SpecificatIOns 

Technology Laser 

Resolution 600 dpi 
Paper Sizes A4, Legal, A3 
Speed 16-24 PPM 

Systems Research Egypt 1 14 
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COMMUNICATION 

At the present time there IS no coherent data commUnication 
Infrastructure blueprint at MOJ Into which the proposed systems at the 
pilot courts can be fitted Currently remote sites connect to JIC through 
a variety of methods (X 25, Leased Lines, Dial up) The selection of 
one method over the other seems to be haphazard or entirely 
dependent on factors outside JIC The subject of global MOJ 
communication must be addressed sometime In the future by MOJ, 
however for the purposes of project work at the pilot courts limited 
communication capability IS required 
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Functionality 
Information exchange 
There IS a limited but definite need for Information exchange 
between the pilot courts, the JIC and the MOJ ThiS IS mostly In 
one direction upwards from the courts to JIC and MOJ The 
ability to remotely log-on from JIC and MOJ on to the certain 
applications while beneficial cannot be Justified financially or 
technically There IS no need for Peer-to-Peer communication 
between the courts right now except In the case of Ismailia Court 
of First Instance and the Ismallia Court of Appeal These two 
courts are phYSically contiguous 

User Support I Application Mamtenance 
The above functions Will require a reliable and continuous 
connection that IS available with little human intervention (that 
rules out dial-up connections) 
User support through remote diagnostics, Help Desk, or email 

System Admmlstratlon 
A number of system monitoring and administration functions Will 
be carned out centrally ThiS Will also require a continuous and 
secure connection between the pilot court sites and MOJ 

The above requirements can be met through a relatively 
Inexpensive Virtual Private Network (VPN) ThiS VPN between 
the pilot courts and the JIC equipment and Infrastructure IS the 
responsibility of MOJ 
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Firewall 

Firewall services can now be had through hardware only solutions, 
software only solutions or a combination of both Because of the 
sensitivity of court information and the need for Its availability dUring 
working hours, we recommend a firewall of hardware/software 
combination 

A Firewall provides users, Including remote users and JIC support staff, 
With secure, authenticated access to court information resources uSing 
multiple authentication schemes Authentication services securely 
validate that the users attempting to make a connection are who they 
say they are before the commUnication IS allowed to proceed 

Authentication services are fully Integrated Into the court-wide security 
policy and can be centrally managed through the network administrator 
console All authentication sessions can be monitored and tracked 
through a graphical user Interface The Firewall should provide three 
authentication methods 

October 199B 

1 User Authentication 
Firewall should proVide transparent User Authentication access 
priVileges on a per user basIs for FTP, TELNET, HTIP, and 
RLOGIN, regardless of the user's IP address All packets of the 
session should be Intercepted and Inspected by the firewall on 
the gateway 

2 Chent Authentication 
Client Authentication enables an administrator to grant access 
priVileges to a specific user at a specific IP address In contrast 
to User Authentication, Client Authentication IS not restrrcted to 
specific serVices, but proVides a mechanism for authenticating 
any application, standard or custom The administrator can 
determine how each Individual IS authenticated, which servers 
and applications are accessible, at what times and days, and 
how many sessions are permitted 

3 Transparent Session Authentication 
Transparent Session Authentication can be used to authenticate 
any service on a per-session basIs After the user initiates a 
connection directly to the server, the firewall gateway, located 
between the user and the destination, Intercepts the connection 
recognizes that It requires user-level authentication, and Initiates 
a connection With a Session Authentication Agent The Agent 
performs the required authentication, after which firewall allows 
the connection to continue to the requested server If permitted 

Systems Research Egypt 1 16 
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Authentication Schemes 
The firewall must provide a number of Industry standard 
authentication schemes such as 

1 SecurlD 
2 S/Key 
3 OS Password 

In addition to being challenged for a response defined by an 
Axent or RADIUS servers 

Systems Research Egypt 1 17 
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SOFTWARE 

Layered on top of the hardware platform described above IS a software 
platform made of the follOWing layers and components 

• Operating Systems 
- Enterprise server 
- Departmental Server 
- Desktop Workstation 

• Mlddleware 
- Clustering 
- Back-up 
- Secunty 
- Network Management 

• Database 
- Database Engine 
- Transaction Manager 

• Application systems 

This can best be viewed by the follOWing diagram 

Application 

Transaction Manager 

Database 

Network Manager 

Cluster Manager 

Operating System 

Hardware 
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Operatmg Systems 

October 1998 

The Ideal situation In operating systems IS to have Just one OS 
across the court, I e In the server room as well as on the 
desktop Although Win NT makes a claim for that kind of 
versatility, Industry wide consensus seems to indicate that NT 
stili falls short IS such areas as Reliability High Availability and 
scalability 

Case Management Application Server 
Whether RISC or Industry Standard (Intel) servers are acquired 
the recommendation made here IS for the use of UNIX as the 
operating system for the CMA servers Most RISC hardware 
vendors have their own Implementation of UNIX (HP, IBM NCR 
and SUN) Industry Standard hardware vendors also package 
several versions of mainstream UNIX Implementation 

Departmental Servers 
Departmental servers such as the tYPing pool or any future 
extensions of tangential applications such as Service 
department of the lower courts which are usually off the main 
court building are recommended to run Win NT This also 
applies to Workgroup, office automation and Web servers 

Desktop Workstations 
The Importance of the desktop operating system lies In the fact 
that It IS the final link between the applications and the end user 
On It resides the client modules of the database as well as any 
personal productiVity and office automation tools As such It 
should provide a friendly Interface In addition to rock solid 
reliability 

At the present time two desktop operating systems support 
ArabiC these are Microsoft Windows 95 and Microsoft Windows 
NT release 4 0 The chOice between these two operating 
systems IS easy on technical and financial backgrounds If 
budget permits the higher cost NT should be selected otherwise 
Win 95 

Year 2000 Compliance 
It IS Important to speCify In software procurement documents that 
all software components should be Y2K compliant 
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Mlddleware 

October 199B 

On top of the operating system reside a number of software 
layers and components that provide much needed enterprise 
Wide functions and services There eXists on the market a 
bewildering array of these products The selectIon of any of 
these products must be done with an eye on overall Integration 
and system performance The follOWing are the essential layers 
and functions 

Clustering 
The argument developed In Part II of thiS report has highlighted 
the fact that some form of clustenng technique Will have to be 
used to deal with Issues of High Availability and Scalability The 
selectIon of the particular tool for clustenng (whether 
hardware/software or software only) Will depend on the chOices 
made for Server hardware and network management layer The 
follOWing IS a general gUideline 

• MIssion Critical Application Use of open high 
performance clustenng solution that allows two or more 
nodes 

• Departmental Servers Lower cost propnetary solutions, 
usually hardware based 

In selecting the clustering arrangement It IS essential to take Into 
conSideration the performance of the particular solution Short 
Fallover times are crUCial In a high demand production 
environment 

Security 
Even In Its current manual state, where all documents are the 
personal responsibility of the Court Clerks and where everything 
IS kept under phYSical lock and key, Court Administrators and 
Chief Justices are very conclous and sensitive to all aspects of 
security The automated system must be perceived to proVide a 
high level of security for court business or Its acceptance and 
final success Will be Jeopardized 

System security Will be realized by 
The operating System The OS should proVide for at least 
C2 certified ThiS can be satisfied by UNIX on the CMA 
servers and NT on the desktop 
Open Software Components These components or 
optional layers should proVide appropriate secunty In the 
follOWing areas 

Access Control 
Authentication 
Content Secunty 
Encryption 
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Internet/Intranet security 

Application security requirements should be handled 
through bUilt In functionality In the database engine and 
through application design functions 

Backup 
The definition of the Backup component must take Into 
consideration the operating enVIronment that Will prevail at the 
site Factors such as the expertise of the system administrators 
time needed to recover the data Within working hours, as well as 
security aspects directly affect the set of specifications that need 
to eXist In the backup product The follOWing subset of services 
and features are considered minimum requirements 

• High Degree of Automation 
• Industrial Strength Performance 
• Extensive Client Server Support 
• Fast Disaster Recovery 
• Remote Management Capabilities 
• Automated Cataloging 
• Extensive Reliability measures (Redundancy Checks 

etc) 
• Encryption and other Security Measures 

Bundled Backup Software IS usually defiCient In some of these 
aspects That IS why It may be necessary to acquire sUitable 
software from a third party 

Network Management 
Ultimately, the proposed platform Will be replicated In seven 
courts of appeal and 24 courts of first Instance spread 
geographically across the country ThiS vast network IS modeled 
by three pilot courts that are spread geographically over a Wide 
area Experience has shown that many of the reliability Issues 
and the problems encountered by the end users stem directly 
from loose or none eXistent management of Data Centers and 
Networks It IS for thiS reason that a strong network 
management layer IS recommended as an essential part of thiS 
platform Network management for AOJS Will have to perform 
on two levels 

Distributed Functions 
These functions Will reSide on the local servers at the courts 
They should proVide the follOWing functions and services 

• LAN Management 
• Operations monitoring and logging 
• Virus protection 
• Storage management 
• Software Dlstnbutlon 
• Configuration Security and Management 
• Client Asset Management 
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Centralized Functions 
These functions will reSide at JIC to proVide centralized control 
and support They should proVide the following functions and 
services 

• WAN Management 
• Software Distribution 
• Directory Management 
• Event Management 
• Remote Control 
• Help Desk 
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Database 

Perhaps the most significant layer In this platform IS that of the Data 
Base Engine and ItS associated utilities and tools As Indicated before 
the Case Management Application IS truly the most Important 
component within the Court System and the MOJ at large It IS 
expected that several other applications will grow around CMS and 
need to communicate with It These applications will be on a variety of 
platforms and use many different tools It IS for these reasons that 
Oracle Release 8 0 has been selected to provide the application 
Database Engine The following Information IS derived from 
Independent consulting and research organizations such as Data 
Ouest, lOG, Forrester Research The Gartner Group and TPC 

October 1998 

Position & Openness 
Oracle maintainS the leading position In a field that Includes 
some very successful and powerful players such as Sybase, 
DB2 Informlx MS SOL Server among others ThiS IS eVident 
from the following 

• Oracle IS most Widely used on UNIX platforms (602%) 
• Oracle IS most Widely used on Windows NT (42 5%) 
• Oracle IS most Widely used RDBMS In general (26 5) 

In addition to the above, Oracle Data Base server and tools work 
on nearly 100 platforms thiS permits for greater freedom of 
chOice of system hardware and software 

Total Cost of Ownership (TCO) 
A recent study from the Independent organization Business 
Research Group has concluded that Oracle enJoys the lowest 
TCO among all ItS competitors Total Cost of Ownership IS 
calculated taking Into consideration cost of the Initial system 
cost of labor (In terms of training needs & productiVity) In 
addition to the cost of 3-4 years of operation (based on 
Administration, system & application maintenance) ThiS 
becomes an Important factor In the light of the strategic objective 
of AOJS which IS the ineVitable replication of the CMA In other 
courts 

Integrated Environment 
Oracle IS unique among Its competitors In providing a vertically 
Integrated environment where all engines tools and utilities are 
obtainable from one vendor ThiS Includes an effective CASE 
tool, powerful development tools In addition to several serVices, 
layers and servers that proVide High Availability Scalability 
Tuning Internet and Management functions In addition to the 
above, there eXists In the market place a large number of 
alternative tools and utilities for speCial purposes 
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A High Level of Standard Features 
Unlike many other database engines, Oracle Data Base server 
IS provided complete with all necessary modules that make It 
operational straight out of the box This Includes TP engine, 
Dlstnbutlon, Advanced Replication, 64-blt VLM engine, Parallel 
Query, bit-mapped Indexing, star query, Security Server, 
Enterpnse Manager among others Add-ons In Oracle case are 
only needed to achieve specific requirements such as clustenng 
or additional system management functions 

Strong Local Support 
Oracle operates In Egypt through a wholly owned subsidiary 
This operation IS one of the few prominent software dlstnbutlon 
success stones Oracle Egypt has a VISible market presence 
and provides top grade local support 

Recommended Components 
Oracle Database Server This server comes In two classes 
Workgroup Class, which permits 100 Concurrent Users IS lower 
In cost than the Enterprise Edition class, which permits a much 
larger number of users However several Vital features such as 
Clustenng cannot be had on the Workgroup edition Therefore 
we recommend the use of Oracle Database Server Enterprise 
Edition In addition to the database engine two other Oracle 
components are strongly recommended, these are 

• Oracle Parallel Server Provides high availability 
functionality for the database engine 

• Oracle Tuning Pack enables developers and system 
administrators to fine-tune the performance of the 
Database under actual operating conditions 
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ACQUISITION TIMELINE 

There IS no real advantage for acquiring the platform detailed above In 
one step On the contrary, there are some definite disadvantages 
resulting from logistical and training considerations It IS therefore 
Important to consider spreading the acquIsition over the life of the 
project or even beyond the formal termination date In thiS case MOJ 
can simply bUild upon the Infrastructure laid down by AOJS USing 
typical development and Implementation times the following time line 
has been developed as a preliminary planning tool 

Phase One Pilot Implementation 
First phase procurements must Insure the acquIsition of 
suffiCient equipment and tools for the follOWing functions 

Network Extension 
The complete LAN Infrastructure I e the cabling and the 
enterprise SWitch must be Included In thiS phase Floor 
and departmental sWitches or HUBs could be left to later 
phases and could be added on As-Needed basIs 

Development and Testing 
Application servers should be acquired With basIc 
configuration I e With one processor Clustering features 
and software must also be Included In phase one as thiS 
Will be needed In testing fallover procedures and 
performance tuning 

Imtlal Training 
An Adequate number of Client workstations to be used for 
Initial training of prospective users must also be Included 
In thiS phase Phase one installation should also support 
field testing and conversion 

Phase Two ProductIOn EnVironment 

October 1998 

Second phase procurements must bring up the equipment and 
software to the level needed for an effective and stable 
production environment ThiS should Include 

Hardware Upgrade 
The addition of a second processor and memory 
extension to 512 MB maybe needed at thiS stage 
The devolution of Office Automation and Web services 
onto a separate server 

Network Management 
At thiS phase network management software layer 
should be added Network management services will be 
needed for the effective, monitoring and administration of 
such a complex and growing environment 
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Network ExtensIon & Client WorkstatIons 
As Implementation of CMA and associated modules are 
spread throughout the court an appropriate number of 
Client workstations should be added This may 
necessitate the extension of the LAN connections through 
the addition of Floor and departmental SWitches and 
HUBs 
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THE ISMAILIA COURT OF FIRST INSTANCE 

THE ISMAILIA COURT OF ApPEAL 

These two courts represent a special situation In Size, they are tYPical 
of 50% of the courts In the Egyptian Justice System They eXist In the 
same campus, however they are completely Independent from on 
another Geographically they are at such a distance from JIC so as to 
make support from Cairo not practical or cost effective 

In light of the above, the definition of a platform for these two courts 
must be approached with care and creativity 

Option One Separate Computmg Facilities 
In thiS option a separate Installation of the appropriate size IS to 
be made In each of these courts In thiS case the size and 
power of the application servers will be much smaller that those 
specified for the NCCFI The main advantage of thiS option IS 
the maintenance of the Institutional Independence of these two 
court The main disadvantage In the creation of a computing 
facility of some complexity but of a relatively small size 

Option Two One Shared Computmg FacIlity 
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In thiS option, one large scale computing faCIlity IS to be created 
to serve both courts ThiS option realizes some economies but 
most Importantly It streamlines and reduces the support effort 
The main disadvantage of thiS solution IS that It Violates the 
conceptual Independence of these two courts and also the 
parameters of distributed processing 

The Nature of the site 
The Ismailia Court of First Instance and the Ismailia Court of 
Appeal are low rise purpose bUilt courthouses that reSide In the 
same campus north of Ismailia City While these recent 
buildings were stili deSigned Without adequate attention to 
Computer Installation and cabling they Will raise very few 
serious problems There IS ample place In each bUilding for 
server rooms LAN cables Will have relatively short runs through 
corndors and skylights The two bUildings are not more that 25 
Meters apart greatly faCilitating the extension of a backbone 
fiber OptiC cable In case that the second option IS adopted 

However we strongly recommend the adoption of the first option 
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OptIOn One Separate Computmg FacIlitIes 

Enterprise 
sWitch 
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Because these two courts are very similar In Size, their 
computing platforms will be Identical In configuration 

Network Infrastructure 
Network Infrastructure design should subject to the same 
argument presented In section one of this report as far as 
Technology, The Use of SWitched connections rather 
than HUBs The provIsion of Internet/Extranet Gateway 
the laYing of a Fiber OptiC Backbone and Structured 
cabling 

Generic Network Layout 

Departmental 
sWitch 

SWitch 

Router 
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Hardware 

I 
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In this option, each of the two courts Will have Identical system 
configuration 

Hardware Configuration for Ismalha Court of First Instance 

Clustered 
Application 

Servers 

I 

I 

Typmg Pool 
Server 
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Hardware Configuration for Ismalha Court of Appeal 

I 
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SERVERS 
From the above discussion, It becomes clear that the information 
Infrastructure will contain two classes of servers, one to handle the 
Case Management Applications and the other to handle the TYPing 
Pool and office automation These two types of servers are different 
only In their computing power 

Application Servers 

Item Specification 
Architecture Symmetrical Multiprocessor (SMP) Architecture for 

the Individual server These servers should be 
configured Into two or more clusters 

Processor Both performance "Headroom" and the reliability 
Type derived from the use of UNIX operating system 

seem to Indicate the use of RISC processor server 
Industry Standard (Intel) based servers from certain 
vendors can also be used If they provide the 
necessary performance minima 
The deciding factor Will be budgetary 
considerations 

System Memory Type ECC 
Memory Minimum Memory Size 512 MB 

Level 1 Cache 32 KB 
Level 2 Cache 256 KB 

Storage Because of the clustering arrangement It may be 
necessary to use a 

shared RAID storage unit between the two 
application servers The 

capacity of Storage should reflect the 
expanding nature of the database ItS 
mirrored Image and temporary work areas 

Interface SCSI-2, UltraSCSI, RAID 
Expansion Processors 2 Way SMP RISC 4 Way (Intel) 

Memory 3 GB 
Slots 5 
Storage 200 GB 

Communlca- Ethernet 10/100 Mbps 
tlOn FOOl 100 Mbps 

ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Automated server recovery IS an essential feature 
Recovery of the application servers 
Performance TCP-C 3000 tpmC on a Single processor 

rising to 7000 tpmC on 4 SMP 
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Typmg Pool Server 
Office Automation Server 

Item Specification 
Architecture Symmetrical Multiprocessor (SMP) Architecture for 

the individual server These servers should be 
configured Into two or more clusters 

Processor Both performance "Headroom" and the reliability 
Type derived from the use of UNIX operating system 

seem to indicate the use of RISC processor server 
Industry Standard (Intel) based servers from certain 
vendors can also be used If they provide the 
necessary performance minima 
The deciding factor Will be budgetary 
considerations 

System Memory Type ECC 
Memory Minimum Memory Size 512 MB 

Level 1 Cache 32 KB 
Level 2 Cache 256 KB 

Storage Because of the clustering arrangement It may be 
necessary to use a 

shared RAID storage unit between the two 
application servers The 

capacity of Storage should reflect the 
expanding nature of the database, Its 
mirrored Image and temporary work areas 

Interface SCSI-2, UltraSCSI RAID 
Expansion Processors 2 Way SMP RISC, 4 Way (Intel) 

Memory 3 GB 
Slots 5 
Storage 200 GB 

Commumca- Ethernet 10/100 Mbps 
tlon FDDI100 Mbps 

ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Automated server recovery IS an essential feature 
Recovery of the application servers 

Performance TCP-C 3000 tpmC on a single processor 
rising to 7000 tpmC on 4 SMP 
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Clients 
The Client workstation specifications will not differ from those of 
NCCFI 

Generic Specifications 

Item Specifications 

Processor Pentium II - 300 MHz 

Bus PCI-100 MHz 
Cache Memory L1 16 KB 

L2 256 KB 
Main Memory 64 MB 
Storage Adapter Ultra ATA 

Hard Disk 4 GB 
Display Adapter 02 Acceleration 4 MB 

17 Inch 
I/O Ports Universal Senal Port 

Enhanced Parallel Port 
Management OMI 2 0 Compliant 

Prmters 
The pnntlng requirements of these two courts are Identical to 
those of NCCFI The same argument and specification apply 
here 
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COMMUNICATION 
A gateway to a small Virtual Private Network IS recommended This 
could be achieved through a router and a leased line to an ISP (Usually 
IOSC or the MOJ Itself) 

October 1998 

Firewall 
The need for a firewall within this site IS Just as valid as In the 
case of NCCFI A standard firewall solution should be adopted 
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SOFTWARE 
By definition, the software component within this platform must be 
Identical across all sights So the discussion developed for the NCCFI 
platforms applies here In totto This discussion dealt with the following 
components 

• Operating Systems 
- Enterpnse server 
- Departmental Server 
- Desktop Workstation 

• Mlddleware 
- Clustenng 
- Back-up 
- Secunty 
- Network Management 

• Database 
- Database Engine 
- Transaction Manager 

• Application systems 

ACQUISITION TIMELINE 
The acquIsition time line for these two sites IS entirely dependent on the 
logistiCS of AOJS It IS however Important to note here that while the 
physical acquIsition could be carned out In one step to benefit form the 
economies of ordering and shipping actual Implementation should be 
staggered at least 3-4 Months 
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Option Two One Shared Computmg FacIlity 
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The combined volume of work In these two courts IS 
approximately 60 % of that of NCCFI In this option a system 
configuration similar to that recommended In the first section of 
this report will be more than adequate 

Network Infrastructure 
Network Infrastructure deSign should subject to the same 
argument presented In section one of this report as far as 
Technology, The Use of SWitched connections rather than 
HUBs The provIsion of Internet/Extranet Gateway, the laYing of 
a Fiber OptiC Backbone and Structured cabling 

Network Layout 
The final network layout will depend on the location of the JOint 
application servers and the path taken by the fiber OptiC 
backbone Departmental servers will be located Within the 
departments they serve 

Hardware 
The following diagram Illustrate the Hardware Configuration of a 
Single Shared Computing FaCility 

I 

Clustered 
Application 

Servers 

I 

Clustered 
Office Automation 

Servers 
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SERVERS 
From the above discussion It becomes clear that the Information 
Infrastructure will contain two classes of servers one to handle the 
Case Management Applications and the other to handle the TYPing 
Pool and office automation These two types of servers are different 
only In their computing power 

Application Servers 
Item SpeCification 
Architecture Symmetrical Multiprocessor (SMP) Architecture for 

the indiVidual server These servers should be 
configured Into two or more clusters 

Processor Both performance "Headroom' and the reliability 
Type denved from the use of UNIX operating system 

seem to Indicate the use of RISC processor server 
Industry Standard (Intel) based servers from certain 
vendors can also be used If they provide the 
necessary performance minima 
The deciding factor Will be budgetary 
conSiderations 

System Memory Type ECC 
Memory MInimum Memory Size 512 MB 

Level 1 Cache 32 KB 
Level 2 Cache 256 KB 

Storage Because of the clustenng arrangement It may be 
necessary to use a shared RAID storage unit 
between the two application servers The 
Capacity of Storage should reflect the expanding 
nature of the database ItS mirrored Image and 
temporary work areas 
Interface SCSI-2, UltraSCSI RAID 

ExpanSion Processors 4 Way SMP RISC 4 Way (Intel) 
Memory 3 GB 
Slots 5 
Storage 200 GB 

Communlca- Ethernet 10/100 Mbps 
tlOn FDDI100 Mbps 

ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Automated server recovery IS an essential feature 
Recovery of the application servers 
Performance TCP-C 6000 tpmC on a Single processor 

nSI~g_ to 11000 !gmC on 4 SMP 

October 1998 Systems Research Egypt 1 37 



Subcontract no 132 SC 3 SRE Case Management System Platform DefinitIOn Study 

Typmg Pool Servers 
Office Automation Server 

Item Specification 
Architecture Symmetncal Multiprocessor (SMP) Architecture for 

the individual server These servers should be 
configured Into two or more clusters 

Processor Both performance "Headroom" and the reliability 
Type derived from the use of UNIX operating system 

seem to indicate the use of RISC processor server 
Industry Standard (Intel) based servers from certain 
vendors can also be used If they provide the 
necessary performance minima 
The deciding factor Will be budgetary 
considerations 

System Memory Type ECC 
Memory MInimum Memory Size 512 MB 

Level 1 Cache 32 KB 
Level 2 Cache 256 KB 

Storage Because of the clustering arrangement, It may be 
necessary to use a shared RAID storage unit 
between the two application servers The 
capacity of Storage should reflect the expanding 
nature of the database, Its mirrored Image and 
temporary work areas 
Interface SCSI-2, UltraSCSI, RAID 

Expansion Processors 2 Way SMP RISC, 4 Way (Intel) 
Memory 3 GB 
Slots 5 
Storage 200 GB 

Commumca- Ethernet 10/100 Mbps 
bon FOOl 100 Mbps 

ATM 25/155 Mbps 
ISDN 
X 25 
Token-Ring 4/16 Mbps 

Fault Automated server recovery IS an essential feature 
Recovery of the application servers 
Performance TCP-C 3000 tpmC on a single processor 

rising to 7000 tpmC on 4 SMP 
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Clients 
The Client workstation specifications will not differ from those of 
NCCFI 

Generic Specifications 

Item Specifications 

Processor Pentium 11- 300 MHz 
Bus PCI-100 MHz 
Cache Memory L1 16 KB 

L2 256 KB 
Main Memory 64MB 

Storage Adapter Ultra ATA 
Hard Disk 4 GB 

Display Adapter D2 Acceleration 4 MB 
17 Inch 

110 Ports Universal Serial Port 
Enhanced Parallel Port 

Management DMI 2 0 Compliant 

Printers 
The printing requirements of these two courts are Identical to 
those of NCCFI The same argument and specification apply 
here 
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CommUnication 
A gateway to a small Virtual Pnvate Network IS recommended This 
could be achieved through a router and a leased line to an ISP (Usually 
IDSC or the MOJ Itself) 

October 1998 

Firewall 
The need for a firewall within this Site IS Just as valid as In the 
case of NCCFI A standard firewall solution should be adapted 
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SOFTWARE 
By definition, the software component within this platform must be 
Identical across all sights So the diScussion developed for the NCCFI 
platforms applies here In totto This discussion dealt with the following 
components 

• Operating Systems 
- Enterprise server 
- Departmental Server 
- Desktop Workstation 

• Mlddleware 
- Clustering 
- Back-up 
- Security 
- Network Management 

• Database 
- Database Engine 
- Transaction Manager 

• Application systems 

ACQUISITION TIMELINE 
The acquIsition time line for these two sites IS entirely dependent on the 
lOgiStiCS of AOJS It IS however Important to note here that while the 
physical acquIsition could be carned out In one step to benefit form the 
economies of ordering and shipping actual Implementation should be 
staggered at least 3-4 Months 

October 199B Systems Research Egypt 1 41 



( 

( 

( 

/ 
I 
\ 

PART II 

TECHNOLOGY WHITE PAPERS 



LIST OF WHITE PAPERS 

• AVAILABILITY AND SCALABILITY SOLUTIONS FOR A BUSINESS THAT 

NEEDS THEM 

• VIRTUAL PRIVATE NETWORKS 

• UNIX OR NT THE OPERATING SYSTEM DILEMMA 

• ENTERPRISE MANAGEMENT SYSTEMS AN OVERVIEW 

• USER INTERFACE DESIGN 

• OVERVIEW OF ORACLE 8 

• COMPUTER AIDED SOFTWARE ENGINEERING CASE 



( , 

( 

AVAILABILITY AND SCALABILITY: 

SOLUTIONS FOR A BUSINESS THAT NEEDS THEM 

AN SRE WHITE PAPER 
PART OF PLAN DEFINITION STUDY 



( 

Subcontract no 132 SC 3 SRE Availability and Scalability Solutions for a Business That Needs Them 

INTRODUCTION 

Many In the Information Technology field have been watching 
with concern the escalating Importance of computer systems 
In the regular execution of business In the days of batch 
processing, a central computer system could be out of 
commission for days before ItS Impact would begin to tell on 
routine operations This IS no longer the case Online 
Transaction Processing, especially of mission critical 
applications has made the availability of computer systems a 
must Automated Tellers are a good case to Illustrate this 

AVAILABILITY 

WHAT IS AVAILABILITY? 

We say a system IS highly available If It functions properly at 
all times when It IS needed by users However, "all Times" 
does not translate Into 100% availability for that IS the realm 
of the very costly Non-Stop-Systems It simply means the 
possibility to continue user operations after a short sWltch­
over break, even at reduced performance 

WHY AVAILABILITY? 

October 199B 

The Integration of computer functionality Into regular business 
and technical operations In areas such as banking, financial 
services hospital management, has reached such a level that 
many of these business would grind to a holt without their 
computer systems A number of recent studies have 
Identified certain patterns of dependence It IS interesting to 
note that some breakdown periods are as short as 3 seconds 
It IS even more Interesting to note that many analysts believe 
that the maximum downtime that could be tolerated IS to 
hours 

0-3 SECONDS 

Some applications have very low tolerance to computer 
system breakdowns Examples of thiS are Air TraffiC 
Control Systems, Stock Exchanges 

UP TO 3 MINUTES 

A number of applications that we come Into contact With 
on dally basIs are In thiS group Banks Airline 
Reservation systems and Hospitals Will tolerate 
breakdowns of up to 3 minutes Anything longer than that 
Will cause severe disruptions 
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LONGER THAN 3 MINUTES 

Other mission critIcal applications such as Insurance 
claims, permit processing and all other Forms ProcessIng 
applicatIons can tolerate a little longer delay However 
they all expect the resumption of service within the same 
working day 

ThiS IS Illustrated In the follOWing diagram 

Usres' Tolerance 

34% 

370/0 
loo..a sec 83 mms Dabove3.mms. 

LEVELS OF AVAILABILITY 
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Industry analysts and standards organizations have defined 
fIve different levels of availability Two of them are In the 
stand-alone servers and Three are Implemented uSing 
c1ustenng Each one of them Implements the prevIous levels 
plus some additIonal features 

IN STAND-ALONE SERVERS 

Level One 

Level one availabIlity defines some basIc Ideas to make 
the system a bit more fault tolerant These Includes 
features like 

• Redundant cooling fans that continue to cool the 
server even when one fan falls 

• Redundant power supplies to enable the server to 
continue to receive power even If one power supply 
could fall 

• Error Checking and Correction (ECC) memory that 
prevents single-bit, "soft" memory errors from 
propagatIng Into double-bIt, "hard" memory failures that 
would cause a complete system outage 

• Hot-pluggable cards, Including PCI Hot Plug cards 
that allow customers to make a dynamic change of a 
failed card, without needing to qUIt applIcations and/or 
shut down the server before making the repair 

• Software also plays a key role In Level 1 HA The 
ability to Install the server and any software programs 
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qUickly and easily IS also Important In Increasing 
computer uptime 

Level Two 

Level two availability defines more complicated features 
concerned mainly with data availability to protect the 
system against wider range of faults that Increase Its 
uptime Those Include 

• Hardware RAID technology such as Compaq SMART 
(Self-Monitoring, AnalysIs, and Reporting Technology) 
and SMART -2 controllers and drive arrays 

• Improved data high availability by the use of Fiber 
Channel-based storage solutions to the market Fiber 
Channel storage solutions bring to customers benefits 
such as very high performance very large storage 
capacities, ease of capacity expansion, configuration 
flexibility, dynamic configuration changes and enhanced 
data high availability 
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Availability and Scalability Solutions for a Busmess That Needs Them 

In the context clusters of servers a cluster IS defined as 

"any group of mdependent systems workmg 
together as a smgle system A clIent 
mteracts with a cluster as though It were a 
smgle server " 

Clustering could be either for availability (which IS shown 
In this section) or scalability (as described In a later 
section) 

Level Three 
Level three availability puts the starting block for 
clustering utilization for availability It IS basically the use 
of two active servers each of them IS serving ItS 
community of end-users Yet, both servers are connected 
together and monitor the health of each other Where any 
one of them failed either partially or completely, the 
cluster management software automatically detects the 
failure and passes Immediately ownership of software 
applications, diSk, and network resources to the other 
node (the healthy one) keeping the service of the system 
available to end users 

Level Four 
This level IS mainly used for scalabIlity and will be 
discussed later In this paper 

Level FIve 

This level Introduces what IS known as Geographically 
Dispersed Clusters (GOC's) This IS where the nodes 
participating In a cluster are not located physically near 
each other as It IS the case with most clusters This IS 
because a power failure In the area would bnng the 
closely situated servers In a cluster down, and thus 
leading to bringing the whole system down Similarly, 
natural disasters such as floods and Earthquakes would 
bnng down a cluster with the near servers Thus, Compaq 
has suggested the Idea of (GOC's) as a solution, where 
the nodes of a cluster are dlstnbuted city to City, or state 
to state, or region to region and stili work as a single 
cluster 
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lEVELS 
Len114 PIUS 

Technical Issues of the Implementation of clustenng for 
availability 

A technical definition of clustering can be given which fits the 
pragmatics of why people would cluster systems 

"A cluster IS a collection of physIcally 
attached whole computers, each wIth ItS own 
processor(s), dynamIc memory, pnvate 110 
subsystems and network addresses These 
computers can share a common set of 
resources such as dISks, applIcatIons and 
data, logIcal network addresses, secunty 
passwords, managed by a common 
management layer ThIS management layer, 
called a cluster manager, momtors and reacts 
to collectIve system events eIther hardware, 
operatmg system, or applicatIon generated, 
and takes actlon(s) whIch keep applIcatIons 
and data avaIlable for the user commumty " 

The following figure shows how clustering relates to other 
computer technologies such as Symmetnc Multi-Processing 
(SMP), Massively Parallel Computing (MPP) and Fault 
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Tolerant Computing (FT), where "Un!" IS a unl-processor 
system 

Where Do Clusters Fit? 

Clusters 

ApplicatIOn Availability 

There are mainly two approaches for Implementing clustering 
for availability The first IS the Active-Passive Clustering 
where two nodes (servers) are participating In the cluster but 
only one of them IS active and serving the clients and IS 
constantly mOnitored by the other Idle passive node If the 
active node falls for any reason the passive one takes over 
and continues servIcing the clients as If nothing happened 

The second approach known as the Active-Active 
Clustermg Where both nodes participating In the cluster are 
active and serving clients and at the same time mOnitor each 
other for failures, where If anyone of them falls the other one 
takes over and continue the work regularly, (see the figure 
below) Thus, prOViding overall better application performance 
plus a higher level of availability 

Systems Research Egypt 217 

57/ 



( 

( 

Subcontract no 132 SC 3 SRE Availability and Scalability Solutions for a Business That Needs Them 

October 1998 

Active ... Active Cluster 
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Chent LAN Network 

Both nodes mOnitor 
each other for failures 

What type of busmess needs clustermg? 

$~ver2 

Active AppllcatlOlI 

Since clustenng IS an expensive solution for availabilIty, small 
business that can tolerate few hours of downtime would not 
find It practical However, large mIssIon cntlcal business, for 
which an hour of downtime would be tremendously costly will 
find clustenng relatively a cheap solution To further 
demonstrate that here IS a graph that shows the cost of 
downtime of an hour for some mission cntlcal business 
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As for retail brokerage houses the cost could reach $6 45 
million (that IS why It could not be put on the graph) 

SCALABlUTY 

WHAT IS SCALABILITY? 

A scalable system IS a system designed to support an 
Increase In the number of chents Without degradation In 
performance, or when the system IS deSigned to utilize ItS 
resources In favor of a better application performance 

WHY SCALABILITY? 

Scalability IS an essential feature In many systems that need 
high transactions per minute operations, like huge databases, 
automatic control and real time systems The follOWing figure 
Illustrates the performance of the database servers In 1989, 
current, 1999, and 2000 

~. 
1989 

nafab~~ 
P erio rma Mil! 150 tpm" 11,055 tpm 200,000 tpm 500.000 tpm 

M>l7mory 

DISk 
Capacity 

Bac:l.up 
Periol'manee 

$/TPM 

LEVELS OF SCALABILITY 

IN Sr AND-ALONE SERVERS 

October 1998 

Scalability In stand-alone servers has not been stressed upon 
for there are few things that can be done uSing only one 
server Including 

• IntrodUCing new high performance processors such 
as, Merced (64-blt) based servers 

• The use of multiprocessor servers that uses 2-, 4-, 8-
processors With SMP capabilities 

• Fiber channel-based storage products and backup 
IIbranes 
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IN CLUSTERS OF SERVERS 

October 1998 

For clusters of servers Compaq defines a level of Its 5-levels 
of high availability for scalability 

Level four 

"In contrast to high availability clusters, m 
which each node IS active on ItS own 
separate appitcatlon workload, each node m 
a scalability cluster IS active on a separate 
"Instance" (or "copy") of the same application 
Since more than one node IS now working on 
the same application, more computmg 
resources can be applied to the same 
appitcatlon, thus increasing the performance" 

Technical Issues of the Implementation of clustenng for 
scalability 

Scalable clusters require some unique software that does not 
eXist In the NT environment today except from Oracle 
Corporation In the form of their Oracle Parallel Server 
Database offenng ThiS form of clustering truly shares data 
across the clustered servers In thiS shared data configuration 
both servers can access the same data (tables) concurrently 
and provide application support to users signed on to any 
server In the cluster The difference between thiS approach 
and the Active-Active/Mutual Takeover approach IS that no 
server owns the data, the "Cluster" owns the data The 
uniqueness In thiS approach IS a locking technique called a 
Distributed Lock Manager (DLM) which will restrict access to 
certain areas of the data table(s) If another user or application 
has accessed that data for update purposes 

ThiS DLM IS used by Oracle system applications In a parallel 
server environment only and does cause some performance 
overhead when these locks are passed between the servers 
and each server maintains a Lock Table where these 
common locks are Issued and released ThiS IS part of the 
overhead that can take performance away from the 
appllcatlon(s) In a standalone configuration But It proVides a 
seamless growth path as well as Increased availability In the 
event of a server or application failure In that the lock table IS 
active and can be recovered qUickly, and the data tables do 
not need to be transferred as In the Active-passive and 
Active-Active configurations Therefore application takeover 
IS qUicker but overall application performance compared to a 
Single server may be lower ThiS type of cluster IS sometimes 
called a Shared Everythmg or Shared Disk Cluster and 
below IS an example 
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Shared Disk Cluster Configuration 
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October 1998 

, SesVCfS(\ pemte Saln~ Apphc:tmll But SllIIre COlllnm D WI 
AJlPhc.lilOl1sPeml Ulxlate Comnon Illl'Ll Through A Dlstnbuted Lock MlnlgO 

+ Cluster ManaUei (ipoer;rtes Tlwough H e.'Itlieat Comnllwc"rtIons 
Dedll:ated llet .... Ofk PeconmendedfOf Dlstnbuted Lock Tr:tffic 

+ DBMS Mlintam~ L..o~k C1{hes 'Vld 1~les .,nd P Elea~Locks Acr.o,.~the netViOlk 
PelfOlm1l1cellictated by Lock MlIlligei EflicUlOCY IletworkEfliclell'¥ 

, Charts Trnnsp;lIent1y Poltedt!) Either SetVet I or 2 EV ClustEr Mmaget 

Another emerging form of Scalable Clustenng IS the Shared 
Nothing or Parallel Cluster It operates uSing a parallel form 
of database where each server or server pair owns a section 
or segment of the data and transaction requests will be 
passed through a high speed messaging network which IS 
common to all the nodes In a cluster ThiS approach IS being 
developed by Informlx, Sybase, and IBM, to name some of 
the parallel database offerings that are emerging today The 
main difference between Shared Nothing approach and 
Shared Everythmg approach IS the Distributed Lock 
Management operation compared to a High Speed 
Messaging Data Request Again, thiS IS not an application 
requirement but a database engine requirement Below IS an 
example of a Shared Nothing Cluster 
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Shared Nothing Cluster Configuration 

Sewed 
Al.lI~If~A 
~J~<j ... i'Jl:tt 

ChentlAlI tlEtwoffi 

Heartbeat II etwOl k 

Pnmuy OI$kS~IIl<>Y.;t£,m 

A1 @-@~ 
@@-®-@ A:t 
S.,eoocLuy DISk SubSY&f:m 

Ihtwolk Irtt'lfllceCmds 

S«<il$1 
AWhQl\rol~ A 

P~11rtlJ)n :I 

SelVi'f I OPEl ~mJJ on 
Both Apphcatwll Dna 

Pal1JtIOO3 Sm'UR.moollsly 
""lolllt~rs Ser"o"ef 2 for 

('"hl:lt£:r 0 IIEI"1IIQI~ 

Sdllet 2 lira <1III1<J 011 
APl'hC<ltlOil A and Only 

[lila partition 3 
Monitors ~(:I_ 1 for 

PotPlltl ill'luster Enors 
'CliEl1t&LII"'edtoSerllet I JllcJ~1 Setver:2 

vll1ileClustet IPf( 
Setva 20 Oe!; Ilot Recoglwzel) nllr Ai a A2 

UrtJl a CIWllt'l Tlansfer O~r\.'S 

'-'erver 1 Does II <It llecogl1lzeO 1$11 P li1rtlllll IU 
Ulltl11 Cluster Tnnsfer Ocelli'> 

• Chf.11tS E Ithef Get Routed I/Ia Data TIllie ,l' 
or So;tVf'fS 1'S&1e Remote 0 uety fOI Alterrnte 

Set'i/er to Ac~e$S the Data 

TwO COMPETITIVE SOLUTIONS 

Rl6000 MODEL F50 SERVER FROM IBM 

The R/6000 Model F50 IS the proposed solutIon by IBM to 

ONE- TO FOUR-WAY POWERPG 604E* WITH X5 CACHE SYSTEM 

• Delivers exceptIonal prrce/performance needed for 
commercIal applIcatIons 

• Offers processor scalabIlity and performance wIth two 
processor speeds 

UP TO 3GB OF SDRAM MEMORY 

• ProvIdes very fast performance to reduce dIsk pagIng 
and accommodate applIcatIon requIrements 

EGG L2 CACHE, EIGHT -WAY SET ASSOC 

• ProvIdes reliable performance wIth few cache mIsses 
for Increased throughput 

HOT-SWAPPABLE DISK BAYS 

October 1998 

• DeSIgned to enable system managers to swap dIsks 
wIthout powenng down the system 

• ProvIde outstanding relIabIlity avaIlabIlity and 
serVIceabIlity 
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THREE INDIVIDUAL PCI 110 BUSES 

• Enhance 1/0 throughput and reduce many tYPical 
application I/O bottlenecks 

INTERNAL RAID STORAGE 

• Helps protect data without purchasing external disk 
subsystems 

ULTRA SCSI DISK SUPPORT 

• Doubles data transfer rate over SCSI-2 up to an 
Impressive 40MB/second for data-Intensive applications 

• Helps Improve multiple disk access performance 

SSA RAID DISK SUPPORT 

• Increases disk performance up to 80MB/second for 
transaction-intensive applications 

• Provides higher disk capacity than traditional SCSI 
• Helps Improve data availability 

SERVICE PROCESSOR 
• Enhances reliability and availability, as well as remote 

diagnostics and maintenance 

AMPLE EXPANSION SLOTS AND BAYS 

• Provide flexibility options and a rich networking 
configurability 

GRAPHICS WORKSTATION 
• Supports advanced MCAD with POWER GXT800P 

3D graphics accelerator 

AIX OPERATING SYSTEM 

• Provides a wealth of multi-user commUnications and 
systems management technologies 

• Compiles with major Industry standards 
• ProVides an AIX binary compatible enVIronment where 

most AIX 4 2 and Version 4 3 applications already 
running on other RS/6000 systems can run unmodified 

• 
E2000 PLATFORM ARCHITECTURE FROM COMPAQ 

The E2000 platform architecture IS an approach by Compaq 
to come up With highly available and highly scalable system 
that address the needs of the most demanding enterprise 
requirements Some of the features of the E2000 platform 
architecture are listed below 

SYSTEM AREA NETWORK (SAN) 

October 1998 

It IS a speCialized network optimized for the reliability and 
performance reqUirements of clusters The characteristics of 
this network are optimized to facilitate the Interconnect of 
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multiple Industry-standard servers In clusters to address 
highly scalable and high-availability applications The leading 
Interconnect technology, ServerNet, allows systems and 110 
deVices to communicate at tremendous speeds In order to 
keep the systems tightly synchronized and enable the 
performance scalability required In high performance systems 
The ServerNet Interconnect also offers full redundancy 
capability to eliminate any Single pOints of failures In hlgh­
availability system configurations ThiS technology IS being 
driven as a multi-vendor Industry standard by Compaq, and 
Tandem fully licenSing It to the Industry By conflgunng 
Industry-standard servers, 110, and storage components Into 
E2000 Architecture SAN-based systems, unprecedented 
levels of scalability and high availability can be achieved 

THE VIRTUAL INTERFACE (VI) ARCHITECTURE 

That addresses standards-based messaging protocols and 
transports for communicating between computer systems In a 
SAN-based clustered environment ThiS Industry Initiative led 
by Compaq, MiCrosoft, and Intel has defined a hardware 
Independent set of protocols and application programming 
Interfaces (APls) that standardize the Interface between 
operating systems and the SAN Interconnects The VI 
Architecture forms an Integral component for SAN-based 
clustered systems and ItS specification was released In 
December 1997 Through the VI APls, the E2000 Architecture 
provides for as vendors' hardware abstraction layers that 
standardize and simplify the development of more scalable 
high-availability operating systems and dlstnbuted 
applications 

PCI HOT PLUG 

It offers higher availability by enabling users to upgrade and 
repair their systems Without service Interruption Compaq 
Innovated these Industry-standard PCI extensions Customers 
can either replace failed, redundant 110 components or add 
system capacity (such as disk arrays or NICs) Without 
Interrupting system operation In high-availability environments 
(adding system capacity In a Microsoft Windows NT 
environment requires NT 5 X) 

FIBER CHANNEL 

October 1998 

ThiS provides unprecedented scalability In performance (100 
Mb/sec bandWidth), distance (1-10 Km), capacity (multiple 
Terabytes), and connectivity (many storage deVices) 

Compaq belongs to the Fibre Channel Amencan National 
Standards Institute (ANSI) committee and has actively worked 
to enhance the technology as the key Industry-standard data 
storage Interconnect Compaq has co-developed With 
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October 1998 

Hewlett-Packard the key Fiber Channel chipset components 
and IS currently conducting broad customer valuation of a 
wide range of Fiber Channel-based storage products to be 
delivered In volume In 1998 These Fiber Channel-based 
products are a key element of the E2000 Platform 
Architecture and allow large amounts of primary and 
secondary (backup) storage to be attached to a single server 
or shared by multiple servers In a cluster 
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INTRODUCTION 

WHAT IS A VIRTUAL PRIVATE NETWORK? 

A Virtual Private Network (VPN) uses public IP networks to 
extend the corporate network out to distant offices Thus, a 
VPN IS simply an Intranet that can be accessed remotely 

Virtual Pnvate Networks make the corporate network highly 
scalable by Increasing Its network span They also allow 
remote network users to access their corporate Intranet In 
addition, they allow establishment of easy means of 
commUnication between business partners, thus allowing 
easy establishment of Extranet 

When planning to Implement a VPN, Issues such as 
connectivity and security are of major concern and must be 
addressed properly 

VPNs are flexible They can allow all the branches of the 
corporate to access the network resources of each other, or 
speCify which branches have access to which network 
resources In addition, VPNs are platform Independent 
Computer systems only need to run on an IP network and 
have remote software to be Incorporated Into a VPN 

In an Extranet VPN, each company manages Its own VPN 
equipment A portion of the VPN must be first configured by 
the company, and then the needed subset of configuration 
Information IS exchanged With bUSiness partner VPN 

WHAT ARE THE ADVANTAGES OF USING A VPN? 

SAVING COSTS 

Costs of remote access equipment and connection, such as 
the expensive leased line connections, can be saved, while at 
the same time providing reliable corporate dial-up access 

Enterpnse managers can tYPically save from 20 to 40% for 
slte-to-slte domestic networks, and 60 to 80% for traveling 
and telecommuting employee access In addition to saving 
on-line charges, WAN equipment and personnel costs are 
dramatically less expensive With a VPN solution 

SAVING EFFORT AND TIME 

October 1998 

Network managers will spend less time and effort In bUYing, 
Installing, and configUring remote access servers and modem 
racks, working With telephone companies to Install lines, and 
supplYing sufficient ports for increasing numbers of 
telecommuters, and most Importantly keeping up With fast­
changing technology 
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AVAILABILITY 

SCALABILITY 

SECURITY 

Accessing a company's VPN IS easy for network users and 
customers with the Increase of Internet pOints of presence 
worldWide 

Enterprise managers can take advantage of VPNs They 
allow reliable corporate dial-up access and getting connected 
with a fast groWing number of customers, employees, with 
neither large financial overhead nor delay In establishing 
connections They also faCilitate getting connected with 
business partners by establishing secure Extranets 

For enterprise managers, security IS a great advantage of 
uSing VPNs over USing the Internet for an enterprise The 
Internet was not designed with security In mind, making 
VPNs with their security layers, an Inevitable solution 

VPN MARKET GROWTH 

VPN market was around $205M In 1997, with estimated 100% 
annual growth up till year 2001 ThiS market Includes VPN 
products, systems integration, and Internet/Network Service 
ProVider services 

Furthermore VPN IS a great opportunity of Service ProViders 
92% of Service ProViders plan to offer VPNs by March 1998 

VPN IMPLEMENTATION 

WHAT Is THE SUCCESSFUL VPN SOLUTION? 

October 1998 

The first step In planning a VPN IS to determine the 
connectivity requirements between corporate offices 
telecommuters, and traveling employees In addition, potential 
security risks and define a corporate security poliCY must be 
defined 

Then, the network administrator should Install a VPN solution 
that can map the corporate security poliCY to the network ThiS 
solution can be totally accomplished by network administrator 
or can be acqUired from a VPN service proVider 

Implementing and uSing VPNs should be as transparent as 
possible for users network managers, and service proViders 
A sound VPN solution should not modify the desktop In any 
way Furthermore, It should be able to support eXisting 
Investments In new or legacy systems, applications, and 
network components 
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Access control IS by far the most Important pOint to consider 
when establishing a VPN Once It IS achieved other Issues 
like scalability and ease of use can be tackled 

VPN solution must be chosen to survive the market's rapid 
changes, through open standards and a plug-and-play 
architecture that could easily Incorporate the latest 
authentication and encryption standards 

VPN solution must offer easy administration tools 

• Dynamic access control to easily customize what 
content flows In and out of the network and to whom 

• Ease of Integration with eXisting equipment must 
eXist through a flexible Infrastructure 

• A scalable architecture that facIlitates rapid 
changes In a networking environment 

• Intelligent auditing to monitor and log network 
traffic 

• Multiple encryption options, such as RC4, DES, 
and Tnple DES 

• User-based authentication and support for multiple 
authentication methods 

• The ability to filter objectionable content 
• Affordabillty, which varies considerably depending 

on the level of security 
• VPN solution must offer ease of use for network 

users 
• Single sign-on, which prevents the end-user from 

having to re-authentlcate each time a new application IS 
launched 

• Ease of use through centralized management and 
a transparent client 

ISSUES IN VPN IMPLEMENTATION 

COMPATIBILITY AND STANDARDS 

October 1998 

The popular emerging VPN standards are PPTP (Polnt-to­
POint Tunneling Protocol), L2TP (Layer 2 Tunneling Protocol), 
and IPSec (IP Security), with the latest being the most popular 
and supported, because It has security bUilt In IPSec IS a 
general Initiative to add security services to the IP protocol 
Many VPN companies either support or plan to support 
IPSec Of the three standards, IPSec IS the only protocol 
being driven by major network users 

All VPN equipment must be IPSec compliant to ensure 
compatibility 
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SECURITY AND PERFORMANCE ISSUES 

VPN COmmUniCations must 

• Encrypt data for prlvacy--outslders are not allowed 
to read the data This IS done uSing access keys Since 
decryption keys are the most Important to maintain the 
VPN's security, secure environment for exchanging 
access keys must be present 

• Prohibit modification of data--outslders are not 
allowed to alter the data ThiS IS done uSing 
mathematical transformations which slow down 
performance 

• Ensure correct user authentlcatlon--outslders are 
not allowed to be considered as Insiders 

• Be optimized for security measures, such as 
encryption, hashing, authentication, and key 
management, to aVOid degradation In performance 

Performance of VPNs depends on two factors 

• The speed of transmissions over either the Internet 
or a public IP backbone network 

• The effiCiency of VPN processing at each end of 
the connection 

Performance must be powerful enough to meet business 
needs, while not sacnflclng secunty aspects that add large 
overhead on VPNs Performance IS highly affected by 
encryption/decryption process, data encapsulation, and data 
compression 

Therefore, standalone hardware-based VPN products deliver 
both the best performance and tightest security, while 
software-based solutions are suffiCient for small and medium 
scale companies With lower secunty requirements 

CHOOSING VPN SERVICES 

October 1998 

Most VPN applications In the United States Will use Triple 
DES encryption and compression, which IS prohibited outside 
the States The alternative In thiS case IS 56-bit DES 

If the network on which the VPN Will be bUilt already supports 
encryption prior to applYing the VPN, then VPN compression 
services are no longer needed 

Compression or encryption can be neglected when 
Implementing applications that deal With public data, such as 
news reports where secrecy may not be Vital but data 
alteration IS disastrous Still data authentiCity IS desired 
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NETWORK MANAGEMENT 

VPNs must Include tools for the network manager and service 
providers to manage security, performance, and costs Tools 
must allow network managers to 

• Install and provIsion equipment In a secure 
fashion 

• Scale the VPN when the requirements grow 
beyond Its current capabilities 

• Track problems beyond their own borders 
• Establish Extranet relationships with a variety of 

business partners 

TASK DISTRIBUTION BETWEEN NETWORK MANAGERS AND SERVICES PROVIDERS 

Service providers may only supply the Internet or IP network 
bandwidth needed to handle VPN traffic, leaving the rest of 
VPN Implementation to network managers Alternatively, 
service providers can offer more products and serVices, 
Including design, management, serVice, and training for the 
corporate VPN 

October 1998 

Some VPN service offerings for service providers may 
Include 

• Seiling basIc Internet access and bandwidth, or IP 
network serVices, the enterprise customer handles all 
VPN products and operations 

• Selling compulsory VPNs embedded In POP 
equipment 

• Offering VPN hardware and software bundled with 
VPN bandwidth and services 

• Designing the customer's VPN solution 
• Operating the total VPN solution for the customer, 

Including design, equipment installation and serVice, and 
help desk support (100% outsource) 

Security may have to be kept In-house, while costly help desk 
services may be off-loaded to the service provider In-house 
security may require that the network management staff 
Include a security expert 

Some VPN Implementations, such as PPTP compulsory 
mode, cannot be achieved Without involVing the service 
proVider IPSec, for example, IS transparent to the service 
proVider 

"VPNs are about partnerships, and the most Important VPN 
partnership for many organizations Will be the one they 
establish With their VPN service provider" 
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October 1998 

INTRODUCTION 

Prior to 1993, the decIsion on which operating system to use 
In a mission critical application was an easy one If you were 
not gOing with a proprietary platform, Then you went with 
UNIX This has changed with the release of Microsoft Win 
NT 

Not unexpectedly, Microsoft qUickly established Itself as the 
dominant Operating System Vendor, follOWing ItS shift of 
tactical focus from the Desktop to the Server Room and the 
Internet Meanwhile, traditional UNIX vendors (IBM, NCR 
SUN etc) are either JOining NT by offering customers a 
chOIce of UNIX or NT With their hardware platforms, or fighting 
NT by IntrodUCing inexpensive versions of their own operating 
systems With UNIX and NT available as Viable options, end 
users Will deCide which operating systems work best In their 
own situations However the selection cnterla IS rather 
complex On the surface the comparison Pits the ease of use 
and the low cost of NT verses the reliability and performance 
of UNIX In reality many other factors are Involved One also 
has to bear In mind that vendor statements IS always clouded 
by hype 

THE ARGUMENT FOR NT 

NT has been on the market for five years, and In this time, Its 
popularity has mushroomed In certain market segments 
However, because of Initial bugs, few applications, and 
performance problems, NT did not attain the Immediate 
success anticipated by Microsoft at Its Introduction In 1993 
Nonetheless, after the Improved NT 3 5 release, and even 
better 4 0 release, many users now consider NT a Viable 
option to UNIX What makes NT good enough to rival UNIX? 

• First, Microsoft has a reputation for dellvenng easy-to­
use software that tends to dominate the market as 
eVidenced by Its position In the desktop operating 
system market End users Immediately relate to NT as a 
comfortable operating system because It runs the familiar 
Windows Interface Users feel safe making an NT 
deCISion 

• Second, NT IS technically supenor to anything the 
company has ever produced Like UNIX, NT IS a 32-bIt 
multitasking operating system Further, Just like UNIX 
vendors, Microsoft IS currently developing a 64-blt 
version In addition, the more recent 4 0 upgrade, was a 
considerable Improvement over the onglnal verSions, 
With better performance and connectivity options A 
future release (Win NT 5 0) IS scheduled for mid 1990 It 
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POSITIONING 

October 1998 

IS expected to bring considerable enhancements In 
availability and scalability 

• Third, NT provides a non-UNIX growth path for 
Microsoft's lower-end operating systems Before NT, 
UNIX was the best alternative for upgrading But now, 
many users who want to move from MS-DOS or 
Windows believe It IS easier to expand to NT because 
they can continue to use the same vendor (Microsoft) 
and the same Interface (Windows) 

• Fmally, although NT runs on fewer systems (at the 
present time on the x86 Intel family and DIGITAL Alpha), 
Intel systems are the dominant hardware In the small to 
medium range with Indication of It becoming much more 
scalable In the near future Thus, NT can now play In the 
broad server market, and IS being supported as either a 
replacement for UNIX or a strategic alternative, by major 
hardware companies that used to support only UNIX, 
such as NCR and Data General 

NT IS conceived as a powerful client/server upgrade to MS­
Windows that targets the Network Operating System (NOS) 
and the Workgroup and Departmental servers But because 
of ItS success In these areas It also developed aspirations to 
become an Enterprise-wide operating system 

NT's most prominent advances have been with first time 
users of NOS Here It IS making major gains In market share 
against Novell Netware and Banyan Vines among others 
Workgroups and small departments (up to 60 concurrent 
users) are adopting NT as the OS of chOice These segments 
were not major UNIX users anyway 

Most large organizations are, especially those With substantial 
Investments In legacy systems, are not actually gOing so far 
as to replace their entire corporate environment With NT NT 
IS being adopted where MS LAN Manager or Novell Netware 
were being used Also where office automation applications 
are Introduced In Workgroups 

Very few large miSSion Critical applications were reported 
ported or developed from scratch uSing NT as the basIc 
operating system There are a number of reasons for thiS that 
Will be examined later ThiS however does not exclude NT 
from thiS area altogether But a prudent walt an see attitude 
has prevailed In larger data processing shops until the release 
of NT 5 0 and Its stabilization by the year 2000 
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NT ON THE DESKTOP 

NT has successfully cut Into the desktop market ThiS may 
become particularly true In the Arabic Speaking world where 
Microsoft had announced that It will no longer provide Arabic 
support In ItS Windows 9x product ThiS means that Windows 
95 IS the last Desktop operating system with Arabic support 
PC hardware vendors will face the dilemma of which OS to 
bundle with their systems after the release of Windows 98 
Win NT 4 0 with Arabic support IS a stable product that has 
been available since late 1997 But It has not been widely 
adopted In the Egyptian market yet However thiS maybe only 
a matter of time 

SOME SUBJECTIVE FACTORS FOR NT 

EASY TO USE 

NT's Windows Interface means there IS a shorter learning 
curve for NT than for traditional UNIX Microsoft stresses that 
there IS only one version of NT Compared to many versions 
of UNIX It IS true that In organizations With several different 
UNIX platforms there are some Incompatibilities not present In 
NT In addition, NT proponents say that With Microsoft you 
need only comply With Microsoft's standards, while With UNIX, 
you must comply With many different, sometimes conflicting, 
standards Microsoft's solution certainly reduces labor­
Intensive integration efforts, but by allOWing Microsoft to set 
Industry standards, users may eventually lose out on better 
technology and solution from companies other than Microsoft 

4 0 UPGRADE SOLIDIFIES NT's TECHNICAL MERITS 

October 1998 

The race between NT and UNIX IS not really over technical 
merits - It IS more of a marketing/loyalty Issue However, only 
good operating systems can compete With UNIX NT IS good 
and getting better The NT 40 release raises NT's 
capabilities It Includes an Improved task manager, 
administration wizards, and better performance Its new 
Windows 95 GUI makes NT look and act very close to 
Windows 95, and makes It easier to use the two operating 
systems together The new task manager gives detailed 
Information about the applications and processes, Including 
memory and CPU usage The administrative tools are easier 
to use than already Simple prevIous verSions, espeCially With 
a new wizard that eases management of user accounts 
groups, file and folder access, adding printers, modems, 
network clients, and managing licenses Diagnostic tools are 
much better, they can be run remotely or locally and Include 
information on system resources, network usage, and device 
drivers 
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Is NT OPEN? 

RELIABILITY 

CRiTICAL ISSUES AGAINST NT 

While the above favorable review of NT's merits may be 
compelling, so are UNIX's To make a enlightened Judgment, 
It IS Important to take a realistic view of potential problems 

The reason many people moved to UNIX IS because It IS an 
open system It frees the end user from single-vendor 
demands, delays, and unfulfilled promises Microsoft has 
asserted that NT IS an "open" system because It will run on 
multiple architecture However, NT really IS only available for 
DIGITAL Alpha and Intel platforms, with Alpha architecture 
not expected to survive long after the year 2005 And 
Microsoft recently dropped support on the PowerPC chip 
earlier It dropped ItS support of MIPS processors So, since 
Microsoft IS the only vendor supplYing NT, It IS really a 
propnetary product Nonetheless, being open IS mainly a 
perception Many people argue that NT IS really open 
because the operating system can be purchased from 
multiple sources-directly from Microsoft as well as a multitude 
of hardware partners Being "open" may not really matter In 
this case, as long as It IS available from many sources 

Perhaps the most glanng drawback of NT IS Its perceived lack 
of bulletproof reliability The Industry wide Impression (only 
slightly subJective) IS that NT IS not as reliable as propnetary 
operating systems (MVS, VMS, etc) or UNIX 

In this context, NT IS certainly reliable enough for Workgroup 
and departmental applications, where If It crashes, a simple 
restart Will have everybody working again In a matter of 
minutes The problem becomes significant If NT IS used to 
run mission cntlcal applications uSing multi gigabyte 
databases A crash In this case might take several hours to 
bring the application back on line This may not be a feasible 
operating mode 

HIGH AVAILABILITY 

October 1998 

At the present time NT s cluster capability IS limited to two 
servers There IS talk of a near future enhancement to four 
servers by the end of this year (1998) The provIsion of high 
availability through clustenng IS one of the essential 
foundations of the platform at the courts Two-node clustenng 
IS too restnctlng and does not provide the necessary 
"headroom" for growth 
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SCALABILITY 

The Indisputable fact IS that Microsoft NT IS not as scalable as 
UNIX UNIX runs on everythIng from small embedded­
systems to portables to MassIvely Parallel Systems (MPP) to 
supercomputers The Standard MIcrosoft NT scales only from 
a unIprocessor to a 4 way Symmetncal MultI Processor set 
up Some vendors (Such as NCR and Sequent Computer) 
have developed their own enhancements that permit hIgher 
scalabIlIty But the fact remaInS that NT wIll not match UNIX 
In scalabIlIty till 2002 and beyond 

Microsoft recent press releases have promIsed eight-way 
scalabIlIty by the end of 1998 ThIS usually takes 24 months 
to mature 

SUPPORT OF DISTRIBUTED PROCESSING 

In a dIstrIbuted computing envIronment such as that 
envIsioned for the courts, global dIrectory services IS an 
essential functIonality The current release of NT has some 
support of enterpnse wide directory services but It falls far 
short of those proVIded by Netware or UNIX, to the extent that 
Novell has successfully targeted NT users with a product that 
provIdes Netware lIke dIrectory services The next release of 
NT (NT 5 0) IS expected to only partially Improve on the 
current Situation 

U NIX RESPONSE TO NT 

October 1998 

UNIX vendors have responded to NT as both a threat and an 
opportunity UNIX vendors have grown up In a contInually 
changIng market, which has made them adept at successfully 
responding to new elements These vendors handle 
competItIon by enchanting their products, makIng strategic 
allIances, and cooperatIng WIth new players Many UNIX 
operating systems vendors have also formed cooperative 
alliances With MIcrosoft Many UNIX applIcations vendors are 
porting theIr software to NT, allOWIng them to play In both the 
UNIX and NT markets In addition, most UNIX hardware 
vendors - Including the major ones such as Hewlett-Packard 
IBM, DIGITAL, and Data General, have also made deals With 
Microsoft, to prOVide NT along With UN IX and their propnetary 
operatIng systems 

Traditional UNIX vendors continue to upgrade their 
environments to keep up With the Industry They all have 
graphical user Interfaces, clIent! server verSions, and 
symmetnc multiprocessIng capabilities And most will have 
64-blt Implementations WIthIn the next year Most UNIX 
operatIng systems are developed and maIntaIned by 
hardware developers, but there are a few vendors that, lIke 
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MiCroSOft, do not develop their own hardware boxes, rather 
they generally develop their operating systems to run on Intel 
processors In this case, these UNIX software developers 
have highly developed relationships with hardware partners 

SCO traditionally dominates the Intel UNIX market, and 
according to some estimates one-third of all UNIX systems 
are based on an SCO operating system Over the past couple 
of years, the Llnux operating system a UNIX clone, has 
qUickly emerged to be a very popular systems for Intel 
processors (It also runs on other processors Including SPARC 
and Alpha) Llnux finally made the UNIX operating systems 
Inexpensive (It IS available for free over the Internet), and It 
could be the next great operating systems trend that threatens 
to overtake Microsoft's control of the lower end of market 
Following on the Llnux success SCO recently Introduced a 
promotion that proVides educational and noncommercial end 
users With free SCQ UNIX 

DISTRIBUTION AND SUPPORT 

Distribution Channels and hence support, are qUite different 
between UNIX and Microsoft Microsoft's traditional 
distribution channel IS through retailers, but With Windows NT, 
Microsoft has developed powerful hardware partners that sell 
NT along With their systems In comparison while hardware 
partners are also Important In most Intel-based UNIX 
successes, many Intel-based UNIXes are distributed through 
Value-Added Resellers (VARs) and system Integrators 
through which customers purchase an entire business 
solution, rather than Just an operating system and some off­
the-shelf applications From a profeSSional pOint of View, 
UNIX support tends to be of a higher caliber than that of NT 

RISC CONNECTION 

RISC technology has prOVided definite advantage In cost and 
performance In the Intermediate range server market 
Servers based on RiSe chips have consistently out­
performed trelr Intel based competition especially In High 
Availability and Scalability Almost all RiSe servers run on 
UNIX Digital Alpha IS the only Rise server that proVides the 
chOice of UNIX or NT 

UNIX / NT COEXISTENCE 

October 1998 

One of the major efforts gOing forth In the UNIX market IS to 
make UNIX and NT capable of working together For the most 
part, UNIX vendors have taken an If you can t beat em, then 
Jom 'em" strategy Thus there IS a huge rise In NT/UNIX 
solutions especially among vendors that have expenence In 
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developing Interoperabllity software In addition the majority of 
UNIX vendors have become "Microsoft-friendly," and either 
offer customers an option of UNIX or NT, or offer them UNIX 
with Interoperabllity solutions to plug UNIX and NT systems 
Into a single environment 

SOME SUBJECTIVE FACTORS fOR UNIX 

PROVEN, SOLID, AND GROWING 

UNIX IS popular, advanced, and proven It has been In 
eXistence for almost 30 years, and In that time, It has gained a 
large base of UNIX professionals as well as thousands of 
applications and utilities It has gained widespread use over 
the past few years with the advent of RISC technology and 
the growth of open systems In addition, It has developed Into 
a robust, reliable operating system 

Contrary to some people's thinking, UNIX continues to evolve 
and Improve Recent surveys pOint out that UNIX Will continue 
to be In demand over the next few years So, while NT IS 
making news as the up-and-coming operating system, UNIX 
IS certainly continUing to advance, with better Interoperabllity, 
easler-to-use features, bleeding-edge Internet software, and a 
mountain to third-party software vendors that continue to 
make their UNIX-based offerings better Thus, rather than 
standing stili, UNIX IS becoming increasingly attractive 

STRONG SERVER 

UniX IS a proven server operating system, capable of handling 
enterprise-wide computing and downSIZing operations The 
operating system IS extremely scalable, and IS especially 
popular as a major server operating system, where It serves 
other UNIX as well as Microsoft clients UNIX IS a proven 
solution for large databases, enterprise computing, and OL TP 
(espeCially since NT has no time server, which IS necessary 
for transaction processing) Many people stili believe It Will 
take too long for NT to become as robust as UNIX, espeCially 
for server operations 

DEVELOPMENT ADVANTAGES 

October 1998 

Another UNIX advantage IS ItS development capabilities 
Large organisations downSIZing from mainframes and 
purchaSing server-grade computers are more concerned With 
what happens to their Internally developed software, than With 
shrink-wrapped software (shrink-wrap IS one of Microsoft's 
advantages) Internally developed software packages are 
generally conSidered miSSion cntlcal because they run the 
organisation's bUSiness, shnnk-wrapped word processors and 
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spreadsheets are simply considered Add-Ons UNIX has 
become known as an excellent development platform capable 
of facilitating mlsslon-cntlcal applications, as well as 
supporting word processors and spreadsheets In contrast, 
NT has yet to gain credibility as a development platform for 
mlsslon-cntlcal enterpnses 

FEATURESCOMPARJSOW NT AND UNIX 

Feature NT UNIX 
Bits 32 (64 In 1988) 32 or 64 
Hard Disk (MB) 70 40 to 200 
Memory (MB) 12 2+ 
Multiprocessing Yes Yes 
Multiuser No Yes 
Multitasking Yes Yes 
Processor Architectures Intel Alpha All (Intel Alpha MIPS 

SPARC Power Motorola) 
Security C2 C2 to B1 
Journaled life system Yes Yes 
Mirrored Disk Yes Yes 
Disk Striping Yes Yes 
Clustering Few Some 
Scalability HI end PV to Mid server Embedded to mainframe 
Momentum Excellent Stable 
Server price Low Mid to high 

THE VIEW FROM SOME VENDORS 

October 1998 

Several vendors have developed tactics that give users a 
choice 

• seo and several other UNIX vendors have taken a 
Wlndows-fnendly strategy, providing UNIX customers 
with Interoperability and systems management 
capabilities for networks of both UNIX and Microsoft 
Windows and NT 

• Some hardware manufacturers are leaving It up to the 
customer to choose between the two operating systems 
Several vendors ship systems that support both NT and 
UNIX 

• Increasingly application vendors are supporting both 
NT and UNIX 

• Products are available that facilitate centralized 
management of both UNIX and NT products 

• Interoperability products from Independent software 
vendors are available that provide emulation Tep/lp or 
porting tools, so that UNIX and NT operating systems 
and/or applications can be used In mixed environments 

Systems Research Egypt 239 



Subcontract no 132 SC 3 SRE UNIX or NT The Operating System Dilemma 

October 1998 

CONCLUSION 

Every end user environment IS different and needs are 
different and changing The selected Operating System must 
Insure meeting these diverse and changing requirements A 
dispassionate View of the market highlights an emerging 
trend While NT IS definitely stili growing, UNIX continues to 
hold strong 

Many large organisations have realised that It IS Just about 
Impossible to standardize on one operatIng system, there are 
Just too many variables In business to bet everything on one 
solution In addition, every operating system has Its own 
strengths and weaknesses So logically, purchaSing deCISions 
are based on the best system that meets current needs 
Vendor loyalty IS plaYing a minor part In today's purchaSing 
plans, rather, usability IS the key purchaSing factor 

Small to Medium Users like NT because It IS Inexpensive, 
supported by many hardware vendors, and easy to use and 
manage, but they don't like NT because It IS stili unstable and 
It IS not as scalable as UNIX Corporate Users like UNIX 
because It IS very scalable, IS mature and stable, It has 
sophisticated management capabilities, and It IS reliable 
They don't like UNIX because It costs too much and IS 
complex to learn and manage 

There IS little doubt that Microsoft NT and future operating 
systems from Microsoft Will continue to hold an Important 
place In the computer world, but the likelihood of ItS killing 
UNIX IS small UNIX has been around for a long time and has 
a huge Installed base of satisfied users UNIX vendors keep 
making the operating system better by IncludIng more 
advanced technologies, making It Increasingly user friendly 
and redUCing prices 

Larger organizations have been uSing NT as an add-on to 
theIr enterprise-wide strategy The trend for distributed 
multlplatform environments leaves plenty of room for multiple 
operating systems, Including NT In the enterprise scenariO, 
many different operating systems including UNIX and NT 
perform speCific tasks for which they are best SUited NT as 
well as UNIX Are often used Interchangeably as 
departmental servers, while UNIX IS replaCing the enterprise 
mainframe NT's most logical fit Within a mIdSize or smaller 
organization IS as an upgrade to networks growing beyond 
their MS-Wlndows capabilities It also fits well Into the network 
operating system (NOS) space as a replacement for 
Microsoft's old LAN Manager or Novell's NetWare 
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October 1998 

WHAT IS SYSTEM MANAGEMENT? 

"Many companies are Just beginning to realize the full benefits 
of true enterprise-wide systems management," said Stephen 
Sprinkle, Managing Director of Service Lines for DelOitte 
Consulting 

Today's business computing continues to move toward a 
network-server centric model, with powerful distributed 
servers proViding the communications and functionality 
backbone for thin clients 

ThiS In fact Increases enterprise systems compleXity and 
diversity In general, relYing on IndiVidual device management 
products with loosely engineered technical and human 
Integration schemes Will not Yield suffiCiently satisfactory 
results 

Therefore, enterprise management solutions are of essential 
Importance for every enterprise, since enterprises cannot 
work fully productive without being entirely manageable 

The primary role of a system management solution IS to make 
administration of the IT environment easy and provide control 
over the diverse IT Infrastructure of an enterprise 

ChOOSing the right management solution Improves network 
performance With positive bUSiness Impact and Implications In 
such areas as Improving mission-critical application 
performance proViding better customer service performance 
With attendant satisfaction, furthering electronic commerce by 
proViding effiCient 24x7 pOlnt-of-sale systems and Increasing 
Internal productiVity which leads to faster time to market 

In addition It will proVide real-time management of network 
configuration shrink problem resolution times and 
maintenance Interruptions, automate responses to potential 
deVice failure conditions, automate responses to slowdowns 
In service delivery, and enhance ease of use 

An enterprise management solution IS Simply combining the 
robustness and dependability of traditional management 
diSCiplines With the openness and fleXibility required by 
today's distributed enterprise 
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WHY SYSTEM MANAGEMENT? 

To enable successful enterprise management a solution must 
be established that addresses the challenges facing IT 
organizations today, while prepanng them for the challenges 
of tomorrow 

NEW RESPONSIBILITIES CREATED BY NEW TECHNOLOGY 

October 1998 

With the rapid change In commUnication means and 
expanding commercial Interests outside the domestic scope, 
many technology initiatives and new communication elements 
are being Introduced to the IT landscape 

Therefore, the "global" enterprise must participate In a whole 
set of new technologies whose use has become Inevitable In 
the IT environment E-mail, GroupWare, video conferenclng 
are examples of these technologies Networks are an 
essential component In any computer system today, With their 
expansion leading to new determinant technologies, such as 
Internet, Intranet and mobile computing 

Management solutions' performance must not be negatively 
affected by the eXistence of these new technologies On the 
contrary, their performance must Increase to accommodate 
the rapid technology changes They must function With 
optimum levels of serviceability, reliability, security, availability 
and scalability 
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HETEROGENEOUS NATURE OF CURRENT SYSTEMS 

The most sUitable description of today's IT systems IS being 
heterogeneous 

Different business requirements create different business 
solutions To accommodate every Industry requirements 
within varying degrees of resources and budgets, large 
degree of diverSity In computer realm had to eXist 

Furthermore, new technologies must be Introduced to Improve 
old defective technologies, with no tendency to abandon old 
systems due to financial expenses For example while 
TCP/IP IS the common systems Implementation currently the 
majority of mission-critical systems IS stili running on 
traditional networks like SNA, DECnet, and IPX 

In addition, both quantity and compleXity of components In 
every IT enterprise IS tremendously Increasing than ever 
happened, given the introduction of Internetworklng and 
increasing production of distributed applications, desktops 
and probably various platforms 

The result IS an extensively diverse and heterogeneous 
computer system In every enterprise, ranging from diSSimilar 
hardware components and multi-protocol networks to different 
operating systems and heterogeneous database applications 
Even one operating system can have variations Within Itself, 
like for example the different Implementations of UNIX 

To control thiS dilemma of heterogeneous systems most IT 
organizations have resorted to fragmented management 
solutions Two security packages may eXist In one system to 
accommodate two different technologies ThiS situation IS 
common In almost all elements In an IT Infrastructure, which 
In turn creates a new variety In system management solutions 
that need to be managed 

Management solution, therefore must encompass varieties 
compleXity and multitude of components eXisting In every 
enterprise and overcome their negative effects to provide 
reliable administration of IT Infrastructure 

BUSINESS MANAGEMENT CHALLENGES 

October 1998 

"DOing more wIth less," has become the primary bUSiness 
management prinCiple Cost-cutting measures are not 
uncommon In today's enterprise 

Management IS always at a challenge to survive In the 
dynamiC IT environment With the least possible costs 

New methods of systems management, therefore must be 
Introduced With more self-management and built-In 
capabilities to face the demand of the increasing requirements 

Systems Research Egypt 2-4-4 



( 

Subcontract no 132 SC 3 SRE Enterpnse Management Systems An OvervIew 

and decreasing resources In a highly changing environment 
such as that of IT's 

FEATURES OF A SUCCESSFUL SYSTEM MANAGEMENT SOLUTION 

ABLE TO MANAGE ALL COMPUTING RESOURCES 

With all these diversities In even a Simple IT environment, a 
system management solution that manages fragments of the 
enterprise IT Infrastructure IS not acceptable any more The 
most powerful advantage In System Management solutions IS 
their ability to manage all these diversity of computing 
resources In an IT environment 

A successful solution, therefore, must embrace every 
technology used In promoting the IT organization's business, 
whether they are traditional or new Router management, 
network discovery, database performance and space 
management, and application response time must be 
considered by the Management solution as well as the 
traditional disciplines like tape, help desk, security, and 
workload 

And, to put It precisely, the successful System Management 
solution must not only afford administering all the enterprise's 
resource, but also proVide all ItS services on all platforms 

PROVIDES LARGE DEGREE OF AUTOMATION 

October 1998 

The real power of a sophisticated system management 
solution comes from not Just proViding troubleshooting and 
control tools for reactive action but, more Importantly, from 
allOWing the administrator to automate Internal management 
processes ThiS proVides a proactive system that IS able to 
react to unexpected situations before they grow Into 
problems 

Therefore, a solution with large degree of automation provides 
administration staff with the Initiative necessary to manage the 
system, and prevents the staff's being always reactive to 
emerging problems 

One added benefit of these capabilities IS exploring how the 
IT environment behaves under various Situations and 
circumstances Also, while much has been promoted about 
the ability of the various products and tools to proVide 
proactive management the fact remains that the bulk of the 
work to be done remains In the hands of the administrator 
Thus, any staff changes highly affects system performance, 
because the collective experience gained from faCing 
common problems In the organization topology IS held to a 
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large degree within the administrators not With In the 
organization Itself Highly automated management systems 
avoid such a problem 

EXTENSIBLE AND CUSTOMIZABLE SOLUTION (OPEN ARCHITECTURE) 

Given the requirement of managing all computing resources 
In an enterprise and the highly heterogeneous collection of 
hardware and software components In an enterprise IT 
Infrastructure It remains unlikely that any Single vendor can 
offer the best management tools across all available 
components or management functions 

In addition, most corporations already have a slgmflcant 
resource Investment In their eXisting management structure 
Even If deemed affordable, tYPically, there eXists neither an 
Interest nor the Inclination to discard legacy systems 

Therefore, a key success In any management system IS being 
base on an open architecture 

In thiS architecture, IT organizations should expect to be able 
to select the best management tools for their particular 
environment and operating style while uSing eXisting 
Integration hooks to bUild a complete solution 

Such architecture must be completely open, extensible and 
customlzable to reflect an organization's unique bUSiness 
needs It acts like a solid foundation for the enterprise 
management solutions It allows third-party and In-house 
applications to be bUilt upon eaSily Furthermore It offers the 
opportunity for Integration at all levels- not just at the user 
Interface or the event console- so that management 
functions may work eaSily With functions developed by others 

Open architecture can be accomplished by establishing a 
complete Software Development Kit (SDK) proViding all the 
necessary tools, Ilbranes, and APls required to Integrate any 
management function Within thiS architecture by a third-party 

BASED ON OBJECT TECHNOLOGY 

October 1998 

A determinant factor In achieVing an effiCient extensible and 
scaleable open architecture IS uSing Object Technology By 
Implementing management solutions uSing Object Onented 
Development the solution Will be eaSily extensible for long 
time even If It were Implemented by multiple vendors on a 
large span of time 

Object-onented technology can be used from a high level of 
the system down to ItS bottom, from the user Interface to the 
management repository, for example 
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As a matter of fact, the object repository IS the core of the 
management solution In addition to ItS dnvlng the vanous 
user Interfaces, It stores management Information, the objects 
to be managed, and the methods to manage them And what 
IS more Important, It stores the management policies that are 
enforced by the management functions 

MUST PROVIDE AN "END-TO-END" COVERAGE OF IT INFRASTRUCTURE 

Systems Management, from a traditional perspective, deals 
With a specific management resource, network performance 
or storage for example Such systems are called "point 
products," since they are designed to deal only With one 
product, and hence allOWing the enterpnse to control It 
regardless of the performance of the remaining components 
of the system 

The drawbacks of such traditional systems are obVIOUS They 
require many solutions for many resources While every 
management solution may effectively manage ItS own 
resource and proVide detailed mOnitoring of ItS resource's 
performance, managing the overall performance- which IS a 
determinant factor for every buslness- may be a complex 
task If some defiCiency In the system IS present, It would be 
difficult to pOint out where It exactly lies when every 
management solution IS Indicating that ItS resource IS perfectly 
working 

Under traditional System Management means, an enterprlse­
Wide management IS not eXistent, and hence performance 
Improvement on the enterprise scale IS by no way 
accomphshable 

In a successful System Management solution, all IT resources 
have to be managed In their entirety A reliably effiCient • 
system can only be achieved by comprehensively managing 
all aspects of IT, from network devices to databases, business 
applications, and Internet, In addition, from small hardware 
components such as desktop systems and all the way to 
mainframes 

Such a new technique IS called "end-to-end" management It 
IS based on managing the system as a whole to Improve 
large-scale productiVity 

WELL INTEGRATED 

October 1998 

With the end-to-end Systems management technique, 
"Integration" becomes an Important Issue 

It IS essential to manage all the organization's computing 
resources, furthermore, end-to-end management reqUires that 
management must be done for the organization Infrastructure 
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as a whole, regardless of the varieties In nature between IT 
Infrastructure components and whether they are old or new 
technology 

If a System Management solution IS not well Integrated a 
large probability of the system's failure may eXist The huge 
diversity of resources and their large number make integration 
of the System Management solution an ineVitable 
characteristic of the enterprise management solution 

If the system was not well Integrated duplicate Investment 
must be done In order to manage different components and 
technologies which contradicts with the concept of "end-to­
end" System Management, and most Importantly creates a 
huge financial overhead for the enterprise 

Therefore, the enterprise system management must be stand 
alone, consistent, and well Integrated to compensate the 
diversity of ItS underlYing components ThiS, In effect, 
maximizes functional operability and minimiZeS costs 
providing key competitive advantages In today's market 

Time 

Pain! 
products 

1n!t:!Jaled 
"'Jlutlon~ 

Cost of Integrated Solutions vs Non­
Integrated So/utlons (or Pomt 
Products) 

MUST FIT WELL WITHIN THE ORGANIZATION 

October 1998 

In general large organizations have different administrators 
uSing a variety of hardware and software to accomplish their 
tasks If the solution design complements the eXisting 
organizational architecture and methodology It Will tYPically 
be faster to Implement and more qUickly adopted 

ThiS can be achieved through a consistent Interface across 
multiple platforms In accordance with conventional 
application Interface wisdom Thus administrators can move 
across platforms without haVing to relearn the application 
baSICS 

Furthermore integration between components of the 
management solution Itself IS Vital to hide differences between 
platforms and hardware Implementations thus making IT 
Infrastructure highly manageable with no deep knowledge of 
real speCification of the organization s system 

systems Research Egypt 2-48 

ell 
/)' 



( 

( 

( 

Subcontract no 132 SC 3 SRE Enterprise Management Systems An Overview 

BASED ON MANAGER/AGENT ARCHITECTURE 

FLEXIBLE 

October 1998 

Providing end-to-end coverage requires a highly scaleable 
Infrastructure to effiCiently manage the diverse and large 
scope of IT components, whose number may range from 
hundreds to hundreds of thousands 

Such a challenging requirement can only be addressed 
through fleXible and Intelligent multilevel architecture We 
believe that an architecture that IS modeled as manager/agent 
model IS the best In thiS case 

In thiS architecture, "agents" must be able to mOnitor 
resources and take actions according to the direction of 
"managers" In addition to thiS flexibility, "agents" must be 
intelligent by themselves They must be able to correlate 
Information and take automatic actions Such fleXibility and 
Intelligence are cntlcal to the effiCient management of large 
environments 

The "manager/agent" architecture enables management 
functions from multiple enterprise management solutions to 
be developed and deployed In manager/agent configurations 
that best SUIt the needs of each IndiVidual IT organization 

Products that are difficult to adapt to changing conditions do 
not constitute good strategic chOices for highly dynamic 
organizations 

Product fleXibility defines the ease with which the solution can 
adapt to changes In Its operating and management 
environment 

Such potential for adaptation can be achieved through the use 
of eXisting networking technology, by changing network 
topology, or by changing management domains 

Management solutions must be accompanied with software 
toolkIts to allow the enterpnse operations staff to create 
adapters for homegrown or legacy solutions Vendor of 
management system must also actively partIcipate In 
supporting new technologies (e g frame relay, ATM, new 
redundant routing protocols Implementation of sWitching 
technology Instead of routIng) 

Hence, administrators are allowed to create their own agents 
and protocol adapters And propnetary or newly acqUired 
hardware and software can be added and Integrated Into the 
overall management scheme 

Furthermore, the solution should be able to react to changes 
In the enterpnse IT topology For example, WIth the Installation 
of new routers, the new topology Information should 
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automatically propagate to all maps without administrative 
effort 

And from administrative standpoint, management domains 
should be simple to define, set up and change Then 
management views can easily be adjusted to reflect changing 
Informational needs as reporting relationships responsibilities 
and Interaction evolve over time 

MUST PROVIDE MEANS TO EVALUATE IT INFRASTRUCTURE FROM A BUSINESS· 

ORIENTED VIEW 

October 1998 

The Ideal solution must also provide a means to examine and 
evaluate the effectiveness of an IT Infrastructure from a 
business perspective 

Most of the case, enterprise management tools evaluate 
resources from a technical pOint of View, while being far from 
the perspective of the business manager For example 
managers can hardly understand the relevance between 
management functions (such as events, performance 
security, or workload) and business processes (such as 
serVice, accounts receivable, sales, and human resources) 

Consequently, business decIsions concerning the rudimentary 
business Issues can rarely be addressed, which Increases the 
potential for gaps In enterprise management coverage 

The situation IS becoming even worse by the growing number 
of technology suppliers, the complexity of the topology, the 
volume of data sources, and the semantic differences 
associated with metncs from diverse tools 

As a result, attempting to evaluate how well an IT 
Infrastructure IS serving business goals has become the 
greatest question facing business managers today 

In order to address these needs, enterprise management 
solutions must begin to answer business-Impact questions 
Are we able to process orders? Why IS accounting slow? How 
secure IS my customer Information? After all, enterpnse 
management eXists to support the organization's business 
processes, not visa versa 

For example, to answer a simple question like "Why IS order 
processing slow?" one must analyze the performance of 1 ) 
the applications that support order processing, 2) the 
databases and systems they run on, and 3) the network that 
connects them 

Management solution must enable IT organizations do such a 
buslness-onented survey With end-to-end management of all 
IT resources, and with Information correlation across those 
resources, the system can provide an accurate answer to 
business managers quenes 
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AVAILABLE FOR SMALL AND LARGE SCALE ENTERPRISES 

Both large and small organizations must be able to acquire an 
enterprise management solution that best SUitS ItS needs 

Scalability and extensibility require that a solution selected for 
an organization's current topology must anticipate potential 
future growth However, the system should not be 
overwhelmed by future expansion, thus creating a large scale 
reqUirements and facIlities that constitutes huge burden on 
the system 

For example, the footprint of a management solution SUitable 
for a large, multiprocessing server would be excessive for a 
Windows desktop 

Availability for a multitude of different-scale systems, while 
ensuring scalability by offering a large potential for growth IS 
the key success for enterprise management solutions 

PROVIDES RICH MANAGEMENT FUNCTION 

October 1998 

Delivering an "end-to-end" coverage of IT Infrastructure In an 
open, extensible architecture that IS obJect-oriented, as well 
as prOViding IT Infrastructure evaluation tools are not the best 
you can reach In an enterprise management system 

A wide range of rich and robust management functions for 
administering various IT resources must be delivered 

From network discovery to scheduling, from multi-platform 
security to database agents, from Web-server management to 
workload balancing, from storage management to network 
performance, and from software delivery to firewall 
technology, 

Such management functions offer rich management 
capabilities that support each other through their Integration 
within the open, object-oriented architecture 
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FEATURES OF AN ENTERPRISE MANAGEMENT SOLUTION 

DISCOVERY 

October 1998 

Automated discovery mechanisms are the key to malntalnrng 
accurate Information on thousands of nodes The Ideal 
solution must be able discover either the whole network or 
Individual subnets Flexibility of discovery process IS essential 
The solution should specify certain criteria according to which 
the process IS executed, for example specifYing DHCP 
ranges, hostname or object Identifier strings to be specifically 
Included or excluded dUring the discovery process as well as 
restricting discovery by the number of router hops 

Additionally, discovery process can be scheduled to occur on 
a periodic basIs In order to automatically discover new nodes 
The system can demand from ItS administrator to create a 
separate job schedule to automatically Initiate a discovery 
task Alternatively, It can directly track unrecognrzed object 
Ids, Inconsistent IP subnet masks and name conflicts and 
notify the administrator to Immediately Identify and correct 
problem nodes 
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DEVICE COLLECTIONS 

Day-to-day operations require the ability to group and display 
a subset of the discovered network resources Device 
specialists require views of similar devices - such as all 
routers - While help-desk staff require views that group many 
diverse nodes relating to a single business process 

To achieve balance between the two different Views, the 
solution may group network resources that share common 
attributes Into Collections or Objects Once an Object has 
been defined, the system searches Its topology database for 
the rest of the devices satisfYing the Object rules and creates 
a submap containing all of the device Icons When new 
devices are discovered, they are automatically compared to 
the collection rules and added Into the appropriate Object 
ThiS allows administrators to create device views and groups 
for their staff that are automatically updated by the system 
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MONITORING 

October 1998 

A graphIcal user Interface IllustratIng how to group many deVIces 
In varIOUS CollectIOns (or Objects) 

MOnitOring nodes and elements IS essential In any network 
management solution MOnitOring process Includes status and 
configuration checking, and comparing MIS data With 
threshold values In order to discover problems 

Furthermore, the administrators must be able to set and 
modify thresholds that generate alarms when exceeded 
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CONFIGURATION 

The system may distribute thresholds and file monitoring 
options for the defined Object 

Maintaining current configuration Information on all the 
devices In a network constitutes one of the challenges of 
network management Policy-based management can simplify 
the administration of large numbers of similar devices by 
automatically maintaining correct configurations Management 
solution should be able set configurations for groups of 
devices at once, eliminating the need to configure each 
device IndiVidually 

When new devices are Introduced to the topology the 
management system can automate their configuration by 
applYing configuration poliCies to newly-discovered devices 
when they are added to the Object 

PROBLEM NOTIFICATION AND TRACKING 

Prompt event notification and tracking problems through to 
resolution becomes cntlcal as more IT departments take on 
service level agreements Multiple alarm and event 
notification features must be present Including color-coded 
map Icons paging and email 

Notification criteria and event Priority can be defined by the 
number of events received In a specified time or by the length 
of time an event remains outstanding 

In addition to Its ability to diagnose the problem the solution 
should allow administrators to open problem tickets and track 
problems Integration IS an Important factor here since many 
organization already use diagnostic and problem fixing tools 
And the management system must take advantage of their 
functionality 

ALARM FILTERING & CORRELATION 

October 1998 

Alarm filtering IS providing the capability to suppress multiple 
alarms from a Single event, as well as 'unimportant' alarms 
such as PC failures being sent to the router expert 

On the other hand alarm correlation IS allOWing administrators 
to bUild rules based on experience that relate multiple alarms 
to Identify and locate the primary problem causes resulting In 
Improved resolution times 

In addition, Objects containing collective information about a 
certain category of Similar products can be used to faCilitate 
proViding filtering and correlation rules so that they can be 
dynamically applied on a group of network devices 
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PERFORMANCE MANAGEMENT 

SECURITY 

October 1998 

Performance management presents a diverse functional area 
At the most basIc level, It concerns all tasks Involved In 
Improving network service delivery 

A management system should provide tools to collect and 
store performance data In SOL databases and provide 
statistical calculation, reporting and graphing tools 

In addition, use of Industry standard databases also allows 
administrators a choice of more sophisticated third-party 
report generators 

As with any management system, security represents a 
primary concern UnauthOrized network configuration changes 
can lead to disastrous consequences 

A management system should provide Internal security 
services that authenticate users With administrator privileges 
and control user or group access to various platform 
resources on the baSIS of both date and time It also should 
customize the user Interface so that users can view only the 
applications and menu Items specified for IndiViduals, groups 
of operators or Job function 

In addition, a management system should allow different 
operators to manage the network Without haVing to restart or 
otherwise Interrupting Its processes An administrator, at the 
end of hiS work day, should be able to activate a Window lock 
that allows the running processes to continue 

Only an authenticated operator can remove the lock and 
continue working Thus, ownership of running processes 
changes to the new administrator Without requIring a restart 
USing such a technique, prOViding protection against 
unauthOrized access IS achieved 

End-ta-end 
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October 1998 

INTRODUCTION 

User Interface IS the means by which an application 
communicates with the user and, more Importantly, the user 
communicates with the application 

An Inevitable reality of application development IS that the 
user Interface IS the system to the users What users want IS 
for developers to bUild applications that meet their needs, but 
at the same time they should be easy to use 

A common mistake In software development IS putting 
enormous weight on algorithm, data structure, and code 
development to optimize performance of the system, while 
neglecting some simple standards In user Interface design 
On the other hand, some developers spend some time In user 
Interface design, but think that they are artistic geniuses, and 
create too many patterns forcing users to follow their own 
standards 

Therefore, this paper presents the significance of user 
Interface design, Introduces some gUidelines and standards to 
design an effective user Interface, and discusses some POints 
In user Interface development process 

It IS worth mentioning that It IS no longer necessary to discuss 
the advantages of Graphical User Interface (GUI) over 
prompt, or shell, Interface Anyone can realize the stnklng 
factors In favor of GUI by uSing any Interactive application 
running under systems supporting GUls, such as Microsoft 
Windows, Macintosh, Llnux, or OS/2 For example, those who 
have used a graphical Internet browser and a text-based 
browser do not need a paper telling them the advantages 

Hence, thiS paper will not manifest advantages of GUI, and 
the Intended readership IS assumed to be already familiar With -
GU I development Rather, the paper focuses on certain 
standards, which when applied will lead to an effective user 
Interface design 

WHY STUDY USER INTERFACE DESIGN? 

To put It straight for most people the user Interface IS the 
software Effort Invested In designing a powerful Interface IS 
the most, and probably the only, recognizable effort spent In 
an application from the users' perspective Thus, the 
acceptance and effectiveness of an application are 
determined pnmanly by ItS Interface design An effective 
Interface makes users attracted to It, which Increases their 
satisfaction With the application 
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Furthermore, the value of user Interface design should not be 
underestimated An application that IS difficult to use won't be 
used at all Although the functionality that an application 
provides to users IS Important, the way In which It provides 
that functionality IS Just as Important It won't matter how 
technically supenor the software IS, or what functionality It 
provides If the users don't like It they simply won't use It The 
pOint to be made IS that the user Interface of an application 
Will often make or break It 

Moreover, investing time and effort In user Interface design 
guarantees more profit and less costs The more intuitive the 
user Interface the easier It IS to use and the easier It IS to use 
the more It IS likely that people buy It Also, an efficient user 
Interface reduces support costs because people Will need 
less help to use It The better the user Interface the easier It IS 
to train people to use It, redUCing training costs A good user 
Interface allows people who understand the problem domain 
to work with the application without having to read the 
manuals or receive training 

Finally, studYing user Interface design principles can help to 
produce a product that meets people's expectations while 
accepting their limitations regarding computer domain A 
product that does not meet the users' expectations Will hardly 
be used Also If the application reqUires too much from users 
to operate It, users will be less likely to use It An Important 
note IS that some design principles cannot be met In all of the 
principles all of the time In that case compromises have to be 
made based on which pnnclple or set of principles IS most 
Important for users In the context of the problem domain 

USER INTERFACE DESIGN PRINCIPLES 

ThiS section presents effective design principles and 
considerations that should be adopted by developers to 
create an excellent human Interface The principle mainly can 
be grouped In the follOWing tOPICS 

• RedUCing the user's Information Load 
• Putting the User In Power 
• Being fnendly 
• AesthetiC Appeal 

REDUCING THE USER'S INFORMATION LOAD 

October 1998 

People are better at recognizing Information than recalling 
information Therefore a good UI aVOids overloading the 
user's memory For example, the user should not be expected 
to recall a set of complex commands or options Rather a list 
of commands, options, or data should be presented to allow 
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ANALOGIES 

October 1998 

the user to select from the list Instead of recalling the 
commands, options, or data from memory 

In general, considering the user's general capabilities, 
experience, and limitations In the areas of perception, 
memory, learning, reasoning and attention plays a large role 
In the success of a UI Application developer must be 
senSitive to the user's capabilities and limitations rather that 
trying to coerce the user to adopt to his UI conventions 

People like analogies When uSing analogies people do not 
have to deduce how an application should work, and what 
they should do In order to perform a certain task This reduces 
the time required to finish their job In addition, uSing 
analogies make the amount of training on an application less, 
since people already know some concepts used by the 
application In advance 

Use analogies and metaphors involving concrete, Simple and 
plain Ideas Make sure that analogies are closely related to 
users environment If users are not familiar with these 
analogies, they must learn the concepts presented by them, 
which disables analogies' power By uSing Simple and familiar 
analogies, users have a set of expectations dnven from their 
own world to apply to computer environments 

For example, when people want to dispose of a paper, It IS put 
In the trashcan, and hence It makes sense to people to do the 
same on a computer That IS how the Idea of deleting a file 
from a disk by dragging It to the wastebasket or trash Icon 
emerged 

An application Interface must be intUitive The screen should 
become a visual metaphor for the real world Objects 
displayed on the screen can be manipulated In ways familiar 
objects In the real world are manipulated And the user 
Interface behaves as the user expects based on hiS or her 
expenence with objects In the real world 

The desktop of an application IS the pnmary and most 
essential analogy It should represent all what IS needed by 
the application user to perform hiS tasks by Including related 
tools and documents Menus are another useful analogy 
People can choose operations from menus the same way 
they choose make their choices from restaurant menus 

Although computer concepts should be as much analogous to 
real world concepts as possible, perfect analogy may be 
misleading For example, although trash Icon eXists on 
computer desktops, people do not put trashcans on their 
desktops In reality Also, people do not put menus on the 
edge of their desks Similar to their position In computer 
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CONSISTENCY 

October 1998 

applications USing the Icon trash and the term menu reminds 
users with their functions and how to use them 

Therefore, the purpose of an analogy IS to Indicate 
functionality, but not to limit It Analogies should not Impose 
real world constraints on computer concepts For example, a 
paper file folder has a limited storage capacity, but a 
computer folder may hold a vast amount of files A balance 
between the analogy's use, and the application's ability to 
extend this use must be reached 

In addition to uSing analogies, consistency IS another 
Important factor In reducing the Information load on the user 
A consistent Interface refers to the slmllanty In appearance 
and layout of the components Consistency In the Interface 
allows people to transfer their skills and prevIous expenence 
from one situation to any other It also allows the users to 
bUild an accurate mental model of the way the application 
works, and accurate mental models lead to lower training and 
support costs Furthermore, Consistency IS essential Within an 
application as well as across multiple ones 

Consistency IS essential In two main areas visual appearance 
and behavior If the visual Interface IS consistent people can 
easily learn the graphic language of the Interface, and later on 
recognize It If It IS seen again For example, If the "OK" button 
always has a specific shape, users do not have to wonder 
what It IS each time they see It All the buttons must be put In 
consistent places on all of the Windows Same wording In 
labels and messages, and a consistent color scheme 
throughout the application are of a great visual weight 

Additionally, consistency In the behaVior of the Interface 
means that people need only to learn a skill only once If an 
Item produces a certain effect when It IS double-clicked then 
similar Items must produce the same sort of thing when they 
are also double-clicked By follOWing this rule, when people 
are faced With a new application or a new similar task they 
already know how to perform It 

Not only the tYPical user, who works With several applications, 
benefits from consistency, but also the software developer 
He can reduce the amount of learning required from a user to 
master a new application, since the user has prior expenence 
With other applications also, reusability IS another advantage 
of consistency for the software developer The standard 
elements of an application can be reapplied to another 
application thus capturing commonality while increasing 
productiVity and product quality 

An effiCient user Interface must be consistent Within Itself, With 
earlier versions of the application, With your operating system 
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Interface standards, and In Its use of analogies Consistent 
design produces an application that IS predictable In 
appearance and behavior throughout Its display of 
Information, ItS manner of manipulating information, and Its 
method of navigation Finally the application must be 
consistent with people's expectations In fact, matching 
people's expectations IS the most difficult kind of consistency 
to achieve With your Wide audience having diverse expertise 
ranging from normal users to experts, It'S difficult to meet the 
expectations of everyone Therefore, compromises have to be 
made between consistency and users' expectations and 
needs 

Note that consistency IS a means to an end, which IS 
providing the user with ease of learning and reduction of 
errors, rather than an end Itself So If perfect consistency IS 
Impossible or Impractical for the user, the designer must make 
consistency compromises based on knowledge of the users' 
tasks, enVironment, and background The Interface should be 
consistent In whichever way seems more natural to the users 

SETTING STANDARDS 

The only way to ensure consistency Within the application and 
across multiple applications IS to set design standards and 
then stick to them The best approach IS to adopt an Industry 
standard and then fill any missing gUidelines that are specific 
to the users' needs Industry standards, such as the ones set 
by IBM, Microsoft, and Macintosh, Will often define 95%-99% 
of the users' requirements By adopting Industry standards 
you not only take advantage of the work of others but also 
Increase the chance that the application Will look and feel like 
other applications that users purchase or bUild 

In addition to Industry standards, there are other standards 
you normally define because they are application-dependent, 
for example the way users enter data or navigate throughout 
the application The new standards must be explained well 
And If the application IS well conSistent, and standards are 
followed, explaining the rules would be enough ThiS IS a lot 
easier than explaining In detail exactly how to use each and 
every feature In an application step by step 

NOUN-THEN-VERB 

October 1998 

The desktop metaphor bnngs along another Significant 
principle the users' ability to first see what they are working 
With and second perform actfons on what they see Normally, 
what users are Interested In IS the object they are working on, 
and then they are concerned about what they are gOing to do 
With thiS object ThiS can be paraphrased as the "noun-then­
verb" principle 
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The user Interface designer should follow the same pattern 
Users should be allowed to select an object of Interest (the 
noun), then the pOSSible set of operations (the verb) to 
perform on must be available to him to be chosen 
Inapplicable actions on the selected object should not be 
allowed Therefore, users who are unsure of what to do next 
can refresh their memory by scanning through the menus to 
look for available commands without having to remember any 
particular command or name 

In addition to choosing operations from menus on the 
selected object, users may perform these operations 
metaphOrically For example, by dragging an object from a 
place to another, the user can execute a command on that 
object In this case, the Interface must disallow the user to 
perform this operation and give him a SUitable feedback For 
example If the user closes an application without saving 
changes to a file, he should be notified and allowed to save It 
before eXiting the application 

WYSIWYG, WHAT You SEE Is WHAT You GET 

October 1998 

Most people want to feel that what they are dOing IS what IS 
actually being done by the computer If a user IS writing a 
paper, he wants to see a blank sheet of paper with text lines, 
title, pictures and colors the same way he would see It If he 
writes It manually People normally are not sure about 
whether the application IS dOing what they want It to do What 
you see IS what you get (WYSIWYG) technique IS the most 
successful way to Inform people that the application matches 
their needs As the term Implies, the application appearance 
must reflect ItS contents of data or the output It will produce 
exactly as It IS gOing to be produced 

The user should be In charge of both the content and the 
format of what he IS producing When the user makes 
changes to the document, the results must be qUickly and 
directly displayed The user IS not expected to make mental 
calculations of how the document shown on the screen will 
look like after applYing his operations 

WYSIWYG technique IS Important not only for the 
application's output but also In the application Itself Features 
of an application should be seen to the user to Indicate ItS 
availability People should be able to see what they need 
when they need It For example menus present lists of 
commands so that people can see their chOices Instead of 
having to remember and type command names 

People should be able to find all the available features In an 
application If some options need to be hidden users should 
be given information about where they can find more chOices 
An example of thiS IS Wizards which reveal relevant 
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Information to users In steps They show the most likely 
selected options while at the same time providing a way for 
the user to get more chOices 

PUTTING THE USER IN POWER 

DIRECT MANIPULATION 

USER CONTROL 

October 1998 

Direct manipulation IS manipulating objects on the 
application's desktop It IS used as a way of assigning specific 
tasks to be performed by the application Direct manipulation 
technique lies In contrast to the old way of assigning tasks 
tYPing text commands on a prompt Its main advantage IS that 
It provides people with the feeling of direct control over the 
application's tasks and data, which are represented by 
objects 

An essential factor must be considered when applYing direct 
manipulation pnnclple In an application The application's 
objects must constantly reflect their Internal state If an object 
IS selected, It must be highlighted The effects of applYing a 
certain operation on an object must be Immediately sensed by 
the user For example, after dragging a file from a folder to 
another, It IS not enough that the file IS phYSically located In 
the new folder It IS essential that It appears In the new folder 
Furthermore, dUring the operation of dragging the file, the 
object representing the file Itself must be VISible throughout 
the whole operation 

Next to reflectmg users' actions, applications must proVide 
feedback to users Feedback IS present In an application If It 
gives users clues about the operation that IS carned out or 
why It cannot be executed Users demand from the 
application to highlight what they care about m every Single • 
operation For example, the Inapplicable operations should 
not be allowed from the first place Also, If an operation may 
cause dramatic changes, users should be notified before 
executing them, and allowed to discard them 

People learn best when they're actively engaged Therefore, 
users should be allowed to Initiate and control actions, not the 
computer The users should always be free to choose which 
applications and which Windows they Will work In, and to 
rearrange Windows In the work space to SUit their own taste 
and needs When working In an application, the user should 
be afforded the Widest possible freedom of action It IS 
Inappropnate for an application to arbitrarily restrict what the 
user can do If an action makes sense, It should be allowed 

On the other hand, at certain situations the computer seems 
to have the upper hand It "takes care" of the user, offenng 
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only those alternatives that are Judged good' for the user or 
that "protect" the user from having to make detailed decIsions 
If thiS IS the main approach of the application, the computer 
eventually Will act and the user Will merely react within a 
limited set of options 

The key IS to create a balance between proViding users with 
powerful capabilities and preventing them from performing 
destructive operations For Situations In which a user may 
destroy data aCCidentally, the application may help him by 
proViding warnings to notify users of a potentially undeSirable 
situation and stili allow them to proceed If they confirm that 
thiS IS what they want ThiS approach protects" users but 
allows them to remain In control 

BEING FRIENDLY 

FEEDBACK AND DIALOG 

October 1998 

Users should be always Informed about what's happening 
With the application they are working on In performing an 
operation, the user wants to know, see and possibly feel the 
result of the operation For example when the user drags a 
file to the trash Icon the trash then must appear to be filled 
With something to Indicate the file s eXistence inSide the trash 
Highlighting an object to Indication selection prodUCing a 
sound to venfy an activity, changing a pOinter to an hour glass 
to Indicate that an action IS In process are all examples of 
feedback 

It IS essential that feedback IS provided as Immediate as 
possible ReceiVing Immediate and tangible feedback 
Increases the user's rate of learning, since he knows the 
exact consequences of each of hiS actions ThiS also reduces 
the amount of errors produced by the user since he can 
perceive what IS gOing on exactly when It happens If he 
performs a task In a wrong way, he can Immediately change 
the way he IS dOing that task once he sees different results 
that what he expects 

When a user Initiates an action, a visual or auditory Indicator 
should be proVided that your application has received the 
user's Input and IS operating on It Furthermore timing of 
operations IS significant factor In users' satisfaction of an 
application As much information as possible should be 
provided to the user about how long hiS operation may take 
When the application IS processing a task and cannot respond 
to user Input, the user must know about any delays, why they 
occur, and how long they'll take Also, whenever possible tell 
the user how to get out of the current Situation 
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WORDING MESSAGES AND LABELS 

FORGIVENESS 

October 1998 

Feedback IS not only visual, It may be presented In natural 
language Messages and labels are examples of feedback 
that may be very effective In some situations The text 
displayed on the application's desktop IS a primary source of 
Information for the users If the text IS worded poorly then the 
Interface will be poorly perceived by the users 

Therefore, direct, clear, and simple messages that can be 
easily understood IS the most effective type of feedback Most 
people would not know what to do, If they saw the message 
"The computer unexpectedly crashed 10 = 13 " It would be 
very helpful If the message spelled out exactly which situation 
caused the error-for example, not enough memory was 
available for the computer to complete the task-so that the 
user could understand how to avoid the situation In the future 

USing full words and sentences, as opposed to abbreviations 
and codes makes the message text easIer to understand 
Error messages should be worded positIvely, and should not 
Imply that the user IS at fault, Instead they state the problem 
objectively and offer the available possible solutIons 
Furthermore, messages should Imply that the user IS In 
control, and provide insight Into how to use the application 
properly For example, the message "An account number 
should be 8 digIts In length" IS much more friendly than "You 
have Input the wrong InformatIon" 

Moreover, messages should be worded consistently and 
displayed In a consIstent place on the screen Although the 
messages "The person's first name must be Input" and "An 
account number should be Input" are separately worded well, 
together they are InconsIstent In light of the first message, a 
better wording of the second message would be "The account 
number must be Input" to make the two messages consistent 

Forgiveness means that actions on the computer are 
generally reversIble It also means that the application 
tolerates or accepts user actions that do not conform precIsely 
to system specificatIons Without negative consequences to 
the user 

People should be encouraged to explore an application by 
bUIlding forgIveness In It They need to feel that they can try 
things Without damaging the system ThiS helps people learn 
the application faster, since they feel comfortable learning and 
uSing the applicatIon 

The users' ability to reverse the undeSIrable actions via the 
"undo" operation, and redo actions that have been undone 
enhances the users' sense of the application's forgiveness 

Systems Research Egypt 25 10 



Subcontract no 132 SC 3 SRE User Interface Design 

Confirmation of destructive actions, warning against actions 
that result In an unexpected loss of user Information, are 
actions that protect the users from destroYing their data 
accidentally 

It IS normal to find that at certain times It IS not applicable to 
give users access to all the functionality of an application It IS 
best In this case to disable inapplicable operations by 
dimming them, rather than not displaYing them By dimming 
things when they shouldn't be used people can start bUilding 
an accurate mental model as to how the application works 
Users should not only know what IS currently available to 
them, but also what IS not available 

In addition, It IS qUite common to define a default button on 
every screen, the button that gets Invoked If the user presses 
the Return/Enter key This button should have no negative 
Side effects or destructive actions, for example deleting a file 
or a piece of data In this case, If the user accidentally hits the 
Enter/Return key, when he does not mean to, negative 
consequences may arise Also, people expect the default 
button to represent the most common and preferred action In 
the situation, and sometimes they hit the Enter/Return key 
Without thinking of the consequence 

Although the use of alert boxes IS preferred In case of warning 
the user before performing any destructive operations, 
frequent appearance of alert boxes dUring a normal session IS 
a strong Indication that something IS wrong With the 
application design If the application's options are presented 
clearly and feedback IS appropriate and timely, normal use of 
the application should not produce too many warnings In 
other words uSing an application should be relatively error­
free 

PERCEIVED STABILITY 

October 1998 

People need some sort of stability In an application The 
stability here does not refer to physical attribute of the 
application rather It represents the way people think about 
perceive and behave With the application Applications are 
becoming more complex, since they address complex 
problems In order for people to cope With this complexity 
they need some stable reference pOints To Introduce some 
stable reference pOints the user Interface should provide a 
computer environment that IS understandable, familiar and 
predictable 

The desktop of an application IS an Important reference pOint 
for people It provides a familiar two-dimensional space on 
which objects are placed To maintain this IllUSion of stability, 
a number of consistent graphics elements should be defined 
on the desktop, such as the menu bar, Window borders and 
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so on Note that what IS Important here IS the perception of 
stability, not stability In any stnct physical sense 

To give users a conceptual sense of stability, the Interface 
provides a clear, finite set of objects and a clear, finite set of 
actions to perform on those objects Even when particular 
actions are unavailable, they are not eliminated from a display 
but are merely dimmed 

AESTHETIC ApPEAL 

Aesthetic appeal means that Information, data and objects are 
well organized and consistent With pnnclples of Visual deSign 
Since people spend a lot of their time working while looking at 
the computer screen, applications should to be appearance­
pleasant ThiS Simply means that things should look good on 
the screen and the display technology IS of high quality An 
effiCient Interface combines powerful and accessible 
functionality With a pleaSing appearance 

In addition, If the Interface deSign IS highly Visual, the user 
sees, rather than recalls, how to proceed, which reduces the 
Information load on him Also, the Interface should faCIlitate 
the user's tasks rather than calling attention to Itself The best 
Interface IS often the one that IS hardly noticed 

PLEASANT LOOKING 

October 1998 

GraphiCS-Icons, windows, dialog boxes, and so on-are the 
baSIS of effective user Interface The representation should be 
Visually pleaSing and Simple User acceptance and 
satisfaction With the application rests mainly on creating an 
elegant aspect of the Visual representation Color, font, shape, 
Size, arrangement, space, and other components of Visual 
communications affect the aesthetiC appeal of the user 
Interface Their wise use leads to effective and effiCient user 
Interface 

Color should be used spanngly In an applications Also they 
should be used consistently so that users have a common 
look and feel throughout the application Also, color generally 
does not port well between platform - what looks good on one 
system often looks poor on another system We have all been 
to presentations where the presenter said "It looks good on 
my machine at home" Also, when uSing color screens should 
stili be readable The best way to do thiS IS to follow the 
contrast rule Use dark text on light backgrounds and light text 
on dark backgrounds 

Old English fonts might look good on the covers of William 
Shakespeare's plays, but they are really hard to read on a 
screen Fonts that are easy to read, such as senf fonts like 
Times Roman should be used Again, consistency In uSing 
fonts IS essential, and the number of fonts should be small A 
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screen uSing two or three fonts effectively looks a lot better 
than a screen that uses five or SIX 

When a screen has more than one editing field, they should 
be organized In a way that IS both visually appealing and 
efficient Data fields should be left align with their labels being 
aligned to the right For columns of data It IS common practice 
to right Justify Integers, decimal align floating pOint numbers, 
and left justify strings 

NUMBER AND ApPEARANCE OF ELEMENTS 

In addition, the number of elements and their behaviors 
should be limited to enhance the usability of the Interface Too 
many windows In a screen and dozens of buttons In dialog 
boxes overload the user with complex Icons It IS preferable 
for the overall density of the screen not to exceed 40% 
whereas for local density within groupings not to exceed 62% 

Furthermore, each object needs to have a distinct appearance 
that the user can easily recognize and qUickly understand At 
the same time the style of the Interface needs to graphically 
unify these elements and ensure a consistent and attractive 
appearance at any screen resolution 

Information must be organized In a meaningful way to help 
the user focus on his essential tasks Items that are logically 
connected should be grouped together on the screen to 
communicate that they are connected, whereas Items that 
have nothing to do with each other should be separated 
Grouping, or ungrouplng, objects can be done by leaving 
whltespace between collections of Items Another way IS to 
put boxes around each group of objects 

ApPEARANCE AND FUNCTIONALITY 

October 1998 

The meaning of standard Items should not be changed It IS 
always adVisable not to confuse the user by non traditional 
use of objects, for example, by uSing checkboxes for both 
multiple chOices and at the same time for exclusive chOices 

Standard Icons should be maintained, If nonstandard symbols 
are add to objects, the meaning may be clear to the 
application developer but to other people the symbols may 
appear as something different and distracting When new 
symbols are needed, they must Indicate the meaning of their 
function through representation and analogy pnnclple 

In addition, graphics should be meaningful Users 
expectations must be put In mind when designing graphics 
People expect from symbols to perform functionality In a 
much similar way to what they indicate For example, push 
buttons must appear as though they push In, rather than slide 
sideways Indicators In sliders slide along to change values 
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These behaviors map to people's expectations of how these 
elements behave 

Furthermore, the visual elements should be Immediately 
recognizable, Ideally because they relate to real-world 
analogies, and should be arranged so that their functions are 
comprehensible The objects should be designed so that the 
user can easily differentiate members of a class from another 

CUSTOMIZABLE ApPEARANCE 

Finally, the application Interface should be highly 
customlzable Users like to feel free to change the 
appearance of their computer environments ThiS allows them 
to work according to their own style and displays their 
Individuality ThiS also supports the principle of putting the 
user In power as well, since the user IS In control of the 
appearance of his application 

Another advantage of customlzable Interface IS reducing the 
burden on the designer of trYing to create an Interface that 
appeals to every user When a user sets up his or her 
computer environment In his favorable layout, It should stay 
that way until the user changes It By offering customlzable 
Interface the developer supports both novices and experts 
Some Interfaces are well sUited to beginners who Just need 
something that works, while other Interfaces offer complex 
functIonality for expert users 

USER tNTERFACE DestGN FROM DeVELOPMENT PERSPECTIVE 

DESIGN DECISIONS 

October 1998 

Including or eliminating features In the application's Interface 
IS an Important deCISion It IS not always benefiCial to add 
more elaborate features of user Interface You need to weigh 
the costs, which are not all financial, against the potential 
benefits 

Every time a feature In the application IS added, the 
application gets larger and slower With ItS Interface getting 
more complex Furthermore, large amount of time IS spent In 
development and documentation rather than refinement of 
eXisting features Potential user errors could possibly 
Increase Also, every new feature can have a negatIve Impact 
on the eXisting features 

Here you find useful diSCUSSion about factors that should be 
token Into consideration when adding features to the product 
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FEATURES INSPIRED BY MARKET PRESSURES 

Competition IS highly Intense In computer Industry This could 
be a disadvantage for the computer designer, but It can be 
easily exploited If the developer thinks about users of his 
applications and keep their Interests foremost when making 
his design decIsions, his product Will be the most competitive 
In the market Moreover, market pressures, can lead to 
Implementing features In products even With limited 
resources 

Additionally, application designers may take advantage of 
crrtlcs of reViewers, since reviewers' expectations are In favor 
of people's needs Most often reviews Include Information on 
whether or not applications have distinguished and new 
features, which may create large audience for the application 
Therefore, market reviews are a good gUidance to the 
application's potential success and their adVice should be 
followed 

FEATURE CASCADE 

DeCiding to Implement a certain feature IS not easy The 
deCISion IS not Simply based on whether the feature can be 
Implemented or not, but on the additional development efforts 
growth In Size, and reduction In running speed that the 
features would take Therefore, there must be a compromise 
between the features of the application and the costs, not 
necessarrly finanCial of those features First the core of 
requirements should be satisfied then extra features may be 
added after careful examination because they can often add 
compleXity to the application 

THE 80 PERCENT SOLUTION 

The 80 percent solution means that your deSign meets the 
needs of at least 80 percent of your users It IS only useful 
when the application development IS constrained by time, 
resources, or the deSign has some problems The deSign 
should be usable by the maJorrty of user If some obstacles 
emerge, the deSign can accommodate the needs of only the 
maJorrty of users, leaVing the special features needed by the 
rest for later development 

SIMPLIFYING COMPLEX INTERFACE DESIGN 

October 1998 

The best approach to developing software that IS easy to use 
IS to keep the deSign as Simple as possible The general 
deSign gUideline that Simple deSign IS good deSign applies 
directly to the diSCipline of human-computer Interactions 

The challenge that users deSire IS to solve their problems 
uSing the tools that you deSign to faCilitate their work The 
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more you can do to simplify the Interface and your product for 
your users, the more likely It IS that you will bUild a product 
that meets their needs and expectations 

USING PROGRESSIVE DISCLOSURE 

Progressive disclosure IS a technique used to reduce the 
complexity of user Interface designs It basically rests on 
presenting the most common chOices to users While hiding 
the more complex ones In thiS way, the application can be 
used by novice users without sacrificing the powerful features 
for advanced users 

Progressive disclosure can be Implemented for dialog boxes 
by Initially presenting the most common options In the dialog 
box If users want to see more chOices, a "More ChOices" 
button IS Included In a corner of the dialog box When the 
button IS clicked the dialog box expands displaYing more 
Information, and the button name changes to "Fewer 
ChOices" Such a method IS very clear and predictable 

Another way to use progressive disclosure IS Including 
expandable toolbars A toolbar containing the most common 
functionality IS initially displayed In the application Other 
uncommon toolbars are not displayed, rather their presence IS 
Just Indicated by small tabs below the left side of the 
expanded toolbar If the user needs any of the hidden 
toolbars, he clicks on ItS tab to be expanded and used 
Therefore, the user knows the eXistence of additional 
functionality, and uses It only when needed 

IMPLEMENTING PREFERENCES 

October 1998 

Preference settings are user-defined parameters that the 
application remembers from session to session Including 
preferences IS a way for the application to offer chOices to 
users about how the application runs Preferences often affect 
the behavior of the application or attnbutes of the content 
created with the application 

Users needs are the most essential factor In deciding what to 
Include In the preferences It IS not a good Idea to create one 
large dialog box Including all the preferences that you can 
think of Instead, fleXible features should be Implemented as a 
part of the application with the special cases of a behavior or 
an attnbute being eliminated 

A preference should be a setting that the user changes 
Infrequently ChOices that happen to change many times In a 
work seSSion, should be Implemented as operations In menus 
or other Interface elements that may be easily accessible to 
users In thiS way users have the fleXibility to easily choose 
their preferred method of working 
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INVOLVING USERS IN THE DESIGN PROCESS 

The best way to ensure that the applications meets the needs 
of the target audience IS by exposing the Interface design to 
users' examination This can be done In every phase of the 
design process to help reveal the effiCient parts that may be 
repeated as well as the poor pOints where Improvement can 
be done 

Examining the application Interface saves lots of time and 
money In addition to saving the application users from 
frustration People Inevitably find some undiscovered flaws If 
they were exposed to a product And hence, significant 
Improvements can be added to the application dunng ItS 
evolution, which saves time and money 

By IdentifYing and focusing on users' needs and experiences, 
easy-to-use products will emerge, which translates Into 
competitive advantages Increased sales and enhanced 
customer satisfaction 

DEFINING THE ApPLICATION'S AUDIENCE 

ThiS IS the first step In InvolVing users In the design process 
defining the users and understanding the target audience To 
create a product that people can and will use, study the 
people who make up your target audience 

By determining what these people are like, how they might 
use the product, you can find out what features the product 
should Include Also If users have any Similar products, you 
can add features they would desire In your product that IS not 
In any other Similar one 

It's useful to create scenarios that describe a tYPical day In the 
life of a person who may use the application Think about the 
different work spaces tools, and constraints and limitations 
that people deal With VISitS to real environments In which the 
application's audience work are of much help 

The product should be developed With people and their 
capabilities, not computers and their capabilities, In mind 

Furthermore the computer should be accessible to everyone 
who chooses to use It There are likely to be members of the 
target audience who are different from the "average user 
Users Will undoubtedly vary In their ages styles, and abilities 
They may also have phYSical or cognitive limitations linguistic 
differences or other differences you need to consider A place 
should be found In you're the application for their special 
needs 

ANALYZING USERS' TASKS 

october 1998 

The second step IS to analyze the tasks users Will be dOing 
With the application 
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It IS necessary to do a task analysIs for each task the users 
may do It also helps to note how the users manual, or old, 
system works and Imagine how the new application may 
Improve performing these tasks 

The most successful task analysIs IS the one that classifies 
and breaks down the task Into small steps The designer 
should Imagine a scenario In which a user uses the product 
Each task a person might perform In that scenario IS listed 
and then broken apart Into ItS component steps that Will be 
exactly done In the application These steps should be tested 
on someone to get useful feedback 

BUILDING PROTOTYPES 

For the third step, a prototype of the application IS to be 
Implemented uSing the Information collected about users, their 
skills and the optimum way In which they should perform their 
tasks 

PrototYPlng IS the process by which you develop preliminary 
versions of your design to verify ItS workability Creating 
storyboards IS one technique to construct prototypes of your 
design You draw out the steps your users Will go through to 
accomplish a task uSing your product Another technique IS to 
bUild a simulation of the product In prototyplng software that 
ammates some features or demonstrates how the product Will 
work 

OBSERVE USERS' REACTIONS 

october 1998 

The user observation IS the fourth step, which lets you test the 
workability of the prototype by watching and listening carefully 
to, and possibly collecting data about, users as they work With 
the prototype 

Testing should be organized and focused on each task 
Limiting the scope of the test helps indicating specific 
problems Also, categorize people before starting the test It IS 
useful to know how do people from different backgrounds 
react to the prototype For example, what are the problems of 
expert users as well as the problems the novice ones face? 

One test of the prototype IS by no means enough Collecting 
observations from the first observation helps Improving the 
prototype Then a second observation IS conducted to check 
the Improvements over the first prototype This process 
continues until the developer feels confident that the 
application fully addresses the needs of ItS target audience 
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ORACLE EGYPT 

INTRODUCTION 

The primary purpose of a database IS to enable groups of 
people to share Information A good database makes this 
shared access to information easy, fast, economical, reliable 
and secure For the past 20 years, Oracle has played a 
leading role In the development of database functionality and 
services 

ORACLE CORPORATION 

Oracle Corporation IS the largest supplier of database 
software and the second largest supplier of business 
applications In the world Their products Include Oracle8 
database, development tools and decIsion support tools 

Their strategy for their database business IS Simple decrease 
the total cost of ownership of mission-critical database 
applications while Increasing the quality of services 

Oracle employs more than 30,000 dedicated profeSSionals 
who provide their clients With products, consulting, education 
and support In more than 140 countries around the world 

Oracle has a strong presence In Egypt, through a wholly 
owned subSidiary that proVides In-depth technical support and 
educational services 

ORACLE LEADS iN RELATIONAL DATABASE UNDER UNIX AND WINDOWS 
NT 

October 1998 

Independent surveys on market shares of database market 
leaders In 1997 has revealed that Oracle has about 60% of 
the market under UNIX compared With 13% for Informlx and 
46% for IBM 

Under NT, Oracle has a share of 41 5 % compared With 
38 8% for Microsoft SOL Server and 7% for IBM DB2 

Systems Research EgVpt 262 



( 

Subcontract no 132 SC 3 SRE Overview of Oracle 8 

Source Dataquest (March 1998) 

1997 UNIX Relational Database Market 
Leaders Based on Vendor New License Sales 

IiIII IBJIJjJ Others 

ONCR 5% 9% 

osybase6% 

8% 

SiS Informlx 
13% 

----. 

Source Dataquest (March 1998) 

o Oracle 
59% 

1997 WNT Relational Database Market Leaders 
Based on Vendor New License Sales 

D Sybase D IBM DB2 
Adaptive 7% 
Server & 

Anywhere 
8% 

IlliMlcrosoft 
SQL 

Server 
39% 

IIIi!I Others 
5% 

ORACLE 8 COMPONENTS 

D Oracle 7/8 
& LIte 
41% 

ORACLE8 DATABASE SERVER 

October 1998 

Oracle8 IS a breakthrough platform for TP systems and IS 
deSigned to provide more bUSiness benefits than ever before 
Oracle8 IS engineered to provide high scalability to meet the 
new user demands, high throughput over networked 
environments, enhanced manageability, and higher 
availability 

While Oracle8 has the capabilities to support large user 
populations and large quantities of data It also IS extremely 
practical for smaller departmental systems Oracle8 IS highly 
optimized for Windows NT operating system and provides 
more functionality to this market than many of ItS competitors 

Oracle8 manages large amounts of Information securely 
reliably, and economically over computer networks Oracle8 IS 
a versatile Information platform that enables high-speed 
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transactions, better business decIsions, and sophisticated 
object-relational applications BUilt on a foundation of proven 
technology, Oracle8 IS designed to lower organizations' 
computing costs, manage all types of data, and deliver faster 
Information access to all kinds of users 

ORACLE8 SCALABILITY 

Oracle8 IS a robust object-relational database that can 
accommodate a small single-user system to a massive 
business-critical system supporting thousands of users Such 
scalability IS an Increasingly Important reqUirement, since the 
movement toward thin software clients and network 
computing brings a vast number of new users to the Internet, 
Intranets, and Extranets 

DATA TYPE SUPPORT 

Oracle8 IS bUilt to support large amounts of data -up to tens 
of terabytes of data The database can be distributed across 
multiple systems or stored centrally In one large system, while 
being flexible enough to work With small, Single-user systems 
With this database It IS possible to manipulate every type of 
data found In an enterprise -mcludlng text, spatial, Image, 
Video, and time-series --as well as traditional structured data 

EXTENSIVE FUNCTIONAL SUPPORT 

October 1998 

No matter what the compleXity of the job at hand, Oracle8 can 
get the job done faster, providing the foundation for a faster 
overall IT architecture 

• Faster Development Object-relational technology 
speeds development of complex applications, while 
bUilt-In queuing speeds development of message-based 
applications 

• Faster Quenes DeCISion-support applications run 
dramatically faster due to Oracle8's patented new query 
algorithm And Oracle8 has the most complete parallel 
query technology In the current Industry 

• Faster Transactions Server-based queuing 
removes the walt time associated With peak-traffiC 
transactions by storing updates for later delivery 

• Faster ReplicatIon Replication speeds are an order 
of magnitude faster due to parallel propagation 

• Faster Management Bulk data management IS also 
performed In parallel for high-speed operations 

• Faster CustomlzatlOn Data Cartridges proVide a 
very fast way for you to tailor your database 
functionality 
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TOTAL COST OF OWNERSHIP 

Oracle8 IS the most cost effective and highly available data 
server In Industry By automating a large amount of backup 
and recovery operations, Oracle8 significantly reduces labor 
requirements, while virtually eliminating the cost of error­
Induced downtime Independent studies have found that 
Oracle database software on Windows NT provides the 
lowest TCO per customer site and more tWice the economics 
of scale over Microsoft's SOL server database software The 
survey conducted by the Business Research Group (BRG)-a 
technology, research and consulting firm based In Newton, 
Massachusetts-Included 300 Windows NT customers and 
covered more than seventy-five discrete elements which 
comprise total cost of ownership Oracle bested Microsoft on 
the elements that were most Critical to overall cost of 
ownership, such as number of sites supported by each 
database installation, transaction volume and upgrade costs 

The study concluded that Oracle supported more than tWice 
as many sites per database as Mlcrosoft-a key factor which 
provided Oracle customers with a 54% lower total cost of 
ownership per site Oracle's product offering weighted In at 
$54,000 per site compared to Microsoft s whopping $117,000 

HIGH AVAILABILITY FOR MISSION-CRITICAL ApPLICATIONS 

October 1998 

Oracle8's availability architecture IS extremely sophisticated 
Oracle initially Introduced symmetric cluster access uSing 
Oracle Parallel Server In Release 6 2 In 1989 As a result of 
customer feedback, Oracle has continually refined Its hlgh­
availability architecture to decrease down time and reduce 
disruptive outages The follOWing high availability features are 
supported by Oracle8 Include the follOWing 

Standard recovery on a Single node 
• Automatic recovery of changes made by committed 

transactions 
• Automatic rollback of uncommitted transactions 
• Fallover to a spare node 
• Oracle Failsafe detects node failures and transfers 

database execution to a spare node 
Fallover to a peer node 

• Oracle Parallel Server allows continued data access 
from peer nodes after a node failure 

Optimized roll-forward recovery 
• The checkpOint Interval parameter limits the redo 

between checkpOints 
• The checkpOint timeout parameter limits the time 

between checkpOints 
• The max dirty buffers parameter limits lOs at recovery 

time 
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• Incremental checkpoints minimize redo application 
dUring recovery 

Optimized roll-back recovery 
• Deferred transaction recovery takes roll-back out of 

the critical path of crash recovery 
• Row level locks are preserved through crashes 
• Consistent read of un-recovered data lets readers see 

un-recovered data 
• Time-slicing of rollback across all transactions 

minimizes the time to release locks 
Optimized recovery of bulk operations 

• Direct writes bypass the effects of bulk operations on 
checkpoints 

• The redo for bulk operations IS skipped at recovery 
time 

• Freeing of block ranges makes the roll-back for bulk 
operations fast 

Scalable recovery 
• Redo application IS automatically parallelized 
• Undo application IS automatically parallehzed 

Preservation of ongomg work by users 
• Transparent application Fallover makes node failures 

InVISible to end users 
Distributed caching of all data 

• Data skew after fail over IS eliminated 
• Read IntenSive data IS always accessible dUring 

recovery 
• Peer nodes have pre-warmed caches after Fallover 

Fallover to replica site 
• Snapshots allow creation of read only replicas 
• Symmetric replication allows creation of up-datable 

replicas 
• Standby database replicates entire database uSing 

redo logs 
ORACLES TOOLS AND UTILITIES 

ORACLES OBJECTS OPTION 

Oracle8 Objects Option represents a breakthrough In data 
modeling that allows you to represent, access, manipulate, 
and store data as bUSiness objects The Objects Option 
makes Oracle8 Enterprise Edition the most advanced object­
relational data server In the Industry No other data server can 
match the functional richness of object technology combined 
With the reliability, scalability, availability and manageability of 
Oracle8 

ADVANCED NETWORKING OPTION 

October 1998 

Oracle Advanced Networking Option Integrates your Oracle 
database With network serVices, and propels baSIC 
client/server connectivity to enterprise-wide, client/server 
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October 1998 

networks The Oracle Advanced Networking Option provides 
a comprehensive and reliable sUite of security features to 
protect an enterprise 

It offers the follOWing features 

Enterprise-Ready Client/Server 
DeploYing and running mld- and high-end clienUserver 
systems requires solutions for configuring and managing 
networks to secure data passage, to provide strong user 
authentication, and to afford single sign-on and 
centralized privilege management 

Securing the Internet 
To enable businesses to fully embrace the Internet, 
companies must feel secure about exposing their 
Internal networks and corporate databases Advanced 
Networking Option ensures data privacy and Integrity 
between Web servers and corporate databases To 
further strengthen thiS technology, all leading firewall 
vendors now support Net8™ and SOL *Net® and allow 
for secure Net8 connections through flrewalls 

Network Encryption Services 
Oracle Advanced Networking Option uses encryption 
and integrity checks to protect data transmitted across 
exposed wiring, LANs, WANs and microwave and 
satellite links 

Ensuring Network Privacy 
Advanced Networking Option proVides the capability to 
select the encryption algOrithm that meets speCified 
security and performance requirements Encryption can 
be requested by the client, the server, or both 

Tamper-Proof Data 
The Oracle Advanced Networking Option makes It 
Virtually ImpOSSible for an Intruder to modify, add, or 
delete data Without detection If a modification IS 
detected, the operation IS terminated and an entry IS 
made to the system log files 

NETWORK AUTHENTICATION SERVICES 
For maximum fleXibility, the Oracle Advanced 
Networking Option Includes support for a number of 
different authentication services Single Sign-on 
Services, Kerberos-Based Authentication and 
Centralized Password Store 

Token and biometric authentication services 
Token and biometric authentication offers security far 
stronger than conventional passwords prOViding higher 
assurance of valid user Identity 
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The Oracle Advanced Networking option Integrates the 
Oracle environment with the secunty, directory and 
transport services proVided by Open Software s 
Foundation (OSF) Dlstnbuted Computing Environment 
(DCE) 

ORACLE PARALLEL SERVER 

Oracle Parallel Server enhances performance and availability 
for business applications Whether you are deploYing a 
computing super center or dlstnbuted servers, thiS option 
makes for faster and more reliable transactions 

Furthermore, Oracle Parallel Server allows your universal 
data server to dlstnbute Its workload across a cluster, so If a 
node falls, It automatically reconfigures the remaining 
Instances to continue processing 

In addition, It IS unique In ItS ability to Implement cluster 
solutions for buslness-cntlcal applications It also offers 

High ApphcatlOns Availability 

With Oracle Parallel Server, applications are Insulated 
from systems failures, providing higher applications 
access to all users 

Openness and Flexlblhty 

Oracle Parallel Server IS available on many different 
mainframe platforms and on Intel NT and UNIX 

Oracle Parallel Server IS part of Oracle8's complete solution 
for customers who demand rapid response, consistent 
serVice, and support for their mlsslon-cntlcal applications 

PARTITIONING OPTION 

Partitioning allows users to have much more control In • 
managing tables and Indexes, since all maintenance 
operations can be directed at Individual partitions, rather than 
being restncted to tables and Index names 

Large amounts of data complicate administrative tasks and 
affect the availability of the database, since most 
administrative tasks must be performed In a small time 
window to minimally affect the performance of online 
operations Oracle8 Partitioning Option dramatically Improves 
the manageability, performance, and scalability of your 
applications 

MANAGEMENT PACKS 

October 1998 

The growing user population, ever-expanding data volumes 
and constant change are Just a few of your challenges Oracle 
Management Packs help you automate repetitive mundane 
tasks, optimize for performance, plan for resource utilization, 
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DESIGNER/2000 

Implement change, and most Importantly reduce your total 
cost of ownership 

Oracle change Management Pack IS the simple solution for 
managing complex change In the Oracle environment 

Oracle Diagnostics Pack provides advanced monitoring, 
diagnosIs, and planning for the Oracle enVIronment 

Oracle tunmg Pack provides expert performance 
management for the Oracle environment 

DEVELOPMENT TOOLS 

Oracle Designer delivers a dramatic Increase In productivity 
for database application developers by providing a RAD-ilke 
Intuitive, task-Oriented environment to model and generate 
server DOL, client/server and Web-based applications 
explOiting the power and portability of Java and HTML user 
Interfaces Extended repository depth along With Integrated 
new modeling and generation tools automate the 
construction of the full range of functionality required for 
complete generation of enterprise applications 

DEVELOPER/2000 

Oracle Developer IS Oracle's award winning development 
environment for bUilding enterprise class database 
applications for Client/Server and the Web 

It provides a set of Integrated and productive bUilders that 
allow developers to construct sophisticated and multi-lingual 
database forms, reports and charts These components use 
powerful declarative capabilities to create applications from 
database definitions 

( , ORACLE REPORTS 

October 1998 

Database Publishing and Reporting for the Enterprise 

In today's fast-moving, competitive bUSiness world up to date 
information IS needed for the accurate, expedient deCISion 
making requirements of an often geographically distributed 
workforce The timely distribution of information must be 
reliable, cost effective and accessible to everyone who 
requires It 

Oracle Reports provides an easy to use deSign environment 
That means your developers are productively prodUCing 
Reports In no tlme l 

The multi-tier deployment environment provides the ability to 
centralize report execution In a manageable, scalable 
architecture that requires no complex Install of software on 
users PCs Report data IS dynamically displayed In the users 
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web browser, allowing the avaIlabIlity of up to the mInute 
reports from anywhere on your Intranet, Extranet or even the 
Internet 

ORACLE J DEVELOPER 

October 1998 

Oracle JDeveloper IS Oracle's new component-based 
development tool for bUIldIng server-centric network 
computIng applicatIons In Java WIth JDeveloper, developers 
can use Java to bUIld 2-tler and 3-tler database applicatIons 
for the Industry's leadIng data management and applicatIon 
servers 

Oracle JDeveloper IS based on the Industry-leadIng compIler 
and language technology In JBulider™ from Borland 
InternatIonal, Inc, and has been optImIzed for developers 
bUIlding network computIng applicatIons WIth the Oracle Data 
Server and Oracle ApplicatIon Server 

Oracle JDeveloper SImplifIes database programmIng WIth 
easy access to JDBC and built-In support for SOLJ, an 
Industry standard for embedding SOL statements In Java 
JDeveloper's data-aware components and data form wIzards 
accelerate database applicatIon development, allOWing 
developers to focus on the busIness-specIfIc logIc In theIr 
applicatIons 

Oracle JDeveloper offers complete support for bUIldIng and 
deplOYIng Java applIcatIons WIth Oracle ApplicatIon Server 
40 WIth JDeveloper and the applicatIon server's JWeb 
Cartndge, developers can bUIld 

MIddle-tIer Java servlet applicatIons that generate dynamIc 
HTML for browser clients In Internet envIronments WIth 
JDeveloper and the applicatIon server's JCORBA cartridge, 
developers can build CORBA-compatlble Enterprise Java 
Beans components for 1I0P Intranet applicatIons 

Oracle JDeveloper IS based on Industry standards includIng 
JavaBeans, CORBA, 1I0P, and JDBC Through JDBC, 
JDeveloper applicatIons can run agaInst databases from any 
vendor And WIth CORBAlIIOP and Enterprise Java Beans 
support, applicatIons can connect to non-Java and other 
legacy applIcatIons JDeveloper's component-based approach 
encourages maxImum productIVIty and code reuse, and 
makes It SImple to create and deploy both vIsual and non­
vIsual components 

Oracle JDeveloper IS avaIlable today as part of Oracle 
JDeveloper SUIte, a comprehensIve sUIte of development 
tools for bUIldIng component-based, server-centric network 
computing applicatIons In Java 

Systems Research Egypt 26 10 



( 

Subcontract no 132 SC 3 SRE Overview of Oracle 8 

ORACLE WEB SUPPORT 

WEB-CENTRIC ApPLICATIONS TREND 

Most new applications development has adopted a web 
centnc approach This IS In response to the current shift In 
workgroup paradigm and the perceived advantages of such 
approach These advantages are 

A REDUCTION IN APPLICATION ADMINISTRATION COSTS 

Increasing administration costs are a side effect of the move 
to client/server Program executables and files must be 
Installed on each client to run client/server applications, and 
that software must not only coexist With other applications, but 
must also be upgraded and maintained on every client 

A REDUCTION IN RESOURCE REQUIREMENTS 

Client/Server applications typically require meaningful 
amounts of RAM over and above the requirements of the 
windowing environment under which they are running In 
addition, they can be greedy consumers of often-limited disk 
space 

Web applications generally have lower resource 
requirements Since the "body" of web applications eyecutes 
on an application server, less RAM IS required on the desktop 
to execute the application Also, the application IS Installed on 
an application server, reducing client disk space 
requirements 

ApPLICATION PORTABILITY 

PUBLIC ACCESS 

Client/server developers have struggled With the complexities 
of deplOYing applications that run on more than one 
WindOWing platform The difficulties anse from visual as well 
as operational differences between these enVIronments In 
many cases, applications have to modify for each platform, 
making the task of maintaining them even more challenging 

Any user anywhere can share all publiC data on the web 
application regardless of where he IS Focused detailed 
information can easily be provided to any user at any time all 
over the world 

ORACLE TOOLS AND WEB ApPLICATIONS 

October 1998 

Oracle's tool set delivers on the benefits of the web and 
overcomes ItS shortcomings In a number of different ways 
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REDUCE MAINTENANCE COSTS 

Neither WebServer applications generated by Deslgner/2000 
nor Developer/2000 web applications require the Installation 
of applications on client machines In order to operate They 
enable centralized management and easy administration 
Both products are also perfectly positioned to run on network 
computers 

REDUCE RESOURCE REQUIREMENTS 

Since applications are executed on servers, hard disk space 
and RAM requirements are lowered on each client machine, 
significantly redUCing the cost of hardware required to support 
an organization's applications 

RUN ON ALL MAJOR PLATFORMS 

Developer/2000 applications run on Windows, Windows 
95/NT, Motif, Macintosh, character mode terminals and now, 
under web browsers as ell, adopting the native look-and-feel 
of each platform Web Server applications utilize HTML and 
JavaScnpt and run In a browser on any platform, which 
supports these standards 

SUPPORT FOR STANDARDS 

All of Oracle's tools support and take advantage of web 
standards Deslgner/2000 generates HTML applications 
Developer/2000 provides for client/server applications to be 
converted to Java, HTML, and along With Power Objects, 
supports the embedding of OCX and Active X controls Inside 
applications 

ELIMINATE THE LEARNING CURVE 

Oracle's tools are bUilt for productiVity Designer/2000's 
unique ability to generate web applications Without writing a 
Single line of code IS unmatched In the Industry 
Developer/2000 and Power Objects use a familiar drag-and 
drop development approach coupled With exceptional 
database integration to deliver highly functional data 
processing applications that can scale to meet even the 
ngorous demands of the Internet 

SUPPORT TRANSACTION PROCESSING 

October 1998 

Developer/2000 IS an accomplished database development 
environment enabling the processing of complex enterprise 
transactions Power Objects makes database Interaction 
extremely Simple for tactical transaction processing Both 
tools bring thiS processing power to the web Without being 
constrained by ItS current limitations Regardless of whether 
users need transaction processing on Intranets, or whether 
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support for electronic commerce IS required, Oracle has the 
tools to deliver the goods 

ORACLE HIERARCHICAL IMPLEMENTATIONS 

Oracle 8 has three main Implementation levels, these are 

• Personal Oracle 
• Workgroup Oracle 
• Enterprise Oracle 

DIFFERENCES BElWEEN ORACLE8 AND THE ORACLE8 ENTERPRISE EDITION 

The follOWing tables explain the features and options In 
Oracle8 and the Oracle8 Enterprise Edition 

AVAILABILITY OF ORACLE8 FEATURES 

Oracle 

Oracle 
8 

Feature Enter- Notes and References 
8 prise 

Edition 
Sy&-tems Management and- Avadabdity 
Enterpnse Manager Yes Yes 

Enterpnse Manager No Yes 
Performance Pack 

SelVer Managed Backup and Yes Yes 
Recovery 

Recovery catalog for online Yes Yes 
backup 

Online recovery Yes Yes 

Incremental backup and No Yes 
recovery 

Parallel backup and recovery No Yes Oracle8 can only allocate one 
recovery manager channel at a time 
thus limiting the parallelism to one 
stream The Oracle8 Enterpnse 
Edition allows unlimited parallelism 

Legato Storage Manager Yes Yes 

POint in-time tablespace No Yes 
recovery 

Fall Safe for Oracle8 on NT Yes Yes ThiS feature IS available on Windows 
NT 
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DatawarehouseNLDB Features 

Bit-mapped mdexes No Yes 

Star Query optimizatIOn Yes Yes In Oracle8 star query process 109 IS 
the algonthm that utilizes B-tree 
mdexes In the Oracle8 Enterpnse 
Edition the parallel bitmap mdex Jom 
algorithm can also be utilized 

Parallel Execution No Yes 

Parallel Load No Yes 

Parallel Query No Yes 

Parallel DML No Yes This feature reqUires the Partltlonmg 
(msert update and Option 
delete) 
Parallel mdex scans No Yes This feature requires the Partltlonmg 

Option 

Parallel Bitmap Star Joms No Yes 

Parallel Index BUild No Yes 

Parallel Analyze No Yes ThiS feature reqUires the PartltlOnmg 
Option 

Programmmg Interlaces 

Oracle Call Interface Yes Yes 

Objects for OLE Yes Yes 

ODBC dnver Yes Yes 

Pro*C/C++ Yes Yes ThiS feature IS available at extra cost 
as part of Oracle Programmer 

Object Features 

object references (REFs) Yes Yes 

object collections Yes Yes 

nested tables Yes Yes 

variable arrays (varrays) Yes Yes 

object views Yes Yes 

( OJstnbuted feature$ 
Distributed queries Yes Yes 

Distributed transactions Yes Yes 

Two-phase commit Yes Yes 

XA Yes Yes 

Heterogeneous Services Yes Yes 

BasIc Replication Yes Yes 

Read-only snapshots Yes Yes 

Subquery subsettmg Yes Yes 

Primary key based Yes Yes 
snapshots 

Internal triggers Yes Yes 

Replicated LOBs Yes Yes 

Advanced Replication No Yes 

Updatable snapshots No Yes 

Multlmaster replicatIOn No Yes 

Conflict detection and No Yes 
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resolution 

Replication Manager No Yes 

Parallel propagation No Yes 

Minimized No Yes 
commumcatlOn 

NetwQt'kmg features 
Oracle Names Yes Yes 

Oracle Connection Manager No Yes 

Connection Pooling Yes Yes 

Connection Multiplexing Yes Yes 

MultlProtocol Connectivity No Yes 

Oracle Secunty Server Yes Yes 

Other feature$ 
Advanced Queuing No Yes Advanced Queuing supports two types 

of message payloads RAW and 
structured (where the structure IS 

specified by an object type) Without 
the Objects option users can only use 
RAW queues Both single-consumer 
and multi-consumer RAW queues are 
available without the oblects option 

Reverse key Indexes Yes Yes 

Password management Yes Yes 

Index orgamzed tables Yes Yes 

PUSQL stored procedures Yes Yes 
tnggers 

INSTEAD OF tnggers Yes Yes This feature can be used with 
relational views as well as object 
views Object capabilities require the 
Objects optIOn 

External procedures Yes Yes 

National Language Support Yes Yes 

LOB support Yes Yes 

( Oata Cartndges (extended aatatype support~ avadable at -extra cost) 
ConText Cartndge Yes Yes The ConText Cartndge offers full text 

retneval 

Video Cartndge Yes Yes 

Image Cartndge No Yes 

Visual Information Retneval No Yes 
Cartndge 

Time Senes Cartridge No Yes Note To add functIOns or types to the 
Time Senes Cartridge requires the 
Objects option 

Spatial Data Cartndge No Yes 
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AVAILABILITY OF ORACLE8 OPTIONS 

Feature 
Oracle 

8 

Oracle 
8 

Enter-
prise 

Edition 

Overview of Oracle 8 

Notes and References 

OracleS Optlons (avaUable onty for the OracJ-e8 Enterprise E{jmon~ at 
s-xtracost) 

Objects Option N 

Partitioning Option N 

Advanced Networking Option N 

Enterprise Manager 
Performance Pack 

October 1998 

N 

Y 

Y 

Y 

Y 

The Objects option allows data to be 
represented accessed mampulated 
and stored as business objects 
It allows the defimtlon of object types 
and all features that use object types 
including object tables object views 
the object cache extended Oracle Call 
Interface features the object features 
of Pro*C extended SQL and PUSQL 
support of object capabilities 
No CREATE TYPE ALTER TYPE or 
CREATE OR REPLACE TYPE 
statements are possible without this 
option 
Note INSTEAD OF triggers are 
available with the Oracle8 Enterprise 
Edition even without the objects 
optIOn and can apply to relational 
views Also note that LOBs (large 
objects) are Included In both Oracle8 
and the Oracle8 Enterpnse Edition 

The Partitioning option allows the 
defimtlOn of partitions of tables and 
Indexes This feature IS useful fo~ 

OL TP and Data Warehousing users 
Note that this optIOn IS reqUired for 
parallel Index scans and parallel DML 
(Insert update and delete) Note also 
that partition views a feature of 
Oracle7 release 7 3 IS Included In the 
Oracle8 Enterpnse Edition without this 
option 
No CREATE PARTITION statements 
are possible without this option 

The Advanced Networking option 
provides client/server server/server 
network security uSing encryption and 
data integrity checking as well as 
enhanced user authentication 
services 

The Oracle Enterprise Manager 
Perfonmance Pack provides an 
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advanced set of tools for managing 
database environments It consists of 
SIX applications for advanced 
diagnostics monitoring and tuning of 
Oracle environments 

Parallel Server Option N Y The Parallel Server option allows 
multiple nodes of a loosely coupled 
system (such as a cluster or massively 
parallel platform) to share access to a 
single database for Increased 
scalability and availability It Includes 
chent side faJ!over and on some 
platforms Inter node parallel query 
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INTRODUCTION 

Throughout history the most significant productivity advances 
In manufacturing or bUilding processes have come about 
when human skills were augmented by powerful tools 
Similarly, the productivity of architects and deSigners IS 
Improved when they are supported by CAD systems which 
take over tedious draWing chores and which check for deSign 
errors and omissions This also the case for system 
developers, deSigners, analysts, and managers who need 
tools (CASE) to support then dUring the development life 
cycle 

This paper IS organized as follows, section 1, the case IS 
defined Section 2 CASE classification IS presented Section 
3 the CASE architecture IS discussed Section 4 CASE 
Integration IS discussed Section 5 CASE benefits are 
discussed Section 6 CASE cost IS discussed Section 7 the 
CASE Justification IS discussed 

CASE DEFlN1TtON 

CASE IS the consistent application of methodology to systems 
development actiVities, and techniques CASE "tools" are 
programs (software) that automate or support one or more 
phases of a systems development life cycle The technology 
IS Intended to accelerate the process of developing systems 
and to Improve the quality of the resulting systems 

CASE CLASSlF1CATJON 

A classification of CASE according to the breadth of support 
for the software process IS 

• Tools that support IndiVidual process tasks 
• Workbenches that support phases or activities They 

consist of different tools with a degree of integration 
• EnVironments that support all or at least substantial 

part of the software developing process They Include 
several different workbenches 

CASE tools can also be classified according to the phases In 
which they automate or assist developers 

CASE TOOLS FOR SYSTEMS PLANNING 

October 1998 

CASE tools will help analysts and consultants capture, store, 
organize and analyze models of the bUSiness These models 
Will help the Information systems planners define and 
Prioritize 

Systems Research Egypt 272 

I%? 



( 

Subcontract no 132 SC 3 SRE Computer Aided Software Engmeerlng (CASE) 

• BUSiness strategies that are being (or will be) 
Implemented 

• Complementary information systems and information 
technology strategies to be Implemented 

• Databases that need to be developed 
• Networks that need to be developed 
• Applications that need to be developed around the 

databases and networks 
• 

CASE TOOLS FOR SYSTEMS ANALYSIS AND DESIGN 

CASE tools will also help system analysts better express 
users' requirements, propose deSign solutions, and analyze 
the information for consistency, completeness, and Integrity 
ThiS Information help analysts 

• Define project scope and system boundaries 
• Model and deSCribe the current information system 
• Model and deSCribe users' bUSiness requirements for 

a new information system 
• Prototype requirements for the purpose of discovery 

or verification 
• DeSign a computer-based Information system that will 

fulfill the user's bUSiness requirements 
• Prototype speCifiC deSign components (such as 

screen and reports) for the purpose of verification and 
ease-of -use 

• 
CASE TOOLS FOR SYSTEM DESIGN AND IMPLEMENTATION 

Application programmers and other system Implementers can 
use CASE tools to Improve their productiVity and quality It 
also helps them to qUickly generate application software ThiS 
Include 

• QUickly test and debug their program code 
• Automatically generate program code from analYSIS 

and deSign speCifications 
• DeSign and automatically generate special or detailed 

system deSign components like screens and reports 
• Automatically generate complete application code 

from analYSIS and deSign speCifications 

CASE TOOLS FOR SYSTEM SUPPORT 

October 1998 

CASE tools have a Significant role In the support of 
maintenance activities for production information systems 
They help analysts, deSigners, and programmers react to 
Inevitable, ever-changing bUSiness and technical 
environment ThiS Include 

• Helping programmers restructure eXisting or old 
program code to be more maintainable 
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• Helping programmers and analysts react to changing 
user requirements 

• Helping analysts and programmers reenglneer 
programs to accommodate newer technology (such as 
changing the DBMS) 

• Helping analysts and programmers determine when 
the costs of maintaining a system exceed the benefits of 
maintaining It 

• Helping analysts recover any SUitable Information from 
obsolete programs as a preface to taking that Information 
back to high level CASE tools and redeveloping a major, 
new information system 

CASE TOOLS THAT SUPPORT CROSS LIFE CYCLE ACTIVITIES 

Such tools support activity across the entire system 
development life cycle They Include project management 
tools that help managers plan schedule report on, and 
manage their projects and resources 

• Process managers that provide the necessary on-line 
gUidance and expertise With applYing the right CASE 
tools and faCIlities at the nght time 

• Estimation that attempts to accurately assess the size 
of the project and then estimate the time and cost to 
complete the project 

• Documentation With the deployment of CASE 
technology creates a wealth of documentation through 
the development process It offers thiS documentation at 
various POints of the project These documentation 
becomes work product or deliverable In the project 

CASE ARCHlTECTURE 

CASE architecture IS composed of two major parts a 
database called repository and a set of facilities and 
functions 

THE REPOSITORY 

October 1998 

The real power of a CASE tool IS Its repository not Its GUI and 
other Impressive looks A repository IS a developers 
database It IS a place where developers can store diagrams 
deSCriptions, speCifications, application programs, and any 
other working by-products of the system development 

Such repository may be local to each tool or Integrated In the 
I-CASE (Integrated-CASE) where all the CASE tools use the 
same repository The local repository may be shared among 
a workgroup In a network environment which allows different 
developers to share and exchange information about the 
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system under development On the other hand central 
repository IS a database for all the past, present, and future 
Information systems, databases, networks, and technologies 
for an entire organization of the current projects-m-progress 
This central repository helps developers to have a consistent 
and updated mformatlon about every single step made dUring 
the development process 

FACILITIES AND FUNCTIONS 

October 1998 

These facIlities and functions provide the repository data 
(Input), and represent Its contents (Output) 

• Graphics facIlities are used to diagram or model 
Information systems usmg various techniques 

• Descnptlon facIlities are used to record, delete, edit, 
and output non-graphical mformatlon and speCification 

• PrototYPlng facIlities are used to analyze or deSign 
components such as Inputs, outputs, screens, or forms 

• InqUiry and reporting faCIlities are used to extract 
mformatlon and speCifications out of the repository 

• Quality assurance faCIlities are used to analyze 
graphs, deSCriptions, and/or prototypes for consistency, 
completeness, and conformance to generally accepted 
rules of the system development 

• DeCISion support faCIlities are used to analyze 
mformatlon m the repository to proVide support for 
deCISions, for example Identify the scope of the project 
and which data entity IS stored In which database 

• Documentation faCIlities are used to assemble 
graphs, repository deSCriptions, prototypes, and quality 
assurance reports mto formal documents or dellverables 

• Transform faCIlities are used to automate or assist 
the transformation of somethmg mto another form, for 
example a bUSiness oriented model transformed mto a 
technicallY-Oriented data model 

• Generators automatically translate user requirements 
and/or technical deSigns Into workmg applications and 
programs 

• Data-shanng facilities prOVide export and Import 
repository mformatlon between different local 
repositories of the same CASE, between different CASE 
systems, or between the CASE and non-CASE systems 
such as word processors, spreadsheets 

• Secunty and versIOn control faCIlities maintain 
Integrity of repository information For example, to lock 
some data that should not change, tacking changes 
done by developers smce certain checkpOints (version 
control) 

• Housekeeping faCIlities are used to establish user 
accounts, project directOries, user privileges, tool 
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defaults and preferences, backup and recovery, and so 
forth 

CASE INTEGRATION 

The principal benefit of Integration IS that speCialized tools can 
be combined to provide wider support for activities With an 
Integrated system, training costs are potentially reduced as 
eXisting software IS reused when new systems are added If 
CASE system user Interface IS Integrated learning time and 
user error rate are likely to be reduced 

When Integrating a deSign workbench With a documentation 
workbench, the documentation IS automatically generated by 
the deSign tools and can be formatted neatly and Included In 

system documentation workbench 

When Integrating specification, deSign and programming 
tools With a configuration management (CM) workbench, the 
output from the tools can be managed uSing the CM system 
The organization can keep track of different changes, 
versions releases and so on 

Five levels of Integration are applied to workbenches and 
environments 

• Platform Integration means that tools or 
workbenches to be Implemented can run on the same 
platform 

• Data Integration means that different CASE tools can 
exchange data (Import/export or shared-repository) 

• Presentation Integration means that the tools In a 
system use a common metaphor or style and a set of 
common standards for user Interaction 

• Control Integration IS concerned With proViding 
mechanisms for one tool In a workbench or environment 
or start and stop other tools, a tool can call on services 
proVided by another tool In the system 

• Process Integration means that the CASE system 
has embedded knowledge about the process activities 
their phaSing, their constraints and tools needed to 
support these activities The CASE system partiCipates 
actively In scheduling of these activities and In checking 
that the reqUired activity sequence IS maintained 

BENEFITS OF CASE 

Like any other tool CASE tools can be misapplied or not used 
to ItS fullest potential However when properly used CASE 
tools can result In the following benefits 
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INCREASED PRODUCTIVITY 

CASE automates many of the most tedious clencal activities 
of developers It reduces the time needed to complete many 
tasks, espeCially those involVing diagramming and associated 
speCifications Estimates of Improved productivity through 
application of CASE technology range from 35 to more than 
200 percent 

Unfortunately, CASE technology never Immediately manifests 
Itself, as there IS a learning curve True productiVity gains 
usually come after uSing the technology on several projects 
If management IS looking for early tangible benefits, It should 
focus Its attention on quality 

IMPROVED QUALITY 

Quality IS measured In many ways How the information 
system fulfills user requirements? Can It easily adapt to ever­
changing reqUirements? How many bugs are In the 
applications? Can applications be easily modified or reused? 

CASE can eliminate or substantially reduce omissions and 
defects that would prove very costly to correct dunng system 
Implementation or support Assuming analysts, deSigners, 
and programmers are applYing very effiCient developing 
techniques, CASE tools can provide almost Immediate quality 
Improvement benefits In contrast, If poor techniques are 
used, CASE tools merely help you to develop poor quality 
systems much faster 

BETTER DOCUMENTATION 

An early benefit of CASE tools IS high-quality documentation 
CASE tools also make It easier to maintain that • 
documentation Indeed, we have also noticed an Increased 
Willingness of developers to maintain documentation If they 
are provided With CASE tools 

REDUCED LIFETIME MAINTENANCE 

October 1998 

The net benefit of higher system quality and better 
documentation should be reduced costs and effort reqUired 
for maintaining systems ThiS, In turn, creates more time and 
resources for new systems development 

Most information systems shops are unable to find enough 
time to do all the new system development (or major 
development) project that are proposed They simply spend 
too much time, effort, and resources to maintain eXisting 
systems By redUCing the amount of time spent on 
maintenance, a shop creates eqUivalent time to reenglneer 
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older applications, and focuses efforts on new applications 
that can return greater value and competitive advantage to 
the bUSiness 

METHODOLOGIES THAT REALLY WORK 

True CASE success depends on properly uSing a 
methodology and true methodology success depends on 
properly uSing a CASE 

CASE has made It pOSSible to realize the benefits of vanous 
methodologies Insistence on higher precIsion and detailed 
speCifications 

COST OF CASE 

CASE IS very expensive The cost of outfitting every systems 
developer with a preferred CASE tool kit IS stili prohibitive to 
many And the cost of CASE mainly comes from 

HARDWARE AND SYSTEMS 

SOFTWARE 

• CASE tools require a high performance graphics 
workstation 

• A high-resolution graphics display IS needed 
• They also require Network and file servers 
• If the target application platform IS mainframe or 

minicomputer, you may need a communication adapter 
and terminal emulation software 

• Better CASE tools require a sophisticated operating 
system 

• 

In addition to the software cost, there IS a hidden cost of 
extended maintenance contracts It buys you free upgrades to 
new versions and may give you access to hot line for on-line 
support 

TAINTING AND CONSULTING 

October 1998 

The proper application of CASE tools generally requires some 
degree of training CASE consulting Industry has evolved to 
support users of CASE tools Representative services 
Include 

• Onentatlon of management and staff to CASE 
technology 

• Selection of the standard CASE toolkit and/or 
methodology 

• Integration of CASE tools Into your methodology 
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• Customlzatlon of your methodology to support 
selected tools 

• Adaptation of your CASE tools to support what IS 
required by your methodology 

• Pilot project supervision or gUidance 

JUSTIFJCATlON FOR CASE 

A study has made to evaluate the benefits of CASE The 
analYSIS IS based on a worst case assumption With 
overestimated costs and under estimated tangible benefits 
The result of this study was that CASE Yields a positive return 
on Investment So With more realistiC values the benefits Will 
be more, and then you cannot afford not to take advantage of 
this technology 

ORACLE DESIGNER/20GO RELEASE 2 0 

Its tool set proVides an Integrated CASE environment for 
developing enterprise-wide and client server applications 

It spans every phase of the software development life cycle 
from bUSiness modeling to deployment Its repository-driven 
approach allows any or all of ItS components to be used for 
rapid development of scaleable, cross-platform, distributed 
applications 

The reverse engineering and deSign capture capabilities 
proVide 100% reverse engineering of application logiC as well 
as 100% generation 

Its CASE architecture uses the central repository that IS 
shared In a multi-user environment The functions and 
faCIlities deSCribed at the CASE architecture are all supported 
In the Deslgner/2000 except It has a rudimentary deCISion 
support faCIlity 

It has a high degree of Integration as It supports the five levels 
of CASE integration The application development life cycle 
support IS accommodated by a powerful tool for 
documentation that generates very useful reports from the 
repository for documentation and also for quality assurance 

DESIGN GOALS OF DESIGNER/2000 TOOLSET 

October 1998 

• GraphiCS throughout the lIfe cycle Diagrams show 
components and their connect along With reports, 
utilities, and generators proVide a sound framework for 
system engineering 
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• Flexible bUSiness modeling Both object-onented 
and entity-relationship bUSiness modeling techniques are 
supported 

• Generation for the Web and Client/Server A single 
definition for a module or entire application can be 
deployed to the Web or client/server environment 

• DeSign Capture Server deSign for a wide set of 
databases can be captured and regenerated This 
allows the migration of databases from legacy systems 
Into Oracle 8 database Also Visual baSIC and 
Developer/2000 applications can be captured Into the 
Deslgner/2000 repository 

• Round-tnp Engmeenng Applications generated 
from Deslgner/2000 to Developer/2000 can be altered 
outSide the DeSigner and these changes are recaptured 
Into the DeSigner repository for more refinement and 
regeneration 

• RepOSitory Management FacIlities A RepOSitory 
Administration Utility IS prOVided to manage different 
projects to be stored In the repository and object 
definition to be shared among projects 

• Powerful Default Database and Application DeSign 
Transformers A Database DeSign Transformer can 
produce database schema from an entity-relationship 
model Also an Application DeSign Transformer can 
produce module definition for screens reports, and 
menus from a functional and data flow models 

• RepOSitory Flexibility and Open Interfaces New 
object can be defined uSing a dialog Interface These 
objects can be handled and accessed uSing Matnx 
Diagram or the RepOSitory Object NaVigator The new 
object may be an object used by any other deSign tools, 
which enables tailonng the repository to be used In a 
heterogeneous environment including tools from other 
vendors 

• Desktop Integration The modeling toolset provides 
close and direct Integration With familiar desktop 
environment 

• Diagram Management and SynchrOnization A 
broadcast mechanism IS used to notify users working on 
a certain object that thiS object has been changed, In 
order for out-of-date object to get updated to reflect the 
new changes 

DESIGNER/2000 PRODUCT OVERVIEW 

ORACLE PROCESS MODELER 

October 1998 

The process modeler Within Deslgner/2000 directly supports 
process modeling techniques, which helps organization to 
Visualize understand and radically Improve their fundamental 

Systems Research Egypt 27 10 



( 

Subcontract no 132 SC 3 SRE computer Aided Software Engineering (CASE) 

bUSiness processes An organization can gain Significant 
competitive advantage by understanding how these bUSiness 
processes work and exploring the opportunities to perform 
them more effectively Cost reductions, quality Improvements 
along with opportunities to use technology to greater 
advantage are all pOSSible outcomes of process activities 

BUSINESS ANALYSIS AND REQUIREMENT MODELING TOOLS 
• Entity relationship Diagram Entity Relationship 

Diagram supports the creation, display and manipulation 
of all entity and relatIonship properties Including 
attributes PropertIes of attributes are displayed uSing 
default symbols for mandatory, optional and Uniquely 
IdentifYing attributes The diagram supports transferable 
relationships 

• Object Type Modeling It uses an open standard for 
object modeling which IS Unified Modeling Language 
(UML) USing the Type Modeler the deSigner can create 
either object types or value types Value types can be 
thought of as specialization of a bUilt-In type such as 
number or string Value types are available to allow the 
concept of domainS 

• Function Hierarchy Diagram It represents the 
actiVities carned out by a bUSiness It uses the technique 
of Function Decomposition, whereby a high-level 
statement of an enterprise or department IS broken down 
Into progressively more detailed functions 

• Data Flow Diagram It shows who data flows through 
an organization's bUSiness areas For a speCific 
bUSiness function, each diagram Illustrates the source 
and the destination of data, where It IS stored and how 
Information IS transferred 

• The RepOSitory Object NaVigator It provides a way 
of viewing and manipulating objects In the repository and 
administration of applications ThiS tool displays 
elements stored In the repository In a hierarchical 
fashion 

• MatriX Diagram It IS a general-purpose cross­
reference tool that IS used to support object SCOOping, 
Impact analysIs, network planning and quality control 

ORACLE DESIGN EDITOR 

October 1998 

• Module Diagram It provides a way of creating and 
manipulating the tables and columns used by a module, 
giving the developer a complete graphical environment 
for creating and generating code Links between tables 
are foreign keys used to define master detail 
relationships 
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• Preference Palette It IS used to prOVide the look-and­
feel of the application It allows users to set View, and 
manipUlate user preferences used by Oracle Forms, 
Web Server, Visual BaSIC, and Report Generators In a 
highly graphical and Intuitive form 

• Module LogiC Editor It aids wntlng of application 
code by supporting the developer with known and correct 
constructs to define Packages, Procedures, Tnggers 
Cursors, and Functions 

ORACLE DESIGNER/2000 GENERATORS 

October 1998 

• Forms Generator It creates screens layouts cIlent­
side application logiC, and database access definitions 
Generator preferences allow sophisticated use of user 
Interface objects In a consistent and productive manner 

• Oracle WebServer Generator It generates 
applications for the Web These will run uSing Oracle 
Web Application Server The generated application will 
run on an Industry standard browser 

• C++ Generation USing the Object Type Model as ItS 
base, It generates C++ classes that prOVide transparent 
persistency for these objects 

• Visual BaSIC Generator It generates fully functional, 
data-onented Visual BaSIC applications, based on 
module and database deSign speCifications 

• Oracle Report Generator It generates fully 
bltmapped graphical reports uSing data stored In the 
repository by the System deSigner Data Module 
Diagram, and Preferences Palette The generator 
creates layouts and database access routines reqUired 
for Developer 200 reports 

• Oracle Server Generator It creates all server-side 
components from the Information held In the repository 
SOL DOL IS created for table deSigns defined uSing 
system DeSigner This Includes the baSIC table and 
column information along with server-side validation of 
foreign key, constraint, pnmary key etc It also generates 
and reverses engineers Oracle ROB, OB2/2, MS SOL 
Server, Sybase, ANSI SOL DOL, and OOBC databases 
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