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Dear Lawrence:

In accordance with Article IV of the above Delivery Order, we are providing yon with four copies
of the report on Internal Audit Project fulfilling the deliverables for Function C of the workplan.
Our objectives for this task included building an audit and risk profile of the Bank; recommending
and developing a1 effective audit plan; developing customizea and practical audit procedures;
implementing the audit plan; identifying skills requirements and training needs for the Internal
Audit Department; optimizing the use of facilities available from computerized accounting
systems, and developing a new products process.

Additional assistance to CSOB in this area is being provided under an extension to the Delivery
Order. Deliverables for work performed under this extension are described in the updated

workplan.

If you have any questions regarding this report, please call Adrienne Brombaugh at (202) 879-
5650.
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Lizann Prosser L
Senior Manager
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October 12, 1994

Lawtence Camp

USAID - ENI/PER/EP
20 21st Street, N.W.

Washington, D C. 20523

Re: Contract No, EUR-0014-1-00-1056-00, Delivery Order No. 31,
Ceskoslovenska Obchodni Banka (CSOB) - Draft Workplans

Dear Lawrence:

As required by Article IV of the above-referenced delivery order, we are subimirting for your
approval the attached draft workplans for technical assistance to the Treasury Department
(Function A) and the Internal Audit Department (Function C) of CSOB  If these workplans
are accepuablo, please indicate your approval by signing below and returning a copy to us via
fax for files. With your approval last week of the workplan for the Problem Loan Deparunent
(Function B), the remaining workplan to be submitted is for the revised tasks described in the
receat modification to the scope of work, If you have amy questions regarding this request,
please call me at (202)879-5650.

Sincerely,

i -
Alrienne Brothbiu

, | [/30/7¢
Lawrgnce Camp, Corﬂur Daté
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lCcskoslovcnska Obchodni Banka A.S. l

WORK PLAN

INTERNAL AUDIT PROJECT

!Deloitte & Touche, Czech & Slovak Republics July 1994 JI



' Ceskoslovenska Obchodnt BMZL_____________

INTERNAL AUDIT PROJECT

Estimated
Timing
Phase | *  Fact Finding & Famulianisation: Overview of & | £2-13 Man Days
Familiarisation with the Bank's Business Activities and |
Automated Svstems including [BIS. Ovenview of the Structure
& Organisation ol the Intemal Audit Department, Audit Plan,
Personnel & Procedures; Report Preparation
Phase II ¢ Recommendations for [ntemal Audit - Plan, Structure etc. 10-15 Man days |
Phase 111 ¢ Development of Practical & Customised Audit Procedures
covering, as a minimum, the principal business activitics of the
Bank
|
Phase IV ¢ Implementation of Audit Plan |
i
|
Phase V * Identilv Skills Requirzments & Training needs for Internal Audit 3-3 Man days |
Department f
Phase VI ¢ Staff Training for Internal Audit
Phase VII *  Optimise Use of Audit Trailing facilities available from the 15-20 Man Days .
computerised accounting system(s) including IBIS ‘
Phase VIII ¢ Development of New Product Process 3-5 Man Days
TOTAL

!Deloine & Touche, Czech & Slovak Republics July 1994 I
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|Ccskoslm enska Obchodni Banka A.S.

INTERNAL AUDIT PROJECT

PHASE I:

. Fact Finding & Famiiiarisation including obt..ning an understanding of':
- the Bank's Automated Accounting Systems:.
- Internal Audit Deparument’s Structure & Plan
- Current & Planned Business Activities

» OBJECTIVE: BUILD AN AUDIT & RISK PROFILE

OF THE BANK

EDeloitte & Touche, Czech & Slovak Republics July 1994 I
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]Ceskoslovcnska Obctioanm Bankna A S |

INTERNAL AUDIT PROJECT

PHASE II:

. Recommend and Develop an Effecuve Audit Plan & Programme for the Bank's
Intemal Audit Department.

> DELIVERABLE(S):

. an Audit Plan which, n the first instance, 1s balance-sheet and P & L
related

. an Audit Plan which 1s based on Risk Assessment & Analysis and is tailored
to meet the Risk Sensitivities of the Bank's current and planned business
activities

. an Audit Plan which 1s flexible to meet a changing environment and one

that can respond to special siuations as they arise

. an Audit Plan which meets the necds of Senior Management and the
Supervisory Board

. an Audit Plan which 1s best banking practice and meets generally accepted
International Audining Standards

. an effective and professional Audit Programme  which will eventually enable
the external auditors (o reduce the exient of their audinng, place more
reliance on the work of the Internal Auditing Division and thus enable the
Bank to reduce External Audit [ees

HDeloine & Touche, Czech & Slovak Republics July 1994 I



| Ceskoslovenska Obchodni Banka A S.

INTERNAL AUDIT PROJECT

PHASE III:

. Develop Customised and Practical Audit Procedures which are applicable and
sensitised to the underlying risks in the Bank's Business Activities

The main focus will be.

/.
2.

S1OV L

© %

audit objecnives;

baiance sheet & statement of P & L related 1.e. each audit includes an
element of trial balancing and proof of the prime accounting records;
all risks assessed and covered,

effecuve internal controls are in place and are operative;

all transactions are approved prior (o booking,

all transactions are booked & booked correctly;

all income received and booked to the accounts:

continuous review of the computerised accounting systems in use;
verification that operanng siaff are familiar with their jobs:

i 0 compliance with Bank Policy & Directives;
11. compiiance with the Rules & Regulations of the Czech & Slovak Republics:

Deloitte & Touche, Czech & Slovak Republics July 1994 l
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El Ceskoslovenska Obchodni Banka A.S. l

INTERNAL AUDIT PROJECT

> DELIVERABLE(S): Aunir PROCEDURES COVERING THE
FOLLOWING AREAS/BUSINESS
ACTIVITIES

. Accounnng & General Ledger
i Foreign Exchange & Money Market (include. FRAs, Currency Options)

. Funding Risks (Exposure to Interest Risks)

. Securities & Investments Activities
. Loans & Advances (Credit)

Bills of Exchange

Bills Discounted

Letters of Credit
Guarantees Issued

. Cash Area & Vault

. Nostro Accounts Reconciliations

. Internal Accounts Reconciliations

. Fixed Assets

i Retail Banking (Demand Deposit Accounts)

. Data Processing Developments (New Systems)
i Data Processing Security (Existing systems)

!Deloine & Touche, Czech & Slovak Republics July 1994 I



[ Ceskoslovenska Obchodni Banka A S. _l

INTERNAL AUDIT PROJECT

PHASE IV:

. Implementation of Audit Plan

nDeloine & Touche, Czech & Slovak Republics July 1994 ‘l
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LCcskoslovcnska Qbchodm Banka A.S. I
M

INTERNAL AUDIT PROJECT

PHASE V:
. Identify Skills Requirements & Training Needs for the Internal Audit
Department

» DELIVERABLE(S):

Skills Requirements Identified;

Actual Skills Available Documented;

Skills Shortfalls, if any. Identified & Documented
Traiming Needs dentified

e ¢ ¢ o

HDeloiuc & Touche, Czech & Slovak Republics July 1994 I



‘Ceskoslovcnska Obchodn! Banka A.S.

INTERNAL AUDIT PROJECT

PHASE VI.

. Staff Training provided through a mixture of on-site (in-house) training and
out-Bank coursed as appropriate

ﬂDeloine & Touche, Czech & Slovak Republics July 1994 il
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Ceskoslovenska Obchodni Banka A.S. I

INTERNAL AUDIT PROJECT

PHASE VII:

. Optimise the use of facilities available from the IBIS and other computerised
accounting systems

1. review the audit trailing facilities available from the IBIS and other
computerised accounting systems

2. identify reports which are available and which can be used without any
system changes required

3. idenuify reports which are available and which can be used with some
report formatting &or system changes

4. identify data which is available and which can be presented in

customised reports requiring some system changes or which can be
down loaded onto a PC for further use

> DELIVERABLE(S):

. List of automated reporis/facilities and audit trailing already available and
which can be utilised by the audit department without requiring any system
changes

. List of automated reporis/facilities and audit trailing already availabie and

which can be utilised by the audit department but ‘vhich require some
system changes

. List of automated reportsifaciliies and audit trailing already available and
which can be unlised by the audit department after some system changes
and/or additional report generation

. List of automated reportsifacilities and audit trailing which should form an
integral part of each and every audit

!Deloirte & Touche, Czech & Slovak Republics July 1994 !
M
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[ caskoslovenska Obchodm Banka AS.

INTERNAL AUDIT PROJECT

PHASE VIII:

. Development of a New Products Process

> DELIVERABLE:

a New Products Process which includes all the necessary features relating
t0 Risk Analysis and Assessment, Credit, Accounting, Czech and Slovak
Accounting and Other Regulations and which involves all the appropriate
parties including the Internal Audit Department, as appropriate

!Deloittc & Touche, Czech & Slovak Republics July 1994 iI
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Ceskasiovenska Obch w 7 :

INDEX
STANDARDS & POLICIES:
o Responsibilities of the Chief Internal Auditor SP1
- Introduction
- Responsibility
- Independence
- Standards
- Policies
o Auditing Principles & Standards SP2
- Internal Controls
- Separation of Duties
- Vacation Policy
- Rotation of Duties
- Dual Controls
- Accrual Accounting
- The Internal Audit Programme
- Qualifications of the Auditor
- Professionalism & Maturity
- Competence

IDeloitte&Touche ' » — . December 1994 ]I
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: Cesk

REF: SP1
Date: 12/94

STANDARDS & POLICIES

RESPONSIBILITY OF THE CHIEF INTERNAL AUDITOR

INTRODUCTION

Internal Auditing is an independent inter-organisational appraisal function which carries out
regular reviews of operations and other activities as a service to management. [nternal
auditing is a management control whose function is to measure, evaluate and report on the
effectiveness of other controls.

The principal objective of the internal auditing function is to assist all members of
management in the effective discharge of their responsibilities, by providing them with
regular analyses, appraisals, recommendations and pertinent comments concerning the
banking activities reviewed. The realisation of this objective involves:

] reviewing and appraising the soundness, adequacy and application of the system of
internal control;

=] ascertaining that the assets of the Bank and its customers are safeguarded:

=] determining that transactions are processed on a timely basis and in accordance with
generally accepted accounting principles;

=] ascertaining the extent of compliance with established procedures, management
policies and regulatory requirements;

RESPONSIBILITY

The responsibilities of the Internal Audit Function must be clearly established and defined in
the Bank's bye-laws. It should be management's policy that the Chief Internal Auditor
conducts audits of CSOB and its subsidiaries and that he reports his findings to line
management, and the Board of Directors and the Audit Committee, as appropriate. In order to
discharge these responsibilities effectively, the auditor must have full and unrestricted access
to all the Bank's records, properties and personnel relevant to any examination being
undertaken and be free to review all policies, plans, budgets, transactions, policies and
procedures.

| Deloitte & Touche December 1994

17



| Ceskoslovensha Obchodni A.S.

REF: SP1
Date: 12/94

Responsibility for the development, implementation and enforcement of the system of
internal control rests with management at all levels. [n performing his duties, the intemnal
auditor has no direct responsibility over any of the activities which he reviews. In other
words, the internal auditor's review and appraisal does not in any wa\ relieve managemeat of
their responsibilities.

INDEPENDENCE

Independence is essential for the effective performance of the intemal audit function.
Independence is obtained primarily through appropriate organisational relationships, but also
requires the objectivity of the auditor. This implies that:

[w] The chief internal auditor should have direct access to the Board of Directors and
the Audit Committee;

[m] The Auditing Division must be independent from the areas it audits. The internal
auditor should not develop and implement procedures, prepare accounting vouchers
and other records, or engage in any other activity which he would normally review
and appraise and which could reasonably be construed to compromise his
independence.

His objectivity is not adversely affected, however, by his determination of the
standards of contrul to be applied or his recommendations for improvement in the
procedures under his review.

STANDARDS & POLICIES

The development of proper and comprehensive Standards and Policies is necessary for an
effective discharge of the responsibilities of the auditor. Auditing Standards and Policies
should constitute the framework within which the detailed procedures. as specified in the
Internal Audit Programme, are performed.

Specifically:
[m] Standards:

Standards are the criteria by which principles can be properly translated into action
and the results evaluated. They deal with professional qualities and set the guidelines
for the exercise of judgement. Whilst broad based, they still must be clearly defined
and fully articulated since they form the parameters within which detailed Audit
Policies and Procedures should be developed.

IDeloitte & Touche December 1994 I
2
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| Ceskosloveaska Obchodni Banka AS.

REF: SP1
Date: 12/94

a Policies:

Policies are directives determined by senior management to be used in attaining
given objectives. Auditing Policies are developed within the context of the Auditing
Standards and as such naturally emanate from them.

lD_eIoitte & Touche , _ December 1994 I
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t Ceskoslovenska Obehod A.

REF: SP2
Date: 12/94

STANDARDS & POLICIES

AUDITING PRINCIPLES & STANDARDS

A major responsibility of the Bank's Board of Directors is the establi-hment of proper
internal controls to protect its customers. shareholders, directors and staff. The execution of
this responsibility requires a professionally competent internal auditor who is responsible for
an audit programme which, in etfect, is a managerial control within the Bank.

Internal auditing has as its basic purpose the prevention and detection of loss. To be fully
effective, the audit programme and its administration must have management support of its
freedom to review, examine and appraise independently all the Bank's activities and
procedures. Effective auditing means more than just an examination and verification of, and
recommendations for, proper internal controls as well as the review of compliance with laws,
regulations and policies. At the same time, sound practice requires that the cost and extent of
internal auditing should be commensurate with the risks involved.

The auditor must serve in a staff relationship without authority or direct control over the staff
and departments whose work he reviews. Moreover, the review and appraisal of the work of
others does not relieve them of their own assigned responsibilities. The auditor must have
complete independence in carrying out the audit programme and in reporting his findings. He
should be administratively responsible to a senior officer at the executive management/policy
making level and normally should send copies of his reports to the Bank's Chief Executive
Officers and other senior managers as appropriate. When in his judgement the best interest of
the Bank demands it, the auditor should be free to report not only to executive management
but also to the Board of Directors and/or an Audit Committee.

STANDARDS for EVALUATING INTERNAL AUDIT & CONTROL PROCEDURES

The following statements will establish the criteria by which principles can be properly
translated into action and the results evaluated.

Internal Controls:

Internal Controls referred to herein consist of checks and balances built into the operating

procedures of the Bank. They exclude administrative controls such as cost and quality
controls, time and motion studies etc. Policies and procedures on internal controls should be
in writing. The auditor is responsible for reviewing the controls and procedures for adequacy

and compliance.

IDeloitte & Touche December 1994 I
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!Cbskulovemka Obchadni Banka A.S. , !I

REF: SP2
Date: 12/94

The auditor should review all changes in operating procedures to make sure that proper and
adequate internal controls are built-in. For objectivity he should not install procedures.
originate or approve entries or otherwise engage in any activity that he would be expected to
review or appraise.

The auditor also has a responsibility to acquire sufficient knowledge of electronic data
processing systems and techniques to assure himself that adequate controls are incorporated in
all systems in use and planned. He must keep himself informed of any programme
modifications so that he can establish. if appropriate. that suitable controls are maintained at all
times.

As a minimum, an internal control programme should include the following:
a Separation of Duties:

No one individual should control a transaction from inception to completion.
O Vacation Policy:

To be effective, vacation policy requires a minimum time each vear away from the
job - vacation, training course, military service etc. The recommended minimum
period is two weeks.

a Rotation of Duties:

On a periodic basis e.g. every two vears, employees should be assigned to difTerent
jobs within their respective department and, to the extent possible, within other
departments.

m] Dual Controls:

Dual control is an important aspect of internal control. It should include the physical
handling or custody of all cash. quasi-cash and securities in the strong room. loan
collateral etc. Dual control of assets held by other depositories should be exercised
through a dual signature arrangement i.e. 2 individuals must sign. Dual controi .
procedures should also include sensitive areas such as dormant accounts.

(w] Accrual Accounting:

Accrual accounting of income and expenses facilitates a more accurate determination
of current profits. It also provides an important control over the actual receipt of
income and the payment of expenses.

MDeloitte & Touche December 1994 !I
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 Ceskosloveaska Obchodni Ba .S.

REF: SP2
Date: 12/94

a The Internal Audit Programme:

In order to meet its proper objectives, the internal audit programme should include:

% A determination that:
= the accounting and other records of the Bank are accurate:
= transactions are promptly and properly recorded in the accounts;
= assets are adequately safeguarded and properly recorded in the
financial reports and statements;
= liabilities are fully disclosed and accounted for;
= collateral and other non-fedger items are properly recorded and

protected by effective custodial controls;

@ A review of?

= the adequacy and effectiveness of written procedures covering the
accounting, reporting, operations, credit and treasury functions;

compliance with applicable Czech & Slovak rules and regulations;

= compliance with Bank policies as established by management and/or
the Board of Directors;

= the accounting for and controls over the receipt of income:

= expenses to determine that they are authorised, correct as to amount
and consistent with bank policy:

= the performance of personnel in accomplishing assigned internal
control functions and responsibilities;

= loan losses, operating losses and charge offs and efforts made to
recover these funds:

= signing and other authorities granted to members of the organisation

- to approve and make loans, sign official checks, bank drafts and
payment orders, internal accounting entries, letters of authorisation,
title deeds transfers and any other legal or accounting document - to
ensure compliance with established policies:

= the administration and operation of personal and trust accounts and
the validity of action taken by authority granted under the trust
instruments;

= any pending litigation affecting the Bank including a determination

of whether or not legal opinion or advice of counsel has been
obtained and is on record;

Deloitte & Touche December 1994



Ceskoslovenska Obehodni AS.

REF: SP2
Date: 12/94

) An examination and test of the reliability of the accounting procedures and
the accuracy of the resulting reports and financial statements.

= An examination and test of the income and expense accruals.

> An examination and test of the contingent accounts.

% An audit of loans including loan collateral and a verification that all loans
have been properly approved. A loan review/credit review unit is utilised by
some banks as a means of monitoring and maintaining the quality of the
loan portfolio.

< An evaluation of all insurance policies in force.

) The utilisation of generally accepted verification and confirmation
techniques e.g. positive and negative confirmations and circularisation
programmes.

) The preparation of proper, logical and complete sets of working papers

covering each audit.

Qualifications of the Auditor:

The qualifications of the auditor will have a direct bearing on the adequacy of any
internal audit and control programme. The job specifications for a good auditor call
for an unusual combination of personal qualities. The auditor needs mature
judgement, integrity, imagination, initiative, courage and a high degree of objectivity
and skill in personal relationships. His educational background should include
accounting concepts and the theory and practice of banking and banking products.

Professionalism & Maturity:

The auditor should be a professional who performs in a specialised technical
environment. This professionalism should be characterised by maturity, discipline
and competence. Conduct and appearance should reflect the standards of a
professional person capable of exercising mature judgement.

eloitte & Touche : _ v ' Decer 1994
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| Ceskosloveasha Obcodni » ,

REF: SP2
Date: 12/94

a Competence:

The auditor must possess the knowledge and skill required to fulfill the
responsibilities of the audit function. He must:

] ubnderstand and apply the Bank's Standards and Policies in performing his
audit functions;

D be able to apply appropriate auditing skills and techniques to specific audit
assignments;

S develop and maintain a working knowledge of relevanz technical subjects;

S exercise sound judgement;

IDdoitte»& Touche. . - ‘ : S December 1994 I
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The Role of The Centralised Monitoring Group
(New Function)

General:

The basic function of this Group is to be ‘the financial eyes and ears’ of the Department. to
gather financial intelligence, to be an important aide in risk monitoring, assessment and
analysis, trend analysis etc. and to keep the audit department informed of such maters - the
principal reason for this being that whilst the auditors are out in the field auditing they will not
have much time to keep abreast of important matters happening elsewhere which might impact
on their work either specifically or generally.

For example:

- an audit of Income & Expenses commenced on | January. On 4 January the Chief
Auditor received a newly issued Bank Policy Directive on Bank Expenses covering
approvals, documentation etc. The auditors in the field are not aware of this document
but its contents clearly have an important bearing on their audit.

- some problems have been encountered in Branch A involving the accounting for
Foreign Exchange. At the same time a team of auditors are auditing foreign exchange
in Branch X.

In both instances the task here for the Centralised Monitoring Group would be to review both
situations to appraise themselves fully of the facts and, if appropriate, to ensure that the
auditors in the field are fully informed of any urgent matters so that they can adjust the scope
of their audit accordingly.

Task List: (Not exhaustive)

1. Set up and maintain a system to receive regular e.g. monthly relevant financial data
including consolidated Statement of Financial Condition, consolidated Profit & Loss
statement, branch balance sheets, currency balance sheets, variance analyses, funding
reports etc.

2, Review financial data and identify any unusual trends. Make comment and follow up
as appropriate. Advise Chief Auditor &/or Audit Manager.

3. Cariy out trend analysis especially relating to balances, business volumes, error

statistics etc. Inform relevant Audit Manager so that he can follow up during the next
audit or earlier as appropnate.

%l



10.

11,

12.

13.

Develop, implement and maintain a system of bi-monthly phone calls to branch
managers, important functional heads - the purpose of the phone calls is to ascertain if
there are any special problems, issues or transactions etc. which the auditors should
know about.

Review existing and new Bank policy documents. ldentify any changes required in
existing audit procedures, get approval to update the audit procedures, make the
changes and disseminate changes especially to auditors in the field .

Review operations departments operating procedures and, if appropriate, prepare
comments for the signature of the Chief Auditor.

Review departmental charts of organisation and advise the Chief Auditor or relevant
Audit Manager of any appropriate matters which need to be followed up.

Review existing and new Czech & Slovak Regulations. Identify any changes required
in existing audit procedures, get approval to update the audit procedures, make the
changes and disseminate changes especially to auditors in the field .

Review audit workpapers at the end of each audit and identify any potential changes
required in the audit procedures, obtain approval to make the changes, make the
changes and disseminate.

Maintain files of permanent audit working papers.

Review audit workpapers at the end of each audit and identify any papers of a
permanent nature which should be carried forward to the permanent papers file(s).
Execute.

Regula~ly review appropriate financial journals to identify any matters which may
have a bearing on the audits of the Bank. Disseminate as appropniate. For example
published bank errors or frauds.

Establish & maintain a library of reference books, articles ctc. relating to auditing,
risk analysis etc

S Dt & Touche, Casch & : i
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The Role of The Special Projects Group
(New Function)

General:

The Special Projects Group can be described as the “fire-fighting section’ of the Intemmal Audit
Department.

From time to time operating proble. 1s arise in the Bank requiring the assistance of in-house
experts from one or more departmenus to help solve. Generally speaking internal auditors will
tend to have a broader knowledge of the Bank's operations than any other group and in some
ways could be looked upon as the ‘knowledgeable elite’. Therefore, the basic function of this
Group is to utilise the experience and logical mind of its trained auditors in giving assistance to
the Bank in helping to solve special problems of a bank-wide nature as they arise. Also by
taking part in these special project(s) the auditor(s) are representing the interests of the Internal
Auditing Department by keeping a watching brief and by ensuring that the solutions taken are
logical and effective and that the problem has been solved.

Also, from time to time problems of an urgent auditing nature arise and there are no auditors

around as they are all on auditing assignments. Thus, the Special Projects Group affords the
Internal Auditing Management with a measure of flexibility in its day to day operations.

Task List: (Not exhaustive)

1. To provide a measure of flexibility to the Internal Audit Department in its day to day
operations,
2. To provide technical, logistic and physical assistance to the Bank in special

problematic situations as they anse either by managing special projects independently
or as part of a bank-wide team.

3 To represent the interests of the Internal Auditing Department whilst involved in
bank-wide projects.

. Ceskoslovenska Obchedni Banks A.S =~ = sme
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CSOB - INTERNAL AUDIT PROGRAMME - OVERALL

SHORT JAUDIT CYCLE] TOTAL JRATING FROM| DATE OF NEXT AUDIT | AUDIT
AUDIT SUBJECT CODE | INMONTHS |MAN DAYS| LASTAUDIT |LAST AUDIT| 1995 1995 | TYPE
BALANCE SHEET RELATED: 777 T T\ T T T T T U R
Assets: - — | T T
()”‘[l ()’gd"”d'l("' R ‘__(x_) __.‘__24. . T —tso _r__i- _:- ) ) T e F;jr
liccountng & (lgncrullcdger AC | 24 | 160 T _Fuk
Hulance Sheet Review ns 24 ) B ﬁﬁg 7_~‘ o Full -
Income & Expense Statement Review CE_ | 24 | B8O} | _Ful
orelgn Exchunge, FRA's, Options _ KX 24 1oy Rl
Investments T 24 w B 7 T Full” .
Cash & Vault — CA 24 R Y D S | Fun
Due FFrom Central Bank ___RE 24 | _wop A Ful
A tsnimum Reserves witlh CNB_ MM | 24 1 ) | Full
[ue from B Bunks o | _REMM 24 |t L - ~ Full
Ciovernment Bills B R I L D - 50 . R Full
Loans to (mvernmenl Immullum LA 24 |\ 20 [ D S Full
Commercial I. ouns L o LA - 24 240 ) R R Full
Loans & ldvances I e _ B _ I Fuli
- Dills Discounted ) S S j o N _':_ F(Jl!
- Letters of Credit ) ) .-.__<, e o ___, I S o DU (U SRR ,_F!:'" 7_
- Guarantces ) o e . _— b | Ful
leunns/l uch-;";s B _,7, ) . ] o U DU D S Full
(Jther Recelvublex[wm Customers Hs I 24 10 L D Full
Trupeme loans _j a1 24 60 S R N b TFdi
Collection Ttems Hs 24 . I " Fult
Other Reccwablu[mm I):.hmu o bus 24 8y . B CFutt’
Accrued Recervables IR O TN SO~ DN SV -, ) DA, et ) ~Ful
Rece:vdblu[nin_l §l{grel§ghj§u lous_ |24 |___ . PR B o R Full
Receivables from Stock Exchange Subjects _us | 24 4 2 L D " Full _
Yecm'nex I’nrchu&!_” o T 24 _50 S _ e . FU“
Invesiments L 24 150 . R I O T Full
Placements ullh_ _I'q(;lgn HranchL . MM ] FZ 3 . | I I Full ~
Tangible Property _FA | 24 I 8O B _Ful
Intangible Property IS D2 S (- | D SRR DU S L
Lequisinon of Property i T 24 30§ Full
Specral Transuctions 24 20 Full
Sub-Total 2,002

BEST AVAILABLE DOCUMENT

ad



Deloitte & Touche

B

ST AVAILABLE DOCUMENT

1

CSOB - INTERNAL AUDIT PROGRAMME - OVERALL

SHORT {AUDIT CYCLE] TOTAL RATING FROM | DATE OF NEXT AUDIT | AUDIT
AUDIT SUBJECT CODE IN MONTHS | MAN DAYS{ LAST AUDIT {LAST AUDIT 1995 1996} TYPE
Ligkiitie; 7T T o - 2 i R
Loans from Central Bank IIEN R N ) R D Full
isbises to Financial Inst DA | 24 | 40} I Full
Deposts from Banks CO_ | _ 24 _ . _60] . L B Full
Deposits from Gov t Institutions Hs _}_ 24 {60 . e Full
Convmercial Deposits (incl Retail Banking) IE 24 160 R P Full
Due to Customers - Other Balances [E 24 eof I Full
UCertificates of Depusit Issued cp 24 60 I Ful
Deposits from Domestic Branches - 24 80 ~ . Full
Due 10 Other Credutors 24 40| _ B Full
Hccrued layables o I D . D e - O R Full
Due to Stock Exchange IEntities 24 20] o o Full
Unpaid Securities Liabilittes ~ _ 24 _ 10} . . Full
Heserves o . 24 80| _ o Full
Retamed Earnings e 24 50 ~ _ Full
Capital ) D R D 24 . 30 - Full
Undivided P'rofits from Prior Periods . 24 10 L Full _
Current Period Earnings o 24 _20 7_ . Full _
Specoal Operations 20 — - Fun__
S 330 -
Non Hatune Shesi Heaied: T B I — i
Funding T T T TFfFD | _ 24| ed I B I Y1)
Data Processing Develupments (New Systems) oPD 24 soof Y IR Full
Data 'rocessing Securnty (Exsting Systems) | DPS | = 24 _ 800} i I - Ful
Commumications COM 24 Yooy T I Full
Funds Transfers Fr_ i 24 60F . Full
Versonnel o b PE 24 100 o R Full
Security of 'remises | _SEC | 24 _tooy I Full
Compliance with Bank Policy CL 24 80 ~ Full
Compliarce with Czech & Slovak laws & Regulations CLR 24 120 I Fuill
, . suB-16TAL 200 S P
Oiher. - R — s A e St S
Tremd Amalys SRl il At 20 ) A, R—
Centralised Manitoring o A_ Daity |~~~ 600 L B _
Froud | Continuous __ 1,000 o e
Specud Progects - Continuous . 8o} R R
Suh Tutal T o 2800 T
GRAND TOALL 7,752

Page 7



CESKOSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Business 31 May 1994

ASSETS

BEST AVAILABLE DOCUMENT

Amount % of Audit Audit Cycle Total Rating From Date Of Next Audit Audit
Account Ref. Account Dascription in CKcs Total Short Code in Months Man Days | Last Audit Last Audit  |1994]19951 1998 Type
n CASH o ~ 1 3.493.226 232%| 120 o Full
12 Cash on Hand T T 3,092,668 2.05%| €A | 24 120 Full
13 Gold ) i T T 2235700 0.15%] | _ CA. 24 Full
14 Precious Matals R R, 2 0.00% o R __ Full
15 Liguid Assets 176,788| ..0.12% CA 24 AP SR L
16 'DUE FROM CENTRAL BANK e} 1.159,793] 0.77% e . .10
17 Payment Accounts o 1,159,793 0.77% RE 24 _ 20
18......} Other Placemenis 0}...0.00% 0.
iMUM RESERVES WITH CNB_ 2.768,083| 1.84% cP g
20 0 o~00% ..................... Fu" ......
21 "' DUE FROM BANKS 1 30,248262| 20.07%| o310 Full
22 Current Accounts | 40214141 267% RE | 24 | 80 Ful
Time Placemenis . _1.10473,597| 6.95%|  MM___ 24 | 145 o Full
{Tumeloans i 15.753,241| 10.45% MM 24 145 SRRSO SRR U D i
R o]... 0.00% 0. R R O Full -
0| _.000% 0 e e N O DR "
............. : 5 5o 5 - i
28 | GOVERNMENT BILLS 14.349,000| _ 9.52% Ti 24 100 I A N Full
25 ' 0| _0.00% ] e
30 LOANS TO GOVERNMENT INSTITUTIONS ______ | _____ 1,700 ) -~ — 20 Fail
31 . o o B , Full
32 1,700| 0 24 20 — SN DAV (U SN DR

26

1 NA-51 AR



ASSETS

CESKOSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Business 31 May 1994

Amount

% of Audit Audit Cycle Total Rating From Date Of Noxt Audit Audit
| Account Ref. Account Description in CKcs Total Short Code in Months §Man Days | Last Audit Last Audit  ]199411995]19388 Type
-..33__ _ | COMMERCIAL LOANS _ 74.187.6831 49.23% = _ ] 220 _. [N R I
34 Current Arcoun!s {Overdrawn) 7.857,486] 521%| LA 24 _ 40 U R N T
_ 3 Short Term Loans for Comm Raca:vublos _1,114,278] 0.74%| = LA 24 - 50 I Full
__.36____ |Other Short Tesmloans __ _ | 20,634,743| 1369%| LA 24 .50 __}._ Fuli
.37 | Medium Term Loans 8 720,392| 579%| LA | 24 {40 | . R b Full
38 Long Term Loans 35, 860 684 23.80% LA 24 40 SR P Full
39 0.13% HS 24 B Full
__ 40 SUSPENSE_LQ,ANS !G'lj"hdl ‘w____!igi’é 535 ,__:3;:_"-'3‘3_5 — ;__ e .20 | __ . - - , __ Ful
_._41__ |Doubrtulloans _ _ | 2,648,577} _1.76%|_ _ LA __ i 24 1 S5} S AU IR RN U DO .
_.42 _|losnlosses . J194_9§5 . 1.60%) LA .28 - S Full
_._ 43 __ _|WNonStandsrdlosns of _000%|___  __ _}\ __ ). S__ | .. U D S IS
_._ 44 ___ _|Other Classitied loans 0l __0.00% _ 5 SRR AN RN SRR S
45 - I e 0 000% ) o . N I R
46 _ ] 0 0.00% . S
a7 - ’ ol .000%l ] (XSRS RN (VU DU DU B e
48| COLLECTION ITEMS T276534| 0.18%| _ HS 24 ) i o Full
49 » 0 o Full
50 OTHER RECEIVABLES FROM DEBTORS 610 957 24 8 e Fuil
651 | ACCRUED RECEIVABLES - - 6, 1_@5_&1 D T e - N Fuil
52 Future Equngq; . o | 98,610]| .24 | __30_ . | _ Fun
53 Future Income _ B R } 3,114,608 24 | 20 _ R - e " Full )
54 I Q _________ o _ I Full
55 Fola/gn Exchango Accoun!s b 20534 _o0.0!° 28 | 10 . s “Full
36 2,910,469|  1.93 24 10 -~ Full
__67_ | RECEIVABLES FROM SHAREHOLDERS 34-9.7..‘-.5 . 24 4 —- Full
58 ol  0.00% Full
RECEIVABLES FROM STOCK EXCHANGE SUBJECTS L O X1 Y - A2 S A N P P R CFall
Deloitta & Jouche Page 9 1 08:53 AM
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CESKOSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Business 31 May 1934

ASSETS

Amount % of Audit Audit Cycle Total Rating From Date Of Next Audit Audit
Account Ref. Account Description in CKcs Total Short Code in Months ] Man Days | Last Audit Last Audit [1994 [1995 [1996 Type
CI TN o - 0-00% ....... 0 ...............................
"| SECURITIES PURCHASED . 4,684,143 T30a%|TTT - 1 N A Rl
Securities Purchased on Account L9498 0.01% T 24 30 __ Full
o . e e .. O] 0.00% L L _}__ Full
Fixed Interest Securities 3911885 260%| T 24 1o S RN T 1
Shares/Securities with distinct Income | 662,756 0.44% T 24 _ 10 1. Fulb
0 0.00%), b Full
67 INVESTMENTS ) e _ 1§§:_!§'I1 1.30% o 150 _ Full
68 Investments with Major Influence o 1,622,973 1.08%| T 24 | _75 _ Fuli
W89 Discretionary Investments e SR S B4 LEal
70 7| PLACEMENTS WITH FOREIGN BRANCHES 1,067,920 0.71% 40 T Full
71 Long Term Placements with Fgn.Brenches | 1,067,920 0.71% MM _.24 40 Ful!
2 | _0.00% N ] Full
TTT337777] TANGIBLE PROPERTY 2,145462] 1.42% B0 Full
74 Operstivnal Property | 2063512 1.37%| __ FA 24 . 50 Full
75 Non Operational Property 82,150 0.05% FA . 24 30 Full
76 1 0 0.00% _ o
77 _ . 0 0.00% . _
78 0 co0%{ 1 4 g o
........... 79 | INTANGIBLE PROPERTY 20.155|  0.01% HS 24 6 Full |
T | _2370854| 15a%| _FA | 24|30 : TRl
63,765| 0.04% HS 24 2 N AT Full
— . 0] _000% USSR DSOS S Y P .
.loe2z| [0.01% 2 e e Fuil
B4 I o .. o ooo%| |9 ’ . e
88 | SPECIALTRANSACTIONS 218.061,410 24 20 ]
85 GRAND TOTAL ASSETS 150.695.607] 100 00%, 1.394

s
Z3

1 08:55 AM



CESKOSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Busiiess 31 May 1994

LIABILITIES Amount % of Audit Audit Cycle Total Rating Frcm Date Of Next Audit Audit

Account Ref. Account Description in CKcs Total Short Code in Months Man Days ] Last Audit Last Audit ]1994[1995]1996 Type
89 _ | Loans from Central Banks o ] .. 826,303] 0.55% . o 1 90 o] | Fall
90 1 ~0.00% o Futl

91 _ | Other Borrowings " T _491,300| | 0.33%| MM | 24 " | S0 el R

92 . o o| oo0o0%| B T R T T R

- 93 _ | Refinanced Loans - Total _  _ 335,003 _ 0.22% DA 24 40 | . 3 b ) FuM
94 _ . —— oy __0o00%{ | _ | ) o S "
85 ot L __ 0 0.00% (N IO SR S . L R U SR BT
. .96 | Refinanced Losns 335003| _ 0.22% DA 24 40 Full

[%.]
1D
|
1
)
QIDIQI
ioiolol
3
r
1
|
|
j
|
i
|
-
£

100 ' ' — ol o.00% Full

Deposite from Banks | 60,021,231] 33.19%| ) T so , , ~ Full

Current Accounts " T _210%| DDA | 724 TITTNO | . - Ful
Tima Deposits - 18.69%|  MM_ | 24 | 20 f Full

Other Deposits

107 Deposits from Govt. Institutions i . 5,077,727 3.37% o . 10 Full
108 : o I L0 _000% S, N o Ful
109 Deposits non-Budget Means 5077,727 3.37% MM 24 10 Full

110 Commescial Deposits ] V» ). 53.127.024 3525% 7 65 ] Full

197 . |CumentAccounts . |.29.941.491) [19.87%| DDA | "Tza [T 3sT T [ 1 T ey
112 _ | TermDeposits " 1723185534 1539%| DA | 24 | 30 Full

113 Savings Accounts [ 0.00% B I . h_ .

Deluitte & Touche Page 11 1 09:03 AM
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CESKOSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Business 31 May 1994

LIABILITIES Amount % of Audit Audit Cycle Total Rating From Date Of Next Audit Audit
Account Ref. Account Description in CKcs Total Shott Code in Months Man Days | Last Audit Last Audit [1994 |1995 [1996 Typs
114 Due 1o Customers - Other Balances 3,783,707} 251% DA 24 20 b e e LU
"“';' §i..p9999i?. lasued __3:_’4667'8 .60 o A —". --~ -—-—.-»‘- ..... [N D Full o
118 N U IR . Ful
LI S A o 000%] ol e e e e L
1 18 o ........... Fu“»
119 ) ‘p__a_p_gtiu from Domaastic Branches 1,066,217 0.71% MM . 24 PY S R D . -
120 Dus 1o Other Creditars 25.171; .0.02% DA 24 B SRRSO USRI SOOI OO SN R
21 Accraed Payables . | _6746.131| 448%| o 390 I ' TR
122 Future Expenses ) L 1,483,013 0.98% ~IE 24 : 60 Full
123 Future Income | _ 18430 001%| € | 24 . 160 i Fun
124 0 000%) L . . N . . . Full
125 Foreign Exchange Operations Accounls ) __ 152,256 0.10%;  FX .24 100 . - 7 Full
126 Other Accounts 5,092,432 3.38% FX 24 70 | Fuli
............................ Fu'
| Due to Stock Exchange Entities 15,820 0.01% HS 24 5 R ~ Full
129 Unpaid Securities Liabilities 228 oo0%| | __ | % Full
130 Purchased Securities/Stock o | 2251 000%| T __ .24 _5 . Full
131 _ — . 0y _o000%| - S ] Full
132 ol Tol00% S R T G
1-;.:-’——.- P - _...._0 9,9,9,! e e} e e B _ B _Fg!lvl
134 S o}....! 0.00%] e b e ] e | Full
T3S | - " o] __0.00% B — - o B T T R
Do 19 1 Na-Nna AM 171(‘




CESKUSLOVENSKA OBCHODNI BANKA A.S. - CONSOLIDATED as at Close of Business 31 May 1994

LIABILITIES Amount % of Audit Audit Cycle Total Rating From Date Of Next Audit Audit
Accounl Ref. Account Description in CKcs Total Short Code in Months [Man Days| Last Audit Last Audit 11994 119956 ]1996 Type
. 136___ [Resarves S 11,335,648 782% | __ . __ | _8 | _ I [ I i
... 137 __ |Raserves Free of Taxes £.483,751]  563%| € | 24 | 45 _ o SRS (U (N OO .
138 Other Reserves 2,851,797 1.89% IE 24 40 _ L Full
139 [Retained Earnings | 5.163,692| _3.41% _ R _40 _ i
140 | Legsl Reserve Fund | 5,105,000] " 3.39%| __cP 24 25 -
141 | Othur Reserve Funds 33,8221 0.02%| _ _ CP 24 10
142 Other Funds from Earnings 24,870 0.02% CcP 24 I U W I I S
.43 [Cepital 5.7105.000 3.39% cP__ ). .24 1 15 i ~ R S A S L'
144 i 1.030.766| 0.68% HS 24 15 . T | Fan
145 o o 0.00% ...................... - F;‘-ll—
146 70.039| _0.05% cP USRS, S .- A . _Full
147 I 0.00% Full
348 | Current Period Earnings 3.954.389]  2.62% IE .24 5 .. _ _ Full
152 Special Operations 218.061,410] 144.70% ! e e e o, full .
J 160,695,607 .
149 |TOTAL LIABILITIES 5 100.06% 890
Dedintto & Teuche Page 13 1 09.05 AM
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CESKOSLOVENSKA OBCHODNI BANKA ASS. - 1995 AUDIT SCHEDULE

January

February

March

April

May

June

02|09 ]16]23 30

06 {13]20]27

06 [13]20]27

03[10]177]24

o1 [os [1s]22]29

05 12119 |26

Total

Prague 1.0.

Plan

Actual

Difference

Bmo

Plan

Actual

Iufference

Qstrava

Plan

Actual

Dufference

Plzen

Plan

Actual

Difference

C Budcjovice

Plan

Actual

Iufference

Delontte & Tonche




CESKOSLOVENSKA OBCHODNI BANKA A.S. - 1995 AUDIT SCHEDULE

January

February

March

April

May

June

02|09 162330 061320727

06 [13 [20]27

03 [10]177]24

01 o8 [15[22]29

os [12 [ 1926

Total

H.Kralove

Plan

Actual

Difference

Liberec

Plan

Acinal

Difference

Jabloncec

Plan

Actual

Difference

Nachod

Plan

Actual

Difference

Teplice

Plan

Actual

Iifference

Delontte & Touche

15
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CESKOSLOVENSKA OBCIODNI 3ANKA AS.-1995 AUDIT SCHEDULE

January

February

March

April

May

June

02 {09 J16]23]30]06]13]20]27

06 [13[20]27

03 [10]17]24

o1 Jos [15]22]29

os [12]19]26

Total

Bratislava

Plan

Actual

Difference

Trencin

Plan

Actual

Difference

— - 4

Kosice

Plan

Actual

Difference

Zilina

Plan

Actual

Ihfference

Plan

Actual

Dufference

Dcelotte & Touche
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CESKOSLOVENSKA OBCHODNI BANKA A.S. - 1995 AUDIT SCHEDULE

July

Au

oust

September

October l November l December

03101724131

07 | 14

21 | 28

o4 |11 ]18]25

02 (09 [12]23]30]o6 132627 o411 ]18]2s

Total

Praguc H.O.

Plan

Actual

Difference

Bmo

Plan

Actual

Difference

Ostrava

Plan

Actual

Difference

Plzen

Plan

Actual

Difference

C.Budejovice

Plan

Actual

Difference

Deloitte & Touche




CESKOSLOVENSKA OBCHODNI BANKA A.S. - 1995 AUDIT SCHHEDULE

July

August

September

October | November I December

03 [10]17]24]31

07 [14]21]28

o4 {11 ]18]25

02 [09 162330 o6 [13]20]27]0a 11 [18]25

Total

H.Kralove

Plan

Actual

Difference

Liberec

Plan

| A ctual

Difference

Jablonec

Plan

Actual

Difference

Nachod

Plan

Actual

Difference

Teplice

Plan

Actual

Difference




CESKOSLOVENSKA OBCHODNI BANKA A.S. - 1995 AUDIT SCHEDULE

July

Au

pust

September

October l November I December

03 {10 17243107714

21 |28

o4 [ 11 ]18]25

02 |09 162330 o6 132027 Joa[u1 [18]25

Total

Bratislava

Plan

Actual

Difference

Trencin

Plan

Actual

Difference

Kosice

Plan

Actual

Difference

Zilina

Plan

Actual

Difference

Plan

Actual

Infference

Delotte & Touche

19
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~ Ceskoslovenska Obchodni Banka A.S

SECTION I

4P



-- i ) '_,_C&I,koslovemk'n Obchedni Banka A.S B pe—

ASSETS:

Total consolidated assets as at close of business 31 May 1994 were Czech Crowns (CZK’s) as
follows:

S BRANCH b CZK s (Milligs) e

Crech Branches:
= Prague Head Office 112,496 74.65
~Brno Branch 2,300 153
- Ostrava Branch 3,217 2.13
- Pizen Branch 1,911 1.27
=~ C.Budejovice Branch 2,073 1.38
- Hradec Kralove Branch 2,232 1.48
- Liberec Branch 1,306 87
- Jablonec Branch 987 - .65
‘- Nachod Branch 712 47
- Teplice Branchk o 254 47
Sub-Total 127488  84.60
Slovak Branches:
- Bratislava Branch 18,256 12.11
- Trenein Branch 373 25
- Kosice Branch 1,231 32
- Zilina Branck S 3,347 222
| Sub-Total 23207 1540
" TOTAL 150,695 100.00

Deloitte & Touche, Czech & Slovak Republics =~ 0w e ]



Czech Crowns (Millions)
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Czech Crowns {Millions)
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" Ceskoslovenska Obchodni Banka A.S

STRUCTURE OF CONSOLIDATED ASSETS

S S (000)) %

Cash 3,493,226 2.32
Due From Central Banks/Reserves 3,927,882 261
Due From Banks 31,316,172 20.78
Government Bills 14,349,000 952
Commercial Loans 80,055,175 53.12
Securities Purchased/Investments 6,537,754 4.34
Accrued Receivables . - 6,144,221 408
Other Assets : A 4,872,176 3.23
TOTAL : : o 150,695,606 100.00




Czech Crowns (Millions)
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"7 Ceskoslovenska Obchodni Banka A.S

STRUCTURE OF CONSOLIDATED LIABILITIES

CZK’s (00y) .

Deposits from Central Bank/Govt. Institutions 5,904,030
Deposits from Banks 51,087,448
Commerciaf Deposits 56,910,731
CD'’s Issued 3,346,618
Accrued Payable 6,746,131
Capital & Retained Earnings » : 11,369,497
Current Period Earnings P 3,954,389
Reserves - N 11,335,548
Orther Liabilities . 41,216

TOTAL RIS 150,695,608

33.90
3177
222
4.48
7.54
2.62
7.52
.03

100.00

3.9




--- o E .7 - Ceskeslovensks Obchodni Banka A.§ —

Czech Crowns (Millions)
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U Deloktie & Touche, Caech & Slovak Republics . .
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. Ceskoslovenska Obchodni Banka A.S

SECTION III

UL eloltie & Tonche, Caech & Slovak Republics



ovenska Obchiodni Banka A.S = ==

OVERALL AUDIT OBJECTIVES:

) Integrity of Statement of Financial Condition

) Integrity of Statement of Income & Expenses

) Risk Sensitive to the Bank's Business Activities

¥ Flexible to Meet Changing Business Activities & Environment
v Adoption of Best Intenational Auditing Practices & Standards
) Meets the Needs of Senior Management

J Reduction in External Audit Fees

57



OPERATIVE AREAS:

‘J

‘J

v

IBIS Computerised Accounting System

Balance Sheet Related Activities

Non-Balance Sheet Related Activities

sE



A MAIN FOCUS:

) Accounting & General Ledger

Y IBIS Generated Audit Trails

) Foreign Exchange & Money Market Activities
(including FRA's, Currency Options)

) Funding Risks & Liquidity (Exposure to Interest Rate Risks)

) Securities & Investments Activities
) Lending Activities:

- Loans & Advances;

- Bills of Exchange;

- Bills Discounted;

- Letters of Credit;

- Guarantees Issued;

- Leasing;

Cash Area & Vault

Deposit taking Activities (Retail Banking)
Fixed Assets

Nostro Accounts Reconciliations

Data Processing Developments (New Systems)

<. L L L L <&

Data Processing Security (Existing Systems)

Ceskoslovenska Obchodni Banka A.S. .

59



PLANNED RESULTS:

Adequate Separation of Duties, Roles & Responsibilities
Identification of Appropriate Internal Controls covering all Activities
Ensuring that Internal Controls are in place and are Effective
Operational Security:

- All transactions booked,

- All transactions booked correctly;
- All transactions booked on a timely basis;

All Sources of Income & Revenues [dentified and Docusnented

All Income & Revenues Received on a Timely Basis

All Income & Revenues booked to the Appropriate Accounts

All Operating Expenses Adequately Approved and Booked to the
Appropriate Accounts

Compliance with Bank Policies & Directives

Compliance with the Laws & Regulations of the Czech & Slovak
Republics

(20
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PRINCIPLES OF INTERNAL CONTROL
AN OVERVIEW

BACKGROUND:

The basic trading commodity of any bank or financial institution is money and, potentially,
banks are exposed to monetary loss through a deterioration in a customer's credit worthiness,
operating errors or defalcation and fraud. In order to mitigate against these potential exposures
banks need to establish a system of "Internal Controls" with the following principal features
and objectives:

a INTERNAL CONTROLS:

- to prevent errors and irregularities;
- to detect, idennify, correct and report on errors and irregularities;

o QUALITY CONTROLS:

- to promote, improve and maintain operating efficiencies;
- to ensure the accuracy and financia! and other integrity of outputs and reports to
management;

O MANAGEMENT CONTROLS:

- to develop and establish standards and performance criteria;

- to develop a logical and effective system for measuring financial performance and
for allocating revenues and costs;

- to monitor and report on financial performance;

SEPARATION OF DUTIES:

A basic tenet or principle of control is the separation of duties concept which stipulates that to
the extent possible, no one individual should control a transaction from inception to completion.
Or in other words the maker and checker routine.

RISKS:

To be effective, any system of Intenal Controls should, in the first instance. revolve around the
balance sheet and should take into account the risks inherent in the various business activities
which are expressed in the accounts and financial statements. The principal risks can be
defined as:

Financial: e.g Interest Rate Risk. Credit Risk; Currency Risk; Funding Risk, Liquidity Risk;
Product Based,

Staffing (Human Resources);

Systems (Technology);

toitee & Toinche: Eoech & bice
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AN APPROACH TO INTERNAL AUDITING
&
ACCOUNTING CONTROL

STEPI:

Identify the principal activities in each operating function of the Bank and
define and document the control objectives related to these activities

STEPII:
Identify the system attributes and procedures which contribute to the

achievement of the control objecuves, or identify the deficiencies which
prevent the control objectives from being achieved

STEP III:

Evaluate whether the identified system attributes and procedures provide
reasonable assurance that the control objectives are achieved

7%
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BASIC OPERATING FUNCTIONS OF THE BANK

A framework for completing Step I will be provided by dividing the Bank into the
following six basic operating functions and by defining the typical control
objectives related to the activities of each function.

¥ Admunistration (Control & support of Functional Activitics)

¥ Lending (Extensions of Credit)

¥ Investments (Managing Liquidity and Secondary Utilisation of Funds)

¥ Fiduciary & Other Services (Providing non-funds related services)

¥ Financial (Managing non-deposit Funds)

v Operations (Processing & Control of Transactions)

" Deloitte & Touche, C2ech & Slovak Republics
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ADMINISTRATION
(Control and Support of Functional Activities)

* Plan of Organisation
* Policies and Procedures
* Internal Audit
* Branch/Subsidiary Bank Administration
* Laws & Regulations
* Information Systems:
- Budgets;
- Responsibility Centres & Cost Accounting Systems;
- Operating Analyses;
- Financial reporting,;
- Regulatory reporting;
* Security & Physical Safeguards
» Reconciliation of Detailed Records to Control Accounts
» Reconciliation of Physical Assets to Accounting Records
* Advertising & Promotion of the Bank and its Services
* Acquisition of Deposits
* Salaries & Wages:
- Hiring of Staff & Terminating Staff,
- Wages & Salary Administration;
- Fringe Benefits,
- Preparation of Payroll,
- Recording of all Transactions;
* Bank Premises & Equipment
* Tax Planning & Administration
* External Audit

““ 7 Deloitse & Touche, Caech & Slovak Republics



" Ceskoslovensks Obchodni Banka A.S

II. LENDING
(Extensions of Credit)

* Analysis of Credit Risk

* Review of Credit Risk

* Authorisation of Credit & Terms

* Recording of Transactions

* Billing and Collection of Principal & Interest
* Valuation of Collateral & Security

* Security & Physical Safeguards

Deloitte & Touche, C2ech & Slovak Republics
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INVESTMENTS
(Managing Liquidity and Secondary Utilisation of Funds)

* Investment Securities, Trading Account Securities and Money
Market Funds:
- Authorisations;
- Recording of Transactions;
- Income Recognition;
- Valuations;
- Security & Physical Safeguards;
* Foreign Exchange:
- Authorisations;
- Recording of Transactions;
- Income Recognition;
- Valuations;
* FRA’s & Other Derivatives:
- Authorisations;
- Recording of Transactions;
- Income Recognition;
- Valuations;




IV. FIDUCIARY & OTHER SERVICES
(Providing non-funds related Services)

i Ceskoslovenska Obchedni Banka A.S

* Trust Services:
- Authonisations;
- Recording of Transactions;
- Billing & Collection of Fees;
- Secunty & Physical Safeguards
* Safekeeping
* Safe Deposits
* Collection Items
* Travellers Cheques, Bureau de Change etc.
* Letters of Credit
* Mortgage Loan Servicing
* Other Services




V.
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FINANCIAL
(Managing non-deposit Funds)

* Borrowed and Purchased Funds & Leases:
- Authorisations;
- Compliance;
- Recording of Transactions;
* Equity:
- Authonsations;
- Compliance;
- [ssuance;
- Recording of Transactions;
* [nvestments in and advances to/from Branches, Subsidiaries &
Other Affiliates:
- Authonsations;
- Recording of Transactions;
- Valuations;

7 Delotié & Touché, Carch & Slovak Republics
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OPERATIONS
(Processing & Control of Transactions)

. Ceskoslovensks Obchodni Banka A.S

* Cash - security & physical safeguards
* Corporate Disbursements:
- Authorisations;
- Recording of all Transactions;
* Deposits in other Banks:
- Authorisations;
- Recording of all Transactions;
* Interest on Deposit Accounts:
- Authorisations;
- Recording of all Transactions;
* Service Charges on Deposit Accounts:
- Authonisations;
- Recording of all Transactions;
* Transactions Processing;
- Authonsations;
- Recording of all Transactions;
- Daily Balancing, Periodic Proofs, Reccncilements etc.

) O



RISK PROFILE:

\/ System Auributes and Procedures to Consider

\/ What can go wrong
- errors

- irregularities
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LENDING:

Lending Arrangements require Authorisation of Credit and Terms
(Authorisation)

Lending Arrangements are Recorded Correctly as to Account, Amount and
Period (Recording)

Potentially Uncollected Accounts are Promptly Identified, Evaluated and
Provided for (Valuation) and Known Uncollectible Accounts are
Charged Off with Proper Authorisation (Authorisation, Recording)

Transactions Involving Real Estate and Other Repossessed Property are
Authorised, Evaluated and Recorded Correctly as to Account, Amount and
Period (Authorisation, Recording, Valuation)

Interest, Loan Fees and Other Charges are Billed to Customers in the Correct
Amount (Authorisation, Recording)

Interest, Loan Fees and Other Charges are Recorded Correctly as to Account,

Amount and Period (Recording)



INVESTMENTS:

Investment, Trading Account and Money Market Transactions are
Authorised and Recorded Correctly as to Account, Amount and Period
(Authorisation, Recording)

Income Eamned on Investments, Trading Account Securities and Mouey
Market Funds is Correctly Recorded as to Account, Amount and Period
(Recording)

Loss in Value of Investments is Promptly Detected and Provided For
(Valuation, Recording)

Physical Loss or Misuse of Investments is Prevented or Promptly Detected
(Safeguarding, Reconciliation)

Foreign Currency Transactions and Foreign Exchange Futures and Other
Derivative Contracts are Authorised and Recorded Correctly as to Account,
Amount and Perio- and Timely Revaluations are Made Using Appropriate
Rates (Authorisation, Recording, Yaluation)

' Deloitie & Touche, Czech & Slovak Republics .,
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FIDUCIARY AND OTHER SERVICES:

‘v/ Trust Department Procedures Frovide for Compliance with Provisions of
' Trust Agreements (Authorisation, Safeguarding) .

‘v/ Trust Department Assets are Recorded Correctly as to Account, Amount and
Period (Recording)

‘v/ Trust Fees are Billed in the Correct Amount (Authorisation, Recording)

‘v/ Trust Fees are Recorded Correctly as to Account, Amount and Period
(Recording)

v Physical Loss or Misuse of Trust Department Assets is Prevented or
Promptly Detected (Safeguarding, Reconciliation)

‘v/ Fees for Other Services are Recorded Correctly as to Account, Amount and
Penod (Authonsation, Recording)

W



FINANCIAL:

v Transactions Involving Borrowed or Purchased Funds, Leases and Other
Obligations and Related Expenses are Authorised and Recorded Correctly as
to Account, Amount and Period (Authorisation, Recording)

‘/ Equity Transactions are Authorised and Recorded Correctly as to Account,
Amount and Period (Authorisation, Recording)

‘/ Investments [a and Advances to/From Branches, Subsidiaries and Other
Affiliates are Authorised and Recorded Correctly as to Account, Amount and
Period (Authorisation, Recording, Valuation)

- Ceskoslovensks Obchodni Banks A.S e
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OPERATIONS:

Physical Loss of Cash is Prevented or Promptly Detected (Safeguarding,
Reconciliation)

Cash Disbursements are f'r Goods or Services Authorised and Received
(Authorisation, Safeguarc: ng)

Cash Disbursements are Recorded Correctly as to Account, Amount and
Period (Recording)

Due From Bank Transactions are Authorised and Recorded Correctly as to
Account, Amount and Period (Authorisation, Recording)

Transactions Processed by Tellers are Recorded Correctly as to Account,
Amount and Period (Recording)

Loan Disbursements are Properly Authorised (Authorisation)
Withdrawals from Deposit Accounts are Properly Authorised (Authorisation)

Customer Initizted Transactions Affecting Loans aud Deposits are Properly
Applied to Subsidiary and Other Accounts (Recording)

Documents Entering the Accounting/Proofing Department are Controlled and
Balanced (Authorisation, Recording, Reconciliation)

Interest on Deposits is Recorded Correctly as to Account, Amount and Period
(Authorisation, Recording) .

Service Charges on Deposit Accounts are Recorded Carrectly as to Account,
Amount and Period (Authorisation, Recording)

* . Deloitie & Touche, Czech & Slovak Republics - ‘ 15
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ADMINISTRATION:

Salaries, Wages and Benefit Expenses are Incurred Only for Work
Authonised and Performed (Authonsation)

Salaries, Wages and Benefits are Calculated at the Proper Rate
(Authonisation)

Salaries, Wages, Benefits and Related Liabilities are Recorded Correctly as
to Account, Amount and Period (Recording)

Other Expenses and Related Liabilities are Incurred Only with Proper
Authonisation (Authonsation)

Other Expenses and Related Liabilities are Recorded Correctly as to
Account, Amount and Period (Recording)

Provisions for Income Taxes and Related Assets and Liabilities are Recorded
Correctly as to Account, Amount and Penod (Authorisation, Recording)

Commitments and Contingencies are Identified, Monitored and if
Appropnate, Recorded (Recording, Valuation)

Amortisation or Loss in Value of Intangibles is Recorded Correctly as to
Account, Amount and Penod (Recording, Valuation)

Bank Premises and Equipment Transactions are Made Only with Proper
Authonsation (Authonisation)

Bank Premises and Equipment Transactions and Depreciation are Recorded
Correctly as to Account, Amount and Period (Recording)

Physical Loss of Bank Premises and Equipment is Prevented or Promptly
Detected (Safeguarding, Reconciliation)

Physical Loss or Misuse of Items for which the Bank is Accountable to
Others is Prevented or Promptly Detected (Safeguarding, Reconciliation)

" Deloitte & Touche, Czech & Slovak Republics
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CONTROL OBJECTIVES:

Five general control objectives will apply to any type of transaction or account.

These are:

v Authorisation

v Recording

) Safeguarding

v Reconciliation

v Valuation

17
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Authorisation:

All transactions must be executed in accordance with management's
intentions. Authorisations may be general and apply to a large number of
similar transactions, or they may be specific. General authonisations are
granted by establishing policies such as officer lending limuts, customer
credit limuts, or ranges of interest rates.

Specific authonsations are required if management has not given general
approval. For example, management may decide that all loans over a certain
figure requires approval oy three approvers.

Recording:

All authorised transactions are recorded in the correct amounts, in the
appropriate accounting period and in the appropnate accounts and sub-
accounts. No fictitious transactions are recorded.

Safeguarding:

Responsibility for physical custody of assets should be assigned to specific
individuals who are independent of the related record-keeping functions.
Physical and direct access to assets should be limited to designated personnel
(e.g. only tellers have access to cash) and indirect (paperwork) access to
assets should be limited to those who are properly authonsed. Safeguarding
should also be achieved through physical precautions (e.g. locked filing
cabinets for unused bank drafts and fire-proof vaults for the protection of
securitics, collateral etc.)

Reconciliation:

Records are regularly compared with physical assets, documents, or control
accounts (e.g. periodic reconciliation of investment securities to detailed
records, control accounts etc.) The nature and amount of any differences
must be determined and appropriate adjustments recorded.

Valuation:
Recorded amounts are regularly reviewed for impairment in value and write-

offs or other adjustments must be recorded as appropriate and in accordance
with generally accepted accounting principles.

" Deloitte & Touche, Czech & Slovak Republics
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AUDITING PRINCIPLES & STANDARDS

A major responsibility of the Bank's Board of Directoss is the establishment of proper internal
controls to protect its customers, shareholders, directors and staff. The execution of this
responsibility requires 1 professionally competent internal auditor who is responsible for an
audit programme which, in effect, is a managenial control within the Bank.

Internal auditing has as its basic purpose the prevention and detection of loss To be fully
effective, the audit programme and its admuinistration must have management support of its
freedom to review, examine and appraise independently all the Bank's activities and procedures.
Effective audiing means more than just an examination and venfication of, and
recommendations for, proper internal controls as well as the review of compliance with laws,
regulations and policies. At the same time, sound practice requires that the cost and extent of
internal auditing should be commensurate with the risks involved.

The auditor must serve in a staff relationship without authority or direct control over the staff
and departments whose work he reviews. Moreover, the review and appraisal of the work of
others does not relieve them of their own assigned responsibilities. The auditor must have
complete independence in carrying out the audit programme and in reporting his findings. He
should be administratively responsible to a senior officer at the executive managemenvpolicy
making level and normally should send copies of his reports to the Bank's Chief Executive
Officers and other senior managers as appropriate. When in his judgement the best interest of
the Bank demands it, the auditor should be free to report not only to executive management but
also to the Board of Directors and/or an Audit Committee.

STANDARDS for EVALUATING INTERNAL AUDIT & CONTROL PROCEDURES

The following statements will establish the cnteria by which principles can be properly
translated into action and the results evaluated.

Internal Controls:Intemal Controls referred to herein consist of checks and balances built into
the operating procedures of the Bank. They exclude administrative controls such as cost and
quality controls, time and motion studies etc. Policies and procedures on intemal controls
should be in writing. The auditor is responsible for reviewing the controls and procedures for
adequacy and compliance.

Thre auditor should review all changes in operating procedures to make sure that proper and
adequate internal controls are built-n. For objectivity he should not install procedures,
originate or approve entries or otherwise engage in any activity that he would be expected to
review or appraise.

The auditor also has a responsibility to acquire sufficient knowledge of electronic data
processing systems and techniques to assure himself that adequate controls are incorporated in
all systems in use and planned. He must keep lumself of any programme modifications so that
he can establish, if appropnate, that suitable controls are maintained at all times.

Deloitte & Touche, Czech & Slovak Republics 19
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As a minimum, an intenal control programme should include the following:

Separation of Duties:No one individual should control a transaction from inception to
comipletion.

Vacanon Policy:To be effective, vacation policy requires a minimum time each year away
from the job - vacation, training course, military service etc. The recommended mimmum
period 1s two weeks.

Rotanon of Duties:On a periodic basis e.g. every two vears, employees should be assigned to
different jobs.

Dual Controls: Dual control is an important aspect of internal control. It should include the
physical handling or custody of all cash, quasi-cash and securities in the strong room, loan
collateral etc. Dual control of assets held by other depositories should be exercised through a
dual signature arrangement i.e. 2 individuals must sign. Dual control procedures should also
include sensitive areas such as dormant accounts.

Accrual Accounting:Accrual accounting of income and expenses facilitates a more accurate
determination  of current profits. It also provides an important control over the actual receipt
of income and the payment of expenses.

The Internal Audit Programme:In order to meet its proper objectives, the internal audit
programme should include:

= A determination that:

- the accounting and other records of the Bank are accurate;

- transactions are promptly and properly recorded in the accounts;,

- assets are adequately safeguarded and properly recorded in the financial reports and
statements;

- liabilities are fully disclosed and accounted for;

- collateral and other non-ledger items are properly recorded and protected by
effective custodial controls;

=3 A review of:

- the adequacy and effectiveness of written procedures covering the accounting,
reporting, operations, credit and treasury functions;

- compliance with applicable Czech & Slovak rules and regulations;

- compliance with Bank policies as established by management and/or the Board of
Directors;

- the accounting for and controls over the receipt of income;

- expenses to determine that they are authorised, correct as to amount and consistent
with bank policy;

20 Deloitte & Touche, Czech & Slovak Republics
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- the performance of personnel in accomplishing assigned intemal control functions
and responsibilities;

- loan losses, operating losses and charge offs and efforts made to recover these
funds;

- signing and other authonties granted to members of the organisation to approve and
make loans, sign official checks. bank drafts and payvment orders, internal
accounting entnies, letters of authonsation, title deeds transfers and any other legal
or accounting documcat to ensure compliance with established policies;

- the adrmunistration and operation of personal and trust accounts and the vahidity of
action taken by authonty granted under the trust instruments;

- any pending litigation affecting the Bank including a determination of whether or
not legal option or advice of counsel has been obtained and is on record;

An examination and test of the reliability of the accounting procedures and
the accuracy of the resultung reports and financial statements.

An examination and test of the income and expense accruals.

An examination and test of the contingent accounts.

An audit of loans including loan collateral and a verification that all loans have been
properly approved. A loan review/credit review unit is utilised by some banks as a
means of monitoring and maintaining the quality of the loan portfolio.

An evaluation of all insurance policies in force,

The utilisation of generally accepted verification and confirmation techniques e.g.
positive and negative confirmations and circularisation programmes.

The preparation of proper, logical and complete sets of working papers covering
each audit.

Qualifications of the Auditor:The qualifications of the auditor will have a direct bearing on the
adequacy of any intemal audit and control programme. The job specifications for a good
auditor call for an unusual combination of personal qualities. The auditor needs mature
judgement, integrity, imagnation, initiative, courage and a high degree of objectivity and skill
in personal relationships. His educational background should include accounting concepts and
the theory and practice of banking and banking products.

Professionalism & Maturity:The auditor should be a professional who performs in a
specialised technical environment. This professionalism should be characterised by maturity,
discipline and competence. Conduct and appearance should reflect the standards of a
professional person capable of exercising mature judgement.

Deloitte & Touche, Czech & Slovak Republics o2l
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Competence:The auditor must possess the knowledge and skill required to fulfil the
responsibilities of the audit function. He must:

2

{3

o

understand and apply the Bank's Standards and Policies in performing his
audit functions;

be able to apply appropriate auditing skills and techniques to specific audit
assignments;

develop and maintain a working knowledge of relevance technical subjects;

exercise sound judgement;

I Deloitte & Touche, Czech & Slovak Republics
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DEFINITION OF AN AUDIT

An audit can be said to be such an examination of the system of internal controls and operating
procedures and the books, accounts and vouchers of a business, as will enable the auditor to
report whether he is satisfied that an adequate system of intermal control is in piace and is
effective; that the baiance sheet and statement of income & expenses are correct, properly
drawn up and give a true and fair view of the state of the business for the financial period under
review, based on an analysis of the best infonmation and explanations given and as supported
by the accounting and other records; and if this is not the case the auditor must give a report as
to which aspects are not satisfactory together with recommendations for correction.

e B 8 Tonché, Catch & o S 2

14



‘Ceskoslovenska Obchodni Banka A.S e

OBJECTIVES OF AN INTERNAL AUDIT

(i)

(i)

(iii)

The Audit Report

As stated above, the main objective of an audit is to assess and give
an opinion on the system of internal controls by means of a report.
Other objectives include:

The Detection of Errors

The detection of errors is a matter of considerable importance arising
from an audit and it is important for the auditor to examine carefully
the cause of any errors, analyse and assess and to make appropniate
recommendations

The Detection of Fraud

The detection of fraud is another important function of any audit.
Fraud may be divided into:

- defalcations, involving mis-appropriation of money or goods
- the fraudulent manipulation of accounts not involving defalcation

The auditor, therefore, must pay particular attention to those type of
transactions which offer opportunities for collusion and fraud,
especially cash transactions and the pay-away of funds

" Deloitie & Touche, & e
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INTERNAL AUDIT - A MISSION STATEMENT

From the foregoing, a typical mission statement of an intemnal auditor would be "to
protect the interests and assets of the Corporation and its shzreholders" Ly carrving
out a series of checks and reviews of records, reports, balances and accounts to
determine whether the system of intemal control is adequate and effective.

25
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RESPONSIBILITY OF THE CHIEF INTERNAL AUDITOR

INTRODUCTION

Internal Auditing is an independent inter-organisational appraisal function which carries out
regular reviews of operations and other activities as a service to management. Internal auditing
is a nianagement control whose function is to measure, evaluate and report on the effectiveness

of other controls.

The principal objective of the internal auditing function is to assist all members of management
in the effective discharge of their responsibilitics, by providing them with regular analyses,
appraisals, recommendations and pertinent comments concerning the banking activities
reviewed. The realisation of this objective involves:

- reviewing and appraising the soundness, adequacy and application of the system of
internal control;

- ascertaining that the assets of the Bank and its customers are safeguarded,

- determining that transactions are processed on a timely basis and in accordance with
generally accepted accounting principles;

- ascertaining the extent of compliance with established procedures, management policies
and regulatory requirements;

RESPONSIBILITY

The responsibilities of the Internal Audit Function must be clearly established and defined in
the Bank's bye-laws. It should be management's policy that the Chief Internal Auditor conducts
audits of CSOB and its subsidiaries and that he reports his findings to line management. and
the Board of Directors and the Audit Committee, as appropnate. In order to discharge these
responsibilities effectively, the auditor must have full and unrestricted access to all the Bank's
records, properties and personnel relevant io any examination being undertaken and be free to
review all policies, plans, budgets, transactions, policies anc procedures.

Responsibility for the development, implementation and enforcement of the systzm of interal
control rests with management at all levels. In performing his duties, the internal auditor has no
direct responsibility over any of the activities which he reviews. In other words, the internal
auditor's review and appraisal does not in any way relieve management of their responsibilities.

36 777U UL Deloitte & Touche, Czech & Slovak Republics
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INDEPENDENCE

Independence is essemial for the effective performance of the internal audit function.
Independence is obtained primarily through appropnate organisational relationships, but also
requires the objectivity of the auditor. This implies that:

- The chief internal auditor should have direct access to the Board of Directors and the Audit
Committee;

- The Auditing Division must be independent from the areas it audits. The internal auditor
should not develop and implement procedures, prepare accounting vouchers and other
records, or engage in any other activity which he would normally review and appraise and
which could reasonably be construed to compromuse his independence.

- His objectivity is not adversely affected, however, by his determination of the standards of
control to be applied or his recommendations for improvement in the procedures under his
review.

STANDARDS & POLICIES

The development of proper and comprehensive Standards and Policies is necessary for an
effective discharge of the responsibilities of the auditor. Auditing Standards and Policies should
constitute the framework within which the detailed procedures, as specified in the Internal
Audit Programme, are performed.

Specifically:

Standards: Standards are the criteria by which principles can be properly translated into

action and the results evaluated. They deal with professional qualities and set the guidelines

for the exercise of judgement. Whilst broad based, they still must be clearly defined and fully
articulated since they form the parameters within which detailed Audit Policies and Procedures
should be developed.

Policies: Policies are directives determined by senior management to be used in attaining given

objectives. Auditing Policies are developed within the context of the Auditing Standards and as
such naturally emanate from them.

. Deloitte & Touche, C2ech & Slovak Republics 27
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AUDIT APPROACH

Balance Sheet Related:

The audit programme will revolve around the balance sheet and Statement of Income
& Expenses. Duning the audit planring stage, the appropriate General Ledger &
Subsidiary Ledger Accounts will b: identified from the latest accounting records and
each audit procedure will include a number of accounting steps and tasks. See
attached).

Auditing By Function (Divisions):

To the extent possible, all audits will be carried out by functions. For an example, an
audit of the Foreign Exchange activities will include Prague Head Office etc. This
approach will enable the auditor to give an opinion on the particular activity which is
being audited on a bank-wide-basis.

.. . Cekoslovensks Obchodni Banka A.S ==



THE CONTROL ENVIRONMENT

Plan of Organisation & Bank Policies & Procedures: The control and support of all
activities must be accomplished to a great extent through a Plan of Organisation and
the establishment, communication and monitoring of Bank Policies and Procedures.

An organisation chart supported by detailed position descriptions and well wnitten
and presented policies and procedures are not a guarantee of agequate internal
accounting control. Employees, however, need to know exactly what their
responsibilities and duties are and what is allowed, in order to make the svstem of
control work and work effectively.

These two factors, together with the following, must create the environment in which
the accounting system functions and must contribute to the likelihood that all control
objectives will be achieved.

Separation of Duties: To be effective, any organisation plan must provide for
checking, balancing and reconcilement procedures to be performed by different
individuals. In summary, no one individual should control any transaction from
inception to completion. This means that different individuals should be responsible
for the record-keeping and physical custody of assets and general supervision and
authorisation of transactions. In other words, the "maker" and "checker" routine.

Information Systems: Management control of the activities will be only as
effective as the completeness and timeliness of the information it receives.
Operating analyses as well as financial statements must be up-to-date and in
sufficient detail to highlight operational and financial changes which may warrant
management attention.

Budgets: A well prepared budget greatly enhances the effectiveness of internal
accounting controls.

To the extent possible, budget preparation should include departmental personnel,
proposed budgets should be carefully reviewed before acceptance, and differences
between budgeted amounts and actual performance must be analysed and reported
to appropriate senior management at regular intervals.

R Deloitie & Touche, Czech & Slovak Republics
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Czech & Slovak Laws & Regulations:The Bank is governed by a vaniety of laws and
a complicated regulatory system and is subject to the rules and regulations of several
separate government regulatory agencies.

There must be a continuous review of legislation, rules and regulations to determine
how the Bank's activities are affected and whether 1t is in compliance

Loan Review: The loan portfolio is the Bank's largest asset and its greatest source of
exposure to loss. There must be a loan review department or similar function to assist
management in assessing the quality of the loans in its portfolio. This function should
assist in the early identification of problem loans and enable management to
determine the effect on the Bank. In addition, the loan review department should
monitor compliance with the Bank's established policies and procedures relating to
the lending function.

Periodic Reconcilianons: The Bank's monitoring system must include procedures to
discover and report errors, differences and deviations from expected results. A
Accordingly, control and subsidiary accounts should be reconciled regularly and any
discrepancies reported to the appropriate personnel.

Cash, investments, loans and other valuable assets must be compared with the
records at regular intervals and any differences must be investigated and reported.

Evaluation of Computer Controls (EDP)}: The use of electronic data processing
systems does not alter the thought process required to determine whether control
objectives are being achieved. The following example illustrates the relationship of
EDP controls and specific control objectives:

The demand deposit system documentation indicates that EDP generated totals are
independently compared to total deposits received. Therefore, it is concluded that there
is a reasonable assurance that the toral deposits received have been properly credited to
the demand deposit file.

However, it is not clear that there is reasonable assurance that individual deposits
have been credited to the proper customer accounts. In order to make this
determination, it will be necessary to perform a review of the EDP related controls.

" Deloltie & Teche, & Sicvak fice - ;
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INTERNAL CONTROL QUESTIONNAIRES (ICQ's)

In order to assist in acquiring an appreciation and understanding of the system of
accounting internal control in operation in the Bank, selective use will be made of the
"internal control questionnaire".

1.

Answers which are given must not be regarded as conclusive if they are
based simply on the verbal reply of a department head or officer. All answers
must be corroborated by actual observation by the internal auditor.

Department Heads or officers must not be given the ICQ's to fill in at their
convenience. More revealing replies are usually received during verbal
interrogation, with the auditor filling in the responses.

Only senior officials, e.g. heads of departments and directors will be
interviewed for the purpose of completing the ICQ's.

The form of the ICQ to be adopted will allow for yuestions to be answered
simply in the affirmative or negative. The questions will be phrased in such a
way that the answer "yes" will be regarded as an indication that the system is
satisfactory in the particular regard being considered.

The answer "no" will be interpreted in one of two ways:

- either a definite weakness (real or potential) exists;

- or the system of internal checks in operation succeed in overcoming the
apparent weakness revealed by the "no" answer, by some other means.

Therefore, every answer "no” must be referenced to an explanatory
memorandum giving details of the particular circumstances.

All ICQ's will be carricd forward to the next audit. Accordingly, on the
conclusion of each audit adequate time must be devoted to a review of the
ICQ and any changes which have taken place since the last review must be
entered in the appropriate sections.

T Deloltie & Touche, Caech & Slovak Republics

S



Ceskosloveasks Obchodni Banks A.S ===

ASPECTS WHICH WILL BE CONSIDERED

v Plan of Organisation, Policies & Procedures, Separation of Duties:

. Is there an up-to-date Chart of Orgamusation for the Bank as a whole and
for each department or umt ?

. Are Position Descniptions clear and well defined ’

. Are Accounting, Credit Granting and All Policies and Procedures
documented ?

. Is there an up-to-date Chart of Accounts ?

. Does the Chart of Accounts provide for all appropnate accounts and does
it descnbe the contents of each account ?

. Are the background and references of all job applicants followed-up ?

. Is there a formal Conflict of Interest Policy or Code of Ethics n effect ? If
yes, has it been signed by all employees and does it require penodic
declarations of compliance by officers, directors and key employees ? [s
there a system to monitor compliance ?

. Do related employees, if any, have job assignments that muninuse the
likelthood of collusion ?

. Are all emplovees who handle cash, securities and other valuable assets
bonded ?

. [s rotation of duties enforced by mandatory uninterrupted vacations ?

. What employvee training programs are in place ?

) Information Systems:

. Are financial statements submitted at regular intervals to management
Are they submutted to the Board of Directors or Audit Commuttee ?

. Are financial statements prepared by knowledgeable employvees  Is the
degree of detail appropnate to the level of management receiving them ?

. Are financial statements accompanied by analytical comments ? Do they
show comparisons with pnor penods and budgets and forecasts ?

. What operating analyses (e.g. loan yields, cost of funds or interest margins)
arc provided to management ?

. Are reports on operating results and key financial data provided by the
branches, subsidianes or affiliates on a regular and tumely basis ?

v Budgets:

. Do budgets and forecasts cover revenues, costs and expenses, capital
expenditures, loans and loan losses, deposits as liquidity ?

. Are budgets and forecasts submitted to management on an established
timescale ?

. Are budgets based on estimated future requirements and conditions rather
than on past year amounts ?

. Are budget vanances reported and analysed ?

Deloitte & Touche, Czech & Slovak Republics L 5
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v Czech & Slovak Laws & Regulations:

. Are current copies of bank and/or bank holding company laws and
regulations maintained ?

. Are there procedures tn place to ensure that management are informed of
changes in laws & regulations ?

. are specific areas of the Bank's activities regularly reviewed for compliance
with bank regulatory, accousiting and reporting requirements ?

v Loan Review:

. Are loan reviews carried out independently of management & loan officers
]

. Does the loan review department have direct access to senior management
and the Board of Directors ?

. Are employees adequately trained and supervised and is the department
supported by staff with adequate experience ?

. Are written reports on loan reviews issued to appropriate executives ?

. Is the frequency of reviews sufficient to detect significant deterioration in
the portfolio ?

. Does loan review utilise a watch list or similar technique to monitor
problem loans ?

v Periodic Reconciliations:

. Are physical assets reconciled with accounting records with respect to:
- cash and due from banks;
- investments;
- trading account securities;
- loans;
- real estate and other non-income producing assets;
- bank premises and equipment,
. Are detailed and control accounts kept in balance as regards:
- investments;
- loans;
- bank premises and equipment.
- deposits;
- debts;
. Are changes between beginning and ending balances accounted for ?
. Are non-book items reconciled with the underlying control records e.g.
items held in safekeeping, unused travellers cheques, loan collateral ?
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FLOW CHARTING

In its simplest form. a flowchart may be descnbed as a map of inter-related
operations, specially arranged so as to indicate and explain the sequence of events
and the types of operatons undertaken.

The object of the flowchart will be to show how the system which is being audited
functions. Ths i1s done by mapping the movements, or flow, of documents and other
information through the system.

The flowchart is a tool for efficient documentation and is concerned principally with
functions such as authonisations, scparation of duties and check/control operations
which have been incorporated into the system. Each flowchart wall incorporate brief
narrative statements describing each processing step reflecting, in chronological
sequence, document flows and procedures and controls which comprise the system
under review. Keyv controls will be identified and hughlighted. Any weakness
identified will be specified.

The information provided by the flowcharts will then be used to plan and execute
the audit assignments.

All flow charts wall be carmed forward to the next audit and will be maintained in a
section entitled "permanent workpapers" Accordingly, on the conclusion of each audit
adequate time must be devoted to = ieview of the flow chart and anv changes which
have taken place since the last review must be entered in the appropnate sections. If
necessary, new flow charts will be prepared.

v Document Flowcharting:

In the document flowchart. all manual operations and aperflow activities
will be scheduled The computer processing element of each system will be
represented by a "black box" approach - i.¢. only indicating the flow of
documents to and from the computer without elaborating in any detail on
what happens within the computer.

Deloitie & Touche, Czech & Slrvak Republics 7
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Computer Applications Flowcharting:

A detailed analysis of the intemal computer processing will be carmnied out as
a separate computer review and the appropnate flowcharts prepared.

Deloitte & Tonche, Czech & Slovak Republics
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THE INTERNAL AUDIT PROGRAMME

The Internal Audit Programme will provide a detailed outline of the audit tests
which will be undertaken and the underlving rationale for each test. The programme
will be divided into "Audit Subjects” and wall be tailored to cover the specific
requirements and nsks 1n each area.

Each audit subject wall include two categories of audit tests :

Compliance Tests: these tests will seek to provide audit evidence that appropniate
internal controls are being applied in the required manner

Substantive Tests: these will consist of tests of transactions and balances and other
procedures such as analytical reviews which will seek to provide audit evidence that
the information contained in the accounting records or financial statements are
complete and accurate

v Compliance Programme:

The object of the compliance programme will be to ensure that key controls
are being complied wath and to provide evidence that the defined control
objectives are being met.

This programme will consist of three components:

- evaluation of svstems and selection of tests

- the evaluation of the system will involve the identification of key controls
and weaknesses identified dunng the flowcharing process. A selection of
appropnate tests will be specified to assess the effectiveness of the key
controlis

- selection of transaction samples (statistical sampling) to be tested and an
explanation of the basis of sclection

- recording of the results of the tests, the number of errors noted and a
determination of any follow-up or addition.| work which may be required

) Substantive Programme:

The object of the substantive programme i3 to cnsure that the accounting
records and financial statements are correct.

Deloitte & Touche, Czech & Slovak Republics 9
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- rationale for the Selection of Tests

- the emphasis of the substantive audit tests will be on areas of greatest risk
as identified by the results of the compliance tests. The substantive audit
programme will, therefore, include a rationale for the test selected and a
description of the test itself.

- determination of the Extent of Detailed Testing Required

- the extent to which accounts will be examined will be determined and the
basis for the selection documented. The extent of testing which will be
undertaken will reflect the risk element(s) identified.

- rezording of the results of the tests, the number of errors noted and a
determination of any follow-up or additional work which may be required

eskoslovensks Obchodni Bankz A.S. ===
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AUDITING RESOURCES

The following factors should be taken into account in determining the resources required for an
effective and pro-active intenal auditing department:

v

A Y

A N N U N NS

Existing System(s) of Internal Controls
Effectiveness of Existing System(s) of Internal Controls
Operating Staff Experience, Dedication & Loyalty

Quality and Availability of Bank Policies and Guidelines covering all major aspects
of the Business

Quality of Operating Procedures

Quality and Extent of Managerial Supervision

Business Products, Account Balances, and Daily Transaction Volumes
Training and Experence of the Auditor(s)

Corporate Culture

Quality of the Record-keeping and the Availability of records

Accounting System in Operation and Quality of the Accounting Records

Ceskoslovensks Obchodni Banka A.S. s



HEADCOUNT/FULL TIME EQUIVALENTS (FTE's)

In calculating the required resources, it has been estimated that | Full Time Staff Member will
generate the equivalent of 210 Net Working Days a year i.e. net of annual vacation, time off for
training, sickness and public holidays.




Audit Type/Scope:

Audit Rationale:

Audit Procedures:

Attach a copy of the audit procedures which will be used. Identify clearly

Full (Comprehensive)

Partial

Spot

Normal Cycle

Follow-up

Special

AUDIT PLANNING MEMORANDUM

which audit steps will be performed and which will not.

% Audit Test Checks:

Document the extent of audit checking/testing which will be performed. For
example, all transactions (100 %), all loans over CZK's 75 mullion (80 % of

Loans) etc.
Audit Personnel: ABC, ANO
BCD, XYZ
Audit Timetable:
Week Week Week Week
03/01/94 | 10/01/94 | 17/01/94 | 24/01/94

ABC
ANO
BCD

13
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v Audit Results: Satisfactory
Generally Satisfactory
Poor
v Next Audit Date: 1994
v Audit Report: m] Dated
a Issued
a Discussed
a Reply Dated
v Management Comments:
Response Satisfactory o
(Recommendations will
be implemented on __ )
Response Not Satisfactory a

(Recommendations will not
be implemented because ___

v Permanent Work papers:
Chart of Organisation a
Internal Control Questionnaire a
Flowchart a
Departmental Procedures a
Prepared By: Reviewed By:



AUDIT REPORT FORMAT

Background - including general description of area audited, balance sheet
footings, number of staff etc.

Scope
Audit Findings
Recommendations

Distribution List

J04
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AUDIT RATING

Satisfactory:
- all appropnate controls in place and effective
- only minor audit exceptions noted

- no risk/exposure to the Bank

(m] Next Audit:  Normal Cycle

Generally Satisfactory:
- some controls not in place or effective
- some important exceptions noted .

- no major risk/exposure to the Bank

a Next Audit:  Normal Cycle with a spot review in 12 months

Poor:

- major deficiencies noted
- major risk/exposure to the Bank

(] Next Audit:  within 6 months

" Deloitte & Touche, Czech & Slovak Republics
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AUDIT CIRCULARISATION (CONFIRMATION)
PROGRAMME

Independent verification of customer accounts, balances and transactions is a standard audit
technique. Normally a selection is made from every general ledger line and a letter is scnt out
by the auditor (i.e. independent of Bank personnel) direct to customers. A list of accounts,
transactions and balances are taken from the accounting records and the customers are asked to
confirm the balances (normally by signing the copy of the list provided) and to return same
direct to the audiior in a specially addressed envelope. If there are any omissions or differences,
the customer(s) are requested to note these with full details etc. and to inform the auditor. All
discrepancies must be followed-up and resolved satisfactorily.

An audit confirmation programme is normally carried out at the end of each financial vear and
in conjunction with the external auditors but can be done at any time.

Basically, there are 2 types of audit confirmations:
v Positive Confirmation (as described above)

v Negative Confirmation:

A negative confirmation is a process whereby customers are given an opportunity to
check their accounts, balances etc. with the Bank and are only required to contact the
bank if there is a discrepancy. For example, on a periodic basis customers should be
sent a statement of account(s) with the bank. The statements must be prepared and
matled independently of account officers and other staff who control or book entries
over the accounts.

Customers are requested to advise any discrepancies within a specified period -
normally 10 working days.

17
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FORMAT OF AUDIT PROCEDURES

Description

Objective(s)

Detailed Audit Procedures to be followed

List of all Accounts which will be Checked and Verified
Sources of Income and Income Verification

Bank Policy & Procedures

Czech & Slovak Laws & Regulations

Systems (Technology)

Staffing & Human Resources

Management, Regulatory & Other Reports

107
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AUDIT TYPES

v Full Audit

- all procedures followed

v Partial Audit

- certain procedures

v Spot or High Risk Audit

- verification that main controls are in place and are effective

19
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AUDIT WORKPAPER PRESENTATION

Each audit test will be supported by a working paper, clearly referenced to the audit
programme and set out under the following sections:

) Details of Tests Undertaken

) Details of Procedures Undertaken

) Schedule of Results

) Audit Conclusion

v Follow-up Action

) Cross Referencing

v Conclusion - Summary of audit findings plus matters for Inclusion in the
Audit Report

) Confidentiality

109



Details of Tests Undertaken:Each workpaper will be referenced with the test
number and will provide details of the test itself, as specified in the audit
programme. All workpapers will be clearly referenced and initialled by the
auditor. There will be no unanswered questions or unexplained exceptions.
All outstanding issues will be resolved before the workpapers are finalised

All photocopies and documents etc. will be clearly labelled. will give the
reason for insertion and wll be cross-referenced. All workpapers will be
reviewed by the auditor in charge and initialled by him as evidence of his
review.

Details of Procedures Undertaken: The workpaper will include brief details
of the procedures undertaken, providing these are not self-evident from the
details of the test itself

Schedule of Results: Details of tests will be presented in a format which
contains the maximum of detail and minimum of narrative. Wherever
possible, results of tests will be documented in the form of schedules and
audit "tick-marks" and descriptive legend to indicate the results.

All narraiive relating to the results will be brief and concise and will
concentrate on problems encountered, procedural weaknesses and areas in
which there is a lack of control together with any recommeiidations to

management.

Audit Conclusion: The conclusion or summary will be a statement by the
auditor as to whether the controls, as tested by the audit procedures, are
adequate to highlight and prevent material errors

The conclusion will also focus on the recommendations to be made to
management (if any) and the reasons

Follow-up Action:If any further audit work is undertaken following the

completion of the original procedures, details will be documented together
with the original procedures and the rationale for the further work

" .Deloitte & Touche, Caech & Slovak Republics a2l
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REF: ICQ1
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O GENERAL OVERVIEW:

YES | NO
Is there an up-to-date Chart of Organisation for the Bank as a whole and for each
01 | Department and or Area or Main Function ?
Does the assignment of duties & responsibilities provide for adequate separation
of duties ? e.g.marketing or loan officers should not authorise the disbursement of
loan proceeds, personnel carrying out Control functions should not have cheque
02 | signing authoritv or pass accounting (book-keeping) entries.
Is each function or position documented in the form of a formal job description
and with operz*ing procedures? Are all the principal controls for the specific
activity covered in respect of:
- operating/processing controls including adequate separation of duties
- quality controls
03 | - management controls
Are there any formal Bank Policy statements covering the main activities of the
Bank ? Consider such items as:
- credit policy including approval limits, limits by Customer, Country etc. and
guidelines for loans to shareholders, directors etc.
- trading guidelines (foreign exchange, bonds, securities) including position
limits, matunty gap limits etc.
- investment policy
- accounting policies
- code of ethics and/or conflicts of interest
- expenses control guidelines
- data & system security guidelines
04 | - record retention (archiving) guidelines
Is thzre a Chart of Accounts and if 5o, does it provide for all appropriate
accounts ? Does it describe the contents of each account and any specific
05 | approvals required ?
Are financial statements submitted at regular intervals to management ? Are they
06 | submitted to the Board of Directors and/or Audit Committee ?
Are financial statements prepared by emplovees who are knowledgeable ? s
07 | the degree of detail appropriate to the level of management receiving them ?

uDeloitte & Touche, Czech & Slovak Republics July 1994 I
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YES

NO

08

Are financial statements accompanied by analytical comments ? Do they show
comparison with prior periods and budgets and forecasts 7

09

What operating analyses are provided to management ? e.g. loan vields, foreign
exchange and funding reports, cost of funds or interest margins. problem or
doubtful loan reports. error statistics

Are the reports on operating results and key financial data provided by branches
or subsidiarv companies on a regular and timely basis ?

Are current copies of bank and/or bank holding company laws and regulations
maintatned ?

12

Are consolidated financial statements prepared periodically for management and
are they accompanied by analytical comments ? Do they show comparisons with
prior periods and budgets and forecasts ?

13

Where an operating loss has been incurred, is there a reporting and approval
requirement that ensures that senior management and the intemnal auditors are
informed of the underlving circumstances ?

15

Are there procedures to ensure that management is informed of changes in laws
and regulations pertaining to the business ?

Are specific areas of bank activity regularly reviewed for compliance with bank
regulatory requirements ? e.g. lending limits, consumer loan laws, trust laws and
regulations. liquidity ratios. capital ratios. qualified investment securities ?

16

is there a loan review department ? Is it independent of management and loan
officers ? Is the department zble to obtain direct access to senior management and
the Board of Directors ?

17

Are wiitten reports on loan reviews issued to appropriate executives ? Do they
require follow-up ? Are they reviewed by the Board of Directors and/or Audit

Committee

18

Is the frequency and depth of reviews sufTicient to detect signficant deterioration
in the portfolio ?

19

Does 'oan review use a waich list or similar technique to monitor problem loans ”

20

Are physical assets regularly reconciled with the accounting records as to Cash on
Hand. Cash & Due from Banks. Investments. Securities. Fixed Assets etc. ”

21

Are non-book items held in Safe Custody in the vault reconciled regulariy with the
control records ?

[Deloitte & Touche, Czech & Slovak Republics
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REF: ICQ1
Date: 07/94

YES

NO

22

Do related employzes, if any, have job assignments that minimise the likelihood of
collusion ?

23

Are emplovees who handle cash. securities and other valuable assets bonded ?

24

Is rotation of duties enforced by mandatory uninterrupted vacation ? Are duties of
vacationing or absent emplovees assumed by others ?

25

Are employees adequately trained and supervised ? Is each department supported
by staff with adequate experience ? What employee training programmes are in
effect 7

IDeloitte & Touche, Czech & Slovak Republics July 1994 I
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REF: 1ICQ2
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O FOREIGN EXCHANGE:

YES

NO

0t

Does the Bank have a written policy document similar to a Trading Guideline,
outlining its foreign exchange trading and back-office activities and describing
controls, responsibilities and accountabilities ?

02

Are trading and back-ofTice functions separated ?

03

Are all foreign exchange deals transacted by the dealers recorded on a position
sheet immediatelv after being contracted and in strict dealing sequence ? Are all
exchanges originating in other operating departments also recorded on the position
sheet ?

04

Is there a dailv agreement, independent of the traders, of the positions recorded in
the accounting records to the dealers position records ?

0s

Are positions reported to management daily ? [s there an independent check to
ensure that the positions reported to management are accurate ?

(s there a system to ensure that all holdover deals are recorded on the current
dealing date and that, if appropriate, previously reported positions are amended
and management advised of the amendments ?

07

Do senior management review position sheets daily in order to identify out of line
exchange rates. as well as the pattern of intra-day positions held. counterparties
dealt with. deal size and brokers used ?

08

Are all deals independently verified by reference to an incoming counterparty
confirmation ? Are all relevant details i.e. deal date, value date, payvment
instructions etc. checked for accuracy ?

09

Is there a system for identifving and promptly following up non-receipt of
incoming confirmations ?

10

[s there a system for checking all outstanding deals daily against approved limits
i.e. customer limits. gap/maturity limits. net open position limits etc. ?

11

Are all over limits referred to senior management for approval ?

12

Are limits - customer, net open position, gap etc. reviewed at least annually for
appropriateness ?

Deloitte & Touche, Czech & Slovak Republics
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REF: ICQ 2
Date: 07/94

YES | NO

Are all outstanding deals re-valued at least monthly and are revaluation rates

13 | obtained/checked independently of the traders ?
Are dealers allowed to trade for their own account ? If so, are there any special

14 | reporting or approval requirements ?
How does management assess the Bank's exposure to exchange rate movements
or interest rate changes ? Are there any foreign exchange or similar reports

15 | prepared for and reviewed by management ?

Deloitte & Touche, Czech & Slovak Republics _ July 1994

17



‘ Ceskoslovenska Bn.

S.

REF: ICQ3

Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O MONEY MARKET:

YES | NO
01 | Are the money market trading and back-office functions separated ?
Are all deals independently verified by reference to an incoming counterparty
confirmation and are all relevant details on the confirmation checked for
02 | accuracy?
Is there a system for identifving and promptly following up on incoming
03 | confirmations ?
Have individual limits been established to control the amounts of deposits placed
04 | with other banks ?
Is there a daily system for checking all outstanding deposits placed against
05 | approved limits and for reporting all over limits to senior management ?
06 | Are depositorv limits reviewed at least annually for appropriateness ?
Do the dealers keep records to provide them with the ability to maintain strict
control over their nostro account balances, in order to prevent excessive or
07 | negative balances ?
Is there a check undertaken independently of the money market traders to ensure
08 | that all deals are transacted at market rates ?
Is there a reporting and approval mechanism to inform senior management of the
09 | underlving circumstances resulting in the pavment of penalty interest ?
Is the Bank exposed by being over dependent on any particular depositor or
10 | depositors ?

IDeloitte & Touche, Czech & Slovak Republics July 1994 I
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REF: ICQ 4
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O INVESTMENT PORTFOLIO:

YES

NO

01

Does the Bank have a written policy covering investments both for its own
account and for its trading account ? If so, does it cover matters such as
investment objectives, limits and the approvals necessary prior to purchase or

sale ?

02

Are all investments periodically reviewed for compliance with investment
objectives and limits ?

03

Is there a policy regarding the need to account differently for items as between
investment account and trading account ?

Are trading account investments re-valued as to lower of cost or market at least
monthlv ?

05

Are revaluation rates obtained or verified independentlv of the dealers ?

For own account investments, is any premium or discount taken to profit or loss
on an accrual basis over the life of the underlving investment ?

07

Are certificates or documents of title held in the vault under dual control or, if
held to the Bank's account by a correspondent bank or safe custodian, does the
Bank request and receive a periodic written confirmation of that and is the
signature on the confirmation verified for authenticity ?

08

On a peniodic basis, are the investments held in the vault physically counted and
agreed to the vault contents control register and to the accounting records ? Are
the confirmations of investments held by correspondents or custodians also
periodicallv agreed to the accounting records ?

Are controls in place to ensure prompt recetpt of interest and dividends and are
there reporting procedures to bring non-receipt of income to management's
attention ?

!Deloitte & Touche. Czech & Slovak Republics July 1994 I
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REF: ICQS
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O LENDING:

(Including; - Loans, Advances. Overdrafts. Letters of Credit, Lease Receivables,
Bills Discounted. Acceptances and Guarantees Issued)

YES

Does the Bank have a written credit policy covering matters such as credit
approval requirements and procedures, country credit limits, loan and account
documentation procedures and responsibilities and loans to directors and

01 | shareholders ?

Is the loan administration function separate from the marketing and credit
02 | approval functions ?

{s all lending closely monitored ? Are management information reports available
on a regular basis concemning:

- portfolio content broken down by borrower

- country/industry risk/exposure

- potentially un-collectible loans

- suspense or non-accrual loans - principal and interest

03 | - deficiencies in loan documentation or collateral

Is a documentation check list utilised ? Is it used to monitor the following:

- that a!l mandatory documents are held before funds are disbursed

- that lending/new business officers have not exceeded their authority to
walive documents

- that documentation held has been reviewed and is adequate

- that ail original documents are held under dual control in a fire prcof
safe/cabinet

- regular receipt and review of annual financial statements

- that checks have been made to ensure all lcans are to bona-fide customers

04 | e.g. company searches. bankers references etc.

05 | Are all extensions of credit independently reviewed for proper approval ”

Do customers confirm in wnting. that they have received the proceeds of the
06 | loan?

Is there a system in place to ensure that all interest and principal amounts are
collected when due and that amounts not received are promptly identified and
07 | reported to management ?

Deloitte & Touche, Czech & Slovak Republics July 1994



ICeskoslovenska Obchodni Banka A.S. I

REF: ICQS
Date: 07/94

YES

NO

08

Have standard bank documents (guarantees or letter of pledge for example) been
approved by legal counsel and is non-standard documentation automatically
referred to legal counsel to ensure that the Bank is fullv protected ?

Does bank policy require two authorised signatures on a Guarantee or a Letter of
Credit before it becomes a valid and binding document ?

10

Are counter indemnities always taken from customers on whose behalf the Bank
has entered into a guarantee commitrnent ?

Deloitte & Touche, Czech & Slovak Republics

July 1994
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INTERNAL CONTROL QUESTIONNAIRE

0 LOAN REVIEW:

YES [ NO
Is there a loan review function which is independent of management and lending
officers ? Does the function report directly to senior management and the Board
01 | of Directors ?
Are written reports on loan reviews issued to appropriate executives ? Do they
require follow-up ? Are they reviewed by the Board of Directors or Audit
02 | Committee ?
s the frequency of reviews sufficient to detect significant changes or deterioration
03 | in the portfolio ?
04 | Does loan review use a watch list or similar technique to monitor problem loans ?
Deloitte & Touche, Czech & Slovak Republics July 1994 |
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ICeskosIovenska Obchodni Banka A.S. I

REF: ICQ7
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

QO INCOME & EXPENSES:

YES | NO
Are there controls in place to ensure that all interest income and expenses are
01 [ accrued correctly ?
02 | Are the accrual calculations independentlv verified ?
Are the accrual records and all appropnate accounting balances e.g. principal,
accrued receivable and accrued payable proved, at least monthly, to the
03 | accounting records ?
Are there controls which would identifv overdue interest and principal
04 | repavments ?
Are there controls which would identify non-receipt of fees, commissions and
05 | other non-interest income ?
Are all reserve and prepaid balances reviewed monthly for accuracy and are thev
proved at vear-end to identify any under statement or over statement of profit and
06 | luss?
Does the Bank have a wntten policy setting out the management approvals
required for authorising expenses ? Are the approval requirements structured by
07 | tvpe of expense and level of expense ?
08 | Are all expenses independently reviewed for correct approval ?

Deloitte & Touche, Czech & Slovak Republics

July 1994 |
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Ceskoslovenska Obchodni Bana A

REF: ICQ 8
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O ACCOUNTING & ELECTRONIC DATA PROCESSING SECURITY:

YES | NO

Is there a Chart of Accorints and if so, does it describe the contents and purpose of
01 | each account used ? Are additions and deletions strictly controiled ?
Are all accounting entries (whether created manually or generated through input
to an automated system) reviewed and approved by an authorised signatory of the
Bank who is independent of the individual(s) originating and/or inputting the
02 | entries ?
ARer entries have been posted to the accounts, is there an independent review of
all input documents or computer output reports to ensure that only authorised
transactions have been booked ? For all expense tickets, does this review also
03 | check conformity with the expense approval requirement policies ?
Does the Bank have a policy requiring that, on a periodic basis, accounting
balances are proved to underlying documentation ? If yes, are :he internal
04 | auditors informed of the completion of these periodic proofs ?
Is access to the computer system effectively controlled by means of passwords,
05 | user codes. mandatorv menus limiting the availabilitv of functions etc. ?
Is there a directory of system users and their functions ? Does the distribution of
functions ensure separation of duties between user departments on the one hand
and svstem operators/programmers on the other ? Can function availability be
06 | changed onlv bv dulv authorised access
Are passwords changed at irregular intervals to help protect thetr integrity ” [f the
system requires that only one person accesses the password file tc effect password
07 | changes. is that person a senior manager ?
08 | Are special passwords required to access privileged functions ?
Does the access to privileged functions automatically provide a written audit trail
in the form of a computer log which records the access and details of all input
carried out ? s there a review of the log independent of the users of the privileged
09 | functions in order to identifv anv unusual or unauthorised activity ?
Are there any of the following controls over terminal activity:
- terminals dedicated to specific user codes
- automatic time out {cut off of access) when a termtnal which s logged on to

the system, has not been used for a pre-determined period
10 | - reports of attempted unauthorised access

Deloitte & Touche, Czech & Slovak Republics July 1994 |
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 Ceskoslovenska Obchodni Banka A.S. e

REF: ICQ38
Date: 07/94

YES | NO
Are there controls to ensure that only duly authonsed computer programs are
resident on the svstem ? Are independent program comparisons undertaken
periodically to ensure that there have been no unauthorised program additions.
11 | deletions or amendments ?
Is there an inventory of all programs and has each program on the inventory been
12 | properly authorised ?
13 | Are disks and tapes phvsicallv secure and held under dual sontrol ?
Are the environmental conditions within the data centre kept within the parameters
14 | recommended bv the svstem manufacturers ?
Is the data centre physically secure in terms of restricted access and fire
15 | prevention/fighting capabilitv ?
Do contingencv/back-up disaster plans exist in case of hardware failure 7 Are the
plans reviewed periodically and have they been tested ? Do they clearly identifv
16 | roles and responsibilities ?
Are there arrangements for the off-site storage of software and data on a daily
17 | basis, in addition to routine back-up held on-site ?
Deloitte & Touche, Czech & Slovak Republics July 1994 |
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AS.

REF: ICRS
Date: 07/94

INTERNAL CONTROL QUESTIOXNNAIRE

O ELECTRONIC DATA PROCESSING DEVELOPMENTS:

YES | NO

Have all electronic data processing developments been evaluated from a

01 | cost/benefit standpoint and approved bv senior management ?

Have Automation Policy, Standards and Procedures been estabiished and
documented and are there procedures to ¢nsure that all system developments ars
02 | carried out in accordance with established standards ?

Have documented specifications been prepared, explaining the system from both
03 | the user and functional viewpoints ?

Have all EDP developments received the appropriate budget approval and is there
a control in place to ensure that cach project is adequately approved and regularly
04 | re-assessed in the light of budeet. time frames established etc.”?

If a third party is involved in any aspect of the project, has an enforceable contract
been drawn up to protect the Bank's interest ? Has the contract been reviewed by
05 | legal counsel ?

Has the svstem specification been independently reviewed before the
commencement of programming to check that all required controls have been

06 | incorporated

Have program specifications been prepared. independently reviewed and approved
07 | in accordance with established standards ?

When programs have been developed. have they been independently reviewed,

08 | approved. documented and tested in accordance with established standards ?

Has the new svstem been run in parallel with the existing svstem to prove its
accuracy ”? In particular, has the paralle! run included month-end profit days, if
09 | applicabie ?1

10 | Has data been loaded onto the svstern and checked under dual control ?

Have all stafT been trained to use the svstem. particularly the operating
departments and computer operators ? Are run books available for the computer
operators to enable them to operate the system in any situation, particularly when
11 | fauits occur ?

Are there documented recovery procedures to enable the Bank to continue to

12 | process transactions. in the event of a svstem or computer failure ?

| Deloitte & Touche, Czech & Slovak Republics July 1994 !
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REF: ICQ 10

Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O CASHIERS FUNCTION:

YES | NO
01 | Do the cashiers work in an area of effective restricted access ?
[s the vault under dual control and are cash, other valuable items, duplicate keys
02 | etc held in the vault overnight ?
Are cashiers required to count and agree their cash holdings (including any cash
reserve held in the vault) to the accounting records on a daily basis ? s there a
Bank policy which requires a surpnise and independent full cash count on a
03 | monthly basis 7 When was the last independent cash count taken ?
Have limits been established to control the amount of local/foreign currency held
by the cashiers in their tills ? Are till holdings regularly monitored against limits ”
04 | When was this last done ?
05 | Are tellers transactions reviewed daily ?
06 | Are tellers overages and shortages documented and reviewed ?
Deloitte & Touche, Czech & Slovak Republics July 1994 |
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 Ceskoslovenska Ouchodni Banka A.S.

REF: ICQ 11
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O CAPITAL ACCOUNTS:

YES

NO

01

Are capital and retained earnings accounts regularly reviewed and reconciled to
ensure that only authorised entries e.g. monthly profit and loss have been passed
over the accounts ?

02

Are all credits to retained eamnings accounts independently verified to the profits
recorded on the statement of profit and loss ?

03

Is there a control in place to ensure that minimum capital requirements/ratios are
maintained at all times ?

is there a corporate seal in use ? Is 5o, is the seal held in the vault when not in use
and is it maintained under dual control when in use ? Is a log of its usage
maintained ?

05

Is theie a control in place to ensure that any investment in affiliates and/or
subsidiaries is properly approved by senior management, that evidence of the
investment is held and that the investment has been properlv accounted for ?

Deloitte & Touche, Czech & Slovak Repubiics
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REF: 1ICQ 12
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O FIXED ASSETS:

YES | NO

Is there adequate separation of duties covering the following aspects of the
purchase and disposal of fixed assets to ensure that only approved transactions
take place:

- requisitions for the purchase of fixed assets

- approvals for purchases

- acknowledgement of receipt of assets (signed delivery notes etc.)

- payment of invoices

01 | - disposal of assets

Is there a fixed asset inventory and is the inventory penodically checked to the
02 | phvsical assets and agreed to the accounting records ?

Are the depreciation and amortisation records periodically agreed to the

03 | accounting records ?

Does the bank have insurance coverage in respect of its fixed assets that provides
04 | adequate coverage against all major risks and are all premiums paid up-to-date ?
Are there procedures which call for at least an annuali re-appraisal of the

05 | adequacy of the insurance coverage ?

EDeloitte & Touche, Czech & Slovak Republics July 1994 I
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REF: ICQ 13

Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O NOSTRO ACCOUNT RECONCILIATIONS:

YES

NO

01

Does the person responsible for the reconciliation function maintain a control list
showing all accounts to be reconciled. including all nostros,. inter-branch and
clearing and holdover accounts ? [s the list annotated to show the completion of
each reconciliation ?

02

Are all accounts reconciled at least monthlv ?

03

For the high volume nostro accounts have arrangements been made to receive the
correspondents statements on a daily or weekly basis and do the reconciliation
staff perform a tick-back of these statements to the ledgers as the statements are
received ?

Are account reconciliations completed by staff who are not involved in passing
entries over the accounts and are thev independently reviewed ?

05

Do the reconciliations of each account provide full information concerning the
date and nature of the open items and the status of the follow-up action taken to
resolve them ?

Are the responsibilities for resolving and following up open items clearly
documented ? Are there anv material long-outstanding items on the latest account
reconciliations ?

07

Are all outstanding items supported by documentation proving the authenticity of
the underlving item ?

Deloitte & Touche, Czech & Slovak Republics
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REF: ICQ 14

Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O HOUSE ACCOUNTS:

(Including all sundries receivable, pavable and other in-house accounts)

YES | NO

Are all accounts reconciled at least monthly ? Do the reconciliations provide full
information concerning the date of the original entry, the description of the item
01 | and the status of the follow-up action taken to resolve the matter ?

Are the reconciliations completed by staff who are not involved in passing entries
02 | over the accounts ?

03 | Are the reconciliations reviewed bv management after thev have been completed ?

Are the responsibilities for resolving and following up open items clearly
documented ? Are there any material long-outstanding items on the latest account

04 | reconctliations ?

Are all outstanding items supported by documentation proving the authenticity of
05 | the underlving item ?

IDeloitte & Touche, Czech & Slovak Republics July 1994 __||
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REF: ICQ 15
Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

O PERSONNEL FUNCTION:

. YES | NO
Are there formal recruitment procedures for engaging staff ? Do these procedures
include:
- signed employee application form and employment contract
- obtaining satisfactory references prior to the commencement of employment
01 | - medical examination prior to the commencement of emplovment
Does the Bank have a written Code of Ethics or Contlicts of Interest Policy ? If
ves, are all employees given a copy of the document on joining and are they
02 | reminded of the ~ontents periodically thereafter ?
03 | Are all staff provided with at least an annual performance appraisal ?
Does the Chairman or his delegite authorise all changes in salary and staff
04 | benefits ?
05 | Does the Bank have a policv calling for the penodic rotation of staff duties ?
Is rotation of duties enforced by a policy of mandatory uninterrupted vacations
e.g. a minimum of 2 weeks away from the job ? Are the duties of vacationing or
06 | absent emplovees temporarily assumed by other staff ?
Do related emplovees. if any. have job assignments that minimise the likelihood of
07 | collusion ?
08 | Are emplovees who handle cash. secunties and other valuable assets bonded ”
Are the monthly pavroll calculations checked independently of the psrson
09 | preparing them and are pavments authorised by the Chairman or his designate ?
10 | Are attendance records maintained ?
11 | Arse all overtime claims independentlv verified and approved ?
Do staff maintain checking or deposit accounts with the Bank ? If yes, are the
12 | transactions passing over the accounts periodically reviewed bv management ?

lDeloitte & Touche, Czech & Slovak Republics July 1994 I
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REF: 1ICQ 16

Date: 07/94

INTERNAL CONTROL QUESTIONNAIRE

0O SECURITY OF PREMISES:

YES | NO
Are the arrangements for protecting the physical secunity of the Bank's premises,
personnel and assets adequate ? If necessary, has professional advice been taken
01 | onsecurity matters ?
02 | Is access to the Bank controlled ?
Is fire-fighting equipment adequate and is it regularly inspected by representatives
of either the supplier or the fire fighting services ? Have fire officers who would
be responsible for ensuring that all staff were safely evacuated in the event of a
03 | fire, been appointed ?
04 | Are fire evacuation driils carried out regularly ?
05 | Are offices fitted with fire alarm svstems and are the systems tested periodically ?
Are key and lock combinations for vaults., safes and other secure areas strictly
06 | controlled ? Are combinations changed periodically ?
07 | Are items held in safe custody reconciled regularlv with control records ?
Are there anyv procedures for protecting and re-constructing prime accounting or
08 | other records in case of a disaster ? Are records micro-filmed and stored off-site ?
Deloitte & Touche, Czech & Slovak Republics July 1994 _]
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FOR
MONEY MARKET ACTIVITIES



Ceskoslovenska Banka A.S

MONEY MARKET ACTIVITIES

a Compliance with Bank Policies & Procedures

O Compliance with Czech & Slovak Laws & Regulations
a Separation of Duties

tl Review of Internal Controls & Procedures

a Checking of Adherence to Counver-Party Limits

a Trial Balance & Prove
Receipt & Checking of Incoming
Counter-Party Confirmations

MM 1
MM 2
MM 3
MM 4
MM 5
MM 6
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[ Ceskoslovenska Obchodni Banka A.S.

REF: MM
Date: 11/94

MONEY MARKET ACTIVITIES

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION

Bank Policies & Procedures will exist which cover several areas of the Bank's operations.
These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

To ensure that any changes in the policies and procedures are disseminated.

To ensure that the policies and procedures are being followed.

AUDIT PROCEDURES

Obtain the department's copy of the latest policies and procedures affecting
their area.

Identify any missing policies or procedures including recent updates.

Discuss the policies and procedures with the department head and other
personnel as appropriate and make a determination as to whether they are
familiar with them.

Identify and follow through the procedures for disseminating new and or amenced
policies and procedures cov :ring the Bank as a whole and make a determination as to
whether these are adequate

Select a number of transactions for checking that the policies and procedures
are being complied with,

Deloitte & Touche November 1994
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Ceskoslovenska bhi .

REF: MM1
Date: 11/94

6. For example, it is usual for banks 1 place a time limit on money market placements
with other banks. This time limit should be for a period not exceeding 12 months.
7. Money markets placements must not be rolled-over but must repaid at the maturity
date.
8. During the examination the following specific items should be considered:
= Bank Operating Directives
= Bank Accounting Manual
=) Expenses Control Guidelines
= Credit Authorities Manual
= Money Market & Foreign Exchange Trading Policies & Guidelines
= Any Other Directives (specify)

IDeloitte & Touche November 1994 l



Ceskoslovenska Obchodni Banka A.S.

REF: MM2
Date: 11/94

MONEY MARKET ACTIVITIES

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES
l. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.
2. To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
L. Identify the particular laws and regulations affecting the area, department or
function which is being audited.
2. Obtain the department's copy of the latest laws and regulations affecting their area.
3. Identify any missing copies of laws and regulations including recent updates.
4. Discuss the laws and regulations with the department head and other
personnel as appropriate and make a determination as to whether they are
familiar with them.
5. Identify and follow through the procedures for disseminating new and or amended
laws and regulations covering the Bank as a whole and make a determination as to
whether these are adequate

Deloitte & Touche November 1994
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REF: MM 2
Date: 11/94

6. Select a number of transactions for checking that the laws and regulations are being
complied with.

7. .Leview the transactions in the context of the requirements of the relevant laws and
regulations.

8. Identify anv non-compliance situations.

9. Follow through and identify how the situation was corrected.

10. Identify, review and comment on departmental procedures for ensuring compliance
with all appropriate local laws and regulations.

11, During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

Deloitte & Touche Nevember 1994 |
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| Ceskosiovenska Obchodni BankaAS.

REF: MM3
Date: 11/94

MONEY MARKET ACTIVITIES

SEPARATION OF DUTIES

DESCRIPTION

To effectively ensure the integrity of the books of the Bank and of the various management
reports there must be adequate separation of duties especially as between the front office
(traders/treasurers), the back-office processing department and the credit operations
department.

OBJECTIVES

L. To ensure that there is adequate separation of duties within and among three principal
departments concerned with the recording -keeping and daily checks and balances in
the trading operation i.e.

the dealing room itself

the back-office operations

a telex section for handling the pay-away and receipt of funds
credit administration and operations

i he [

AUDIT PROCEDURES

l. - Obtain the charts of organisation of the various departments involved in the money
* market and similar operations.

2, Review the reporting lines and verify that there is an adequate separation of duties.

Please note that in some banks, the back-office operatious reports to the Chief
Trader/Treasurer. This arrangement is not recommended for two basic reasons:

= from the standpoint of control purposes, it is more desirable that each area
operates independently of each other
= the administrative requirements of the back-office operations may present

needless interruptions for the Chief Dealer/Treasurer

Deloitte & Touche November 1994
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REF: MM3
Date: 11/94

3. Select a number of transactions for review and verify that the separation of duties is
being observed:

= dealing room personnel are responsible for negotiating the contracts, writing
up the deals and maintaining position records, projected nostro and liquidity
records, blotters and other records as appropriate

= dealing room personnel should not be involved in the duties of the servicing
section including the receipt and checking of incoming confirmations and the
booking of trades

= dealing room personnel should not be involved in funds transfers

all pay-away of funds to third parties are independently checked and
verified before the funds are paid-away

= brokers notes, where approprizte, are checked and approved independent of
the dealers

= verify that periodic proofs are carried out independent of the dealing room
personnel

Deloitte & Touche November 1994
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REF: MM
Date: 11/94

MONEY MARKET ACTIVITIES

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to
completion. Or in other words, the maker and checker routine.. This principle is designed as a
prudent measure to rotect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES
1. Obtain flow charts, if available, and review with departmental personnel to

ensure that they are current and up-to-date.

2. If flow charts are not available, prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4. Review and identify any missing controls or control weaknesses.

If appropriate, prepare a model flow chart and compare this with the actual work
flows.

Deloitte & Touche November 1994
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REF: MM 4
Date: 11/94

5. Select a number of actual transactions and follow these through the system to verify
that the system in operation agrees with what was discussed and documented.
Highlight any weaknesses cither in the or non-compliance with the procedures.

6. Identify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carmied out independently and accurately.

7. Carry out an operational overview of the area as follows:

i)

identify all sources of income such as commissions, fees, interest etc.
and ensure that these are being coilected and credited to the
apprepriate accounts.

review the Statement of Income & Expenses for a selected period and
identify any missing income balances by reference to 1) above.

carry out an overall analysis of the income booked and make a
determination as to whether the amount booked is consistent with
asset balances, volumes, tumnover etc.

Identify and review any debits to the income accounts and ensure
that these have been approved at i.e correct level

Management Reporis:

identify and list all reports produced for management and/or the

Czech & Slovak Regulatory Authorities

review and comment on each report. Consider such matters as:

. timely production of reports

. procedural controls and checks to ensure the quality of the
reports i.e. accuracy, correctness of ‘ata

. report format and adequacy

. where applicable, do the reports agree to the accounting
records

) adequate distribution 1.e. distributed to the appropnate
individuals or managers

are there any missing reports i.e. are there reports which are not

prepared but which should be

are there too many reports

Deloitte & Touche
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10.

12.

Ceskoslovenska Obchodni Banka ,,

REF: MM 4
Date: 11/94

iii) Systems (Technology):

= is the system in use automated or manual
= if automated, is it adequate and are there any weaknesses. Consider
such matters as:

system capacity and utilisation {(over/under)
system flexibility

operating costs

processing costs

system and data secunity issues

error rates

v) Staffing (Human Resources):

is the overall organisational structure adequate

is the departmental organisational structure adequate

is the departmental management structure adequate

are all staff fully trained and equipped to perform their duties
efficiently

b ama

Make a determination as to whether efficiencies and productivity can be  improved.
Are all personnel fully occupied ?.

Are there any automation possibilities or enhancements that would prove
cost-beneficial 7.

Are any functions being duplicated

Compare current departmental volumes with historical data and calculate and compare
staff/transactions ratios.

Make commeats if appropriate.

!Deloitte & Touchg November 1994 I
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REF: MMS5S
Date: 11/94

MONEY MARKET ACTIVITIES

CHECKING OF ADHERENCE TO COUNTER-PARTY LIMITS

DESCRIPTION

Risks in money market are similar to the risks that banks take in their lending portfolio or other
activities. The most obvious risk arises from trade tickets written-up as money market
placements when in fact they might be un-approved loans.

OBJECTIVES
L. To ensure that all money market trades are checked, independently of the dealers, for
adherence to customer counter-party limits.
2. To ensure that all over limit situations are reported to management and adequately
approved.
AUDIT PROCEDURES
1, Obtain copies of the Bank's latest Money Market Guidelines and Credit Authorities.
2. Verify that the trader's are familiar with the Guidelines and Authorities. Sight the

trader's copies as prima-facie evidence.

3. Review the trader's records of outstzding money market transactions and customer
limits and verify that they are up-to-date.

4. Review the procedures in force in the credit/appropriate department for checking
adherence to limits etc. and comment on the adequacy.
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REF: MMS5
Date: 11/94
5. Review the procedures for advising the traders and the back-office of changes in
limits and comment as appropriate.
6. Obtain the records of the counter-party over limit situations for a selected period and
verif\s that they have been reported to senior management and have been adequately

approved.

IDeloitte & Touche November 1994 l
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REF: MM 6
Date: 11/94

MONEY MARKET ACTIVITIES

TRIAL BALANCE & PROVE
RECEIPT & CHECKING OF INCOMING COUNTER-PARTY CONFIRMATIONS

DESCRIPTION

The most important control over the money market activities is the receipt and checking,
independent of the traders, of an incoming counter-party confirmation.

The deal ticket written-up by the trader is the primary source input for the entire accounting
and record-keeping system. It is the dealer's hand-written record of what was transacted.
Accuracy is of prime importance.

OBJECTIVES

1. To ensure that all deals are valid and subsequently controlled and verified by the
receipt and checking of a counter-party confirmation of all the deal details.

2. To ensure that the non-receipt of an incoming counter-party confirmation is followed
up on a regular basis and any out-of-line situations are reported to senior

management.

AUDIT PROCEDURES

1. Obtain the IBIS computer produced report of all outstanding money market
transactions.

2. Verify the totals on the report to the general ledger on a currency by currency basis.

3. Venify that all trades for forward value dates ( i.c. any date beyond the current day's

date) have been booked to the contingent accounts.

4, By reference to the records maintained by the back-office department, verify that an
incoming counter-party confirmation has been received by the department and
checked to ensure that all details are correct. Pay particular attention to ensure that
the following details are correct:
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trade date

value date

amount of placement or deposit

the agreed % rate

the counter-party's pavment instructions
broker used for the transaction

5. Comment and follow-up on all important discrepancies noted:

@  atrade date discrepancy i.e. an instance where the incoming confirmation
sates an earlier trade date than that recorded by the traders might indicate
that the Bank's traders are holding-up trades and might indicate that the
dealers are in excess of their counter-party limits and the outstanding credit
report to management is in-correct

= a value date discrepancy might have an effect on the Bank's nostro balance
and funding

= % rate discrepancy might indicate that the amount of the accrued interest
is incorrect and thus, the Bank will deliver the wrong amount and might
incur a penalty interest fee

= deposit placed or deposit accepted discrepancies i.e. instances where the
dealers say that the Bank is placing a deposit witk: the counter-party but the
incoming confirmation states that the counter-.party is placing a deposit with
the Bank - in other words the Bank is accepting a deposit. Such a
discrepancy might indicate that the dealer has written the deal the wrong way
round and, consequently, the Bank's assets and liabilities are incorrectly
recorded

= counter-.party payment instruction discrepancy might indicate that the Bank
will pay the counter currency to the wrong correspondent and might incur a
penalty interest fee

= broker used discrepancy i.e. instances where the Banks traders sate that a
broker was used as an intermediary whereas the incoming confirmation
states hat the trade was dealt directly on the phone/telex might indicate
possible collusion between the trader and the broker to transfer funds out of
the bank in the guise of broker's fee expenses

6. Follow-up all and comment on all instances where no incoming counter-party
confirmation has been received.

7. Review and comment on the back-office department's procedures for following-up
the non-receipt of an incoming confirmation.

8. Venfy that all instances are referred to senior management where counter-parties
consistently refuse to send a written confirmation.
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Date: 11/94

By reference to the outgoing telex or S.W.L.F. T. payment instructions verify that
no funds were paid away to a third party, indicating a potential loan disguised as a
money market transaction.

Verify that all money market transactions will mature within 12 months maximum
or shorter period as per local custom.

Review a number of maturities and verify that the funds have been re-paid correctly.

Cheék the accounts for money market balances with odd amounts i.e. amounts which
are not whole millions and/or thousands as this might indicate a roll-over of principal
and interest.

Obtain the records of customer complaints and review to ascertain whether any
customers have complained about the non-repayment of deposit previously placed with
the Bank and not re-paid on the due date. This might indicate that the proceeds of the
initial deposit were diverted.

Select a number of transactions and carry out an audit confirmation. Follow-up and
comment on any discrepancies advised.

Review the rates on the transactions and verify that the rates are in line with market
conditions and that no customer is being favoured with a rate lower than the market.

! Deloitte & Touche November 1994 |I
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FUNDING

O General Description

a Compliance with Bank Policies & Procedures

a Compliance with Czech & Slovak Laws & Regulations

O Review of Internal Control & Procedures

a Review of Liquidity

a Trial Balance & Prove
Review of Interest Rate Exposures

FD

FD

FD

FD

FD
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Date: 12/94

FUNDING

BACKGROUND

Before the 1950's. banks were inclined to attract deposits somewhat passively. competition
being largely on the basis of the provision of services. Such deposits were then erther lent out or
invested. usually on a rather conservative basis. On the whole, this amounted to an emphasis on
the management of assets. "Liability management" - as it 1s called - iniually originated. at
about the same time. in the USA and Canada. Its purpose was to fund or finance holdings of
remunerative assets such as loans, advances and various kinds of investments, as efficiently and
profitably as possible. Sometimes these assets would be "matched” with liabilities e.g. short-
term with short-term; medium-term with medium-term, but not necessarily, since it is part of
the function of banking to transform short-term moneys into medium-to-longer-term assets.

The inter-relationship between assets and liabilities relates to both domestic and international
funding and lending. Funding may derive from either domestic sources or the Eurocurrency
markets. Likewise lending may relate to the domestic economy or take the form of international
loans. Both these are sometimes financed partly from domestic sources and partly through the
Eurocurrency markets. [n recent years the capital/assets ratios of banks have operated at a
constraint and, as a result, there has been a shift back from liabilities management to assct
management, where the latter may consist of substituting high vield assets such as advances for
lower vield assets such as government securities. Altematively, there may be occasions when, to
increase its profitably, a bank may shift into low risk assets (c.g. government securities) in
place of high risk assets (such as property loans, loans to agriculture), which are more liquid.

A consequence of recent developments in the world banking activity has been the increasing
concern of banks and financial institutions with interest rate sensitivity. It has become
imperative, for example, to monitor the speed at which assets and liabilities change in their
composition along with rates of interest in the money markets. Some assets and liabilities are
rate insensitive (fixed rate loans, demand and savings deposits). Others. like vanable rate
loans and inter-bank loans, may be very volatile and change quite rapidly. They are therefore

interest rate sensitive.

In other instances, rate sensitivity mayv relate to the maturity distribution of the portfolio. On the
loan side, a fixed rate portfolio that is on the point of maturing can be expected. in a high rate
envi. snment, to become interest rate sensitive, as loans are moved over to a vanable rate. [n the
context of securities portfolios, interest rate expectations will play a leading role in determining
maturity distributions e.g. in a situation where there is great uncertainty about the future
direction of interest rates, banks will tend to stay short. Also. if rates are likely to rise they will
tend to run down, or switch out of, their longest dated securities because of the risk of capital

depreciation.
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Management of assets and liabilities must operate within the framework of the prudential
controls and monetary policy laid down from time to time by the hank and by the authorities of’
the country concerned. in this case, the Czech & Slovak REpublics.

One of the major issues currently facing both the banker and the regulator is capital and in
particular. the precise role of capital, what form it can take, the alternative sources of capital,
the changing structure of banks' capital base and the various issues relating to capital adequacy.
In all of these issues, the role of regulation has become increasingly central as regulators in
most countries have increased the attention given to bank capital adequacy and structure.

Generally speaking, capital is needed to both deal with losses while enabling the business to
continue, and support the basic infrastructure of the Bank. Capital and risk are inscparable as
risk is at the centre of capital adequacy issues. The ultimate purpose of capital is to protect
against various forms of risk that may affect a bank's ability to service its habilities in the face
of fluctuating eamings and changes in the value of assets.

For the purposes of this procedure, two general categories of risk are particularly important:

= "maturity transformation' risk which emerges when the maturity structure of assets
and liabilities are different;
= "interest mis-matching risk' applies when the flexibility of the Bank's interest rates

on assets is not synchronised with the flexibility on its liabilities, either because of the
nature of the assets and liabilities or the interest rate formula applied when setting
interest rates.

An individual bank's need for liquidity arises from the uncertainty surrounding its cash tlow
profile. Each bank has to deal with any net shortfall in cash inflow that it might experience.
anticinated or otherwise. Accordinglv, banks should operate a well diversified deposit base.
both 1'v matunty and counterparty and scek to secure an optimal mix of other liquidity forms
such as cash, liquid assets and cash flows deriving from loans and securities holdings. A bank's
natural desire to minimise "funding risk" or the risk that it will not be able to meet
commitments as they fall due, is tempered by its desire to maximise profits. Because profits are
inextricably linked to interest rate changes, exposure to which is heavily determined by the
maturity profile of assets and liabilities, liquidity management can reasonably be viewed as a
device for maximising "wealth".

Liquidity Management and the Management of Risk:

The two main banking risks of direct relevance to liquidity management are “funding risks"
alternatively termed liquidity risk and "interest rate risk".
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REF: FD1
Date: 12/94

Funding risk is a risk that a bank will not have sufficient funds to meet commitments at any
given point in time. Factors which might account for a shonfall in availablity include
unexpected shortfalls in asset eamings. unexpected withdrawal of depositor credit facilities.
unanticipated expenditure (current or capital) and unexpected movements in the matunty
profile of assets and liabilities.

By way of contrast, interest rate risk is concemed with the uncertainty created for bank
profitability by possible changes in interest rates.

A well diversified deposit base, both by maturity and counterparty. can be regarded as one
prerequisite of prudent liquidity management. Other components include liquidity deriving from
asset holdings such as cash, readily liquefiable assets, loans (via repayments of interest and
principal), securities (via interest and dividend payments and sales and maturity procecds).

Deloitte & Touche December 1994
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FUNDING

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Prccedures will exist which cover several areas of the Bank's operations. These

policies & procedures are normally documented in a Policies Manual and copies of the manual
should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2. To ensure that any changes in the policies and procedures are disszminated.

3. To ensure that the policies and procedures are being followed.

AUDIT PROCEDURES

1. Obtain the department's copy of the latest policies and procedures affecting
their area.

2, Identify any missing policies or procedures inctuding recent updates.

3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4, Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Barnk as a whole and make a determination as to

whether these are adequate

S. Select a number of transactions for checking that the policies and procedures
are being complied with.
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Date: 12/94

For example, it is usual for banks to place a limit on the extent of the interest rate risk
(short funded or long funded) risk it is prepared to undertake by imposing maximum
funding gaps by maturity period, by currency and by maximum maturty.

Obtain details of the latest approved limits.

Make a determination as to which limits will be checked for compliance.

Obtain details of the accounting records for, say, a 3 month period.

Review the positions held and compare against the approved limits.

Identify any over limit situations.

Follow through and identify how the over limit situation was corrected.

During the examination the following specific items should be considered:

Bank Operating Directives

Bank Accounting Manual

Expenses Control Guidelines

Credit Authorities Manual

Foreign Exchange Trading Guidelines & Policies
Interest Rate Risk Guidelines & Policies

Any Other Directives (specify)

IO R
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FUNDING

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including

any up-dates.

OBJECTIVES
1. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.
2. To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
1. Identify the particular laws and regulations affecting the area, department or

function which is being audited.

2 Obtain the department's copy of the latest laws and regulations affecting their area.
3. Identify any missing copies of laws and regulations including recent updates.
4. Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

5. fdentify and follow through the procedures for disseminating new and or amended laws
and regulations covering the Bank as a whole and make a determination as to whether

these are adequate

6. Select a number of transactions for checking that the laws and regulations are being
complied with.
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Review the transactions in the context of the requirements of the relevant laws and
regulations.

Identifv any non-compliance situations.
Follow through and identify how the situation was corrected.

Identify, review and comment on departmental procedures for ensuring compliance
with all appropriate local laws and regulations.

During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list).

For example, there may be restrictions on:

maintaining assets/liabilities in certain currencies

the minimum or maximum permitted maturity periods

taking deposits from or placing deposits in certain countries

the maximum interest rate which can be charged to borrowers

liquid assets ratio - the minimum rate of liquid assets to total deposits
cash ratio - ratio of assets to total deposits

I VR )
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| Ceskaslovenska Obchadni AS,

FUNDING

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to

completion. Or in other words, the maker and checker routine.. This principle is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES

1. Obtain flow charts, if available, and review with departmental personnel to
ensure that they are current and up-to-date.

2. If flow charts are not available. prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4, Review and identify any missing controls or control weaknesses.

If appropriate, prepare a model flow chart and compare this with the actual work
flows.

5. Select a number of actual transactions and follow these through the system to verify
that the system in operation agrees with what was discussed and documented.
Highlight any weaknesses either in the or non-compliance with the procedures.

Deloitte & Touche December 1994
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6. Identify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
= identifv all sources of income such as commissions, fees. interest etc.

and ensure that these are being collected and credited to the
appropnate accounts.

= review the Statement of Income & Expenses for a selected period and
identify any missing income balances by reference to i) above.
= carry out an overall analysis of the income booked and make a

determination as to whether the amount booked is consistent with
asset balances, volumes, turnover etc.

= Identify and review any debits to the income accounts and ensure
that these have been approved at i.e. correct level

i) Management Reports:

= identifv and list all reports produced for management and/or the
Czech & Slovak Regulatory Authorities
= review and comment on each report. Consider such matters as:
. timely production of reports
. procedural controls and checks to ensure the quality of the
reports i.e. accuracy, correctness of data
) report format and adequacy
. where applicable, do the reports agree to the accounting
records
) adequate distribution i.e. distributed to the appropnate
individuals or managers
= are there any missing reports i.e. are there reports which are not
prepared but which should be
= are there too many reports

i) Systems (Technology):

= is the system in use automated or manual
= if automated. is it adequate and are there any weaknesses. Consider

such matters as;

. system capacity and utilisation (over/under)
. system flexibility
IDeloitte & Touche December 1994 !I
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o operating costs
. processing costs

. svstem and data security issues
. error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

is the departmental organisation..! structure adequate

is the departmental management structure adequate

are all staff fully trained and equipped to perform their duties
efficiently

(U}

Make a determination as to whether efficiencies and productivity can be improved.
Are all personne! fully occupied 7.

Are there any automation possibilities or enhancements that would prove
cost-beneficial 7.

Are any functions being duplicated

Compare current departmental volumes with historical data and calculate and compare
stafftransactions ratios.

Make comments if appropriate.
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FUNDING

REVIEW OF LIQUIDITY

DESCRIPTION

One of the most important controls over the cash liquidity is the maintenance of accurate
records by the traders of all maturing assets and liabilities.

The trade ticket written-up by the trader is the primary source input for the loan & deposit
maturity records. In addition, the cash and back-office operations departments should inform
the dealers, on a daily basis, of any individual cash movement or daily cash movements in
excess of the amount set by the Treasurer as being material and/or marketable.

OBJECTIVES

1. To ensure that all adequate records and accurate records exist of all cash movements
in or out of the bank and that the dealers are informed on a daily basis, preferably
at least 2-3 days in advance of the maturity date.

2, To ensure that the non-receipt of incoming funds are followed-up immediately and
advised to the dealers and that regular checks are made between the incoming
correspondent bank statement and the Bank's ledgers.

AUDIT PROCEDURES

1. Obtain the IBIS computer produced reports of the projected nostro balances for each
important currency or for all currencies.

2 By reference to the underlying prime records such as deal slips. incoming
confirmations. loan agreements etc. verifv that the transaction maturity dates have

been input correctly.

3. Verifv that all maturities. including foreign exchange deals, maturing securities etc.
have been included and that there are no missing transactions.

4. Verify that the dealers are utilising the same records for managing the Bank's cash
position. If the traders are using different records. verifv that these are checked to the

accounting records referred to in 1. above.
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Verify *hat there is a procedure for following up with customers in advance of the
maturity date. to ensure that loan interest and principal repayments etc. are received
on the due date. For example. by debit to customer's account with the Bank (please
note that this does not increase cash liquidity unless there is a matching asset that is
also maturing the same day) or funds transfer from another bank

Review the projected nostro balances for the major and/or active dealing curtencies
and identify whether on any day or days there are any large or material positive or
negative cash in-flows or out-flows. Follow-up and comment.

Refer the situations to the Treasurer and discuss the background etc. and ascertain how

these will be regulanised/resolved.

Ascertain whether there is any very large loan maturing, the non-receipt of which
might jeopardise the Bank's cash position. Follow-up and comment.

Review the incoming correspondent bank statements and ascertain whether any
accounts are showing large overdrawn balances.

Please note that large overdrawn balances might indicate that the Bank's cash
position is not being properly managed.

Verify that the non-receipt of incoming funds are promptly followed-up and that,
where appropriate, customers are charged penalty interest on overdue balances. If
appropriate refer to the nostro account reconciliations.
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FUNDING
TRIAL BALANCE & PROVE

REVIEW OF INTEREST RATE EXPOSURES

DESCRIPTION

Interest rate risk management (IRRM) looks at the Bank as a portfolio of interest bearing
securities, funded predominantly by actual or potential interest-bearing obligations. The net
return of such a portfolio will normally be sensitive to changes in market interest rates -
depending on the overall re-pricing structure of the net portfolio, discrepancies between the
terms at which market rates can be passed on to the various products subject to adjustable
pricing and unexpected volume changes eg. fixed rate loan repayments and deposit
withdrawals induced by changes in market rates. The objective of IRRM is to maintain a
balance. in accordance with the Bank's overall tolerance of risk, between current income and
potential for future gain or loss. The Bank may, for instance, accept a temporarily low level of
profitability to "carry" a rate-sensitivity profile that expects a temporarily inverted vield curve
to retum to normal shape via a steep decline in short-term rates and a much smaller one in
long-term rates. The risk in this strategy, is of course, that the Bank's expectations may not be

realised.

For proper [RRM. the bank needs to be familiar with the exact future "cash flows" of its
portfolio. both those determined because re-pricing terms of the underlying assets and liabilities
are fixed and cash flows that are sensitive to interest rates such as early withdrawals and
repavments and interest-rate induced movements in, for example. demand deposit volumes. In
addition, two other requirements for [RRM are an interest rate forecast and a planning horizon.

= "mismatch” gap or "re-pricing” - the potential for unexpected gain or loss caused by
the possibility that outstanding balance sheet components with interest rates fixed for
a certain term have vet to be "matched" at terms which may vary

= "mix" risk - the potential for unexpected gain or loss caused by the supply of balance
sheet components behaving in an interest-elastic manner. forcing the Bank. for
example, o replace savings deposits in its funding mix with more costly money
market liabilities

= "basis” risk - the risk that a widely used "administered"” rate will behave differently
from the Bank's subjective funding mix.
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OBJECTIVES

To ensure that the interest rate exposures are in keeping with the bank's authorities
and guidelines.

To ensure that interest rate risk is monitored on a regular basis and that senior
management are aware of the situation.

To ascertain whether the reported exposures are correct and that there are any major
exposures Lo interest rate risk.

AUDIT PROCEDURES

Obtain the latest funding reports. These reports should be prepared at least monthly.
There should be one report for each currency in which the Bank has interest bearing
assets and/or liabilities and one report for all currencies consolidated in local currency
i.e. Crowns. If no reports are being prepared, the auditor may consider preparing his
OWn reports.

It is usual to show interest rate risk on a "reverse” or "reverse cumulative basis.

By reference to the prime accounting records verify that all interest bearing assets and
liabilities are included.

By reference to the contingent account balances in the prime accounting records verifv
that all future assets and liabilities have been included.

By reference to deal slips, incoming confirmations etc. verify, on a test check
basis, that the transactions have been included on the "interest roll-over" date and not

the final maturity date.

For example, if the interest rate on a two year loan is reviewed/re-priced every six
months, then the transaction will be ncluded in the six months rather than the two year

ladder.

Verify that the outstanding funding gaps are in line with the Bank's approved
guidelines. If any over limits are noted, verifv that these have been adequately

approved.

Review the reports for a previous period and identify any over limit situations. Verify
that these wvere adequately approved.

IDeloitte & Touche ' December 1994 I
2 )

Ik

s



10.

1L

12.

13.

|Ceskoslovenska Obchodni Backs AS.

REF: FD6
Date: 12/94

Ascertain whether there are any major exposures to interest rate movements - either
short-funded or long-funded. Follow-up and comment.

Obtain market rates independent of the dealers and calculate the probabie efTect on the
Bank's future earnings.

Discuss the findings with the Treasurer and senior management.

Obtain the profit and loss accounts for a selected period. Identify the figures for the
gross interest from interest bearing assets (e.g. interest income) and interest bearing
liabilities.

Obtain the analysis of the profit and loss accounts for a selected period. Identify the
figures for the net spread earned.

Follow-up and comment on any major trends - either upward or downward.

Please note that a reduction in net interest income and net spread might be indicative
of a reduction in iending activity but a reduction in net spread or gross margin might
be indicative of funding exposures including pricing policies.

Obtain details of the "interest rate formulae” used in determining pricing. Comment
as appropriate.
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12/94

Date:

FUNDING REPORT as at CLOSE OF BUSINESS

R 1995
CURRENCY: All Currencies Consolidated in Czech & Slovak Crowns
ASSETS: LIABILITIES:
Account Category Balance Account Category Balance
- Nostro Balance 2.000,000
- Interest Beaning Assels 33.000.000 | - Interest Bearing Liabilities 36.000.000
Sub-Total | 35.000.000 Sub-Total | 36,000,000
- Other Assets 1,100,250 | - Other Liabilities 100.250
Grand Total | 36,100,250 Cand Total | 36,100,250
Balance Per General Ledger 36,100,250 | Balance Per Generai .edger 36,100,250
Difference Nil Difference Nil
CONTINGENT ASSETS: CONTINGENT LIABILITIES:
Account Category Balance Account Category Balance
- Forward Loans §.000.000
- Forward Money Market - Forward Money Market
Placements 10.000.000 Deposits Taken 13.000.000
Sub-Total | 15.000.000 Sub-Total | 15.000.000
- Other Contingent Assets 15.000.000 | - Other Contingent Liabilities 25.000.000
Grand Total | 40,000,000 Grand Total | 40,000,000 |
1
Balance Per General Ledger 40,000,000 | Balance Per General Ledger 40,000,000
Difference Nil Difference Nil
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REF: FDo6
Date: 12/94
FUNDING REPORT as at CLOSE OF BUSINESS
--------- 1995
CURRENCY: Czech & Slovak Crowns
_ASSETS: LIABILITIES:
Account Category Balance Account Category Balance
- Nostro Balance 1.900.000
- Interest Bearing Assets 31,000,000 | - Interest Bearing Liabilities 34.000.000
Sub-Total | 32.900.000 Sub-Total | 34.000.000
- Other Assets 1.100.250 | - Other Liabilities 250
Grand Total | 34,000,250 Grand Total 34,000,250
Balance Pe: General Ledger 34,000,250 | Balance Per General Ledger 34,010,250
Difference Nil Difference Nil
CONTINGENT ASSETS: CONTINGENT LIABILITIES:
Account Category Bala~ce Accuunt Category Balance |
- Forward Loans 5.000.000
- Forward Money Market - Forward Money Market
Placements 10.000.000 Deposits Taken 13.000.000
Sub-Total | 15.000.000 Sub-Total 13.000.000
- Other Contingent Assets 25.000.000 | - Other Contingent Liabilities 25.000.000
Grand Total | 40,000,000 Grand Tota} | 40,000,000
Balance Per General Ledger 40,050,000 | Balance Per General Ledger 40,000,000
Difference Nil Difference Nil
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Date: 12/94

FUNDING REPORT as at close OF BUSINESS
N 0 1

CURRENCY: X (at 1/1 to the Crown)
ASSETS: LIABILITIES:
Account Category Balance Account Category Balunce
- Nostro Balance 100,000
- Interest Bearing Assets 2.000.000 | - Interest Bearing Liabilities 2.000.000
Sub-Total 2,100,000 Sub-Total 2.000.000
- Other Assets 0 | - Other Liabilities 100.000
Grand Total 2,100,000 Grand Total 2,100,000
Balance Per General Ledger 2,100,000 | Balance Per General Ledger 2,100,000
Difference Nil Difference Nil
CONTINGENT ASSETS: CONTINGENT LIABILITIES:
Account Category Balance Account Category Bulunce
- Forward Loans 0 ()
- Forward Money Market - Forward Money Market
Placements Deposits Taken 0
Sub-Total 0 Sub-Total ()
. Other Contingent Assets 0 | - Other Contingent Liabilities 0
Grand Total 0 Grand Total 0
Balance Per General Ledger 0 | Balance Per General Ledger 0
Diiference Nil Difference | Ni

BEST AVAILABLE DOCUMENT
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Ceskoslovenska Obchodni Banka A.S.

REF: FD6
Date: 12/94
FUNDING REPORT as at CLOSE OF BUSINESS
------------ 1995
CURRENCY: All Cur rencies Consolidated in Czech & Slovak Crowns
Net Current
INTEREST INTEREST NET Break Current Cost of
BEARING Average BEARING Average FUNDING Even % Market Closing
. ASSETS % Rate LIABILITIES | % Rate GAP Rate Rate Gup

Balance Sheet 33.000,000 36,000,000 3,000,000
Contingents 15,000,000 15,000,000 0

Total 48,000,000 51,000,000 3,000,000
Maturity Date Maturity

Period
31 December 1994 | 1 Month 48,000,000 11.6875 51,000,000 10.25 3,000,000
30 June 1995 2 Months 48,000,000 11.6875 51,000,000 10.25 3,000,000
31 July 1995 3 Months 48.000,000 11.6875 34,000,000 10.50 | <14,000,000>
31 Aupust 1995 4 Months 18.000.000 12.00 17,000,000 10.75 | <1,000,000>
31 September 1995 | 5 Months 18,000,000 12.00 0 <18,000,000> 12.00
31 October 1995 6 Months 18,000,000 12.00 0 <18,000,000> 12.00
31 January 1996 92 Months 12,000,000 11.75 0 <12,000,000> 11.75
30 April 1996 12 Months 0 0 0 0
!Deloitte & Touche ‘ December 1994 : !
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l Ceskoslovenska Obchedni Banka A.S.

REF: FD6
Date: 12/94
FUNDING REPORT as at CLOSE OF BUSINESS
cmmemmeeeeaae 1995
CURRENCY: Al Currencies Consolidated in Czech & Slovak Crowns
Approved

INTEREST INTEREST NET Funding If Yes

BEARING Average BEARING Average FUNDING Gap Overlimit | Approval

ASSETS % Rate LIABILITIES | % Rate GAP Limit Yes/No Sighted
Balance Sheet 33,000,000 36,000,000 3,600,000
Contingents 15,000,000 15,000,000 0

Total 48,000,000 51,000,000 3,000,000
Maturity Date Maturity
Period
31 May 1995 1 Month 48,000,000 11.6875 51,000,000 10.25 3,000,000
30 Junc 1995 2 Months 48.000,000 11.6875 51,000,000 10.25 3,000,000
31 Julv 1993 3 Months 48,000,000 11.6873 34,000,000 10.50 | <14,000,000>
3! August 1993 4 Months 18,000,000 12.00 17,000,000 10.75 <1,000,000>
31 September 1995 | 5 Months 18,000,000 12.00 0 <18,000,000>
31 October 1995 6 Months 18,000,000 12.00 0 <18,000,000>
31 January 1996 9 Months 12,000,000 11.75 0 <12.009,000>
30 April 1990 12 Months ( 0 0 0
El)eloilte & Tonche December 1994 !I
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INVESTMENTS & SECURITIES

a Compliance with Bank Policies & Procedures
a Compliance with Czech & Slovak Laws & Regulations
a Review of Internal Controls & Procedures

(m] Trial Balance & Prove

TI

TI

TI

TI
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Ceskoslovenska Obchodni Banka A.S.

REF: TI1
Date: 12/94

INVESTMENTS & SECURITIES

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations.

These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies ard procedures affecting their operations.

2, To ensure that any changes in the policies and procedures are disseminated.
3. To ensure that the policies and procedures are being followed.
AUDIT PROCEDURES
1. Obtain the department's copy of the latest policies and procedures affecting
their area.
2, Identify any missing policies or procedures including recent updates.
3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4. [dentify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

5. Select a number of transactions for checking that the policies and procedures
are being complied with.

lDeloitte & Touche DECEMBER 1994 I
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Ceskoslovenska Obchodni Bankn. i

REF: TI1
Date: 12/94

6. For example, it is usual for banks to place a restriction on which individuals can
authorise the purchase and disposal of investments made on behalf of the Bank.
[t is also usual practice that the Treasurer should be involved in this operation since
he has a responsibility for funding and liquidity.

7. During the examination the following specific items should be considered:
= Bank Operating Directives
= Bank Accounting Manual
= Credit Authorities Manual
= Bank Investment Policy Directive(s) including a list of approved or
un-approved investments and securities
Policies for Trading Account Securities (if any)
= Any Other Directives (specify)

lDeloitte & Touche December 1994 I
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lCalms!ovmiu Obchodni Banka A.S.

REF: TI2
Date: 12/94

INVESTMENTS & SECURITIES

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2. To ensure that any changes in the laws and regulations are disseminated,
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
1, Identify the particular laws and regulations affecting the area, department or

function which is being audited.

2, Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identify any missing copies of laws and regulations including recent updates.

4, Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended
laws and regulaticas covering the Bank as a whole and make a determination as to
whether these are adequate

Deloitte & Touch
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REF: TI2
Date: 12/94

6. Select a number of transactions for checking that the laws and regulations are being
complied with.

7. Review the transactions in the context of the requirements of the relevant laws and
regulations.

8. Identify any non-compliance situations.

9. Follow through and identify how the situation was corrected.

10. [dentify, review and comment on departmental procedures for ensuring compliance

with all appropriate local laws and regulations.

11. During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

= Czech & Slovak regulations may place a restriction on the type of
instruments which banks can purchase as investments;

= pregulations may specify special accounting treatment e.g. investments may
be required to be booked as to lower of cost or market

= there may be restrict.ons on the transfer of investment securities to a trading
portfolio and vice versa

= investments may be required to be held for a minimum of x years

| Deloitte & Touche December 1994
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l Ceskaslovensks Obehodni Banka A4.S. ' . !l

REF: TI3
Date: 12/94

INVESTMENTS & SECURITIES

REVIEW OF INTERNAL CONTROL & PROCEDUJRES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the
Bank’s assets and to provide proper care and custody of customers' deposits and valuables
and to promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to
completion. Or in other words, the maker and checker routine.. This principle is designed as
a prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES
1. Obtain flow charts, if available, and review with departmental personnel to

ensure that they are current and up-to-date.

2 If flow charts are not available, prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4. Review and identify any missing controls or control weaknesses.

If appropriate, prepare a mode! flow chart and compare this with the actual work
flows.

Deloitte & fouche
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Ceskoslovensia Obchodni Banka A.S.

REF: TI 3
Date: 12/94

5. Select a number of investment & securities transactions which were effected during
the past 12 months and follow these through the system to verify that the system in
operation agrees with what was discussed and documented. Highlight any
weaknesses either in the or non-compliance with the procedures.

6. [dentify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
=) identify all sources of income such as commissions, fees, interest

etc. and ensure that these are being collected and credited to the
appropriate accounts.

= review the Statement of Income & Expenses for a selected period
and identify any missing income balances by reference to i) above.
carry out an overall analysis of the income booked and make a

determination as to whether the amount booked is consistent with
asset balances, volumes, turnover etc.

= Identify and review any debits to the income accounts and ensure
that these have been approved at i.e. correct level

i) Management Reports:
identify and list all reports produced for management and/or the
Czech & Slovak Regulatory Authorities
review and comment on each report. Consider such matters as:
. timely production of reports
. procedural controls and checks to ensure the quality of the

reports i.e. accuracy, correctness of data
report format and adequacy
where applicable. do the reports agree to the accounting

records
. adequate distribution i.e. distributed to the appropriate
individuals or managers
are there any missing reports i.e. are there reports which are not
prepared but which shouid be
= are there too many reports
Deloitte & Touche December 1994
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REF: TI3
Date: 12/94

iii) Systems (Technology):

= is the system in use automated or manual
= if automated, is it adequate and are there any weaknesses. Consider
such matters as:

system capacity and utilisation (over/under)
system flexibility

operating costs

processing costs

system and data security issues

error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate
is the departmental organisational structure adequate
is the departmental management structure adequate

i

]

are all staff fully trained and equipped to perform their duties
efficiently
8. Make a determination as to whether efficiencies and productivity can be improved.
9. Are all personnel fully occupied ?.
10. Are there any automation possibilities or enhancements that would prove

cost-beneficial ? .
11. Are any functions being duplicated

12. Compare current departmental volumes with historical data and calculate and
compare staff/transactions ratios.

Make comments if appropriate.

December 1994
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Obchodni Banka A.S.

} Ceskoslovenska

INVESTMENTS & SECURITIES

TRIAL BALANCE & PROVE

DESCRIPTION

The only effective method of ensuring that all investments and securities purchased are
accounted for is to perform a physical count in which all instruments, held in the vault or in
safe custody at an approved custodian, are counted and agreed to the safe custody records,
and the Subsidiary and General Ledgers.

The operating department responsible for purchasing and disposing of investments and
securities should count the instruments held in the vault or elsewhere on a periodic basis, i.e.
at least every three months and Departmental or Branch management should carry out a
surprise check at irregular intervals.

OBJECTIVES

1. To ensure that the Bank's investment or securities instruments are kept under dual
control at all times and that no items are missing from the vauit.

2. The physical count of investments and securities agrees with the control records and
the subsidiary and general ledgers.

3. To ensure that no bad or problem loans are being concealed from management by
being booked as investments or investment securities.

4, To ensure that interest income on the coupoii, where applicable, is diarised and
collected when due.

5. The market values of investments are regulariy obtained from an independent market
source and reviewed by management

6. To ensure that the Bank's title to the instruments is good and not impaired.

'Deloitte & Touche December 1994 I
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REF: TI4
Date: 12/94

AUDIT PROCEDURES

1. Obtain the latest copy of the subsidiary and general ledgers. Ensure that all
currencies are included.

2. Review and identify all accounts which relate to investment or securities activities.

3. Obtain the prime departmental and safe custody records relating to investments and
securities activities.

4, Verify ihat the investment and securities instruments held are in agreement with the
accounting records.

S. Verify that all investments and securities purchased have been approved in

accordance with the Bank's investment and securities policy.
6 Veny that all purchases have been checked for correct approval.

7. Verify, by reference to the local Stock Exchange, Reuters, Telekurs or other
appropriate pricing service, that the purchase price was in keeping with market
prices. Refer any out of line prices to management.

8. Verify that all purchases are within the established limit guidelines i.e. issuer
limits, final maturity etc.

9. [f appropriate, verify that all transfers between portfolio and trading account are in
keeping with the Bank's investment policies.

10. Review the safe custody procedures and verify that instruments are kept under dual
control at all times.

11. Select a number of sales transactions and verify that the decision to sell has been/
is in keeping with the investment policy and has beeri p.operly approved.

12. Follow through to the Nostro account(s) and verify that the proceeds of sales have
been received by the Bank i.e. not diverted elsewhere.

13. Verify, by reference to the local Stock Exchange, Reuters, Telekurs or other
appropriate pricing service, that the sale price was in keeping with market prices.
Refer any out of line prices to management.

Deloitte & Touche December 1994
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REF. TI4
Date: 12/94

14. Review the outstanding instruments and verify that these are bona-fide investments
and securities instruments rather than credits or loans which have been booked to the
investment account to conceal the fact that the debtors are in arrears etc.

15. By reference to the coupon % on the instruments carry out an independent
calculation of the interest due and verify receipt by reference to the income &
expense accounts.

16. Obtain current market prices for the ouwstanding instruments e.g. Peuters, local stock
Exchange etc. and revalue the instruments. Comment on any material losses.

17. Verify that market prices are obtained at least every 6 months and that the current
market values are reviewed by management.

18. By reference to broker's confirmations etc. check the ownership of the instruments
and verify that the Bank's title is complete and un-encumbered.

|! Deloitte & Touche o December 1994 I
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Cokialoveria Obchodui Banks A5

REF: TI14
Date: 12/94

INVESTMENTS & SECURITIES
PER ACCOUNTING RECORDS

Verified to

luvestment
Approval Policy

Name of Issuer or Nominal Issue Date Approved OK Guidelines
Other Details Currency Value Cost Price % Purchased By Yes/No Yes/No

TOTAL

[Deloitte & Touche S o R Liecember 1994
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REF: TI4

Date: 12/94
INVESTMENTS & SECURITIES
DISPOSALS (SALES)
Sale Price
Verified to Procceds
an Verified to
Approval | Independent Nostro
Name of Issuer or Nominal Sale Approved OK Source Account(s)
Other Details Currency Value Cost Price Price Date Sold By Yes/No Yes/No Yes/No
TOTAL

[Deloitte & Touche _ . December 1994 I
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LOANS & ADVANCES



LOANS & ADVANCES

a Glossary of Terms Generally Used LA 1
a Compliance with Bank Policies & Procedures LA 2
a Compliance with Czech & Slovak Laws & Regulations LA 3
a Review of Internal Controls & Procedures LA 4
a Defiuition of Responsibilities LA S
a Trial Balance & Prove LA 6
a Problem Loans LA 7
[Deloitte & Touche : : December 1994
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REF: LAl
Date: 12/94

LOANS & ADVANCES
GLOSSARY OF TERMS GENERALLY USED

Lines. of Credit:

A Line cf Credit enables a borrower to make individual borrowings up to the
borrowing limit. Lines ot Credit are not legally binding on the Bank and can be
cancelled at any time. At the expiration date, Lines of Credit cannot be used unless
they are extended or renewed.

If a customer is informed of a Line of Credit, it is called an edvised line. If the Bank
develops a lire of credit for internal purposes. it is termed a guidance line. On such
lines. there are no loan agreements or contracts. The terms and conditions under which
credit is extended can be of three types:

- good until cancelled - the bank may terminate the line at will.
- annual review - the line automatically terminates at the end of one calendar

vear.
- as ofTered - the Bank must be consulted prior to each drawing.

Sometimes a Line of Credit may have sub-lines for Overdrafts, Bills Discounted.
Acceptances. Letters of Credit ctc.

Lines of Credit:

Once a line of credit is established an “offering ticket' or similar document provides the
internal authority for and evidences draw downs. Offering tickets can also be used for
borrowings on a one-time or temporary basis.

Advances Against Collections:

These are short-term advances obtained against the expected coiection of funds due
to the borrower from the sale and shipment of goods. Any funds due are utilised 10
repay he advance.

" Deloitte & Touche e ) .;.December 1994 II
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REF: LA
Date: 12/94

Bills, Notes, Drafts Discounted:

Extensions of credit can be made to a customer by purchase of negotiable notes and
other instruments that are the debt of another party. The Bank can discount the
instrument or take its fee in advance. The customer is held responsible for any losses
unless the discount is done "without recourse”. Bankers acceptances arising {from
drafts issued on a Letter of Credit are otten handled by discounting.

Contingent Liabilities:

Contingent liabilities are potential liabilities that arise from the sale, transfer,
endorsement or guarantee of negotiable instruments. For example, contingent
liabilities occur from:

- discount, sale or transfer of acceptances, bankers acceptances and foreign

drafts
- endorsement of commercial letters of credit

- forward foreign exchange contracts

Demand Loan & Call Loan:

These are loans that do not have a maturity date and are subject to call by the Bank
for principal payment or for interest rate adjustment.

Guarantee:

A promise by a third party to complete the terms of a contract ifAvhen the borrower
cannaot.

Legal Commitment:

An agreement that is binding on both parties and describes the terms and conditions of
a loan.

Legal Commitment:

Loans that are secured by negotiable instruments such as stocks. bonds. certificates of
deposit or any other marketable securities. Loans that are used to purchase stock may
be subject to local regulations. Such secunties are revalued on a periodic basis to
determine whether its value has fallen below that called for in the security agreement.

Loan Participation Sold:

Participations in the Bank's loans may be sold to a correspondent bank or third party
without notification to the borrower.

Deloitte & Touche ' December 1994 |
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REF: LAl
Date: 12/94

Loan Participation Bought:

When the borrowing needs of a correspondent bank's customer exceeds the lending
limit of that customer they may ask the Bank to participate in a loan. Limits on these
transactions may be determined by Czech & Slovak Banking Laws or intzmal Bank

policy.
Overdrafts:

An overdraft line is an agreement between the bank and a customer to allow the
customer to overdraw his/her/its account Generally, there is a limit to the amount of
the overdraft and a customer may be required Lo make repayment within a certain time
limit. In some instances, there may be a restriction on the use of the funds.

Time Loans:

A time loan is a loan having a fixed maturnity. On this type of loan the borrower has
use of the funds until the agreed maturity and is not subject to any demand for
repayment of principal or interest.

Unsecured Loans:

These loans are normally made on the strength of a borrower's financial position

Secured Loans:

Secured loans are made by using collateral to back up the repayment of the loan. Any
form of negotiable securities e.g. land. buildings can be used as long as the secunity is
readily marketable.

Guaranteed Loans:

Personal or corporate guarantees can be used for a specific borrowing or for all
borrowings of a customer.

Revolving Credit:

A revolving credit is a legal commitment that is binding on the Bank, whereby the
Bank agrees to make advances, at the borrower's request, up to a specified amount
and is available for a stipulated period. This permits the borrower 1o "arrange™ the
timing of the advances and repayments to suit his needs and to minimise his interest

expense.

“ Deloitte & Touche Decembc} 1994 I

190



[Cesluslovenska Banks AS._

REF: LAl
Date: 12/94

This type of financing is used when the borrower is not sure of the amount and
length of his financing needs and sometimes pre-precedes a term loan. Banks normally
charge a commitment fec on the unused portions.

r Standby Commitment:

This is a commitment similar to a revolving credit except that re-payments and re-
borrowing are not allowed during the commitment period. At the end of the
commitment period the outstanding debt is normally converted to a term loan.

’ Roll-overs:
These are loans that are granted an extension or are re-negotiated at maturity rather
than being repaid.

> Loan Fees:
A fee may be charged on the unused portion of credit, on commitments where the
Bank is required to reserve funds for a borrower. The Bank may also collect fees for
arranging loans.

r Accounts Receivable/Inventory Financing:
These are advances secured by the pledge of Accounts Receivable or inventory. The
advance is reduced as the pledged receivables are reduced.

e Country Exposure:
These are total assets exposed to risk in any one country.

’ Country Risk:
These are risks which are not related to the credit worthiness of any particular
borrower. These risks derive from the economic, political and social circumstances of
a foreign country.

e Sovereign Risk:

These are credits to a country that has the backing of that country’s government.

uDeloitte & Touche December 1994 'I
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REF: LA2
Date: 12/94

LOANS & ADVANCES

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIFTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations.

These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distnbuted to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area. department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2. To ensure that any changes in the policies and procedures are disseminated.

3. To ensurc that the policies and procedures are being followed.

AUDIT PROCEDURES

1. Obtain the department's copy of the latest policies and procedures affecting
their area.

2, Identify any missing policies or procedures including recent updates.

3. Discuss the policies and procedures with the department head and other

personnel as appropnate and make a determination as to whether they are
familiar with them.

4, Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

S. Select a number of transactions for checking that the policies and procedures
are being complied with.

l! Deloitte & Touche December 1994 ‘I
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REF: LA2
Date: 12/94

6. During the examination the following specific items should be considered:

Bank Operating Directives

= Bank Accounting Manual

= Expenses Control Guidelines

= Credit Authorities Manual
Any Other Directives (specify)

o
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REF: LA 3
Date: 12/94

LOANS & ADVANCES

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION
Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distnbuted to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

L. To ensure that the area, department or function which is being audited is
familiar wath local laws and regulations affecting their operations.

2, To ensure that any changes 1n the laws and regulations are disseminated.

3. To ensure chat the laws and regulations are being followed.

AUDIT PROCEDURES

1. Identifv the particular laws and regulations afleciing the area. department or
function which is being audited

2, Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identifv any missing copies of laws and regulations including recent updates

4. Discuss the laws and regulations with the department head and other

personnel as appropnate and make a determination as to whether they are
familiar with them

5. Identify and follow through the procedures for disseminating new and or amended
laws and regulations cosering the Bank as a whole and make a determination as to
whether these are adequate

ﬂ' Deloitte & Touche December 1994 |
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REF: LA3
Date: 12/94

6. Select a number of transactions for checking that the laws and regulations are being
complied with.

7. Review the transactions in the context of the requirements of the relevant laws and
regulations.

8. Identify anv non-compliance situations.

9. Follow through and identify how the situation was corrected.

10. Identify. review and comment on departmental procedures for ensuning compliance
with all appropriate local laws and regulations.

. During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):
For example there may be restrictions on lending.

Deloitte & Touche December 1994 ;
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REF: LA 4
Date: 12/94

LOANS & ADVANCES
REVIEW OF INTERNAL CONTROLS & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental pninciple to be followed is the Separation of Duties concept which stipulates
that. to the extent possible. no onc individual should control a transaction from inception to
completion. Or in other words, the maker and checker routine. This principle is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES

1. Obtain flow charts, if available. and review with departmental personnel to
ensure that they are current and up-to-date

2. If flow charts are not available. prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the arcas
activities.
4. Review and identifyv any missing controls or control weaknesses.

If appropnate. prepare a model flow chart and compare this with the actual work
flows.

lDeloitte & Touche December 1994 }I
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REF: LA 4
Date: 12/94

s. Select a number of actual transactions and follow these through the system to verify
that the system in operation agrees with what was discussed and documented.
Highlight any weaknesses either in the or non-compliance with the procedures.

6. Identify anv periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
= identify all sources of income such as commissions, fees, interest etc.

and ensure that these are being collected and credited to the
appropriate accounts.
= review the Statement of Income & Expenses for a selected period and
identifv any missing income balances by reference to i) above.
carry out an overall analysis of the income booked and make a

determination as to whether the amount booked is consistent with
asset balances, volumes, turnover etc.
= Identify and review any debits to the income accounts and ensure
that these have been approved at i.e. correct level
ii) Management Reports:
= identifv and list all reports produced for management and/or the
Czech & Slovak Regulatory Authorities
= review and comment on cach report. Consider such matters as:
. timely production of reports
. procedural controls and checks to ensure the quality of the
reports i.e. accuracy, Correctness of data
. report format and adequacy
e where applicable. do the reports agree to the accounting
records ‘
. adequate distribution i.e. distributed to the appropriate
individuals or managers
= are there any missing reports i.e. are there reports which are not

prepared but which should be
are there too many reports

[
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REF: LA J
Date: 12/94

iii) Systems (Technology):

is the svstem in use automated or manual
if automated. is it adequate and are there any weaknesses. Consider
such matters as:

M m

. svstem capacity and utilisation (over/under)
system flexibility
operating costs

o processing costs
. system and data security issues
. error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

is the departinental organisational structure adequate

is the departmental management structure adequate

are all staff fully trained and equipped to perform their duties

o

il

efTiciently
8. Make a determination as to whether efficiencies and productivity can be  improved.
9. Are all personnel fully occupied ?.
10, Are there any automation possibilities or enhancements that would prove

cost-beneficial ? .
11. Are any functions being duplicated

12. Compare current departmental volumes with historical data and calculate and compare
staffAransactions ratios.

Make comments if appropriate.
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REF: LAS
Date: 12/94

LOANS & ADVANCES

DEFINITION OF RESPONSIBILITIES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should contro! a transaction from inception to
completion. Or in other words. the maker and checker routine. This principle is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

N A

w

USUAL RESPONSIBILITIES OF THE LENDING (ACCOUNT) OFFICER

Preparing loan application forms for credit approval.

Presenting the loan package for approval.

Ensuring that proper credit approval has been obtained.

Obtaining all the proper documentation and finarcial statements.

The timely handling of all forms and documents.

The validity and adequacy of documentation.

The control of the documentation.

Obtaining legal opinion, from in-house and/or external counsel. if necessary.
Ensuring that adequate current credit information is maintained in the
customers credit file.

USUAL RESPONSIBILITIES OF THE CREDIT OFFICER
(If this department does not exist then the duties may be performed
by the Loan Administration Department)

Ensuring that the proper documentation is obtained and is in order.

Referring any documentation exceptions to the Loan (Account) Officer.
Reviewing the loan agreement.

!Ddoitte & Touche : : December 1994 I
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REF: LAS
Date: 12/94

4. An independent review of all loan proposals.
5. Establishing a procedure to continualiy review the documentation file for;
= current signing authorities
= ensuring that proper documentation has been obtained for any changes
= borrowing resolutions are in order and current
= legal documentation ts in order
USUAL RESPONSIBILITIES OF THE CREDIT (LOAN)
ADMINISTRATION DEPARTMENT
1. Verifying the existence of a credit line.
2, Preparing the offering ticket and obtaining approvals.
3. Preparing and processing cf the loan advice form.
4, Notifving the Treasurer of any funding requirements.
5. Processing the accounting entnies.
6. Proofs - carrying out regular proofs of the loan outstandings etc.
7. Preparation of periodic loan outstanding reports and reports of

bad/suspense loans for senior management.

!Ddoitte & Touche : December 1994 I
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REF: LA 6
Date: 12/94

LOANS & ADVANCES

TRIAL BALANCE & PROVE

DESCRIPTION
The work of the back-office department begins as soon as they receive/collect copies of the
original loan tickets that are prepared by the loan/account officers. The initial act of the back-

office operations is to record the loan by inputting it into the computer. Once the loan is input.
the computer will generate the necessary records.

OBJECTIVES

1. To ensure that all the various accounting reports are self-balancing and to trial balance
and prove the outstanding loans.

AUDIT PROCEDURES

1. Obtain the latest copy of the IBIS produced foreign currency balance sheets.
subsidiary ledgers and general ledgers.

2, Review and highlight the accounts which are loans & advances related.

3. Schedule and prove to the General Ledger. See attached Schedules.

s, Obtain the latest copy of the "Creidt Outstanding Report’ produced by the Laon
Administration Department.

6. Review and test check to ensure that the Report is complete and agrees with the
General Ledger.

7. Select a number of loans for further examination. It would be preferable if the
selection was as representative as possible including a selection from each category of
loan account and from each currency.

8. Review the loan application and carry out an independent analysis.

ﬂDeloitte & Touche ' December 1994 I
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10.

1.

12.

13.

14,

15.

16.

17.

18.

19.

|Ceskoslovenska Obchodai Bagka A

S,

REF: LAG6
Date: 12/94

Verify that the borrower rating i.e. the measure of loss possibility based on the
financial characteristics of the borrower is realistic.

Verifv that the risk rating t.e. the measure of collectibility of the credit 1s realisuc.

Verifv that the credit does not exceed the maximum amount approved for the
borrower and, if appropriate, the maximum amount approved for the group.

Verify that the credit approval is adequate and in accordance with the approval
authorities contained in the Bank's Credit Approval Guidelines.

Verify that the credit line is current i.e. not expired.

Verifv that the credit line has been diarised for renewal.

Review the loan agreement and make a list_of the required documentation.
Verify that all original documentation has been received and is held by the Bank.

By reference to the vault register verifv that original documentation is held in safe
custody in the vault.

Verify that there is a credit file containing all available information and
documentation pertinent to the loan.

Verify that. as a minimum, the following information is on file:

Complete name and address of the borrower

Country Code, Geographic Code and Geographic Risk Code
National Bank Industryv/Borrower Type Code, if applicable
Borrower Risk Rating

Value Date of the loan

Interest Payment Date. Roll-over date and/or final maturity date
Loan amount and Currency

Loan Type i.e. Time. Demand. Revolving, Overdraft

Secured or Unsecured

Gross Interest Rate and interest rate formula

Spread

Basis i.e. 360. 365 day basis etc.

Documentation - type of documents and whether enclosed or to be received
Guarantor's name and address. if applicable

LV T I
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20.

21.
22.

23.

24,
25,

26.

27.

28,
29.

30.

ka Obchika A.S

REF: LA 6
Date: 12/94

Verify that the loan does not exceed any legal or other limits e.g. some countries
restrict the maximum lending to anv one individual or group of individuals to no more
than 13 % of the Bank's capital

Review and comment on the procedures for informing the Treasurer of all new or
pending loans so that the appropnate funding can be provided.

Review the procedures in the loan admimstration department and venfy that all
transactions are booked correctly.

On a test check basis venfy that the correct interest accrual 1s established and that
interest income is billed and collected on the due date. If appropriate. review the
billing procedures.

By reference to the customer account verify that the loan proceeds were credited to
the account.

By reference to outgoing telexes and/or SWIFT messages verify that the loan
proceeds were paid away in accordance with the customer's instructions.

Make a selection of loans for circulanisation and independently venfy that the loans
are genuine by performing an audit confirmation. Note: this may be done as part of an
annual exercise in conjunction with the external auditors. However, 1t 1s recommended
that positive confirmation be carried as often as possible.

Review the outstanding loans and identify any loans which have been made to
Directors and OfTicers or shareholders of the Bank and their families and business
activities and/or business associates.

Verifyv that the loans have been properly approved i.e. not approved by the
Director/Officer concemned.

Verify that the loans have been reported to the Board of Dircctors and Supervisory
Committee.

Verify that the loans have been made using normal commercial critena. are arms
lenght transactions and that all  documentation is adequate and held.

Deloitte & Touche December 1994 |
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REF: LAG6
Date: 12/94
LOANS & ADVANCES OUTSTANDING
as at Close of Business--------
Currency:
Exchange
IBIS Rate CKC
A/C No. Loan Account Title Balance to CKC Equivalent
TOTAL An
ok = Carried Forward
Deloitte & Touche December 1994 |
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| Ceskaslovenska AS.

REF: LA6
Date: 12/94

LOANS & ADVANCES OUTSTANDING
as at Close of Business-——-----

Currency: Local Currency (CKC)

IBIS Balance
A/C No. Loan Account Title in
CKC
TOTAL na
L) = Carried Forward

|! Deloitte & Touche December 1994 XI
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Ceskaslovenska Obchodni Banka A.S.

LAG6

REF:
Date: 12/94
LOANS & ADVANCES OUTSTANDING
as at Close of Business
Currency: All Currencies Consolidated in CKC
(Brought Forward from Currency Schedules)
Exchange
Currency Total Rate CKC
Currency Amount to CKC Equivalent
TOTAL an
** = Total Agrees to General Ledger Balance.

nDeloitte & Touche December 1994 __]'
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REF: LA6
Date: 12/94
LOANS & ADVANCES OUTSTANDING
as at Close of Business--—-------
Currency: All Currencies Consolidated in CKC
(Brought Forward from Currency Schedules)
Exchange
Name of Total Rate CKC
Customer Currency Currency Amount to CKC Equivalent
TOTAL .

T

Total Agrees to General Ledger Balance.

lDeloitte & Touche December 1994 I
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Ceskoslovenska Obchodni Banka A5,

REF: LA 7
Date: 12/94

PROBLEM LOANS
(Bad, Doubtful & Suspense)

DESCRIPTION

The loan/account officers should monitor their loans to inform themselves of any substantial
deterioration that would result in a loan being classified as a problem loan. If a loan falls into
one of the following categories notification should be made to senior management:

a trend of rapidly declining profits or consistent losses

a decline in liquidity

significant increase in liabilities

classification by any regulatory examining authority

material adverse change in borrower's industry and/or markets

(O ]

OBJECTIVE(S)

1. To ensure that all loans are regularly monitored by the appropriate loan/credit
officers.

2. To ensure that all doubtful loans have been identified and have been accounted for in
accordance with the Bank's and/or regulatory requirements.

3. To ensure that senior management are aware of all doubtful loans and that th.zse have
been approved.

PROCEDURES

L. Obtain the latest list of "watch-list" loans i.e. loans which should be monitored
closely to ascertain whether they are in the preliminary phase of being doubtful.
Consider such indications as interest overdue and rot paid on the due date,
principal repayment overdue, customer not responding to letters and/or phone calls.

2. Obtain the list of "watch-list" loans for a previous period and ascertain whether any of
these are on the current list or whether any have now been classified as problem loans.

Il Deloitte & Touche ' - December 1994 _____J[
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| Ceskoslovenska Obchodni Banka A5

10.

11.

12.

REF: LA7
Date: 12/94

Review the interest accruals and independently verify that all instances of
overdue interest are recorded on the "watch-list".

Review the nostrro account reconciliations and ascertain whether any principal
amounts are outstanding and verify that all such instances are recorded on the "watch-

list".

Review the currency, subsidiary and general ledgers and ascertain whether any
principal and/or interest due amounts have been rolled over. A good indication of this
is a loan outstanding for odd amounts i.e. not a whole amount.

Verify that loan/credit officers are familiar with the Bank's and/or the regulatory
problem loan accounting procedures. Generally speaking, a loan is classified as a
problem loan if principal and/or interest is overdue for 90 days or more.

Verify that all problem loans have been correctly identified and properly accounted
for i.e. removed from the normal loan account categories and transferred to the
"problem"” loan category in the accounting records.

Select a number of loans for further review. Obtain the credit/loan files and
ascertain that correspondence is current, indicating that the loan is being monitored
properly.

Ascertain that all problem loans have been reported to senior management and that
they have been adequately approved.

Discuss with the loan/credit officers their methodology for identifying problem loans
i.e. receipt and monitoring of current financial information from the customer. reading
business journals, discussions with peer groups in other banks etc.

Ascertain from the files that the Bank's legal department and/or counsel have reviewed
the Bank's collateral for adequacy and that this is held in a secure place.

Ascertain that the customer is following and abiding by the terms of any loan work-
out agreements.
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AUDIT PROCEDURES

LEASE RECEIVABLES
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, Cukmlu Oi Banka AS.

LEASE RECEIVABLES

o Compliance with Bank Policies & Procedures

o Compliance with Czech & Slovak Laws & Regulations

O Review of Internal Controls & Procedures

) Trial Balance & Prove

LE

LE

LE

LE
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REF: LEI
Date: 01/95

LEASE RECEIVABLES

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations.
These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVE.

1. To ensure that the area, department or function which is being audited is
familiar vith bank policies and procedures affecting their operations.

2, To ensuie that any changes in the policies and procedures are disseminated.
3. To ensure that the policies and procedures are being followed.
AUDIT PROCEDURES
1. Obtain the department's copy of the latest policies and procedures affecting
their area.
2 Identify any missing policies or procedures including recent updates.
3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determinatior: as to whether they are
familiar with them.

4, Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

S. Select a number of transactions for checking that the policies and procedures
are being crmplied with.

Deloitte & Touche mv January 1995 I
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REF: LE!
Date: 01/95
6. During the examination the following specific items should be considered:
= Bank Operating Directives
= Bank Accounting Manual
= Expenses Control Guidelines
= Credit Authonties Manual
= Any Other Directives (specify)
Deloitte & Touche . . January 1995
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!Ceskoslovemka Obchodni Banka A.S. TI

REF: LE2
Date: 01/95

LEASE RECEIVABLES

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

1. To ensure that the area. department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2, To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
1. Identify the particular laws and regulations affecting the area, department or

function which is being audited.

2, Obtain ihe department's copy of the latest laws and regulations affecting
their area.

3. Identify any missing copies of laws and rcgulations including recent updates.

4. Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended
laws and regulations covering the Bank as a whole and make a determination as to

whether these are adequate
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ECskoslovenska Obchodni Banka A.S. . !I

REF: LE2
Date: 01/95

6. Select a number of transactions for checking that the laws and regulations are being
complied with.

7. Review the transactions in the context of the requirements of the relevant laws and
regulations.

8. Identify any non-compliance situations.
9. Follow through and identify how the situation was corrected.

10. Identify, review and comment on departmental procedures for ensuring compliance
with all appropriate local laws and regulations.

11. During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

(For example, there may be special accounting requirements for leasing transactions.

!Deloitte & Touche January 1995 !I
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| Ceskaslovenska Obchodni

REF: LE3}
Date: 01/95

LEASE RECEIVABLES

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to
complation. Or in other words, the maker and checker routine. This principie is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES
1. Obtain flow charts, if available, and review with departmental personnel to

ensure that they are current and up-to-date.

2, If flow charts are not available, prepare same with reference to actual procedures
which are operaiive.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4. Review and identifv anv missing controls or control weaknesses.

If appropriate, prepare a mode! flow chart and compare this with the actual work
flows.
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Ceskoslovenska Obchodni Banka A.S.

REF: LE 3
Date: 01/95

5. Select a number of account opening transactions which were effected during the past
12 months and follow these through the system to verify that the system in operation
agrees with what was discussed and documented. Highlight any weaknesses etther 1n
the or non-compliance with the procedures.

6. Identify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as foilows:
i) Income:

identify all sources of income such as commissions, fees. interest etc.
and ensure that these are being collected and credited to the
appropriate accounts.

= review the Statement of Income & Expenses for a selected period and
identify any missing income balances by reference to i) above.

carry out an overall analysis of the income booked and make a
determination as to whether the amount booked is consistent with
asset balances, volumes, tumnover etc.

Identify and review any debits to the income accounts and ensure

that these have been approved at i.e. correct level

fl

U

)

i) Management Reports:

identify and list all reports produced for management and/or the
Czech & Slovak Regulatory Authonties
= review and comment on each report. Consider such matters as:
] timely production of reports
o procedural controls and checks to ensure the quality of the
reports i.e. accuracy. correctness of data
. report format and adequacy
. where applicable. do the reports agree to the accounting
records
. adequate distribution 1.¢. distributed to the appropriate
individuals or managers
= are there any missing reports 1.e. are there reports which are not
prepared but which should be
are there (oo many reports

U]

]
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| Ceskoslavenska Obchodni Banka A 5.

REF: LE3
Date: 01/95

i) Systems (Technology):

is the svstem in use automated or manual
if automated. is it adequate and are there any weaknesses. Consider
such matters as:

(U]

system capacity and utilisation (over/under)

. syvstem flexibility

. operating costs

. processing costs

. svstem and data security issues
] error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

=
= is the departmental organisational structure adequate
= is the departmental management structure adequate
= are all stafT fully trained and equipped to perform their duties
efficiently
8. Make a determination as to whether efficiencies and productivity can be improved.
9, Are all personne! fully occupied .
10. Are there any automation possibilities or enhancements that would prove
cost-beneficial 7 .
11, Are any functions being duplicated
12. Compare current departmental volumes with historical data and calculate and compare
staffftransactions ratios.
Make comments if appropnate.
Deloitte & Touche January 1995 |
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REF: LE4
Date: 01/95

LEASE RECEIVABLES

TRIAL BALANCE & PROVE

DESCRIPTION

The work of the back-office department begins as soon as they receive/collect copies of the
original loan/leasing tickets that are prepared by the loan/account ofTicers. The initial act of the
back-ofTice operations is to record the lease receivables by inputting it into the computer. Once
the lease ticket is input, the computer will generate the necessary accounting records.

The normal accounting for leasing transactions is to debit the asset account entitled "Gross
Lease Receivables" for the cost of the equipment and the projected eamings for the duration of

the lease transaction. The contra entries are credits to the Nostro account for the payment of the
purchase cost of the equipment and "Uneamed Income - Leases".

Each month or quarter, the nostro account is debited for the value of the lease rental and the
contra entry will be the asset account “Gross Lease Receivables”. Also. each month. the

"Unearned Income - Leases" account will be debited for the month's portion of income and the
profit account credited for the same amount.

OBJECTIVES

1. To ensure that all the various accounting reports are self-balancing and to trial balance
and prove the outstanding leases to the accounts.

AUDIT PROCEDURES

1. Obtain the latest copy of the IBIS produced foreign currency balance sheets.
subsidiary ledgers and general ledgers.

2. Review and highiight the accounts which are lease receivables related.

3. Schedule and prove to the General Ledger. See altached Schedules.
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| Ceskoslovenska Obchodni Banka A.S.

10.

11.

12.

13.

14,

15.

16.

17.

REF: LE 4
Date: 01/95

Obtain the copies of all outslanding "lease proof worksheets". Trial balance and
prove the balances to the " Gross Lease Receivables” asset account and "Unearmned
Income - Leases" account. See attached schedules. Follow-up and comment on any
discrepancies.

Select a number of lease transactions for further review.

Obtain the lease/credit file and verify that the equipment has been marked with the
Bank's name as beneficial owner.

Verify that an insurance policy covering the leased asset is held. is valid and is for the
correct amount.

Verify that, in the case of new equipment leased, a control is made to ensure that the
price of the equipment 1s checked to the suppliers and/or manufacturers published price

list.

Verify that, where appropriate, the Bank benefits from any supplier and/or
manufacturers discounts.

Verify, if appropniate, that an independent valuation is taken of any second hand
equipment that is being leased.

Verifv that the renewal date has been diansed.

Verifv that there is an active program of inspection of lease assets. Review the reports
of the inspections and asccrtain whether any ec:ipment is missing. Follow up and
comment.

Review and comment on the procedures for prepaning and mailing periodic (monthly,
quarterly, half-yearly invoices).

Review and comment on the procedures for following up on the non receipt of the
rentals.

Verify that the total amount of the periodic invoices is correct.

Select a number of debits to the Gross Lease Receivables account and verity these to
the original lease proof worksheets.

Select a number of credits to the Gross Lease Receivables account and verify that these
agree to the entries relating to the periodic rentals.
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| Ceskoslovenska Obchodni Banka AS.

REF: LE4
Date: 01/95

18. Select a number of any other entries (debit or credit) to the Gross Lease Receivables
account and venfy that these are bona-tide.

19. Verifv that the total amount of monthly lease income is correct.

20. Select a number of debits to the Unearned Lease Income account and verify that these
relate to the monthly transfer of income to the profit and loss account.

21. Identify if there are any other entries over the account. Select a number of other entries
(debit or credit) and verifv that these are bona-fide.

22, Review and comment on the procedures for the disposal of equipment.
23. Verify that, if appropriate, the residual values are collected and booked to income.

24, Refer LA procedures for bad/doubtful accounts procedures.

Deloitte & Touche _ . January 1995
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[Ceslosiovensla Obchodni Banks AS.

REF: LE4
Date: 01/95
LEASE RECEIVABLES
n Name of Customer:
] Currency: CKC
n Cost of Equipment: CKC 480,000-00
= Total Earnings: CKC 120,000-00
] Gross Lease Receivables: CKC 600,000-00
n Value Date: Ist January 1992
u Maturity Date: 31st December 1995
[ ] Rentals: CKC 37,500-00
] Rental Period: Quarterly
Lease Lease Balance
Period Date Rental Receivables Income Outstanding
01/01/92 37.500-00 480,000-00 120.000-00 600.000-00
0l. 31/03/92 37.500-00 450.000-00 112.5000-00 562.500-00
02. 30/06/92 37.300-00 420.000-00 105.000-00 515.000-00
03. 30/09/92 37,500-00 390.000-00 97.500-00 487.500-00
04. 31/12/92 37.500-00 360.000-0C 90.000-00 430.000-00
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llCoskoslovemka Obchodni Banka A.S. ) lI

REF: LE4
Date: 01/95
LEASE RECEIVABLES
PROOF OF GROSS LEASE RECEIVABLES
as at
CLOSE OF BUSINESS --eveveaeeee
Balance of Balance of Total
Lease Lease Balance
Lease No Receivables Income Outstanding
— - H AR

AN = Agree to Asset Account "Gross Lease Receivables”
++ = Agree to Liability Account "Unearned Income - Leases"

|! Deloitte & Touche January 1995 I
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GUARANTEES ISSUED
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ECukoslovuuka Obchodni Banka A.S. l

GUARANTEES ISSUED

O Compliance with Bank Policies & Procedures GI 1
a Compliance with Czech & Slovak Laws & Regulations GI 2
O Review of Internal Control & Procedures Gl 3
O Overall Review and Analysis Gl 4
a Guarantees Issued & Counter-Indemnities Gl 5

Ebdoitlc & Touche December 1994 ]I
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REF: Gl
Date: 12/94

GUARANTEES ISSUED

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations.
These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all approprnate arcas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2, To ensure that anv changes in the policies and procedures are disseminated.
3. To ensure that the policies and procedures are being followed.
AUDIT PROCEDURES
1. Obtzin the department's copy of the latest policies and procedures affecting
their area.
2. Identifv any missing policies or procedures including recent updates.
3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4, Identifv and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to

whether these are adequate

S. Select a number of transactions for checking that the policics and procedures
are being complied with.
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REF: GI1
Date: 12/94

6. During the examination the following specific items should be considered:

Bank Operating Directives
Bank Accounting Manual
Expenses Control Guidelines
Credit Authorities Manual
Any Other Directives (specify)

Moo W
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REF: GI2
Date: 12/94

GUARANTEES ISSUED

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION
Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2. To ensure that any changes in the laws and regulations are disseminated.

3. To ensure that the laws and regulations are being followed.

AUDIT PROCEDURES

1. Identifv the particular laws and regulations afTecting the area. department or
function which is being audited.

2. Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identify any missing copies of laws and rcgulations including recent updates.

4, Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

S. Identify and follow through the procccures for disseminating new and or amended
laws and regulations covering the Bank as a whole and make a determination as to
whether these are adequate

Deloitte & Touche December 1994
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REF: GI2
Date: 12/94

6. Select a number of transactions for checking that the laws and regulations are being
complied with.

7. Review the transactions in the context of the requirements of the relevant laws and
regulations.

8. Identifv any non-compliance situations.
9. Follow through and identify how the situation was corrected.
10. Identify, review and comment on departmental procedures for ensuring compliance

with all appropriate local laws and regulations.

1. During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

EDdoitte & Touche December 1994 iI
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REF: GI3
Date: 12/94

GUARANTEES ISSUED

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no nne individual should control a transaction from inception to

completion. Or in other words, the maker and checker routine.. This principle is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.

AUDIT PROCEDURES

1. Obtain flow charts, if available, and review with departmental personnel to
ensure that they are current and up-to-date.

2, If flow charts are not available. prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the arcas
activities.
4. Review and identify any missing controls or control weaknesses.

If appropriate, prepare a model flow chart and compare this with the actual work
flows.

ﬂDeloitte & Touche December 1994 !I
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REF: GI3
Date: 12/94

Select a number of actual transactions and follow these through the system to venfy
that the system in operation agrees with what was discussed and documented.
Highlight any weaknesses either in the or non-compliance with the procedures.

[dentifv any periodic proofs of prime departmental records to the accounting records
and ensure that these are carmied out independently and accurately.

Carry out an operational overview of the area as follows:

i)

Income:

0]

identify all sources of income such as commissions. fees. interest etc.
and ensure that these are being collected and credited to the
appropriate accounts.

review the Statement of Income & Expenses for a selected period and
identify any missing income balances by reference to i) above.

carry out an overall analysis of the income booked and make a
determination as to whether the amount booked is consistent with
asset balances, volumes. turnover etc.

Identify and review any debits to the income accounts and ensure

that these have been approved at i.e correct level

Management Reports:

0]

identify and list all reports produced for management and or the
Czech & Slovak Regulatory Authonties
review and comment on each report. Consider such matters as:

o timely production of reports

. procedural controls and checks to ensure the quality of the
reports i e. accuracy, correctness of data

] report format and adequacy

) where applicable. do the reports agree to the accounting
records -

] adequate distribution 1.e distributed to the appropriate

individuals or managers
are there any missing reports i.e. are there reports which are not
prepared but which should be
are there too many reports

|! Deloitte & Touche December 1994 il
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10.

11.

12

REF: GI3J
Date: 12/94

iif) Systems (Technology):

is the sysiem in uce ansomated or manual
if automated. is it adequate and are there any weaknesses. Consider
such matters as:

U

. svstem capacity and utilisation (over/under)
. svstem flexibility

. operating costs

. processing costs

. svstem and data secunty issues

. error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

is the departmental organisational structure adequate

is the departmental management structure adequate

are all stafY fully trained and equipped to perform their duties
efficiently

W u e

Make a determination as to whether efficiencies and productivity can be  improved.
Are all personnel fully occupied ?.

Are there any automation possibilities or enhancements that would prove
cost-beneficial ?.

Are any functions being duplicated

Compare current departmental volumes with historical data and calculate and compare
staffAransactions ratios.

Make comments if appropriate.

EDeloitte & Touche December 1994 ]l
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REF: GI4
Date: 12/94

GUARANTEES ISSUED

OVERALL REVIEW AND ANALYSIS

DESCRIPTION

By conducting an overall review of the Standby L/Cs issued, a general understanding of the
"portfolio mix" can be ascertained. A recent trend has been for banks to issue Standby L/Cs in
support of bond issues, guaranteeing payments of interest and principal. In addition banks may
issue a guarantee on behalf of importers to enable them to take delivery of goods pending
arrival of the covering documentation.

OBJECTIVE(S)

1. To identify any possible areas of over commitment by the Bank to any one customer.
industry, financial obligation etc.

AUDIT PROCEDURES

1. Review (test check according to volumes) copies of guarantees issued to identify the
reason for issuance. Prepare schedules identifying customer versus underlyving
obligation i.e. trade / bond issue etc.

2. Discuss GI / LC development with appropriate senior bank/departmental officers.
3. Identify and comment on any apparently heavy commitments to any one sector.
4. Review outstanding departmental records and verify that no guarantee type

transactions have been booked/filed as commercial LCs.
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REF: GI5§
Date: 12/94

GUARANTEES ISSUED

GUARANTEES ISSUED & COUNTER INDEMNITIES

DESCRIPTION

A guarantee is an undertaking to answer for the non-performance of another party. The
liability of the guarantor becomes direct when the principal obligor does not pay or perform
regardless of his ability or inability to do so. Therefore, from the point of view of the
beneficiary. the credit risk has been transferred away from the borrower to the guaranteeing
party. Guarantees are booked as contingent liabilities with the offset, customers liability on all
guarantees issued by the Bank reflected in the Balance Sheet.

OBJECTIVES
1. To prove outstanding guarantees issued to the contingent liability account.
2. To ensure correct credit approval has been given, the documentation is in order. and the
Bank's position protected.
3. To prove that all income arising from the issue of guarantees has been collected and

booked to the profit & loss accounts.

AUDIT PROCEDURES

1. Trial balance and prove the departmental record of guarantees issued to the General
Ledger. The department record may consist of copies of the guarantees. together with
counter indemnities. It mav also be a tickler card system which contains details of the
guarantee. Comment 1f the department filing system is not adequate.

2 Check to see that the cortingent liability account agrees with the contingent assct
account "Customer's Liability A/C Guarantees”.

Deloitte & Touche December 1994
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Date: 12/94

3. Verify that the departmental records are proved to the General Ledger on a monthly
basis. It is normal for this to be made by someone normally solely responsible for the

Guarantees.

Note: All unused L/Cs should be recorded as "Customers’ Liability - Unused L.C"
pending issue and recording as Standby L/Cs/Guarantees [ssued.

4, Ensure that the records used for central liability purposes contain all guarantees and
that the department proves this on a regular basis. (Note - it may be that these records
will be the same as proved in | abosve).

5. Obtain the latest Report of Credits Outstanding and verify that the guarantees arc
reported correctly.

6. On a full population or test check basis, select some guarantees for further
examination. The attached schedules and check lists should be utilised.

7. The auditor may wish to review the credit files to ascertain that there are no unrecorded
guarantees evident.

8. In instances where guarantecs have been issued upon instructions of other
branches/subsidiaries/afTiliates, verify that:

- Written confirmation. signed by an authorised signatory of the originating unit

is held.
- Proper credit approval is held at the originating unit.
9. Where guarantees have been issued in supror of third-party public debt e.g. municipal

bond issues. ensure that following credit approval, the transaction has been authorised
as appropriate.

[Deloitte & Touche ' December 1994 |
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REF: GIS

Date:

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

CREDIT LINE TICKET - CHECK LIST

12/94

Answer - Yes. No or Not Applicable (N/A). If "No". further supporting worksheets
should be attached and referenced.

Obtain a photocopy of the line ticket.

Yes
or
No

01,

Are there sufficient number of initials for approval on the line ticket?

02.

Is the line limit approval current?

03.

Where the line has been extended is it in accordance with the Bank's Credit
Authorities ?

04.

Has the line been extended for valid reasons:( ) the extenston signed
by the credit officer, and approved in the "Line Change Builetin" or
sumilar?

0s.

Where the credit extended is denominated in a foreign currency and due to
exchange rate change the credit facility exceeds 110% of the original local
currency (CKC) equivalent. had the credit been submitted for re-approval?

Are the credit ratings realistic?

07.

Where the line ticket is still circulating and has been outstanding for more
than 120 davs afier the recorded date of circulation has the line ticket been

resubmitted for approval?

08.

Are the outstanding liabilities within the approved hmit?

Has the line ticket been initialed by the Group Account Oficer. 1f the
responsibility for the credit lies in another branch. if borrower is domiciled
n another territory?

10.

£ Q.9 1s not applicable, and the aggregate maximum group credit
including the new credit. exceeds the lesser ot 10% of the previously
approved total. have the signatures appropnate for the new aggregate
amount been obtained on the line ticket”

11.

If the Credit or Group Credit exceeds CKC --has it been reported to the
Board of Directors or the Executive Credit Commuttee for their approval
in accordance with the Bank's Credit Authonties Guidelines ?

12.

If the Guarantee 1s in excess of one year (or any extension of credit.
evidenced in writing) has the approval of the Credit Supenisor been
obtained?

Deloitte & Touche December 1994
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REF: GIS§
Date: 12/94

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES
CREDIT OFFERING TICKET - CHECK LIST

Answer - Yes, No or Not Applicable (N/A). If "No", further supporting worksheets
should be attached and referenced.

Yes
Obtain photocopy of line ticket or
No
01. | Has a photocopv of the latest offering ticket been taken by auditor?
Is the offenng ticket(s) signed in accordance with the Credit Authonties
02. | Manual ?
03. | Do offering tickets cover the outstanding guarantee liabilities?
If this facility is held on an offering basis should it remain on this tvpe of
approval. e.g. should a proper line be established because it is a term loan
04. | or a recuniing facility”?
Deloitte & Touche December 1994 '
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REF: GIS

=

Answer - Yes, No or Not Applicable (N/A). If "No", further supporting worksheets

Date:

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

GUARANTEES ISSUED - CHECKLIST

For Account:
Amount:
Issued To:
Issue Date:

Maturity Date:

should be attached and referenced.

12/94

Yes
Obtain photocopy of line ticket or
No
Was guarantee issued & signed in accordance with Bank signature
01. | authorities? State the name of signatories.
Is the guarantee issued by the Bank specitic and the exact amount
02. | determined?
Are the terms of the guarantee issued satisfactors” (i.e. no unusual features
03. | or covenants)
04. | Was a standard guarantee issued”
Where a non-standard/specific guarantees were issued was local artomey
05. | consulted regarding terms”?
06. | Has the guarantee an expiry date” [f so give state date.
07. | Is guarantee in the currency of the issuing branch” i.e. in CKC
Deloitte & Touche December 1994 |
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REF:
Date:

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

GUARANTEES ISSUED - CHECKLIST - Continued

Gl5
12/94

Obtain photocopy of line ticket

Yes
or

08.

Does the text of the guarantee issued agree with the wording contained in
the customer's written instructions’?

Does the branch hold a written instruction, of the customer for each
extension of the guarantee. on file?

10.

Do the cusiomer's instructions agree to the amended (extended) guarantee”?

11.

Has the original guarantee document been recovered following
expirv/cancellation?

|| Deloitte & Touche December 1994 ll
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Answer - Yes. No or Not Applicable (N/A). If "No", further supporting worksheets

REF: GIS

Date:

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

COUNTER INDEMNITY - CHECKLIST

For Account:
Amount:
Issued To:
Issue Date:

Maturity Date:

should be attached and referenced.

12/94

Obtain photocopy of line ticket

Yes
or
No

01.

Has indemnifier the means to pay if the Bank i< called upon under the
guarantee? (i.e.is statement of means & up-to-date balance sheet
satisfactory)

02.

Has evidence of Incorporation been sighted (i.e. Certificate of [ncorporation
or equivalent)?

03.

Is the certified copv of the company's statues held on file?

Is the company trading within its objectives clause”?

05S.

Is the issuing of a counter indemmty’ or instructions within the company’s
and the Director's powers?

Has the Bank's standard mandate form been used and correctly completed?

07.

Have the signatures on the indemnity been venfied?

Deloitte & Touche
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REF: GIS

Date:

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

COUNTER INDEMNITY - CHECKLIST

12/94

Yes
Obtain photocopy of line ticket or
No
Does the counter indemnity cover the guarantee issued from issuing date to
08. | maturity date?
[s the counter indemnity on a standard Bank form” If not, has counsel's
09. | opinion been obtained?
If the counter indemnity has not been reviewed by counsel are there any
10. | limitations evident?
Has regulatory approval been obtained if necessary (refer to compliance
11. { manual)?
12. | Is the counter indemnity held in the vault or other secure area’
Does the counter indemnity/application contain an indemnity against the
13. | assessment of any reserves imposed by the Regulatorv Authorities”?
If the guarantee has been subsequently extended did the branch obtain a
14. | new counter indemnitv form for this time period?

“ Deloitte & Touche December 1994 II
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REF: GIS
Date: 12/94

GUARANTEES ISSUED
GUARANTEES ISSUED & COUNTER INDEMNITIES

COMMISSION OR FEE INCOME - CHECKLIST

= For Account:
= Amount:

= Issued To:

= Issue Date:

= Maturity Date:

= Commission Ratc Agreed:

Answer - Yes. No or Not Applicable (N/A). If "No", further supporting worksheets
should be attached and referenced.

Yes

Obtain photocopy of line ticket or
No

Is the commission in line with {ixed scale rates at the time the guarantee
01. | was given?

Have commission/fees becn received on due date? (Follow through to
02. | Income Account

63. | Has commission collection date been properly diarised?

05.

07.

[Deloitte & Touche ’ December 1994 !l

W2



ﬂCakmloveuska Obchodni Banka A.S. I

REF: GIS
Date: 12/94
GUARANTEES ISSUED
CHECKLIST
= Branch: v = Satisfactory
= Date: E = Exception Noted
Line Offering | Guarantee | Commission
Ref Name of Currency | Ticket Ticket Issued or Fee
No. Customer Amount | Approval | Approval | Checklist Income Dis
!
Deloitte & Touche
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INDEX

CASH & VAULT:

o Complicnce with Bank Policies & Procedures CA 1
o Compliance with Czech & Slovak Laws & Regulations CA 2
o Review of Internal Controls & Procedures CA 3
o Count of Cash CA 4
o Security - Cashiers Area & cash Consignments CA 5§
a Vault Opening Procedure CA 6
a Cashiers Records & Agreements cA 7
a Cash Differences - Overs & Shorts CA 8
o Examination of Cashiers Transactions CA 9
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REF: CAl
Date: 12/94

CASH & VAULT

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations. These

policies & procedures are normally documented in a Policies Manual and copies of the manual
should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2. To ensure that any changes in the policies and procedures are disseminated.
3. To ensure that the policies and procedures are being followed.
AUDIT PROCEDURES
1. Obtain the department’s copy of the latest policies and procedures affecting
their area.
2. [dentify any missing policies or procedures including recent updates.
3 Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4, [dentify and follow through the procedures for cisseminating new and or amended
policies and procedures covenng the Bank as a whole and make a determination as to

whether these are adequate

5. Select a number of transactions for checking that the policies and procedures
are being complied with.

Deloitte & Touche December 1994 !
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10.

11.

12.

REF: CAl
Date: 12/94

For example, it is usual for banks to place a limit on the amount of cash which can be
held by each individual cashier and in the vault (till limit & vault limit).

Obtain details of the latest approved till and vault limits.
Make a determination as to which limits will be checked for compliance. For example.
the auditor may wish to check all tills for compliance or may wish to limit his

examination to Till No. # 1.

Obtain details of the accounting records for Till No. # 1 for, say, a 3 month
period.

Review the balances held and compare against the approved limits.
Identify any over limit situations.
Follow through and identify how the over limit situation was corrected.

Note: Frequent violations of the Till Limits may indicate that the Bank Policy is not
being followed.

During the examination the following specific items should be considered:

= Bank Operating Directives

= Bank Accounting Manual

= Expenses Control Guidelines
= Credit Authorities Manual

= Any Other Directives (specify)

uDeloitte & Touche December 1994 I
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REF: CA2
Date: 12/94

CASH & VAULT

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION
Local Laws and Regulations will exist which cover several areas of the Bank's operations.

These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including

any up-dates.
OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2. To ensure that any changes in the laws and regulations are disseminated.

3. To ensure that the laws and regulations are being followed.

AUDIT PROCEDURES

I. Identify the particular laws and regulations affecting the area, department or
function which is being audited.

2, Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identify any mussing copies of laws and regulations including recent updates.

4, Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as 10 whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended
laws and regulations covering the Bank as a whole and make a determination as 10
whether these are adequate
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REF: CA2
Date: 12/94
6. Select a number of transactions for checking that the laws and regulations are being
complied with.
7. Review the transactions in the context of the requirements of the relevant laws and
regulations.
8. Identify any non-compliance situations.
9. Follow through and identify how the situation was corrected.
10. Identify, review and comment on depart:nental procedures for ensuring compliance

with all appropriate local laws and regulations.

11. During an examination of this arca the following Czech & Slovak laws and
Regulations must be considered (make a list):

IDeloitte & Touche December 1994 l
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REF: CA3
Date: 12/94

CASH & VAULT

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to

promote operational efficiency.
A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to

completion. Or in other words, the maker and checker routine. This principle is designed as a
prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES

1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.

AUDIT PROCEDURES

1. Obtain flow charts, if available, and review with departmental personnel to
ensure that they are current and up-to-date.

2, If flow charts are not available, prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.

4. Review and identifyv any missing controls or control weaknesses.

If appropriate. prepare a model flow chart and compare this with the actual work
flows.

5. Select a number of actual transactions and follow these through the system to venfy
that the system in operation agrees with what was discussed and documented.
Highlight any weaknesses either in the or non-compliance with the procedures.
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REF: CA 3
Date: 12/94

6. Identify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
= identify all sources of income such as commissions, fees. interest e

and ensure that these are being collected and credited to the
appropriate accounts.

tc.

review the Statement of Income & Expenses for a selected period and

=
identifv anv missing income balances by reference to 1) above.
= carry out an overall analysis of the income booked and make a
determination as to whether the amount booked is consistent with
asset balances, volumes, tumover elc.
@ Identifyv and review any debits to the income accounts and ensure
that these have been approved at i.e. correct level
i) Management Reports:
= identify and list all reports produced for management and/or the
Czech & Slovak Regulatory Authonties
= review and comment on each report. Consider such matters as:
° timetv production of reports
] procedural controls and checks to ensure the quality of the
reports i.e. accuracy, correctness of data
. report format and adequacy
) where applicable, do the reports agree to the accounting
records
. adequate distnibution i.c. distributed to the appropriate
individuals or managers
= are there any missing reports i.¢. are there reports which are not
prepared but which should be
= are there too many reports

§ii) Systems (Technology):

is the system in use automated or manual

=
= if automated, is it adequate and are there any weaknesses. Consider
such matters as:
o system capaciiy and utilisation (over/under)
o svstem flexibility
Deloitte & Touche December 1994 |
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REF: CA3}
Date: 12/94

. operating costs

] processing costs

. system and data security issues
. error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

=
= is the departmental organisational structure adequate
= is the departmental management structure adequate
= are all staff fully trained and equipped to perform their duties
efficiently
8. Make a determination as to whether efficiencies and productivity can be  improved.
9. Are all personnel fully occupied ?.
10. Are there any automation possibilities or enhancements that would prove
cost-beneficial ? .
11, Are any functions being duplicated
12. Compare current departmental volumes with historical data and calculate and compare
staffAransactions ratios.
Make comments if appropnate.
Deloitte & Touche ‘ December 1994 |
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Date: 12/94

CASH & VAULT

COUNT OF CASH

DESCRIPTION

The only effective method of ensuring that no cash is missing from the tills or vault is to
perform a physical cash count in which all cash on hand is counted and agreed to the control
records, cashiers records and the Subsidiary and General l.edgers.

The cashiers should count the cash in their respective till each evening. Departmental or Branch
management should carry out a surprise cash count at irregular intervals of each cashier’s till
and the reserves held in the vault.

OBJECTIVES
1. To ensure that no cash is missing from the tills or vault.
2, The physical cash counted agrees with the control records and the subsidiary and
general ledgers.
3. To ensure that no cash differences i.e. overages or shortages, are being concealed by

ertors or falsification of the cashiers' records.

AUDIT PROCEDURES

1. Before the morning vault opening or last thing at night, ascertain the number and
approximate size of tills to be reviewed. Ensure that adequate auditing resources are
available to count the cash expeditiously

2. Take full control of the tills including any cash reserves in the vault.

3. The cashiers should always be present whilst the auditor(s) have control of their tills.

4. If a cashier is absent, his/her till should be counted in the presence of an officer of the
Bank or Branch.

[ Deloitte & Touche ] - December 1994 ||
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Ceskoslovenska Obchodni Banks A

REF: CA 4
Date: 12/94

Count and list the cash on hand without any reference to the cashiers' proofs:

all notes to be counted 100 %

= all loose coin to be counted 100 %

= packaged coin should be counted on a random sample basis

= All uncounted packages should be examined to determine if the size and weight
are approximately similar to counted packages and should be checked to
ensure that they contain the denominations indicated

= rolls of coin may be accepted without breaking the roll

= examine the dates on the packages of notes and coin to establish whether they
were being used on a "first in" and "first out” basis

= examine to ensure that currencies and denominations are properly segregated

Agree the cash counted to the cashiers' proofs and follow through to the subsidiary
and general ledgers.

If there are any differences (over or short) inform the auditor in charge immediately.

Review the accounting records and general ledger and make a list of all cash and cash
related accounts. Ensure that all appropriate accounts have been identified.

Trial balance amounts on computer produced printouts. Schedule and prove to
printout control totals.

Prove control totals on schedules to curreny balance sheets in Czech & Slovak and any
other appropriate currency.

Calculate and consvlidate local currency amounts for each appropriate General Ledger
line according to Chart of Accounts and prove to daily reported General Ledger.

Deloitte & Touche L December 1994 l
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CA 4
12/94

CASH & VAULT
CASH COUNT
Branch: Branch:
As at: As at:
Till No. Till No.
Cashier: Cashier:
Notes: Value: Notes: Value:
5000 x 5000 x
1000 x 1000 x
500 x 500 x
100 x 100 x
50 x 50 x
Total Total
Coin: Coin:
20 x 20 x
10 x 10 x
5 5 X
Total Total
TOTAL CASH TOTAL CASH
Per Cash Book Per Cash Book
Difference Difference
Per Ledgers Per Ledgers
Difference Difference

IDeloitte & Touche ' ' o December 1994 l
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CASH & VAULT

SECURITY - CASHIERS'S AREA/CASH CONSIGNMENTS

DESCRIPTION

Cash is the most liquid asset of the Bank and. therefore, a high degree of security is required in
the cashiers' working area and over the vault. Also, on a regular basis cash will be consigned to
and from the Bank. Thus, the level of security should reflect the level of risk & exposure.

OBJECTIVES
To ensure that security over the cash is adequate.

To ensure that the alarms are functioning properly and that the cashiers are familiar
with their operation.

To ensure that the cashiers' records, keys etc. are secure.

AUDIT PROCEDURES

During the cash count in CA 4, examine the cashiers' area, including drawers and
cabinets:

- be alert to any excesses to established limits as these might indicate withheld
transactions or to any record which might indicate mis-appropriation.

- be alert to keys and records left unsecured contrary to operating instructions

- check the cash drawers and access door to ensure that they are fitted with properly
functioning self-locking locks

Request the cashiers to explain how they would activate the alarm in an emergency.
Ascertain when:

- the alarm was last inspected and or serviced by the security company
- the alarm system was last tested by branch personnel

Review the procedures governing cash consignments. Is the security company
reputable ?. js the insurance coverage adequate ?

!Ddoittg & Touche December 1994 I
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REF: CA6
Date: 12/94

CASH & VAULT

VAULT OPENING PROCEDURE

DESCRIPTION

Cash is stored in the vault. Dual control must be observed over access t0 the vault at all times.
Certain stafl are appointed vault custodians and are issued with keys/lock combinations to the
vault. At no time should any one person have sole access to the vault.

OBJECTIVES
I. To ensure that cash , duplicate keys and access to the vault are under dual control
2. To ensure that cashiers have access only to their own cash.
AUDIT PROCEDURES

1. Observe vault opening or closing procedures and verify that dual control is
maintained.

2, Review the list of vault kev/iock combination holders and key numbers and verify that
the distribution of keys provides adequate dual control - preferably by an officer and a
clerk.

3. Verify the key holdings with the key holders.

4. Sight duplicate vault/cashiers’ keys and ensure that they are kept under dual control.

5. Ensure that cashiers have access only to their own tills.

6. Review the vault register and verify that each opening and closing session has been
evidenced by two different signatures, indicating that dual control procedures were
observed.
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REF: CA7
Date: 12/94

CASH & VAULT

CASHIERS RECORDS & AGREEMENTS

DESCRIPTION

To maintain adequate control over physical cash on hand, regular agreements must be made
between the physical cash and the underlying control records.

1. Daily - each cashier should initial his cash book to evidence that the cash in each
currency in which there has been a transaction has been  counted and agreed.

2. Daily - the Chief Cashier should summarise all cash on hand and sign the cash records
as evidence that the cash summary agrees with the accounting records and that cash
holdings are within the prescribed limits

3. Weekly - each cashier should initial his cash book to evidence that the cash has been
counted and agreed to the accounting records, irrespective of whether there have
been any transactions or not.

4. Weekly - an officer should sign the daily cash summary sheet to evidence that he has
agreed the summary to the accounting records independently of the cashiers. He
should also venfy that the cash holdings are within the prescribed limits.

S. Mont), 2y - an officer should fine count all cash and certify that it agrees to the
underlying control records and general ledger.

OBJECTIVES

1. To ensure that proper control is being maintained over cash and that certain dailv and
periodic agreements are being made.

AUDIT PROCEDURES
1. Obtain the daily cash summary sheets for a selected period (say 3 months).
2. Verify that each has been signed/initialled evidencing agreement to the accounting

records
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REF: CA7
Date: 12/94

3. Verifv a selection to the accounting records.

4. Verify that the cash holdings were maintained within the prescribed limits

S. Examine the cash books for authorised initials against "in" and "out" entries.

6. Examine the cash records for a selected period for evidence of monthly independent

counts of the cash.
Note:

It is recommended that on any day on which there has been a cash difference, (over
or short), a full independent cash count should be performed. This count should be
additional to the required monthly count.
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CASh & VAULT

CASH OVERS & SHORTS

DESCRIPTION

Whenever a cashier has a cash difference, over or short, a full examination of that cashier's
cash and control records should be undertaken. The cashier's cash book should be signed off by
the officer undertaking the cash count and a memorandum, detailing the circumstances of the
difference and steps taken to effect recovery or repayment, should be placed on file. Cash
shortages should be debited to an asset account entitled "Difference Account" (Debit) and cash
overages should be credited to a liability account entitled "Difference Account" (Credit).

Once each quarter the difference accounts should be reviewed and unresolved items taken to the
profit and loss accounts or whenever as required by local laws & regulations.
OBJECTIVES

1. To ensure that subsidiary ledgers of Difference Account (Debit) and Difference
Account (Credit) agree to controls and the General Ledger.

2, To verify that there are adequate records detailing the circumstances of cash
differences and that adequate steps have been taken to effect recovery or repayment
and to prevent a recurrence of similar differences.

AUDIT PROCEDURES

1. Prove the subsidiary ledgers for "Difference Account Debit" and "Difference Account
Credit" to the controls and General Ledger

2, Transcribe from the accounting records details of cash differences for a selected
period.
3. Investigate the circumstances for the differences by reference to the internal reports.

lﬁ Deloitte & Touche December 1994 II
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REF: CAS
Date: 12/94

4. Review the steps which have been taken to effect recovery or repayment and
determine whether these steps have been reasonable.

S. Verify that the differences have been marked in the cash book and that there is
evidence that an independent cash count was performed.

6. Follow through "write off" to the Profit & Loss accounts.

7. Follow up any trend or regularly recurring pattern of differences.

u— Dloitte & Touche December 1994 ll
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APPENDIX
Branch: As at:
Period From: Period To:
Date Cashiers

Over or | Till Circumstances and Documentation | booked Cash

Short | No. | Cashier Details of Difference and Remarks | toP &L Book
Review:

1. Accounting records for details of cash differences over a selected period.
2, Record of differences maintained.
3. The adequacy of steps taken to recover funds or effect repayment and to avoid similar

occurrences.
SIGNED:

!Ddoitte & Touche : G December 1994 II
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REF: CA9
Date: 12/94

CASH & VAULT

EXAMINATION OF CASHIERS TRANSACTIONS

DESCRIPTION

The Bank operates a bureau de change function as well as a retail banking operation.
Accordingly, it is important that the rates of exchange used are authorised and that all
commissions charged to customers are received and booked to the appropriate income
accounts.

OBJECTIVES

1. To ensure that commissions charged to customers are at set bank scales and are
booked to the appropriate income accounts.

2. To verify that exchange rates used are at market and in line with rates set by
management.
AUDIT PROCEDURES
1 Select a number of transactions over a period - say 3 months including transactions

which are normally subject to commissions and fees.

2, Independently calculate the fees due and verify that fees and commissions have
been charged and charged at the correct scale.

3. Follow through and venifyv that the fecs and commissions have been booked to the
income accounts.

4, Select a number of foreign currency transactions. Ensure that authorised rates have
been used by reference to the dealers' rate sheets or other official bank record.

lDeloitte&Touche ’ R - December 1994 ]I
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NOSTRO ACCOUNT RECONCILIATIONS

Compliance with Bank Policies & Procedures
Compliance with Czech & Slovak Laws & Regulations
Review of Internal Controls & Pr?cedures

Control Over Bank Accounts

Matching of Entries & Outstanding Reconciling Items

Follow-up of Outstanding Items
and Underlying Documentation

Ageing Schedules
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REF: REC1
Date: 12/94

NOSTRO ACCOUNT RECONCILIATIONS

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations.
These polici~s & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2 To ensure that any changes in the policies and procedures are disseminated.

(=

To ensure that the policies and procedures are being followed.

AUDIT PROCEDURES
1. Obtain the department's copy of the latest policies and procedures affecting
their area.
2, [dentify any missing policies or procedures including recent updates.
3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4. Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

5. Select a number of transactions for checking that the policies and procedures
are being complied with.

E Deloitte & Touche December 1994 __JI
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REF: REC1
Date: 12/94

6. For example, it is usual for banks to place a restriction on which individuals can open
bank accounts at correspondent banks and also to restrict accounts to certain
correspondent banks in certain cities/countries, and to certain currencies.

[t is usual practice that the Treasurer should not be involved in this operation other
than indicating what accounts he would like in which cities and in what currencies .

7. [t is also good banking practice that all statements of account should be sent to the
department responsible for reconciling the account and not to the Treasurer o~
traders. Yes, the Treasurer and/or traders need to know the balance of the accounts
for liquidity and funds management purposes. But, the pr.me recipient of the bank
statements should be an individual or individuals not involved in booking accounting
entries or making/approving transactions involving the pay-away of funds.

8. During the examination the following specific items should be considered:
= Bank Operating Directives
= Bank Accounting Manual
= Expenses Control Guidelines
= ACredit Authorities Manual
) Any Other Directives (specify)

Lecember 1994
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REF: REC2
Date: 12/94

NOSTRO ACCOUNT RECONCILIATIONS

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations,
These laws and regulations are normally documented in a Locai Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

I. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2, To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
1. [dentify the particular laws and regulations affecting the area, department or

function which is being audited.

2. Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identify any missing copies of laws and regulations including recent updates.

4, Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended
laws and reguiations covering the Bank as a whole and make a determination as to
whether these are adequate

December 1994 J
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10.

11.

REF: REC2
Date: 12/94

Select a number of transactions for checking that the laws and regulations are being
complied with,

Review the transactions in the context of the requirements of the relevant laws and
regulations.

Identify any non-compliance situations.
Follow through and identify how the situation was corrected.

Identify, review and comment on departmental procedures for ensuring compliance
with all appropriate local laws and regulations.

During an examination of this area the following Cz2ch & Slovak laws and
Regulations must be considered (make a list):

(For example, it may be illegal for the Bank to hold bank accounts in certain
cities/countries and/or in certain currencies).

Deloitte & Touche T . December 1994
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NOSTRO ACCOUNT RECONCILIATIONS

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the
Bank's assets and to provide proper care and custody of customers' deposits and valuables
and to promote operational efficiency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to
completion. Or in other words, the maaker and checker routine.. This principle is designed as
a prudent measure to protect the Bank against loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures are adequate.
AUDIT PROCEDURES
L Obtain flow charts, if available, and review with departmental personnel to

ensure that they are current and up-to-date.

2, If flow charts are not available, prepare same with reference to actual procedures
which are operative.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4. Review and identify any missing controls or control weaknesses.

[f appropriate, prepare a model flow <hart and compare this with the actual work
flows.

December 1994
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REF: REC 3
Date: 12/94

5. Select a number of account opening transactions which were effected during the past
12 months and follow these through the system to verify that the system in operation
agrees with what was discussed and documented. Highlight any weaknesses either in
the or non-compliance with the procedures.

6. [dentify any periodic proofs of prime departmental records to the accounting records
and ensure that these are carried out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
= identify all sources of income such as commissions, fees, interest

etc. and ensure that these are being collected and credited to the
appropriate accounts.

review the Statement of Income & Expenses for a selected period
and identify any missing income balances by reference to i) above.
carry out an overall analysis of the income booked and make a

determination as to whether the amount booked is consistent with
asset balances, volumes, turnover etc.

= Identify and review any debits to the income accounts and ensure
that these have been approved at i.e correct level

ii) Management Reports:
identify and list all reports produced for management and/or the
Czech & Slovak Regulatory Authorities
review and comment on each report. Consider such matters as:
* timely production of reports
° procedural controls and checks to ensure the quality of the
reports i.e. accuracy, correctness of data
. report format and adequacy
. where applicable, do the reports agree to the accounting
records
. adequate distribution i.e. distributed to the appropriate
individuals or managers
are there any missing reports i.e. are there reports which are not
prepared but which should be
= are there too many reports

Deloitte & Touche December 1994
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10.

11.

12.

Date: 12/94

§i) Systems (Technology):

= is the system in use automated or manual
= if automated, is it adequate and are there any weaknesses. Consider
such matters as:

system capacity and utilisation (over/under)
system flexibility

operating costs

processing costs

system and data security issues

error rates

iv) Staffing (Human Resources):

is the overall organisational structure adequate

is the departmental organisational structure adequate

= are all staff fully trained and equipped to perform their duties
efficiently

Make a determination as to whether efficiencies and productivity can be improved.
Are all personnel fully occupied ?.

Arc there any automation possibilities or enhancements that would prove
cost-beneficial ? .

Are any functions being duplicated

Compare current departmental volumes with historical data and calculate and
compare staff/transactions ratios.

Make comments if appropriate.

[Delitte & Touche _ December 1994 |
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REF: REC 4
Date: 12/94

NOSTRO ACCOUNT RECONCILIATIONS

CONTROL OVER BANK ACCOUNTS

DESCRIPTION

The only effective method of ensuring that all Nostro Bank Accounts are independently
controlled and reconciled is to perform a physical matching of all incoming bank account
statements to the Subsidiary Accounting records and General Ledgers.

The reconcilement clerk(s) should maintain a control list of all accounts to be reconciled and
this list should be checked on a periodic basis to the accounting records to ensure that any
new accounts opened are taken into account and the list updated as appropriate.

OBJECTIVES
1. To ensure that all nostro bank accounts are controlled and reviewed independently of
individuals operating the accounts.
2, To ensute that the department responsible for reconciling the account maintains a

control list evidencing all accounts which should be reconciled.

3. To ensure that the list is checked to the accounting records on a periodic basis and
that the control list is updated as appropriate.

AUDIT PROCEDURES
1. Obtain the control list of all nostro accounts which are being reconciled.
2. Obtain the records of all in-coming bank account statements.
3. Review the subsidiary accounting and general ledger records and make an

independent list of all Nostro accounts. Make sure that all foreign currencies are
reviewed to identify all accounts.

December 1994




10.

REF: REC 4
Date: 12/94

Check the control list of accounts which are being reconciled to the list prepared in
3). above.

Identify any nostro accounts which are included in the accounting records but which
do not appear on the control list. This might indicate that not all nostro accounts are
being controlled and reconciled independently of the persons operating the accounts.

Check the incoming bank statements to both the accounting records and the control
list of accounts which are being reconciled.

Make a list of all nostro accounts for which a bank statement has been received but
which do not appear either in the control list of accounts being reconciled or in the
accounting records.

Follow through, identify and comment on any discrepancies.

Review the accounting records and incoming statements and determine whether the
bank statement frequency is commensurate with the volume of transactions.

Review the accounting records and incoming statements and determine whether the
account reconciliation frequency is commensurate with the volume of transactions.

Deloitte & Touche
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REF: REC4
Date: 12/94

CONTROL LIST/SCHEDULE
of NOSTRO ACCOUNTS to be

RECONCILED CORRESPONDENT

ACCOUNT!NG RECORDS BANK STATEMENT
Last
Bank Date Statement Date Statement

Name Location | Currency Checked Checked By Date Received Frequency
D = Daily

W = Weekly

F = Fortnightly
M = Monthly
Q = Quarterly
OM =On
Movement

IDeloiue & Touche December 1994 l
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REF: RECS
Date: 12/94

NOSTRO ACCOUNT RECONCILIATIONS

MATCHING OF ENTRIES
and
OUTSTANDING RECONCILING ITEMS

DESCRIFTION

The only effective method of ensuring that all Nostro Bank Accounts are independently
controlled and reconciled is to perform a physical matching of all incoming bank account
statements to the Subsidiary Accounting records and General Ledgers.

The reconcilernent clerk(s) should maintain a control list of all accounts to be reconciled and
this list should be checked on a periodic basis to the accounting records to ensure that any
new accounts opened are taken into account and the list updated as appropriate.

OBJECTIVES

1. To ensure that all entries over the accounting records are promptly and properly
matched to the entries on the incoming correspondent bank statements as to correct
amount, currency, value date and pertinent details.

2. To ensure that all outstanding reconciliation items are bona-fide reconciling items.
AUDIT PROCEDURES
1. Obtain the latest nostro account reconciliations and select a number for detailed

review. (It would be preferable if the reconciliations selected included a number of
accounts which have a heavy volume of transactions including the local bank
clearing accounts).

lDeloitte & Touche December 1994 I
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REF: RECS
Date: 12/94

Check to ensure that the reconciliations include the following columns/sections:

We Debit (They do not Credit)

They Debit (We do not Credit)

We Credit (They do not Debit)

They Credit { We do not Debit)

Balance per our Ledgers

Balance per Correspondent Bank Statement

9808 @

Carry out a mathematical check and ensure that the reconciliations are self-balancing
in the natural currency i.e. that the total debits equal tota! credits.

Check that the ledger balance recorded on the reconciliation agrees with the actual
ledger balance in the natural currency.

Verify that a debit balance per the ledgers has been recorded on the credit side of the
reconciliation schedule and, conversely, that a credit balance has been recorded on
the debit side.

Check that the statement balance recorded on the reconciliation agrees with the
actual balance per the correspondent bank statement.

Verify that a debit balance per the correspondent bank statement has been recorded
on the credit side of the reconciliation schedule and, conversely, that a credit balance
has been recorded on the debit side.

From each section of the reconciliation select a number of outstanding reconciling
items for further review, either on a full population or test check basis.

Follow the items through to the ledgers or correspondent bank statement and verify
that the items are bona-fide i.e. that there these items exist in amount, detail, value
date debited or credited etc.

From the ledgers select a number of items which have been marked-off as matched
against corresponding items on the incoming statements.

Verify that these items have been matched correctly as to amount, value date, details
etc.

From the correspondent bank statements select a number of items which have been
marked-off as matched against correspondiig items on the ledgers.

IDeloitte & Touche December 1994 I
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13.

14,

15.

16.

17.

REF: RECS
Date: 12/94

Verify that these items have been matched correctly as to amount, value date, details
etc.

Verify that the proper manner for matching of items is :

We Debit entries are only matched to They Credit entries

bl

= We Credit entries are only matched to They Debit entries
and conversely,

= They Debit entries are only matched to We Credit entries

= They Credit entries are only matched to We Credit entries

It is not usual to match a we debit entry with a we credit entry, for example.

Comment and follow-up on any items which prima-facie, appear to have been miz
matched. Pay particular attention to regular whole amounts. For example, | million.
Sometimes, it is possible that there may be 5 separate debits for | million and only 4
credits. It is therefore extremely important that the correct debits are matched to the
credits and that the genuine outstanding item for | million is correctly identified.
Otherwise, a lot of time can be wasted in following-up with the wrong correspondent
or remitter.

Select a number of reconciling items which were outstanding on previous
reconcilements but which have since been cleared.

Follow through the clearance of these items and verify that they have been matched
properly.

-
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REF: RECS
Date: 12/94

rWE DEBIT (They do not Credit) LTHEY CREDIT (We do not Debit) ]
Entry | Value Entry | Value
Date Date Details Amount | Date Date Details Amount
Sub-Total Sub-Total
[THEY DEBIT (We do not Credit) [ WE CREDIT (They do not Debit)
Entry | Value Entry | Value
Date Date Details Amount | Date Date Details Amount
Sub-Total Sub-Total
3O Total We Debit O  Total They Credit
3 Total They Debit O Total We Credit
O Our Credit Balance m) Our Debit Balance
O Their Credit Balance 3 Their Debit Balance

GRAND TOTAL DEBITS: GRAND TOTAL CREDITS:

Prepared By: Reviewed By:

Date: Date:

Deloitte & Touche ; December 1994 |
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REF: REC®6
Date: 12/94

NOSTRO ACCOUNMT RECONCILIATIONS

FOLLOW-UP OF OUTSTANDING ITEMS
AND UNDERLYING DOCUMENTATION

DESCRIPTION

The only effective method of ensuring that all reconciliation items are cleared promptly is
adequate follow-up. All follow-up action taxen should be clearly evidenced and documented
in the form of copies of memos, telexes etc.

Thue outstanding reconciliation items should be regularly reviewed to ensure that there are no
items affecting the Bank's Income and Expenses i.e. no outstanding credits which represent
interest or other income received but not booked or outstanding debits representing overdraft
interest or other expenses not booked.

In addition, all value date discrepancies should be followed-up to ensure that the Bank is
properly compensated for loss of use of funds which had not been credited to it's account on
the correct value date.

OBJECTIVES

1. To ensure that all outstanding reconciliation items are follow-up promptly and that
all follow-up action taken is fully documented.

2 To ensure that all value date discrepancies are followed-up and resolved
satisfactorily.

3. To ensure that the Bank is properly compensated in instances where the Bank's
account has been out of funds due to delays caused by another party.

4. To enyure that there are no outstanding items affecting the Bank's Income &
Expenses.

l Deloitte & Touche December 1994 l
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REF: REC6
Date: 12/94

AUDIT PROCEDURES

Obtain the latest nostro account reconciliations and select a number for detailed
review. (It would be preferable if the reconciliations selected included a number of
accounts which have a heavy volume of transactions including the local bank
clearing accounts).

Obtain the documentation relating to the follow-up action ard review for
completeness.

Review and comment on the adequacy of the underlying documentation.

Verify that items are followed-up on a regular and periodic basis. Please note that
large gaps in the dates between records might indicate that no follow-up action was
taken for a lengthy period.

Review and comment on the adequacy and effectiveness of the follow-up action
taken.

Pay particular attention to items which may be related to interest and/or other income
and expenses. For example, a debit entry might be booked to the ledgers in
anticipation of an incoming payment for interest on a loan to a customer. If, after a
long period of follow-up the funds still have not been received, then consideration
should be given to the transfer of this and similar items to the overdue interest/bad
loans account.

Identify a number of value date discrepancy situations i.e. instances where the Bank's
account was credited one, two, three or more days later than the agreed value date.

Review and comment on the procedures for resolving value-date discrepancies.
Verify that, in instances where the customer or correspondent bank has to pay

penalty interest for late payment of funds, the Treasury department is consulted to
ensure that the penalty interest % is in keeping with market rates.
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REF: REC?7?
Date: 12/94

NOSTRO ACCOUNT RECONCILIATIONS

AGEING SCBEDULES

DESCRIPTION

The only effective method of ensuring that all reconciliation items are cleared promptly is
adequate follow-up. The longer a reconciliation item remains outstanding, the more difficult
it becomes to clear and the possibility of monetary loss to the Bank becomes higher.

Senior management should be aware of the status of outstanding itc s on a regular basis.

OBJECTIVES

1. To ensure that all outstanding reconciliation items are follow-up promptly and that
on a periodic basis, sav at least monthly, senior management are given an ageing
schedule documenting the status of the cutstanding items.

2, To ensure that the ageing schedule is used as the central tool by management to
monitor the progress of the outstanding items and that continuous stimulus is given
to clear items on a logical basis. For example, the items with the largest monetary
value should be tollowed-up first, then the longest outstanding etc.

AUDIT PROCEDURES

1 Obtain the latest ageing schedules for all outstanding nostro account reconciliations.
Normally, there should be 2 different schedules - | summary schedule showing the
total status of the reconciliation function and a 2nd scliedule showing the status of
the individual nostro accounts.

2, If there are no schedules available, the auditor should prepare appropriate schedules.
See schedules attached.
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REF: REC?7
Date: 12/94

Review the status of the outstanding items and comment on any items which have
been outstanding for an undue length of time or outstanding items with a high
monetary value.

Please note that a large number of outstanding items might indicate problems in the
operating departments.

Obtain the ageing schedule for the pricr 3 month period and compare the number and
value of outstanding items with the latest ageing schedules.

Pay particular attention to items which have aged further. For example, items which
have moved from the 60 days outstanding category to the 90 days outstanding
category. This might indicate that insufficient follow-up action is being taken.

Verify that senior management are receiving ageing schedules on a regular, ie.
monthly, basis.

Deloitte & Touche SRt e o December 1994
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SUMMARY AGEING SCHEDULE
NUMBER OF
NOSTRO ACCOUNT CURRENCY OUTSTANDING ITEMS
>30 30-60 60-90 90-120 Over 120
Days Days Days Days Days TOTAL
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NOSTRO ACCOUNT AGEING SCHEDULE

o NOSTRO ACCOUNT

o CURRENCY

AGEING PERIOD NUMBER OF VALUE
OUTSTANDING
ITEMS
> 30 Days
30-60 Days
60-90 Days

90-120 Days

Over 120 Days

TOTAL

REF: REC7

Date:

12/94
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INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

a Compliance with Bank Policies & Procedures

a Compliance with Czech & Slovak Laws & Regulations
(m] Review of Internal Controls & Prqcedures

a Control Over Internal Accounts

o Matching of Entries & Outstanding Reconciling [tems

a Follow-up of Outstanding Items
and Underlying Documentation

a Ageing Schedules

HS

HS

HS

HS

HS

HS

HS

[Deloitte & Touche December 1993
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Ceskosloveaska Obchodai Banka A.S.

REF: HS1
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION
Bank Policies & Procedures will exist which cover several areas of the Bank's operations. These
policies & procedures are normally documented in a Policies Manual and copies of the manual
should be distributed to all appropriate areas of the bank including any up-dates.

OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2. To ensure that any changes in the policies and procedures are disseminated.

3. To ensure that the policies and procedures are being followed.

AUDIT PROCEDURES

1. Obtain the department's copy of the latest policies and procedures affecting
their area.

2, Identify any missing policies or procedures including recent updates.

3. Discuss the policies and procedures with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

4, Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

5. Select a number of transactions for checking that the policies and procedures
are being complied with.

Deloitte & Touche December 1994



REF: HS1
Date: 12/94
6. For example. it is usual for banks to place a restriction on which individuals can open

and/or approve the opening of intemal accounts. In addition, each account opened
should be assigned to a specific department and should be reconciled regularly and
controlled in the sxme manner as nostro accounts.

It is usual practice for the Chief Auditor and/or Chief Financial Officer to be involved
in this operation.

7. It is also good banking practice that all statements of account should be sent to the
department responsible for reconciling the account.

8. During the examination the following specific items should be considered:

Bank Operating Directives
Bank Accounting Manu~l
Expenses Control Guidelines
Credit Authorities Manual
Any Other Directives (specify)

U RO 1)
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qukoslovemlu Obchodni Banka A.S. I

REF: HS2
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

COMPLIANCE WITH CZECH & SLOVAK LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several arcas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distnbuted to all appropnate areas of the bank including

any up-dates.
OBJECTIVES

1. To ensure that the area, department or function which is being audited is
familiar with local laws and regulations affecting their operations.

2, To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
1. Identify the particular laws and regulations affecting the area, department or

function which is being audited.

2, Obtain the department's copy of the latest laws and regulations affecting their area.
3. Identify any missing coptes of laws and regulations including recent updates.
4, Discuss the laws and regulations with the departiment head and other

personnel as appropnate and make a determination as to whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended laws
and regulations covering the Bank as a whole and make a determination as to whether

uJlese are adequate.

[ Deloitte & Touche December 1994 |

240



(Ceskoslovenska

10.

11.

REF: HS2
Date: 12/94

Select a number of transactions for checking that the laws and regulations are being
complied with.

Review the transactions in the context of the requirements of the relevant laws and
regulations.

Idenufy any non-compliance situations.
Follow through and identify how the situation was corrected.

Identifv, review and comment on departmental procedures for ensuring compliance
with "1l appropnate local laws and regulations.

During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

ur Deloitte & Fouche December 1994 i
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REF: HS3
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
' (HOUSE ACCOUNTS)

REVIEW OF INTERNAL CONTROL & PROCEDURES

DESCRIPTION

The Bank has defined the controls and procedures which must be followed to protect the Bank's
assets and to provide proper care and custody of customers' deposits and valuables and to
promote operational efTiciency.

A fundamental principle to be followed is the Separation of Duties concept which stipulates
that, to the extent possible, no one individual should control a transaction from inception to

completion. Or in other words, the maker and checker routine.. This principle is designed as a
prudent measure to protect the Bank agatnst loss through carelessness, negligence or fraud.

OBJECTIVES
1. To ensure that adequate separation of duties exists and that operating controls and
procedures ars adequate.
AUDIT PROCEDURES

1. Obtain flow charts, if available. and review with departmental personnel to
ensure that they are current and up-to-date

2. If flow charts are not availabie. prepare same with reference to actual procedures
which are opex .tive.

3. Ensure that the flow chart covers all transaction types and all aspects of the areas
activities.
4, Review and identify any missing controls or control weaknesses.

Il appropnate, prepare a model flow chart and compare this with the actual work
flows.

Deloitte & Touche December l994
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Ceskoslovenska Obchodni Banka A.S, ‘

REF: HS 3
Date: 12/94

s, Select a number of account opening transactions which were effected during the past
12 months and follow these through the system to venfy that the svstem in operation
agrees with what was discussed and documented. Highlight :.nv weaknesscs either in
the or non-compliance with the procedures.

6. Idenufy any peniodic proots of prime departmental records to the accounting records
and ensure that these are carnied out independently and accurately.

7. Carry out an operational overview of the area as follows:
i) Income:
= identify all sources of income such as commissions, fees, interest etc.

and ensure that these are being collected and crediied to the
appropnate accounts.

=) review the Statement of Income & Expenses for a selected period and
identify any missing income balances by reference to 1) abov.
& carry out an overall analvsis of the income booked and make a

determination as to whether the amount booked 1s consistent with
asset balances, volumes, tumover etc.

&= Identify and review any debits to the income accounts and ensure
that these have been approved at 1.e. correct level

i) Management Reports:
= identify and list all reports produced for management and/or the
Czech & Slovak Regulatory Authonties
= review and comment on each report. Consider such matters as:
J timely producuon of reports
. procedural controls and checks to ensure the quality of the
reports 1.e. accuracy, correctness of data
. report format and adequacy
. where applicable. do the reports agree to the accounting
records
. adequate distnbution 1 ¢ distnibuted to the appropnate
individuals or managers
= are there anyv missing reports 1.e. are there reports which are not
prepareci but which should be
= are ther 100 many reports

lDeloitte & Touche __Ql__ecem_bcr_w?i___ll
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10.

11,

12.

REF: HS3
Date: 12/94

i) Systems (Technology):

= i1s the system in use automated or manual
=) il automated. 1s 't adequate and are there anyv weaknesses. Consider
such matters as:

. system capacity and utilisation (over/under)
. svstem flexability

L operating costs

. processing costs

. svstem and data secunity issues

U] Crror rates

) Staffing (Humun Resources):

is the overall organisational structure adequate

is the departmental organisational structure adequate

is the departmental management structure adequate

are all staff fully trained and equipped to perform their duties
efficiently

0e9n

Make a determination as to whether efficiencies and productivity can be  improved.
Are all personnel tully occupied ”

Are there any automation possibilities or enhancements that would prove
cost-beneficial ?

Are any (unctions being duplicated

Compare current departmental volumes with historical data and calculate and compare
stafTtransactions ratios

Make comments if appropnate

[
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ICesl'osiovenlka Obchodni Banka A.S. I

REF: HS 4
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

CONTROL OVER INTERNAL ACCOUNTS

DESCRIPTION

The only effective method of ensuring that all internal accounts are independently controlled
and reconciled is to perform a periodic reconciliation of all outstanding items and to ensure that
adequate and original documentation exists to support the outstandiny items.

It is usual practice that the department utilising the account should also reconcile the account
on the basis that it is familiar with the underlying transactions and also that it has the
underlying documentation.

However, in keeping with the Separation of Duties concept, the individual(s) reconciling the
account should not be the same as the individual(s) booking entries over the account.

OBJECTIVES

1. To ensure that all internal accounts are reconciled, controlled and reviewed
independently of individuals operating the accounts on a regular/periodic basis.

2. To ensure that the departments responsible for reconciling the various accounts
maintain a control list evidencing all accounts which should be reconciled.

3. To ensure that the iist is checked to the accounting records on a periodic basis and that
the control list is updated as appropriate.

4, To ensure that there is a master list of all accounts to be reconciled and that the list is
independently checked to the accounting records on a periodic basis and updated as
appropniate,

Hf Deloitte & Touche : Deceraber 1994 Il
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REF: HS 4
Date: 12/94

AUDIT PROCEDURES

1. Obtain the latest departmental control lists of all internal accounts which are
being reconciled on a department-by department basis.

2, Obtain the latest accounting records and/or subsidiary ledgers.
3. Review the subsidiary accounting and general ledger records and make an
independent list of all internal accounts. Make sure that all foreign currencies are

reviewed to identify all accounts.

4, Ensure that the list includes all inter-company, inter-branch, intra-company
accounts and especially all suspense accounts.

5. Check the control list of accounts which are being reconciled to the list prepared in 3)
& 4) above.
6. Identify any internal accounts which are included in the accounting records but which

do not appear on the control list. This might indicate that not all accounts are
being controlled and reconciled independently of the persons operating the accounts.

7. Check the departmental list of accounts to the list produced following a review of the
accounting records.

8. Follow through, identify and comment on any discrepancies.

l Deloitte & Touche R . December 1994 ||
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[Ceskoslovenska Obchodni Banka A.S.

REF: HS 4
Date: 12/94

DEPARTMENTAL CONTROL
LIST/SCHEDULE of INTERNAL CCOUNTS to RECONCILEMENT
be RECONCILED ACCOUNTING RECORDS FREQUENCY
Last
Ledger Account
Dute Statement Date Reconciliation
Account Name/Title Department | Currency Chechked Checked By Date Received Frequency
D = Daily
W = Weekly
" = Fortnightly
M = Monthly
Q = Quarterly
OM=0n
Movement
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REF: HS S
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

MATCHING OF ENTRIES
and
OUTSTANDING RECONCILING ITEMS

DESCRIPTION

The only effective method of ensuring that all intermal accounts are independently controlled
and reconciled is to perform a physical matching of all debit and credit entries and to prepare a
list of reconciling(outstanding) items.

Each department should maintain a control list of all accounts to be reconciled and this list

should be checked on a periodic basis to the accounting records to ensure that any new accourits
opened are taken into account and the list updated as appropriate.

OBJECTIVES

1. To ensure that all debit and credit entries over the accounting records are promptly
and properly matched as to correct amount, currency, value date and pertinent details.

2. To ensure that all outstauiding reconciliation items are bona-fide reconciling items,
AUDIT PROCEDURES

1. Obtain the latest account reconciliations and select a number for detailed review.

2. Carry out a mathematical check and ensure that the reconciliations are self-balancing

in the natural currency i.e. that the total debits equal total credits.

3. Check that the ledger balance recorded on the reconciliation agrees with the actual
ledger balance in the natural currency.

Deloitte & Touche December 1994
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REF: HSS5
Date: 12/94
4. Select a number of outstanding reconciling items for further review, either on a full
population or test check basis.
s, Follow the items through to the ledgers and verify that the items are bona-fide i.c. that

there these items exist tn amount, detail, value date debited or credited etc.

6. Comment and follow-up on any items which prima-facie, appear to have been mis-
matched. Pay particular attention to debit entries.

Deloitte & Touche e T ' e December 1994
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REF: HSS

Date: 12/94
Entry | Value Debit Credit
Date Date Details Amount Amount
TOTALS | DR CR
NETT DEBIT or CREDIT | DR CR
BALANCE PER LEDGER | DR CR
DIFFERENCE (IF ANY)
Prepared By: Reviewed By:
Date: Date:

ﬂbeloitte & Touche : ' December 1994 I
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Ceskaslovenska Obchodni AS.

REF: HS+6
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTS)

FOLLOW-UP OF OUTSTANDING ITEMS
AND UNDERLYING DOCUMENTATION

DESCRIPTION

The only effective method of ensuring that all reconciliation items are cleared promptly is
adequate follow-up. All follow-up action taken should be clearly evidenced and documented in

the form of copies of memos, etc.

The outstanding reconciliation items should be regularly reviewed to ensure that there are no
items affecting the Bank's Assets and Income or Expenses i.e. no outstanding debits which
represent assets but which cannot be substantiated; other debits which represent interest or

other income received but not booked or outstanding debits representing overdraft interest or
other expenses not booked to the P & L accounts.

OBJECTIVES

1. To ensure that all outstanding reconciliation items are follow-up promptly and that
all follow-up action taken is fully documented.

2, To ensure that all value date discrepancies are followed-up and resolved satisfactorily.

3. To ensure that there are no outstanding items which are fraudulent or which affect the
Bank's Income & Expenses.

AUDIT PROCEDURES

1. Obtain the latest account reconciliations and select a number of outstanding items for
detailed review.

2. Obtain the original documentation relating to the outstanding items including original
invoices, accounting tickets etc. as appropriate.

ﬂDcloitte & Touche December 1994 I




REF: HS6
Date: 12/94

Review and comment on the adequacy of the underlying documentation.

Verify that items are followed-up on a regular and periodic basis. Please note that
large gaps in the dates between records might indicate that no follow-up action was
taken for a lengthy penod.

Review and comment on the adequacy and effectiveness of the follow-up action
taken.

Pay particular attention to debit items which in effect represent assets and other items
which may be related to interest and/or other income and expenses. For example, a
debit entry might be booked to the ledgers indication that the amount was due from
another branch. But this debit may be fraudulent.

Select a number of outstanding items which are due from other branches.

Confirm in writing from the branch that the amount(s) in question are contractually
due.

oitte & Toache - : ‘ _ _ = r 1994
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REF: HS7
Date: 12/94

INTERNAL ACCOUNT RECONCILIATIONS
(HOUSE ACCOUNTYS)

AGEING SCHEDULES

DESCRIPTION

The only effective method of ensuring that all reconciliation items are cleared promptly is
adequate follow-up. The longer a reconciliation item remains outstanding, the more difficult it
becomes to clear and the possibility of monetary loss to the Bank becomes higher.

Senior management should be aware of the status of outstanding items on a regular basis.

OBJECTIVES

1. To ensure that all outstanding reconciliation items are follow-up promptly and that
on a periodic basis, say at least monthly, senior management are given an ageing
schedule documenting the status of the outstanding items.

2. To ensure that the ageing schedule is used as the central tool by management to
monitor the progress of the outstanding items and that continuous stimulus is given to
clear items on a logical basis. For example, the items with the largest monetary value
should be followed-up first, then the longest outstanding etc.

AUDIT PROCEDURES

1. Obtain the latest ageing schedules for all outstanding internal account reconciliations.
Normally, there should be 2 different schedules - | summary schedule showing the
total status of the reconciliation function and a 2nd schedule showing the status of the
individual internal accounts.

2. If there are no schedules available, the auditor should prepare appropriate schedules.
See schedules attached.
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REF: HS7
Date: 12/94

3. Review the status of the outstanding items and comment on any items which have
been outstanding for an undue length of time or outstanding items with a high
monetary value. Pay particular attention to debit entries.

Please note that a large number of outstanding items might indicate problems in the
operating departments.

4, Obtain the ageing schedule for the prior 3 month period and compare the number and
value of outstanding items with the latest ageing schedules.

5. Pay particular attention to items which have aged further. For example, items which
have moved from the 60 days outstanding category to the 90 days outstanding
category. This might indicate that insufficient tollow-up action is being taken.

6. Verify that senior management are receiving ageing schedules on a regular, i.e.
monthly, basis.

[Deloitte & Touche PR December 1994
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!Ceskoslovenska Obchodni Banka A.S. ' o o I

REF: HS?7
Date: 12/94
SUMMARY AGEING SCHEDULE
NUMBER OF
INTERNAL ACCOUNT TITLE CURRENCY OUTSTANDING ITEMS
>30 |30-60 60-90 90-120 Over 120
Days Days Days Days Days TOTAL

nDeloitte & Touche December 1994 ﬂ
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[Ceskoslovenska Obchodni Banka A.S.

REF: 1S 7
Date: 12/94
INTERNAL ACCOUNT AGEING SCHEDULE
a ACCOUNT TITLE
8] CURRENCY
a RESPONSIBLE DEPT
AGEING PERIOD NUMBER OF NUMBER OF
OUTSTANDING OUTSTANDING
DEBIT ITEMS VALUE CREDIT ITEMS VALUE
> 30 Days
30-60 Days
60-90 Days

90-120 Days

Over 120 Days

TOTAL , DR
NETT DR/CR
LEDGER DR
BALANCE
DIFFERENCE
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Ceskoslovenska Obchodni Banka A. S.

DATA PROCESSING DEVELOPMENTS

General Description DPD

Business Evaluation & Objectives Documents:

Preliminary Review of Data Processing Developments DPD

Project Organisation Standards & Separation of Duties DPD

User Functional Specifications and Review

of Facilities and Controls DPD

Examine Project Budget Approval DPD

Third Party Contracts:

Review Contractual Liabilities DPD

System Specification:

L Review of System Design & Control

2. Review of Operating System DPD

Program Specification:

L Review Application Programs & Ulilities

2, Review Operating System DPD
Deloitte & Touche November 1994 |

34%



INDEX

DATA PROCESSING DEVELOPMENTS

Program Writing & Testing:

L Compliance with Procedures & Separation
of Duties

2. Examine Coding of Application Programs,

|Cakoslovenska Obchodni Banka A.S. ,I

(%)

Utilities and Operating System DPD 9
Program Documentation:
1, Trial Balance
2. Review and Verify Detail DPD 10
Acceptance Testing:
1, Review Scope & Controls
2. Review Results DPD 11
Parallel Run Planning - Review DPD 12
Data Loading - Examine Controls DPD 13
Run Books:
1. Trial Balance
2. Review and Verify Details DPD 14
Clerical Controls:
L Compliance with Procedures & Separation

of Duties
2. Review User Sign-off DPD 15
Recovery Procedures DPD 16
User Staff Training - Review DPD 17

Deloitte & Touche November 1994 |
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REF: DPD1
Date: 11/94

DATA PROCESSING DEVELOPMENTS

GENERAL DESCRIPTION

Computer processing is achieved by means of computer programs or software which are sets
of coded instructions to the machine. The coded instructions need to be organised into a
logical and efficient design to ensure that data is processed correctly and in accordance with
pre-set requirzments.

It is essential that adequate controls be exercised over the design of any system and the
writing and testing of the progr...s prior to their implementation and operational use. Each
syst~m should be rigorously testud, firstly for individual programs and then for the whole
system, including the related clerical controls to be utilised in the user departments.

It is of the utmost importance that the auditor be fully informed and/or regularly inform
himself of all plans for acquiring new computer systems/equipment, for introducing
accounting applications for new business activities and for amendments to existing
applications. This will allow the auditor to establish and assess the administration controls
that are proposed over the computer operations and the system implementation controls for
the individual applications - before the system becomes operational.

The auditor's first task would then be to identifv and assess those particular standards and
procedures to be used by the developmentimplementation group which. if complied with.
would enable the auditor to opine that the svstem will be implemented in a control manner.
A's0. the extent of formalised procedures will enable the auditor to determine the degree of
ins involvement and the level of test-checking required.

Deloitte & Touche November 1994

310



Ceskoslovenska Obchodni Banka A.S.

REF: DPD 2
Date: 11/94

DATA PROCESSING DEVELOPMENTS

BUSINESS EVALUATION & OBJECTIVES DOCUMENTS
PRELIMINARY REVIEW OF DATA PROCESSING DEVELOPMENTS

DESCRIPTION
System development audits should be a consistent and on-going feature of the examination of
each function and/or operating unit and should be carried out as part of the audit subject

being examined e.g. Foreign Exchange, Accounting etc.

The amount of audit effort required should be based on the risk and probability of exposures
likely to occur during the particular development.

Summarised objectives for System Development audits are as follows:

= to understand the design of the proposed system with particular emphasis
on system protection and data control

= to ensure, at an early stage, that programmers do not have an opportunity to
in-corporate fraudulent and/or disruptive coding within the system

to determine the adequacy of the proposed procedures and control structure

appertaining to the project and to conclude on the probability of the system
being secure, satisfactory and efficient

OBJECTIVES

1. To ensure that an effective evaluation of the automation requirements has been
carried out and has been approves by management.

2. To determine the timing and extent of audit involvement.

lDeloitte & Touche . November 1994 I

e}

>

/l



Ceskoslovenska Obchodni Banka A.S.

REF: DPD2
Date: 11/94

AUDIT PROCEDURES

Obtain a copy of the Business Evaluation & Objectives document(s).

2. Comment on the technical and/or other suitability and objectivity of the personnel
involved in the preparation of the document(s) in 1. above.
3. Verify that senior managemeat have signed-off on the project.
4. Comment on the Automation Standards and Procedures utilised in the preparation of
the documents and comment on adherence to such standards and general quality of
the documentation e.g. specifications, flow charts etc.
5. [dentify the salient features of the proposed system and consider and comment, us
appropriate, on such matters as:
existing requirements of the Bank's Manual of Procedures, Bank's counting
Manual, Credit Authorities etc.

attention paid to Czech & Slovak regulatory requirements

possible duplication of facilities already provided by other existing
applications

maintenance and support of proposed system e.g. in-house knowledge or
programming language or reliance on third-parties

= any known security or other weaknesses of the proposed system

= system hardware requirements

&= expected useful life of proposed system

&= estimated development and implementation costs

6. Determine the monetary value of the balance sheet which is being automated and
the number of accounts affected.

7. Determine the estimated value of transaction data per processing run and the
estimated number of transactions.

8. Determine the value of funds to be paid-away and the number of pay-away
transactions.

9. Determine the amount of audit involvement required i.e. the need to undertake a
development audit as opposed to a system security audit after the system has
been implemented.

Deloitiv & Touche November 1994 I

3)3-



Ceskoslovenska

Obchodni Banka A.S.

e e e e

REF: DPD 2
Date: 11/94

10. Review and comment on the development procedures which are to be  utilised.

11 Review and comment on the control structure of the control group and make a
determination as to whether there is a high probability that the Bank's Development
Standards and Procedures will be adhered to.

12. Calculate whether the estimated development costs including all ancillar/ costs for
hardware, peripherals, extra staffing etc. will exceed 15 % of the balance sheet.

13. Verify whether the proposed system has been implemented elsewhere and whether it
received any unsatisfactory audit comments.

14, Determine whether the proposed system will require any fundamental changes in
accounting practice or requirements as required by the Bank's Accounting Standards.

15. Determine whether the proposed system will require any fundamental changes in
input or output controls as required by the Bank's Operating Procedures.

16. By reference to the system documentation, make a determination as to whether there
is any risk to the integrity of data.

Deloitte & Touche November 1994 |
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Ceskoslovenska Obchodni Banka A.S.

REF: DPD 3
Date: 11/94

DATA PROCESSING DEVELOPMENTS

PROJECT ORGANISATION STANDARDS
&
SEPARATION OF DUTIES

DESCRIPTION
[t is essential that the organisation of the project be established on a formal basis - regardless
of whether the software is being developed in-house or by a software house.
The project team should work to acceptable development standards which should include the

principle of independent controls with adequate separation of duties. All reporting lines
should be clearly defined.

OBJECTIVE(S)

1. To ensure that system developments are carried out in a controlied environment and
with adequate separation of duties.

AUDIT PROCEDURES

1. Obtain or prepare a list of all persons involved in the development. Identify the
"management" levels, reporting lines and, if applicable, the composition of all
project teams.

[8%]

Determine and comment on the ratio of Bank personnel to outside personnel.
Where applicable. make a distinction between contract personnel emploved by the
Bank and contract personnel employed by third parties.

IDeloitte & Touche November 1994 I
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10.

11

REF: DPD3
Date: 11/94

Verify that no single individual is completely responsible for the development work.
Pay particular attention to ensure that there is a distinct separation of duties between
the systems and programming function, the librarian function and the computer
operations function.

Prepare or obtain flow charts of the proposed development from user request to
implementation into the live system.

Review and highlight any weaknesses noted.

Identify each risk element within the flow chart i.e. each stage of development and
establish what controls exist for each element e.g. sign-offs, independent reviews etc.

Comment on missing or inadequate controls.
Indicate on the flow chart who is responsible for each stage of development.

Prepare or obtain a flow chart for program writing and testing. Highlight in the
flow chart and comment on:

how does the project manager ensure that all programs required are
written and subject to adequate review

what are the criteria for determining an unacceptable product - both
software and documentation

= how and by whom is an unacceptable product determined. Ensure that there
is an independent review procedure for programs with documentary evidence
of the review

= what control action is taken when the product has been determined as
unacceptable. Explain and comment

= how does the project leader ensure that the program as tested is not
changed, without authority. prior to implementation

Flow chart the software control procedures to be used during the development
stages and verify that dual control is adequate. Pay particular attention to how
program/system amendments are handled.

Obtain or prepare a flow chart of the testing procedures, beginning with the stage
when the programmer(s) have written the program(s). Identify and comment on the
control areas.

Highlight the method used for controlling errors and amendments. Comment on the
effectiveness of the control and ensure that there is provision for ensuring that
corrected versions of programs have been subjected to the complete testing sequence.

Deloitte & Touche [November 1994 |
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Ceskoslovenska Obchodni Banka A.S.

REF: DPD3
Date: 11/94

13. Describe and comment on the procedures in force for ensuring that program
documentation is adequately maintained.

14, Obtain a copy of the system development procedures and verify that these
procedures comply with the Bank's Automation Standards.

15. Comment on the adequacy of the following:

system specification
program specification
program writing and testing

1]

1]

=
acceptance testing
program documentation
implementation schedule & procedures
Deloitte & Touche November 1994 |
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Ceskosiovenska Obchodni ka A.S.

REF: DPD 4
Date: 11/94

DATA PROCESSING DEVELOPMENTS

USER/FUNCTIONAL SPECIFICATIONS
REVIEW OF FACILITIES & CONTROLS

DESCRIPTION

The first step in the development of a computerised system is usually the user or functional
specification. This document should normally be prepared and authorised by the user and
should clearly state the functional requirements.

The purpose of the user/functional specification is to convey to the system designers what the
user expects from the system. The main emphasis, therefore, should be on the definition of
the output and then determining what input is required to produce the desired output.

The processing techniques are usually left to the systems analysts to define, but reference
should be made, within the specification, to the minimum levels of controls desired over the

updating of files etc. and to the methodology to be used in all types of calculations etc.

The user/functional specification should contain sufficient detail to enable the following:

production of System Specification

=
identification of revised work flows and/or re-organisation of operating
departments
production of departmental operating procedures, as applicable
= production of acceptance testing criteria
OBJECTIVE(S)
1. To ensure that an adequate user/functional specification has been prepared by

ensuring that controls are adequately specified, with particular emphasis on the
separation of duties with regard to inpuvoutput, effectiveness of file update criteria
and adherence to accounting standards and policies on such matters as currency
conversions. interest calculations, revaluations etc.
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AUDIT PROCEDURES

Obtain a copy of the user/functional specification. Ensure that the document has been
signed off by senior user management.

Verify that the specification has been prepared in accordance with the Bank's
accepted Automation Standards and that there is evidence of an independent review
for adherence to the standards.

By reference to existing documentation e.g. departmental instruction manuals, work-
flows, organisation charts, Policies & Instructions Guidelines etc. describe the main
control features of the existing systems in respect of:

= management reports
Czech & Slovak regulatory rzports
checking functions

balance verifications

credit control - limits, reports etc.

Check with the principal users to establish their additional requirements and main
objectives. Add to the above list as appropriate. and prepare flow charts as necessary.

Utilising the information in 3. above, review the user specification to determine that
the existing control features are included. together with any ad<itional requirements
of the user. You may need to produce:

a brief summary of the system e.g. types of transactions and/or information
to processed

functions required e.g. standing orders

reports and displays required e.g. control reports, regulatory reports,
exception reports etc.

bl

il

Select a number of system facilities for a detailed analvsis. Pay particular attention to
access controis and input'output controls.

Prepare overview tlow charts or schematics for facilities selected and highlight anv
control weaknesses noted.

By reference to the Bank's Accounting Manual verify that calculation formulae have
been correctly specified.

By reference to the Czech & Slovak Accounting Requirements verifv that calculation
formulae have been correctly specified.

Deloitte & Touche November 1994 |
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REF: DPD 4
Date: 11/94

9. By reference to the Bank's Operating Procedures Manual, Credit Authorities Manual
and other operating procedures, verify that proper attention has been paid to the
separation of duties where required controls necessitate a change to existing
operating organisation or procedures.

10. Review and comment on file update criteria, if any have been specified e.g. debit
entries to be accepted only if funds available

IDeloitte & Touche November 1994 I
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REF: DPD 35
Date: 11/94

DATA PROCESSING DEVELOPMENTS

EXAMINE PROJECT BUDGET APPROVAL

DESCRIPTION

Capital expenditure approval should be obtained from senior management in keeping with
the Bank's approval authorities and guidelines to cover all aspects of a project before
development is underway.

OBJECTIVE(S)

1. To ensure that all new system developments have received the appropriate budget
approval.

AUDIT PROCEDURES

1. Establish the total cost of the project.

to

Make a detailed breakdown of the total costs. Ensure that all ancillary costs such as
feasibility studies, consultancy, documentation, package tailoring, terminals,
hardware, storage media, data centre environment. special stationery, additional staff
etc. have been included.

Obtain a copy of the approved document and verirv, by reference to the
Approval/Expenses Authorisations. that the correct level of approval has been
obtatned for the total cost of the project.

(99}

4. Examine the appropriate expenses and capital accounts and verify that no payments
have been made prior to the granting of proper budget approval.

5. Verify that annualised expense forecasts have been accurately prepared in relation to
the expected life of the system and payment dates for hardware/software etc.

7Deloine & Touche November 1994 rl
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REF: DPD 6
Date: 11/94

DATA PROCESSING DEVELOPMENTS

THIRD PARTY CONTRACTS
REVIEW CONTRACTUAL LIABILITIES

DESCRIPTION

A formal contract, signed by both parties, should always be established when a third party is
involved in the production of software -. regardless of the degree of involvement.

The contract should be both precise and comprehensive in relation to the software -
regardless of whether the software is a package requiring tailoring or new software to be
written. :

It must be emphasised that a contract for software development is only as good as the
professionalism and financial position of the third party.

Contracts may also be signed for other computer services such as the supplying of hardware,
terminals, time-sharing, leasing of equipment, maintenance of hardware/software, back-up
arrangements, computer bureau etc. and it must be assured that these contracts are
enforceable.

OBJECTIVE(S)

1. To ensure that all third party involvement. in the context of data processing
developments, is governed by a meaningful and enforceable contract.

AUDIT PROCEDURES
1. Establish and schedule the services to be provided by all third parties in system
development projects.
2. Verify that the contracts have only been signed after budget approval and only by

authorised personnel. Refer to Bank signing authorities.

IDeloitte & Touche November 1994 _I’
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REF: DPD 7
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DATA PROCESSING DEVELOPMENTS

SYSTEM SPECIFICATION

1. REVIEW OF SYSTEM DESIGN & CONTROL
2. REVIEW OF OPERATING SYSTEM

DESCRIPTION

The system specification can be regarded as the document which links the user's
requirements with the programming techniques. As such the document both interprets the
user/functional specification into data processing terminology and documents the design and
structure of the system.

The specification should address all the cuntrol aspects mentioned in the user specification,
together with details of those editing and validity checks, common to all computers, which

will be embodied in the svstem.

The format and content of the system should comply with agreed standards as contained in
either the automation standards and procedures manual or the third partv contract.

The specification should be available for review before programming begins.

AUDIT PROCEDURES(S)

1. Obtain a copy of the system specification. Verify that the specification has been
signed off by the appropriate level of management. prior to the commencement of

programming.

19

Verify that the specification has been prepared in accordance with the Bank's
automation standards and procedures and that there is independent review for

adherence to these standards.

3 From the review of the user/functional specification. obtain or prepare a control list
of required functions, facilities, reports etc.

Deloitte & Touche November 1994 |
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REF: DPD7
Date: 11/94

4. From the system specification obtain or prepare a control list of programs and/or
suite of programs, giving names, reference numbers and brief descriptions/purposes
etc.

5. Cross check the requirements of the user/functional specification to the system

specification and verify that programs or suites of programs are detailed. Reconcile
any exceptions noted.

6. Select a number of facilities for detailed examination and comment on the adequacy
of system controls. Refer to the overall organisation and structure (main and other
file layouts) of the system and obtain or prepare flow cnarts of programs or suites of
programs for selected facilities.

Processing Controls:

).

edit and access security features which should ensure that:

- users are not able to by-pass security

- input/output routines handle all system access

- all file access is via data management software

- user or application programs are not able to access or
modify supervisory programs

- supervisor memory area is protected from user read or writes

ii). review control mechanisms as requested in the user/functional
specification

iii). review control checks in the program which ensure batch or other
control totals are in agreement

iv). review production of error reperts if program checks do not agree
the run-to-run totals

v), review controls to prevent data corruption if different system users
can amend standing data held on common master file

vi). review audit trail where output from one system is automatically
input to other systems. Verify control total and individual item
checks

2 Restore Ability:
). review provision of program checkpoints in lengthy processing runs

IDeloitte & Touche November 1994 |
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ii).

iii).

REF: DPD7
Date: 11/94

review program or manual re-start instructions in case of failure of
check point agreement

verify that the controls are adequate for re-creating data. transaction
and program files in the event of file corruption

verify that the approach for re-processing work in the event of
processing failure is uniform e.g. use of run books, operating
instructions etc. regardless of the stage at which the processing
failure occurs

Audit Trail:

i).

iii).

iv).

v).

vi).

verify that there is evidence of every input and amendment to data
including system generated amendments, during the complete
processing cvcle

verify that there is sufficient information on the computer printouts
to trace source documents and to verify totals generated

verify that control totals (e.g. general ledger line balances agree to
subsidiary ledgers) are checked manually with control totals
established prior to processing (proof of batch sheets/listings) or
checked by computer during editing run (brought forward balance
equals net debits/credits plus/minus previous dav's balance)

verify that the system for controlling entries generated by programs
from standing data held on master files is adequate e.g. interest
payments, standing orders

historical data - is the retention period in computer readable form
adequate ? What is to be retained and for how long ?

exception reports - at what stage ot the processing are thev produced
? Verify the mechanism which ensures production e.g. sequentially
numbered by the computer

7. Describe in brief detail the main features of the operating system.

Deloitte & Touche
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REF: DPD7
Date: 11/94

8. Describe the control features that are available in the operating svstem and comment
on their suitability fort the application system. Consider:
- user identification
- authorisation checking
- alarm mechanisms
- violation logging capability
- inherent design integrity
- software control facilities

9. Establish what arrangements have been made for the bank to receive enhanced
versions of the operating system.

IDeloitte & Touche November 1994 1l
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REF: DPD 8
Date: 11/94

DATA PROCESSING DEVELOPMENTS
PROGRAM SPECIFICATION

L REVIEW APPLICATION PROGRAMS & UTILITIES
2, REVIEW OPERATING SYSTEM

DESCRIPTION

There are three types of programs in any computer system:

operating system programs
) application programs
utility programs

In all cases, a program is a set of coded instructions which are followed by a computer to
make it perform specified activities. Since a computer cannot think for itself, and is entirely
dependent on instructions supplied to it by its users, it cannot be expected to perform any
task adequately unless the problem and objectives have been specified correctly. The
programmer produces the program based on guidelines prepared by the analyst, from the
system specification. These guidelines are called program specifications and should contain
sufficient detail to ensure that the program meets the requirements of the user.

OBJECTIVE(S)

1. To ensure that adequate program specifications have been prepared. independently
reviewed and signed off.

AUDIT PROCEDURES(S)

1. From the review of the system specification obtain or prepare a control list of all
programs and verify that a program specification has been prepared for each. Verify
that there is evidence that program specifications are independently reviewed and
signed off by the project manager or senior programmer analyst. All amendments to
program specifications should be similarly controlled.
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Select a number of program specifications for examination.

3. Comment on adherence to program specification standards by reference to the Bank's
automation Standards and procedures.

4, Compare the application program specifications to the user/functional specifications
and comment on the content of the program specification.

5. Compare the ":tility program specifications to the system specification and comment
on the contemt of the program specification.

6. If it is establistied that there is a high incidence of inconsistency between the
functional requirements and the program specifications, establish the cause(s) and
comment.

Deloitte & Touche November 1994 |



nka A.S.

| Ceskoslovenska Obchodni Ba

REF: DPD 9
Date: 11/94

DATA PROCESSING DEVELOPMENTS

PROGRAM WRITING & TESTING

1. COMPLIANCE WITH PROCEDURES &
SEPARATION OF DUTIES

2. EXAMINE CODING OF APPLICATION PROGRAMS,
UTILITIES & OPERATING SYSTEM

DESCRIPTION

The programmer is responsible for testing his programs and completing the documentation
before handing both over for an independent review for accuracy and compliance with
standards and controls.

This dual control of program development should be evident no matter whether the software
is produced in-house or not and is necessary to prevent spurious coding being included in the
live software. (This contro! should not be confused with acceptance testing).

It is essential to ensure that the version of the program that is implemented is the same one

that the programmer issued i.e. that no one has tampered with the program during the review,
testing and implementation stages.

OBJECTIVE(S)

1. To ensure that the writing and testing of programs complies with the Bank's
established procedures and standards.

[38)

To ensure that programs and documentation are reviewed independently for
accuracy and conformity to established standards and controls.
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AUDIT PROCEDURES(S)

Obtain a copy of the programming standards and prepare a schedule with headings
for the significant standards.

Prepare or obtain a list of all programs.

3. Verify that there is documented evidence of an independent review of adherence to
programming standards for each program. Comment on how the integrity of each
program is preserved.

4, Select a number of programs and examine the adequacy of the relevant copies of the
review documentation.

5. Obtain coding listings from the latest version of the selected programs and review
program documentation for accuracy and adherence to programming standards.
Using the schedule, detail per program the degree of adherence to standards.
Comment on compliance and accuracy.

If there is a high degree of non-compliance with standards, determine and comment
on the cause(s).

6. Review programming standards and comment as appropriate on the suitability of the
standards.

7. Using the programs selected in 4. above obtain source code listing and verify that
these are current.

8. Obtain and comment on basic documentation and as appropriate.

9. Determine the input/output files used.

10. Compare system variable and array definitions and/or data division details to the
documentation.

11. Be alert for and investigate any differences or variations.

12. Examine closely the use of and reason for "redefines/iznames"”.

13, Compare file documentation to the contents of the filz as shown on a dump file.

14. Look at "run” and "stop"” statements.

Deloitte & Touche November 1994 |
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Scan "if" statements.
Review "go to” commands.
Look for and verify the use of the verbs:

- input
- read
- write
- wait
- look
- code
- load
- dump
- print
- return
- delete

Deloitte & Touche
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DATA PROCESSING DEVELOPMENTS

PROGRAM DOCUMENTATION

1. TRIAL BALANCE
2. REVIEW & VERIFY DETAIL

DESCRIPTION

The programme documentation is the source from which the software can be maintained and
enhanced. It is, therefore, essential that the documentation is both complete and clearly

informative.

The format and content of the documentation should comply with agreed standards as
contained in either the Bank's Documentation Standards and Policies or the third party

contract.

OBJECTIVE(S)
1, To ensure that programme documentation exists and is up to the level required by the
Bank's Standards and policies.
AUDIT PROCEDURE(S)
1. From the review of system and/or program specification work papers, obtain or

prepare a control list of programs. [f applicable, include the inventory of programs
for existing sub-systems in the control list.

o

Prima facie verifv that documentation files are held for each program.

3. Test check documentation files for evidence of independent review.

Deloitte & Touche November 1994 '
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REF: DPD 10
Date: 11/94

4, Review the documentation for a selection of programs. Is the programme
documentation sufficient to allow accurate maintenance and enhancements to the
system ? [f not. list exposures and exceptions.

5. Verify that the documentation file includes:

- problem statement

- system tlowchart

- transaction and activity codes

- record layouts

- run book or operating instructions
- program flowchart

- program listing

- approval and change sheet

6. Obtain coding listings and briefly compare each listing produced to the listing held in
the documentation file. Comment on all difterences.

7. Check the details in the program documentation with the information contained in
the system specificatior: e.g. program descriptions, file usage etc. and verify
agreement.

Deloitte & Touche November 1994
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REF: DPD 11
Date: 11/94

DATA PROCESSING DEVELOP!ENTS

ACCEPTANCE TESTING

1. REVIEW SCOPE & CONTROLS
2. REVIEW RESULTS

DESCRIPTION

The acceptance testing of programs is in many the most important phase of any system
development. This is the first point, within the development phase, where the design and
overall reliability can be proven.

The programs should be destruction tested to include all special and error conditions, in a
controlled environment, using criteria determined from the user/functional specification. This

method of testing should ensure that the data will be processed correctly and consequently
produce reliable output in the required format.

OBJECTIVE(S)

1. To ensure the adequacy of system and program testing.

AUDIT PROCEDURE(S)

1. Verify that the acceptance testing has been pre-defined and that the scope of
testing has been independently reviewed to provide a consistent and co-ordinated
approach to the evaluation.

tJ

Obtain a copy of the project teams testing schedule and a directory listing of the test
pack. Verify that all programs detailed on the system specification are included.
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3. For each program verify that test results have been reviewed and independently
signed off by the project manager and/or senior programmer analyst,

4. Verify that control records have been established which ensure that all required
facilities have been tested. Test check the accuracy of the control records by
reference to the system specification work papers and cross check system controls
identified to test control records.

5. Using the testing schedule, identify all established errors, from project team records
and verify that the corrected versions have been subject to the complete testing
sequence i-e. it is not just tested for the correction of errors.

6. Comment on the number of errors identified, making a distinction between major
and non-major errors. Document the date or the error status and the planned date for
the commencement of parallel run. Review the number of errors established in
relationship to the number of programs and average errors per program.

7. Verify that a full system dress rehearsal including implementation routines, volumes
and timings has been undertaken. Schedule average timings for batch runs, real-time
responses etc. for all programs or suite of programs and verify that the user
requirements have been satisfied in relation to the volumes tested. Comment on time
margins available for restart and re-runs in the event of processing failure. Briefly
describe standard of results.

8. Verify that no tests have been run against the live files. (Duplicate copies of live files
may be used providing confidentiality is maintained over the data). Explain how the
test bed was constructed and maintained.

9. Verify that equipment is not operated by the programmers.

10. Select program tests for examination. Determine whether the test data has been
devised so as to extend the variety of transactions bevond normal expectations and
thus exhaustively test the logic of programs. Reter to the user/functional .
specification work papers (DPD 4) tor the list of fundamental control requirements
with the conditions which must be found tor the control to be effective.

Consider the following:

- does data include tests on the input validation routines to include check digits.
alpha characters in numeric fields, associated data elements ?

lDeloitte & Touche November 1994 }I
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- have tests been conducted with the purpose of measuring the accuracy of
data notwithstanding an increase in the volume of transactions and the use of re-
start procedures ?

- does the test data examine the integrity of master files, controls over
transaction files a 1 the availability and purging of working files ?

- are tests performed on the control system to ensure that no records are lost,
there is no duplication of data, input is read correctly, that controt totals are
verified by the system, arithmetic and overflow controls are working and
external cross-footing checks are fully effective ?

- does the test data examine and verify controls to prevent the overflow of data
fields, limit checks on calculations, re-setting of counters and the clearing of
main storage ?

- are internal labels, control records and control fields tested for effectiveness ?

Deloitte & Touche November 1994 |
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REF: DPD 11
Date: 11/94

DATA PROCESSING DEVELOPMENTS

ACCEPTANCE TESTING CHECKLIST

EXAMINE SCOPE OF TEST DATA

State the Function Selected

For each dfunction selected ensure that the scope of the test data will fulfill the
following criteria:

(Yes answers are expected. Not Applicable and No answers should be explained and
commented on).

Yes/No

01

Has the test data been formaily prepared to:
- ensure that all possible conditions will be handled ?
- include all unreasonable actions ?

02

Does the data include tests on the input validation routines, to include:
- check digits ?

- alpha characters in numeric fields ?

- essential data elements ?

- associated data elements ?

03

Are tests conducted on the hardware conditions designed to measure the accuracy of data
notwithstanding;:

- an increase in volume of transactions ?

- the use of re-start procedures ?

04

Are the following file controls emploved and effective:
- internal labels ?

- control records ?

- control fields ?

Does the test data examine::

- integrity of master files ?

- control over transaction files ?

- availability and purging of working files ?

7Deloitte & Touche November 1994 [
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Yes/No

Are tests performed on the control system to ensure:
- no records are lost ?

- no duplication ?

- input is correctly read ?

- control totals are verified - output back to input ?
- arithmetic and overflow controls are working ?

06 | - pcross-footing checks are fully effective ?

Are the following system controls verified:

- overflowing of data fields ?

- limit checks on calculations ?

- re-setting of counters ?

07 | - clearing of main storage (core) ?

[s a complete system test performed to ensure that an audit trail is provided that will:
- satisfy users ?

- satisfy auditors ?

- satisfy managewment ?

- satisfy historical requirements ?

08 | - report computer generated data ?

HDeloitte & Touche November 1994 iI
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REF: DPD 11
Date: 11/94

DATA PROCESSING DEVELOPMENTS

ACCEPTANCE TESTING CHECKLIST

EXAMINE SCOPE OF TEST DATA

State the Function Selected

For each dfunction selected ensure that the scope of the test data will fulfill the
following criteria:
(Yes answers are expected. Not Applicable and No answers should be explained and
commented on).
Yes/No
i Has the test data been formally prepared to:
- ensure that all possible conditions will be handled ?
01 | - include all unreasonable actions ?
Does the data include tests on the input validation routines, to include:
- check digits ?
- alpha characters in numeric fields ?
- essential data elements ?
02 | - associated data elements ?
Are tests conducted on the hardware conditions designed to measure the accuracy of data
notwithstanding:
- an increase in volume of transactions :
03 | - the use of re-start procedures ?
Are the following file controls emploved and etfective:
- internal labels ?
- control records ? !
04 | - control fields ? |
Does the test data examine:: ;
- integrity of master files ? !
- control over transaction files ? !
05 | - availability and purging of working files ?
Deloitte & Touche November 1994 |
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Yes, No .

Are tests performed on the control system to ensure:
- no records are lost ?

- no duplication ?

- input is correctly read ?

- control totals are verified - output back to input ?
- arithmetic and overflow controls are working ?

- pcross-footing checks are fully effective ?

07

Are the following system controls verified:
- overflowing of data fields ?

- limit checks on calculations ?

- 12-setting of counters ?

- clearing of main storage (core) ?

08

[s a complete system test performed to ensure that an audit trail is provided that will:

- satisfy users ?

- satisfy auditors ?

- satisfy managewment ?

- satisfy historical requirements ?
- report computer generated data ?
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DATA PROCESSING DEVELOPMENTS

PARALLEL RUN PLANNING - REVIEW

DESCRIPTION

In normal circumstances, before a system is allowed to run live it should be run in parallel
with all phases of the existing system. It may not be always possible to duplicate live data
during the course of the working day but the final test sequence should always be undertaken
in actual operating conditions, using live data. The live data should be supplemented by test
data containing special error conditions and combinations of error conditions to ensure full
testing. Where possible, it is recommended that parallel runs be undertaken using newly
created master files.

The actual programs used by the computer are 1ot the only part of the system to be tested.
Procedures used by the data centre operators, the data control group and source and user
departments must also be tested. These procedures should be set out in operating manuals
which should have been prepared at the same time as the computer programs.

Programmers should not directly participate in the testing. In this way it will be possible to
ascertain whether the system can operate without programmer direction or assistance.

Although the above refers specifically to new systems, the same principles apply to program
changes.

OBJECTIVE(S)

1, To ensure that it will be possible to determine, during the final test phase, the ability
of the new system to process data correctly within the hardware and time constraints
established by the Bank.
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AUDIT PROCEDURE(S)

Describe and comment on the nature and scope of the paraliel run.
[f no parallel run is planned, state and comment, as appropriate on the following:

- nature and scope of the final test
- rationale behind the decision
- parties to the decision

Comment on the validity of the decision using the following procedures and
substitute the final test for parallel run, as appropriate:

i). using the schedule of reports prepared for the system specifications
procedures (DPD 7) verify that the frequency, number of copies and
distribution details have been recorded for every report

ii). establish the duration of the parallel run. State the projected start and end
dates. Determine from the operating departments the peak work load periods.
Verify that, as a minimum, the period of the parallel run covers the peak
work load periods and at least one cycle of all reports.

iii). Verify that a system dress rehearsal, to include set-up routines. has been
planned prior to commencement of the parallel run

Very that every effort is being made to correct. in a controlled manner, the
outstanding errors prior to the start of parallel run. Determine how many major errors
remain outstanding. [temise and comment as appropriate.

Determine the pre-parallel run criteria. Verify that, if the criteria are fulfilled. it will
be possible to determine the ability of the new system to process data correctly
within the hardware and time constraints set by the Bank.

Verify that there is a clear definition of the criteria which have to be satisfied before
the end of the parallel run. Prepare or obtain a copy of the parallel run criteria and
detail the individuals who will sign-off for the commencement of live running.

Comment as appropriate.

Obtain and record the users views relating to their ability top conduct the paralilel
run. Do they feel that sufficient training has been given 7
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Prepare or obtain a copy of the System Build Plan. Has the branch agreed to the plan
)

Comment as appropriate on the method and controls of the Build Plan. Demonstrate
how the data will be updated with amendments. Do the plans call for recovery to
existing records, if the need arises ?.

State who will be undertaking and who will be controlling the loading of the static
and accounting data. Briefly review the method of control and comment as
appropriate.

Establish how the project team has determined what data has to be loaded in order to
provide the required facilities.

Verify that sufficient data has been planned to be loaded to provide all the required
facilities.

Determine any facilities that will not be available at the commencement of parallel
run and/or live running. State and comment on the reason.

Verify that the project team and users are aware of any omissions and that, where
appropriate, interim manual control procedures have been devised. Comment as
appropriate.

Verified that amended operating procedures, as necessary, have been prepared prior
to the commencement of the parallel run.

IDeloitte & Touche November 1994
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RE¥: DPD 13
Date: 11/94

DATA PROCESSING DEVELOPMENTS

DATA LOADING - EXAMINE CONTROLS

DESCRIPTION

A system needs two factors to function - the programs and the data file. The programs allow
fresh data to be input to the system to update the existing files and to produce new
accounting and other information.

Thus whilst the technicians are preparing the programs for the system, the users should be
preparing ail current data for loading to the system. Data can be defined as static data (such
as addresses, interest rates, codes etc.) which is not changed frequently and accounting data

e.g. transactions, balances.

Both types of data must be introduced into the system before the start of parallel run and
should be loaded and checked under dual control by the users.

OBJECTIVES

l. To ensure that all necessary data has been correctly loaded into the system and
checked under dual control by the users.

AUDIT PROCEDURES

1. Static Data:

). Verify that at least two persons were involved in the loading of static data
and that the checker was from a user area.

ih). Verify that master records were printed out in their entirety and that the
printout was checked to the original records.

HDeloine & Touche November 1994 iI
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iii).

iv).

v).

REF: DPD 13
Date: 11/94

If there is no evidence of an independent check comment as appropriate.

Spot check the static data input to the hard-¢npy proof to determine the
accuracy of the input.

Establish what controls there are over amendments to the static data once it
has been entered and signed-off by the user

2. Accounting Data:

i).

ii).

iii).

iv).

v).

Describe or obtain a copy of the controls exercised over the bringing
forward of accounting data from the old to the new system. Comment on
the adequacy of these controls.

Review the actual loading and checking of brought forward data and assess
whether the controls were followed. Were pre-list totals of quantities and
values on the original records checked against corresponding totals produced
by the comnuter from the relevant master records immediately after the latter
was created ? Are the two systems in balance ?

Independently check the trial balances as at take-over produced by the old
and new systems, to ensure agreement. Follow-up any corresponding entries
that were required.

Test check individual records on the data files to prove accuracy of input

Determine the feasibility of using a controlled positive statement despatch or
similar confirmation programmie, to test the accuracy of the data files

3. Verify that the static data was loaded onto the new system under sufficient control to
enable the user to operate the system under live conditions.

Deloitte & Touche

November 1994 |
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REF: DPD 14
Date: 11//94

DATA PROCESSING DEVELOPMENTS

RUN BOOKS

1. TRIAL BALANCE
2. REVIEW & VERIFY DETAIL

DESCRIPTION

As part of the overall program documentation, run books should have been produced and
they should contain everything the computer operations staff need to know regarding the
running of each program within the system, with particular reference to:

= type of program - real time, batch, utility etc.
= disks/files to be loaded

= start, run and stop procedures

= stationery requirements

= recovery procedures

run times

]

The run books should be used in conjunction with the training of the computer operators in
the handling of the system and should be available in the data centre for reference purposes.

OBJECTIVES

1. To ensure that finalised run books are available for the computer operations staff and
that they are adequate to enable them to operate the system in any situation,
particularly when faults occur.

Deloitte & Touche November 1994 |
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REF: DPD 14
Date: 11/94

AUDIT PROCEDURES

Verify that run books are available in the data centre for the use of the operators
during the parallel run.

Refer to DPD 10 - Program Docume~ntation for an inventory of all programs in the
system. Check this list to the contents of the run book to verify that all programs are

included.

3. Obtain a copy of the standards for run books as contained in the Bank's Automation
Standards and Procedures. Verify that run books are independently reviewed for
adherence to procedures and selectively test check the information for compliance.
Comment as appropriate on instances where important information is not available.
Consider the following:

- recovery procedures
- disk files to be mounted
- start, run and stop instructions

4, Verify that the computer supervisor is satisfied that his/her staff can operate the new
system whatever the circumstances e.g. machine fault, program error etc. If not,
comment on the effect any deficiencies in the run book could have on the decision to
commence live running.

5. Verify that adequate manuals exist explaining all the functions of all hardware and
operating system.

Deloitte & Touche November 1994 |
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REF: DPD 15
Date: 11/94

DATA PROCESSING DEVELOPMENTS

1. COMPLIANCE WITH PROCEDURES & SEPARATION OF

DUTIES
2. REVIEW USER SIGMN-OFF

DESCRIPTION

Regardless of how well a system is controlled from a design and technical point of view, it
cannot be said to be fully controlled until adequate manual procedures have been developed
to handle the system. For instance, a system might be designed so that A should always equal
B - with all exceptions to this rule to be reported on hard copy print-out. However, if there
are no manual procedures in force to ensure that someone reviews and responds to this
exception report, the system as a whole cannot be regarded as being fuily controlled.

In this context the following documents should be considered:

Bank's Manuals of Procedures

=2
® User Manuals
= Standard Policy and Operating [nstructions
OBJECTIVE(S)
1. To ensure that adequate manual control procedures have been documented. have
been used effectively during the parallel run and that the parallel run was carried out
in accordance with the Bank's established policies and procedures.
Deloitte & Touche November 1994 |
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REF: DPD 15
Date: 11/94

AUDIT PROCEDURES

Refer to previous audit work papers concerning user/functional specification and
system specification and determine what additional manual controls or
modifications to existing manual controls are required to handle the system.

Obtain a copy of the documented manual control procedures relating to the system
and establish that all the necessary controls have been included. Refer to the

work papers for parallel run planning. Verify that, as a minimum, there are
procedures for those areas where the user is checking the accuracy and functional
ability of the system.

By use of flow charts and discussions with bank personnel and by reference to

operating procedures, comment on the adequacy of controls and separation of duties.

Review and comment on dual control over transactions.

Verify that users are following Jocumented procedures during the parallel run and
that the procedures are proving to be effective.

Verify that adequate software control is being maintained throughout the parallel run.

Flow chart the control procedures, including changes and temporary fixes and
highlight any weaknesses notad.

Obtain a copy of the user's sign-off (acceptance) of the system. If the system has not
been accepted, detail the user's reasons for non-acceptance. Review and comment on
sign-off or non-acceptance.

Deloitte & Touche November 1994

t2



lCukoslovenska Obchodni Banka A.S. II

REF: DPD 17
Date: 11/94

DATA PROCESSING DEVELOPMENTS

USER STAFF TRAINING - REVIEW

DESCRIPTION

An important aspect of any system implementation is the training of staff in the handling of
the system. <staff in both the user departments and EDP operations need to receive verbal
instruction in the use of the system as well as documented user manuals and run books.

OBJECTIVE(S)
1. To ensure that adenuate user staff training has taken place.
AUDIT FROCEDURES
I, Comment on the scope and extent of training given to both user departments and
EDP operators.
2. User Departments:
= are depart.nent heads satisfied that their staff have received sufficient

training to enable them to handle the system adequately, particularly when

the implementation team has left 2.

have user manuals been distributed as a reference document ?

have the user manuals been reviewed for adequacy by the users ? What are
th. ; comments ?

3. EDP Operators:

is the supervisor satisfied that the operators have been given enough

=
instruction to enable them to operate the machine in all modes e.g. real time,
batch etc.
= are the operators familiar with the run-books ?
= are the books available at all times the system is running ?
Deloitte & Touche November 1994 |
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REF: DPD 16
Date: 11/94

OBJECTIVE(S)

1. To ensure that, in the event of a system or computer failure, the user can continue to
conduct business with the minimum of risk and inconvenience, by following
documented recovery procedures.

AUDIT PROCEDURES

1. Describe the official recovery procedures to be followed in the event of a system
and/or computer failure. Distinguish between procedures for paralle! run and on-
going operating.

2. Ascertain from the principal users of the system their views on how dependent they
will be on the live system and how they would manage if the system were not
available fora 1,2,3,5 and more than 5 day period.

3. Consider the resources available to each user department to continue working should
the system be in-operative.

4, Comment on the adequacy and practicality of the procedures in respect of:
= programs
= data files
= hardware
5. Comment on whether the recovery procedures are adequate enough to allow the

system to begin live operations.

6. Verify that back-up procedures have been tested prior to the commencement of live
running. As a minimum, back-up copies of program files and data files should be
used at least once during the parallel run.

7. Verify that recovery procedures include the testing of back-up arrangements at
regular future intervals.

ﬂ Deloitte & Touche November 1994 {I
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DATA PROCESSING SYSTEM SECURITY:

o Compliance with Bank Policies & Procedures DPS 1
a Compliance with Czech & Slovak Laws & Regulations DPS 2
a Software Control DPS 3
o System Access Controls DPS 4
] Input/Output & Processing Controls DPS §
(] Data Centre, Physical & Environmental Controls DPS 6
] Processing Recovery Procedures DPS 7
a Microcomputer (PC) Controls DPS 8

November 1994
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REF: DPS1
Date: 11/94

DATA PROCESSING SYSTEM SECURITY

COMPLIANCE WITH BANK POLICIES & PROCEDURES

DESCRIPTION

Bank Policies & Procedures will exist which cover several areas of the Bank's operations.
These policies & procedures are normally documented in a Policies Manual and copies of the
manual should be distributed to all appropniate areas of the bank including any up-dates.

OBJECTIVES

l. To ensure that the area, department or function which is being audited is
familiar with bank policies and procedures affecting their operations.

2, To ensure that any changes in the policies and procedures are disseminated.

3. To ensure that the policies and procedures are being followed.

AUDIT PROCEDURES

1. Obtain the department's copy of the latest policies and procedures affecting
their area.

2, Identify any missing policies or procedures including recent updates.

3. Discuss the policies and procedures with the department head and other
personnel as appropnate and miake a determination as to whether they are
familiar with them.

4. Identify and follow through the procedures for disseminating new and or amended
policies and procedures covering the Bank as a whole and make a determination as to
whether these are adequate

5, Select a number of systems or sub-systems for checking that the policies and

procedures are being complied with.

Deloitte & Touche November 1994
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REF: DPS1
Date: 11/94
6. During the examination the following specific items should be considered:
= Bank Operating Directives
= Bank Accounting Manual
= Expenses Control Guidelines
= Data Processing Standards & Procedures
= Any Other Directives (specify)
Deloitte & Touche November 1994 ‘!
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REF: DPS 2
Date: 11/94

DATA PROCESSING SYSTEM SECURITY

COMPLIANCE WITH NOVEMBER 1994 LAWS & REGULATIONS

DESCRIPTION

Local Laws and Regulations will exist which cover several areas of the Bank's operations.
These laws and regulations are normally documented in a Local Laws & Regulations Manual
and copies of the manual should be distributed to all appropriate areas of the bank including
any up-dates.

OBJECTIVES

1. To ensure that the area, department or funcuoi. which is being audited is
familiar with local laws and regulations affecting their operations.

2. To ensure that any changes in the laws and regulations are disseminated.
3. To ensure that the laws and regulations are being followed.
AUDIT PROCEDURES
L. Identify the particular laws and regulations affecting the area, department or

function which is being audited.

2. Obtain the department's copy of the latest laws and regulations affecting
their area.

3. Identify any missing copies of laws and regulations including recent updates.

4, Discuss the laws and regulations with the department head and other

personnel as appropriate and make a determination as to whether they are
familiar with them.

5. Identify and follow through the procedures for disseminating new and or amended
laws and regulations covering the Bank as a whole and make a determination as to
whether these are adequate

Deloitte & Touche November 1994
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REF: DPS 2
Date: 11/94

Select a number of recent system implementations for checking that the laws and
regulations are being complied with,

Review the systems in the context of the requirements of the relevant laws and
regulations.

Identify any non-compliance situations.
Follow through and identify how the situation was corrected.

Identifv, review and comment on departmental procedures for ensuring compliance
with all appropriate local laws and regulations.

During an examination of this area the following Czech & Slovak laws and
Regulations must be considered (make a list):

=) Data Protection & Secrecy Laws
& Cross Border Data Transrnission Flows
Copyright Protection Laws
= Data Encryption Requirements
= Data Ownership and Data Access Regulations
Deloitte & Touche November 1994
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DATA PROCESSING SYSTEM SECURITY

SOFTWARE CONTROL

DESCRIPTION

The existence of effective software controls is a part of the overall environment which should
ensure the integrity of the Bank's systems. A lack of adequate access or physical security
controls could also have a major impact on the effective of software controls. (See Audit
Procedures DPS 4, 5 & 6).

To minimise the Bank's exposure to losses which may arise from erroneous, malicious or
fraudulent software, it is essential that all software be adequately controlled and protected.

To achieve adequate protection only authorised software should be resident in live systems and
procedures need to be in place to ensure that rcw software is implemented in a controlled
manner. In addition, there must be a mechanism which detects, on a timely basis, the existence
of unauthorised software.

OBJECTIVES
L. To ensure that only authorised programs are resident on the live system.
2. To enitirc that strict control procedures are in operation to prevent unauthorised

program changes and that unauthorised software would be datected on a timely basis.

AUDIT PROCEDURES
l. Written Operating Procedures:

Review and comment on the adequacy of the written operating procedures concerning
software inventories and the controls over software changes.

lDeloitte & Touche November 1994 9I
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REF: DPS 3
Date: 11/94

2, Inventory Controls:

The system inventory is the means by which additions to the system contents can be

identified and through which good housekeeping may be achieved. It does not of itself

ensure the integrity of the software or data.

i).
i1).

iii).

iv).

v).

Obtain a copy of the master inventory of system contents.

Verify that the inventory includes all facets of the systeme.g.

= apnlication programs
= unlities

= data files

= procedures

Verify that the inventory has been authorised by the responsible individual(s)
who are independent of the software control process.

Verify that the inventory is periodically proved by an independent individual
such as an EDP Controller.

Verify the inventory by independently obtaining listings of the contents of the
live system. (N.B. if standard utilities are to be used, consider the need for an
independent technical review of utility coding)

3. System Changes/Modifications:

i).

i1).

i),

iv).

v).

Verify that all system change requests are sequentially logged and
adequately documented.

Review and comment on the method by which change requests are prioritised
and evaluated.

Verify that the appropriate approvals have been obtained and recorded.

Review and comment on the method by which the ongoing status of change
requests is monitored.

Review the outstanding change requests to ensure that any with control,
security or significant business implications are being addressed with a
sufficient degree of priority.

IDeIoitte & Touche November 1994 I
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REF: DPS 3
Date: 11/94

4, Acceptance Testing of System Changes:Modifications:

i). Review the written test plans for completeness and approval.

i1). Review the test documentation to determine that tests were carmied out as
planned and that the results were successful.

iit). Venfy that the appropnate personnel, e.g. EDP Controller, Chief Accountant
etc., have reviewed and approved the test results prior to the implementation
of the changes.

iv). Review the system change logs to determine whether there is any trend in new
requests which would suggest deficiencies in previous acceptance testing.

5. Installation of System Changes:

i). Flowchart the procedures used during the installation of system changes.

ii). Verify that personnel responsible for effecting system changes are not
development personnel.

iii). Venfy that software is only transferred to the live system with the
authorisation of the appropriate user and personnel.

iv). Verify that the system provides adequate hard copy logs of all system change
activity and that such activity is identified and reviewed daily by the
appropriate personnel.

V). Venify that there is a procedure for updating all appropriate logs, inventories
etc. and that the procedure is operative.

vi). If appropriate, venfy that new versions of programs are transferred to tapes or
disks so that the responsible person can perform regular system integnity
checks.

vii).  Venfy that the procedures provide for the ability to revert to a previous

version of the system in the event of non-performance of the new software.

Deloitte & Touche November 1994



| Ceskoslovenska Obchodni Banka A.S.

REF: DPS 3
Date: 11/94

6. Systems' Integrity:

Review and test the procedures by which the appropriate individual ensures that no
unauthorised system changes have been made:

).

ii).

Interpretative Systems:

Review and comment on the effectiveness of the procedures by which the
appropriate individual compares the live system to his secure copy.
Comparisons should be made 1t least quarterly.

Compiled Systems:

Review and comment on the effectiveness of the procedures by which the
appropriate individual ensures that the compiler and source code are
adequately controlled. )

Note:

Compilers and source code should only be available on live systems in
exceptional circumstances.

7. Emergency Fixes:

Review and test the procedures for identifying and verifying the validity of emergency

fixes.

| Deloitte & Touche _ e Oy embET 1994
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DATA PROCESSING SYSTEM SECURITY

Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
3.1 Written Operating Procedures
Software control procedures should be
comprehensively documented in policy
manuals
3.2 Inventory Control
An independently approved inventory of
software and data files comprising the live
system should be maintained and
periodically venfied
3.3 | System Changes/Modifications

Procedures to monitor and control the
requests for system changes/modifications
should exist and a complete chronological
record of all changes should be kept. This
process must cover all changes regardless of
whether they are the result of errors or new
user requirements

o



DATA PROCESSING SYSTEM SECURITY

Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of wp Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
34 Acceptance Testing of System
Changes/Modifications
New software should be comprehensively
tested by the user and results reviewed prior
to installation
3.5 Installation of System Changes
Appropriate separation of duties should be
maintained during the installation of system
changes
3.6 | Systems Integrity

The integnty of the system should be
peniodically verified by the appropriate
individual

6
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DATA PROCESSING SYSTEM SECURITY

Branch :
Date :

Prepared By:
Checked By:

Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
3.7 Emergency Fixes

Emergency fixes should be comprehensively
reviewed and independently authorised within
24 hours of their introduction into a system
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REF: DPS 4
Date: 11/94

DATA PROCESSING SYSTEM SECURITY

SYSTEM ACCFSS CONTROLS

DESCRIPTION

To protect the Bank against unauthorised activity on its computers there must be an effective
system of access controls. Access to the system should be restricted to specified personnel who
are permitted defined facilities which ensure adequate separation of duties. There should be a
clear distinction within both the system and operating procedures between the key functions
such as programming, computer operations, data input etc.

Systems should be designed and implemented to take maximum advantage of security facilities
provided by the operating system and should include the use of passwords, user identification,
menus, libraries etc.
OBJECTIVES
l. To ensure that system access controls are adequate and that there is appropriate
separation of duties.
AUDIT PROCEDURES
1. Responsibility for Access Control:

i). Responsibility for monitoring the system security should be defined clearly in
the Data Processing Standards Policy and in job descriptions ctc.

ii). Review the organisation structure to determine whether the electronic data
processing control function is independent of computer operations.

2. System Access Controls:
i). Flow chart and describe the method by which system access control is
achieved.

Deloitte & Touche November 1994
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REF: DPS 4
Date: 11/94

ii). Verify that a list of authorised system users is maintained by the appropriate
individual and that the list is approved by management.

iii). Verify that schedules of permitted activity for each user are maintained by the
appropriate individual.

iv). Review the above documentation to determine whether the allocation of
functions does not compromise access security or separation of duties.

V). Verify that vach user is required to identify himself/herself to the system
through the usc of a personal identification number, password known only to
himself/herself etc.

vi). Verify that password standards are being adhered to i.e.
= passwords should not be printed/recorded on terminals or hard copy

devices
= password files shouid be encrypted
= passwords should be a minimum of 6 characters
= password changes should be forced at regular intervals
= users should have the ability to change their own passwords
= passwords should be changed when staff have been transferred to

other departments or on the termination of employment
vii).  Verify the accuracy of the access coatrol records.

viii).  Verify that access to the computer is controlled through appropriate
procedures for linking terminals to the computer e.g. consider the use and
control over matrix pin panels and dial-up facilities.

ix). Verify that there are no system or operating functions e.g. control C or
equivalent facilities whicty, in themselves, override any system distinction
between key activities e.g.

systems and programming

library

computer operations

data base amendments

passing of entries

transaction confirmation by contract notes or customer statement
control and reconciliation

audit trailing

L O VT

[ appropriate, document and comment on file/program dependencies.
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Date: 11/94

Xx). Obtain a list of all system users and identify and comment on which users are
privileged.

xi). For all users:
= identify those individuals holding the passwords to each user ID.
= request one user of each menu to sign-on and when the initial menu 1s

displayed, obtain a screen print of the menu

= examine the menu and ascertain from the user whether any of the
options on the menu present a further menu. If further menus exist,
request the user to enter those menus and obtain a screen print of each
one

xii),  Obtain a list of user identities from the system security officer. The list should
display the user names and passwords.

xiii).  Verify that each user profile has a password.

xiv).  Obtain from the system security officer a description of each user profile. If
there are a large number of users, make a selection of user profiles which
should be listed.

xv).  From the listings verfy that.

an initial program exists for workstation users

=

= workstation users have no special authority i.e. save system or job
control

= all users are restricted to using certain screens only

= any development work in progress is taking place in test libraries with
test data files and that access to production libranies is strictly
controlled

3. Control Review of Access Controls:

Review and comment on the procedures employved by the appropniate individual for
ensuring that access controls are being stnctly followed.

4, Terminal Security Controls:

i). Identify and review the procedures concerning the monitoring and recording
of terminal activity, identification of failed log-on attempts, terminal lock-out
etc.

lDeloitte & Touche November 1994 I
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REF: DPS 4
Date: 11/94

if). Prove by selective test checks that the computer console log is being
independently reviewed. How is the review evidenced ? Make comment on:

is the log continuous

the blocking and un-blocking of terminals
program coding and the reason for the coding
program listings taken

program copies

renamed and deleted programs

log-ins other than the operator user code
transfers to other user codes

running of non-real-time or batch programs
disk copies

re-run of batch

identity of disks loaded

illegal knowledge of confidential passwords

LN O I U I T VA

iit). Review the history logs and verify that:

the activities of all privileged users are recorded on the history log
=) all pages of the history log bear the evidence of review by a person
who does not have privileged access to the system

all unusual events have been investigated and annotated accordingly
all access by the Master Security user has been investigated and
signed off by the appropriate individual

il

110
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DATA PROCESSING SYSTEM SECURITY

Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material

Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS

4.1 Responsibility for Access Control

4.2

4.3

4.4

Responsibility for access control should be
assigned to an EDP Controller/Security
Officer reporting to management and
independent of computer operations
System Access Contraols

Access to computer resources should be
controlled to protect them against
unauthorised use, damage, loss or
modifications

Control Review of Access Contraols
Access controls should be periodically
reviewed to ensure that no movements have
occurred which have weakened the control
system

Terminal security Controls

Access should be controlled
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REF: DPS §
Date: 11/94

DATA PROCESSING SYSTEM SECURITY

INPUT/CUTPUT AND PROCESSING CONTROLS

DESCRIPTION

To ensure the integrity of information held in a computer system there must be =ffective
controls over the quality of data input into and accepted by the computer. In addition, there
should be procedure in place to ensure that all information input has been properly authorised.

Input, output and processing controls are the means whereby the quality, integrity and
authenticity of information held on a4 system is assured. Normally, for all data input into a
system there will be appropriate output to evidence the activities which have taken place and to
document the zuthorisation for such activity. Some systems achieve the same effect through the
use of duzi keying of input and automatic processing checks.

OBJECTIVES
L. To ensure that all information processed is complete, accuratc and authorised.
AUDIT PROCEDURES
I, Written Operating Procedures:
i). Review and comment on the adequacy of written operating procedures

covering input, output and processing controls.

2. Edit and Validation Checks on Input:

i). Review and comment on the effectiveness of validity checks. Determine
whether:

= pre-programmed keying formats are used to ensure that data is entered
in the proper field, format etc.

EDeloitte & Touche November 1994 I
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REF: DPS 5§
Date: 11/94

= pre-programmed keying formats are used to ensure that data is entered
in the proper field, format etc.

= prompting is built-in to facilitate data entry and reduce the number of
data entry errors

= data validation and editing procedures are performed on all fields of an

input record, even though an error may have been detected in an
earlier field of the input record

ii). Consider the use of test data on an off-line copy of the live system.

iii). Determine whether data validation and editing procedures perform the
following checks:

individual and supervisor authorisation or approval code

check digits on all identification keys

check digits at the end of a string of numeric data that is not subject to
balancing '

validity of codes

alphanumeric or numeric values

field sizes

combination of fields

signs

record matches or mismatches

sequences

cross-footing

data validation e.g. account number, valid date etc.

acceptable ranges e.g. interest rate more than x %

rate checks e.g. amount of currency #1 x rate = amount of currency #2
dual input of key fields

U}

(U
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iv). Check and determine whether anyone is able to override or by-pass data
validation and editing errors. If supervisors are allowed this facility, verify
that an automatic log records these functions and that the log is independently
reviewed daily for appropriateness.

v). Ascertain whether the user departments use batch control totals generated by
the system to validate the completeness of batch inputs.

Deloitte & Touche 3 November 1994
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REF: DPS §
Date: 11/94

3. Input:Qutput Controls:

i).

ii).

iii).

iv).

vi).

Verify that the input and/or source documents evidence the initials of the
individuals who:

raised the document
input the data into the system
checked and authorised the input

0w

1]

input which is subject to front-end controls only and is therefore entirely
dependent on control of the input function, with no subsequent check of
the output, should include.

=2 dual input of all details i.e. at level | and 2
= adequate separation of duties between level 1 and level 2 input
= full dual input of corrections of any item rejected at level 2

In instances where input control is dependent on the checking and
authorisation of output reports, verify that such reports are generated
automatically within reasonable time-frames.

Venfy that all system generated entries produce an output control report.

Venfy that output reports are in a suitable format for checking to source
documents and identify the individual(s) responsible for performing the input.

Verify that control reports are available to the responsible individual to carry
out a verification that all data input has been subject to an output check. Test
compliance with this.

4. Processing Controls:

Verify that the system provides adequate control over all activities taking place
within the system.

i). Verify that all terminal data processing is undertaken in a controlled manner.
Venify that applications running on a terminal cannot be interrupted or
abnormally terminated by the user.
Deloitte & Touche November 1994
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5. Batch Processing Controls:
Review the controls over the batch output. Consider:

whether a control program is used for this purpose

whether data file back-ups are taken automatically as part of the batch run

the use of batch control totals, balance checks, transaction controls or counts,

hash totals, senal numbers etc.

= - whether controls are in place to ensure that there is no duplication or missed
processing when a re-run is necessary

= there are particular provisions in existence for the execution of special requests

W u

6. Interface Controls:

i). Where data is automatically input into the system e.g. via tape, review the
controls which ensure the accuracy and completeness of the data. Consider:

= internal header/trailer labels
= control totals and individual item checks

i). Verify whether disks, programs and files are given generation numbers to
ensure correct disks are used etc.

7. Idenrification of Errors:

i). Verify that there are procedures in place for the identification. correction and
re-submission of rejected data and that the procedures are adequate.

i). Verify whether errors are displayed or printed imrnediately upon
identification to facilitate prompt correction. Consider:

= generation and reporting of control totals during processing ¢.g.
opening balance + day's debits/credits = closing balance '

= production of error reports if program checks do not agree with the
run-to-run totals

= procedures for agreeing manually produced totals to the system
generated control totals

= facilities which detect corruption of individual data files e g. file
headers which include record count and hash total of amounts on file

= database integrity checks to ensure that all data files on the system are
in agreement ¢ 5. account balances agree to general ledger balances

Deloitte & Touche November 1994 l
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iit). Evaluate whether error messages are ciear and easily understood so that
corrective measures can be taken.

iv). Verify that, before re-entry, all corrections are reviewed and approved at the
appropnate level.

Deloitte & Touche November 1994
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DATA PROCESSING SYSTEM SECURITY

Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
5.1 | Written Operating Procedures
Input, output and processing controls should
be comprehensively documented in written
operating procedures
5.2 Edit & Validation Check on Input
The system should provide adequate controls
to ensure that information entered is valid and
accurate
5.3 | Input/Qutput Controls

All information entered into the system should
e checked back to source documents and
authonised

6



DATA PROCESSING SYSTEM SECURITY

Branch :
Date :

Prepared By:
Checked By:

Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
54 Processing Controls
The processing of data by individual
application programs should be controlled to
ensure that no information is added, removed
or altered duning processing
8.7 Identification of Errors

The system should ensure that all processing
errors are detected and reported automatically
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DATA PROCESSING SYSTEM SECURITY

DATA CENTRE PHYSICAL & ENVIRONMENTAL CONTROLS

DESCRIPTION

The Data Centre plays a key role in the efficient running of any organisation and security
arrangements and environmental conditions are of paramount importance.,

The auditor's concems revolve around the protection of a cash investment in machinery ( an
investment which is often substantial) and the protection of information (programs and w:fa
fi'es) which is present in the physical form of disks, tapes etc. The latter often represents a
cash investment considerably in excess of the hardware and which should be considered some
of the most important assets of the Bank. In addition to physical security, environmental
condition requirements are important for example, dirt on a disk can corrupt data and render a
system unusable).

All data centre personnel should be aware of the importance of their roles and procedures
should be clearly documented and dissemunated.

OBJECTIVES

1. To ensure that appropriate operating procedures and practices are in place and
adequately protect the Bank's data processing assets.

AUDIT PROCEDURES
I. Written Operaring Procedures:
). Review and comment on the adequacy of written operating procedures

covering all activities withun the Data Centre.

ii). By reference to the software inventory, prove that there are comprehensive
run instructions for all programs on the live system. refer to DPS 3.

Deloitte & Touche November 1994 |
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2. Access to the Datc Centre:

i).

ii).

iii).

vi).

vii).

Review and comment on the effectiveness of the screening process for
prospective employvees.

Venfy that access to the data centre is restricted to authorised data centre
personnel.

Venfy that data centre personnel who are released or resign are immediately
released or transferred to a non-sensitive area.

Determine and comment on the procedures for granting access to visitors .
Consider:

are all visitors 1dentified before being allowed access

are engineers' visits recorded in a visitor's book

are visitors adequately monitored and controlled when in the data
centre

il 0o

Are all entrances/exits to the data centre adequately secured ? Consider:

il

are computer room entrances restricted by the use of locks, card keys,
badges or other automated secunty devices

are doors ever left ajar

are door alarms functioni.g

ideally there should be a single entrance door with alternative exits

is the entrance under observation at all times e.g. by use of a video or
TV screen

i

Determine what secunty arrangements are in operation outside normal
business hours. Constder:

is the door to the street locked

is there a secunty guard on duty

is there a regular surveillance of the area or is the area alarmed to an
outside agency

U

Verify that shift manning levels provide adequate protection against
malicious damage.

Deloitte & Touche November 1994 1
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3. Data Centre Environment.

).

ii).
iii).

iv).

v).

vi).

vii).

Determine whether regular recordings of environmental conditions are
maintained. Consider:

= temperature (normally 18 C - 24 C)
= hurnidity (normally 40 % - 50 %)

Verify that the data centre is regularly and thoroughly cleaned.
Verify that water lines do not pass through the computer room.

Verify that data centre personnel are adequately trained in the use of fire
fighting equipment and procedures for handling fires.

Ascertain the iype of fire prevention/detection system in use. Consider:

= does the system cover the whole data centre and magnetic media
storage

= is the fire fighting equipment prominently displayed and easily
accessible

= is the fire fighting equipment regularly serviced

= if a gas flood system is in use, are personnel fully aware of this

Verify that fire alarms and evacuation procedures are tested regularly.
Verify that the data centre does not assist in the spread of fire:

smoking should not be permitted in the data centre

=

= only paper necessary for immediate use should be stored in the data
centre

= are furniture and furnishings fire resistant

= is the data centre designed to resist the spread of fire originating
outside of the area

= is there a master control switch to cut off power to the computer
equipment and air conditioning units

= are inflammable solvents stored in the area

4, Magnetic Media Library Control

).
i).

Verify that inventonies of all tapes, disks and diskettes are maintained.

Verify that inventory records specify usage and the age of the storage devices.

IDeloitte & Touche November 1994 I



iit).

iv).

v).

vi).

vii).

viii).

ix).

[ Ceskoslovenska Obchodni Banka A.S,

REF: DPS 6
Date: 11/94

Consider whether:

tapes/disks are placed under inventory control on receipt
faulty media is clearly identified

the location of individual items is clearly identified

the inventory is complete and accurate

iwnw

Verify that ail magnetic media is clearly labelled with correct senal numbers
and volume lavels.

Describe and comment on the procedures which ensure that disks. tapes etc.
are not in-advertently overwritten.

Determune whether physical control over the magnetic media storage is
adequate to eliminate unauthorised access to and inappropriate use of data.

Verify that all media is used and stored according to manufacturers’
recommendations.

Verify whether periodic cleaning is undertaken.

Ascertain and verify adherence to the policy for withdrawing and removing
faulty disks, tapes etc. e.g. with excessive read/write errors.

5. Computer Hardware Maintenan-e:

i).

ii).

Verify that all computer hardware is covered by adequate maintenance
contracts. Consider:

= terms of maintenance contracts
= is cost in line with market rates

Review and comment on the adequacy of maintenance records.

= are separate records kept for each major component of hardware

= are all engineers' visits recorded including visits {or standard
maintenance

= are engineers' service reports maintained with the records

= can re-current faults be readily identified from the records

6. Management of System Performance:

1

Verify that the responsibility for the collection and production of statistics
relating to system performazice has been clearly identified by management.

Deloitte & Touche November 1994 ‘
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ii). Verify that a plan exists which provides for the continuous review of
equipment performance and requirements. The review should include use of
the following performance statistics:

hardware fault frequency

=
= software fault reports
= machine usage - response times
- batch processing times
- storage availability
iii). Verify that appropriate action is taken when problem areas are identified.
iv). Request stuff and management to provide views and comments on system

performance, response times, adequacy of functionality etc.

v, Verify that current systems performance is being taken into z<count in
connection with planning for any future business expansion or increases in
business volumes.

as |
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DATA PROCESSING SYSTEM SECURITY

Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of WP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
6.1 Written Qperating Procedures

6.2

6.3

6.4

All aspects of data centre operations should
be clearly documented in written operating
procedures

Access to Data Centre

Access to the data centre should be authonsed
by management and strictly controlled and
monitored

Data Centre Environment

The data centre environment should be
adequateily controlled in respect of
cleanliness, temperature, humidity, fire and
flood suppression etc.

Magnetic Media Library Control

All magnetic media chould be strictly
controlled and logged

6
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Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TEETS RESULTS
Material
Audit No. of wp Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
6.5 | Computer Hardware Maintenance
Ali major components of computer hardware
should be subject to adequate maintenance
6.6 Management of System Performance
System performance statistics and information
should be maintained and reviewed by
management
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DATA PROCESSING SYSTEM SECURITY

PROCESSING RECOVERY PROCEDURES

DESCRIPTION

The more the Bank depends on computer systems to process its accounting and business
transactions, the more important is the need top ensure that the computer system continues to
be operational in any out of the ordinary circumstances.

It is usual for on-going recovery procedures to be in-corporated within the desigr: of the system
to enable processing to continue without loss or distortion of data following power, program,
hardware, peripheral and media failure.

Where on-going recovery procedures are not relevant to the circumstances, disaster plans and
back-up arrangements should be evident to ensure continued processing. For example, on-going
recovery procedures would not normally apply in circumstances such as fire, long term
hardware or software failure, tape/disk erasure, damaged disk records and total destruction of
the computer room and/or building.

OBJECTIVES
l. To ensure that there are adequate processing recovery procedures which will provide
for the continued operation of the computer system following any eventuality or
mishap.
AUDIT PROCEDURES
L. Written Operating Procedures:
i). Review and comment on the adequacy of written operating procedures

covering error re-start/recovery.

2, System Recovery facilities:
i). Verify that re-start/recovery instructivns are available for each program.
ii). Verify that there are program checkpoints in lengthy processing runs and

that adequate instructions are provided to aid re-start/recovery.

ii1). Determine whether duplicated files are created prior to major updates or
whether before and after images of data are maintained.

loitte & Toche Nove
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3 Back-up copies of Data:

a1

i). Verifv that copies of data files are taken daily at the end of processing and
maintained on-site.

i), Verify that copies of data files are taken daily at the end of processing and
removed to secure off-site storage.

1ii). Verify that a copy of all software (applications and operating system) is
maintained both on-site and off-site and is updated at regular intervals or
whenever software is amended.

iv). Verify that zopies are maintained under dual control and that computer
operators do not have ready access to "last resort” copies.

v). Determine what procedures are in force for the recall of out of sequence back-
up copies. Verify that only designated individuals are authorised to recall
back-up media.

vi). Verify that off-site locations provide an environment which complies with
manufacturers' specifications and is secure.

vi).  Verify that copies are tested periodically to confirm their ability to provide
adequate back-up.

4. Disaster Recovery Plan:

). Determine that responsibility for ensuring that the disaster plan is current and
complete has been assigned by management.

ii). Verify that the disaster recovery plan is complete and current.

iii). Verify that a copy of the disaster recovery plan is maintained up-to-date in an
off-site location

iv). Verify that \he plan identifies at ieast the following:
= key personnel and allocation of responsibilities
= prionitisation of applications
= files required for recovery
= provision for a back-up CPU and ‘other hardware resources
= provision of stationery and supplies required to run critical systems
= perindic testing of the back-up plan including back-up hardv-are

Deloitte & Touche November 1994
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il

procedures for the re-construction of the data centre
reports required if a manual system is to be used

= manual procedures
= duplicate copies of key procedures held off-site
v). Verify thar the plan is tested and that users are aware of their responsibilities.
5. Disaster Back-up Arrangements:
i). Determine what provisions have been made for the off-site back-up of

hardware. Consider:

&= are back-up arrangements in writing
are the facilities tested periodically
= confidentiality of the Bank's data

ii). Determine what provisions have been made for the on-site back-up of
hardware. Consider:

= availability of complete duplicate system
= sharing facilities with another in-house system
= do maintenance contracts provide an adequate level of assurance
= are back-up facilities tested periodically
iii). Determine whether a stand-by generator is available in the event of disruption

in the power supply.

iv). Determine whether items such as air-conditioning are modular in design to
reduce the risk of complete failure.

lDe!oitte & Touche November 1994 I
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Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of wP Errors
Ref. Evaluation of System Test Selected Scope & Patio | Errors Ref Yes/No
DPS
7.1 Written Operating Prccedures

7.2

713

Procedures to be followed i the event of
hardware malfunction, error recovery and
restart should be clearly documented

System Recovery Procedures

The system should provide sufficient facilities
to enable the recovery of files without loss of
information should the files be corrupt or
destroyed during processing

Back-up Copies of Data Files and Software
Back-up copies of all data files and software
should be maintained both on-site and off-site
in regular cycles




DATA PROCESSING SYSTEM SECURITY

Bravich :

Prepared By:

Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of wp Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
74 Disaster Recovery Plan
A comprchensive plan for providing
processing capabilities in the event of major
hardware or software failures or permanent
destruction of the data centre should be
clearly documented
1.5 Disaster Back-up Arrangements

All data centres should have back-up
arrangements for the computer equipment
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DATA PROCESSING SYSTEM SECURITY

MICROCOMPUTER (PC) CONTROLS

DESCRIPTION

Microcomputers are used for a vanety of activities including word processing, spreadsheets
and databases from data down-loaded from the mainframe. In the rapidly expanding
microcomputer environment, management should continually be reviewing the use of
microcomputers to ensure adherence to generally accepted standards especially  as
microcomputer activities are prone to abuse.

OBJECTIVES
1. To ensure that the use of microcomputers is in accordance with the written policies
and standards.
AUDIT PROCEDURES
l. Management Policies:
i). Review and comment on management's policies for the acquisition and use of
microcomputers.
ii). Determine whether the written policies address issues such as the following:
= the tvpe of applications appropniate for microcomputers when used in
a stand-alone mode
= the type of applications appropriate for microcomputers when data in

the organisaticn's other computer facilities need to be accessed. and
the type of approval that is required before such access is permitted
= cost benefit analysis

1ii). Verify whether the wntten policies have been disserninati-d to user
departments in the Bank.

IDeloitte & Touche ] November 1994 I

Y



| Ce;,koslovs 7

bcho

dni Banka A

REF: DPS 8
Date: 11/94

2. Software Development & Purchase:

1).

i1).

iit).

iv).

v).

vii).

viii).

Review and comment on the procedures relating to the development and/or
purchase of application software.

Determine whether management has designated specific personnel in the
Bank to develop application software and/or evaluate application software
packages offered by suppliers.

Determine whether any cost/benefit analysis has been performed before
deciding whether application software should be developed or purchased.

Determine whether user departments are required to provide program
documentation for approval by management prior to using application
software developed in-house.

Determine whether the necessary approval from management has been
obtained before application software packages are modified.

Verify that the policy regarding the infringement of software copyright has
been dissemninated to all staff using microcomputers.

On a test check basis review diskette libraries and contents to ascertain
whether any "pirated” software exists.

Evaluate adherence to the written standards regarding software development
documentation.

3. Physical Security:

i).

Verify that adequate controls exist to prevent the theft or damage of
microcomputer hardware. Consider:

the locking of rooms in which microcomputers are located
whether microcomputers are bolted or locked onto tables/desks
whether all identification numbers, serial numbers and equipment
descriptions are recorded and stored in a secure place.

U U
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). Verify that software and data files are adequately protected. Consider:
= the use of fireproof cabinets
= whether users of cntical or sensitive information securely lock on all

diskettes when they are away fiom the microcomputer
= whether all identification numbers, senal numt =rs and equipment
descriptions are recorded and stored in a secure place.

iii). Determine whether there are guidelines for backing up programs and files,
and assess their adequacy

4, Access Secunty:

1). Review and comment on access security procedures where microcomputers
re used to access data in the Bank's other computer facilities.

i1). Verify that the risks associated with microcomputer use and control features
have been assessed and comment on the results.

iii). Ascertain there i an assessment of nisks associated with microcomputer use
by performing tie following:

= classify applications wnto tvpe ¢.g. accounting, analytical. word
processing and office automation
= measure the sensitivity and vulnerability of data in cach classification
of applications
iv). In instances where accounting data is down loaded and massaged to prepare

reports etc. ven{ - that there are adequate controls to prevent the data from
being subsequently up-loaded.

IDeloitte & Touche November 1994 -.-J
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Branch :
Date :

Prepared By:
Checked By:

Description : Papge of
AUDIT TESTS RESULTS
Material
Audit No. of wp Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS
8.1 Maznagement Policies
Management should establish policies and
standards regarding the acquisition and use of
microcomputers
8.2 Software Development & Purchase
Management should establish written
standards 1ciatirg to apphcation software
development and acquisition
8.3 | Physical Security

There should be adequate controls to ensure
that microcomputer hardware and magnetic
storage media is not stolen or vandalised
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Branch : Prepared By:
Date : Checked By:
Description : Page of
AUDIT TESTS RESULTS
Material
Audit No. of wP Errors
Ref. Evaluation of System Test Selected Scope & Ratio | Errors Ref Yes/No
DPS

8.4 Access Security
Access controls should be estabhished

commensurate with *he nsks associated with
the confidentiality of data being accessed

8.5 Management Overview
There should be penodic management
overview of microcomputer usage
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SKILLS & TRAINING PROFILE
INTERNAL AUDITING DIVISION

¢ JOB FUNCTION:
¢ PRESENT INCUMBENT:
& RATING SYSTEM: [ Goal = G (Good) = 3 Points]

G = Good = 3 Points

S = Satisfactory =2 Points

P = Poor =1 Point (Urgznt Training Needed)
Date Prepared:
Prepared By: Reviewed By:

| Deloitte & Touche, Czech & Slovak Republics
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SKILLS PROFILE SUMMARY
INTERNAL AUDITING DIVISION

¢ TOTAL NUMBER OF POINTS REQUIRED
TO FULFIL PRESENT JOB FUNCTION:

¢ SKILLS AVAILABLE: (Points)

¢ SKILLS AVAILABLE: (%)

##% SKILLS SHORTFALL: (Points) (%)
Date Prepared:
Prepared By: Reviewed By:

{ Deloitte & Touche, Czech & Slovak Republics

July 1994
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SKILLS REQUIREMENTS

» AUDITING:

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Principles of Auditing

- Conducting an Audit

- Assessment of Systems of Internal Controls

- Flow Charting

- Audit Programmes

- Risk Analysis

- Trerd Analysis

- Financial Auditing

- Operational Auditing

- Audit Sampling Techniques

- Automated Systems Auditing

- Audit Planning

- Work.paper Presentation

- Circularisation Programmes

- Audit Interrogction Programmes

- Controlled Errors

- Audit Procsdures

» ACCOUNTING/BANKING:

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- General Principles of Accounting

- IAS Azcournting Standards

- Czech Accounting Requirements

- Slovak Accounting Reguirements

- Thorough knowledge of Banking Operations

| Deloitte & Touche, Czech & Slovak Republics
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SKILLS REQUIREMENTS

» ACCOUNTING/BANKING (Cont'd):

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Thorough knowledge of Banking Procedures

- Cashiering

- Lending

- Overdrafts

- Letters of Credit

- Bills Purchased & Discounted

- Acceptances

- Guarantees Issued

- Securities - Trading

- Securities - Investments

- Money Market Activities

- Foreign Exchange

- Derivative Instruments esp. FRAs, Currency Options
- Funding

- Liguidity

- Retail Banking

- Communications & Payments Systems
- Personnel Dept & Payroll Systems

- Accrual Accounting

- Security of Premises

- Above Average knowledge of Banking Products & Services incl:

» EDP SYSTEMS:

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Systems Access Controls

I Deloitte & Touche, Czech & Slovak Republics July 1994 I
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SKILLS REQUIREMENTS

» EDP SYSTEMS (Cont'd):

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Software Amendments & Changes

- Disaster Back-up & Recovery

- Special Passwords, Privileged Functions

- Data Archiving, Off-Site Storage

- Inventories

- Controls Over Emergency Fixes

» MANAGERIAL/PERSONAL SKILLS:

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Strong Inter-personal Skills

- Self Starter, Ability to work without close supervision

- Ability to Manage Staff at various levels

- Strong Analytical Skills

- Strong Time Management Skills

- Good at Planning, Organising and Scheduling Work

- Good at Corsmunicating Ideas

» OTHER SKILLS (Can be Cptional):

REQUIRED
YES/NO

AVAILABLE
YES/NO

RATING

POINTS

TRAINING
NEEDS

HOW
CORRECTED

- Word Processing (Word, WordPer[ect or Other)

-LOTUS 123

- EXCEL

- WINDOWS

- PC Skills

- Foreign Language(s) - e.g. English, Slovak

Deloitte & Touche, Czech & Slovak Republics July 1994 ﬂ
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INTERNAL CONTROL QUESTIONNAIRE

CONTROLS OVER THE INTRODUCTION & IMPLEMENTATION OF NEW
PRODUCTS (NEW PRODUCTS PROCESS)

DEFINITION OF A NEW PRODUCT

A new product can be described simply as any service which the Head Office or a branch is
offering to its customers for the first time or any business activity which the Head Office or a
branch is undertaking for its own account for the first time.

Let us look at a number of scenarios:

s Scenario 1:

XYZ Bank was established in 1989. The Bank has a [{ead Office in the centre of the city
and 2 branches in the suburbs. Whenever they need cash, the customers of the Bank can
withdraw cash at any of the 2 branches and Head Office on presentation of suitable
identification. The management of the Bank has decided to install Automatic Teller
Machines (ATM’s) in the lobby and walls of the Head Office and the 2 branches and, as a
first step, to issue Cash Cards to the customers of the Head Office only. Thus, the
customers of the Head Office can now withdraw cash in 3 locations and have the option
of joining the queue for the teller's counter at the Head Office & branches or of utilising
the automatic cash dispensing machine in the lobbies of the Head Office and 2 branches.
The Bank recently computerised the entire operations. The Head Office and branches are
all linked together in real-time. However, due to infra-structural problems, the ATM's
located in the branches are not on-line but rather stand-alone machines and are not linked
to the Bank's computerised systems.

e Scenario 2:

XYZ Bank was established in 1989. The Bank has a Head Office in the centre of the city
and 2 branches. At the time the Bank was formed, the management had decided to
develop its retail banking activities as a niche business. Accordingly, the business plan
included the issuance of Cash Cards to customers of the Head Office from day one. to
customers of Branch #1 in 1990 and Branch #2 in 1991.
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¢ Scenario 3:

XYZ Bank was established in 1989. The Bank operates only from a Head Office. In
1991 the Bank obtained a full banking licence and is now able to engage in any banking
activity authorised under the Banking Act of 1989. Management of the Bank have
decided to engage in investment banking. As a first step, the Bank plans to buy and sell
international securities as trading instruments for its own account or as investments.

As can be seen from our definition given above, a new product is involved in all three
secenarios as follows:

- scenario 1 - cash cards have not been issued previously by the Bank. Thus, Cash
Cards are a New Product for the Head Office but not the 2 branches.

- scenario 2 - cash cards have been issued previously by the Head Office but not by
the branches. Thus, cash Cards will be a New Product for Branch #1 in 1990 and
for Branch #2 in 1991 - but not for the Head Office.

- scenario 3 - the Bank has not been involved in Securities Activities until 1991.
Thus, the buying and selling of Securities as a trading or investment instrument is
a New Product for the Bank.

RESPONSIBILITIES FOR A NEW PRODUCT

The question arises "Who is responsible for a new product ?" s it the Chairman of the
Bank, the Business Development Officer, the Chief Lending Officer, the Chief Accountant ?
The real answer to the question is "a number of individuals share responsibility for all
aspects of a New Product".

In the first instance, a detailed analysis and assessment has to be made of the financial and
other risks to which the Bank is being exposed. A/so, a proper determination has to be made
of which individuals should be involved. Thus. it follows that one of the first requirements
in developing and launching a New Product is the preparation of a detailed definition and
description of the Product. In other words, a draft working paper.

Normally, the sponsor of the New Product is responsible for preparing the detailed
description and definition and for distributing the New Product Document to all Heads of
Functions within the Bank.
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For example, in Scenario | the sponsor might be the Head of Retail Banking or the Head of
New Business Development. In Scenario I it might be either or both individuals and/or the
Branch Managers. In Scenario 3 it might be the Treasurer.

Secondly, it follows that all Functional Heads have a responsibility to read and digest the
New Product Document so as to determine what Role & Responsibilities, if any, they may
have and to develop a plan of action for carrying out their role and responsibilities so as to
ensure the success of the New Product.

Clearly, it follows from the above that the next stage should be the establishment of an Ad
Hoc New Products Committee to identify, discuss and resolve all the issues arising there-

from.

Let us now review the 3 Scenarios previously described and determine, in broad terms, which
functional areas should be involved in our New Froducts as follows:

- New Product #1 - Issuance of Cash Cards to the customers of the Head Office;

- New Product #2 - [ssuance of Cash Cards to the customers in Branch 1 in 1990
- New Product #3 - [ssuance of Cash Cards to the customers in Branch 2 in 1991-
- New Product #4 - Securities Activities;

SUMMARY OF RESPONSIBLE INDIVIDUALS

In summary, and after an initial review of the 3 scenarios described, we have determined that
a number of individuals/Heads of Functions may have a responsibility for our New Products.
The list of tasks given below is not meant to be exhaustive but only to point the individual in

the right direction:

e The Chairman or Board of Directors - in addition to budget issues, Bank Policy
Guidelines are required in a number of areas:

i) a Bank Policy Guideline & Statement regarding Cash Cards
- who can have them i.e. all customers or only those earning above a certain amount
each year, or those maintaining a minimum account balance of X;
- fees/commissions and whether to charge a one-off joining fee and/or an annual fee

etc;

ii) a Bank Policy Guideline & Statement concerning the activities in Securities
- establishment of long & short positions:
- which securities can be dealt in i.e. perhaps e.g only securities issued by a AAA
issuer;
- longest maturity should not be more than say 5 years;
- policy statement defining "trading positions" and securities bought as an

"investment";
- policy statement regarding transfers from the trading portfolio to the investment

portfolio and vice-versa;

[Detoitte & Touche

402



ii) @ Bank Accounting Policy Guideline & Statement
- in some countries, for example, there are no regulatory rules & regulations for some

treasury products and banks are left to decide based on what is reasonable and
industry practice:

o The New Product Sponsor:
- new product definition & description;
- anticipated business volumes and number of accounts;

e The Chief Credit Officer and/or Credit Committee:
- credit lines are/may be required for the [ssuer of the Securities and dealing
counterparties and
intermediaries such as brokers;
- customers may potentially overdraw their accounts and overdraft lines need to be
established;
- staff training issues;

o The Chief Financial Officer and/or Chief Accountant:
- budget and other related issues;
- bank & regulatory accounting policies;
- chart & structure of accounts;
- opening-up of appropriate asset, liability and income & expenses accounts;
- accounting treatment for new product;
- staff training issues;

e The Head of Systems:
- a new computerised system may be required or there may be a need for enhancements
to the existing;
- staff training issues;

e The Head of Operations or Back-Office Personnel
- changes in operating procedures may be required;
- additional cashiers and/or processing staff may be required;
- issuance of Cash Cards;
- issuance of Personal Identification Numbers (PIN);
- additional record keeping;
- staff training issues;

o The Treasurer:
- development of a dealing strategy for Securities;
- incorporating new product into existing limits etc;
- hiring of additional staff, if appropriate;
- establishment of sub-limits for traders:
- new and or amended procedures;
- additional dealing information e.g. Reuters;
- additional equipment e.g. dealing screens;
- staff training issues;
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The Personnel &/or Training Officer:
- hiring of additional staff;

- changing staff job descriptions;

- staff training requirements;

o Systems Security Officer:
- secure location for lobby and hole-in-the wall ATM's;
- issuing new &/or amended user passwords;
- providing new and/or amended user menus;

o The Head of General Services:
- printing of PR brochures;
- handling of additional security mail;
- mailing of high security items i.e. blank Cash cards and Personal Identification
Numbers (PIN)

o The Chief Internal Auditor:
- risk analysis on new products;
- amending audit programme to include audit of new product;
- amending audit procedures;
- staff training requirements;

INDIVIDUAL RESPONSIBILITIES

The Head of each Function should review the New Product Document, prepare a written
assessment of what is required from his/her Area or Group and prepare a detailed plan of
action and execute the plan. In the final analysis, before the new product is introduced each
Functional Head should sign a document signifying that his/her area is fully equipped (i.e.
equipment, systems, procedures, trained staff etc.) to handle that product.

WORKING SESSION TO DISCUSS ISSUES ARISING & WALK THROUGH AN
EXAMPLE OF THE NEW PRODUCT

Finally, before a New Product is introduced, it is recommended that the Functional Heads
of those areas affected by the New Product should hold a Working Session or Seminar to
discuss fully all aspects of the product. [n this session an example of the product would be
given and each responsible individual would walk through all the processing stages and
procedures for their respective area of responsibility. In this way, all aspects of the new
product would be aired, discussed and explained in an open session. This session should
continue to meet until such time that all issues are understoed and resolved and all parties are
in full agreement and fully au-fait with the product.
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The output from this working session would be a New Product Package coniaining details
of all the identified risks, the procedures, systems, accounting treatment, income
generated, reporting requirements etc. covering the product on a Sfunctional by functional
area and a written sign-off from each Functional Head that his/her Group is fully
equipped to handle the product in a controlled manner. The New Product Package is then
passed on to senior management for rinal approval before the new product i< introduced.

SENIOR MANAGEMENT APPROVAL

The New Product Package is then presented to Senior Management or the Board of
Directors by a knowledgeable individual e.g. the Chief Financial Officer.

Management are free to ask appropriate questions and, if satisfied, can then give their
written approval for commencement of activity in the product.
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INTERNAL CONTROL QUESTIONNAIRE
NEW PRODUCTS PROCESS

A. GENERAL:

1. Obtain the latest Organisation Charts on a bank-wide, branch-wide and departmental
basis and identify those reporting lines which would ensure adequate and effective
Separation of Duties. Consider such matters as:

) Are different senior officers responsible for:

- Lending/New Business/Business Development

- Credit Administration

- Trading/Treasury Activities

- Operations i.e. Transactions Processing

- Control Related Functions including the Preparation of Financial
Statements, Income & Expenses Statements & Nostro Account
Reconciliations "

. Do senior officers report directly to the General Manager, President or his
Deputy?
. Are reporting lines weakened in the case of the temporary absence of

officers (i.e. on vacation or sick leave)?

. Personnel with responsibilities for functions of a control related nature
such as the preparation of General Ledger and Financial Statements
including Profit & Loss and the preparation of nostro account
reconcilements siould not have signing authorities for cheques, payments
and the pay-away of funds

. Policies and practices relating to the rotation of duties and the
employment of inter-related parties (e.g. husband & wife etc.)

2. Has the sponsor of the New Product prepared a detailed definition and description
of the New Product?
3. Is the definition and description of the New Product sufficiently detailed and, if

appropriate, with worked examples to enable the Heads of Functions to assess fully
all the risks and to specify and implement appropriate procedures, systems, training
programmes et. to ensure that the product is introduced and implemented in a
controlled manner ?
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4. Have all the risks and exposures in the New Product been fully identified by the
Heads of Functions ? For example, in our new product Scenario 1 we mentioned that
the ATM's implemented in the branches were stand-alone and were not linked to
the Bank's computerised systems. This means that there is an especial exposure to
the Bank.

The especial exposure here is that, because of a systems constraint, withdrawals
utilising the ATM's located in :he branches will not be debited to the customer's
account in real-time. Thus, by using these ATM's a customer can withdraw funds
in excess of his/her balance or overdraft facility and this fact will only come to
light when the entries are booked to the customer’s account, presumably the
following day. To overcome this exposure special measures will need to be taken.

The important point here is the assessment and identification of all the risks and
exposures in the New Product prior to the product being introduced and to
implement controls and procedures as appropriate.

S. Has a ¢ mprehensive list of all risks and exposures been prepared ?

6. Has the list been independently reviewed for adequacy ?

7. Does the list give full details of how each risk will be controlled and monitored
f)

8. Have all the appropriate Heads of Functions reviewed the New Product Document
0‘)

9. Have all the appropriate Heads of Functions prepared a comprehensive plan of

action including the preparation of new or amended procedures and a detailed list of
staff training requirements ?

10. Have all requirements relating to Bank Policy Guidelines been identified, defined
and disseminated ?

11. Have all Bank & Regulatory Accounting Requirements been identified, defined and
disseminated ?

12. Have all manual and/or automated processing requirements been identified ?

13. Have appropriate new system specifications been prepared and planned for ?

14, Have sample transactions been prepared and have these transactions been tested
on all systems, manual or computerised, prior to the introduction of the New

Product? This is especially important in situations where existing computerised
systems have to be amended or new computerised systems are being introduced.
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15.

16.

17

18.

19.

20.

21.

22,

Have all the types of income and sources of income to be derived from the New
Product been identified ?

Where appropriate, have accounting entries been prepared and have sample
transactions been tested to ensure that the correct balances will appear in the
required accounts ?

Has the Chart of" Acccunts been reviewed and amended as appropriate to
accommodate the New Product ?

Have the arpiopriate asses, liability, income and expenses accounts been opened ?

Have appronriate management reports been specified including the information and

level of detail required, the report format, the frequency and the required distribution
I)

Has z working session/seminar been organised and have all appropriate Heads of
Functions walked-through the relevant aspects of the New Product ?

Has a New Product Package been prepared and submitted to the Chairman and/or
Board of Directors for approval ?

Has the (:ruired Board or other appropriate approval been obtained before the New
Product has been introduced ?

BANK POLICY & CZECH & SLOVAK REGULATORY REQUIREMENTS:
Has the Bank issued any policy guidelines or special instructions relating to the New
Product to be introduced ?

If yes, are the guidelines or policies being followed?

Have the Czech & Slovak Regulatory Authorities issued any policy guidelines or
special instructions relating to the particular product ?

If yes, are the guidelines or policies being followed?
Are there any departmental operating procedures covering the product?
Are the procedures adequate? Please give details.

Are the procedures being jollowed?
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8.

Are personnel familiar with the Bank Policy Guidelines, Czech & Slovak Regulatory
Requirements and the Operating Procedures?

INCOME:

Are all income accounts properly defined, described and are they segregated from
Asset, Liability and Expenses Accounts?

Are there separate income accounts for each business product and are all activity
related accounts grouped together in a logical manner?

Are all debits to income accounts independently reviewed?

Are the balances in income accounts reviewed for reasonableness? In other words,
does the income booked properly reflect the level of the underlying assets, volume
of business or turnover?

Are all debits to income accounts approved by senior management and are all the
debits checked for adequacy of approval prior to the booking of the entries?

Are all income accounts closed out to NIL and the balances transferred to Retained
Earnings at least once a year?

SYSTEMS (TECHNOLOGY):

Is the system in use manual or automated?

If automated, is it adequate and are there any weaknesses? Consider such matters
as:

. system capacity and over/under utilisation;

. system flexibility;

. operating costs versus manual system: -
. processing costs - are they competitive;

. system and data security;

. error rates;

Is access to the computer system effectively controlled by means of passwords, user
codes, mandatory menus limiting the availability of functions etc. ?
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STAFFING & HUMAN RESOURCES:

Is the overall organisational structure adequate?

Are the departmental organisational structures adequate? .
Are the departmental management structures adequate?

Are all staff fully trained and equipped to perform their duties?

REPORTS:

Identify and list all reports produced for management and/or the Czech & Slovak
Regulatory Authorities.

Consider such matters as:

- timely production of the reports;

- procedures, checks and controls to ensure quality of the reports e.g. accuracy,
correctness of data;

- where applicable, do the reports agree to the accounting records;

- report frequency - is it adequate;

- report format and adequacy;

- adequate distribution i.e. distributed at the right management level;

- are there any missing reports i.e. are there reports which are not prepared but which
should be;

- are there too many reports;
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