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EXECUTIVE SUMMARY

Intreduction

In 1977 the U.S. Senate investigated the status of camputer securify In the
Federal Govermment. This investigation revealed a general lack of awareness
and concern about the problems of camputer security, as well as meny cases

of seriocus zbuse and misuse of computer rescurces. In July of 1973, the
Office of Managemsnt and Budget (CMB) promulgated a Goverrment-wide pollcy cn-
"Security of Faderal Autcmated Infarmaticn Systems" (OB Circular A-T1,
Transmittal Memorandum #1). This OMB policy requires Federal agencles to
develop and immlsment camrehensive camuter security programs.

Within AID, the Bureau fc Program and Management Services' Offlce.of Data
. Managemant. cperates the Agency's centralized ccmputer facility, -and:-is re-:
spensible. for-ccordinating and assuring the development,. implementaticn-and
cceration of the Agency's coamputer security program.

Purzose of Review

The purncses: of this review were ta:

— Focus maragement's attention on the problems of autamated data:pro-
cessing security and the Office of Data Management!s progress-in
resolving them; and

— Identify ccmputer security wulnerabilities which call for immeciate
corrective actian.

Oremnization Imrrovements Are Needed in the Camuter Securify Functicn

The duties and respensibilities of the autamated data processing securlty
off4cer in Data Management are beyond the capabilities of a single:indlvidual
Further, although the General Accounting Office has stressed the Impartance
of the security functicn being independent of ccmputer cperatiens; Ald's
security functicn reports through two levels of middle managament-in-the
Offlice of Data Mznagement.

We found that (1) the secwrity computer functicn is understaffed and ras lcw
visapility in the Agency's orgenizaticnal npiererchy, (2) ccmmundcaticrn of
security informaticn within che Suresu cof Management Services and between
shat Bureau and system users 1s sporadic, and (3) the Agency has not deflned
thé gecurity cuties and respensibilities of camputer cperators woriking under
ecntract o the Agency.

Ceomutar Security Vulrerabilitles

ATD's ccmzuter security needs to ce strengthened to assure the integriiy of
Favwnmtd v bm a1t pad

cooputer inforearicn, restrict access to ccoputer Informaticn © worized
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users and provide for altermatlve preocessing capabillity in the event of
an erergency. We found that:

- Access to AID's autamatic data precessing systems and data is not
limiced to authorized users, progrems, and processes. For example,
user ldentifications and passwords are changed teo infrequently,
creating the potential for former emplcyees' contlmuing to use
AID's camputer rescurees. Also, improper disclosure of ATD precure-
ment infarmation to prospective contractors is possible. (Pg. 9)

— The use of a specialized cauputer program capable of medifying
orograms ard data is unmonitored. Although reports are produced
for the security functicn, there is no monitaring of the reparts
t(:g .isgzl?te ard investigate possible unauthordzed access attempts.

2.

— Contingency and dlsaster procedures for AID's ADP facility are
inadequate ar nom-existent. The Bureau for Program and Manzgement
Services has not woried with system users to identify critical.
data znd applicaticns; stare that information off-sitaj-assure.
reliable altermate processing capability; and develon.written::
procedires to mirmdmize the impact of any emergency ar:dlsaster ab:
the ccmputer site (Universal Nerth Bullding). (Pg.-15<17)-

— ATD managemsnt is actively workdng to improve physilcal access cen-
trols at the camputer facility. However, these effarts are ham-
pered by the presence of nan-AID tenants In the camputsr area.
Moreover, menagement has not taken steps to carrect identifiesd
conditians wihich increase the possibllity of fire and watsr damace
at the camuter facility. (Pg.17) -

Cénclusians and Recamrendations

Ccputer security practices in AID do nct provide adequate protecticn._over
the Agency's ccmputer rescurces. We attribute ATD's pcor security measures
to a general lack of concerm abcut and commitment to development of 2 com-
prehensive. program. Wnile scme precauticns have been taken to safeguard the
camputer, AID's security orogram for autcmated information systems has nct-
recelved the necessary attention, nor has it been éoordinated with all
apprepriate offlces. :

We nave made 33 detailsed recommendations to improve the secwrity of AZD's
sutcmated data processing rescurces. These recamendzations address Jour
sread arezs: orzanizaticn of the security Nmneticn, managment of the
security orosram, emerzency tlarming, and chysical securicy. The reccomend-

- - v Py - Td= 4 \ nd o —
Gatizns are included in the taxt of the report znd are 1istad in Aggendiy =




Agency Coamments

In responding to this report, officials for the Bureau for Program and
Management Services generally agreed with the report. They pointed out,
though, that adequate staff and funding have not been allocated nor has
higher management supported an effective program. Their specific comments
have been incorporated into the report where appropriate.

113



Menagers of Federal agencles are confremted with both Congressicnal and
Execultive mardates to protect thelr agenclexs' informaticn and control lts
dissemination.

Privacy Act of 1974

Congress, through the Privacy Act of 1974 (5 U.S.C. 5522), has impcsed
mmercus requirements cn rederal ageneles to prevent the misues of iInfar-
mation about individuals and assure its integrity and security. The Act
requires that an agency provide a reasansble degree of protection against
wnzuthordized disclosure, destruction, or modification of 1ts personzl data,.
whether intenticnally caused or resulting frem acclident or carelessness.

MB- Circular No. A-71, Transmittal Memorandim #1

The Executive Office of Menagement and Budget (QVB), which has oversight
responsibility for the Privecy Act, determined that-there were no speciiic
goverrment policles relating to security requiremsnts.-for-personzl,. pro=
prietiry ‘or sensitive finencial data stared and processed by autcmated
‘systems. It thersupcn estzblished a Federal camuter security program to
guard against improper use of information stored in computers. QB C

No. A-T1l, Tranemittal Memcrandum #1, issued in July 1978, places respansi-
bility on the head of each csbinet depertment and inderendent agency for...

M"assuring an adequate level of security for 2ll

agency data whether processed in-hcuse or ccmmerclaily
Tals includes responsibility for the, establishment of
physical, acministrative and techrniical safeguards
required to adequately protect perscnal, proprietary
ar other sansitive data." ¥/

"Tt also includes respensibility for assuring that
- zautcmated processes cperate effectively and accurately.
Tn fulfilling this respensibility each agency head
shall establish policles and prccedures and assig
respansibility for the development, implementation, and
coeraticn of an agency camuter security program.”

1672 GAQ Report

T™n a January 1979 repert, initizted because of expressec (cngressoonal Ion-

1/ 'Sensitive Data' is datz wnich requires 2 degree of protecticn cua
The misic ard magnitude of loss cr narm which cculd resull Srom inzc
ap delirmeraza disclosure, zlseraricon, or destructicn ¢l the dat

e W -

cerscnzl ¢aza, progrietary data).
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cern gver the effectiveness of major Federai agencies! camuter security oro-
graws, the General Accounting Office stated that Federal agencles, in general,
lacked ccmprehensive camputer security pregrams. They also found that the
agencies did not place thelr camuter security functicns.at a sufficiently
nigh level, withl independence from cperating fimeticns to preclude presmmtion
by cperaticnal priorities.

AlD's Ccamuter Environment

AID utilizes 1ts own computer facilities to process the data used in .

over 35 of its Agency infarmaticn systems, ranging from accounts receivable
Co payroll cost accaunting, These facilities which are located in Washingten,
D.C., process and stare perscnal and sensitive data. PRespensibility for
developing, ccerdinating and overseeing an Autamated Data Processing (ADP)
Securily nrogram has devolved cn the Pureau for Program and Menagement Ser-
vices' Office of Data Menagement (SER/IM). This office provides policy
directicn far and centralized services in the areas of:

— autarmated systems required by AID bureaus, offices and oversesas
rissions;

— lcan arnd grant projects which have a data prceessing camerent; and
— techrdcal assistance in camputer sclences to ATD overseas-missiars.

SER/TM teck a first step toward coamlisnce with A~T1 by assigning responsi-
£111ty for ADP security to a menagement official knewledgeaple in datz pro-
cessing and secwrily matters. Also, in February 1979 the offlce surcmitted o
QB a highly geraralized "Camputer Security Plan for AID Autcmeted Int -
ticn Systams." OB has not yet respended to this sukmdssion.

A 1977 evaluaticn of physical security for SER/TM, procuced by the divisicn's.
Security officer, stafed that top menagement cormitient to a well defined
Dlan of acticn, supperted by adequate rescurces 1s assential for informaticn
orivacy and security. In August and September of 1979, Exacutive Research
Assoclatas, Inc. (ER4), at SER/IM's request, cerfcrmed 2n assessment £0 de-
termine ATD's ADP security status. The resulting repcrt notad numrerous
security vuinerabllities and caoncluded that 41D should shew greater..ccncerm
with 1Cs ability to provide secure and winterrupted data orocessing simtort
o 1ts vital cperatians.

ERA telisved ATD's securlty preblems cculd te directly attributad to Inadequata
toe mzragement ccormitrent, awareness, plarmning, crganizaticn and stalfing
Shroughout ATD for the secwrity of sensitive and critical autcmatad coerztiers.

acting can the pelief that the February 1879 plian submitted to (VB reguired
Zeztar sgeciiicity, ATD contractad for and receivad (frem TH3) sidelines
for "L indtdating the Intsracticns and products necessary o oring AT fnsc
Rl capliance with camputer security directives..." These guldelives, de-
ilvered tg Data Mznagement I1n June 1980, orovide imstructions for Jormiian
sgancy~wlde 2DP secwsicy ard contingency plzns, T

mad w cArarTarsag Nes -

-
[ [ - - - - . : - - 3 S L - - 2~ .
~g2MCy snculid, cherefcre, te an iInportant stap toward devalcping the deszgilszd
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SCOPE

The present limited sccpe survey tullds an the 1979 FRA eveluaticn. Iis
purzcse 1s twofold:

-~ to Ildentify present vulnerabllities which call for irmedlafe
correactive actien; and

- to bring to the attentiocn of AID menagerent the problems of
ADP security and SER/IM's actians to solve these prcblems,

To meat these objectives, we reviowed:
— ccrplience with applicable regulaticns and directicns,
- dacla access controls,

—  separatim of dutles znd respensibilities of data processing
f\netions, anid

-— contingsney, dsaster znd emsrgency plamming.-

Cur-examinatiar-included interviews with persamel-in-the Bureswn for Pregram:

and Managemant Sexwvices, systam users, consultants, and vendor representatives;

docur=nt reviens; perscnzl cbservaticn tacihrrigues;: and testing of varicus
camuter fimeticns via terminals., Since thls was-2-limlted sccce swrvey,:

we interviswed systam users in anly four crzenizaticnal units. leczted in Two

hurezus and cne cffice. Further, testing of varicus computer functlcns was
imitad to elamentary checks to avald any disrupticn of camputer crerztichs.

FDDINGS, CONCLUSICNS, AND RECCMMENDATTICHNS

Computars, znd the systers they serve, are assumirg an inereasingly irmportant
and gsensitive role in both privete and goverrmental orgenizaticns. As degencd-
ence cn the computer increases, the need to inswre that the data contained.
therein remains:accurate, reliable and secure, becunes more acute. - As:the
General Accounting Office has indicated, establishing secure camruter facilli-
ties ané systems assures users that reguirerents for data cenfldentiallcy,
irtegity, ascuracy, ard -elizbii’ty are being met.

ATD contirues to place increasing demands o its ADP czpaillistiss. e gotan-
siz] dzmge Wiich czn result {rem Thorized access Ic or JdastruceTticn =L
data zrd grceessing facllitlag Is inmereasing in egual T2asuTe.

o 4 p 4 P 3~ mwd DN i emmpnre ast wlq (Rl
lonsraster avaluaticns argd in-ncuse studdas nave L2SnTLILSC TEnY I ThE Ao
) o : . . . A )
secusisy proilams zddressed chvougiicuT Tiis TepCIT.  ani_@ Tn2 agency o8s

: -‘ - - - o [l . - - .' -‘ -J \ .I -
Taiken scme remedlal action 40 sdfress these IITIoEmS (2.5., ITCVACDE Thea-
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time professicnal secuwrity guard service at the camuter facllity and delivery
of cansultant-produced security and contingency plans) and has prioritized
vulnerzbilities (see p5), SER management has, in general, given lcw priority
o rectifying ADP security vulnerabilities.

Management expresses the attitude that SER/IM 1s a service orgenizaticn, ex-
isting to serve the interests of AID's ADP users; and cperaticnzal considera-
tions must therefore take precedence over security when allocating rescurces.
As a result, lceng-identified security prcblems remain uncorrected.

I. AID MUST =STABLISH AN ORGANTZATTCNAL FRAMEWORK FCR ADDRESSTNG CCMPUTER

SECURITY

Lacking a sense of wrgency, AID menagement has falled to talke the orzani-
zaticnal and orecedural steps necessary to develop and implewent a
coordinated ADP security program.

— The ACP Security functlcn, lccated in the Buresu for Program.
and Management Services' Office of Data Mznagement (SER/LDME);is
understaffad.

— ADP security needs h:ve low visibility in the AID organiza-
timanal hierarchy. .

- Communicaticn of security informaticn within SER and betwasen
SER and system users 1s sporadic and insdequata.

— AID has not defined the security dutles and respensibilitis
of ecmputer cperatars weridng in SER/CM under private AID cencract..

Management Must Review Rescufce Requirements and Provide Necessary Lavels
QI Supart to Meet AlD's ADP Security Neecs.

The security function within SER/IM currently censists-of a Carputer-
Systems Security Officer, who woridng without a staff, is repensiple. for
developing and ccardinating ATD's Camputer Sscurlty Program.:. This
pregram encamasses physical, administrative; and technical safeguards
for the protecticn of persanzl and sensitive information arcd the assets
cornected with the centrzl ccorputar. A partial listing of the securiiy
officer's extansive duties includes:

~ Flannins, cocrdinacing, and directing the develcrment Inflsmente-

ticn, zrd administraticn cf the corputer security CIcErsm;

= securisy perdormance through che Use of ADT risk
assessments, securdsy audits, and anzlyses;



— Arranging for indepencent assessment of AID's ADP security posture
by outside organizaticns; '

— Monitoring user validation and password processes;

— Developing security prccedures for issvance and protection of
user passwords;

— Reviewing enforcement of ADP security policy and procedures
throughcut AID;

— Designing, implementing and monitoring autarated security audlt
trails; .

— Establishing and menaging a centingsncy cperations program to
ensure that SER/IM can centinue processing data follcwing a-
catastrophy at the central ccmputer facllity; and

— Performing such other duties as assigned. Y

Executive Research Asscciates, Inc., wder cantract to-evaluate ATD's: ADE
secutrity, has expressed the bellef that adequate, concurrent atlenticn to
all of-these respansibilities is beyond the capability of-one individual

The - Ccmputer Systems Securdty Officer stated that he has prioritized his
responsibilities and is now devoting most of his time o developing, re-
viewing and implementing ADP contingency plans (p. 14) Further, durlng
cur review, he was assizned to several weelks of temporary duly cutside
the U.S. As a2 result, we believe the agency is not producing a balanced
effort to upgrade ADP secuwrity.

In the Security Officer's cpinion, adeguate ADP security recuires the full
time effarts of at least four individuals. One perscn weuld develcp and
{zplement ADP contingency plans, another would oversee physical security
a: the Universal North Bullding. 4 third person would work with sysvem
users, helping them rectify their ADP security problem while the fcurth
would ccordinate implementaticn of the Agency's Ccmputer Security olan,

Reccommerndation Ne. 1

We reccmmend that the Sureau for Program and Management Services:

— reviey ard znalyze the Dzta Management szcurily funeticn,

~Casa otrer cLt as include axvaended gericds <of zrayal sut3iis the U.S.

n
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B.

(@]

determine adequate staffing and support levels, and
— 2allocate the resources necessary to meet those requirements.
ADP Security Should be Coordinated and Elevated Within the AID Elerarchy

The General Accounting Office has recommended that agencles enhance the
quality of their effort to upgrade ADP security by establishing -

", ..an autcmated systems security administration orzanization
with independence from computer cperations.

This organization should report directly to or through a principal
offlcial who reports directly to the agency head and it should
have authority to discharge the enumerated responsibilifties of
agency heads as cutlined in QB Circular A-T1." 2/

Responsibility for ADP securdity and campliance with the CMB security
guldelines resides with SER/DM's Securdity Offlcer who reports to the
Chief of SER/IM's Camputer Division (SER/DM/CC). The Chief. of SER/LM/CC
reports to the Directar of Data Management who, in turn, reparts to the
Assistant Adcdnistrator of the Bureau for Program and Management Ser-
vices(SER). Located deep within the bureaucratic-framework of SER,

the security fumction is three steps removed fram a principal offi-

who" reports directly to AID's Administrator. The present:ADP security
function 1s not independent of camputer cperations.  We believe this

low visibllity contributes meterially to Agency menagement's epparent
lack of awareness of and concern about significant ADP securdly problems.

Recenmendation No 2'

In order to raise this visibllity, and bring the Agency into lire with
GAO guicdelines, we recommend that the Bureau for Progrzm and Management
Services estzblish, coordinate, and oversee an Agency-wide ADP sscurity
group or task foree reporting directly to the Bureau's Assistant Adminis-
trator.

Ve suggest that the effectlveness of this security group recuires the

structured participation of all AID »ffices wnich have ADP security.
respansibilities. Scme of +these AID offices are: the Offlce of Data

Management (SER/LM), the Office of Management Cperatlons-(SER/MQ), the
Of fice of Fublic Affairs (OPA), and the Office of the Auditor Ceneral (AG).

Management Must Establish Channels of Cammndcaticn Jor Pzssage of ADP
Securizv information Eetween St znd Systam Owners/Users

2/ GAC Serort to the Congress entitied Autcmaced Systems SecuriIy
Agencies shculd Strengthen Safaguards Qver Personal and Cthe
LCC=T8-123, January 23, 1979



The Bureau for Program and Management Services develcps, ccardinates, and
ovarsees ADP security. Adequate security necessitates that system cwners3/
and users assume certain respansibilities. For example, AID's presemt
Autcmated Informaticn Systems Security plan (dated February 1979) places

cn data owners and users respansibility for (among other things):

— Ccamliance with the camputer security maragsment cotrol process
which includes defirnditicn of securdlty sreclflcaticns and certl-

ficaticn of adequacy;

— Ensuring that all sensitive source documents are properly nand-
led, marited and stored to preclude disclesure;

— Determining AID sensitivity to perscral or preprietary cdzta to
ascertain the degree of protecticn needed for adequate securily;

— Jourmaling significent events which take place at the user/system
level to determine verscnal accountapllity;

— Establishing administrative procedures to ensure cnly euthorized
persamel with 2 valid need-to-lnow can use the system; and

— Establishing physical control procsdures to cermit: aceess-to all
areas by autherized persamel while denying access £o. those.who-
do not have specific need or access autharily.

System users we Intsrviewed stated that they were wuraware of these res-

pensibilities. Users in the Office of Financial Management (FM) and the

Reglcnal Bureaus sald Data Management had not contacted them to discuss:
— Secwrity of the facllity and systam;

— Contingency plamming, including evidence and decumentztion of
recent transacticns; or

— User respensitilitlies In the security plan.
We found no evidence that Data Management had askad users tc swrply in-
formaticn cn resuming routine operaticns in the event of a dlsaster at

the ccmputer center. We questlon Data Management's abllity to adeguacely
plan for cantingencles withcut tids Irnpuc.

Seccmmendzaticn No. 3

1

mdemang e

Since systam users we lnterviewed were not zware ol the status of A
AD? security or theilr security respensibilities, we recammend thet:

- - - - - - pmend - - - -
3/ A campucar sysvem cwner is the trimary orgar-catilnzl antisy Ior

Wwhem the corzuser syscenm 1s devalcped.



— The Office cf Data Menagement develop, implement, and utilize
written procedures establishing on-going metheds for periodic-
ally informing system owners and users of their responsibil-
ities for data arnd pregram security and recovery.

Recammendaticon No. 4

The Office of Data Management develcp a policy statement an ADP security for
dstributicn to system users ard other affected parties. This statement
should explain the impartance of camuter security, the office's security
goals, and the policles and procedires 1t follows to achieve these goals.

D. AID Must y the Security Dutles 2nd Resvonsibilitles of Cantractor
Sucolied Camuter Cueratars

Lacking a2 sufficient mumber of direct-hire camputer cperztors to perform
all necessary precessing functicns, AID has cantracted with 2 private firm
to cbtain additicnal cperators. These contractear-supplied perscnnel often
handle all cperating functions diring non-pesk pericds, with no AID direct
hire persamel present in the computer facility. In an erergency situz-
tion, and in the absence of an AID direct-nire, these cperatars wculd bhe
expected:to act in AID's behalf. For examnle, they would be required to
Initiate camputer shut-down procedures in the event.of an alr-condition-
ing breskdcwn, and serve as visitor escort for emerzency: repalrmen. :In
cerder to minta...n centrol and accountapility undey such cL*-cmstances, ‘ic
is-imperative. that ‘the contract cperatars' legal authority and responsibil-<-
ity be clearly delinested. AID management has not fom.tlated such a
definition.

Recamendaticn No. 5

We reccmmend that the Bureau for Pregram and Management Services contact
and ccordinate their activities with the Office. of Security (AG/SEC) and
Office of the General Counsel (GC) to:

== develop a written definiticn of centract persomel security
respensibilities in the ADP envicrrment, and

— define the status of ccntract perscrmel as "representatives"
of AID, with sutharity to act in the Agency's behalf in the-
absence of direct-nire perscmel.’

1. AID MANAGEMENT MUST COFRECT IDENTTFT=D ADP SECURITY VUL\IER“-.BI"_LL s

We fcund that AID's ADP vulnerabilities 21l into three ganeralized catagories:
- Centiflcaticn and access centrols
- Ccontingency and disaster piarming

- Invircrmental Ygnysical) controls

(9 3]



A. ATD's System of Identificaticn and Access Centrol Must be Tmmroved

Access caontrol 1s the process of limiting access to the rescuress of an
ADP system to authorized users, programs, processes, or other ADP systers.
AID's existing access cantrols do not prevent unauthorized access o

ard use of the Agency's datz and equirment. We found that:

- FPFormer employees and contractars famlliar with AID's camputer
: system, through the use of camuter terminals, can access,
modify, cr delete information.

— Authorized emnloyees use, without adegquate administrative con-
trols, a speclalized camputer program capable of medifying
oregrams and data.

— Access to the tape library 1s not censistently controlled,
ner are’ procedures adequately documented (see p §).

Management Must Implement orocscdures to Effsctively Utilize Present
User Identirfication, Passwords, and Specilalized Software Centrols

Because of inzdequate access cantrols, improper disclosure. of .ATD
rrecurement informaticn to preosvective contractors 1s.pessibles
System users icentified four informaticn systems with:data.bases
‘eentalning financial data. Three systems users ccncluded that - these
finanedal data cculd be of value to prospective AID caontractors.

Prospective contractars ccould gain access to these data because of
CWo access cantrol deflclencies:

- the infrequent chenging of user 1dentificaticns and wzuc~
words , -and

-~ the visual displzaying of passwords on the cathcde-ray tuke
terminals,

Access to ATD's camputar system via a terminzl reguires 2 va2lld user
identiflcation® and passwerd cambination, and a telephcre number

The purpcse of the ldentificaticn and passwerd combination is to
deny access to wauthorized users. Because user identificatlicns and
passwords are infrequently changed, former emplcyees z2nd prospective
centractors familiar with ATD's carputer system could easily s=in
access to AD's Infeormaticn systems.

T user icentilicaticn is a2 symccl canmpcesed of six letters cor numbters
o

' a1 K =y by - - -
that identifles tThe systam user {2 the ccopucer srerating syscoam.
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The Infermation Management Divisicn of Data Managemsnt 1s res-
pansible for cantrolling znd changing user identification. TIm-
formaticn Management Divisicn officials lmew of no documented
Dolicy cn when to change or delste user identifications; but
they said that when a new M analyst is assigned respansibility
for an established systsm, the user identificaticns for the
system are changed and the old identificaticns deleted. Of the
System users we Interviewed in the Regional Eurezus, ane saldé
that user identificatians are not changed when a lnowledgeahle
person leaves ATD. The other user did not see a need to change
user ldentiflcaticn under any circumstances.

During the course of thls survey, the Informaticn Mznagement
Divisicn updatad an internal directive an the changing and de-
leting of user identifications.

According to Data Mznagemsnt, system users are respensible for
cantrolling and changing their passwords. When the passwards in
corjuncticn with user identificaticns 1imlt access to securlty
protected computer resocurces, system users and their Data Mznage-
ment ccwterparts have the capability to change the passwerds. -
However, when the passwards together with user identificatians
allew system users access to the camuter system and not to
stecific protected camputer resources, cnly Data Menagement
persamel can chenge the passwords. During our swrvey we ‘asked the
three system users in the Eureaus to explain their methcd for
changing passwords. They all said they would ask Data Management
persamel to change the passwards, althcugh two of the three
thought they had the czpabllity to change the passwords themselves.
In any event, passwords are changed infrequently. Cne of the
System users changed the passwords through Data Mznagement
persamel three menths oriar to our review. The other two users
sald their passweords have not tesn changsd in over a year.

AID's centrol over passwards 1s weak for the second reascn.
Accerding to the Camputer Center User's Gulde, the password will
be "masked cut” when logging on (o the system), so that theére is
no potential for an unauthorized person's seeing it and then using
1t to gain access. In actuality, passwords apcear on the cathcde-
ray tube (CRT) terminsls. The cempuber pregrams centroliing an
Indivicdual user's access to the system were desigied for use wish
the printing-tyve terminals. When these programs were used, a
mask carpesed cf random characters was generztad cn the tarmi-
rals, and the system user typed the passwerd Intc the masi, cre-
venting visual discleosure of the rassword. Hcowever, techniczt

arc cgerzticnal characteristics nave changed with the rstaliztion
¢l (AT termdina’s, (n these terminzis, cnly a singla cgharactsr qzn
cccury a given stace cn the CiT termdinal'!s screen. Wnen g mask ¢of
randcn characters is gererataed znd the tasswerd 13 entered, the
ranccm charzeters are replzced by the passwerd. Neisher <he cid

i\)

)

’
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pregrem ner the procedures for canmmicating between CRT
terminals and the central camputer facility were medif’ed to
orevent this visual disclosure of the password.

Capapilities of the User

These access control deficiencles are extremsly important s because
any user of the system, authorized or unauthorized, can perfcorm

a variety of tasks. We tested several possible system functicns
and verified that system users can:

— read the contents of camputer filles btelanging to other
system users;

— delete camuter flles belanging to other system users;
- copy ccmputer files belonging to other system users; and

- replace camuter files belmmging to other system users
with camputer flles cantaining bogus infarmation.

These tests were perfarmed using the Time-Sharing Cperating System .
(TS0) on non-security protected ccmputer flles belanging to.the
Bureaus amd to system CUlU6 (Cost Accounting) and system C447
{Travel Advance accounting). Further, TSO does not-allcw system
users to executa these fimctions against Index Sequential Access
Method (ISAM) and direct access methed (DA) files.

The Agency's use of user identificatlicns and passwords dees not
prevent access to its data and systems by un-autherized rersans.
Since (1) an unauthorized gerscn can perform a variety of tasks, and
(11) AID's camputer files centain information of value to prospective
cantractars, we believe that control over access to AID's camputer
£flles must be tightened.

Reccmmendaticn No. 6

To improve utilizaticn of user idemtification as an access cantrol,
we reccmmerd that Data Management change those user ldentifications.
pexicdically, but no less frequently than whenever a.Data Management
staffrersen familiar with a2 system and its data bases leaves his/her
positicn of respensihility. T

fecamendaticn No., 7

Since system users seldécm changs tasswerds, Cata Managamens mus:
f; “-‘"ﬂ-

assizme respensizilicy fop thelr zontocl.  We recommend that et

Managamant;

m <l

— chanmga paszwerds assigmed T sritliczl anz ssnsitivs applicatlons
every 6 months or when scmecne nowledgeable of the password nc longer
has a need to lnow;



- change passwords assigned to all other applicaticns every 12
menths or when screone kncwledgeahle of the password no lenger
has a need to kncw, and

- require system users to notify Data Managerent when scmecne know-
ledgeable of the password no longer has a need to lkncw.

Reccmrendation No. 8

To improve control over password disseminatlion, we recammend that
Data Monagement medify either the programs or the cammunicaticn pro-
cedures to prevent visual cbservaticn of the passwords c<n the CRT
terminals,

Resource Access Control Facility

A control program is avallsble to Data Mznagement to assist In protect-
ing AID's ADP rescurces: Resource Access Control Faclility (RACF), IEM's
proprietary product, is a control program that provides for integrity
related to tile use of or access to data flles. Within AID, however,
RACF 1s underutilized and wmomitered. Cur questioning of three Bureau
users and the Ofiice of Financial Menagement revedled that enly Finan-
cizl Mznagemant was protecting camuter flles with RACF. .hWhen two-.
users-were-asked about RACF, ane sald the opportunity to:-chocse: to: use
RACT had not been offered; and the other had never heard of RACF. Also
RACT has an audit attribute which allcws responsible offleials to co-
tain reparts shewing attempted accesses. Althougnh the reports are
preduced for the security function, there 1s no monltcring of the re-
ports to isolate and investigate rossible unzuthorized access attenzis.

Recamendation No. 9

To improve RACF utllization, we reccmmend that:

— The Burezu for Progrem and Management Services. require that all
eritical arnd sensitive applicaticns be protacted by using RACT.

—~ .Data Management monitor rezorts preduced by the audlt attribuce of

. RACF which show attempted accesses to RACF protected applications;
isolate and investigate unauthcrized access attampts.

- - 2 : 2 - - e - -2, .
A0 nhas not established adequata acinistractive ccnorcls over the use

o = specizlized ccoputer program callsd AMASTZAY. Thds IEM grogram,
wnich was first develicped in 1668, was intended zs 2 srotlsm-solving
zocl. Ib arziclas systam prosTanmers To TyTass stendsrd Sperating
crocedures zné quickly medily data and progrEms.  Inoa LT3 avaluanicon,
gonsultancts rescrTas that this progsEm Snaflss SYsten SrogTanTers o
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bypass security features and make changes to a program, change the
Volume Table of Contents of a disk pack, and meke direct modifica--
tions of data in-a file. The ERA consultants concluded that the
use of AMASZAP ...

"should be strictly controlled and limited to the use of
as few individuals in Software Management Branch as 1s
operationally possible. Formal procedures should be

established in writing and should be enforced to assure
accounitability..."

Further, ERA, Inc. representatives sald this capability should be
password-protected.

Data Management officials told us this 1s not a signiflcant problem,
since (1) only the system programmers have access to the program, (11)

a log 1s kept of the changes made to the system, and (il1i) the capability
1s now RACF protected. They noted however, that a seperate report on

AMASPZAP utilization was not maintzined.

We discussed the capabilities of this program with IEM representatives
and they agreed with the consultant's concluslons.

Recammendation No. 10

Data Management should control the use of AMASPZAP by establishing.
written procedures for documenting and Jjustifying each use of
AMASPZAP.

Management Must Establish Written Procedures [imiting Access to the
Magnetic Tape Library and Protecting its Sensitlive Contents

In the absence of an off-site storage facility, the magnetic tape
1ibrary located adjacent to the camputer room, is the sole resposi-
tory for Data Management's primary inanimate asset, 1ts data. We could
find no written procedures (i) limiting computer operator access to the
library or (11) describing obligations of computer personnel and pre-
cautlons to be used in the library or computer room during the physi-
cal handling of data subject to the Privacy Act. Recording media, e.g.
magnetic tape, are not marked for speclal protection. We found no
current listing of systems containing information subject to the Act.

During the primary operating shift, an ATD direct kire librarian, we
were told, controlled access. However, contrzct personnel often-operate
the computer facility during non-peak hours in the absence of Agency
direct hires (see p 8). During those pericds, the contract operators
have free and uncentrolled access to the library.

Recommendation No. 11

We recommend that:

13



~= The Offlce of Data Management develop and implement writtan
procedures to control accsss to the tape library and track the
movement of magretic tapes. These should include a lcgging
procedure to record 21l movement of tapes inte or cut of the

Library.

— The Office of Data Management review its persamel scheduling pre-
cedures to consider the feasibility of providing that at least
cne ATD direct-nire emloyee 1s In the camuter arez Gurdng all
cperating shifts. While cn duty, this emlaoyee should serve as
tape librarian with sole access to and control over the library.

Recarmendaticn No. 12

Follewing an inventory to identify medla (magnetic tapes and disks)
cantaining "senmsitive” data and programs, the Offlce of Data Management
should develop and implement wriltten procedures to provide speclal pro-
tecticn far such data. These procedures shceuld include a descrip-
tin of dutles and respansibilities of perscrrel handling such data;
colar coding of the media containing these data; arnd 2 meintenance-.of
up=-to-date hard copy autharizaticn list of 21l individuals (camputer-
perscrnel as well as system users) allcwed to access: the data. -We
recamrend that management utilize the officlal guldelines detalled in.
the Naticnal EBureszu of Standards' Federal Imformatlen Processing
tarndards Publicaticn 41 in develcping these procedures.

ATD Minagement ‘Mist Imorove Contingency snd Disaster Plarming

Cespite the mest assiducus applicaticn cf precauticnary measures, there
always remains scme pessibility that events will occur Iin e camputer
facilicy which could hinder or prevent normal processing cgeraticns. Fire,
water or other damage zt the facllity cculd bring autcmatsd data orocess-
ing tc 2 cammlete nalt.

Adequate securlity necessitatas three types of contingency glans, as de-
scribed in the Naticnal Bureau of Standards' Federal Imformaticn 7re-
cessing Standasrds, Publication 31.

— Emergency respanse: wriltten procedures for respense to energencles
such as five, flced, civil cammcticn, naftural disasters, texd threats,

etc., in order to protect lives, limdt the damage to progerty, and
qinimize the Inmact cn ADP cperaticns.

. 2 3 [534 - -
— Zackus oreratl 1  zgwearents znd srocedures Tc imsure that 2ssan-
2 T oreratl S e
- o ol eme el - im 3d < S - hde )
tlzl tasks cen te conxleted subseguenc To dosrugtion of the &2° =
4 4 - ot T 2 el Nmmd Tdieey o
1oy, and critlcal cgeraticns can continue unti_ Che 1a8Cl.LlY LS e

tered.,
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—— Recovery: written procedures to permit simcoth, rapld restaration of the

AD? facllity following physical destruction or major damage.

Yet we found portlians of AID's cwrrent overall contingency and disaster plan-
ning to be cutdated, incamplete, or unimplemented.

AID Menagement Must Review and Update Curvent Emsrzency Respanse Plans
for the Universal North Bullding

Emergency response plamming refars to steps taken immedlately after an
emergency cccurs to protect life and prorerty and to minimdze the Impact
of the emsrgency. These steps, some of which SER/IM has cutlined in in-
ternal memoranda, shculd be inecluded in a facllity "Self-Protecticn Plan”,
as required by AID Eandbeck 20. The current self-protection marmal for
the Universal Nearth Bullding 1s both cutdated and inadequate in ccntent.

The Universal North Building Faclility Self-Protection Plan centalns basic
emerzency procedures to be follcwed by bullding cccurants in the event

of fire, explosion, bcmb thmreat, or other olvil or natural disturdances.
It also camtains a listing of dutles and respomsibllities for perscrmcel
cn each floor of the bullding. Published in September.1976, the Plan is.
cutdated and incarplete. SER/IDM officials told vs that-more than:50%.of
the:perscmel- listed in the current plan as wardens, assistants and meni-
tars for the 7th flcor no longer reside on that floor.. Further, the-
plan 1s inccmnlete because it f2ils to address speclal needs of the ADP
facility such as protactlion of equirment dixing a period of civil ccmmo-
ticn cr control of data and hardware loss after a fire ar flccd.

Under curment Agency procedures, establisiment and implementaticn of a
bullding self-protection plzn is the joint respensibllity of the Agency
Safety Office, within the Office of Manzgement Cperatlcns (SIR/MQ), and
the senlor AID officizl cccunying the bullding. For the Unlversal Nextl
Bullding, this official is the head of the Office of. Flnancial Maragsment.
(Cantrolier).

Reccmmrendaticn No. 13

We reccmmend that:

— The Chle?, General Services Divisiord of the Office of Management
Cperations (SER/A0/GS) and the Ccntroller, Cifice of Financial
Managemant (FM), cocrdinate their zctivitles and Iimplement ss-
tablished procsdires to preduce a2 canprehensive bdullding sell-
orotecticn plan, cantained in an wp-te-dzte manuzl, Jor the Uriver-
sal Nerth Zullding,

— The Office of Data Mznagement Identlly emergency conditicns znd

srocedures windch have particulzr implicaticns Jor 202 crerziicns,

such as pretacticn of equirment during a zericd of civll coometicn
or lcss of contrcl subseguent tTo 2 fire, floed, ete. Imocxder ¢

S 5 ; o . P .
senselidata InstrucTions, these proesdures, scme of whilch nhave zl-
A et L. e sl s
meady zeen tublisied in Intarmzl M memcranda, shculd Te Ineluded
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possibly as amendments, In tke revised Bullding Self-Prctacticn
Manual

Menagement Must Provide Adequate Back-m Storage znd Processing Cepsbility
for Critlical Data and Spplicaticrs

We belleve that the lack of contingency plans and oraocedures for back-up
and recovery of ADP capabillity to ve the most immediate and pressing
camputer securlty preblem facing Agency management. At the present time,
an emergency at the camuter facility could shut down AID's ccmputer pré-
cessing capabllity for an indefinite period. Back-up cperzticns include:

— selecticn of an off-site storage for retentlc of magrnetic <ares
cantaining data and programs considered essential for continued
Agency cperaticns,

— selection of an alternate processing site to "run" these critical
programs, arnd

— written procedures to facilitate smooth transfer of cperatlcns ©o
the alternate prrocessing site.

SER/IM -together with users have not inventaried and ranked their data

and programs to_determine which are critical for continued Agency.operations;.
‘but they- have begun storing some critical back-up tapes at a-designated
alternate storage site. SER menagement must work wlth system users to
identify critical informstion and store it off-site. :

Becemmerdation No. 14

We reccrmend that:

—. Data Mznagement ard users develcp procedures for identifying and ranic-
ing critical data and applicatians.

— The Offlce of Data Mznagement develcp written Instructlcns to systam
users detailing thelr responsibilities In reconstructing data files
follcwing demege to or destructicn of Data Management reccrds.

— The Bureau for Progrem and Management Services, in conjuncticn with
System users, develop and implement writte: procsdures detallling
acticn to be taken and fixing respensibilities for back-m crerations
in the event of temporary or zermanent demege Lo the ccnputar center.

in iticn to groviding cff-site sterage of critlcal date and grograns

-V-' ’
the emergency back-up procedures must identlfiy an zlitermate grocessing siza
o run the critical programs. ATD nas entered Into an sgresment In Crin-
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smergency coapucer processing dack-up suppert. Nelther crgarilaticon fas

ciple (not a binding ccntract) with the Cepartment of State
L aant 1al

. - 1 . . ) IR Ry — . _._—- -y
attampted S0 "mun" their grograms at the cther's facliity. rurmner, I
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and AID systems mske this agreement impractlcal. They are, therefore,
studying alternative metheds for providing back-up processing. As a
result, AID presently has no back-up processing capabllity.

Moreover, the Agency has no written precedures to facilitate or Izplement
a transfer of processing cperations to the alternmate site as suggested
in Federal Information Processing Standard Publicaticn No. 31 dealing
with back<up cperatilons plsrming.

Any prolonged shutdown of processing capacity at Universal North would
necessitate alternate site processing. The present, nen=-centractual
agreement with the Department of Stata for mutual back-up processing was
a first step in assuring such capabilicy. AID menagerent carmet assume
such 2 capability exists, however, untll the Agency nas develored and
adopted written procedures for transferring such cperations, and demon-
strated an ability to process data at the alternate sife.

Recgmendaticn No. 15

We reccammend thut:

The Bureau for Pregram and Mensgement Services should -continue to-
develcp a back-up processing plan following the guldance provided in
tha National Pureau of Standards' Federal Informaticn Processing
Standard Publicaticn No. 31, Sectlen 8.3.

Manacement Must Develop and Implement Procedures to Expedlte Recovery
Coeracians at the princical Comuter-racility

The use of a2 back-up facility usually cccasions bcth extra exgense ard
downsraded perfarmance. Management sheuld, therefcre, develcp a set of
procedures minimizing the tire required to brirg a central ccmputer
facility back into cperaticn.

SER/TM has not develcped such a recovery procedure.
Recovery frem total destructicn will reguire:

— locating and cbtaining possessicn of encugh flcor space to hcuse the
ADP facility; :

ar
— procuring arndé Installing ccozutar nzrvere;

— procuring needed ciflice supplies, znd

. e s s ot . i
— verifying that 211 nseded nariyare, SCUITEnNT =4 mazTarials sxe In
. [ T -t - &,

nand and in geed weridng order znd then Iz arnslzrring Cperatiing Irch

. ) - ' owon g | om o

~ka naclkar sitals) 5o The reccnsTricTad ComTUTSr J2CL-.TT.
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Written guldance for carrylng out these tasks would f:. 1litate renewed
operatiais.

Reccamrendation No. 16

To facilitate recovery operations following en emergsncy at the
central crmuter facility, we recommend that the Office of Data
Manrgemert formulate and implerment recovTy procedures based upon
the guldmce contained in the National Burean of Standards Federal
Information Praocessing Standards Publicatlon 31.

Management ‘Must’ Tunrove ‘Bhysical Security in the ‘CamputerArea

Physical security of the ccmputer facility includes:
— controlling access to the camputer area, and
— providing a safe workdng enviromment within the computer avea.

ATD!'s Office of Securlty (AG/SEC) has reviewed the plysical security with-
;Vir} ATD's computer area, and thelr detailed report is contained in Appendix

Ve fourd that ATD menagement hzs taken posltlve steps to provide better
access control bub has failed to rectify meny long identifled environ-
mental problexs within the ccrputer area. ,

Physical access controls have teen improved with the assigmment of a
full-time securlty guard to the Tth flcor of the Universal North Builc-
ing, where AID's camputer {nstallation is located. However, the presence
of mon-ATD and non-U.S. Goverrment tenants on that floor presents a slg-
nificant impedirent to implementaticn of improved securlty procedurss.
For exammle, attempts to lmprove jdentification procedures for corputer
perscinel must conslder the fact that ncn-AID tenants carmot be regquired.

to display AID issued {dentification badges.

Tnadequate envirormental safeguards campound the potenti2l for fire and
water damage to the ccuputer area. The overhead water sprinkler system,

for instance, falls to provide coverass of the camuter paper storage roocm
rinkkler system,

directly adjacent to the camuter rocm. Further, the sp

installed in 1977, has never been Inspectgd or tested. There are no de-
tectors to warn of water leakage under the computer rooms ralsed flooring

(an -area of criss crossing electrical end communilcations wiring).

SER/Ti submlts building services requests to SER/MO for transmittal to
the Gzneral Serviczs Administration (GSA). SERMO officlals told us that
SER/TM had submitted requests for water detectors and sprinkler inspection.
The former was submitted 1n Dacember, 1979. SER/MO has not yet forwardied
the request to GSA, as they are walting for GSA to perform 2 comuter
rocm water demage survey wiich SER/MC first reguested in November, 187G-
Neither SER/CM nor SER/MQ were able to tell us when SER/Ti1 ‘reguested &
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sprinkler inspecticn.

We bellieve management must take lmmediate steps to correct these and
other prcolems as noted in Appendix I.

Reccmmendation No. 17

Physical security provides the mest basic form of ADP protectian.
We recommend that:

— The Assistant Admindstrator of the Bureau for Progzam and ) nt
Services, in coordination with the General Services Acministration,

explore avallabhle altamative courses of acticn and intensify efforts
to remove all non-AID tenants frem the 7th flcor of the Universal

North Building.
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APPENDIX I.
AG/SEC REPORT ON PHYSICAL SECURITY AT THE UNIVERSAL NORTH EUILDING

I. Introduction
A. Area Surveyed:
Office of Data Management, seventh floor, Universal North Bullding
B. Address:
1975 Flcrida Avernue, N.W, Washington, D.C.
C. Period of Survey: |
July/August 1980
D. Ownership/Management of Property:
Cwnership: Universal North Incorporated
Managed: Cafritz Realtors, 1825 K Street, N.W., Washington, D.C
Phane: 667-4410
Envirormental Background - Universal North Bullding
A. Structwre
The Unilversal North Bullding is a twelve starvy, reinforcéd concr°te, brick
and glass structure with a class A fire reting. The bullding 1s triangular-

ly shaped and borders Connecticut Avenue, Florida Avenue, and T Street in
Northwest Washington, D.C.

B. Eutrances
There are three mein entrances into the Universal North Building:
-—= 1975 Florida Avenue,
— 1875 Connecticut Avenue, and
— 2024 T Street.
:nt“y waj also be gained from the attached gzrage on t.e G-l and G-2 levels.
Entry from the garage 1s condltlonzl upon possessicn of 2 key 1ssued by the
buliding menagement. Cccastonally the decor may te fourd ajar. Given the

rumber of kevs that are outstanding, it 1s reascnable to assume that the in-
tegricy of the key control system has teen ccirremlsed.
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Overating Hours

The Comnecticut and.Florida Avenue entrances are cpen from 7:00 a.m. to
6:00 p.m., Monday through Friday. The T Street entrance is open fram

7:00 a.m. to 11:00 p.m., Monday through Friday. The bullding is secured
on weekends and holidays. Garage hours are 6:30 a.m. to midnight.

Bullding Security

Cafritz provides bullding security through a contract with Security Incor-
pcrated, 5518 Dorsey Lane, Washington, D.C. Phone: 301-656-6800. ' 4s a.
part of the contract, Central Security (298-7310), a subsidlary of Secur-
ity Incorporated, has installed an electronic card access system in the
bullding for use during security hours. The Comnecticut and Florida Ave.
entrances are manually locked by bullding maintenance personnel at 6:00
p.m., Mdnday through Friddy. The T Street entrance 1s electronically con-
trolled during the hours 11:00 p.m. to 7:00 2.m. A direct line telephone
1s co-located with the card reader on the T Street entrance in case of:
€mergency or a need for assistance.

A1 entrances are alarmed and tied to the Central Security system. From
6:00 ».m. o 7:00 a.m., Monday through Friday, and twenty-four hours a day
on weekends and holidays, elevators off the T Street entrance must be
called via an electronic card reader. Once in the elevator,. floor-move-
ment 1s not controlled.

The buillding security system provides an option for local alarms to indivi-
dual sultes. The ootion was declined by AG/SEC due to existing security

Complaints from Data Management versomnel concerning the bullding access
system are frequent, and generally concern malfunctloning cards or card
readers and a lack of response to telephonic querries for asslstance. Re-
peated AG/SEC notlfications concermning these problems to both the bullding
management and Central Security have not resulted in noticably improved
service.

The Universal North Building 1s located in Police Precinct #3 and 1s
covered by Fire Station #9. )

Tenants

Universal North is a multi-tenanted office tullding housing 2 large nurber
of small private professional offices and a variety of public and zoverm--
mental organizations. Noteworthy tenants other than ATD Include: The
American Cancer Soclety (Rocm 1018); the Arab Informaticn Certer (Rocm 1110);
the Arab League Special Envoy (Rocm 1016); The Civil Aerorautics Board
(Rocm 1034); District of Columbia Office of Humzn Pesources (Reem %15$5
The Empbassy of Spain Industry and Energy Office (Rccm 1020); The Federal .
Housing Administraticn (Rocm 1240); The Hilton Hotel Cortoraticn (Reem 1214)5
Te Internal Revenue Service (Reccm 432); The Soclal Security Acministrat.cr
(Rocm 7C8), and the Japanese Americarn Frifendship Cemmisslon (Peccm T0S).
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F. Surrounding Area

The Universal North Bullding is surrounded by a conglameration of apart-
ments, private residences, small business establishments, and the
Hilton -Hotel.

G. Protective Lighting

1.

External lighting

Undversal North Bullding has no external lighting system. Adequate
11ghting is provided through street lights and surrounding commerclal
establishments.

Intermal Lighting

Spaced throughout the bullding in corridors, lobbles and stairwells
are lights which remain on on a twenty-four hour basls. In adiition,
the stairwells have emergency backup lights which are supported by re-
chargeable batteries and designed to activate witn a break 1n normal
current. These lights are periodically tested by the bullding manage-

‘ment.

IIT. Physical Securlty of Data Management Area (7th floor; Universal North Bullding)

A. Access/Locks/Alarms

There are flve possible means of access cnto the 7th floor.

1.

Main Entrance:
Doors - deuble: lerd from elevator lcbby to main corridor.
Lock - Yale 197 /4
Cpen - Flexitime duty day
Alzrm - ADT contacts: to local panel in Sth floor guard post.
Secondary Entrance:
Doors - double; lead frem elevatcr lcoby to Room 737
Locks - Simulex
- Yale 197 1i/U
~ Cipher with battary backup and brute lock

with simplex ccmbination during flextime duty day

&
(]
3
1

Alarym - ACT contacts to leczl panel In 5th floor gusxd post,
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(Note: Cipher lock system is not in use. A4 1978
work order to GSA for needed electrical
socket has not been henored)
3. Service Elevator:
Decors — double; lead from elevator to main ccrridor
Locks - 181 deadbolts at top and bottam of staticnary door
- Tale 197 1/4
- Cipher with battery backup and brute lock
Cpen - As needed basis
Alarm - ADT cantacts to local panel in 5th floor guard pcst.
(Note: Cipher lock system is not in use. A 1978

work order to GSA for needed electrical
socket has not been honored.)

4, Emergency Statrwells (2):
Doors - double; lead from stalrwells into main corrider
Locks - 181 deadbolts at top, bottom and center of stationary doors
- key in knob
- Cipher with battery backup and brute lock
{(Note: Cipher lock system 1s not in use.
A 1978 work order to GSA for needed electrical
socket has not been honored.)

Open - exit only during flexitime duty day

Alarm = ADT contact to local panel in 6th floor guard p'ds"t.

B. Guerd Force

The cwrent guard centract with Atlas Securdity 1s provided through thre
Generzl Services Administration (G.S.A.). Atlas Securlty is located at
3461 Nerth Weshington Boulevard, irlington, Virginia. (phene 703-2U3-
7676/77/78). The main guard office at Universal :'arth is in Rcom 5i%
(632-0039). The Tth floor guerd gost (Phone 632-5386) is located in the
main corridor directly off the elevator looby and is by contract a twenty
four nour, seven day a week cperaticn. Monday through Friday frem 6:30am

23



to 10:30 vm, there is alsa a roving guard whose functiaons entall providing
reliaf breaks and assisting in Tth floor guard responsibilities.

The GSA transition to Atlas Securlty was hampered by inadequate guard
company persannel and clearances. In addition GSA falied to provide the

necessary guard orders.

Data Menagement personnel have reported deficlencles in guard company
performance which have adversely impacted: on thelr operations. Efforts
to correct these deficiencies have resulted in the dismissal of I{lve
guards fram the bhullding and letters to GSA reguesting thelr assistance
and, if necessary, the termination of the contract.

Intermal Personnel Controls

During the normal work day, employees with AID, State, IDCA, or authorized
contractor ID cards are granted access to the 7th floor maln corridor
through display of their ID cards. Visitors must sign the guard reglstry,
announce the purpose of their visit; and be escorted by an employee of the
approoriate office involved. Those perscrmel with the combination to the
Simplex lock an Roan 737 may bypass the guard and gein entry through that
door. TLuring security hours, all persons with authorized ID cards must sign
in and visitors must continue to be escorted. The east wing of the main
corridor on the Tth floor has been.designated a cantrolled area and personnel
within this area are to display a valid ID card at all times.

Representatives from the Social Security Administration and the Japanese
American Friendship Comlssion currently bypass the guard without showing.
identification. The Japanese American Friendship Commilssion has indicated

a2 willingriess to move assuming all expenses are incurred by AID. The Social
Security Administration has tentatively agreed to display ID cards Yo gain
access to the floor and to have theilr unannounced visitors escorted when strict-

er procedures are lmplemented. '

Members of the cleaning and mezintenance crews are glven Cafritz ID cards.
They are reguired to sign in the visitors log and are escorted whenever
pcssible. The current Cafritz cleaning contract is with Ship Shape Mainte-
nance Campany, 2254 25th Piace, N.E., Washington, D.C. No security checks
ere run on members of the cleaning crew due to the high tuwrnover in personnel.

The facility self-protection plan is outdated and in need of revisicn. Whnile
ATD responsibility for it rests with the Agency Safety Officer, specific assign-
ments are delegated to bullding occupants. Current building coordination res-
ponsibilities rest with Financizl Management . Per agreement between Data Man-
agement and Financial Management, this responsibility will shift to Data Manage-
ment with the relocation of the main guard office fram the 5th to the 7th floor.

Fire drills are held periodically by AID Management. The last scheduled drill
occurrud in October of 1980 and indicated a problem with alarm audability in
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the camputer roam and parts of the Tth floor. Earlier, on August 25, 1980,

a small flre resulted in an evacuaticn of the building. Although guards
notified offices within DM, persommel within the ccmputer roam neither

heard the bullding alarm nor were notifiled by floor wardens. The fire was
extremely minor and no injuries or significant damsge was incurred.

Recammendation No 18

We recammend that the safety offlcer in the Office of Management Operations
coordinate with GSA to insure immediate installation of a fire warning
system which can be heard throughout the entire Tth floor.

Procedural Security

The Office of Data Management participates in the agency's principal/unit
security officer program. Currently the principal securlty officer is Lucllle
Murphy and the unit security officer is Stanley Mashakas. Data Management has
a total of 22 bar lock cabinets which house primarily Limited Cfficial Use/
Privacy Act information. Classified informztion is virtually nen-existent
within Dzta Management. A1l mail (classified, LOU, Privacy.Act information, and .
unclassiried) is transported tetwesn the State Department Bullding and: Undversal
North by regular SER/MO couriers. Pickup and deliveries are made .to the
Cammunications and Records Center, Roam 536.

A, Security Alds
Few security posters were evident throughout the Data Management area.

B. Classification Authority
There are no authorized classifiers within the 0ffice of Data Menagement.
Its Director, however, 1is authorized to downgrade and declassify.

OMB Transrdttal Letter A-71

As a result of OMB Circular A-71 a2nd subseguent requirements issued by GSA& and

-the Department of Commerce, remaining attention within this survey is addressed

specificaily to the computer, the computer operation;, and factors lmpacting on
thelr chysical security.

A. Threat Assessment

Ic Is AG/SEC's belief because of the generzlly non—controversial rnzture cf
the Agency, the low Washington trofile AID maintains, znd the avallapiiftiy
of far mecre prestizious targets in the Immediate area, that the provabilit;
of a specilic cutsicde threat bveing directed zzz2inst the Ccmputer Center Is
extremeiy low. It is further velieved that any incident involving ohysical
demage to the ccmputer will te th2 result of urrelated activitiss ccouring
wizthin the bullding. Such facters are to 2 certaln axtant uncontrollapls
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in leased space. The results of such an incident upon the Agency would
Indeed be significant, however, and the impact would extend well beyond
the dollar loss of equipnent involved.

There are no known threats being directed against the facility at this
time. If, in the future, a significant long term threat should develop,
there would be no recourse other than a significant increase in existing
securlty or a transfer of the camputer to another facility.

AG/SEC belleves 2 less costly but more realistic potential problem area
rests with the unauthorized use of the ccmputer or 1ts data base by em-
ployees, contractors or persons knowledgeable of 1ts systems.

Communications

Communications between Data Management and AG/SEC have increased markedly
since OMB A-71 discussions were resurrected in 1980. There dces exist,
however, a commmnication problem which stems fram a lack of proczdural
guldelines and insufficlent commmnicaticn between offices. This frequently
results in matters belng addressed when they reach crisils proportions rather
than as they occur. There is a need for employees and contractors alike to
be made aware of the need to advise management and AG/SEC, on'a tlimely basis,
- of those security-related metters that are in need of correction.- “Secondly,
an agreement 1s needed between Data Management and AG/SEC that all instruc-
tlons for the guard force will be provided by AG/SEC. Individual instructions
from non AG/SEC persormel results in confusion on the part of the guards and
can result in conflicting instructions from different offices. Paralleling
this is a need to raise the level of awareness of non-management Data Manage-
ment persormel that thelr efforts are required if there is to be an improve-
ment In Data Management security.

Recammendation No. 19

We recommend that Data Management consider the development of an orientation
program for their personnel which would instill an awareness of the need for
security, advise them of the securlty-related procedures to be followed, and
cite the appropriate chains of ccmmand to discuss security-related problems..

Guard Force

The GSA i1s the agency responsible for ccntracting guard forces within the
Federal Govrerment. As a result, AG/SEC has minimal input into guaxd company
selection, guard hiring procedures, and guard instruction and training. There
exlsts, therefore, a need to identify, in the simmlest of terms, the procedurss
and functions exrected of the guard force, and to design a system to insure
compliance,

~

Reccmmendation No. 20

Representatives {rcm Data Manzgement and AG/SEC shculd continue tc zoordinzss
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and co-suthor additional instructions 2s necessary on procedures for (1)
emergency access, (2) patrol procedures, and (3) fire and smoke detector
response.

Access Controls Within Data Management

Access procedures to and within the 7th floor are inconsistent and ineffective.
Currently, representatives from the Japanese Amerdican Friendship Cammission
and the Social Securdity Administration Office are permitted entry without
challenge, while AID employees and contractors entering the main corridor

must display a valid ID card. Guards are to contact Data Management

persornel for escorts for visitors to controlled areas while visitors to

the Japanese American Friendship “crmissicon and the Social Security Offlce

are permitted free passage. Across the elevator lobby from the guard desk,
Data Menagement employees and contractors with the cambination to the Simplex
lock gain unchallenged access to Roam 737 and comnecting offices. Unauthorized
- personnel who choose to tallgate may also enter Roam 737. As a result, AG/SEC
1s exploring the feasibility of closing doorway 737 as an elevator lobby. access
point znd equipping it with panlc hardware which would permit egress in an
emergency. :

Upon -entry into Rocm 737, there exists a possibility of unchallenged access

to the schedule and control area. While there is a 181 Deadbolt.on_the inter-
cornecting doorway between these two rocms, it is frequehtly left open for
employee convenience. Further, if it 1s closed In accordance with the pre-
scribed procedures, this interconnecting door which is locked on and opens
into the schedule and control area takes on the dimensions of a sericus fire
hazard. This is because the peculiar design of the bullding has both emer-
gency stairwells located on the same side of the elevator lobby. In the event
of 2 fire in the vicinity of the elevator lobby or the guard desk, access to
an emergency exlt may possibly be denled to persomnzl in the west wing of the
bullding. Panic, serious Injury, or even death cculd result. It 1s an un-
acceptable presumption to assume that an individual in Schedule and Control
would be present or have the presence of mind to unlock this intercomnecting
door to permit an alternate means of egress.

Paralleling the main corridor on the T Street side of the building is an
inner corrldor which runs basiczlly the entire length of the building. Al-
though Data Mznagement offlces on the main corridor are egquipped wilth either
Simplex or key in the knob type locks, and procedures call for these doors to

remain locked, one can generally find an open doorway .

Cn cccasions, guards have reported instances of noncleared personnel attempt-
ing “o bypass access controls by turning left at the guard desk as i going
to the Sccial Security Cffice, and then entering an urilecked ATD office on
the right. In doing so they gain access to the inner corridor and can thus
circumvent the guard into the centrolled area. Because ol this breakdeun in
security orocedures, access is granted to the east wing controlled arez.
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Recamendaticn No. 21

In conjuncticn with the AG/SEC proposal to close doorway 737, we reccmmend
that Data Management consider altermative plans for means of entry intc 737
which would also incorparate flre safety consideratiams.

Recamnendaticn No. 22

We recamnend that representatives from AG/SEC, SER/MO and Data Menagement
cantinue to meet with persamel fram the Soclal Security Administratlon and
the Japanese. Amesican Fitendship Cammdssion for purposec. of formulating a
written agreement defining acceptable identificatlcn access procedures and
centrols for the Tth floor.

Recammendaticn No. 23

We recammend that Data Management identify thelr areas by fimctlon/equirment
sensitivity and that asccess to those areas deemed sensitive be controlled by an
electronic card reader system and physical barriers.

Fire Safety

~The\AID camcuter rocm 1s equipped with smoke detactors and dry pipe sprinklers

that are independent of the bullding fire safety system. Jurrently the smcke-
detection system is inspected by GSA cn a periodic basls.- -Data Management
recognizes the need to have the sprinkler system inspected periodically as well.
Data Management efforts to have a Halon Fire Extinguishing System lnstalled

have been frustrated by GSA.

There are two multi-purpcse, cne water, and six carben dloxlde flre extinguish-
ers throughcut the ccmputer roam, storage area and tape library. The carben
dioxide extirguishers were last checked Janusry 17, 1979. The {irst multi-
purpose extinguisher was inspected November 27, 1979, and the second-on Jan-
uary 18, 1979. The water fire extinguisher was checked January 18, 1979. -While
the positioning of the extinguishers within the ccmputer roam 1s generally good,_
they are hung at such a level as to not be readlly visible. In addlition, the
carban dloxide extinguisher in the tape library is positicned on the rear wall
of the rocm. For cne to gain access to it during a tape lorary fire, 1t would
be necessary to pass through the rcom and the fire to the extingulsher:

Immedlately adjacent to the camuter rocm and ccannected oy a doorway 1s the
camuter sucply rocm. This rocm is equipped with smeke detectors, out not a
serinkler system. Vhlle the locatlon of the storercam 1s cbviously convenient
for camuter rocm employees, we belleve the combustible matarials stored there-
in represent z signiflcent fire hazard to the computar rocm creraticns.

Currently, the main corrideor door into the storercem 1s secured with 2 121
Peadholt 2nd cembinaticn padlock. This trocedure precludes the eniry s smer-

‘gency cerscrnel Into the area Dy any means other Than the cceruter IICm.

3 - < S8 s 3 ad ="
Twangfermars for e compubter are lceztad in a smzll 2ir zon2lificnad rocem wiztio-
% “ i - - d ~2 T ew &
1n tha eomputer centar., These sSransicrmers recelve thelr gower Zirectly Ironm
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Serco. fne transformer within this rocm wes Tound oo Te nrming extesslve iy,
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and was so hot, one could not rest a hand an it. Data Management had the
additional equipment avallable to alleviate the problem but its installaticn

was delayed by GSA. It has since been installed and approved.

At various doorways within the camputer center are emergency shut-down plung-
ers which interrupt current between transformers and the camputer. Based

on our inspection of the transformer room noted above, we believe a likely
point for fire is the transformer room itself. Within the camputer roam and
immediately adjacent to doorway 733 is a panel which indicates the smoke de-
tectors that have been activated. In addition, 2 map has been drawn by Data
Management persannel indicating the location of the smoke detectors beneath
the floor and thelr corresponding panel designations. Unfortunately, a copy of
this map 1s not located at the panel itself.

According to records maintalned in the camuter room, cnly four ccmputer
rocm persomnel have been trained In the use of the carbon dlcxide fire ex-

tinguishers. This training occurred in 1977. Nelther members of the guard
force nor contractor perscrnel have received any trzining.

Reccmmendation No. 24

-We recammend that the Safety Offlcer in the Office of Maragement Operatlons:
— post signs clearly reflectihg the placement of fire extinguishers;"
— have the fire extinguishers inspected and repleniched as needed; and

— relocate the flre extinguisher in the tape library to a more access-
ible area..

Reccmmendaticn No. 25

We reccmmend that the Safety Officer in the Office of Management Cperaticns
schedule training for Data Management enployees, contractors and guard force
personrel in the use of extinguishers and generzl fire fighting technlques

Recamendation No. 26

We recammend that the Safety Officer in the 0ffice of Management Cperations
request a certified electrician review the emergency shut—down plunger system
to determine the feasibllity and advantages of an electrical current interrup-
ticn system, located at a point before the transformer.

Reccmmendation No. 27

We recammend that the Safety Officer in the COffice of Management Cperatlons
clezrly mark the location of smoke detectors with numbers correspcnding to
the wall panel,

Reccmmendaticn Me. 28

We reccrmend that the Saflety Cfficer in the Cffice of Mznagament Cperatlions



censider requiring the- relocation of storage room materials to an area which
would minimize the impact of a storage rocm fire upon ccmputer operations.

Contractors

Federal Persommel Manual Systems (FPM) letter 732-7 dated November 14, 1978,
states that contractors assigned to the computer related activitles wilthin the
Federal Goverrment must have thelr position designated ADP 1,.2, or 3, in
accordance with the position's sensitivity and its Impact on policy. Current
DM contract positions have now been identified in accordance with this regquire-
ment and investigations are belng initlated.

These investigations, since they are for non-campetitive positicns, can be
cenducted by AG/SEC rather than by the Office of Persormel Management.

~ Inconsistancies exist within Data Management about contractor access to' the

camuter facility. During the normal duty day, contractors are not allowed
escort privileges within Data Management nor are they allowed access to the
tape library. During evenings and weekends, however, these same contractors
are not only granted access to the tape library, they are left in charge of
the entire facility.

Ccaaputer Center Division personnel expressed preference for Data Management
persormel to be present during all shifts. While this is not being done boe-
cause of apparent perscannel shortages, we believe Data Management recognizes the
desirabllity of gréater controls over contractors in the computer operation.

Section 975.3-2 of the Uni form Security Regulations deals with contractors
and access to AID facllities after duty hours. Specifically, it precludes
their presence without direct-hire escort.

Recarmendation No. 29

In view of the potential problems surrcunding Data Management's need for
twenty four hour contractor support and the resulting conflict with existing
securlty regulations, we reccmmend that Data Management elther comply with

the regulation or justify and formally reguest exceptlon to the regulaticn

which requires direct hire oversight of contractors working within AID facil-
itles. .

Such a request should be written with the understanding that 1t will be re-
viewed and responded to in keeping with the investigatlve requirements for
contractors, cited in Handbook 6, chapter 2.

Water Hazards

The ccmputer rocm has no dralnage system to sccomcdate the overhead sprirkle
system. In addition, wiring for the corputer and the alr corditiening units
rests directly on the true floor and 1s covered by raised flocring. Any
arorecizble accumulaticn of water poses a potential safsty hazard ue ts
electrical shock and risks equipment damage due to elactrical shorzagss.
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Given (1) the elevetion of the false floor (approximately 9"), (2) the
amount of wiring involved, and (3) the positioning of electrical boxes
directly on the true floor, there appears to be no real advantage, or in
scme instances, no capsbility to raise the wiring off the floor.

In the past, undetected water leaks have resulted in telephone outages and
destruction of paper supplies. Signs of water leaskage are also evident along
the exterior windows. We belleve water leakage accampanies any significant
rainfall. In our opinion, the appearance of the exterior wall indlcates

that the bullding management has applied only sugerficial remedles to leakage
vrcblems.

The main water turn off valve for the seventh floor is located behind a metal
plate in the last stall of the men's restrcam. While its location 1s general-
1y well known, it is not readlly accessible.

Reccmmendation N. 30

We reccmmend that the Office of Management Operaticns forward Data Management's
request for water detectors to GSA.

Recamendation No. 31

We recommend that the Safety Officer in the Offlice of Management Operations
consider improving the accessibility of the existing water shut off valve.

Recammendation No. 33_2_

We recammend that the Office of Management Operations request the repair of the
leaky exterior windows.

Schedule and Control Arez

Access to the schedule and control area is through Rocm 736 off the mein
corridor or through the unauthorized doorway from Room 737. A counter i<
positicned immediately inside and to the left of doorway 736. Trhe acunter,
open on both sides and approximately chest high, 1s used for pickups and éde-
liveries. At the end of the counter is an opening which provides unrestricted
access to the schedule and control area and possible access to the computer
rocm itself. : -

Reccammendation No. 33

Because of (1) the volume of traffic in this area, (2) the need to protect
orivacy Act Infcrmation, and (3) the need to restrict access to the area, we
recamrend that Data Management, the Office of Management Ceerations and AG/SEC
centinue ccordinating thelr efforts to construct a counter/control point.

Tffsight Storage

sffsight storage for critical tapes and records 1s essential for any ADP back-
;o cperaticn. Agreement has been reached Setween ata Mznagement and MC/GS o

Ay
221172 +he National Fecords Cencer In Sultland Mareiznd 25 such g faciliisy.
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APPENDIX II
RECQMMENDATICNS

Reccarmendation No. 1
We recamend that the Bureau for Program and Management Services:

— review and analyze the Data Management securlty function to determine
adequate staffing and support levels, and

— allocate the resources necessary to meet those requirements.

Reccmmendation No. 2

In order to reise this visibility, and bring the Agency into line with GAO
guldelines, we reccmmend that the Bureau for Program and Management Services
establish, coordinate, and oversee an Agency-wlde ADP security group or task
force reporting dlrectly to the Bureau's Assistant Administrator.

We suggest that the effectiveness of this securlty group requires the structured
" participaticn of all AID offices which have ADP security respansibilities.

Scme of these AID offices are: the Office of Data Management (SER/DM), the
Office of Management Operations (SER/MO), the Office of Public Affairs (OPA),
and the Office of the Auditor General (AG).

Recommendation No. 3

Since system users we interviewed were not aware of the status of AID's ADP
security or theilr security responsibilities, we recommend that:

— The Office of Data Management develop, implement, and utllize written

procedures establishing on-going methods for pericdically informing
system owners and users of their responsibilities for data and program

security and recovery.

Recammendation No. 4

The Office of Data Management develop a pollcy statement on ADP security for
tribution to system users and other affected parties. This statement should

explain the importance of cemputer security, the office's securlity goals, and
the policies and procedures 1t follows to achleve these goals.

Reccrmendaticn No. 5

We reccmmend that the Bureau for Program and Management Servlces ccntact and
ccordinate their activities with the Office of Security (AG/SEC) and Office of

the Generzl Counsel (GC) to:

— develop a written definitlcn of ccntract versonnel securifty rescensi-
hilities In the ADP envircnment, and
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— define the status of contract perscnnel as "representatives" orf AID,
with authority to act in the Agency's behalf in the absence of direct-

hire persomnel.
Recormendation No. 6

To improve utilizaticn of user identiflcation as an access control, we recom-
mend that Data Management change those ldentifications periodically, but no
less frequently than whenever a Data Management staffperson femiliar with a

system and its data bases leaves his/her position of responsibility.

Recammendation No. 7

Since system users seldcm change passwords, Data Management must assume res-
ponsibility for thelr control. We recammend that Data Menagement:

— change passwords assigned to critical and sensitlve applicatlons
every 6 months or when someone knowledgezble of the password no longer
has need to know.

— change passwords assigned to all other applications every 12 menths
or when someone knowledgezble of the password no longer has a need
to kneow, and

— require system users to notify Data Managememt when samecne. knowledgesble
of the password no longer has a need to know.

Recamendation No. 8

To improve control over password dissemination, we recammend-that Data Manage-
ment modify elther the programs or the cammmnication procedures to prevent
visual observation of the passwords on the CRT terminals.

Recamrendation No. 9

To improve RACF utilization, we recommend that:

— The Bureau for Program and Management Services require that all critical
and sensitive applicaticns be protected by using RACF.

~ Data Mznigement maonitor reports preduced by the .audit attribute. of RACF
wnich show attempted accesses to RACF protected applications; isolate
and investlgate unauthorized access attempts.

Recammendation No. 20

Data ‘fLanagwrent shculd ccntrol the use of AMASPZAP by establisning written
procedures for decumenting and justifying each use of AMASPZAZ

Secommendaticn No. 11

YWie reccmmend that:

2 Data Mznagement dewvelcp z2nd imrliement written grocedurss
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- to control access to the tape llbrary and track the movement of magnetlc
tapes, These should include a logging procedure to record all movement
of tapes into or out of the library.

~— The Office of Data Management review its persomnel scheduling procedures
to consider the feasiblllty of providing that at least one AID direct-
hire employee 1s in the computer area during all operating shifts. While
on duty, this emloyee should serve as tape llbrarian wilth sole access to
and coentrol over the llbrary.

Recammendation No. 12

Following an inventory to identify medla (magnetic tapes and disks) containing
"sensitive" data and programs, the Office of Data Management should develop and
Implement written procedures to provide speclal protectiaon for such data. These
procedures should include a description of dutles and responsibilities of per-
somel handling such data; color coding of the media containing these data; and

a maintenance of up~to-date hard ccpy authorization list of all individuals (cam-
puter personnel as well as system users) allowed to access the data. We reccmmend
that management utilize the official guldelines detalled in Standards Publication

41 in developing these procedures.

Recammendation No. 13

We reccmmend that:

— The Chlef, General Services Division of the Office of Management Cperations
(SER/MO/GS) and the Controller, Office of Financial Management (FM),
coordinate their activities and implement established procedures to pro-
duce a comprehensive bullding self protection plan, contained in an up-to-
date manual, for the Universal North Bullding.

— The Offlce of Data Management identify emergency conditlons and procedures
which have particular implications for ADP operations, such as protection
of equipment during a perlod of clvil ccmmoticn or loss of control subse-
quent to a fire, flood, ete. In order to consolidate Instructions, these
procedures, some of which have already been published in intermal DM memc-
randa, should be included, possibly as amendments, in the revised Bulld-
ing Self-Protection Manual. ' ’

Reccmmendation No. 14

We recommend that:

— 2ata Mzragement and users develop procecures for identifying andé ranking

critical data and applicaticns.

— The Cfflce of Data Management develcp written instructicns ©o system users
DA A

detallirg thelr responsibilities In reconstructing data files Jollcwing
camage to cr destructicn of Data Management reccrds

— The Zureau for Program and Management Services, in conjuncticn wlth systam
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users, develop and implement written procedures detalling actlon o be
taken and fixing responsibilities for back-up orerations In the event of
temporary or rermenent demage to the ccmputer center.

Reccmmendation No. 15

We reccmmend that:

— The Bureau for Program and Mznagement Services should continue to develop
a back-up processing vlan following the guldence provided in the National
Bureau of Standards' Federal Information Processing Standard Publicatlcn
No. 31, Secticn 8.3.

Reccmmendation No. 16

To facilitate recovery cperatians following an emergency at the central ccmputer
facility, we recourmend that the Office of Data Management formulate- and implement
reccvery procedures based upari the guldence contained in the National Eureau of
tandards Federzl Informatiom Processing Standards Publicatlon 31.

Reccmmendation No. 17

Physical security provides the most basic farm ol ADP protecticn.
We reccmmend that:

— The Assistant Administrator of the Bureau for Pregram and Managsment Ser-
vices, in ccordination with the General Services Administration, explcere
available alternative courses of acticn and identify ellorts to remove
211 nen-AID tenants frem the Tth floor of the Universal North Zulidirg.

leccmmendation No. 18

‘We recammend that the safety officer in the Office of Mznagement Qperaticns coor-
dimate with GSA to insure immediate installaticn of a fire warning system which

can. te heard throughout the entire 7th floor.

Reccmmendation No. 19
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cmmerd that Data Mznagement consider the develcpment of an crientaticn pre-
r thei» perscrnel which would instill an awareress ef the need Ior secwxity,
them of -he securlty-related procedures to be fcllowed, and cite <he zpore-

chains of command <o discuss securisy-related preblams.
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Seccrmandasicn No. 20

Serresentatives fyem Dzta Management and AG/SEC should centgnue ©
ac-suthor adifsicnal instructions as necessary <n procecures It

zacess, (2) gatrel orecedures, znd (3) fire and smeke CeTactor reszcn

------- W s - @ e

n f:()

M\



Réecmmendation No. 21

In conjunction with the AG/SEC proposal to close doorway 737, we recammend that
Data Management consider altermative plans for means of entry into 737 which would
also incorporate fire safety consideraticns.

lecammendation No. 22

Wle recammend that representatives {ram AG/SEC, SER/MO and Data Management continue
to meet with persomnel from the Scclal Security Administration and the Japanese
American Friemdship Commission for purposes of formulatirz a written agreement
defining acceptable identiflcation access procedures and controls for the Tth flcor.

Reccrmendation No. 23

We recommend that Data Management identify thelr areas by function/equipment sensi-
tivity and that access to those areas deemed sensitive be controlled by an

electranic card reader system and physical barriers.

Recammendation No. 24

We recammend that the Safety Officer in the Office of Management Operations:.
—. post signs clearly reflecting the placement of fire extinguishers;
— have the fire extinguishers inspectad and replenished as needed; ard
— relocate the fire extinguisher in the tape library to a more accessible area

Reccrmmendation No. 25

We reccrmend that the Safety Offlcer in the Office of Managsment Operations scheduls
training for Data Manegement employees, contractors and guard force perscrmel in
the use of extinguishers and general fire fighting technigues.

Reccrmendation No. 26

YWe recommend that the Sefety Officer in tie Offlce of Management Operations request

a certified electriclan review the emergency shut-down plunger system to determire
the feasibility and advantages of an electrical current interruption system, lo-
cated at a point before the transformer.

feccrmendation No. 27

vie réccmme"d that the Safety Officer in the Office of Management Cperaticns clearl,
mark the locaticn of smoke cetectors wlth numbers corresoonding to the wall pareL,

Peccrmendation No. 28

ve reccrmend that the Safety Officer in the I7fize ¢ Managemens Creraticns 2crn-
slder requiring the relocation of stcorage recm materiuls £o zn avea whizh weuld
mnimize the Imract of 2 storage rccm Jire urcn cooputar cceraticns

Lal)
[ )Y



‘Reccmmendaticn No. 29

in view of the potential problems surrounding Data Management's need for twenty
four hour contractor support and the resulting conflict with existing security
regulaticns, we recommend that Data Management either camly with the regulation
or Justify and formally request excepticn to the regulation which requires direct
hire oversight of contractors workdng within AID facilities.

Reccmmendation No. 30

We reccmmend that the Office of Management Operations forward Data Management's
request for water detectors to GSA.

Fecamendation No. 31

Ye recammend that the Safety Officer in the Office of Mznsgement Operations con-
sider Improving the accessibility of the exlsting water shutoff valve. :

Recammendation No. 32

We recammend that the Office of Management Cperations request the repair of the
leaky exterdicr windcws.

Reccmmendation No. 33

Because of (1) the volume of traffic in this area, (2) the need to protect
Privacy Act Information, and (3) the need to restrict access to the area, we
recamend that Data Management, the Office of Management Cperations and AG/SEC
continue coordinating their efforts to construct a counter/control point.



