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Et3rnIE SUWM
 

!ntrduction
 

In 1977 the U.S. Se te investigted the status of ccmputer security in the 
Federal Gcve=mnt. This ±nvestitiozn revea~led a Seeral lack of a-'eness 
and concern about the problem of~ comuter sec rt, as well as marc aze~s 
of serious abuse and mi.sue of coputer resources. In July of 1978, the 
Office of M aa Fri and Budget (CM) PraIated a Gover=nrt-wide policf Cn 
"Security of Federal Automted Infa~mtimn Systems" (CM9 Circular A-71, 
Tranmittal 1, -zwxtu #1). 'This B Policy requires Federal aencies to 
develop a, Implement compehensive cauter security programs. 

Within AID, the Bureau f= Prop-e and era Services' Office.of Data 
"tana -t. operates the Agency 13 centralzed cc=.uter f acility,.-and is ..re-. 
spnsible- for .c= t,.ng and assuIng the develomt,. imlementaticn- ani 
cp.-ation of the Agency's ca uter security propam. 

Purose of Revtew 

Te pu.cses. of this review were to: 

Focus; z 's attentic, on the prblems of autcmated datap pro
cessing security and the Office of Data s.nagnt'sprop'ess:-Li 
resolving them; and
 

- Identify ccmtear security vulnerabi-!ties which call for adate 
corrective action. 

Or-.-nrzation Irovements Are Needed in the Comuter Security uncticn 

The duties and respcnsibil-ies of the autcmated data processirg security 
officer in Data Management are beyond the capab"lities of' a single - irndlvidual 

whert~r, although the Gereral Acccutni Offce has stressed the _morrance 
of the security function being independent of ccmputer.oceraticns,- A,-Is. 
security zfcticn reports through two levels of middle-marn.gent-in -the-
Office of Data Management. 

We found t.hat (1) the security c~uter functcn is understaffed and has !c 
"4sabl4ty n the Aency's organizaticnal hierar.hy, (2) c m-nic-aticn of 
securit- .fcrtinwithin the Bureau of ian-0--ent Services and beteen 

that Bureau and systm users is sOradic, ard (31 the Agency has not def.in 
thd securit dtties and res=cnsib=lites of crrmuter cperator. w rning uder 
ccnrace to the Agency. 

,.--,, Secuity Vfuler-bil-ties 

AD's c~iter seca:t_, needs to 'e strenghered to assure the _teaty--_. cf 

oczpucer nfo r:cn, restc access to c t=r-er to auc.zed 



users and .vrov-de for alternative prccessing capability in the event of 
an ee y. We fcurd that: 

- Access to AD's automatic data prccess-ng systes ard data is not 
limiced to a±hIzed users, pro's, and processes. For exmple, 
user identifications and passwords are changed too in.requently, 
creating the potential for former employees contirnm g to use 
AID's ccuter resources. Also, improper disclosure of AID procure
ment information to prospective contractors is possible. (Pg. 9) 

The use of a specialized camuter program capable of mcd.rin: 
.pz''am ard data is unmdtored. Althoui reports are produced 
for the security function, there is no moitcring of the reports 
to .isolate ar investigate possible unathorized access attepts. 
(Pg. 12) 

Contingency mid disaster procedures for AID's ADP facility are 
±rmadequate or non-existent. The Bzeau for Progmm and Man e 
Services has not. wczed with systen users to identLfy. cz'tical 
data and applicaticns; store that infozation off-site,.--.assue
reliable alte-nate processing capability; and develo.writte. 
procedues to m3 the Iact of any e or~ .. aster at 
the c=.ter site (Unversal North Building). (Pg.5T) 

AID management is actively woririg to imrove physical access con
trols at the computer facility. However, these efforts are ;am
pered by the presence of n=n-AI terants in the cmuter area. 
Moreover, m nagent has not taken stems to correct identified 
conditions which increase the possibility of r and water dmage 
at the ccmauter facility. (P&.17) 

Ctnclusions ard Recc=--ndaticns 

Ccuter security practices in AID do not provide adequate protecticn-over 
the Agency's ccuter rescurces. We attribute AID's pcor secu'Jiity measures 
to a general lack of concern abcut and cczmitment to development of a com
pr-ehensive..pr---oam. Tftile some precautics have been taken to safeg.uardthe 
cc.uter, AID's security pro-"em for automated infoxmtion systems .he not 
received the necessary attention, nor has it bee: docrdUnated ,ith all 
apprcpriate offices. 

"Wehav'¢e made 33 detal!ed c.en-datoros to !rprrove the security of A='s 
atcmated data process-g rescurces. These rec .dazions a--dess four 
e.ad areas: or,nizattn o- the sc=_rty .i4-"!n ernaz.ner= of te 

secriy -camzeagncyjvand securi:y. 7,he reccrendclarni., -.hsica' 

d~:-sarncluded in the z:exz of the ~eotand are "listed-i4n A-ce-' 4 ez
 



Agency Caimrnts 

In responding to this report, officials for the Bureau for Program and
Management Services generally agreed with the report. They pointed out,
though, that adequate staff and funding have not been allocated nor has 
hi_.er management supported an effective program. Their specific comments 
have been incorporated into the reporc where appropriate. 

ji4 
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Managers of Federal agencies are canfroted with both Cariressioral and
 
Execul-tive iandates to protect their agencies' informatin and control its
 
dissemination.
 

SIvac. Act of 1974 

Congress, tbuS the Privacy Act of 1974 (5 U.S.C. 552a), has iposed 
ruxrcus recuiemnts on Yede-al agencies to preje-n. the misues of infor
mation about individuals and assure its integrity and security. The Act 
requires that an agency provide a reasa ble degree of protection against 
unauthorized disclosure, destruction, or mod'cation of its personal data,_ 
whether intentionally caused or resulting fr= accident or carelessness. 

a'B- circulazz No. .1, Tfrndttal Amoranu #1 

The Executive Office of !t and Budget (OMB), ._h-has oversi&kt re.s b±2l= yty for the Privacy Act, determined that . .r ec;_lc-.wer-.no sp. 

goeW 110 policies relating to security requirem.ws,-for- personal., pro=
 
prieta-yor sensitive f ncial data stored and. pressed by autcted
 

s ' '.It tere c establisaed a Federal ccmpt;e security pro m to 
guard ant imprzoper use of information stored in..ccutes. CMB Circular 
No. A-71., Tranttaanlu #!,issued in July 1978, places responsi
bity on the head of each cabinet department and independent agency for.. 

"ssuring an adequate level of security for all 
agenmy data whether processed in-house or c=eriaily 
This includes respnsibility for the. establishmnt of 
physical, a.xnitrative and technical safeguards 
required to adequately protect perscnal, proprietary 
or other sensitive data." 

"it also includes respcsibility for assuring that 
autcmated processes opezate effectively and accurately. 
n fulfillig this respcnsibility each agency head 

shall establish policies and prcc-dures and ass_ n 
responsibility for the development, impL~netation, arid 
operaticn of an agency couter security progr. 

1979 GAO Reza= 

-.n a Jaznua-y 1979 repcrt, initiazed bec.m"se of e.=zr.ssed Ccrj-sressicr.a crn

1/ 'Sensitive :ata' is data wh-ch .cuLres a de-me_ of amorecticn "ee 
:=e ri .and _ itude cf Icss or 2 . .= ch cculd sult . _-,rsen6'" 

.t-
cr " "er.e disclosure-, al'tI ct e--cticr. cf :ze data (=.-., 
,zerscnal daza, p--retarl da,-a). 



cem over the effectiveness of major Federai agencies' computer security pro
gr Ms, the Ge.eral Accounting Office stated that Federal agencies, in general,,lacked cc=-rehensive ccmauter security prcgzm=a . They also fourd that the 
agencies did not place their ccmputer security functions at a suff cie.tly
high level, 'w!ti ind ndence fr7= operating functiMis to preclude preemptic
by operational priorities. 

AD's Ccn~uter Envirorment 

AD utilizes its own con=uter facilities to process the data used in 
over 35 of its Agency infor ntiasystems, ranging frzm accounts receivable 
to payroll cost accounting, Mhese facilities which are located in Washington,
D.C., process and store perscnal and sensitive data. Resacrsibility for 
developing, cccrdinating and overseeing an utcmated Data Processing (ADP)
security prcg= has devolved cn the Bureau for Prc-m and Managent Ser
vices' Office of Data Magmnt (SEPVaM). This office provides policy

direction for and centralized services in the areas of:
 

a-timtted systems required by AID bureaus, offices and overseas.missions; 

- loan ard grant projects which have a data prccessing component; and 

- technical assistance in cputer sciences to AD overseas- missions. 

"-/tM tcck a ftrst step toward c=.lance with A-71 by assigiing responsi
b-li ty for ADP secueity to a rtanagemen official lknwledgeamle in data pr,:essing and security matters. Also, in Febrry 1979 the off _ce submitted to
03 a h i, geer.alized "Cc.uter Security Plan for AM Atatated mnfoz.
ticn Systems." avB has not yet resmcnded to this submission. 

A 1977 evaluaticn of physical security for SERV.., produced by the divisc 's
security officer, stated that top m agment ccimit-ent to a well defined 
plan of act*icn, supcrted by adequate rescurces is essential for inforaticr. 
privacy and securit-y. In August and September of 1979, Executive -Research 
Associates, inc. (MO.), at SE-/ ,ivs request, cerfo assessment=d an to de
termine AID's ALP security status. he resuiting report nored nLrous
securit-y vulne.'rablities ard concluded that AM should shcw g--ater -ccncern
wi4.th its ability to provide secure and uninterruted data orccessi= sCmbrt 
to its vital operations. 

-A6 believed AID's security prcbl_=is c uld be directly att-buted to inac -cuate 
ocp. rge-ent ccantment, awareness, p =___ng_ crg.rIzaticn and saff-
t.h-..ug.cut AI-= for the security of sensitive and critical autcnted c r'c " 

.r'.cti n. the belief t.Zt the Febary," 1979 plarn submitted zo C-, recuL-'iedqzz~iy AL. ct-,-- for az --cive ('f- MA-) gu!.det.e 
'~**~'Ait'Che !vtaacticns anid prdcuc-ts nec ssaz7,, :L -rn 1 W-t 

p22=clarice ith c==uter securit-,.Y ,JI-Iec,-!Ves..." Th1ese O±.%LII, e
2.ivered to Daza MYraraewent Ln June 79P0, -r:vide fr fcr .-
-g:Anc--wi-de A-0? seuiyand CCn:-nerCY~.rs TeL- ----- Uaic. -Jy.'ency shculd, tnerefo-.. be an L-crtan-.se. "ca_- devecp_- - d-acwea 

sectedtL-eu.r-s d-mar.dd by .-.. 



SCOPE
 

.Me resert 3.mted sc=.e siw7 bui.2ds on the 1979 A ewauaticn. !Tts 
p;tcse is twffold: 

±den±±ffy pmeet vulriezzabilities Aiich i~ for immdiate 
correctIve acltcn; and 

-to 

'%*#o bri to the attentcn of AM mmoaa t the. prtbles.of 
ADP secutty and S/M's aticns to solve these .mblem. 

To meet these objectives, we reviemwed: 

- c~ I an~ with appiicab-e resuilaticrm at dirzfecticns,. 

- daa access contrals, 

off duties and. resp nibili1ties of -data processing-separaticm 

- continuc, disaste. and ezmeny planning.

Ojr-emat± icluded intriv with esli t 'Bxorfcam
 
arx. M a , t: Ser±ices, systa users, cnmltants, ani verw rprmesentatves;
 
docmet rev±et; personal cbser'iati tachti=.es; . mi test±M of vm-.Ccus.
 
cuter fucti~s via tez=.nalls. Sin~ce this 1ws- a-limited- sc=.e st.7ey, 

wde inte'viewed systan users In only f our or~nmza~t:cnal units. located ±L- two
 
bu:,eaus and one office. Further, testing off vParious c tter f~cticns Iw
 
J!±m.ted to eleme&rv-,t checis to avcid ay disr. tian of cc~uter cpe-raticrs.
 

m commaUsI, Am tcavsIcm 

Cc=uters, mid the systems they serve, az-e assuWL.- an.increasingly !.oT.:avnt 
and asitive role in both private and roerntal orgwtizationz. As dezer4
e=c^ =n the -cu=.ter incz-eases, the need to insure that the data acrntal~ned 
therein r--m±ns - acc,-ate, reliable and secu'.e, becumes m=rewacute. --As.:the 
Giear.l Accc tnlg Offtce has indicated, establish _-g secure c-q.uter fac4 1t
t±es ard sstem assuz-s users that .zvque.unts ffor data c-- _dinV !, 

ine~ita^curacy, avtd reliabl ty*are being rmet 

~continus to place :acraeasiLng d= ds ints AL? c-Mb.Zc-cs he c-n
:tall d -_ewi .ncn re-sult . = t:hoIzed access :c - -eszr..:.cr..f_ci!± _es is :-ec.'_'" da:a and .crcce-sr.in -- c..re-a---i-n_...z..-

cJ,. = z_6 .-,d&-es ..,e " r ee =q-s and ln-.cuse ".r_:_ .. 
s <esc' - ' ad -a' s t hee e -Z . .e sd-:,-: 



time professicnal secuty uard service at the camuter"facility and delivery 
of ccnmultant-prodzced securlity and cnt cy plans) and has prioritized 
vuiLerabilities (see p 5 ), S manae has, in general, gven lcw priority 
to recti!ying ADP securit7 vuJnerablities.. 

Me..resses the attitude that SI'a 4 is a service organizaticn, ex
isting to serve the Interests of AID's ADP users; and cperaticnal corsidera
tions must therefore take precedence over secueity wen allocating rescurces. 
As a result, lcng-4dentified secueity problem rmmn uncorrected. 

I. 	 AID MM ETA AN O~rz~bM AL FA1MEOM FOR ALDRESSfl'M- cagum'
SECUBIT 

Lacking a sense of urgency, AID mamagment has failed to take the or-ani
zaticnal and procetural steps necessr to develop and imlement a 
coordinated ADP security prop-am. 

- .~The ADP Seca-ity function, located in the Bureau for P.-an
and -anag - Services' Office of Data :1g:1nt (S ,/1;- .s
unrafsfed. 

-- AD? security needs 12 ire low visibility in the AI orgar±za
ioa-2 hierarchy. 

- Ccmmincaticn of security information wifth SM and between 
S' and system users is sporadic and inadequate. 

- AD has not defined the security duties and rescrsibilities 
of camuter operators wcr--ng in SJ'/M under pva.te 1AID concract. 

A. 	 ManageRnt .ast Review Resource Reeuerewnts and Provlde Necessarz Levels 
aZ Suflmor- to ieet A='s MP securrv laes. 

The security function within M curre-ntly consists -of a Cruter 
Systems Security Officer, who wr1x without a staff, is repins±ble.Cor 
developing and ccordinating AID's Ccumuter Security Prcgm. :--Mils 
prc encmpasses phyzical, adnistrtLve; and technLcal saf-ards 
for the protecticn of personal and sensitive iaforaticn and the assets 
corunected with the central cczuter. A parfal !istLn of the secu&_ty 
officer's exers ive duvies iLncludes: 

?lanz. -Ing, cccri'.a---n, a3n dLectir "he develct en - :

Revt.t= g security 	 th_,r :he of A,er--nce - use risk 
assess-ens, secur_ y aLdiuts, and ar.a."ses; 



- Axr-ingcfor indeper.ent assessment of Ar's ADP security posture 

by outside orpnizaticrs; 

- Monitoring user validation and passwcrd processes; 

-- Developing security procedures for issuance and protection of 
user passwords; 

- Reviewing .enforcement of AD? securifty policy and proceduresthroughout AID; 

- Des ing,, ilementirg anA =nitoring autcnated security audit 
trails; 

Establishing and ma:Lg a contingwcy operations progm.to 
ensure tbat SEVEM can ccnt:ne processing data following a. 
catastrcPby at the central c.ute' t'acility; and 

such other dties as assiged. 2/Performing 

Executive Research Associates, Inc., der cona-aCt.to: elaluate.A ' AD?* 
secuL'_, has exressed the belief that adequate, coancuzrt _attenticn- to, 
all of-these- responsibilities is beyand the capa .ity-of-.pne individual.. 

-12,.e Ccm.uter Systems Security Of'tice. stated that he has prioritized his 
respousibilities and is now devoting most of his time to developing, re
viewing and impl z-ting ADP contir cy pls (p. 14) Frther- during 
cur review, he was assi-ed. to seve.ral weeks of temo -aryduty cutside 
the U.S. As a result, we believe the agency is not producing a ba2.nced. 
effcr-t to unoade AD? security. 

in the Secu-ty Officer's opinion, adequate AD? sec=urity -recures the fu11 
time efforts of at least four 41ndividuals. One perscn wculd develop and 
~l.em. AD? contirgency plans, another would oversee physcal .se-uriy 

a the Universal North Building. A third person would work .ith systen 
users, helping then rectify their ADP security problem &ilethe tcur.h 
would cordinate i.leenaticn of the Agency's Cc=.uter Secu-ty ?l-

Reccnmerdation No. ! 

We reci ned that the Bureau fcr Pro -anand varaegment Services: 

and ar-alheze -he :ata a.ae.ent sec-._-_ewi.:" 

2. -hese ctner dur"'es Lc ude e:xcended .eri:ds ,-f .=v'rei z e .. . 



determine adequate staffing and support levels, and 

-	 allocate the resources necessary to meet those requirements. 
B. 	 ADP Securit' Should be Coordinated and Elevated, Within the AM Hiergr.y 

The 	dGnei-al Accounting Office has reccmended that agencies enba.ce the 
quality of their effort to upgrade ADP security by establishing 

"...an automated systems security administration organization 
with independence from computer operations. 

This organization should report directly to or through a principal 
official who reports directly to the agency head and it should 
have authority to discharge the enumerated responsibilities of 
agency heads as outlined in CM Circular A-71."1 2/ 

Responsibility for ADP security and comp.liance with the OMB security 
guidelines resides with SER/TM's Security Officer who reports to the 
Chief of SERf/' s Comuter Division (5UVWCC). The Chief of SE/Dt4/CC 
reports to the Director of Data Mnagement who, in turn, reports to the 
Assistant Administrator of the Bureau for Progam and Management Ser
vices7(SR). Located deep within the 'bureaucratic- framework of SER, 
.the security function is three steps removed fram a-principal of=

who reports directly to AIDs Adu instator. The present-ADP security 
function is not independent of cc.uter operations. We believe this 
icw visibility ccntributes materially to Agency management 's apparent 
lack of awareness of and concern about significant ADP securit y problems. 

Recatrerdaticn No 2 

in order to raise this visibility, and brxin the Agency into line with 
GAO guidelines, we recommend that the Bureau for Program and .Management
Services establish, coordinate, and oversee an Agency-wide ALP securi-y 
group or task force reparting directly to the Bureau'r Assistant .diinis
trator. 

We suggest that the effectiveness of this security &oup requires the 
structured participation of all AM ,offices which have ADP security.. 
resnonsibilities. Sam of these = offices are: the Office of Data 
Mana ent (SER/DM), the Office of Ma.nag~ment Cperations-(SER4-Q), the 
Office of Public Affairs (OPA), and the Office of the Auditor Geneal (AG). 

C. 	 Mareemer Must Establish Charnels of Ccamnuicaticn Psaze of .D? 
Securv Lnfcr.aon Betweeen S =d Systcem 

6or 

an wrAers/UTsers 

2/ GAO ReporT to the Coni.ess enic.tled "iluzcmazed Zyste ec t- e r . 

Agencies shculd Strengthen Safeta_-ri s Over Persoal and Cther Sernsi:&:e Data", 
LCC-78-i23, January 23, 1979 

6 



Tie BureL for Prc = and Ma -t Services develops, ccordintes, ard 
oversees ADP security. Acequate security necessitates that system cwrrs3/ 
and users assume certain resncnsiblities. For em.le, AM's present 
Autcmated Lnffcrmatica Systems Secz-ty plan (dated February 1979) places 
on data owners and users responsibility for (among other t±h± ): 

- Ccliance with the comuter security maragew.ent control process 
which includes deftird.tion of security specLicaticns and certi
ffication of adequacy; 

- Ensuring tht ail sensitive source documents are properly mnd
led, maemd and stored to preclude discicsure; 

Detez-mning AD sensitivity to perscnal or proprteta.y data to 
ascertain the degree of protecticn needed for adequate security; 

- Joutraling sij±fcant events which take place at the user/system 
level to determine perscnal acccuntability; 

EstablishIxg administr'ative procedu.es to ensure only athorized 
perscrmel with a valid need-to-kIcw can use the system; and 

Establishirg physical caitrl procedures to permit access- to- all 
areas by athmrized persamel while denyng access. to. those. --. 
do not have specific neeed or access authority. 

System users we interieed stated that they were uavare of these res
pcnsibil ties. Users in the Office of Flnpanci ' Mpazgement (TM..) an- the 
Regcnal Bureaus said Data Man-.nt had not ccntacted them to discuss: 

- Security of' the facility and system; 

- Conti -gency p zlazzing, includIng evidence and dcctmenazicrn of 
recent transacticns; or 

- User rescnsril ttes Ln the security plan. 

We fcu d no evidence that Data Mena had asked users to suply Ln
formaticn on restumng rcutine operations in the event of a disaster at 
the cc=uuter center. We cuestion Data Mangen=rt's abilty to adequately 
plan for ccntingencies without tliis inpur. 

Recazendaticn No. 3 

Since sysem users we nteviiewed were not aware of -he stazus of -_'s 
ADsecuri-4ty or I security resfc ibi 4 ties, we re-=m.end -n_-

3/ A carmu-er syszem c,ner is the , o.a-t:aicra1_en-ity " 

Awho zhe csruer s;-s.em Ls devl-1cped. 

7 



The Office of Data -nagmnt develop, ip.ent, and utilize 
written1 pr=ed .bs establishing Cn-go~A methcds for periodic
ally informn system owners and users of their resp r Isbi!
±ties for data and pcrgrm security and znecovery. 

Rec-dat on No. 4i 

Me Office of Dat Ma agent develop a policy statement on ADP security fcr 
distributicn to system users ard other affected parties. This statement 
should e=ain the Importance of ccuter security, the office's security
goals, and the policies and prc-ea'e it follcs to achieve thcse goals. 

D. AID DM.t Cltythe §ec== Duties and Resonsibilities of Contractor,Supp 1.ed ¢Cmpuer OMerors 

Lacking a sufficient number of direct-hir c.muter operators to perform 
all necessary processing functicns, AID has contracted with a private firm 
to obtain additica cperators. These contractor-6upplied perscnnel often 
handle a3. eperatinfunctions d±ng non-pealk periods, with no AM direct 
hir personnel present in the ccuter facility. In an rgency situa
tion, and in the absence of an AM dix-ect-hire, these operators wculd.be 
e.ected .to act in AID's behalf. For e zuple, they would be equ-red to 
initiate c.uter shut-dcwn procedures in the event- of an air-condition
ing break!n, an.d serve as visitor escort for eme-rgency., repai-e; .In 
order to Jmntai, ccntol and accountability under such ci:cxstances, :it 
i3:imperative-that the cotract operators' legal authcrity and responslbil-;
ity be clearly delineated. AI managemnt has not faz=lated such a 
definitin. 

Reca=endaticn No. 

We reccmmend that the Bureau for Prcrpam and Mrunagexent Sezr-vces contact 
and ccordLnate their activities with the Oj'fIce of Secrityi (AG/SC) and 
Office of the General Counsel .(GC) to: 

- develop a written definiticn of ccntract personnel security 
resncnsibilities in the ADP envicz-r.nt, and 

--	 define the status of ccntract perscnnel as "rev'esertativres" 
of AID, with authority to act in the Agency's beha-I_ in t.e 
absence of direct-hi-- perscruel.' 

7. AM MNAGEMM I=.T C0MMCr Ir]T AD? SECU~ITY V7NaBZ _=':" 

We fct-d that A='s AMD vulnerabiities fell into three ge-rnerszed catecries: 

- d7ent.iicaon raiad access ccntrls 

-	 Cntinency and disaster plari_ng 

-	 -n-.r-x ntal .pnysical) cnris 



A. AID's System of Ident±Lficaticn and Access Control Must be _.roved 

Akccess control is the process of limitin .access to the resources of an 
ADP system to authorized users, programs, processes, or other ADP systems.
A's e.sti g access contols do not prevent unauthorized access to 
ard use of the Agency's data and equiopnt3 We found that: 

- Former employees and contractors familiar ldth AID's cmuter 
system, throug the use of ccmuter terinals,, can access, 
modify, or delete information. 

- Authorized emloyees use, without adequate adadz'istrative con
trols, a speciallzed ca.uter pro-= capable of r:dif'ying 
.rog ar4 data. 

- Access to the tae library is not ccnsistently ccntrt=.led, 
nor are procedures adeqLately documented (see p 8). 

MIn-a t Must Imlem t irocedures to Effectively Utilize Present 
User "ldentl'_cation, Passwords, and Specialized Software Ccntrols 

Because of Inadecuate access controls, irorper disclosure o .o 
pr'cur-wnt Infomation to prospective contractors is-. cssibleL 
Systm users identified four informztion systems wit-l data_ bases 
c!Zta+. fi 1nc2a. data. Three systems users ccncluded that these 
'inancial data could be of value to Prospective AID contractors. 

?ro-.ective contracto.rs could gain access to these data because of 
t=o access control deficiencies: 

- the infre-quent. changing of user identLficatLcrs and a-.
words,-and 

- t1he visual displaying of passwords on the cathcde-ray tube 
te.-minals. 

Access to AD's cmuter system via a te._nal requires a valid user 
ident'-_'cat'icn* and casswcrd ccmbination, and a telephcne number 
Mhe irpose of' the identificaticn and password ccirinatcn !s to 
deny access to unauthorized users. Because user identiL'icaticns andpasswords are infrequently chanm d, .oer ee=. !cyees "rospective 
contractors familiar with AM 's cnuter system could easily an access to .ID's mf.czraicn systems. 

"Auser _denri_1ca_.-cn is a symrci c=csed of s : letters or r=uers 
=_t identiftes the. system user t,, c-=userys- . 



Zae Infc-zmticn Maragent .visicn of Data M.angement is res
ponsible for ccntrollIng and cheng.ng user identification. I
fomaticn Mmangent Division officials kne of no documented 
policy on when to change or delete user identficaticns; but
they said that when a new CM analyst is assigned responsibility
for an established system, the user identifications fcr the 
system are chaged and the old identifications deleted. Of the 
system users we interviewed in the Regional Bureaus, one said 
that user identificaticns are not c-red when a lkoledgeable 
person leaves AID. Me other user did not see a need to cnange 
user identi icaticn urWder any circumtances. 

During the course of this survey, the nformtion Maraagermnt
Division updated an intenial directive on the c.r_ and de
leting of user identiVications. 

According to Data 4 nt, system users are respcnsible for
controlling and changing their passwords. Mhen th; passwords i.n
conJuncticn with user identif-Icatics limit. access to security
protected ccmputer rescurces, system users and their Data Mmnage
ment ccunteroarts have the capability tW change the passwords.
However, when the passwords together with user identifications 
allw system users access to the c.uter system and- not to
specific protected ccmuter resources, only Data . emnt 
pescrme! can change th passwords. During our survd -e:asked the
three system users in the BS.aus to e. lain their method for 
charz.ng passwords. They all said they would ask Data MVnage--nt
perscrmel to change the passwords, althoug two of the thre. 
thought they hd the cabaI 1 ty to chnwge the asswords themselves.
In any eveat, passwords ar c:hanged if.requentiy. Cne of the 
system users changed the passwords throu. Data Manageme.t
perscrel thre mnths priar to our .revie.. _E.e other t.o users
said their passwords have not been changed in over a year. 

AMD's control over passwords is eak for the seccd reascn. 
According to the Cai uter Center User's Guide, the passwCrd ,A_!l
be "masked cut' when Joging on (to the system), so that there is 
no potential "or an unauthorized person's see-ng it and then using
it to gain access. n actuality, passwords appea.r n the cathcde
ray tube (Cr) termn.rals. The ccuter prc-a_=s ccntro2_l2ng an 
L-dividual user's access to the systen ere des!.±ed for use with 
the pintng-t-ye ter.dnas. When these prog'ams were used, a
.mask c-csed cf ndcm _chaacters was generated on the te.-
rals, and the sys"Wm user typed,.. he passwc.-d intc the ask, pre
,entg vrisuaI disclosure of the password. However, tec ,--2
and ccers 1 1=21 characteristics -,ave c:,ar.,zd 'a tA the 'Sa:ncn
cf CRT Ze..rza.s. C" these te.-._-_, crly a sin-_Te ch acter can 
cccU.py a .. en scace on :zhe C L. l.a-'s Sc een... ,n.as . .. cf
rand= charac-ers !s eerated and "he -aszcr' ri, rd.the
r.6d=. c~' are -,Y-t u"a :assorc'..- G..Me 



prc&m nor the procedures for cca zmcating between CT' 
termnals and the central ccmputer ffacility were =dited to 
pre.vet this visual disclosmr of the password. 

Caab ilities of the User 

Tmse access cont l deficiencies are extrewly important, because 
any user of the system, authorized or uauthorized, can perffcm 
a variety of tasks. We tested severall possible system functicns 
and verified that system users can: 

- read the contents of computer files belong.ng to other 
system users; 

- delete commuter files beloring to other system users; 

- copy ccmpter files belong to other system users; and 

- replace computer files belani.." to other system users 
with cc, uter fles contai bogus Information. 

mse. tests were 'pe.-formed using the T.e--aring-Cperatng System 
(TSO) on non-security protected ccmputer files bel&ii.g to-the 
Bureaus and to system C446 (Cost Accouting) and system C447 
( ave.Mvance accomting). .Rther, 'TO does not-allcw system 
users to execute these functios aganst Index S ent al Access 
Method (ISAM) and direct access method (DA) files. 

Me Agency's use of user identificaticns and passwords dces not 
preveent access to its data and system by un--authcrlzed, persons. 
Since (i) an unauthorized person car.perfom a variety of tasks, and 
(ii) AID's c==uter files cntain infozmation of value to pras-ective 
cot-actors, we believe that control over access to-.M's cc=uter 
files must be tightened. 

Recclmndatn No. 6 

To improve utilizaticn of user identificaticn as an access ccntrol, 
we reccmarhd that Data %anagmnt change those user identifications. 
pm-icdlcally, but no less frequently than whenever a-..ata aragement
staf :.erscn familiar with a system and its data bases leaves hisAher 
position off responsibility. 

Rec-msndaicn No. 7 

Since system users -- :sseldcm chane ;asswors, Marageen; 
" assume -"rSc-s.s for h :=--...a.t.y e .cc_._nd thhean: a 

evenj j months or when somcne -owledReable o'f the password no longer 
has a need to 1x.ow; 



-- 

- change passwords assigned to all other ap.licaticns eve7 12
 
mnths or when someone kncwledgeeable of the password no lcnger
 
has a need to kncw, and
 

- require system users to notify Data Mnagement when screcne 1.ccw

ledgeable of the password no longer has a need to Iacw. 

Reccmmndaticn No. 8 

To iprove control over password dissemLnation, we recanrd that 
Data M= dify either the pro-as or the c==nicaticn pro
cedures to prevent visual obseraticn of the passwords cr. the CM 
te.nals. 

Resource Access Control Facility
 

A control prcg= is available to Data Mat to assist in protect
ing AID's ADP resourc"s: Rescurce Access Control Facility (RACF), IB.'s 
proretary product, is a control pro&-m that provides for integrity 
related to tue use of or access to data files. Within AID, however, 
RACL is utder.tlized and urmzntcred. Cur questioning of three- Bureau 
users and the Office of Financial Managwent revealed that cnly Fran
cial-n nt was protecting commuter files with RAC. - h.-en tdo-. 
users -were- asked about RACF, one said the ccportun4ty to-choose-to.use 
RACF.had not been offered; and the other had never heard of RACF. Alsor. 
IACF has an adit atribute which allcws responsible officials to cb
tain reports showing attempted accesses. Althou"i the reports are 
prduce=d for the security function, there is no rxnitcrirg of the re
porlts to isolate and investigate possible unauthorized access atte.=ts.. 

Recaiendtici 'o. 9 

To improve IRACF ut114 zation, we recend th,,at: 

- The Bureau for Pro- and Management Ser ices- require thet all 
critical and sensitive apmlicaticns be protected by using RACF, 

- -Data anage=nt monitor reports produced by the audit at.teibuze of 
RACF which shcw atte.ted accesses to HACIT protected arplcations; 
isolate and investigate urauthci_zed access attepts. 

"M 'has nct estabLs hed adecuate a- ra-.7e CCnzrols over : use
 
~'asce-iaiiz-e c ~uter arng'zn called A.?A? hs~ z~
 

i,,.,as dLdeveped in 21c68 i'as :Lnded - - ., ...
 
-_. ..- - h " ____ 7 - . procec,.ures a.d qui:ckly =cdify data a rd c t-..---a 

tha.4 



bypass security features and make changes to a program, change the
 
Volume Table of Contents of a disk pack, and make direct modifica
tions of data in-a file. The ERA consultants concluded that the
 
use of AMASZAP ...
 

"should be strictly controlled and limited to the use of 
as few individuals in Software Management Branch as is 
operationally possible. Formal procedures should be 
established in writing and should be enforced to assure 
accountability..." 

Further, ERA, Inc. representatives said this capability should be
 
password-protected.
 

Data Management officials told us this is not a significant problem, 
since (i) only the system programmers have access to the program, (ii)
 
a log is kept of the charges made to the system, and (iii) the capability 
is now RACF protected. They noted however, that a seperate report on 
AMASPZAP utilization was not maLnta-itned. 

We discussed the canabilities of this program with IEM representatives
 

and 	they a84eed with the consultant's conclusions.
 

Recommndation No. 10
 

Data Management should control the use of AMASPZAP by establishing
 
written procedures for documenting and justifying each use of
 
AMASPZAP.
 

2. 	Management Must Establish Written Procedures Limiting Access to the
 
Magnetic Tape Library and Protecting its Sensitive Contents
 

In the absence of an off-site storage facility, the magnetic tape
 
library located adjacent to the computer room, is the sole resposi
tory for Data Mmnagement's primary inanimate asset, its data. We could
 
find no written procedures (i) limiting computer operator access to the
 
library or (ii) describing obligations of computer personnel and pre
cautions to be used in the library or computer room during the physi
cal 	handling of data subject to the Privacy Act. Recording media, e.g.
 

magnetic tape, are not marked for special protection. We found no
 
current listing of systems containing information subject to the Act.
 

During the primary operating shift, an AID direct hire librarian, we
 
were told, controlled access. However, contract personnel often.,operate
 
the 	computer facility during non-peak hours in the absence of Agency
 
direct hires (see p 8). During those periods, the contract operators 

have free and uncontrolled access to the library.
 

Recomnendation No. 11
 

We recomnend that:
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The Office of Data Mmw*Vent develop and implement written 
procedres to ccntrol access to the tape Llbrax-j and track the 
mvemen of magretic tames. These should include a lcge_ 
procedure to record all movement of tames into or out of the 
library. 

The Office of Data a n revie- its personnel scheduin prc
ce'es to consider the feasibility of providing that at least 
cze AID direct4ir en. loyee is in the cc=-uter area during ally 
operating shifts. While cn duty, this emloyee should sez.e as 
tape Librarian with sole access to and cctrol over the 1bre_.ry. 

Reczerndaticn No. 12 

Follcwing an inventory to identify media (magnetic tapes and disks) 
containiLng "sensitive" data and prc- , the Office of Data anaegrt 
should develop ard Imlement written procedures to provide special .pro
tecticn for such data. These procedures should include a descriz-. 
tin of duties ard respcnsibilities of perscnntl handling such data! 
color coding of the media containing these data; and a mazntenance of 
up-to-date hard copy authorizaticn list of a" individals (cc~uter
.persornel as well as system users) allcwed to access: the data. -We 
recn=erA that mnagemt utilize the official guidelines detailed in-. 
the Naticn.- Bureau of Standards' Federal 1hformaticn Processing 
Stardazrs Publicaticn 41 in developing these procedures. 

B. A n 'Ast Imrove Contingency and Disaster Pa_--in.: 

espite the most assiducus applicaticn of precautIcea-y meastures, there 
always' r scre possibility that events will occur in a c.uter 
fan4 lty .&Uch could h nder or prevent nozmal processing .peraticns. F-ire, 
water or other dmage at the facility cculd bring automated data process
ng to a cmlete halt. 

Adequate secuity necess:tates three types of contLngency plns, as de
scribed in the Naticnal Bureau of Standazts' Federal_ nforaticn Prc
cessing Stznar&_ds, Publication 31. 

-mergency esponse: critten prccedures for resoc-se to ee--r-ncies 
such as f flccd, civil c~zmcticn, u_ _l disasters, bc-rb _reaus, 
etc., Ln order to rotect lives, l.14-_It the da.a;_ to prz=ery, ard 

the L-ac cn ADP c.erticns.=4=1 =4_ze 

-acku oteraicns: ~n-s =.d prmcedures _nsureo-_reat :c "I= es se. 
tial tasks can be cnec.Szuzecuerxto isr L ..e A?~:C 

and .ty, . con--nue -W.. _scritcal e can " the faniZ!y 
tcred. 



- Recovery: written procedures to per.it"siooth, raid restoraticn of the 
AD? facility following physical destrction or major damage. 

Yet we found portions of A='s current over-all caatIngency and disaster plan
ni.ng to be outdated, incmclete, or unimplemeted. 

1. AID M Must Revie., Ewernency Response Plans-na:eP: and Urdate CuzTent 

for the Universal North Buildinm
 

Ergency response p axming refers to steps taken i~sditely after an 
emergency occurs. to protect life and property and to minimize the I= ct 
of the emergency. These steps, some of which .E/LT4 has outlined In in
ternal e da, should be included in a facility 'Self-Protecticn Plan", 
as required by AM Fanbcok 20, The current sefz'-protection maral for 
the Universal North Bulding is both outdated and iradequate in content. 

The Universal North Euilding Facility Self.-Protection Plan contains basic 
emen.cy pro-edures to be followed by building occupants in the event 
of fl-re., eqplosion, bomb threat, or other civil or natural disturbances. 
It also ccntains a listing of duties and res~p.csibilities for per.screl 
on each floor of the building. Published in September-.1976, the Plan ia 
outdated arnd inccmplete. SW EM officia/1 tolTd is that-more-thmn- .50%.-of 
the .perscel-listed in the cur-rent plan as wardens, assistants and moni
tors for the 7th floor no longer reside on that floor.. Fur-ther,. the
plan is inecampete because it fails to address special nee-ds of the ADP 
facility such as protection of equiznt durin a pericd of civil comm
tion cr control of data and hard±mre loss after a fire or flccd. 

Under cur_ent Agency procedures, establishlent and imleentaticn of a 
building self-protection p-lan is the Joizt responsibility of the JA-ency 
Safety Office, within the Office of 4a n t Operaticns (SM A4O), .and 
the senior .A official occupying the building. For the t'niversal T'-t 
Building, this off cial is the head of the Office of. .FinanciaLLag ent. 
(Controller) . 

Peccnendaticn No. 13 

We reccmmrd tkhat: 
The Chief, Ceneral Services Divisio of the OffIce of anzgement 

Operatiors (SEM/.O/GS) and the Ccntroller, Office of Firnc'al 
' 1 '.agnt (:M.), -ci- and ir.-m=leent escocrdinate the4 7ities 
tablished .%rcc'-.s to crcduce a ccr.rehersive buUId-2 self
roztectic.n blan, ccntained .an u-cc-d-ae =-nu., for he Ur.:ver
sal M'crsh '31lr1! . 

- 2e Offce of Data Yar-germn y .- c r
 
~rcodurs wich rave Pa-:!t~ i=_!-cat:crs for AD? 
 -cr:

such as cr-cec:icn of equ.ntr-n duing a-ericd of cri', c,-L. 
or .css of ccncro2! subsecuent co z . .ccd, e-c. .--c._. "c 

" ~ _
 . _ -e4 ,_.t.ese.cdur., d'aec she'_we -.:u-- '" 

red *-e- cuLs--d--. Lnte . :M .L...cmra, Slhcu..o c I, C_ 



pocssibly as amnjnts, in the revised Building Self-Prctecticn
MaxmA. 

~T rovide Storage and Processixng CarabiLIV. 
for Critical Data aind An.licaIlcrtis 

2.* Rm~t dequate'Back-un 

We believe that the lack of contingency plans and procedures for back-up 
and recovery of ADP capability to be the most inumdiate and pressing 
cmuter security problem facing Agency MiaPaet. At the present time, 
an emergency at the camuter facility could shut down AID's ccmuter prc-. 
cessing capability for an indefinite period. Back-m cpera=tic.s include: 

selecticn of an off-site storage for retention of magnetic ta.es 
containLng data and proras considered essential for ccntinued 
Agency peraticns, 

- selection of an alternate processing site to "run" those c-ritical 
propra , and 

- written procedures to facilitate smooth transfer of operaticns to
 
the alter.mate processing site.
 

SMVW-together with users have not inventoried and- ranked their data 
and pr a toadeterzine which are a-Itical. ftr continued .JAncy :operations p 
but they have begun storing some critical back-up tapes at a destinated 
alternate storage site. SE nt musist wor with system users to 
identifly critical infoztion and store it off-site. 

Pec ndation No. 14 

We rec ,er.,d that: 

- Data Managent and users develop pzoced s for identifv.ng and ranlk
ing critical data and applicaticns. 

- The Office of Data Managnt develop written istructicrs to system 
users detailing the r- responsibilities in reconstractIm data fies 
following dorm to or destructicn of Data P4nagem-t reccrds. 

Me Bureau for Pro-'am and .Ma agnt Services., in coruncticn with 
-system users, develop and ilzement 'writte.i procedures detail 'ng 
action to be taken and _iMng responsibilities for back-up operations 
n the event of temmora .y or pe-n..mnrent damage to -he cc.uter center. 

in addltIcn to rv_ing cff-site stcrage of cri-Ical data and pr, 
the -_re-aency back-;p proce-du--es .s n alt--e -r cessin _s"_dentfan _ 
to -n the crica! .roa-s A=, has entered _nto an % "emer.4i"_-.

ciple (not a bind_.ng ccnrc4-c)vith zhe Cepar=.:ent of State for :.,_
 
z asemergency c==u,.er processing back-= s=-c-. ';either c_--.a4 -.
 

e zed o "Un" their og--arszzhether's -facility. r
 
cffiscials stat-d jha: techi-cal nc-a:,ab_' es- e 2een tae e .. r1 



ard AM system make this ageemnt izpractical. _iey are, thermeore, 
studrng alternative methods for providing back-up prcce3ng. As a 
result, AMD pr.sently has no back-up processing capability. 

Mareover, the Agency has no wraitten pr cedues to facilitate or i-mlent 

trarsfer of processing cperaticos to the alternate site as suggesteda 
in Federal information Processing Stad-ard FtfblIcaticn No. 31 dealir4g 
with back-up operatics Pln-ing. 

Any prolonged shutdown of processing capacity at Universal North would 
necessitate alternate site processing. The present, ncn-cnractual 
agreement with the Deparmmt of State for mutual back-up process!rq was 

,XD m mant ca rnt Isumea fVrst step in assurxng such capab' 47j. 
until the Agency has developed a4such a capabilty exists, however, 


adopted written procedures for transfe--drig such operations, and dnnr:
strated an abillIty to process data at the alterniate site.
 

'.ecendaticn No. 15 

We 	 reccamnd that: 

TMe Bureau for Prcgm and DMnage nt Services should continue. to 
develop a back-up processing plan following the gu.idance provided in 

Federal 1normticn Processingrthe National Buxeau of Standars ' 
Standard Publicaticn No. 31, Sect4cn 8.3. 

3. Mna Mst Develom and -Procedures to Exedite ecover.rRnt IMlement 
Coeram-is at .the Princial Cc=uter-rac!!igv 

Mae use of a back-up facility usually cccasions both extra exerse and 

dcn-ded performance. Managnt shcula, therefore, develop a set of 
the tie 	 a central ccr.ulterprocedures q7471r, 	 requied to bri.g 

facility back into cperaticn. 

SE/M has not developed such a recovery procedure. 

Recovery from total destructim will .ecuire: 

--	 locating and cbtaining possession of enough .florspace to hcuse the 

ADP faci-lity; 

con Lg,-- erfordng requLed physical =dificatiCm (e.g., air '._cn 

carit-ons); 

- racluring and ~ ''. cu:rhr~ae 

- oracuren; needed off.Zce suppli'es,an 
4 w 	 -..- .... ... . ..

"'-ys4 - 1I ...n t , . . .. 

.
.and and in gccd w..ngd on;er ar.. n- -_-e- - -. .. 
c....-= "LZ"-'"-he 	tack-'. site(s) to :he reo...... 

17
 



these tasks would f, ilitate renwed 
sidance for carrying outWrittea 

operatiisL.
 

Recc endation No. 16 

at the
To facilitate recovery operations follming an emrgency 

of Data
central cromuter facility, we recommend that the Office 

NMz=9rit f---ate and inpeu-nt recov' ry procedures based uaon
 

the National Btreau of Standards Federal
the guid.=ce contained in 
Infoztion Processing Standards Puilication 31. 

-
C. ' P'ova' Sect theCcite- A a:s ro. cl *ianr~nt 

Fnysical security of the ccrruter facility includes: 

-- controlling access to the computer area, and 

- providing a safe woricLrig environment within the computer ai-ea. 

AID's Office of Security (AG/SEC) has reviewed the pLysical security with
and their detailed report is contained in Appendix

in AI's comuter area, 

to provide bett.er 
fcund that AID managmnt has taken positive stepsWe 

control but has failed to rectify maMy long identified enviroaccess 

mental problems within the cc=uter area.
 

controls have been irproved with the assisent"of a 
Physical access 

security guard to the 7th floor of the Universal North Build
full-toime the presence

AiD's comuter installation is located. However, 
ing, where sig
of yion-.ID and non-U.S. Gove-znzent tenants on that floor presents a 

niLiCcant Inpediment to implenentatiCn of improved security procedures. 

For examle, attempts to irmprove identification procedtu.s for com.uter 

tenants cannot be requed.personnel must consider the fact that non-AID 
to display AID issued identification bades-

Inadequate envirozefntal safeguards compound the potential for fire and 

area. The overhead water sprirkler system-, 
water damage to the ccmuter 

room
for instance, fails to provide coverage of the CaTputer Parer storage 

Further, the sprir'kler system,
to the computer roan.directly adjacent are no de

never been inspected or tested.. There 
installed in 1977, has raised flooring

to warn of water leakage under the computer rooms 
tectors 

of criss crossing electrical and communications wiring).
(an area 

for transmittal to 
ser--ces requests to SE.±AO

SE /,4 submits buildng thatS&-1O officials told us 
the General Services Administration (GSA). 

aid sprinkler fr'spection.for water detectors
SR.9/4 had submitted requests fcrdarded1979. SER/!40 has not yet 

was submitted in December,The former 
are waiti_ for GSA to perform a c='uter 

asthe request to GSA, they 


room water damrage suVrey which SM/iA.0 first reMuested in NoveMber, 1979.
 
when SEI/FV 'requested a 

SEP/MO were able to tell us
Neither SEI/VM nor 
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sprinkmer insuection. 

We believe management ust tak immediate steps to correct these and 
other prcblems as noted in Appernd± I. 

Reccr'.datiacn No. 17 

Rhys cal security provides the most basic form off ADP protect± . 
We reccmmand that: 

- he Assistant dinistrator of te Bureau for Prog= and nangament 
Services, in coordination with the General Services AmnIstratio., 
exm!cre available alteriative courses of acticn and intensify efforts 
to remve all non-AID tenants frcm the 7th floor of the Universal 
Nrorth Building. 



APPEMDIX I.
 

AG/SEC REPORT ON PHYSICAL SECUITY AT THE UNIVERSAL NORTH BUID'ING
 

I. Introduction
 

A. 	Area Surveyed: 

Office of Dara Management, seventh floor, Universal North Building 

B. Address:
 

1975 Florida Avenue, N.W, Washington, D.C. 

C. 	Period of Survey:
 

July/August 1980
 

D. 	Ownership/Atngent of Property:
 

Ownership: UnLiversal North Incorporated
 

managed: Cafritz Realtors, 1825 K Street, N.W., Washington, D.,C
 
Phone: 667-4410 

II. Envirorntal Background - Universal North Building 

A. 	Structure 

The Universal North Building is a twelve stCryf, reinforced concrete, brick 
and glass structure with a class A fire rating. The building is t-Iangalar
ly shaped and borders Connecticut Avenue, Florida Avenue, and T Street in 
Northwest Washington, D.C. 

B. 	&itrances
 

There are three main entrances into the Universal North Building:
 

-- 1975 Florida Avenue, 

- 1875 Connecticut Avenue, and 

- 2024 r. Street. 

Entry may also be gained from the attached garage on the G-1 and C-2 levels. 
Entry from the garage is conditional upon possessicn of a key issued by the 
building ngnage.ent. Cccas!.orally the door may be found ajar. Given the 
ntnber of keys that are outstanding, it is reascnable to assure that the in
tegrity of the key control system has been ccrcmised. 

(20) 



C. Operating Hours
 

The Connecticut and.Florida Avenue entrances are open frcn 7:00 a.m. to 
6:00 p.m., Monday through Friday. The T Street entrance is open frm 
7:00 a.m. to 1l:00 p.m., Monday through Friday. The building is secured
 
on weekends and holidays. Garage hours are 6:30 a.m. to midnight.
 

D. Bulding Security 

Cafritz provides building security tazvugh a contract with Security Incor
porated, 5518 Dorsey Lane, Washington, D.C. Phone: 301-656-6800. 'As a. 
part of the contract, Central Security (298-7310), a subsidiary of Secur
ity Incorporated, has installed an electronic card access system in the 
building for use during security hours. The Connecticut and Florida Ave. 
entrances are mnually locked by building maintenance personnel at 6:00 
p.m., MndAY through FridAY.. The T Street entrance is electronically con
tr6l1ed during the hours 1U:00 p.m. to 7:00 a.m. A direct line telephone 
is co-located with the card reader on the T Street entrance in case of> 
emergency or a need for assistance.
 

.1 entrances are alaarmed and tied to the Central Security system. From 
6: 00 p.m. to 7:00 a.m., Monday throu;# Friday, and twenty-four hours a day 
on weekends and holidays, elevators off the T Street entrance must be
 
called via an electronic card reader. Once in the elevator,., floor-move
ment is not controlled. 

The building security system provides an option for local alarms to indivi
dual suites. The oDtion was declined by AG/SEC due to existing security
 

Complaints from Data Management personnel concerning the building access 
system are frequent, and generally concern malfunctioning cards or card
 
readers and a lack of response to telephonic querries for assistance. Re
peated AG/SEC notifications concerning these problems to both the building
 
management and Central Security have not resulted in noticably improved
 
service.
 

The Universal North Building is located in Police Precinct #3 and is
 
covered by Fire Station #9.
 

E. Tenants
 

Universal North is a nmuti-tenanted office building housing a large nurber 
of small orivate professional offices and a -rariety of public and govern

mental organizations. Noteworthy tenants other than AM include: The 
American Cancer Society (Room 1018); the Arab Information Center (Room 1120); 
the Arab League Special Envoy (Room 1016); The Civil Aeronautics Roar-d 
(Room 1034); District of Columbia Office of Human Pesouzces (Room -crr,45; 

The Embassy of Spain Lndustry and Energy Office (Room 1020); r-T.e Federa. 
(_ccr 122.4);Housing Administration (Room 1240); The IHilton Hotel Corporaticn 

The Internal Revenue Senrice (Rcom 432); T-he Social Security .dnistra't:cn 
(Room 708), and the Japanese American Fziendship Ccnni¢ssion (.ccm 709). 
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F. 	Surrounding Area
 

The Universal North Building is surrounded by a conglomeration of apart
ments, private residences, small business establisments, and the 
Hilton Hotel. 

G. 	 Protective Lighting 

1. 	 Exteimal lighting 

Universal North Building has no externall lighting system. Adequate 
lighting is provided through street lights and surrounding commercial 
establishments. 

2. 	 Internal Lighting 

Spaced througout the building in corridors, lobbies and stairwells 
are lights which remain on on a twenty-four hour basis. In ad'ition, 
the stairwells have emergency backup lights which are supported by re
chargeable batteries and designed to activate with a break in normal 
current. These Lights are periodically tested by the building manage
"ment. 

III. Physical Security of Data Management Area (7th floor; Universal North Building) 

A. 	 Access/Locks/Alarms
 

There are five possible means of access onto the 7th floor.
 

1. 	 Main Entrance: 

Doors - dcuble: lepd fram elevator lobby to main corridor. 

Lock - Yale 197 1/4 

Open - Flexitirme duty day 

Alarm - ADT contacts to local panel in 5th floor guard post. 

2. 	 Secondary Entrance: 

Doors - double; lead from elevator lcbby to Room 737 

Locks - Simplex 

- Yale 197 1/4 
- Cipher with battery backup and brute lock 

Open - with simplex ccbi-natlon dur:- flext:Lme duty day 

a.-n - ACT ccnzac-s to local panel Ln 5th f.oor guazrd post. 



(Note: Cipher lock system is not in use. 
work order to GSA for needed elect
socket has not been honored) 

A 1978 
rical 

3. Service Elevator: 

Dcors -	double; lead from elevator to main corridor
 

Locks - 181 deadbolts at top and bottom of stationary door 

- Yale 197 1/4 

- Cipher with battery backup and brute lock 

Open - As needed basis
 

Alarm - ADT cortacts to local panel in 5th floor guard post.
 
(Note: 	Cipher lock system is not in use. A 1978
 

work order to GSA for needed electrical
 
socket has not been honored.)
 

4. Emergency Stairwiells (2): 

Doors - double; lead frao stairwells into main corridor 

Locks - 181 deadbolts at top, bottom and center of stationary doors 

- key in knob 

- Cipher with battery backup and brute lock
 

(Note: Cipher lock system is not in use.
 
A 1978 work order to GSA for needed electrical
 
socket has not been honored.)
 

Open -	exit only during flexitlme duty day 

Alarm -	ADT contact to local panel in 5th floor guard p6st. 

B. Guard Force
 

Mhe cuarrent zuzr ccntract with Atlas Security is provided through the 
General Sezvces Administration (G.S.A.). Atlas Security is located at 
3461 Ncrth Washington Boulevard, ArLington, V rina. (phcne 703-243
7676/77/78). The :a.in guard office at Universal :-rh is in Rccm 515 
(632-0039). Mhe 7th floor -uard post (.hcre 632-5386) is located Ui the 
ir aln corridor directly off the elevator lobby and is by contract a twenty 
four hour, seven day a week cperaticn. Monday through -Fridayfrcm 6:30am 
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to 10:30 um, there is also a roving guard whose functions entail providing 
relief breaks and assisting in 7th floor guard responsibilities. 

he GSA transition to Atlas Security was hampered by inadequate guard 
conany personnel and clearances. In addition GSA failed to provide the 
necessary guard orders.
 

Data :&anagement personnel have reported deficiencies in guard camrany 
performance which have adversely impacted. on their operations. Efforts 
to correct these deficiencies have resulted in the dismissal of five 
guards from the building and letters to GSA requesting their assistance 
and, if necessary, the termination of the contract. 

C. Internal Personnel Controls
 

Duxing the normal work day, employees with AID, State, IDCA, or authorized 
contractor ID cards are granted access to the 7th floor main corridor 
through display of their ID cards. Visitors must sign the guard registry, 
announce the purpose of their visit, and be escorted by an employee of the 
appropriate office involved. Those personnel with the combination to the 
STmlex lock on Roan 737 may bypass the guard and gain entry through that 
door. During security hours, all persons with authorized ID cards must sign 
in and visitors must continue to be escorted. The east wing of the main 
corridor on the 7th floor has been.. designated a controlied*area and personnel 
wIithin this area are to disolay a valid ID card at all times. 

Representatives from the Social Security Administration and the Japanese 
American Friendship Comission currently bypass the guard without showing 
identification. the Japanese American Friendship Commission has indicated 
a villig.,ess to move assuming all epenses are incurred by AID. The Social 
Security Administration has tentatively agreed to display ID cards to gain 
access to the floor and to have their unannounced visitors escorted when strict
er procedures are implemented.
 

Members of the cleaning and maintenance crews are given Cafritz ID cards.
 
They are required to sign in the visitors log and bre escorted whenever 
possible. the current Cafritz cleaning contract is with Ship Shape Mainte
nance Company, 2254 25th Place, N.E., Washington, D.C. No security checks
 
are run on members of the cleaning crew due to the hic turnover in personnel. 

D. The facility self-protection plan is outdated and in need of revision. Vtnile 
AID responsibility for it rests with the Agency Safety Officer, specific assign
ments are delegated to building occupants. Current building coordination res
ponsibilities rest with Financial Management . Per agreement between Data Man
agement and Financial Management, this responsibility will shift to Data Manage
ment with the relocation of the main guard office from the 5th to the 7th floor. 

Fire drills are held periodically by AID Management. The last scheduled drill
 
occurred in October of 1980 and indicated a oroblem with alarm audability in
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the cmu.uter roan and parts of the 7th floor. Earlier, on August 25, 1980, 
a small fire resulted in an evacuation of the building. Although guards
notified offices within DMi, personnel within the ccmuter roan neither 
heard the building alarm nor were notified by floor wardens. The fire was 
extremely minor and no injuries or significant damage was incurred.
 

Recamnendation No 18 

We recc=zend that the safety officer in the Office of Mmnagement Operations
coordinate with GSA to insure irmmediate installation of a fire warning 
system which can be heard throughout the entire 7th floor. 

rT. Procedural Security 

The Office of Data LManagement Participates in the agency's principal/unit 
security officer program. Currently the principal security officer is Lucille 
Murphy and the unit security officer is Stanley Mashakas. Data Mmnagement has 
a total of 22 bar lck. cabinets which house primarily Limited Official Use/
Privacy Act information. Classified information is virtually non-exstent 
within Data Mnagement. All mail (classified, LOU, Privacy Act information, and 
unclassified) -istranscorted between the State Department Building and-Universal 
North by regular SER/MO couriers. Pickup.and deliveries are. made .to the 
Communications and Records Center, Roam 536.
 

A. Security Aids
 

Few security posters -wereevident throughout the Data Management area.
 

B. Classification Authority
 

There are no authorized classifiers within the Office of Data Management. 
Its Director, however, is authorized to downgrade and declassify.
 

V. OMB Transmittal Letter A-71 

As a result of CMB Circular A-71 and subsequent requirements issued by GSA and 
-the Department of Com.erce, remaining attention within this survey is addressed 
specifically to the cca.ruter, the computer operation; and factors ir.acti g on 
their physical security.
 

A. Thr-eat Assessment
 

It is AG/SEC's belief because of the. general1y non-controversial nature cf 
the Agency, the lo, Wasliington profile A D maintains , and the availabi1-ty 
of far mcre prestigious targets in the irrnediate area, that the probability
of a specific outside threat being dir.,cted agair-st the Ccrr.uter Center is 
extremely low. It is further believed that any incident involving physical 
damage ro the ccnGuter will be the result of urxelated activities cccur:nc
wthin the bu.!ding. Such factors are to a certain extent uncontroiiahle 
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in leased space. The results of such an incident upon the Agency would 
indeed be significant, however, and the impact would extend well beyond 
the dollar loss of equipment involved.
 

There are no known threats being directed against the facility at this
 
time. If, in the future, a significant long term threat should develop, 
there would be no recourse other than a significant increase in existing
security or a transfer of the comuter to another facility. 

AG/S.C believes a less costly but more realistic potential problem area 
rests with the unauthorized use of the ccmuter or its data base by em
ployees, contractors or persons knowledgeable of its systems.
 

B. Commmications
 

Ccimaications between Data Management and AG/SEC have increased murkedly 
since CMB A-71 discussions were resurrected in 1980. There does exist,

however, a commnmication problem which stems fran a lack of procedural
guidelines and insufficient comnuucaticn between offices. This frequently 
results in matters being addressed when they reach crisis proportions rather 
than as-Phey occur. There is a need for emoloyees and contractors alike to 
be made aware of the need to advise managnt and AG/SEC, on a timely basis,
of those se.urIty-related matters that are in need of correctio .- :Secondly, 
an agreement is needed between Data Management and AG/SEC-that all instruc
tions for the guard force will be provided by AG/SEC. Individual instructions 
fram non AG/SEC personnel results in confusion on the part of the guards and 
can result in conflicting instructions fran different offices. Paralleling
this is a need to raise the level of awareness of non-management 
ment personnel that their efforts are required if there is to be 

Data Manage
an inmrove

ment in Data Management security. 

Recommendation No. 19 

We recommend that Data Management consider the development of an orientation
 
program for their personnel which would instill an awareness of the need for
 
security, advise them of the security-related procedures to be followed, and
 
cite the appropriate chains of camimand to discuss securty-related problems. 

C. Guard Force
 

The GSA is the agency responsible for ccntracting guard forces within the
 
Federal Govren.ent. As a result, AG/SEC has minimal input into guard company 
selection, guard hiring procedures, and guard instruction and training. There
exists, therefore, a need to identify, in the simplest of "e=ns, the prccedures 
and functions ex.ected of the guard force, and to design a system to 4L'suree 
co=mliance. 

Reccnm.endation No. 20 

Representatives frcm Data Ma aement and AG/SEC shculd ccrtinue to coo:--4',e 



and co-author additional instructions as necessary on procedures for (1) 
emergency access, (2) patrol procedures, and (3) fire and smoke detector 
response. 

D. Access Controls Within Data Management 

Access procedures to and within the 7th floor are inconsistent and ineffective. 
Currently, representatives frm the Japanese American Friendship Comidssion 
and the Social Security Administration Office are permitted entry without 
challenge, while AID eployees and contractors entering the main corridor 
must display a valid ID card. Guards are to contact Data Management 
cersonnel for escorts for visitors to controlled areas while visitors to 

the Japanese American Friendship "cmmssion and the Social Security Office 

are permitted free passage. Across the elevator lobby fram the guard desk, 

Data Management employees and contractors with the combination to the Siz. lex 
Unauthorizedlock gain unchallenged access to Room 737 and connecting offices. 

personnel who choose to tailgate may also enter Roan 737. As a result, AG/SEC 

is exploring the feasibility of closing doorway 737 as an elevator lobby access 
egress in anpoint -d equipping it with panic hardware which would permit 


emergency.
 

Upon entry into Roan 737, there exists a possibility of unchallenged access 
area. While there is a 181 Deadbolt on-_the interlto the schedule and control 

connecting doorway between these two rocms, it is frecuehtly left open for 
employee convenience. Further, if it is closed in accordance with the ore
scribed orocedures, this interconnecting door which is locked on and opens 

into the schedule and control area takes on the dimensions of a serious fire 

hazard. This is because the peculiar design of the building has both emer
located on the same side of the elevator lobby. In the event gency stairvells 

or the guard desk, access toof a fire in the vicinity of the elevator lobby 
an emergengy exit may possibly be denied to personnel in the west wing of the 

is an unbuilding. Panic, serious injury, or even death could result. It 
in Schedule and Controlacceptable presumption to assume that an individual 

would be present or have the presence of mind to unlock this interconnecting 

door to permit an alternate means of egress. 

the T Street side of the building is anonParalleling the main corridor 
inner corridor -wichruns basically the entire length of the building. Al-, 
though Data Management offices on the main corridor are equipped with either 

type locks, and procedures call for these doors
Simplex or key in the knob to 

remain locked, one can generally find an open doorway. 

reported instances of noncleared personnel atte.-,t-Cn occasions, guards have 
if go-i.

ing to bypass access controls by turning left at the guard desk as 
and then entering an unlocked AID office cn 

to the Social Security Office, 
they gain access to the inner corridor and can thusthe right. in doing so 

area. Because of this breakdc= incircumvent the guard into the controlled 

security orocedures, access is ___snted to the east dng controlled area.
 



Recmmimedaticn No. 21 

In conJuncticn with the AG/SEC proposal to close doorway 737, we reccmmend 
that Data Mariagement consider alternative plans for means of entry into 737 
which would also incorporate fire safety considerations. 

Recommendation No. 22 

We recaend that representatives from AG/SEC, SUM and Data Management 
continue to meet with personel from the Social Security Administration and 
the Jananese. America= Fiendsi C isson for purpos.c. of for.nilating a 
written agreemnt defining acceptable identificaticn access procedures and 
controls for the 7th floor. 

Recamnendaticn No. 23 

We recommend that Data n identify their areas by function/equi_,ent 
sensitivity and that access to those areas deemed sensitive be controlled by an 
electronic card reader system and physical barriers. 

E. Fr-e Safety 

TM.e\D c.cuter roan is equipped with smoke detectors and dry pipe sprinkers
that are inaependent of the building fire safety system. Agmntly thq smoke
detection system is inspected by GSA on a periodic basis. - Data ManageT~nt 
recognizes the need to have the sprinkler system inspected periodically as well. 
Data Managent efforts to have a Haln Fire Extinguishing System installed 
have been frustrated by GSA. 

There are two multi-purpcse, one water, and six carbon dioxide fire extinguish
ers throughout the cc=uter ron, storage area and tape ibrary. Mhe carbcn 
dioxide extinguishers were last checked January 17, 1979. The first mu.ti
purpose extinguisher was inspected November 27, 1979, ar the second -on Jan
uary 18,1 979. The water fire extinguisher was checked January 18, 1979. -While 
the positioning of the extinguishers within the camuter roan is generally good,, 
they are'hung at such a level as to not be readily visible. In addition, the 
carbon dioxide extinguisher in the tape library is positicned on the rear wall 
of the roam. For one to gain access to it during a tape library fire, it would 
be necessary to pass through the roct and the fire to the extinguisher. 

Immediately adjacent to. the camuter roan and connected by a doorway is the 
camuter supply roan. This roam is equipped with smoke detectors, but not a 
sorir!kler system. While the location of the storeroom is cbviously convenient 
fcr comuter roam em.loyees, we believe the corbustible zmterials stored there-. 
in re~resent a s±gificant fire hazard to 'he ,canuter _Ocn cperaticns. 

Currently, ;he main corridor door into the store-cm is secu-ed with a 
:eadbolt and ccrrb' ".atim - cedlocic. This p~rocedur'e oecZludgs 4he er'. e-r 
gency cerscr.nel into the area by any means other than -*-. &-- rom. 

-_s"c 'e.sf"he couter are 'Icca t smal. ._ r- .

-s 'r.c.-r.._'ect.. "" 
.-e-pcc. C-ne :mnsfoz-ner wAithi-n this6 rocmaas '-:=.d tc *e nLu±.-- ees&ey 
inothe ccm=uer cente. ese t-al_." ..c receive 



and was so hot, one could not rest a hand on it. Data Management had the 
additional equipment available to alleviate the problem but its installation 
wras delayed by GSA. It has since been installed and approved. 

At various doorways within the computer center are emergency shut-down plung
ers which interrupt current between transformers and the commuter. Based 
on our inspection of the transfoner room noted above, we believe a likely 
point for fire is the transformer roan itself. Within the computer room and 
imnediately adjacent to doorway 733 is a panel which indicates the smoke de
tectors that have been activated. In addition, a map has been drawn by Data 
Management personnel indicating the location of the smoke detectors beneath 
the floor and their corresponding panel designations. Unfortunately, a copy of 
this map is not located at the panel itself. 

According to records maintained in the couter roan, only four computer 
room personnel have been trained in the use of the carbon dioxide fire ex
tinguishers. This training occurred in 1977. Neither members of the guard 
force nor contractor personnel have received any training. 

Recorriendation No. 24 

We recamiend that the Safety Officer in the Office of Maragenent Operations: 

- post sign clearly'reflecting the placement of fire extinguishers; 

- have the fire extinguishers inspected and replenished as needed; and 

- relocate the fire extinguisher in the tape library to a more access
ible area.. 

Recamriendation No. 25 

We reccmrend that the Safety Officer in the Office of Management Operations 
schedule training for Data Management employees, contractors and guard force 
personnel in the use of extinguishers and general fire fighting techniques 

Recammndation No. 26 

We recamend that the Safety Officer in the Office of Managenent Operations 
request a certified electrician review the emergency shut-down plunger system 
to determine the feasibility and advantages of an electrical current interrup
tion system, located at a point before the transfonrer. 

Reccrrmendation No. 27 

We recarmend that the Safety Office&- in the Office of M.anagerment OCerations 
clearly mar. the location of smoke detectors with numbers corresocndirn to 
the wall panel. 

Reczrrnendatoin Mo. 28 

,Werecc~rzend that the Safety Officer in the Office of Man.age.ment Cperaios 
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consider requiring the- relocation of storage roan materials to an area which 

would minimize the impact of a storage room fire upon computer operations. 

F. Contractor
 

Federal Personnel Manual Systems (FPM) letter 7,32-7 dated November !4., 1978, 
states that contractors assigned to the computer related activities within the 
Federal Government mist have their position designated ADP 1,..2, or 3, in 
accordance with the position's sensitivity and its Impact on policy. Current 
DM contract positions have now been identified in accordance with this require
ment and investigations are being initiated. 

These investigations, since they are for non-car.etitive positions, can be 
conducted by AG/SEC rather than by the Office of Personnel Management. 

Inconsistancies exist within Data Management about contractor access to the 
computer facility. During the normal duty day, contractors are not allowed 
escort privileges within Data Management nor are they allowed access to the 
tape library. During evenings and weekends, however, these same contractors 
are not only granted access to the tape library, they are left in charge of 
the entire facility. 

Computer Center Division personnel expressed preference for Data Management 
personnel to be present during all shifts. While this is not being done bL
cause of apparent personnel shortages, we believe Data Management recognizes the 
desirability of grater controls over contractors in the computer operation. 

Section 975.3-2 of the Uniform Security Regulations deals with contractors 
and access to AID facilities after duty hours. Specifically, it precludes 
thei:r presence without direct-hire escort. 

Recrrnendation No. 29 

In view of the potential problem surrounding Data Management's need for 
twenty four hour contractor support and the resulting conflict with existing 
security regulations, we recommend that Data Management either comply with 
•the regulation or Justify and formally request exception to the regt!aticn 
which requires direct hire oversight of contractors working within AID facil
ities.
 

Such a request should be written with the understanding that it w ill be re
viewed and responded to in keeping with the investigative requiremnts for 
contriactors, cited in Handbook 6, chapter 2. 

G. Water Hazards 

The computer rocm has no drainage system to accomcdate the overhead spriler 
system. In addition, wiring for the cormuter and the air ccndtior''.ng .nits 
rests directly on the true floor and is covered by raised flocriLn :. ir.y 
appreciable accumulation of water poses a porential safety hazar:d due rc, 
electrical shock and risks equiIment damnae due to electrical shorzazes. 
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Given (1) the elevation of the false floor (approximately 9"), (2) the
 

amount of wiring involved, and (3) the positioning of electrical boxes
 
there appears to be no real advantage, or in
directly on the true floor, 


scme instances, no ca:ability to raise the wi.rIng off the floor.
 

Ln the past, undetected water leaks have resulted in telephone outages and 

destruction of paper supplies. Signs of water leakage are also evident along 
the exterior windows. We believe water leakage acccmanies any significant 

rainfall. In our opinion, the appearance of the exterior wall indicates 
that the building management has applied only superficial remedies to leakae 
problems. 

The main water turn off valve for the seventh floor is located behind a metal 

olate in the last stall of the men's restrocn. While its location is general
ly well known, it is not readily accessible.
 

Recamwndation N. 30 

that the Office of Management peraticns forward Data Management'sWe recommend 
request for water detectors to GSA.
 

Recac endation No. 31 

We recomend that the Safety Officer in the Office of Mana ent Operations 
consider in.roving the accessibility of the existing water shut off valve. 

Recamendation No. 32 

We recatmend that the Office of Management Operations request the repair of the 
leaky exterior windows. 

H. Schedule and Control Area
 

Access to the schedule and control area is through Roan 736 off the main
 

coi-ridor or through the unauthorized doorway from Roan 737. A counter I T 
Te counter,positioned immediately inside and to the left of doorway 736. 

ooen on both sides and approximately chest high, is used for pickups and de
an opening which provides unrestricted
liveries. At the end of the counter is 


access to the schedule and control area and possible access to the computer
 

room itself.
 

Recarrrendation No. 33
 

to protect
mecause of (1)the volume of traffic in this area, (2)the need 

Privacy Act Irfcnmation, and (3) the need to restrict access to the area, we 

reccr.end that Data Management, the Office of Management Coerations and AG/SEC 

continue ccordinating their efforts to construct a counter/control poin-t.
 

T. JfS'.;'s.t Storage 

Cffsi;:t szorage for critical ta.es and records is essent"Al for ary PD? 'back
reached between Data k-r.ageme..... '!*.. eement -A has bee 

utiizte 'e ,aticr ! .ecors Cener In Sui.lan. . as such a fac!."'..:. 



APPENDIC II 

HECa14*0DATIONS 

Recanmendation No. 1 

We recommend that the Bureau for Program and Management Services: 

- review and analyze the Data Management security function to determine 
adequate staffing and support levels, and 

- allocate the resources necessary to meet those requirements. 

Reccammndaticn No. 2 

In order to raise this visibility, and bring the Agency into line with GAO 
guidelines, we recmmend that the Bureau for Program and Management Services 
establish, coordinate, and oversee an Agency-wide ADP security group or task 
force reporting dLrgctlv to the Bureau's Assistant Administrator. 

We suggest that the effectiveness of this security group requires the structured 
participation of all AID offices which have ADP security responsibilities.-
Som of these AID offices are: the Office of Data Management (SER/DM), the 
Office of Management Operations (SERA4O), the Office of Public Affairs (OPA), 
and the Office of the Auditor General (AG). 

Reco=mendation No. 3 

Since system users we interviewed were not aware of the status of AID's ADP 
security or their security responsibilities, we reconmend that: 

The Office of Data Management develop, implement, and utilize written 
procedures establishing on-going methods for periodically informing 
system owners and users of their responsibil' ties for data and programn 
security and recovery. 

Recarmendation No. 4 

The Office of Data Management develop a policy statement on AD? security for 
distribution to system users and other affected parties. This statement should 
explain the Ln.ortance of caputer security, the office 's security goals, and 
the policies and procedures it follows to achieve those goals. 

Feccnendaticn No. 5 

andWe reccnmend that the Bureau for Program and Magnage.ment Se-rices contact 
and Office ofecordinate their activities with the Office of Security (AG/SEC) 

the General Counsel (GC) to:
 

- develop a written definition of contract personnel security res cnsi
blities in the ADP envircrrent, and 
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--	 define the status of contract personnel as "representatives" of AID, 
with authority to act in the Agency's behalf in the absence of direct
hire personnel. 

Reccmendation No. 6 

To improve utilization of user identification as an access control, we recom
mend that Data Management change those identifications periodically, but no 
less frequently than whenever a Data Management staffperson familiar with a 
system and its data bases leaves his/her position of responsibility. 

Recamnendation No. 7 

Since system users seldm change passwords, Data Management must assume res
ponsibility for their control. We recommend that Data Management: 

- cange passwords assigned. to critical and sensitive applications 
every 6 nonths or when someone knowledgeable of the password no longer 
has need to know. 

- change passwords assigned to all other applications every 12 months 
or when someone knowledgeable of the password no longer has a need 
to .know, and 

- require system users to notify Data Managememt when someone knowledgeable 

of the password no longer has a need to know. 

Recazr.endation No. 8 

To improve control over password dissemination, we reca=end-that Data Manage
ment modify either the programs or the coimmunication procedures to prevent 
visual observation of the passwords on the CRT teirdnals. 

Recarmendation No. 9 

To improve RACF utilization, we recomnend that: 

- The Bureau for Program and Management Services require that all critical 
and sensitive applications be protected by using RACF. 

- Data Management monitor reports produced by the -audit attribute of RACF 
wich shcw attempted accesses to RACF protected applications; isolate 
and investigate unauthorized access attemts. 

Reca=.endation No. -0 

Data Management shculd ccntrol the use of AMPASZAP by establishing written 
procedures for dccum entirg and Justifying each use of .VASPK2. 

.ecomendaticn No. 1l 

'e reccnmend that: 

-- T.e Off'Ice Z Data Mnagemenr develcp and ii.iement written -rocedures 
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- to control access to the tane library and track the movement of magnetic 
tapes, These should include a logging procedure to record all movement 
of tapes into or out of the library. 

- The Office of Data Managemsnt review its personnel scheduling procedures 
to consider the feasibility of providing that at least one AID direct
hire employee is in the comuter area during all operating shifts. While 
on duty, this emloyee should serve as tape librarian with sole access to 
and control over the library. 

Recommendation No. 12 

Following an inventory to identify media (magnetic tapes and disks) containing
"sensitive" data and programs, the Office of Data Management should develop and 
implement written procedures to provide special protection for such data. These 
procedures should include a description of duties and responsibilities of per
sonnel handling such data; color coding of the media containing these data; and 
a maintenance of up-to-date hard copy authorization list of all individuals (cam
puter personnel as well as system users) allowed to access the data. We recamnend 
that management utilize the official guidelines detailed in Standards Publication 
41 in developing these procedures. 

Recarnendation No. 13 

We reccnrend that: 

- The Chief', General Services Division of the Office of Management Operations 
(SE 0/GS) and the Controller, Office of Financial Management (FM), 
coordinate their activities and implement established procedures to pro
duce a comprrehensive building self protection plan, contained in an up-to
date manual, for the Universal North Building. 

- 9 e Office of Data Management identify emergency conditions and procedures
which have particular implications for ADP operations, such as protection 
of equipment during a period of civil commotion or loss of control subse
quent to a fire, flood, etc. In order to consolidate instructions, these 
procedures, some of which have already been published in interral DM memo
randa, should be included, possibly as amendments, in the revised Build
ing Self-Protection Manual. 

Reccmendation No. 14 

We recocx.end that: 

- Data Management and users develop procedures for identifying and .rnkLng 
critical data and applicatior. 

- e~_.. c of Data Maagement develcp written iruscticns to sysem users 
detailirg their resnonsib!lities in recorns'rctLng data files fo22cwin. 
darmage to or destUcticn of Data M-nagement reccrds 

- e for and Manag:e.ment Serices, in .hsysse-ureau arc~r.m co,,u-t-z 
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users, develop and inlament written procedures detailing action to be 
taken and fi d.rg responsibilities for back-up operations in the event of 

temoraz-y or .permanentdamage t6 the ccruter center. 

Reccnrendation No. 15 

We reccnend that: 

The Bureau for ?.oram and Management Services should ccntinue to develop 

a back-up processing plan following the guidance provided in the National 
Bureau of Standards' Federal Information Processing Starard Publication 
No. 31, Section 8.3. 

Recazrndation No. 16
 

To facilitate recovery operations following an emergency at the central ccuter
 

fac Ility, we recaniend that the Office of Data Management formulate-and implement 
recovery procedt nes based upor the guidance contained in the National Bureau of 
Standards Federal Informzti Processing Standards Publication 31. 

Reccmrndation No. 17
 

Physical security provides the most basic form of ADP protection.
 
We recamred that: 

The Assistant Administrator of the Bureau for Pro-am and Management Ser
.stration, explorevces, in coordination with the General Services Admi 


to removeavailable alternative courses of acticn and identify effoorts 
all n,-AD te.nants ffr= the 7th floor of the Universal North Building. 

Recton.hdation No. 18
 
coor-
We reca nd that the saffety offficer in the Office of Managerent Operatiocn 


dinate with GSA to insure imeadate ir-stallaticn of a ffire warning system which
 

car.be heard througout the entire 7th floor.
 

Recc-..endation No. 19
 

We reccr.end that Data M2agement consider the develcTpnt of an crientatIJcn o 

gram for theL- perscnnel which would irstill an awareness of the need :"r sec. :., 
-


ad'r.se them off the security-related procedures to be fallowed, and c'.e -:he c
.r-_- chai s of ccnrand to discuss securit-Zy-related prcblems.
 

Eec~enat~r'.No. 20 

Retnesenta-ives from !Data Vanagement an.-d AG/SEC silculd cctnetocoodn and 
cc-au=hcr adlticnaln-- as necessary on p-oedures "'z (1) erer-

a.'Ld"moke es:cnse.-_:zesE (2) a:aro proced".res, and (3) 



lRdcmnndation No. 21 

In conjunction with the AG/SEC proposal to close doortay 737, we recanend that
 
Data Mmnagement consider alternative plans for means of entry into 737 which would
 
also incorporate fire safety considerations. 

Reccnmendation No. 22 

We recrmerd that representatives f'rw AG/SEC, SERAMO and Data Mmnagement continue 
to meet with personnel fran the Sccial Security Administration and the Japanese 
American Friemdship Camission for purposes of fonmtlatirg a written agreement 
defining acceptable identification access procedures and controls for the 7th floor, 

Recarendation No. 23 

We recnmind that Data Management identify their areas by function/equipment sensi
tivity and that access to those areas deemed sensitive be controlled by an
 
electronic card reader system and physical barriers.
 

Reca rendation No. 24 

We recammend that the Safety Officer in the Office of Management Operations: 

-- post signs clearly reflecting the placement of fire extinguisherz; 

- have the fire extinguishers inspected and replenished as needed; and 

- relocate the fire extinguisher in the tape librazry to a more accessible area. 

Reccmendation No. 25 

We recamend that the Safety Officer in the Office of Mmnagement Operations schedulE 
training for Data Management enployees, contractors and gmard force personnel in
 
the use of extinguishers and general fire fig@ting techniques. 

Reccnmendation No. 26
 

We recorend that the Safety Officer in thie Office of Management Operations request 
a certified electrician review the emergency shut-down plunger system to determine
 
the feasibility and advantages of an electrical current interruption system, lo
cated at a point before the transformer. 

ReccnrendatIon No. 27 

We rec nd that the Safety Officer in the Office of Management Cperaticns clearly
mark the location of smoke detectors with n-nbers. correspondLng to the wall pa-nel. 

.eccendat No. 28on 

W-e rec=Bnr.d that the Safety Officer o. C'tp e 4 . cLn zhe of M ragernen -ns .-
SIder requi'ring t"he relocation of stocrage ra aer_,as to anaea wkhfzh wcul--,.
m_ ni ze au. a =:rmuter cpera_,icns.the L-act of storage rccm f".re n 
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'Recnpn ation No. 29 

In view of the potential problems surzounding Data Management's need for twenty
four hour contractor support and the resulting conflict with existing security
regulaticns, we recommend that Data Management either camply with the regulation
or Justify and formally request excepticn to the regulation which requires direct
hire oversight of contractors woridxng within AID facilities. 

Reconmendation No. 30 

We recomend that the Office of Management Operations forrard Data Management's 
request for water detectors to GSA. 

Recarendation No. 31 

We recamend that the Safety Officer in the Office of Management Operations con
sider improving the accessibility of the existing water shutoff valve. 

Recaimendation No. 32
 

We recamend that the Office of Maagement Operations request the repair of the 
leaky extericr windows. 

Reccmendation No. 33 

Because of (1)the volume of traffic in this area, (2)the need to protect

Privacy Act Information, and (3) the need to restrict access to the area, we
reconmend that Data Managemrnt, the Office of Management Operations and AG/SEC
continue coordinating their efforts to construct a counter/control point. 


