
:,.f#:'. 

USAID 
P D- A-rY.-L - <6 1- s

f I' 3C{r'3 

OFFICE OF INSPECTOR GENERAL 

Audit of General Controls Over USAIDlBoIivia's 
Mission Accounting and Control System 

Audit Report No.h511-02-007-P 



1'612,." 

u.s. Agency for 
INTERNATIONAL 
DEVELOPMENT 

RlGlSan Salvador 

February 6, 2002 

MEMORANDUM 

FOR: 

FROM: 

SUBJECT: 

USAIDlBolivia Director, Liliana Ayalde 

Acting Regional Inspect~~eraI/san~ 
Steven H. Bernstein ~ II 
Audit of General Controls Over USAIDlBolivia's Mission 
Accounting and Control System (Report No. 1-511-02-007-P) 

This memorandum is our report on the subject audit. 

Management's comments on the draft report were considered in preparing this 
report. They are included for your reference in Appendix II. 

This report includes five recommendations. A management decision has been made 
for Recommendation No. I. The Office of Management Planning and Innovation 
will make a determination of final action after the recommendation has been 
completely implemented. Final actions have been taken on Recommendation Nos. 2 
through 5 and will be closed upon issuance of the report. 

I appreciate the cooperation and courtesy extended to my staff during the audit. 
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Summary of 
Results 

Background 

The Regional Inspector General/San Salvador conducted an audit to determine if 
USAIDlBolivia's financial information system contained general controls to 
provide assurance that information reported was complete, reliable, and secured 
(page 4). 

USAIDlBolivia implemented general controls to provide assurance that financial 
information reported was complete, reliable, and secured. However, we noted areas 
where controls could be improved (page 4). 

At USAIDlBolivia, general controls existed to safeguard financial data (page 4). 
Nevertheless, we found that access controls could be improved (page 5), that the 
contingency plan lacked details (page 6), and that the employee responsible for 
inputting access rights within the Mission Accounting and Control System 
(MACS) was also assigned key accounting duties. Being able to input access 
rights in MACS and having key accounting duties created a situation where 
management controls could be circumvented (page 7). 

USAIDlBolivia agreed with the recommendations in this report, and management 
decisions have been made for the recommendations. The Office of Management 
Planning and Innovation will determine final action after Recommendation No.1 
has been implemented. Final actions have been taken on Recommendation Nos. 2 
through 5 (page 7). 

General controls of an entity's information system are the structure, policies, and 
procedures that ensure the system's proper operation. The primary objectives of 
general controls are to safeguard data, protect computer application programs, 
prevent unauthorized access to system software, and ensure continued computer 
operations in case of unexpected interruptions. 

USAIDlBolivia uses the Mission Accounting and Control System (MACS) to 
automate accounting and financial management functions. MACS provides 
financial information to USAID headquarters as well as to mission management 
and other interested parties. MACS is an on-line, interactive, fully integrated 
processing system in which data is updated continuously as transactions are 
posted. The system is designed to operate on Wang VS or Unix operating 
systems and is written in COBOL. The system at USAIDlBolivia operates on a 
server running the Unix operating system. 

The users of MACS and its reports vary with the size of the mission and its 
accounting needs. In general, MACS users are the mission's accounting and 
voucher staff. MACS reports are used by the controller's office staff as well as by 
project officers, mission management, and executive office personnel. 
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USAIDlBolivia is the accounting station for the missions in Bolivia, Brazil, and 
Paraguay. According to USAIDlBolivia records, expenditures for fiscal year 
2001 for those three missions, respectively, were $76,711,944; $4,162,756; and 
$4,686,102. 

Audit Objective The Regional Inspector General/San Salvador included an audit in its fiscal year 
2002 audit plan to answer the following question: 

Audit Findings 

Did USAlDlBolivia's information system contain general controls to provide 
assurance that financial information reported was complete, reliable, and 
secured? 

This audit focused only on the Mission Accounting and Control System (MACS). 
Appendix I describes the audit's scope and methodology. 

Did USAIDIBolivia's information system contain general controls to provide 
assurance that fmancial information reported was complete, reliable, and 
secured? 

USAlDlBolivia implemented general controls to provide assurance that fmancial 
information reported was complete, reliable, and secured. However, in certain areas, 
controls could be improved. A management letter was delivered to 
USAlDlBolivia's mission director on February 6, 2002. That letter contained 
detailed, sensitive information on the weaknesses noted during the audit and is not 
included with this audit report. 

The Computer Security Act (CSA) of 1987 requires federal agencies to establish 
information systems security plans and to provide periodic training for all persons 
that manage, use, or operate federal computer systems. Additionally, the Office of 
Management and Budget (OMB), in Appendix III to OMB Circular No. A-130, 
establishes a minimum set of controls to be included in federal information systems 
security programs. 

Consistent with the requirements of the CSA and with Appendix III to OMB 
Circular No. A-130, USAlDlBolivia implemented the following general controls: 

• Risks to information systems were assessed. 

• A mission-wide security program was documented. 

• A security structure with clearly assigned responsibilities was developed. 
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• Infonnation resources were classified according to their criticality and 
sensitivity. 

• A current list of authorized users and their authorized access was kept. 

• Physical controls to prevent unauthorized access were established. 

• Steps were taken to minimize potential damage and interruption in the event of 
an emergency. 

The efforts of the mission staff in designing and administering these controls were 
commendable. Their commitment to infonnation systems security was evidenced in 
the controls operating at the mission and was reflected in their conscientious 
attitudes. 

Although the mission has implemented several effective controls, this report will 
now address areas that could be improved. Due to the existence of compensating 
controls that would prevent or detect material financial misstatements, none of the 
weaknesses explained below were ''material weaknesses" as defmed in Appendix I. 

Logical Access Controls Need Strengthening 

In addition to the CSA and to Appendix III to OMB Circular A-130, USAID policy 
dictates infonnation systems security requirements. USAID policy states that 
access to systems and to specialized system software, utilities, and functionality on 
those systems must be protected. Software programs designed to prevent or detect 
unauthorized access are called "logical access controls." 

USAIDlBolivia implemented logical access controls. Nevertheless, the following 
weaknesses with those logical access controls existed at the mission. 

• User passwords did not comply with USAID password policies. 

• Logs that record access attempts and logs that record the use of sensitive 
commands were not being reviewed. 

• Controls were not implemented to prevent users from accessing system 
commands, programs, and data files. 

The General Accounting Office (GAO) explained the possible consequences of 
inadequate access controls in the Federal Infonnation System Controls Audit 
Manual (FISCAM). "Inadequate access controls diminish the reliability of 
computerized data and increase the risk of destruction or inappropriate disclosure of 
data." By accessing data files, a user could obtain sensitive infonnation or could 
make unauthorized changes for personal gain. By accessing application programs, a 
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user could modify how transactions are processed. For example, programs could be 
modified to process transactions that exceed available funding. 

Recommendation No.1: We recommend that USAIDlBolivia 
use a password management software program to enforce 
password policies. 

Recommendation No.2: We recommend that USAIDlBolivia 
implement a procedure to review, on a regular basis, log fIles 
that detail access attempts and use of sensitive commands. 

Recommendation No.3: We recommend that USAIDlBolivia 
restrict access to system commands and programs to system 
managers. 

Contingency Plan Lacks Details 

Appendix III to OMB Circular No. A-130 directs agencies to establish and 
periodically test contingency plans. USAID policy specifies that these plans should 
contain "step-by-step instructions detailing remedial actions." Topics that should be 
included in a contingency plan are: 

• supporting resources that will be needed, 

• roles and responsibilities of those who will be involved in recovery activities, 

• arrangements for off-site disaster recovery location, 

• off-site storage location for backup files, and 

• procedures for restoring critical applications. 

USAIDlBolivia included these topics in its contingency plan except for procedures 
for restoring critical applications. Also, the plan did not include a section defining 
when and how the plan should be tested. The plan did not contain detailed recovery 
and testing procedures because systems management did not have guidance 
outlining the appropriate level of detail that should be included in a contingency 
plan. 

Detailed recovery procedures are needed to minimize the recovery time in the event 
of a disaster and to allow others to recover the system ifkey information systems 
personnel are incapacitated in a disaster. Testing is essential to ensure that the 
contingency plan will work as designed. 
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Management 
Comments and 
Our Evaluation 

Recommendation No.4: We recommend that USAlDlBolivia 
include detailed recovery and testing procedures in its 

. contingency plan. 

Assigned Duties not Appropriate 

USAID policy states that access privileges should be assigned consistent with users' 
functional responsibilities and authorities. According to FISCAM, "work 
responsibilities should be segregated so that one individual does not control all 
critical stages of a process." If duties are not segregated, the risk that errors will 
enter the system or that fraud will occur increases. 

At USAIDlBolivia, the responsibility for inputting access rights to accounting, 
voucher examiner, and payment schedule approval functions within the Mission 
Accounting and Control System (MACS) was given to a key accounting employee. 
When the responsibility for inputting access rights was assigned to the accounting 
employee, USAIDlBolivia believed that the duty was consistent with the employee's 
overall job responsibilities. However, by having the ability to input access rights, 
the employee personally had the capability to perform any accounting, voucher 
examiner, or approval function. With unlimited access within MACS, the employee 
could have created projects, vendors, obligations, and commitments. The employee 
could have then scheduled vouchers for payment and certified them. Because the 
employee holds a key accounting position, the employee could have suppressed or 
manipulated information that would have exposed the unauthorized activity. 

Although nothing came to our attention that would cause us to believe that the 
employee abused MACS security, the employee was in a position to influence 
accounting treatment while enjoying unlimited functional access in MACS. 

Recommendation No.5: We recommend that USAIDlBolivia 
assign the responsibilities for inputting access rights in the 
Mission Accounting and Control System to someone who does 
not have accounting duties. 

USAIDlBolivia agreed with the recommendations in this report, and management 
decisions have been made for the recommendations. The Office of Management 
Planning and Innovation will determine final action after Recommendation No. 1 
has been implemented. Final actions have been taken on Recommendation Nos. 2 
through 5. Those recommendations are closed upon issuance of this report. 

Management comments were included in their entirety in Appendix II. 
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Scope and 
. Methodology 

Appendix I 

Scope 

The Regional Inspector General/San Salvador conducted this audit, in accordance 
with generally accepted govemment auditing standards, to detennine if 
USAIDlBolivia's infonnation system contained general controls to provide 
assurance that financial infonnation reported was complete, reliable, and secured. 

We reviewed the general controls that were in effect at the time of our review 
over the Unix system that runs the Mission Accounting and Control System 
(MACS). Our review covered five of the six areas included in the Federal 
Infonnation System Controls Audit Manual (FISCAM). The five areas covered 
were security program planning and management, access controls, system software, 
segregation of duties, and service continuity. We did not cover application software 
development and change controls because USAIDlBolivia does not develop 
applications. We also reviewed access settings in MACS to detennine if the 
settings enforced proper segregation of duties between accountants and voucher 
examiners. Generally, accountants have access to functions that allow them to 
create projects, agent records, obligations, and commitments. Voucher examiners 
have access to functions that allow them to prepare and schedule vouchers for 
payment. 

The audit was conducted at USAIDlBolivia from November 26,2001 through 
December 13,2001. 

Methodology 

We used the Federal Infonnation System Controls Audit Manual to guide our audit 
testing. In conducting the audit, we interviewed infonnation systems, accounting, 
and mission management personnel; reviewed security and contingency plans, 
system files, file pennissions, and logs; and observed physical facilities. 

We utilized two software tools in conducting the audit. We used "John the 
Ripper" to decrypt Unix passwords and the "Nessus Security Scanner" to identify 
system vulnerabilities. 

To detennine the significance of our findings, we judged that we would issue a 
positive opinion if we did not note any material weaknesses during our review. 
Our opinion would be qualified if we noted one or more reportable conditions and 
negative if we identified one or more material weaknesses. We used the 
definitions of "material weakness" and "reportable condition" as provided in the 
General Accounting OfficelPresident's Council on Integrity and Efficiency 
Financial Audit Manual section 580.33. Those tenns are defined as follows: 

• A material weakness is a reportable condition (see below) in which the 
design or operation of one or more of the internal control components does 
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Appendix I 

not reduce to a relatively low level the risk that misstatements, whether caused 
by errors or fraud, losses, or noncompliance in amounts that would be material 
in relation to the financial statements ... may occur and not be detected within 
a timely period by employees in the normal course of their assigned duties. 

• Reportable conditions are matters coming to the auditor's attention that in 
the auditor's judgement, should be communicated because they represent 
significant deficiencies in the design or operation of internal control, which 
could adversely affect the entity's ability to meet the internal control 
objectives described in the report. 
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Management 
Comments 

Appendix II 

From 

Subject 

; la11Ul1i'y24. 2002 

UNITE)) 'STATES GOVERNMENT 

Memorandum 
FMC-Oil033 

". 

:::~:' 
: Audit of General ControlsOvef tJSAlD~()livia'sMissi!lll 
A.~~\IlItin8 lWICQntlOl System 
(Report No. !.5U.02·00X·P) 

This ntemoraildlUn.is our response to the dmftrq,ort on subject auclii, androntains 
responses to the fiYe recon~ndations lnclljdtld ill subject report. We request that. you 
ll)¢l\1dethese c~ll\tnent$ in your final report. 

Inllilc!itiqil we ha\lll incIlJ4ed resP0ll$esto the. Sl.Unmary Findings which wcundcrsiand 
are for l1laIIiigcmCnt purposes only and will notbe included in the fillaJ report. 
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Appendix II 

Reeommel'l99~on No.1 

We recommend thatUSAlDlBolivia usc pwword management software to enforee 
password policies. 

MIfRM and overseas network administrators are responsible for testing and approving 
software installed on personal computers and Agency·shared'platfonns (ADS 550.3.2). 
USAIDlBolivia requested authorization to USc a newproductcillied "Npassworo.' which 
enforces complexpassworos. 

USAIDlBoJiVia's underlymg .UNIX operating sYstem (OS} is BlINOS 2.5.!. authori:ted 
lW M/IRM forMACS andMACSTRAX operationsjOll October II, 2001lRM reviewed 
Out. seCurity ohecklist for the MACS servers; According to MllRM', UNO{. Support 
Team. this version of tbe OS· does not $uppon complex password prqgrams and other 
security llellis.MIIRM is pJannjngto1.1pgrade Solaris V.S inthesccpnd quarter 0(20.02. 
In accordance with yout recommendation. MIIRM is planning to confirm· whetlwthe 
S.olaria OS can handle forced password complexity. MlIRM has promised to keep 
USAIDlBolivia infoi:tned··on tbis as the upgrade comes on line. 

In the meanUllIeaild as is costODlary m USAIDlBolivia, at least ~~ 1ittec months all 
users ate ittformed. in. writing, to use complex password$ and .to IliUowinformation 
security policie$.lnaddition II walning screen is aetivatedUpon ind!viduaiaccess tathe 
LAN andlorthe UNIX environmentthati1lustrates.complt;'< pl!$$VVvrd struc~. . . 

RecommeudatiiQI No.2 

We recommend thlliUSAlDlBoJivia review log files that detail ags .lIttempts -lind 
lise ·of sensitive cOmmauds. 

Previously. a UNIXservet script .(IapamacsOl) automatically compiled andsont IIdaily 
back-up log and MACSreconclliation ~les to USAlDlB's EXOIIMS&:T staff.for 
evaluation.Peuudit recommtlidations, on December 7,2001 USAIDlBolivia initiated a 
neW script tOut additionally sends the log files of access attempts aild thli use ot sensitive 
comrna.1ds for evaluation. EXOIIMS&T statfis now reviewing these logs on a daily 
basis. 

Mission reljucsts tOut thefinataudltreport retlectlhat this recommendation has been 
fully implemented and that the finding is clos¢d by the auditors, 
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Appendix II 

'3eepmmepdatioll No; 3 

w~ recommend that acc~toSYJtemeOminandland programS be restricted to the 
systems meager. 

On November 29, 2001. in accordance with Ihe audit recommendations. the WISP 
PERSONALITY cont'igUrati6nfile was changed for all MACStMACTRAX IIScnI. As a 
result of these changes access to system conuna\llls and progremsaremmctedtc syst~m 
manager~. . 

liifis"ionr~quests that the fi.!I3l ,nu<lj.t reportretlect that this reconmlcndl\tion has been 
fully implemented and that !he findingis closed by !he auditors. 

,RecOmmePdatiou·NOi. -4 

We recommend that USAlD/Bolivia . Include detlliledrecovery and. tCliting 
prO¢eduresln Its contingency Jltan. 

OnPe=bcrI2.200Iiu accotdancewith tho .audit reconunenclations, Jecovery and 
testing procedures forUl'llX and .. WINDOWS 2000 envilonmentlJ were added to 
USAIDlBolivia's Conul1getlcy and Risk AssesSment Plan. These dCll1iJedproccdures 
include the followin~: 

• Introduction 
• l>rcpdring forrccovery Information 1.lNlXIW2K. 
• Recovery-Flow Charts 

• Genenc. server rebUildS flow chart UNIX enVironment 
Ocncric SCfVcrRebuild.Flow Chart 

• Initial Disastcr,&ccoY¢rYAnalys!s 
• Recoveryof. .l. .'." ~._ Flow Chart 
• Recovery of ..... , ,- . .' _ . Flow Chart 
• Recovery of .; , Flow Chart 

Recovery of! . FiowCha:rt 
• Recovery and testing DATPl'Ocedurefor UNIX envirollOlent 
• Recovering and testiilg . . Procedures 
• Recovering and testing: Procedures 
- Recovering and testing Procedures 
• Recovering andlesting • Procedures 
• Schedule oftcstingprocedurcs for FY 2002JFY 2003 

Mission requests that tbe final audit repon reflect that thiS recommendation has been 
fully implemented and. the finding is closed by the auditors. 
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Appendix II 

Recotnmendatlon No. 5 

We r~tolllmend .that the retponsibillilesfor grallting (uncti.onlli access!n the 
Mission Aecollndng and Contl'ol SYstem be IIs,igned to $omeone who doe. not bllvt 
aceountlngdutj~~ 

On December 12. 2001, Memorandum FMO Ql/389 \Vas i~ assigning to 
Ms. Esmeralda Rodriguez. the CotltlOl1\\l'S se~retary; the. primary responsibility of 
inputting into MACS the functional acccssesassociated with each MACSUser ID. 
Ms. Carla Jerez, tbe Deputy Control)er's secretary, was assigned back~up dutics.lo 
Ms. Rodriguez. !loth employeesaru~re~esand do not have any accllunting dl.lties. 

Mission requests that the finailludit report reflect thattbis recommendation has been 
fully implemented and tbatthefinding is closed by the auditors. 
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