I nformati on USAI Y General Notice
M MPI and M COP
08/ 06/ 1999

SUBJECT: Control Environment and Ri sk Assessnent Checkli st

Pur pose: The nost recent revisions to OMB Grcular A-133, “Audits of
States, Local Governnents and Non-Profit O ganizations” were effective for
the recipient’s fiscal year beginning after June 30, 1996. One of the mgjor
changes inplenmented by OVMB was to increase the threshold for requiring audits
to expenditures of $300,000 in the recipient’s fiscal year. USAID revised
the audit requirenents applicable to non-U S. based non-profit organizations
(See General Notice issued 9/26/97, and Quidelines for Financial Audits
Contracted by Foreign Recipients (July 1998) issued July 7, 1998) to bring
consistency to the audit requirenents for both U S. and non-U S. based

recipi ents.

Wth the increase in the audit threshold for non-U. S. organizations to

$300, 000 in expenditures and the limted ambunt of resources (personnel and
dollars) available for oversight, it is inportant that each m ssion develop a
systemati c approach for ensuring accountability of funds provided to

reci pients that are not subject to the annual audit requirenent.

The attached Control Environment & Ri sk Assessnment Checklist and Suggested
Approach are provided to assist missions in determning the best nethod for
ensuring accountability for USAID funds that don’t fall within the audit

t hreshol d. Consi deration should be given to using the checklist for al
recipients as it is designed as a tool to assist in determning an

organi zation's capability to properly account for USAID funds. Early
detection of problens by the mission may prevent findings and reconmendati ons
when a formal audit is perforned.

Applicability: This guidance is applicable for all non-U S. based
reci pients.

Poi nt of Contact: Questions concerning this Notice may be directed to Jim
Gaughran, MMPI/MC, (202) 712-0796, or Steve Kroll, MOP/ PS/CAM (202) 712-
4711.



APPENDI X A

CONTROL ENVI RONMENT & RI SK ASSESSMENT CHECKLI ST

Control Environnent:

Control environnment risk factors incorporate nmanagenent's
attitude, awareness and actions concerning an organi zation's
control environnment. It is inportant that the individual
performng the risk assessnent obtain sufficient know edge of
the control environment to determ ne whether the collective
effect of these factors establishes, enhances or mtigates the
effectiveness of the specific control techniques. |In nmaking
this determi nation, the reviewer should consider the follow ng
factors and their effect on the organi zation's internal
controls. The specific conditions |listed bel ow may indicate the
presence of control environnent weaknesses.

A Managenent's Phil osophy and Operating Styl e:

. Managenent | acks concern about internal controls and
the environnment in which specific controls function.

. Managenent denonstrates an aggressive approach to risk
taki ng and accounting poli cies.

. Managenent is slowto respond to crisis situations in
bot h operating and financial areas.

. Managenment uses unreliable and inaccurate information
to make busi ness deci sions.

. Unexpect ed reorgani zati on or replacenment of nanagenent
staff or consultants occurs frequently.

. There is a high turnover of nmanagenent personnel.

. Managenment is overly optimstic regardi ng performance
of programs and activities, and financial estimates
consistently prove to be significantly overstated or
under st at ed.



Managenment is not able to adapt to new or
untraditional roles required to neet the changing
needs of the organization.

Comuni cation and feedback systenms within the
organi zati on are inadequate.

The organi zation’s financial sustainability is
guesti onabl e.

The Entity's Organi zational Structure:

The organi zational structure is inappropriate for the
entity's size and conplexity.

The structure inhibits segregation of duties for
initiating and recording transactions and nai ntai ni ng
cust ody over assets.

Del egation of responsibility and authority is
I nappropriate, and the nunber of supervisors is
I nadequat e or supervisors are inaccessible.

| nexperi enced and/ or inconpetent accounting personnel
are responsi ble for transaction processing.

Pol i ci es and procedures are established at
i nappropriate | evels.

A high degree of manual activity is required in
capturing, processing and sunmari zi ng dat a.

Activities are dom nated and controlled by a single
person or a small group

The potential exists for officials of the organization
to obtain financial or other benefits on the basis of
deci sions made or actions taken in an official
capacity.

Organi zational conflict of interest exists and is an
accepted practice.

The organi zation is highly centralized with mnim
revi ew provided by top managenent.



The organi zation is highly decentralized with mnim
revi ew provided by branch managers or other sub-
or gani zati on nmanagenent .

The organi zati on has nmany subrecipients or branches in
many i n nunerous geographical | ocations.

Met hods of Assigning Authority and Responsibility:

The entity's policies are inadequate regarding the
assignment of responsibility and the del egati on of
authority for such matters as organi zati onal goals and
obj ectives, operating functions and regul atory
requirenents.

Enpl oyee job descriptions do not adequately describe
specific duties, responsibilities, reporting
rel ati onshi ps and constraints.

Managenment's Monitoring of Perfornmance:

Managenment is not sufficiently involved in review ng
t he organi zation's performance.

Managenment control methods are inadequate to
i nvestigate unusual or exceptional situations and to
take appropriate and tinely corrective action.

Managenment's follow up action is not tinmely or

I nappropriate in response to conmunications from
external parties, including conplaints, notification
of errors in transactions with parties and
notification of inappropriate enpl oyee behavior.

Human Resources Policies and Practices:

Human resources policies for hiring, retaining and
rewar di ng capabl e peopl e are inadequate.

St andards and procedures for hiring, pronoting,
transferring, retiring and term nating personnel are
i nsufficient.

Trai ning prograns do not offer enployees the
opportunity to inprove their performnce, encourage
t heir advancenent or provide a vehicle for addressing



enpl oyee or organi zati onal weaknesses relative to new
| aws, regulations and policies.

. Witten job descriptions and reference nanuals are
i nadequat el y mai nt ai ned.

. The channel s of communi cation for enpl oyees reporting
suspected inproprieties are inappropriate.

. Policies on enpl oyee supervision are inappropriate or
obsol et e.
. Pol i cies and procedures do not provide for enployee

enpower ment nor do they encourage and support risk
taking and initiatives for performance inprovenent.

Budget Control

. Little or no guidance material and instructions are
avai l able to provide direction to those preparing the
budget .

. The budget review, approval and revision process is

not defined or understood.

. Managenent denonstrates little concern for reliable
budget i nfornmation.

. Managenment participation in directing and revi ewi ng
t he budget process is inadequate or |limted.

. Managenent is not involved in determ ning when, how
much and for what purpose expenditures can be nade.

. Actual expenditures are not periodically conpared to
budget s.
Compliance with Laws and Regul ati ons:

. Managenent is unaware of applicable | aws and
regul ati ons and potential problens.

. A mechani smto informmnagenent of the exi stence of
illegal acts does not exist.



Managenent neglects to react to identified instances
of nonconpliance with laws and regul ati ons.

Policies and procedures for conmplying with |Iaws and
regul ati ons are weak or nonexi stent.

Policies on such matters as acceptabl e busi ness
practices, conflicts of interest and codes of conduct
are weak or nonexistent.

The organi zation and/or its subrecipients are
receiving USAID funding for the first tine and are not
famliar with our conpliance requirenents.

Changi ng Condi ti ons:

The nechanisns for identifying and comruni cati ng
events, activities and conditions that affect
operations or financial reporting objectives are
i nsufficient.

Accounting and/or information systens are not nodified
in response to changi ng conditions.

Consi deration is not given to designing new or
alternative controls in response to changi ng
condi ti ons.

Managenent is unresponsive to changi ng conditions.



Ri sk Assessnent Checkli st:

Once the reviewer has devel oped a reasonabl e under st andi ng of
the organi zation's control environnent, the follow ng risk
assessnment checklist should be conpleted. The checklist details
the specific control techniques that should be reviewed in order
to determne the risk level for each recipient of USAID funds

t hat expends | ess than $300, 000 per fiscal year and is not
required to have an annual audit. The checklist should be

conpl eted for each applicable recipient and updated on a

peri odi ¢ basi s.

| . AUTHORI ZATI ON

Aut hori zation controls are designed to provide reasonabl e
assurance that transactions, events fromwhich they arise and
procedures under which they are processed are authorized in
accordance with | aws, regulations and nanagenent policy.

Typi cal authorization controls include:

1. Docunent ed policies establish events or transactions
that the organi zation is authorized to engage in by
| aw, regul ation or managenent policy.

2. Docunment ed policies and procedures exist for
processing transactions in accordance wth | aws,
regul ati ons or managenent policy.

3. Master files include only authorized enpl oyees,
custoners or suppliers.

| 1. APPROVAL

Approval controls are designed to provide reasonabl e assurance
t hat appropriate individuals approve recorded transactions in
accordance with nanagenent's general or specific criteria.

Typi cal approval controls include:

1. Specific transactions are approved by persons having
the authority to do so in accordance with established
policies and procedures.

2. Transactions are conpared with predeterm ned
expectations and exceptions are reviewed by soneone
aut horized to approve them



3. Transactions are conpared with approved master files
bef ore approval or acceptance, and exceptions are
revi ewed by soneone authorized to approve them

4. Key records are matched before a transaction is
approved (matching purchase order, receiving report
and vendor invoice before the invoice is approved for
paynment) .

5. Prior to acceptance, changes to data in existing files
are i ndependently approved, evidenced by docunentary
approval of input before processing.

I11. Segregation of Duties

Segregation of duties controls are designed to reduce the
opportunities for someone to perpetrate and/ or conceal errors or
irregularities in the normal course of their duties. Typical
segregation of duties controls include:

1. The individual responsible for the cash receipts
function does not sign checks or reconcile the bank
accounts, and is not responsible for noncash
accounting records such as accounts receivable, the
general | edger or the general journal.

2. The person receiving cash does not have the authority
to sign checks and reconcil e bank accounts and does
not have access to accounting records other than cash
receipts.

3. Different individuals are responsible for purchasing
mer chandi se or services, receiving nerchandi se or
servi ces and approvi ng vouchers.

4. D fferent persons prepare checks, sign checks,
reconci |l e bank accounts and have access to cash
receipts.

| V. Design and Use of Records

The purpose of controls over the design and use of records is to
hel p provi de reasonabl e assurance that transactions and events
are properly recorded.

1. Pre-nunbered fornms are used to record all of an
organi zation's transactions, and accountability is
mai ntai ned for the sequence of all nunbers used.



Recei ving reports, inspection docunents, etc. are

mat ched with billing notices or other docunents used
to record delivered orders and related liabilities to
provi de assurance that only valid transactions are
recor ded.

Transacti on docunments, such as vendor invoices and
shi ppi ng docunents, are date stanped and tracked to
ensure that they are recorded on a tinely basis.

Source docunents are cancel ed after processing to
provi de assurance that the sane docunents will not be
reused and will not result in recording transactions
nore than once. Also, only original docunents are
used to process transacti ons.

V. SAFEGUARDS OVER ACCESS TO AND USE OF ASSETS AND RECORDS

Access controls are designed to protect assets and records
agai nst physical harm |oss, m suse, or unauthorized alteration.
These controls restrict unauthorized access to assets and

records.

1

Typi cal access controls are:

Cash receipt totals are recorded before cash is
transmtted for deposit.

Secured facilities are used when appropriate, and
access to critical fornms and equipnent is limted to
aut hori zed personnel .

Access to progranms and data files is restricted to
aut hori zed personnel .

Assets and records are protected agai nst physi cal
har m

| ncom ng and out goi ng assets are counted, inspected
and received or given up on the basis of proper

aut hori zation in accordance with established

pr ocedur es.

Procedures are established to provide reasonabl e
assurance that current files can be recovered in the
event of a conputer failure.



7.

Access to critical fornms and records is restricted.

VI . | NDEPENDENT CHECKS

Controls in this category are designed to provide independent
checks on the validity, accuracy and conpl et eness of processed

dat a.

1

The foll owi ng procedures are typical of this category of
control s:

Cal cul ations, extensions, additions and accounting
classifications are independently reviewed.

Assets on hand are periodically inspected and count ed,
and the results are conpared with asset records.

Subsidiary | edgers and records are reconciled to the
general | edger.

The organi zation pronptly foll ows-up on conplaints
fromvendors, custoners, enployees and ot hers.

Managerent reviews performance reports.
Data fromdifferent sources are conpared for accuracy
and conpl eteness (the cash journal entry is conpared

with the authenticated bank deposit slip).

Actual operating results are conpared wi th approved
budgets, and vari ances are expl ai ned.

VII. VALUATI ON OF RECORDED AMOUNTS

Controls in this category are designed to provi de assurance that
assets are valued at appropriate anounts. Typical valuation
controls are:

1

Periodically, the condition and marketability of
assets are evaluated (for exanple, accounts receivable
are periodically evaluated for collectibility).

Recorded data are conpared with information from an
i ndependent third party (for exanple, recorded cash is
reconciled to bank statenents).

Assessed val ues, such as independent appraisals of
assets, are conpared with the accounting records.



VII1. SUMVARI ZATI ON OF ACCOUNTI NG DATA

Controls in this category are designed to provi de assurance that
transactions are accurately sunmarized and that any adjustnents
are valid. Typical controls in this category include:

1. The sources of summarized data are conpared with the
under | yi ng subsidiary records and/or docunents before
the data are accepted for inclusion in sumrarized
records and reports.

2. Procedures are followed to check the conpl et eness and
accuracy of data summarization, and exceptions are
revi ewed and resol ved by authorized persons.

| X. ASSETS AND LI ABILITIES

Controls in this category are designed to provide assurance that
(1) the organi zati on owns recorded assets, with the ownership
supported by appropriate docunentation; (2) the organi zation has
the rights to its assets at a given date; and (3) recorded
liabilities reflect the organization's |legal obligations at a
given date. The follow ng procedures are typical for this
category of controls:

1. Pol i ci es and procedures are docunented for initiating
transactions and for identifying and nonitoring those
transactions and anounts requiring attention relative
to ownership issues.

2. Pol icies and procedures are docunented for initiating
and nonitoring transactions and anounts related to
lTabilities.

3. Significant transactions require the approval of

seni or managenent.

4. Reported results and bal ances are conpared wi th plans
and aut hori zati ons.

X. PRESENTATI ON AND DI SCLOSURE

Controls in this category are designed to provi de assurance that
(1) accounts are properly classified and described in the
financial statenents; (2) the financial statenents are prepared
in accordance with applicable accounting principles; and (3)



footnotes contain all information to be disclosed. The
foll ow ng procedures are typical of this category of controls:

1

Pol icies and procedures are docunented for
accurul ati ng and disclosing financial information in
the financial statenments by appropriate personnel and
in accordance with the terns of the agreenent.
Responsibility is assigned to specific individuals.

Policies and procedures are docunmented for preparing
financial statenents by authorized personnel having
sufficient experience and expertise to ensure
conpliance with applicabl e accounting principles.

Policies and procedures are docunented for properly
classifying and describing financial information in
t he financial statenents.

Reports are periodically substantiated and eval uat ed
by supervisory personnel. Procedures have been

i npl emented to detect errors and om ssions and to
eval uate recorded bal ances.

A witten chart of accounts containing a description
of each account is used. Journal entries are

prepared, reviewed, conpared with supporting details
wher e necessary and approved each accounting peri od.

Appropriate processing procedures are used including
control or batch totals; witten cutoff and cl osing
schedul es are al so used.

The sane chart of accounts is used for both budgeting
and reporting, and variances between actual and
pl anned results are anal yzed.



APPENDI X B

SUGGESTED APPROACH

NON- U. S. BASED ORGANI ZATI ONS
Rl SK ASSESSMENT GUI DE

| NTRODUCTI ON

This attachnment provi des a suggested approach for conpleting the
Control Environnment and R sk Assessnent Checklist, as well as
gui delines for using the results.

PERFORM NG THE EVALUATI ON

Many of the el enments addressed in the checklist may be eval uated
as a part of pre-award surveys, desk reviews or site visits.

PRE- AWARD SURVEY: Site visits by MMPI and M OP indicated that
a nunber of m ssion controller offices are already using a
preaward survey that is very simlar to the risk assessnent
checklist. Applicable conponents of the checklist should be
addressed at this stage.

DESK REVI EWS5:  Most | ocal recipients receive USAID funds on a
rei nbursabl e or periodic advance basis. M ssions typically
perform desk reviews of such requests, and, on occasion, verify
actual costs for which the recipient is claimng to the

reci pient’s books and records. These reviews provide not only a
basis for reinbursing the recipient, but also provide val uable
i nformati on about the control environnment and risk assessnent.
For exanple, Risk Assessnent, Part Il Approval 4. states “Key
records are matched before a transaction is approved (nmatching
purchase order, receiving report, and vendor invoice before the
invoice is approved for paynent).” Requests for reinbursenent
or periodic advances which are not adequately supported are
docunented as an increased risk.

SITE VISITS: Visits to local recipients by qualified m ssion
financi al personnel to conplete the checklist are an integral
part of the program However, site visits by Activity Managers
or other SO team nenbers can al so provide val uabl e information
For exanple, Ri sk Assessnent, Part V Safeguards Over Access To
And Use OF Assets And Records 4, states “Assets and records are




prot ected agai nst physical harm” Part VI |ndependent Checks 5,
states “Managenent revi ews performance reports.” Non-financi al
m ssi on personnel can determ ne whether these types of controls
exi st and can help the Controller’s office maintain an up to
date status on the recipient’s control environnent.

ELEMENTS OF THE CHECKLI ST

The el enments of the checklist are phrased so as to elicit a
yes/ no answer. Not applicable (NNA) is also a valid answer.

For exanpl e, one control environment elenment states, “There is
hi gh turnover of managenent personnel”. The m ssion may not be
fam liar enough with the new recipient to determ ne whether the
or gani zati on encountered hi gh turnover of managenent personnel.
Therefore, that elenment would be identified as NNA. As the
organi zation matures and a history is devel oped, the response
shoul d be changed to yes or no. Each response, yes, no or NA,
needs to be assessed individually and collectively.

I ndi vidually, so as to provide a reconmended course of action
for material weaknesses. Collectively, so as to place

i ndi vi dual weaknesses in perspective and to provide an over al
assessnment as it relates to the adequacy of the recipient’s
financi al nmanagenment and accounting system

The control environnent sets the tone of the organization,

i nfluencing the control consciousness of its people. An
under st andi ng of the control environnment serves as the franmework
for evaluating the overall internal controls of the

organi zation. While nuch of the evaluation of the contro
environnent i s based on observation of the organization and its
wor ki ngs; to the extent possible, the control environnent should
be conpleted and referenced to the objective data revi ewed.

DOCUMENTI NG THE REVI EW

The risk assessnent checklist is the objective basis from which
you will be determ ning the degree of oversight necessary to
denonstrate proper accountability of funds provided to

reci pients. Proper docunentation of the yes, no and N A
responses is critical. As noted above, nuch of the risk
assessnment will be based on your preaward surveys and interim
reviews. The risk assessnent should reference the workpaper(s)
in the respective files which support the yes, no or VA This
is where the docunentation should reside. The yes, no, N A and
reference notations should be made in the right hand col um of
the checklist across fromthe specific el enent being eval uated.



USI NG THE RESULTS

In all likelihood, m ssions have been informally collecting

hi storical information concerning |ocal recipients’ financial
managenent systens. Sone of this information has been kept as
cuff records, while sone is in the formof mssion
“institutional know edge”. Mich of the information has been
fromprior audits and reviews of organizations such as:

- Past findings (material or immterial),

- Tinmel i ness of the actions taken to correct al
recommendati ons, and

- Adequat e tracking and tinely final action on all audit
recommendat i ons.

In the past, such information has served as the basis for

m ssion requests for recipient audits or the determnation to
performdetail ed reviews of expenditure docunmentation. The use
of the checklist will now assist the mission in formally
docunenting this information and developing a risk level for
each recipient. Based on the risk level and the results of
prior reviews and audits, the follow ng, or conparable, actions
shoul d be consi der ed:

Overall Risk Level Suggest ed Actions
Hi gh A full scope annual recipient
audit until the risk is
reduced
Medi um A full scope recipient audit on 30% of

this category every 3 years and interim
reviews as deened necessary

Low Interimreviews as deened necessary
Based on the percentage of “no” answers to the checkli st

gquestions, a “suggested” determ nation of risk |level would be as
fol | ows:

Hi gh 70% to 100% of answers are NO
Medi um 31% to 69% of answers are NO

Low 0% to 30% of answers are NO



It is inmportant for Mssions to recognize that |ocal conditions,
the recipient’s famliarity with USAID requirenents and the type
of programw |l all inpact the determ nation of the risk |evel.
As such, the above percentages should be used only as a

gui del ine and adjusted by each m ssion as appropri ate.

Due to the increase of the audit requirenment threshold to

$300, 000, mi ssions now have the sol e oversight responsibility
for recipients expending |ess than the threshold amount. Wth
the limted amobunt of resources (personnel and dollars)
avai l abl e for such oversight, mssions are strongly encouraged
to create and maintain a docunented and supported plan for
accountability of those funds. The Control Environnment and Ri sk
Assessnent Checklist, used with the above or simlar approach,
should greatly assist the mssions in denonstrating that
accountability.



