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MEMORANDUM

Fax Nos 632-521-5241
632-5214811

Tel No 632-522-4411

July 22, lY99

TO:

FROM

SUBJECT-

DIrector, USAID/CambodIa, WIllard J Pearson, Jr
-7 / /~----~

RIGlMantla, Paul E ArmstrOilp"I {~'I!i~
AudIt of USAID/CambodIa's ~&mentatIOn of the Federal Managers'
Fmancial Integnty Act, Report No 5-442-99-005-P

ThIS IS our fmal report on the subject audIt We revIewed your comments to the draft
report and mcluded them m theIr entIrety as AppendIx n The report contams one
recommendatIOn (page 8) that IS closed upon Issuance of thIS report

I appreciate the cooperatIOn and courtesIes extended to my staff dunng the audIt

Background

The Federal Managers' Fmanclal Integnty Act of 1982 (FMFIA) establIshes requIrements
WIth regard to management accountabIlIty and controls ThIS law encompasses program,
operatIonal, and admInIstratIve areas as well as accountmg and fmancial management
Under the authonty of the FMFIA, the OffIce of Management and Budget (OMB) Issued
CIrcnlar No A-123 I to proVIde detailed gmdance for assIgnmg federal managers the r

responsIbIlIty for desIgnmg management structures that helps ensure accountabIlIty and
mclude appropnate cost-effectIve controls

OMB CIrcular No A-123 states that management controls are the organIzatIOn, polICIes
and procedures used to reasonably ensure that (1) programs achIeve theIr mtended results,
(2) resources are used conSIstent WIth 'agency miSSIon, (3) programs and resources are
protected from waste, fraud, and mIsmanagement, (4) laws and regulatIOns are followed,
and (5) rehable and tImely InformatIon IS obtaIned, mamtamed, reported and used for
deCISIon makmg The CIrcular proVIdes gUIdance to Federal managers on ImprOVIng the
accountabIhty and effectIveness of Federal programs and operatIOns by estabhshIng,
assessmg, correctmg, and reportIng on management controls

USAID has Issued Automated DIrectIves System (ADS) Chapter 596, Management
AccountabIlIty and Control, which prOVIdes the Agency's poltcy and procedures for

1 0MB CIrcular No A-123 IS Management AccountabILIty and Control
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"estabhshmg, assessmg, correctIng, and reportmg on management controls under F1'v1FIA
and OMB CIrcular No A-123 AddItIOnal gUldance for assessmg the adequacy of
management controls and annual InstructIOns for reportmg the status of management
controls is penodlcally provIded by USAID's Bureau for Management's Offlce of
Management Plannmg and InnovatIOn (MlMPI)

USAID/Cambodw Issued Its FY 1998 FMFIA certIficatIOn to ANANE on October 15,
1998 In the certification, the MiSSIon noted one matenal weakness of phySIcal secunty,
two deficIencies (reduced and restncted fundIng levels2

, and source/ongm problems) that
cannot be corrected at the MISSion level, dnd a umque contmuIng staff development and
trammg requirement

Audit Objectives

The OffIce of the RegIonal Inspector General, Mamla (RIGlMdnlla), audIted
USAID/Cambodla to dnswer the folloWIng three audit ObjectIves

• Has USAID/Cambodia established management controls and
periodically assessed these controls to Identify deficiencies in
accordance with the Federal Managers' Financial Integrity Act
and related regulations and guidance?

• Has USAID/Cambod13 reported material weaknesses in
accordance with the Federal Managers' Financial Integrity Act
and related regulatIons and gUidance?

• Has USAID/Cambodia taken timely and effective action to correct
Identified management control deficiencies in accordance with the
Federal Managers' Financial Integrity Act and related regulations
and gUidance?

AppendIx I mcludes a dIscussIOn of the scope and methodology for thIS audit

2 [n July 1997 Cambodia suffered through a violent mternal ffililtary clash As a result the U S suspended two thuds of Its $37
million annual Cambodian program USAID assistance In 1999 totaled $12 ffillhon
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AudIt Findings

Has USAID/Cambodia established management controls and
periodically assessed these controls to Identify deficiencies In
accordance wIth the Federal Managers' Financial Integrity Act and
related regulations and guidance?

USAID/Cambodia has estabhshed management controls and penodlcally assessed these
controls to IdentIfy deficIenCIes m accordance wIth the FMFIA and related regulatIOns
and gUIdance

As stated above, FMFIA and OMB CIrcular No A-123 proVIdes gUIdance for use by
agencIes and managers to, among other thmgs, establIsh management controls and to
penodlcally assess the adequacy of those controls Further, ADS Chapter 596,
Management AccountabIlIty and Control mstructs mISSIons and cogmzant managers to
(1) appomt a Management Control OffICIal (MCO) to oversee and coordmate
management accountabIlIty and control Issues withm the mISSIon, (2) ensure that
appropnate and cost-effectIve management controls are establIshed, (3) contmuously
perform management control assessments m accordance wIth InstructIons Issued by
USAID's Bureau for Management's Office of Management Planmng and InnovatIon
(MlMPI), and (4) establIsh a management control reVIew commIttee (MCRC) to assess
and momtor defICIenCieS In management controls

Moreover, MlMPI proVIdes annual gUIdance to mISSIOns for conductIng FMFIA reVIews
In conductmg reVIews, mISSIons are Instructed to use eXIstIng sources of InformatIon to
supplement management's Judgment In assessIng the adequacy of management controls,
IncludIng

1) management knowledge gamed from dally operatIOn of Agency programs and
systems,

2) management reVIews,

3) OffIce of Inspector General and General AccountIng OffIce reports, and

4) Program evaluatIOns

MISSIons are also mstructed to revIew the Agency's ADS In determmmg mISSIOn
complIance WIth Agency polICies and essentIal procedures MlMPI proVIdes a
Management Control ChecklIst to assIst In conductIng the reVIews The FIscal Year 1998
ChecklIst contaIned 163 control techmques extracted from the ADS

In ImplementIng the above cntena, USAID/Cambodia had deSIgnated the ControUer as
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the MCa to oversee and coordmate management accountablhty and control Issues wIthIn
the MISSion The MIssIOn had also establIshed a MCRC-compnsed of Office Managers

3and headed by the MCO-to proVIde oversight of Its management control process

The MIssion pnmanly follows the pohcles and procedures stated In USAID's ADS and
supplements the gUidance with MIssion Orders USAID/Cambodla stated that ItS MIssIon
Orders must

Agree with the ADS, Foreign Affdlrs Manual, and Federal RegulatIOns,

2 Respond to a defmed or noted need for controls, wntten policy or gUidehne, and

3 Be minImal In number and length

For example, the MISSIOn supplemented the ADS by ISSUIng MISSion Orders to delmeate
MISSion-wide authonty and responsibility In other cases, USAID/Cambodla's OffIce of
FInance and InformatIOn Management (OFIM) estabhshed procedures for processes such
as reconcilIng monthly transactIOns posted by the MISSIOn to transactIOns of the U S
Dlsbursmg OffIce and exammmg vouchers Includmg the Prompt Pay Act process

USAID/Cambodla took an organIzed and thorough approach In completm~ the Fiscal
Year 1998 FMFIA Assessment The Controller proVided the MCRC team with the
MlMPI checklist contamIng the 163 control techmques and instructIons The followmg
table highlights the areas addressed by these control technIques

, ,

3 We noted that the deSignatIOns of the MCO and the MCRC were formally made after the FMFIA process but were followed
dunng the FY 1998 FMFIA revIew The MISSion had fonnally established a MCRC In Apnl 1996 compnsed of a Chmrperson
With two Member~the Controller and the ExecutIve Officer

4 The Controller chaIrS USAfD/Cambodla s Management Control ReVIew Comrmltee With the ChIef Accountant Program
Orticer Contracting Officer Executive Officer and the two Office ChIefs as members
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CONTROL TECHNIQUES

CATEGORY NUMBER
~

Program AssIstance 37

OrgamzatIOn Management 7

AdmimstratIve Management 40

Fmanclal Management 44

AcqUISItIon and AssIstance J 27

AudIt Management ResolutIOn Program 5

Other 3

TOTAL 163

Upon receIpt of the checklIst, each MCRC member determmed If controls m theIr
assIgned areas were satIsfactory and noted any defIcIencIes Each member then presented
theIr fmdmgs to a MCRC meetmg m October 1998 and the MCRC achIeved consensus
on ratmgs for each of the 163 controls These ratmgs were presented to and revIewed by
the MIsSIOn DIrector who, wIth the MCRC, determmed what actIons should be taken on
defIcIencIes and whether any defIcIencIes should be consIdered matenal weaknesses

In addItIOn to the annual FMFIA reVIew, we determmed that the MIsSIOn routmely
assessed Its controls For example, the MIsSIon was concerned about ItS cashIer functIOn
that has been rated as a hIgh nsk smce 1994 To alleVIate that nsk, the MIsSIOn
transferred ItS cashIer functIon to the U S Embassy, Phnom Penh m May 1998

5



Has USAID/Cambodia reported materIal weaknesses in accordance
wIth the Federal Managers' FInancial Integrity Act and related
regulations and gUidance?

USAID/Cambodla accurately reported one matenal weakness-physical secunty-m Its
October 1998 FMFIA certifIcatIon In additIOn, the MISSIOn also reported two
deficiencIes that could not be corrected at Its level because they were beyond the
MISSIOn's control to correct Fmally, USAID/Cambodla pomted out a mlsslOn-umque
reqUIrement that It IS addressmg

OMB Circular No A-123 reqUIres that a defICIency should be reported If It IS or should
be of mterest to the next level of management This allows the cham of command
structure to determme the relative Importance of each defiCiency Along these hnes,
USAID's ADS Chapter 596 and MJMPI's FlSCdl Year 1998 FMFlA InstructlOns reqUire
thdl mISSIons proVide a FMFIA certIfIcatIOn to the cognizant ASSistant Admmlstrator,S
with a copy to MlMPI, on the overall adequacy and effectiveness of management
controls ThIS certIfIcatIOn should identIfy defIciencIes detennmed to be matenal

6weaknesses, Includmg those that are not correctable wlthm the miSSIon's authonty and
resources

In complymg with MlMPI's gUidance, USAID/Cambodla submitted a FIscal Ye:lr 1998
FMFIA certlflcatton to the AAIANE that Identified one matenal weakness-physIcal
secunty The MISSIon reported that phySIcal secunty was a matenal weakness because
(1) Its abIlity to achIeve objectives IS slgmflcantly Impatred and (2) resources are not used
consIstent With USAID's mIssIon While the MISSIOn estabhshed planned actIOns and
target dates to correct thIS weakness, It noted that

" [t]hIS sltuatlOn can be corrected only Ifauthonty andfinanczal resources are
provIded by USAIDlWashmgton It

Accordmg to the MISSIon, after several VISitS from USAIDlWashmgton offiCials and
extensive MISSIon reportmg, USAIDlWashmgton and the State Department have
concurred that the MISSIOn's phySIcal secunty IS a matenal weakness As a result, we
understand from the MISSion that USAIDlWashmgton may have set aSIde $500,000 m
FY2000 secunty fundmg for USAID/Cambodla's portIon of the move and plans to
transfer the funds dIrectly to the State Department The actual 10catlOn of the new
MISSIOn remams unclear, however, as we were mfonned that the State Department has

5 For USAID/Cambodta, the cogmzant ASSIstant Adnumstrator IS the ANANE

6 A matenal weakness would (I) slgmficantly Impalr the organization s ablhty to achIeve Its objectives (2) result In the use of
resources m a way that IS mconslstent With Agency miSSIOn (3) Violate statutory or regulatory requirements (4) result In a
slgmficant lack of safeguards agalnst waste loss unauthonzed use or nusappropnatlOn of funds property or other assets (5)
Impalr the ability to obtaln malotaln report and use reliable timely mformatlOn for deCISion makmg or (6) penmt Improper
ethical conduct or a confhct of Interest
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not yet approved the proposed sIte

In Its FMFIA certIfIcation, the MISSIon also hlghhghted two deficiencies that It
considered could not be corrected at the MIsSIOn level gIven pollcy and legIslatIve
constramts

FIrst, USAID/Cambodia reported that fundmg for Its program was dramatIcally reduced
and restncted smce July 1997 when pohtical vIOlence occurred wIthin CambodIa As a
result, the MISSIon felt Impeded In achlevmg expected results, planning strategIcally, or
addressmg reform Issues cntIcal to sustaInabIhty

Second, USAIDlWashmgton has adVIsed the MISSIOn that CambodIa IS an approved
source under source/ongm rules 7 However, neIther the Code of Federal RegulatIons
(CPR) nor the ADS has been updated wIth thIS mformatIOn We noted that 22 CPR
228 03 allows authonzed source countnes for code 935 to be any area or country
excludmg foreIgn pohcy restncted countnes Cambodta IS hsted as a foreIgn polIcy
restncted country ThIS lack of an update could cause confUSIOn for USAID partners who
must follow these outdated rules m theIr grants and cooperatIve agreements The MISSIOn
requested an amendment to the CPR and the ADS m July and October 1998 As of July
1999, neIther the CPR nor the ADS had been updated to mclude thIS mformatIOn

Fmally, USAID/Cambodia reported ItS umque staff development and trammg
reqUIrements

"As a relatlvely new MzsslOn m a country whIch has experIenced an
overwhelmmg depletIOn m Its human resource base, m-depth techmcal trammg
Jor FSN staff IS essentzalJor an lmproved management control enVIronment To
address thls Issue, an actIve MISSIOn trammg commlttee IS workmg closely wah
each office to develop and carry out long-term staff trammg and development
plans"

Reahzmg the need to tram staff and at the same tIme accomphsh Important functIOns,
USAID/Cdmbodta hIred mne long-term ThIrd Country NatIonals (TCNs) The MISSIOn
hIred these mne TCNs to fIll a need In Important functIOns such as accountmg,
contractmg, and mformatIOn resources management The MISSIon reqUIres each TCN to
take an actIve dally role m the employee development and trammg of CambodIans In
our 0plmon, the MISSIOn's proactIve approach m addressmg problems-as shown m thIS
example-IS commendable Imtlatlve m complymg WIth the mtent of the FMFIA

7 The regulatIon on source ongm and natlOnahty IS aVaIlable at 22 CFR 228 03
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Has USAID/Cambod13 taken timely and effective action to correct
Identified management control defiCiencies in accordance with the
Federal Managers' Financial Integnty Act and related regulations
and gUidance?

As descnbed below, USAID/Cambodid has tdken timely and effective action to correct
deficiencIes It Identified dunng Its Fiscal Yedrs 19968 and 1998 reviews

OMB CIrcular No A-123 and USAID gUidance state that agency managers are
responsible for takmg timely and effective actIon to correct Identified defiCienCies
Furthermore, correctl ve actIOn plans should be developed and tracked Internally by each
assessable umt

We revIewed MISSIOn actIOns on defiCiencies IdentifIed m ItS FIscal Years 1996 and 1998
FMFIA reVIews In ItS Fiscal Year 1996 review, the MISSIOn IdentIfIed four defiCiencies,
all of which It considered to be non-matenal weaknesses MISSIOns are not requIred to
report non-matenal weaknesses to the next level of management-the cogmzant ASSistant
Admmlstrator-but are stilI reqUired to take tImely and effective actIOn to correct the
defICiencies By December 1, 1997, the MISSIOn had taken tImely and effectIve actIon to
adequately address all four defiCienCies noted m ItS FY 1996 FMFIA certificatIOn
In ItS FIscal Year 1998 FMFIA reVIew, the MISSion lIsted one matenal weakness
(phySical secunty) and two defICIenCies (fundmg and source/ongm) The MISSIOn cannot
correct any of these three problems-USAIDlWashmgton must correct them

Other Matters. Risk Assessments Would Further
Strengthen the MISSion's FMFIA Process

USAID/Cambodia has establIshed the management controls outlIned In the ADS and, In
some cases, has supplemented those controls However, we belIeve the MISSion could
further strengthen the effiCiency of ItS review of those controls, by performmg a fonnal
dnd systematic nsk assessment of ItS operatIOns and programs

RecommendatIon No 1 We recommend that USAID/Cambod13 determme If
a formal and systematIc risk assessment would strengthen the effiCiency of Its
FMFIA process

Every Federal agency faces nsks that could threaten the achievement of ItS objectives and
USAID IS no exceptIOn USAID as a whole, ItS field miSSIOns and even offices wlthm
those miSSIOns face a vanety of nsks from both external and Internal sources Risk
assessment IS the IdentificatIOn and analySIS of pOSSible nsks to meetmg objectIves and

8 USAID/Cambodm was exempled from conducting a FY 1997 FMFIA revIew because of an evacuatIon yet slIlIlssued a letter
to the ActIng ANANE In July 1997 diSCUSSing ItS progress on Improvmg controls Therefore we reviewed defiCienCies noted
under the MISSIon SFY ]996 FMFIA review
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formmg a basIs for how those nsks should be managed or controlled Pnmanly, nsk
assessment consIsts of managers askIng themselves what pOSItIve outcomes need to occur
and what negattve outcomes need to be prevented m order for an operatIOn/program to
succeed The manager would then

1) IdentIfy condItIons that rmght mhIbIt posItIve outcomes and condItIons that mIght
foster negatIve outcomes (IdentIfymg nsks),

2) determme the probabIhty and Impact of those nsks (determmmg the level of nsk
generally hIgh, medlUm or low), and

3) based on the level of nsk, set m place appropnate management controls to mItIgate
those nsks

For example, maccurate mformatIon m progress reports can lead to erroneous decIsIOns
Accordmgly, maccurate reportmg from USAID contractors and grantees would be a nsk
that could have sIgmfIcant ramIficatIons (a hIgh nsk) A manager mIght lessen that nsk
by venfymg reported mformatIon dunng penOdIC sIte VISItS

The benefIts of nsk assessment are two-fold FIrst, by conductmg nsk assessments,
MISSIOn managers can ensure that they have establIshed management controls that are
appropnate to theIr umque sItuatIOn (ADS SectIon £596 5 la reqUIres that cogmzant
managers establIsh appropnate controls) Second, by IdentIfymg the level of nsk m
operatIons and programs, semor MIsSIon management can focus more resources on hIgh
nsk areas and less resources on low nsk areas, thereby mcreasIng ItS effIcIency and

9effectlveness

Dunng our audIt, we found that certam mISSIOn managers were already conductIng
"mtuItIve" nsk assessments When a vulnerabIlIty came to theIr attentIon, they would set
In place an appropnate control For example, m June 1998 the MISSIon's ChIef
Accountant notIced that voucher exammers had been expendmg conSIderable effort on
telephone bIlls ThIS effort detracted from the exammers' abIlIty to conduct voucher
reVIew and processIng and may have contnbuted to vouchers not beIng processed WIthIn
theIr due dates The ChIef Accountant suggested a more effICIent method of handlIng the
effort and that suggestIon was accepted and an alternatIve method put Into practIce

We belIeve that the MISSIon as a whole could benefIt from conductIng a formal and
systematic nsk assessment and USIng that assessment as a component of their FMFIA
reView, a change which ultimately would make the reView more effective and effiCient

9 The U S General Accounting Office (GAO) recogrnze~ the benefits of nsk assessment and states that Management should be
comprehensive 10 ItS IdentificatIOn ofnsks at both the entity WIde and activity level (GADs May 1999 proposed revIsIon of the
Standards for Internal Control 10 the Federal GO\emment)
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Management Comments and Our Evaluation

In theIr response to the draft audIt report, USAID/Cambodla's management concurred
with the report's only recommendatlOn The MIssIon stated that It understood that
USAIDlWashmgton would Issue gUIdance on nsk assessments to fIscal year 2000 When
Issued the MIssIOn stated that It WIll reVIew the gUldance and determme a sUltable course
of actlOn to ensure that MIssion management controls are both appropnate and adequately
ranked accordmg to nsk level Therefore, based on the MISSIOn's planned future actIons
on nsk assessments, RecommendatlOn No 1 IS closed upon Issuance of thiS report

I'
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APPENDIX I

SCOPE AND
METHODOLOGY

We audIted USAID/Camboma's ImplementatIOn of the Federal Managers' Fmanclal
Integnty Act (FMFlA) The aumt was performed m accordance wIth generally accepted
government audItmg standards and was conducted from May 10, through May 26, 1999 at
USAID/Cambodia

We audIted the MIssIOn's FISCal Year (FY) 1998 FMFIA assessment and defIcIencIes
noted under Its FY 1996 assessment 10 The audIt was not desIgned to IdentIfy all the
matenal weaknesses not reported by the MIssIon, however, If any prevIOusly unreported
weaknesses came to our attentIOn dunng the audIt, we mcluded these m our audIt report
Also, the scope of thIS aumt dId not mc1ude a detmled analysIs of mdIvIdual management
controls to determme theIr effectIveness

The aumt work mcluded revIewmg the MISSIon's system for estabhshmg, assessmg,
reportIng and correctmg management controls To accomplIsh the audIt obJectlves, we
used the FMFIA, OffIce of Management and Budget CIrcular No A-123, General
Accountmg OffIce's (GAO) "Standards for Internal Control m the Federal Government,"
USAID's Automated DIrectIves System (ADS) Chapter 596 on Management
AccountabIhty and Control, other ADS Chapters relatlng to Agency pohcIes and essentIal
procedures, and gUIdance for assessmg the adequacy of management controls and annual
mstructIons for reportmg the status of management controls prOVIded to IIDSSIOns by
USAID

We developed and used a questIOnnmre In our dealmgs WIth the MISSIOn's Management
Control OffICIal, members of ItS Management Control ReVIew COmIIDttee and operatmg
umt managers We also revIewed avmlable documentatIOn on the FISCal Year 1998
FMFIA revIew, mclumng the hstmg of management control defIcIencIes and
management actIon plans for correctmg those deficIencIes We revIewed the MISSIOn's
FISCal Year 1998 FMFIA certIficatlon to the AAIANE, noted any matenal weaknesses
IdentIfied, and revIewed the status of any matenal weaknesses or defICIencIes Identified
m the FIscal Year 1996 reVIew

Fmally, we revIewed recent Office of Inspector General and GAO audtt reports
performed at USAID/CambodIa to IdentIfy potentIal matenal weaknesses

10 USAID/CambodIa was exempted from perfonmng a FMFIA reVIew m 1997
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AppendIx II

UNITED STATES AGENCY FOR
INTERNATIONAL DEVELOPMENr

PHNOM PENH CAMBODIA
No 18 Street 228

Tel (85523)217634or218074/75
fax. (85523)217638 or 18810213 (e)

Mr Paul E Armstrong
DlI'CCtor
RIGIMamla
Mantia, Phtbppmes

Dear Mr Armstrong

July 8 1999 REGE,
20 JUl 1999

We have reviewed the draft audit report for USAlD/Cambodl1l s Fiscal Year 1998 Federal
Manager s Fmancll1 Integnty Act (FMFIA) FII'St ofalii v.ould hke to thank the RIG Team for
their professionalism and the excellent customer service provided durmg the audit. The Team
offered mvaluable suggestions and guidance to the MISSion staff which wl1l Improve our regular
mtemal control reVIew and monltormg process

We concur With the one recommendation noted m the audit report, namely

"We recommend that USAlD/Cambodla determme Ifa formal and systematic nsk assessment
would strengthen the efficiency of Its FMFIA process "

We understand that MlMPI will be Issumg gulClanee m FY2000 regardmg nsk assessments Once
we have had a chance to review the gulliance, the MISSion Will determme a SUitable course of
action to ensure that the MISSion s management controls are both appropnate and adequately
ranked acCOrdlDg to nsk level

Once agam I would hke to thank you and the RIG staff for the superb assistance proVided durmg
the FMFIA audit

~,~'P'T/-

Willard J pearsbi(
MISSion Director


