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EXECUTIVE SUMMARY

This report presents the resulls of a study Lo develop a long-range telecommunica-
tions plan for ALD. Telecommunications, as broadly defined in the Alb environment, in-
clude Lhe electronic transmission of information and data between and among automatic
data processing equipment (ADP), word processors of all types and microcomputers, as
well as the biplomatic Transmission Systen or cable system, run by the bepartment of
State.

The purpose of Lhe study was Lo examine the need for a new telecommunications system
for AIb and Lo develop a [ive-year Lactical plan to guide implementatjion of the recom-
mended telecommunications strategy for AID/W and the USAlDs.

1. BACKGROUND

Exhibit ES-1 summarizes the impetus, objectives and assumptions established in the
initial planning for this study which emerged from the convergence of the Agency's con-
tinuing development of its information processing capablilities and the advent of new,
more "user-friendly" communications technologies.

. AID's increasing familiarity with the communications potential of the existing
equipment base has spurred user interest In the development of an integrated
telecommunlcations system to unify the diverse technology components of Alb's
existing conficuration, both in AlID/W and the USAlDbs.

- ihis user interest has been highlighted by the increasingly iarge demand
from the user community-(both AID/W and USAIDs) for telecommunications
connections to allow them to "dial-up" other users, computers, or data
bases.

. Three Department of State initiatives have helped trigger ALD's decision to
develop a telecommunications plan:

- The decision by State to purchase a private Branch Exchange (PBX) to re-

place the existing telephone system. The PBX will also serve ALD and has
the potential to be the backbone of a telecommunications system.

-1-
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- State's request that AlD reduce the manual processing of outgoing AlD
cables by providing an electronic link from the AID Communications Ceunter
to State's cable transmission system.

- State's agreement to provide leased lines for international communica-
tions, apart from the cable system, belween overseas posts and AID/W.

New telecommunications Lechnologies have appeared on the scene in the past two
years that promise the capability of connecting AID's growing electronic infor-
mation processing equipment base. (These new technologies are described in
Appendix A.)

S''UpY OBJECTIVES

The four basic objectives of the study were:

Delermine user requirements and size the traffic a telecommunications system
would have to carry within AID/W and between AID/W and the USALbs

Assess existing telecommunications technologies in terms of a set of technical
criteria, including performance, compatibility, ease of use, flexibility, tech-
nological maturity and costs

Recommend a technical solution for AlID/W and the USAIDs

Prepare a telecommunications tactical plan and develop a budget for FYB85 - FYO09.

STUDY ASSUMPTIONS

From the beginning of the project to accomplish this study, three primary assump-
tions were developed and followed by the study team:

Maximize present investments in equipment, sollware and personnel experience by
looking for options which would be compatible with currently installed vendor
systems (e.g., Wang, IBM, etc.)

Use Department of State facilities in all cases possible Lo eliminate duplica-
tion of effort and management.



. A five building scenario was used throughout this study, since Alb/v is planned
for consolidation into five buildings, as compared Lo the present nine, by
June, 1986, for all slzing, costing and developmental projections.

4. CAPABILITY OF COMMUNICATIONS FACILITIES 10 MEEYT AID'S TELECOMMUNICATIWUG REQUIREMENTS

. pased on the User Requirements Analysis, Lhere are five primary capabilities
that any new integrated agency-wide system would have Lo support:

- communications belween oltice automation equipment for purposes of docu-
ment and file exhaunye

- Electronic mail, a service that allows users to send and recelve messayes
stored in their electronic mailboxes

- Access Lo Lhe AID/W main computer for interactive and batch sessions and
remote job entry

- Access to a public data network to provide access Lo exlernal computers

- Wwithin AID/W there is also need to distribute incoming cables via elec-
tronfic links Lo the recipient otfices

. Additionally, any telecommunications system would have Lo have the capacity to
handle the volume of traffic and users projected for AILD.

. Exhibit ES-2 summarizes the expected topology of any potential network in AID/W
with regard to personnel locations and total traftic volumes within locations
as well as between locations.

. The full range of Lelecommunicatlons regquirements described above cannot be met
by AID's current communications facilities:

- The APO, diplomatic pouch, AID/W inter-oftice mail and courier service are

hardcon distribution media that cannot be transformed into electronic
transmission facilities. They are also perceived by users as "Loo slow."



EXHIBIT ES-2

LOCAL AREA NETWORK

SA-15

rc

oIS

01S

SA-1

rc 015

SA-16

pre

PC

(01 1]

SA-18 )

|OIS

rc

DpP

rC

—

A

MAINFIRAME > i
Y\\~

\\\

{LEASED

— LINES —"
e

EXTERNAL
- DATA BASES _»
T——.

MAIN STATE

(0] 1]

op

rC

—3PC

1.-

~—— —————

CNABLES —Vr




Although other existing communications systems such as DTS, Lhe Lelephone
system and the inciplent point-to-point telecommunications system being
implemented on oflice aulomation equipment are being upgraded and expand-

ed, these systems can only satisfy a limited range of Lhe Agyency's re-
qu[tements.

The Agency is taking steps to provide communications support to the USAlDs,

especially the regional financial accounting centers; bulL Lo date, this support
has been on a case-by-case basis and does not provide the backbone for an inte-

grated USAID-AID/W nelvork.

5. TECHNOLOGY OPTIONS FOR AlbD/W

buring the course of the study the team refined the set of potential technology op-
tions Lo arrive at a set of three alternatives considered best suited Lo Lhe AID/W en-
vironment. These are:

. Local Area Hetwork (LAN)
. PBX (Private Branch Exchange)
. point-to-point Communications

These three alternatives, while meeting the projected requirements, provide a wide
range of Lechnological options for the future. A brief description of each of the
alternatives appears below:

. l.ocal Area Networks

The Local Area Neltwork (LAN) alternative for AlD/W is a distributed type of
network or transmission medium that connects information processing devices
such as word processors, computers, printers, ADP terminals and other equip-
ment. control of the various network elements may be distributed throughout
the network, at the point where each device connects to the network, or it may
be centralized at some network control location, such as the mainframe, or a
Network Conlrol Cenlter.

. private Branch Exchange (PBX)

The most centralized of Lhe technology alternatives available Lo ALD is Lhe
private Branch Exchange, or PBX, a private, on-premises switching system
originally designed to handle telephone communications. The digital pBX

-4-



markeled by AT&T, Lhe Dimension 85, Lhal AlD is acquiring for voice communica-
Ltions, also has some limited data swilching capabilities. 1t cannol be deter-
mined with any degree ol assurance al this time Lhal this rhX will be developed
sufficiently for use in Atb/W for the full range of Lelecommunications require-
ments. control of the pPBX network is centralized in the PBX Main Control
Cenler.

foint—to~voint communications

This communications alternative corresponds must closely lp present arrange-
ments for AID/W telecommunications. Connectivity between devices is achieved
when needed (although lines may be dedicated for this purpose), and a circuit
must be established for each communications session Lhrough switching or mul-
tiple dedicated lines connected between parties wishing Lo communicate.

In Lhe AID environment, by far the most practicable form of point-to-point com-
munications would use a mainframe computer as the central switch. {(this does
not mean that the mainframe on which data processing is performed would play
this role, only that a large computer is required to switch and route communi-
cations). cConnectivity between devices, such as a PC in Rosslyn and a PC in
Main State, would be through the independent connection of lLhese devices Lo Lhe
communications controller of the mainframe. Besides connectivity, the main-
frame would have suftware to resolve any differences belween the characteris-
tics of the devices attched to it (e.g. line speeds, protocols, etc.).

6. EVALUATION AND RECOMMENDED SOLUTIONS

These alternative architectures were first compared in terms of performance, compat-
ibility, ease of use, Elexibility and cost. The LAN scored highest on technical merit,
while Lhe PBX was most attractive from a cost standpoint, particularly since much of the
PBX infrastructure will be supplied by the Department of State in support of the voice
telephone system. The Point-to-Point option scored lowesl on technical merit with the
highest cost overall.

In comparing each of the three alternatives with regard to its capability to meet
the short and long-range AlD user requirements, the LAN scored significantly higher than
either the pPBX or point-to-roint.



The

RECOMMENDED SOLUTIONS ARE A LAN TO SUPPORT Alb/W WiTH POINT-TO-POINT COMMUNICATIONS
YO THE USATDS

The recommended telecommunications solution for AID consists ot a Local Area

Helwork (LAR) to be installed in ALIb/W buildings, while USAIDs are given Lhe cap-
abilily of establishing leased and/ort dial-up communications Lo a variely of equip-

ment connected to the AlD/W network. relecommunications support should also be pro-

vided beltween USAIbs, especially Lhose reporting Lo a regional centers such as the
Regional Financial Management Centers (RFMC's).

‘the Alb/W nelwork will consist of Ltwo components:

. A Local Area Heltwork connecting all of AID's equipment for purposes of
exchanging documents and tiles beltween of flce automation equipment and
providing connectivity to the USAIDS.

. A value-added component, consisting of all other system enhancements, in-
cluding increased access to the AID main computer, access to external data
bases via a public data network tap, electronic mail and, for AlID/W, elec-
tronic distribution of Incoming cables.

The USAID's telecommunications approach consists of two major cowponents:

. Providing connectivity to the AID/W network and/or other USAIDs via the AID/W
LAN
. Providing regional network hubs to support posts Lhat have regional responsi-

bility for other USAIDs (e.g., RFMC's, etc.)
rationals for these solutions are explained briefly in the following paragraphs:

(1) AID/W LAH

Ssizing and configuring the local area network for AID/W presupposes that AID/W
will be located in five buildings by FY86, as M/SER/MO has projected. According to
this scenario, based on staff and oltice allocation in these buildings and estimated
tratfic projections, the best solution for AlD is a broadband local area network.



A LA is a distributed type of transmission medium that connects automated
cquipment for purposes of electronic transmissions. 1In this case, a broadband
coaxial cable nelwork capable of supporting voice, data and video transmissions is
recommended, for the following reasovns:

. 1he broadband LAN scored highest on technical merit when compared to
alternative telecommunications technologles

- It offers the greatest performance capabilities in terms of load cap-

ability, transmission speed/time response/delays, error detection,
maintenance and security.

- It will be compatible with an estimated 90% to 95% of AlLD's installed

equipment base by FYB6, and consequently, with existing protocols,
and can be connected to public data networks.

- 1t is easy to use from the point of view of users, maintenance and
supervisory staff, e.y., screen formats can be designed Lo make the
circuitry "transparent® to the user.

- It offers great flexibility for geogiraphic expansion and reconfigura-
tion, since equipment can be moved easily from one location to an-
other by pluyging it into the conneclLor at the new site. (Broadband
cable can be tapped For additional "drops” Lo user locations, as
needed.)

. The LAN approach also lends itself to applications upgrading, should add-
itional value-added functions be desired, such as graphics or video trans-
missions (for teleconferencing) Lo support dgrowing user requests for those
capabilities.

. the LAN also provides connections to wide-area or melropolitan-area net-
works, as well as public data networks.

Although the LAN is slightly more expensive than the PBX, especially since a large por-
tion of the infrastructure of the PBX will be installed as part of the new telephone
syslem, the technical advantages make the LAU a safer investment for AlDh at Lthis time.
Should PBX technology become more mature in its data handling capabilities, the LAN can
also be integrated with the PBX to provide even greater connectivity and flexibility for
AID's equipment base.



rhe network layout recommended for AID/W consists of two broadband coaxial cable
networks, one connecting Main Stale and 5A-1, and anolher located in Rosslyn (SA-18),
wilh twisted-pair wiring (e.qg., telephone-type wire) providing access to the network for
Aib/W staff in SA-15 and SA-16. ‘The use of broadband coaxial cable in the Lhree build-
ings is warranted by the high terminal/workstation density.

The Lwo LANS would be tied together via leased lines crossinyg the polomac River,

probably as several channels on a line owned or leased by State as part of the bimension
85 Systen.

(2) The vValue-Added Network in AID/W

value-added functions such as additional and more flexible access to the main
computer, electronic mail, electronic cable distribution and access Lo olher com-
puters via a public data network can best be supported by a LAN.

. value-added functions can be added to the network incrementally,
e.g., phased in over time, as user needs and system capabilities change.

. two cable enhancements recommended for implementation are value-added com-
ponents of Lhe network:

- Automating the reverse link between AID's communications Ceater and
State's cable transmission faciliity

- providing AID/W oftices with the capability of transmilting cables
created on word processing equipment directly Lo the AJD Ccommunica-
tions Center for transmission overseas.

. Additional cable system enhancements may also be considered, such as:

- providing on-line cable queries from a cable data base housed on a
computer in the AID Communications Center or on the AID main computer

- Providing for electronic distribution throughout Alb/W ol incoming
cables.



(3) Telecommunications for the USALDS

A Lhree-pronged approach is recommended tor implementation of the USAlID-based
telecommunications system, depending on the level of automated support the USAlD
enjoys. Different types of hardware and software communications will be required to
equip missions, depending on their existing automation capabilities:

. USALDs with VS equipment, possibly also including an OIS, as well as
microcomputers

. USALIDs with 0IS equipment, also including microcomputers

. USAIDs with microcomputer only

pepending on the capability of the installed hardware and the installation schedule
determined in concert with the bepartment of State, two types ot telecommunications
connections will be made from USAL1D's to ALD/W:

. point-to-polnt commnications from VS equipment in the USAIDs to AID/W,
via leased circuits provided by the Department of State

. Point-to-point communications from VS, OIS and microcomputer equipment

from the USALDs to minicomputers lvcated on the AID/W distributed netvwork,
e.g., the broadband LAN.

Additionally, direct communications between USAILDS will be established, either
via the nepartment of State's communication centers or via commercial dial-up lines
in Lhose instances where regional responsibility tor intormation processing exists,
or where acceptable long distances links are unavailable.

-

initially, until the LAN is installed, point-to-point communications between equip-
ment in the USAIDs and AID/W will be put into operation. The amount of active user
intervention and coordination will be much greater than will be the case when the
LAN is in place. Moreover, some USAIDS with VS equipment will begin routing trans-
missions via the mainframe where it can bz queued and stored until the recipient
office in AID/W retrieves it. Typlically, ALD/W of[ices power down Lheir OIS equip-
ment in the off hours. Since transmissions cannot occur unless there is some gqueu-
ing or store and forward capacity, it Is expected that most USAID-AID/W transmis-
sfons will be channeled via the mainframe in this fashion until VS minicomputers on
the distributed LAN take over this function.

-9 -



Gradually, as the LAN s installed in AID/W buildings, a more “Lransparent,®
user friendly type ol communications capabilily will exist belween AlID/W and the
USAIDs, which will allow generic addressing of messages and access Lo data bases
dynamically.

8. BEHEFITS ACCRUING FROM THE PROPUSED SOLUTION

the benefils anticipated to accruc from the implementation of an integrated telecom-
municalions system throughoul the Agency wounld fall into three major calegories:

. Measurable cosl savings of an estimated $2 Million/Year -- ‘The grealest direct

cost savings would be reflected in reduced telephone bills, especially between
AID/W and the USAlDs and travel, e.g., fewer ‘IDYs. (Exhibit ES-3).

. Better Utilization of rrofessional Time -- It is estimated tLhat between four
and seven million dollars worth of professional direct-hire stafl time per year
could be used for more productive activities if a telecommunications system
were in place and fully utilized. (Exhibit ES-4 estimates polential savings by
reallocation).

. Intangibles -- The major "intangible® benefits would consist of reduced project

cycle time, coupled with higher quality information and a reduction in the
amount of paper circulating within the Agency (Reform 68).

These estimates were obtained directly from AID/W and USAIDs via Lhe Requirements
Analysis and from productivity improvement estimates based on a study of the impact of

introducing automation technologies in the Fortune 500 and large government agency
environment,

9. MAHAGEMENT 1SSUES AFFECTING 1MPLEMENTATION

buring the course of this study, a number of management issues have been jidentified
which need to be considered and acted upon in conjunction with the detailed design of a
teleconmunications network:

. Informaticon Resource Management issues concerning the expanded access ol users

to data and the proprietary (ownership) of the data. bDistributed data bases
resulting from this access need to be assessed with regard to their ‘otticial’
standing.

-10-



EXHIBIT ES-3
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EXHIBIT ES-4
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. cable related issues concerning what procedures are necessary to handle elec-
Lronic signatures of oulgoing cables (or any documents being Lransmitted via

the nelwork). Electronic storage of cables, limiting access Lo cables and/or
cable database.

. System managerial issues concerning how the telecommunications Lunction will be

organized and staffed. Arrangements for 'local’ management of the telecommuni-
cations in the USAIDS and in Alb/W oflfices as well as how Lhe centralized man-

agement functions in relation to the local organizations on matters of:

- Training
- User help and operational assistance
- Applications design and development.

. User training will, just as the introduction oL office automation and micros
did, require the establishment of suitable user training and support capabili-
ties.

10. IMPLEMENTATION PLAN AND COSTS

Exhibit ES-5 and ES-6 depict the general plan at a very high level. ES-5, re-

presents a bar chart showing the major tasks and projected target deliverables, while
ES-6 shows Lhe expected 'annual status' of the major functional components of the net-
work.

A summary of the overall cost of implementing the recommendations outlined in this
study are included in Exhibit ES-7.
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EXNIBLT LS-7
A1D TELECOMHUN ICATIONS SYSTEMS

T TESTINATED TUDGET SUMHARY

FYB5 FYBO FYe? FYB8 FY89 Total

AID/W lLocal Arca Nelwork

& Overall besign
. Non-Recurring Costs (one-time) 300 1740 850 150 150 3190
. Recurring Costs 200 750 700 700 700 3050
Total AID/W Nelbwork 500 2490 1550 B850 850 6240
Other PFunctions

. USALD Links 170 390 270 150 100 1080
. Cable System Distribution 300 joo 600
. Electronic Mail 150 250 50 450
Total Other Functions 320 940 620 150 100 2130
Grand Total 820 3430 2170 1000 Y50 89370
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L1, GOUCLUSLON

To conclude, by harnessing the present converpence of teclmology and integrating by
meana of telecommunicatlons, office automatlon and data processing, the management of
the Agency not only lncreases the productlvity of the organlzatlion but assures lor the
Agency the Followlng untanglible benelits.

. A higher value-added dimeunsion to informatlon by Increaslng its tlmely dellvery
where and when needed

. Ny 1ncrensln¥ the number of communlcatlion channels new sources of information
become readlly avallable where they wmay have a higher Lmpact

. Networklng, by Lts nature, allows manogement maxlmum Clexlbility Lu planning
control and operatlons, aluce time and dlgtance constralnts are, LE not
elimlnated, at least reduced extenslvely

. Finally by Increasing the usage of telecommunication among the %eogruphlcal
distributed parts of the organlzation, concensus - which ls an lntrinsle char-
acteristic of the culture of the organization - is reached in a more timely,

economlcal and efficicant wmanner, thus assuring managemeut an optional working
environment.

-12-
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1. DACKGROUHD AHD INTTRODUCTION

This report presents the results of a study to develop a long-range strategy for the
further development of AID's telecommunications. Telecommunications, as broadly defined
in the A1D environment, include the electronic transmission of information and data
between and among automatic data processing equipment (ADPE), word processors of all
types, microcomputers, and the cable system. Transmission can occur over ordinary tele-
phone lines, leased lines, coaxial cable or in wireless form, such as by microwave or
satellite, as in the case of the cable systemn.

the study was conducted by a team from the Bureau for Management, principally the
Offices of Information Resources Management (IRM) and Management Operations (MO), with
the support of three contractors. Begun in January 1984, the study generated results
which were presented in hriefings to senior manaygers in the Manayement Bureau in August
and September 1984.

1. STUDY PURPOSE

This study is part ot the Agency's continuing development of its information
technology, which has received considerable management attention and budget, as well as
increased utilization, in the past several years.

(1) User Requests

A major impetus for this study came from users in the missions and AID/W where
approximately several hundred word processing, microcomputer and ADP terminals are
now installed. Users have expressed a rapidly growing interest in expanded and more
sophisticated telecomnunications than they now have for several reasons:

. AID's interoffice mail, State's pouch system, and hand carriers are be-
lieved to take too much time for many kinds of document and message trans-
mission, especially with regard to the USAID-AID/W communications.

. Most end user equipment, apart from the ADP terminal network, presently

have minimal, if any, telecommunications hardware and software. Data for
input and outputs need to bhe transmitted in hardcopy form, in most cases.
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. Many new application software packages, especially for word processors and
microcomputers, have or are suitable for telecommunications, but are not
sufficiently exploited by the Agency.

The user interests have been highlighted by Lhe increasingly large demand
Crom the user communlty (both ALID/W and USALIDS) [or telecommunications connec-
tions (e.g., the Latin American Bureau has requested the ability to 'dial-up’
all posts in the region from its WANG 01Ss).

(2) FExternal bevelopments

In addition to user requests, a number of State bepartment-related developments
helped to trigger the initiatlon of AID's own telecommunlications strategy study:

. The Department has committed to buy an advanced ptivate branch exchange
(PBX) which will also serve AlD staff in washington. 1t is expected to
provide not only sophisticated voice communications, but also serve as a
potential channel for sending and switching data communications.

. State wishes to reduce some of the manual processing of ALD's outygoing

cable traffic, necessitating the identification of ways Lo provide this
traffic in electronic form from the AID cable room Lo the Stale cable room.

. The Department is beginning to provide leased lines for international
telecommunications, apart from the cable system, between oversess posits
and AlD/Washington, as part of a recently signed Inter-agency agreement.

“here Is also reason Lo conduct this study due Lo the substantial amount of
hardvare and software acquisition budgeted or planned as part of the ongoing AlD
information technology program. These acquisitions include the significant upgrade
in AID's malnframe computer capacity la the last half of FYBA, as well as continued
increases in word processing and microcomputer systems in Alb/Washington and the
missions.

2. STUDY OBJECTIVES AND METHODOLOGY
The study was chartered with four basic objectives, which are described in detail
below.



(1) Dpetermine User Requirements

As noted above, user requests for assistance in telecommunications center upon
their needs to communicate in electronic form, not only to connecl with data sources
and the consumers of their outputs, such as documents, but also to do this more
rapidly than present communications facilities allow. ‘Therefore, Lhe study had to
be founded upon a characterization of how users employ ADP and office automation.
Many telecommunications needs are, in fact, embedded in the processing of the data
they receive and generate.

Accordingly, requirements of AlD/W and the missions had to be understood in the
following terms:

. Information processing functions of user offices and missions, present and
desired
. Current and projected flow {automated or not) -- "traffic* -- of infor-

mation between and among offices, so that additional telecommunications
facilities would be sized and connected appropriately.

(2) Assess Technologies

Telecommunications technology is developing so rapidly that among many differ-
ent alternatives, there are significant difterences in technical risks and costs, in
addition to capabilities, which senior management needs to be aware of before
embarking on a major inittative and acquisition program. The purpose of this
assessment was to screen all candidates and explore those which appeared to be

capable of meeling requirements. The assessment covered the following points:

. capabllities and capacities ol hardware and software for transmission,
switching, interfacing, and control of telecommunications

. Degree of maturity of what is available, and any associated risks

. Technical feasibility of using the equipment Lo meet AID's specific
requirements

. Compatibility with existing and planned additions to the installed base of
AID's offlice automation and ADP equipment
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. costs of equipment--investment and operational

. organizational tmpacts, both on managers of telecommmications and on the
users.

(3) Dbevelop options and Recommendations

From the study's outset, it was clear that requitrements would be multi-faceted
and that there would be more than one technology which could satisly AlD's needs.
Accordingly, it was determined that at least thice well constructed alternatives
would be developed and evaluated on technical, management, and cost factors. Also,
since none of the technological alternatives had to e "pure” lor technical reasons,
Lthe study team considered a variety of hybrids whica could combine practical
fealures of different technologles.

The evaluation was anticipated to lead to the identification of one most advan-
tageous recommendation for an AID telecommunications network. A primacry purpose of
this report is to present the facts, conclusions, and this alternative to enable
senior management consideration of the alternatives and thelir respective strong
points and shortcomings.

(4) rprepare Plan and Budget

gach of the alternatives was to be costed to provide eslimates of investment
and recurring costs. As implementation was believed to be a multi-year proposition,
Lhe costing also represents a multi-year projection of budgetary requirements and
impacts. Following AlDb budgetary procedure, detail was provided for the next two
budget years, FY85 and FYBO0, but figures were also provided tor the balance ol the
five-year plan period.

An implementation plan was also oullined including such iftems as planned acyui-
sitions, pllot tests, additional studies, and recommended responsibility and timing
for each step. In addition, a number ot significant management issues, apart from
the fundamental technological cholce for the network, were also articulated in such
arcas as information resources management and training.

The project implementation plan delineates:

. pescription of the activities and their sequence ovetr a matliple-yeast
period
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. Responsibility for implementation
. Resources:
- Agency funds for investment and operations
- lluman resources, both direct hire and contractor, where appropriate.

3. BOUNDARY AND SCOPE ASSUMPTIONS

A complex study of this nature requires several assumptions, whlich were developed by
the study team after initial work and approved by the IRM and MO task force overseeing
Lthe project.

(1) Geographical and Facilily-Relaled Assumptions

. Since AID/W is planned for consolidation into five buildings {compared to
the present nine buildings) by June 1986, all sizing projections,
e.g., for volume and pattern ot telecommunications traffic, need to
reflect the five-building lay-out designated by SER/MO, as shown in
Exhibit I-1.

. Alternative networks for AID/W need to show alternatives for each building
(intra-building network), as well as for the links {trunks) between
buildings.

. For the purpose of this study, in line with the capabilities of telecom-

munications devices and software, each overseas posl is considered Lo be
in "another building®™ connected with the Al1D/W network.

. The fundamental building blocks of a network within buildings are bureaus
and independent otfices, of which there are 23; these organizational units
were the level used for accumulating data on users' requitrements.

(2) Equipment-related Assumptions

. Since AID has a large investment in IBM and Wang equipment, telecommuni-
cations solutions should seek Lo employ this existing equipment to Lhe
greatest extent possible. Additional equipment acquired by AID should be
compatible.



Since AID, with Lhe State bepartment, is committed to acqguiring the dDimen-
sion 85 pPBX, caretul counsideration had to be given to using that system
wot only tor volce communications, but also for data Lransmission and
switching, where possible,

Because the acquisition of an upgraded mainframe computer configuration is
underway and the IBM 4341 processor will be freed up in bthe process, use
of this machine for network control and telecommunications appllications
needs to be carefully considered, as does the iwmpacL of the neltwork on Lthe
new mainframe being acquired.

(3) cable Syslem-related Assumptions

The State Department cable system and links between it and AlID's cable
room will be kept intact and will remain AID's only classiftied telecom-
munications network. (Because of prohibitive cost and AID's small amount
of classified traffic, the AID networks evaluated will be unclassified.)

AID will have additional international telecommunications capacity, apart
from the cable system, in new, non-secire lines provided by State; 5 to 10
missions will be so linked by the end of 1985, and olhers, through 1988.

These lines (2400 Baud, synchronous) are to be used for
comprunications with the mainframe (queries, for example),
transmission of bulk text (such as project papers), etc.

These facilities will not only provide more capacity, but also permit

AID to directly control transmissions, without all of the ptocedural
requirements of the secure cable system, for appropriate kinds of
traffic.

4. ORGANIZATION OF THIS REPORT

this report is organizéd into four chapters, as follows:

Chapter I has described Lhe goal, scope, objectives and assumptions of the
study.



. Chapler 11 describes AlID telecommunications requirements, including user needs
and estLimaled traffic flows, and the telecommunications cequirements of the
existing installed eguipment in AlD/W and the USAlDs.

. Chapler 111 presents the alternative telecommunications solutions (networks)
with their rationale, based on the analysis of requirements and technology.

. Chapter 1V analyzes the alternatives, costs them oul, and presents an imple-
mentation plan.

A sizeable set of appendices support the body ot the report and the methodologies used

are explained. MW/SER/IRM has on file a more detalled set of supporting malerials in the
form of project working papers.
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I11. TELECOMMUNICATIORS REQUIREMENTS

This chapter presents the findings of the requirements analysis conducted for this
study. “That effort comprised a set of discrete activities, including:

. Assessing user needs in AID/W and selected USAIDs
. | Mapping of existing traffic flows and distribution patterns

- Wwithin AID/W
- Between AID/W and selected USAIDS
- Between selected USAIDs

. Mapping and sizing existing AID cable traffic and internal distribution pat-
terns, e.g., inter-office mail, within AID/W and between AID/W and the USALDS

compiling hardware/software inventories in AID/W and the USAIDSs
. Projecting equipment, staff and traffic.

All of Lhe information coilected is presented here as if AID were now housed in the five
buildings M/SER/MO has planned for AID/W use by June 1986. Iliowever, data were collected
at the organizational level, thereby permitting the re-aggregation of data should
AID/wW's "space futures®" change.

The Findings presented in this chapter are supported by appendices which describe
the methodology of each component of the requirements analysis and summarize Lhe major
findings. A full set of working papers is on file in M/SER/IRM.

the remainder of this chapter is organized as follows:
. Part 1 -- The Existing Telecommunications Environment of AID. Contains a dis-

cussion of AID's existing telecommunications hardware in both AID/W and the
USAIDsS, including hardware, software, lines and communications protocols.
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Part 11 -~ Telecommunications Requirements. bescribes the telecommunications
requirements and user prilorities Tdentiflied from the information supplied by
AlD/W and USAILID stafls.

Part 111 -- Existing Traffic Loads and Projections. Includes data, text and
cable traffic analyses for FYB4 and FYU6

Part 1V -- Equipment Projections. Describes the eguipment projections de-
veloped by the study team, Including IRM analysts, in line with stalfing pat-
tern projections.

Part V —- Implications of Lhe Requirements Analysis for AID's Telecommunica-
tions Future. Explains IRM's telecommunicatlons goals aund ob jectives and high-
Tiglits some of the costs and benefits that would result from an enhaunced tele-
communications system, for AID/W and the USAIDs. Management implications and
issues are also ldentifled.
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PART I. ‘THE EXI1STING TELECOMMUHICATIONS ENVIRONMENT OF AlD

This section discusses Lhe existing telecommunications environment in AID/W and the
USAlIDs.

1. AID'S TELECOMMUNICATIONS SYSTEM IS COMPOSED OF SIX SUB-SYSTEMS

AlD's existing six sub-systems are:

. A teleplione system Lhat carries voice transmissions only, with FTS and WATS
capabilities.
. A terminal network consisting of three basic Lypes ot data terminals extends

throughout AID/W and provides communications from all AID buildings to the IBM
mainframe computer,

- This network contains remote job entry (RJE), TBHM emulation (3270) and the
older teletype (TTY) terminals, as wvell as printers. ‘There are currently
82 1BM emulation terminals, 61 teletype terminals, three remote job entry
terminals and 49 printers.

- The topology of this time-sharing communications network is a star con-
figuration, with the mainframe as the hub (Ssee Exhibit 11-1). Terminals
are connected to the mainframe either via dedicated leased lines or
dial-ups.

. The Diplomatic Telecommunications System (DTS) maintained by the Department of
State provides secure cable communications between AID/W and the USAlIDs. (DTS
is commonly referred to as "the cable system.")

. Beginning in April 1984, the bepartment of State began providing USAIDs with
non-secure leased lines for purposes of sending and receiving unclassified
materials. This link will be established in 5-10 missions by the end of 1985,
and in a aumber of others by 1988. ‘he tirst test link was set up with cairo
iuw April 19894.

11
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there has been strong interest in this link, since USAIDs neced a fast,
dependable means of providing large volunes of financial and program data
to AID/W.

the Mission Accounting and Control System (MACS) is one of the primary
candidates for using a regionally-based telecommunicatlons network between
groups of USAIDs. MACS operates in regional USAID centers and services
remote USAIDS.

The Wang VS installation in AID/W is capable of communicating with Vs
minicomputers elsewhere, and has been used extensively for testing “"dial-up®
communications to selected USAIDs (Nairobi and San Salvador), but is not
currently equipped for this purpose in a production environment. Its primary
use is for mission applications development work and processing a few

relatively small managment control type applications.

Word processing and microcomputer equipment form yet another strata in the AID
telecommunications systen.

Most of the Wang word processors used in AID/W and the USAIDs support dis-
tributed word processing. ‘The OIS shared-logic system permits users at
01S workstations to share libraries, documents, files and
telecommunications facilities.

Some AID/W Bureaus such as Lhe Science and Technology Bureau have acquired
two OIS CPUs which are connected through the Wang Inter-System Exchange
(WISE) switch to permit sharing of information between the Lwo systems.

Some OIS units have been equipped with telecommunications hardware and
software, as described below.

Microcomputers, for the most part, are still used as stand-alone multi-
functional processors within the AID/W environment, although some have
recently installed (or requested) telecommunications software and modems.

Wang microcomputers are being used as OIS and VS workstatjions, as well as
stand-alone processors.
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The existence of these six sub-

network.

2.

the

AT THE PRESEUT TIME THESE SIX SUB-SYSTEMS ARE NO'T HETWORKED

st present, these six sub-systems operate largely independently of one another.
most part, mechanisms do not exist For them to share information. For example:

. The phone system currently carries only volce communications.

. The cable system is totally separate from AID's computer center and offlce
automation installations.

- The AID communications center is linked to the bepartment of State's

communications Center and via that llnk, to the embassies and missions.

- AID's cable center uses bata General and DEC computers, in conjunction
with Xerox laser printers. Exhibit I1-2 deplicts the hardware found in
AID's cable center. For a description of how AlD handles incoming and
outgoling cables, see Appendix Db.

systems establishes the basis Lor designing a potential

For

. The AID/W ADP terminal network communicates with the mainframe, and via dial-up

lines, to other computers. (For an inventory of AID/W's terminals and pro-
cessors, see Exhibit 11-3.)

. Vorkstations attached to VS equipment in AlD/W are pnot set up to communicate

with Lhe 1BM mainframe in a production ;mode, although they have the equipment

and software installed to do so (used in support of the Property Hanagement
System).

. Only a few of AID's ADP terminals and workstations currently communicate with
the contractor-supported, WP3000 minicomputer, which stores the DIS data base

(AID's "institutional memory®).

. bata communications between VS and O1S equipment have been tested in the

USAIDS. The use of remote Wangnet to link this equipment is in operation in at

least one mission overseas, but this linkage is not yet available in ALID/W.
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software has not been marketed to provide cowplete, bi-directional text and
file transfer capabilities belween OIS and micro equipment, even when Wang
micros are cabled to the OIS as workstations.

Micro-to-micro communications are more complex in the mixed-vendor environ-
ment of the wmissions, where several different micro vendors are used. bata
transmissions can be accomplished, but diskette exchange between different
micro vendors' equipment is often not possible.

In many cases, the protocols have not been developed to permit data and document
exchange between workstations attached to different processors. Several companies are
developing software to facilitate this process, and some of this software is already
being used within AID/W.

3. PROVIDING COMMUNICATIONS FOR OIS EQUIPMENT HIAS BEEN A PRIORITY FOR IRM

providing commmunications capabilities for the Agency's Wang OIS equipment has been
a priority for IRM. Although the OIS is a shared-logic system, OIS users attached to
different OIS CPUs also have a need to communicate with each other and with other
computers, Special software is required to provide these communications capabilities to
OIS users.

IRM has been providing three types of comnunications hardware and soflware for OIS
equipment in AlD/W, depending on the type of application:

. Nineteen OIS units can support batch transactions with the IBH main computer,
as well as OIS—-to-OIS communications (2780/3780/wPS protocol).

. Software to emulate an interactive 1BM terminal for purposes of communicating
with the IBM main computer has been installed on seven units in AID/W, and IRM
plans to provide this capability to all of AID/W.

. Several OlS workstations are currently used as TTY (teletype) terminals.

These TTY terminals may be used for dial-up communications to any number
of external computers.
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Oone 1TY terminal has been designated as AlID's sole node on the White
louse's electronic mail system.

Many refinements are required to make OIS telecommunications support all the
types ol transmissions AlD users desire, including data file transfers.

4. 'TELECOMMUNICATIONS CAPABILITIES ARE BEING PROVIDED TO MICROCOMPUTER USERS ON A
CASE-DBY-CASE BASIS

To date a small number of microcomputers have been equipped with telecommunications
hardware and software. These are provided to offices that can justify acquiring this
capability. Micro-based telecommunications are still in the experimental stage within
the ALD/W environment:

. IRM is currently evaluating micro-based commmunications hardware/
software and is training AID staff in the use of the IRM-approved communica-
tions software, ASCOM and/or CROSSTALK.

. IRM is also coordinating test efforts on transmission of documents via
microcomputer links between AID/W and portable microcomputers overseas.

. A few micro users are uploadlng and downloading data files from the mainframe,
but most of these transactions =re occasion-specific operations, such as
preparing a diskette contalning a specialized data base for a USAID.

. other AID micro users use dial-up communications to access external data bases.

Although the telecommunicatlions capabilities of microcomputers are not fully developed
within AlD, some industry observers predict that multi-functional workstations, such as
the current generation of microcomputers and other types of multi-functional terminals,
will become the telecommunlcations workhorses of the future.

5. TELECOMMUNICATIONS SUPPORT TO USAIDS TYPICALLY IIAS BEEN LIMITED TO LOCAIL
CONMUNICATIONS AND TIE DTS CABLE SYSTEM

Much of what has been said above applies wilh egual torce in the USAIDs, but there
are also some important differences:
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there is more of a need for micro-to-vs and for 0IS-to-VS communications
in the USAIDs than in AID/M, since the VS is the USAID "mainframe.”®

USA1Ds, until recently, had no direct access to the the AID/W main computer.

Telecommunications hardware/software currently installed on USAID equipment is
almost non-existent. The USAID telecommunications software, as shown in the
USAID O1S equipment inventory, is described below for each type of equipment:

Oonly Cairo and Rairobi are set up for batch communications wilh the
mainframe and for communications with like equipment.

. cairo has IBM terminal emulation software, as well as VS-to-Vs
communications software for its VS.

.o Nairobi has 1IBM terminal emulation software for both its vS and O1S,
and also software for 0IS-to-01S and VS-to-VS communications.

.o Both cairo and Nairobi have TTY emulation software for communications
with a variety of external computers.

Three USA1Ds are equipped for internal Wang-to-Wang communications:

.e Quito uses the Wang Inter-System Exchange (WISE) switch Lo connect
two OIS configurations

.o Guatemala uses 01S remote WANGNET to connect OIS and VS equipment

. vaounde has remote communications software on a Wang PC, to communi-
cate from a remote location with OIS equipment

Oother missions have asynchronons communications packages on wang, IBM and
Apple microcomputers, permitting dial-up communications with AlLD/W-based
computer equipment and other computers, if desired.

An inventory of IRM-approved hardware located in the USAIDs appears in Exhibit T1-4.
Note Lhe predominance of Wang equipment.
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PART 11. TELECOMMUNICA'TIONS REQUIREMENTS

This section discusses the [indings of the user questionnaires administered by IRHM
in AID/W and in a seleclted group ol USAIDS. The AID/M guestionnaire covered a wider
range of questions than did the USALD instrument, but there was considerable overlap in
the coverage of existing Ltelecommunications capabilities, user -perceived needs, and
existing volumes and patterns of traffic [low.

The methodology used in conducting the user needs assessment in ALD/W and the USAlDs
is discussed in Appendix C. This appendix describes the contents of the questionnaires
and traces the steps performed in compiling, analyzing and interpreting the Eindings.

This approach was used instead of a functional amnalysis of requirements because user
jobs within AlD are highly variable and, in many cases, unique. Furthermore, needs for
information change from day to day. therefore, although the traditional functiomnal
analysis can be fairly precise for routine information handling jobs, it was not
considered appropriate [or determining AID's telecommunications requirements.

1. SIQEF I AID/W AND TIE USAIDS IDENTIFIED FIVE FUNCTIONAL AREAS OF TELECOMMUNICATIONS
EEDS

The telecommunications user needs jdentified by ALD/W and USAILD gstaffs have been
grouped into five functional areas, as described below:

. Mainframe access -~ This refers to the capability of users in the missions and
AlD/W to obtain electronically stored information from the main computer in
AlD/M.

. External Data Dase Access -- This refers to the capability of users to

electronically access a computer external to AID/W or a USAILD, respectively, to
obtain information stored there.

communications Between OA Equipment -—- This refers to the capability of
Transmitting information to and from office automation equipment, e.g., between
an OIS in the Africa Bureau to a micro in PPC or Botswana. Since the number of
Vs installatlons is growing rapidly in the USAIDs, there is also a growing need
for communications between micro, OlS and VS equipment.
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Blectronic Mail -- For purposes of this study, wve

are defining Electronic Mail

a5 a scervice Ethat provides various kinds of information directly to the user,

usually at a terminal located on an individual's desk. The services provided
can range from short messayges Lo interactive calendar updating and scheduling,
depending upon the type of gservice desired (see Appendix G -- Electronic Mail).

Cable System Enhancements--The two types of cable
most desire are c¢lzactronic distribution of cables
Center (AID/W) and Lhe capability of querying the

rhese Lelecommunications functions are discussed in detail

gystem enhancements users
from the AID/W Communications
cable data base (USAlDs).

below.

2. USAIDS ASSIGHED A HIGHER PRIORITY TO HMORE TELECOMMUNICATIONS FUNCYIONS THAN DID AID/HW

In the questionnaires administered to AID/W offices and selected USAIDS by IRM,
users were requested to prioritize a set of telecommunications functions that were
either currently being used or needed. These responses are presented in Exhibits 1I-5

and 11-6. Comparison of the exhlbits reveals that:

USAIDS consistently assigned a higher priority to each of the telecommunica-
tions functions than did users in AID/W. HNo USAIDs assigned a low priority to
any of Lhe telecommunications functions, even though the scales were

identical The reasons for these differences in perception are probably due to
the fact that:

- USAIDs are dependent on the DTS for electronic transimissions:

Use of the cable system requires special formats and procedures
that can be very time-consuming in preparing and clearing. Many
users in AID/W and the USAIDs would like to be able Lo

communicate directly with other users throughout the Agency.

Cable links to some third-world countries operate at 75 paud and
are often the only line speeds available for cable trans-
missions. The new leased clrcuits being provided to AID by
State operate at 2400 Baud, or up to thirty times faster than
the older 1Y lines.
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(Shown by the Prlurlty Ancl

USALID Telect jcations Fuuctlons

nalulrame Access

. Malulrame Accens
- Hninframe - Microcomputer®
. Kaluframe ~ Word Processor

External Data Base Access

. Fedecal and Commercial - UBA
. External — tlon-USA
- viv/up 1000

Communicat lons Detveen OR Equipment

. Hictocomputer - Microcomputer
. Wotd Trocensor - Microcomputer
. Minl - Hord Procesnor

. Mini - Microcomputer

Cable Syatem Enhancement

. Cable Computer Access

Zlectronic Hall

. Flectronic Hall

rXuIniT 11-5

USAID Trlecommunicat lona Requiremrntn

USAILS with 018 Eyulpsent

gued by the Uner on a fcale of Oue to Flive)

USAIDS with V8 Fquipment

relo ity Rank rrlorlty Rank
3.7 figh 4.0 nigh
3.4 nigh 4.9 nigh
3.7 1tigh 4.0 nigh
2.9 Medliom 3.4 nigh
2.3 Hedium 3.3 Hedlum
3.1 Medlum 3.5 nlgh
3.9 tiigh 3.7 fiigh
4.4 nigh 4.1 nigh
2.9 Medium 4.3 tigh
2.9 Hedium 4.) tiigh
3.2 Hedium 2.7 Medium
4.3 nigh 4.1 nigh

_ _'(_:o-blned_______
reloclty Rank
3.8 nigh
3.6 nigh
4. nigh
3.1 Medlum
2.7 Hedfum
3.2 Medium
3.8 nigh
4.3 nigh
3.4 figh
3.4 sigh
3.0 Medium
4.2 fiigh


http:Tu.c:,niai'Ic.lI

EXnNiBir 11-6

AID/W Telecommunications Requirements
(Sshown by the Priority Assigned by the User on a Scale of One to Five)

A1D/W Telecommunications Funclions Priority kank
1. Mainframe Access
. Mainframe Access 3.7 High
. Mainframe - Microcoumputer 3.1 Medium
" Mainframe - Word Processor 2.9 Medium
2. External Qata Base Access
. Federal . Medium
. Commercial . Medium
. External (Public Data Networks) Medium
. DIU/UP3000 Access Low/Medium
. OLher l.ow

Communications_Between OA Equipment

. Wword Processor - Word Processor 4.2 fligh
. Microcomputer - Microcomputer 3.1 Medium
. Bulk File Transfer 3.1 Medium
. word Processor - Microcomputer 2.9 Medium
. Mini - word Processor 1.7 f.ow/Medium
. Mini - Microcomputer 1.3 L.ow

4. Cable SysLeE_Enhancgment
. Cable Computer Access 2.5 Medium
. Central Polint Cable Distributien 3.5 High
. Desk Cable Destination 1.1 L.ow

5. Electronic Mail
. Flectronic Mail 3.8 iigh
. Electronic Signature 1.6 L.oow



o

.o slover-speed lines are not eftficient for transmitling materials

such as complex ygraphics and lengthy documents that require more
band width.

USALIDS historically have not had the Lype and level of communications
support enjoyed by AID/W., e.g., there is no ADP mainframe terminal
network and the mail system works in terms ot weeks, rather than hours.

Distances and time lags involved in obtaining information in the USAlDS
are spurring the need for faster, more reliable transmission of key docu-
ments and other kinds of information.

Although USAIbs, as well as ALD/W, resort Lo teiephone calls to obtain
information in a timely manner, the telephone is not a satisfactury sub-
stitute because:

.o Many USAIDs are located in time zones where normal business hours do
not coincide with AIb/W working days.

.. Some kinds of information, notably complex budget spreadsheets, do

not lend themselves to a cell-by-cell updating or analysis by voice
communications.

These perceptual differences are even greater in those USAlbs which have Wang
vS minicomputers. (Exhibit 1I-5 compares the responses from the 18 USALDs
sampled that have only OIS equipment with the 10 posts with VS installations.)

the responsibilities of ‘posts with VS equipment for prucessing regional MACS
(the Mission Accounting and Control System) data are greater, since these posts
are vital hubs in a geoyraphically dispersed mission data base system.

In addition to the needs articulated by the USAIbs in their cable responses to the
IRM questionnaire, several IRM manayers travelled to a number of USAIDR® during this
phase of the investigation and were able to personally sample mission attitudes. These
on-site visits contributed greatly Lo an understanding of USAID Information needs and
capabilities, as well as problems missions were encountering in obtaining the
information and services reqguired.
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3.

USAIDS ASSIGNED A MUCH HIGHER PRLORLTY 'O ACCESSING EXTERNAIL DATA BASES THAN DID

ATIh/W

USALDS need to access external data banks Lo obtain data required for proygram

implementation, strategic planuin? exercises and project evaluation. Much of this
e

information is simply not availab

from the AID/W desk ofticer and/or AID/W data banks.

About half of the USAIDS reporting on this topic indicated a need Lo access external

data banks (see Exhibit 1I-7). These included:

REDSO-based data banks, or information located at another USAID

pata malntained by reyional and international financial institutions, such
as the African bevelopment Bank, the IMF, the World Bank, etc.

Specialized technical data banks in the USA and other countries, such as
France and Italy (FAO). USAIDs, especially those in Francophone coun-
tries, often find that the Einancial, agricultural and other economic data
they need are contained in automated data banks in France. Such detailed
information cannot be obtained directly from U.S. sources.

Information vital to project planning, desian, implementation and evalua-
tion can often be obtained directly, via non-AID channels. The African
pevelopment Bank, for example, is a valuable source of information for
USAIDs located in Africa.

IRM staff visiting USAIDs in recent wonths have observed the frustrations

exper ienced by USALD staffs in attempting to obtain needed budgetary and
project-related information from AID/W.,

USAIDS ALSO INDICATED A HEED FOR REGIONALLY-BASED TELECOMMUNICATIONS SUPPORT

USAIDS also indicated a need for the following types of regionally-based
telecommunications support:

Telecommunications lines between USAIDs assigned to REDSOs, RHUDOs, and other
regional groupings of USAIDs, such as the RFMC in Nairobi.
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EXHIBIT 11-7

USAID Needs 'To MAccess External bata Bases

niuy IEPERNAT TORAL U.S. FEDERAL COMMERCIAL/UNLIV,
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m | S al <slpal @lol ol a o al Bl G 8| ¥ & gl Hlugl CI8w
mla R ElERE IRl el O8] Gl Bl R alElal 5] 5|2l HiRs
USAIDs Grouped _b : E =2 : D 2 g f 5 ¥ (%] "g
BY REGION n * g 0
’-J; B
- __ 5 | _ N B I
AFRICA
X
Harare
Lusaka X X X
Mbabane X X X X X
Miamey X X X X X
h
oOuagadougou X X X X
LnC
Bridgetown X "
Guatemala X X
L.a Paz X X X
Panama City X X
rort Au prince | X X X X X
Qulto X X X e X N
Tegucigalpa X
ASIN
1slamabad X X X
Jakarta X X X X X X X X
Manila X X
NEAR EAST
Amman X X X X X X X X
Calro

AN

*Ouito also llsted six other Federal agencies and the Inter-namerican Bank. Bridgelown listed the Stale Allowances STF.



. Telecomminications between USAID buildings located at different sites within
Lhe same cily, ranging from a few hundred feet, Lo a lew kilometers, such as in
Hew Delhi.

. relecommunications between a USAID, U.S. Embassy and other U.S. agenciles
located in a particular city/country, such as Panama City.

The start-up of MACS may have selt the stage for the full-blown implementation of
inter-regional telecommunications links for USAIDs grouped in the two REDSUs in Africa,
as the tollowing example jllustrates,

The Nairobi USAID has asked that IRM consider NHairobi as the hub of a regional
telecommunications network with the following features:

. Wang Net (a broadband local area network) for networking Vs, OIS and micro
equipment,

. Facsimile machines or the Wanyg PIC for transmitting RFMC review documents such
as vouchers between client posts and the RFMC.

. An open-switched network to enable the professional staff to access academic
and commercial data bases through TELENET and TYMNET.

. A tail circuit to the Embassy/DTS line to support on-line transaction
processing and report distribution with selected client posts in the four
regional offices (RFMC, REDSO/ESA, RHUDO/ESA and RIG/A/N).

5. SOME OF THE TELECOMMUNICA'TIONS CAPABILITIES GIVEN NIGHEST PRIORITY DY AID/W ARE
ALREADY PARTIALLY IMPLEMENTED

1t is nol surprising that AID/W users tended to value functions that:
. They were most familiar with and in some cases were partially implemented.
. ilad the potential for making their jobs easier, e.g., provided enhanced pro-

cessing capability, more timely access to needed information and more ease in
sending/receiving messages.
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The ma jor telecommunications functious are described below.

(1) Mainframe Access

AID/W offices already have, throuygyh the data terminal network, access Lo the
AID/W IBM main computer. That access, however, tends to be limited to specialized
funcltions, and the terminals are usually centrally located in areas that are not
easily accessible Lo other AiD stafl. IRM is taking steps Lo provide more user
access to data stored on tha ALID main computer.

. Interactive telecommunications (3270 protezol) is beiny provided for
selected 01S configurations, so Lhat:

- The O1S workstations can interact directly with the AID main
computer, thereby providing new access for other AID/W staffl.

- some ADP terminals can be replaced with multi-purpose terminals,
thereby eliminating the need for duplicative eyuipment serving the
saime functional areas.

. Microcomputers in AlD/W are also being equipped with telecommunications
hardware/software, when justified on a case-by-case basls, so that:

- Micros can be used for both interactive and batch communications with
the ALD main computer.

- In addition, micros are more powerful processors than OLlS work-
stations and can be used to further manipulate the data obtained from
the AID main computer. Using microus to create office-level databases
from portions of AID main computer files eliminates the need for
continual, inter-active sessions, and thereby, provides greater
overall user access to the AID main computer.

(2) External Data Base Access

. AID/W users indicated interest in obtaining information electronically
from other data bases. To some extent, this is already occurring.
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- Micros and 1Y terminals are being used to communicate via dial-up
telecommunicalions with a variety of external federal and commercial
data bases.

- pial-up communications on three AID TTY terminals are also being used
in ALD/W to access information from the Agency's "historical memory"*
stored on the HP3000. This minicomputer houses DIU's DIS data base,
Accessing the HP3000 is more of a priority for the USAIDs than for
AID/W, as shown in Exhibits 11-5 and 11-6.

communications Between OA Equipment

Bolh the Al1D/W and USAID users list the need for communications belween
office automation equipment as one of the highest priorities for
Agency-wide telecommunications.

Users located at any point in the Agency want to be able to transmit
documents, messages and other types of materials between office automation
equipwment, such as the VS, OIS and microcomputers. Geographical location
and distance would be invisible to the user it this capability were
provided.

A small number of micro-to-micro and micro-to-01S telecommunications
capabilities are also highly desired by AID/W users.

- Micro-to-micro communications tor document and data transfers are
currently belng accomplished via asynchronous, dial-up links.

- Offices are using micro-based telecommunications mostly for file
transfer purposes, including bulk file transfer. The extent of this
use is hard to measure, since it occurs directly between micros and
does not pass through a central processor or control point.

- An important requirement is the capability to print documents created

on microcomptters on OIS or VS printers. Wang PCs can send documents
to the 0IS, but the reverse process is not yet supported.
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AID/W users expressed little interest in accessing Lhe VS in AID/W because
the Agency's central data base resides on the IBM computer, not the VS.

USAIDs, on the other hand, considered VS access a high priority because

the VS in the USAIbs Iis the repusitory of USAlb-based data base, such as
MACS.

Electronic Mail

There is a high demand for electronic mail both in the USAIDs and in
Ab/H, since beiny connected to this service would allow users Lo send
mail to others un the nelwork, as well as relrieve messayes stored in
their electronic "mallboxes.”

only AlIb/wW was asked to rank the components of an electronlc mail system.
AID/W users expressed little interest in electronlc verification and
validation systems such as Electronic Signature (Exhibit 11-6).

AID/W users viewed electronic mail as a tool to facilitate scheduling of
tasks and meetings and for keeping track of their various activitlies
(tickler files) (see Exhibit 11-8).

- Scheduling meetings, e.g., calendaring, was seen as the highest
priority of such a service.

- Three components were assigned a medium priority rank:
.e Malntalning tickler files
.o Filing and retriving messages
.o Receiving cables electronically at the officer's desk.

- The lowest level of interest was in using an electronic mail service
for general and special interest bulletin boards.
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EXHIBIT 11-C

Electronic Mail Compounents
(Shown by Priority Assigned by AID/W Offices on a Scale of One to Five)
Grouped by Building

Special
AID/W Offices Interest Scheduling Filing, Receive
and Bureaus Bulletin Bullentin of Tasks, Tickler Retrieval of Cables
(by building) Board Eoard Meetings Files Messages at Desk
Main State
AID/A & ES ) 1 5 5 5 5
ree 3 4 3 3 4 2
AFR 5 5 5 5 5 5
ASIA 5 5 4 1 3 2
LAC 2 4 2 4 4 4
NE } 3 5 3 2 5
XA 5 5 5 3 3 4
LEG 1 2 5 3 3 3
GC 1 1 3 3 2 3
OFDA 5 4 2 1 3 5
BIFAD 1 1 5 5 5 1
SA-1
M/SER/IRM 4 5 5 4 2 2
M/FM 3 3 4 3 4 4
M/PM 2 4 3 3 3 5
PRE 1 1 2 1 1 1
FVA 4 2 4 4 3 4
EOP 3 - 3 2 3 -
SA-15
M/SER 1 1 2 5

-3

5
M/SER/EOMS 1 2 5 5 5




EXHIBIT 11-8 (2)

Special

AID/W Offices Inlerest Schedul ing Filing, Receive
and Bureaus DBulletin Bulletin ol Tasks, Tickler Retrieval of Cables
(by building) Board Board Meetings Filles Messages at Desk
Sa-16

iG 3 3 1 2 2 1
SC1 - 2 3 5 1 -
SA-18
S&T 1 2 1 2 2 2
Average Rank 2.6 2.4 3.6 3.3 3.3 3.0

Per Component

Rank Per Low Low liigh Medium Medium Medium

Component



. the cable system enhancement most desired by USAlDs was the capability to
query the cable computer. 1t was viewed as a medium-level priority.

6. RECENT STUDIES IN WO REGIOHAI, BUREAUS SUPPORT THE NEED FOR AN ERHANCED
TELECOMMUNTCATIONS SYSTEM

. over half of the microcomputer applications identified for implementation in a
recent requirements study conducted in the Hear East Bureau required
telecommunications, primarily for downloading data from the AID main computer
to create Bureau-level data bases and for speedier receipt of information from
the USAIDs.

. The automation plan developed early in 1984 for the Asia Bureau raised similiar
telecommunications issues, such as existing incompatibility problems between
USAID and AID/W-based equipment in the areas of diskette exchange and data
transmissions.

7. OTHER SPECIFIC TELECOMMUNICATIONS CAPABILITIES WERE REQUESTED BY A SMALL NUMBER OF
USERS

A specific subset of AID users identified a few types of telecommunicatiuns needs.
Most of these do not entail state-of-the arts technologies, although there are sowme
exceptions. '

. The need for image processing was mentioned by users in AID/W and the USAIDs:

- D1U identified the need to transmit graphics, charts, multi-hued
materials, maps, engineering drawings and photographs which are often
contained in contractor and USAID documents.

- Nairobi indicated an interest in using Wang's new image processing (PIC)
functions for teleconferencing and for processing vouchers and other
documents exchanged with client posts.

- The Asia Bureau also is interested in using the Wang PIC function for

transmitting contractual and authorization documents that require a
signature, as well as other types of forms that require image processing.

11-18
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- Div identified Lhe need to transmit graphics, charts, multi-hued
materials, maps, engineering drawings and photoyraphs which are often
contained in contractor and USALD documents.

- Nairobi indicated an interest in using Waug's new image processing (P1C)
functions for teleconferencing and for processing vouchers and other
documents exchanged with client posls.

- The Asia Bureau also is interested in using the Wang p1C function for
transmitting contractual and authorization documents that requlire a
signature, as well as other types of forms that require image processing.

An need to implement a secure line comnecting the AlD communicalions Center to

the Office of Lhe Inspector General in Rosslyn in order to receive classified
cables was ldentified by the 1G's offlce. That need should be examined in the

nelwork deslign phase, should ALD decide to provide electronic distribution of
cables to outlying buildings.
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PART 111. EXISTING TRAFFLC LOADS AND PROJECTIUNS

An important need in determining the scope ot enhanced telecommnications capabil-
fties and facilities is knowing the existing volume of information flowing within the
Agency Lhat could be transmitted electronically.

4his section describes the existinyg patterns and volumes of information flows be-
tween AlD/W and the USAIDs, between the USAIDs included in this study, and within
ALD/W. The Lypes of information described here include the following:

. pata traffic to and from the IBM main computer
cable traffic
. Text document distribution.

The methodologies used to collect information on these types of information tlows are
described in two appendices: Appendix D -- cable Traffic Analysis and Appendix

F -- Text Traffic Analysis. A set of detailed working papers, describing the levels of
analyses which resulted in the presentation of this high-level summary of findings is on
file with M/SER/IRM.

1. SIZING THE FLOW OF DATA I'RAFFIC TO AND FROM TuE MAINFRAME IS IMPORTANT 1IN
DETERMINING 110W MUCIH ADDITIONAL TRAFFIC WOULD RESULT IF ALL USERS IIAD ACCESS TO THE
ATD MAIN COMPUTER

1t has been shown that one of the most important telecommunications requirements is
fqr increased access by AID staff to data stored on the AID/W wain computer. In order
to determine the potential traffic flows that would result from this enhanced
capability, it was necessary to map exlsting data traffic patterns within AID/W.

The methodology used to estimate existing and projected data traffic was to
determine the following:

. Because of the number of new micros beinag installed with communications
capability, the number of ADP workstations in AID/W communicating with the main
computer will increase in excess of 50%

. Peak number of concurrent users (44) in FYB4 and ‘projected number of peak
concurrent users by FY06 (66)
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Averagye number of commands per uscr at peak time (30)

. Average number of characters per transaction [0r queries and output Erom the
computer, using industry standards, 90 and 700 characters, respectively.

Using Lhis methodology, an estimate of the average number of characlers per second
was made, expressed in kilobytes per hour, as shown on Exhibit 11 - 9. This exhibit
compares data traffic to and from the main computer from each of the [ive buildings AID
is expected to occupy by FYB86, compared to FYB4 traffic levels, This analysis shows
that data traffic between the main computer and AID/W users will increase by about a
third within the next two years, from 13,000 Kbytes/hour to about 16,000 Kbytes/hour, or
roughly belween 50 to 70 pages/day.

This projected growth is considered a conservative estimate, since it does not
include projections for the number of microcomputers and OIS and VS workstations that
will be used in the future Lo access the AID main computer. For purposes of this study,
microcomputers and word processing equipment with telecommunications capabilities are
pot included in ADP terminal projections, since their primary functions, at present
consist of document exchange with other office automation equipment and/or local
microcomputer processing.

Since not all output from the main computer occurs in the form of interactive
transmissions, a study was also made of the daily hardcopy printout distribution per
building, within AID/W, as shown in Exhibit 11 - 10):

. This exhibit presents estimates of remote job entry/printers only, and does not
include locally-attached printers in the computer tacility.

. The number of hardcopy printouts is expected to grow roughly In the same
proportions that additional users access Lhe computer, from about 2,000
prages/day in FY84 to almost 3,000 pages/day by FYB86.

. The combined data traffic by FY86 is estimated to be about 4,000 pages per day.

. All the estimates were made on the basis of the peak periods of main computer
usage, l.e., from 10:30 a.m. until 2:00 p.m.
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EXNIBIT I1-9

Estimated Paily Data Traffic
Po/From ALD Main Computer

FYB6

- Kbhytes/lir+ Kbytes/Hr Kbytes/lir Total
To From Total Pages

Main Main Per
_ __Building Computer Computer __Dbay?*
Main State 324 2520 2874 9
SA-1 972 7560 8532 26
SA-15 162 1260 1422 4
SA-16 81 630 711 2
SA-18 243 1890 2133 6
Total ~T1782 13,860 15,672 a7

¥+ Kbytes/lir = users & AVRG commands/Hr x AVRG # characters per query X 10 bytes

* Cconversion of Kbytes/Nr to Pages Per Day = Kbytes/Hr /2000 x 6



EXnIniT 11-10

Estimated Daily bata Traffic
Pages Per Day

FYB6
Fstimated Estimated T 7otal
Pages/bay rages/bhay rages/Day
in bata Traffic Itard-copy of Data
{Transmission) Printouts Traffic
Main State 9 180 189
Sh-1 26 2,562 2,588
SA-15 4 105 109
SA-16 2 3 5
Sh-18 6 108 114

“Total 47" ~2,958 3,005
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These findings illustrate that the greatest volume of data traffic within AlID/W
involve remole job entry transactions Erom the main computer to the user. Considering
only interactive main frame transactions, there is almost eiyat times as much traffic
=~ downloaded® as there is traffic that originate as queries and “"uploading.® This
pattern is not expected to change when microcomputers and other 0S equipment is used
Lhroughout the Agency tor this purpose.

2. LUFORMATION OBTAINED FROM A STRATIFIED RANDOM SAMPLE OF AID'S RECENT CABLE TRAFFIC

PROVIDED INFORMATION ON THE DIMENSIONS AND PATITERNS OF AID'S UNCLASSIFIED CABLE
TRAFFIC

The purpose of the cable traffic analysls was to determine the requirements for:
. Upgrading AID's exlisting cable routing and distribution equipnment

. Providing electronic distribution of cables to and from the RAID cable center
and AID/W offices

. Providing electronic distribution of cables directly to individuals' desks,

A separate component of this study examines the potential of enhancing the linkage be-
tween the AID and State cable centers (see Appendix B -- Cable Link to State).

(1) To pvetermine the Need to Upgrade AID's Cable Room Equipment, It Was Necessary
to Estimate the Volume of Traffic and Describe the Functions That Would llave to
De Supported In a New Telecommunications System

. The telecommunications Function most desired by AID/W users of a cable
system enhancement is that of automated distribution to a central point in
each offlce or bureau (see Exhibit Tl - 6).

. AID/W and USAID assigned a lew to medjum priority to the necd for querying
the cable computer and for storing and retrieving cables.
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in order to eslimate the volume of cable transactions a fully-automated
cable system would have to handle, a sample of AlD's electrunically-stored
cable data base was ltaken. The findings of this survey ate described
below, broken down by an analysis of the flow through the AILD
communications center and incoming and outgoing cable traltlce, including
internal distribution within AIb/W.

the cable survey provided information on the numbers of pages (in terms ot

the word processor pagye equlvalent) AID's cable center handles on any
given day.

- Exhibit I1-11 traces the flow of incoming and outgouing cables from
the USAIDs via the AIb Communicalions Center to the end user in ALD/W
as if ALD were now located in five buildings.

- The volume (average number of pages per day) of incoming and outgoing
cables is shown For all linkages in the cable system.

This exhibit shows that the AID communications center typically receives
about 650 pages of cables a day from USAIDs and transmits (via the
pDepartment of State) about 500 pages per day. (Hote that AID/W offices
only originated 160 outgoing pages of cables petr day. This is not a
discrepancy. ‘The larger number of cables actually transmitted is a
reflection that many cables have multiple addressees.)

- To determine whetber or not the AID cable computet could transmit
this volume of cables and store them on line for whatever period was
desired, it is necessary to convert pages to numbers of characters
per second. (See Appendix B).

- The number of pages is expressed in terms of the Agency's word pro-
cessing standard. Cable data wvere collected in terms of numbers of
lines, but for purposes of using a commonly-understood measure, the
Wang page-equivalent was used for converting lines to pages.

Once a cable is received in the AID communications center, distribution is
assigned. This has a multiplier effect:
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- tTherefore, even Lhough 650 pages of incoming cables weve recejived by
the AID Communications Center, it, in turn, distributed about 14,000
pages Lo other AID/W offices and buildings.

- Incoming traffic is shown by inter-building distribution

- "Gome-back® coples, e.q., copies of outgoing cables sent by the AlD
Communications Center to AlID/W offices, are included as part of the
"incoming” traffic for inter-building distribution purposes.

. Once a ci le reaches its destination, additional copies are often made
within each office for Lhe convenience of the staff. This is referred to
in Exhibit 11- 11 as the "secondary distribution.”

- the volume of secondary distribution ranges between four to five
times that of the distribution assigned by the AlD Communications
Center, accordiny to estimates obtained from the AID/W user
questionnaire,

- Should AlD decide to distribute cables directly to the desks of
staff, these estlimates will be a fairly reliablie indicator of the
magnitude of this traffic.

. The estimated volume of pages of cables originated by AID/W offices in
each of the five bulldings is also shown. HNote that this is a much
smaller number Lhan for incoming cables, due to the printing of
information copies that occurs in the AID communicatlons center.

(2) cable Traffic is Projected to Grow by About Nine Percent Per Year Over the Next
TWwo years

. Estimates provided by the AID Cable Center indicate that the volume of
cables has been growing at a rate of approximately nine percent per year.

. Using that estimator, FYB84 cable traffic has been projected out to FY86,
as shown in Exhibit Y1 - 12. By FYB6, the estimated number of pages of
incoming cables (including comeback copies) distributed within AID/W will
be approximately 91,000 pages/day.
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EXHIBIT I11-12

Estimated Cable Distribution Within AID/W (pages/day), FYB6

Intra-Building Exchange of Cables

Incoming Cables Coneback Coples Secondary Total Outgoing Total
Remaining In Remalining in npistribution Incoming Cables Intra-
Building Building pullding {(All Bldgs) {(All Bldgs) (MS Only) puilding
Main Stale 8,500 3,500 52,700 64,700 100 64,800
Sh-1 0 0 6,700 6,700 6,700
SA-15 0 0 6,900 6,900 6,900
SA-16 0 0 200 200 200
SA-186 1] 0 7,700 7,700 7,700
SUB-10TAL 8,500 3,500 74,200 86,200 100 86,300
Inter-Building Exchange of Cables
Total Outgoing Total
Incoming Cables Comeback Coples Incoming Cables Inter-
Buildings Exchanged Between Sent toc each Bldg Exchanged (other Bldygs) Building
MS/SA-1 1,000 600 1,600 40 1,640
MS/SA-15 900 500 1,400 10 1,410
MS/SA-16 20 20 40 10 50
MS/SA-18 1,300 500 1,800 40 1,840
Sub-Total 3,220 1,620 4,040 100 4,940
TOTAL 11,720 5,120 74,200 91,040 200 91,240*

$0f this only 17,000 pages per day actually are handled by the AID Communications Center.

sRounded to hundreds, or to tens, for two-digit numbers.
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. AID's Communications Center will handle roughly 17,000 pages of cables per
day, not including secondary distribution. Any new telecommunications
system will have to provide for the traffic volumes and patterns suggested
by this analysis.

3. THE MAPPING OF MAJOR DOCUMENT FLOWS WITHIN AID/W HELPED DETERMINE 'THE LOAD TO BE
CARRIED BY A NEW COMIAUNTICATIONG SYSTEM

A major component of the requirements analysis was to determine the patterns and
dimensions of document flow within the Agency, so that network designers can determine
how much traffic the system would have to carry on any given day. ‘'That analysis
entailed a series of data collection activities, aimed at sizing the volume of document
flow at various critical junctures. This process of data collection and analysis is
described in Appendix E -- Text Trafflc Analysis.

(1) The Study Team Used Data Obtained From the AID/W User Questionnaire and
Separale Samples of Documenis Created and Exchanged Within AID/W to Determine
tThe Most Probable Dimensions and Patterns ol Document Exchange on Any Given bay

. There was no readily avallable source of data on document flow patterns
within the Agency. To obtaln data for estimating the most probable pat-
terns and dimensions of this flow, the study team used a combination of
measures:

- Percentages of documents exchanged between each office and every
other offlice in AID/W were obtained from an analysis of data supplied
by ALD/W users in the questionnaires administered by 1RM.

- These percentages were then applied to three independent measures of
the volume of text documents created and exchanged on any given day.

- Comparison of these independent measures (described In the
Appendix E) revealed thalt a measurement of inter-office mail distri-
bution provided the most reliable measure of volume of documents
exchanged between offices and between buildings.
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- Intormation from the inter-office mail measurement was apportioned in
accordance with the major patterns of text document €low Lhal emerged
from the analysis of data from the AID/W questionnaire.

This Analysis Provided Information on Inter-Building and Intra-Building Flows

Exhibit 11-13 depicts the inter-building document patterns for FY84 and
FYB86. The exhibit indicates the number of pages of text remaining within
each building, and the numbers of pages of documents exchanged between
buildings.

- rhese findings show that Main State is Lhe major reservoir of
information within AID/W and the major exchanger of information with
the rest of AID/W:

.. 50% of AID/W traffic remains within Main State.

.o About 30% of all AID/W traffic is exchanged between Main State
and other AID/W buildings.

- The major exchangers of information are Main State and SA-18 (16%)
and to a lesser extent, Main State and SA-1 (8%). The largest volume
of traffic exchanged between buildings on any given day is about
4,000 pages, between Main State and SA-18, or nearly double the
volume of text documents exchanged between Main State and SA-1.

A detailed matrix is provided in Appendix F, showing the intra-building
volume of document exchange, per office, per building. this information
will help determine the types and numbers of intra-building lines and
connectors required to support these patterns of interaction and these
estimated dally volume loads. ’
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FXNIDIT 11-1)

AID/H Document Trafflc Patterns and Dally Page Estimatest
FYB4 and FYN6

AMD/H Dally Text Trafflc Flow (Pages/day)
Remalning Within the Building

Building Intecrnal Internal Percent PFercent

__Fye4 FY66 Internal All Text
Maln State 11,800 12,600 85.7¢ 50.6%
Sh-1 800 200 6.1% 3.6%
Sh-15 100 100 0.7% 0.4%
SA-16 50 100 0.7% 0.4%
5h-18 1,000 1,000 6.0% 4.0t
Sub-Total 13,750 14,700 1001 59.1%

AID/H Daily Text Traffic Flow (Pages/day)
Exchanged with other Buildings

Exchanged Exchanged Percent Percent
Buildings FYBA FY06 Exchanged ALl Text
MS/SA-1 2,000 2,000 19.6% 8.0%
MS/SA-15 900 1,000 9.8% 4.0%
MS/SA-16 300 300 2.9% 1.2%
MS/Sh-18 3,800 4,000 39.3% 16.1%
SA-1/SAh-15 1,200 1,200 17.8% 4.81%
Sh-1/Sh-16 60 60 0.6% 0.2%
Sh-1/Sh-18 500 500 4.9 2.0%
SA-15/SA-16 400 400 J.9% 1.6%
Sh-15/SAh-18 700 700 6.9% 2.98%
SA-16/Sh-18 30 30 0.3% 0.1%
Sub-Total 9,890 10,190 1001 A0.9%
Total Text Distributed Within AID/W 23,640 24,890 100%

sNounded to hundreds, or to tens, for two-digit numbers.



(3) ‘rext Tratflc Within AID/W is Expected Lo Grow at a Rale of About Three Percent
P&t Year, Based on Trends ohserved 1n Inter-Office Hall Flows

To deltermine Lhe potential load the AID/W telecommunications system would
have Lo carry over the next two years, existing traffic volumes and
patterns were projected out Lo F¥Y86, as shown in Exhibit IT - 13. Dased
on these analyses, it is estimated that aboul 25,000 pages per day of Lext
documents will he exchanged within AID/W by FYB86.

These estimates are considered the ‘worsl-case® scenario, since it is
unlikely that all documents would be electronically transmitted, even when
the capability existed.

4. AGGREGATING CABLE, TEXT AND DATA TRAFFIC PROJECTIONS SHOWS THE MAXIMUM LOAD THE NEW
PELECOMMUNTCATTONS SYSTEM WOULD NAVE TO CARRY, FOR ALL APPLICATIONS

In order to determine how much traffic the new telecommunications system would have
to handle on any given day, during its peak hours, for all applications, traffic
projections described above for data, cable and text traffic within AID/W were
aggregated. The results of this aggregation are shown in Exhibit II - 14.

The total traffic load the AID/W network would carry on any given day would be about
120,000 pages. About 65% of all transmissions would occur within the Main Slate
building, primarily as a result of Lhe secondary distribution of incoming cables. Data
traffic to and from the mainframe cowmprises the smallest portion of the potential
network load,

5. ESTIMATES WERE ALSO OBTAINED OH THE VOLUME OF INFORMATION EXCHANGED BETWEEN AID/W
AND THE USAIDS

Information on the existing volume of traffic between the USAIDs and AID/W vere
obtained from three major sources:

. AID/W communications center cable sample

. Estimates provided by D1U
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EXHIBIT 11I-14

Fstimated Total ALIB/W Traffic, Pages/bay, Fyae'
(Cables, Text & Dlata)

Percent”’

of

Intra-Building Cables  ____ Text pata______Total ____ Total
MS 641,800 12,600 - 77,400 65.0%
Sh-1 6,700 900 2,600 10,200 0.6%
Sh-15 6,900 100 - 7.000 5.9%
SA-16 200 60 - 260 0.2%
Sh-18 1.700 1,000 - 8,700 7.3%
TOTAL 86, 300 14,660 2,600 103,560

Inter-Building -
MS/SA-1 1,600 2,000 200 3,900 3.3%
MS/SA-15 1,100 1,000 - 2,400 2.0%
MS/SA-16 50 300 - 100 0.3%
MS/Sh-18 1,800 4,000 - 5,800 4.9%
SA-1/SA-15 - 1,200 100 1,300 1.1%
SA-1/SA-16 - €0 0 70 0.1%
SA-1/SK-18 - 500 100 600 0.5%
SA-15/SA-116 - 400 - 400 0.3%
SA-15/SA-18 - 700 - 700 0.6%
SA-1G/Sh-18 - 30 - 30 0.03%

lnter—nuildigg_rotal 4,850 10,190 400 15,600
Total Traffic 91,150 24,850 3,000 119,160 100%

+Pounded to hundreds, or to tens, for two-digit numbers.



. Estimales provided by selecled USAlbs

These estimates were grouped by region and projected oult to FY 86, as shown in
ExhibilL 1T - 15. This exhibit shows that approximately 6,000 pages/day of documents
would be electronically transmitted between AID/W and the USAIDs by FYB86.

These figures have been adjusted to account for projected growth rates of three
percent for non-cable traffic. Also, estimates were made for traffic between AID/W and
the smaller USAIDs Lhat were not included in the sample. It was found that the total
volume ol the more numerous smaller USAIDS was approximately the same as the volume of
information exchanged between the larger USAIDs surveyed in this study and AID/W.

6. ESTIMATES WERE ALSO OBTAINED OF REGIONAL USAID TRAFFIC PATTERNS

A case study of a USAID (Nairobi) that is the hub of an AID regional financial
management center (RFMC) was used to estimate the volume of information exchanged
between regionally-grouped USAIDs. This analysis revealed that:

. the volume of traffic between the Nairobi USAID and other USAIDs in the
same geographic region was twenty-five times greater than the volume of
information the USAID typlcally exchanged with AID/W.

. This finding has implications for other USAIDs which serve as regional
accounting centers and hubs in the Department of State's communications
system.

. I1f the volume of information exchanged between all USAIDs and AID/W on any

?lven day is approximately 6,000 pages, then the potential volume of
nformation circulating between reqionally-grouped USAIDs could be many

times greater, Lf Nairori's traffic is typical of other USALD hubs.
. These findings indicate that there is a great need tor regionally-based

USAID telecommunications facilities, especially in posts with VS equipment
that have responsibilities for MACS.
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EXUIBIT 11-15

International AID Trafflc Estimates, rFyeet

Pgs/Cables Pys/Cables Total rgs/ rgs/DIV Pge/DIV Total Total* Total Prgs

Sent Recelved Cables Sent Sent to Rcvd From DIy USAID Exchanged Daily
USAID to MAID/W From AID/W Recelved ALD/W ALD/W Pgs/Day Estimates Internationally
AFR 300 200 500 400 1,200 1,600 100 2,200
ASIA 100 100 200 200 700 900 300 1,400
LAC 100 100 200 200 600 800 200 1,200
NE 100 70 170 200 40 210 80 490
EUROPE 100 20 120 100 0 100 0 220
OTHER 10 20 30 20 10 60 0 90
TOTNM. 700 510 1,220 1,120 2,500 3,700 600 5,600

s The total trafflic from the 18 large USAIDs was roughly equal to the traffic from all other USAIDs combined.

+ Rounded to hundreds, or to tens for two-diglt numbers.



)

PART IV. EQUIPMENT PROJECTLIOWS

This sectlon dlscusses the equipment projectlon estilmates developed by M/SER/IRM/CS
and the study team, in light of the followlng factors:

Industry standards for numbers of workstatlons per staffing levels

Informatlon obtalned from M/SER/MO and M/PH on AID/W's most probable '‘space
future" and stafflng levels over the next two years

Telecommunications functions to be supported
. Projected increments in trafflc.

Estimates of needed equlpment are discussed in light of the above-mentioned considera-
tlons.

1. INFORMATION FROM M/SER/MO SHOWS THAT ALMOST HALF OF AID/W STAFF WILL BE LOCATED IN
HAIN STATE BY FY'Bb

The Fact that Maln State is the critical hub of a telecommunications network, in
terms of the volume of tratfic exchanged there, is further substantiated by an examina-
tlon of the numbers of staff who will be located in each of the flve buildings by FY'86.
(See Exhiblet 11 -16). Maln State will contaln 48 percent of all ALD/W staff, including

consultants.

2. IHE BREAKOUT OF STAFF CAN BE USED 'TO DETERHMINE HOW MANY TERMINALS WOULD BE REQUIRED
FOR A FULI-FLEDGED IMPLEAENTATION OF AR ELECTRORIC MATL SYSTEM

The informatlon on the numbers of AID/W staff by category, shown in Exhibit 1(-16,
can serve ag a gulde to deslgn specialists in considering which staff ahould be served
in an electronic mall system:

. 1f the electronic mail system selected is intended only for senlor level man-

agers, for example, a quick glance will reveal the number of staff who should
be Included.
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Exhibit 11-16

AlD/wW Staffing Level Projections?

Fyoao

Senior Staff Pro- Support Total

Managers fessionals _Staff Staff

Main State 87 640 320 1,047
SA-1 21 350 180 551
SA-15 8 155 50 213
Sh-16 4 75 20 99
sn-10 20 180 60 260
TOTALS 140 1,400 630 2,170

Not including contractors.



1f on the other hand, professionals would be considered appropriate recipients,
then Lhe number of professionals could also be readily determined.

. Should a more comprehensive breakout of staff by grade be desired, M/PM pro-
duced a special report, broken out by grade and FTE or part-time status. See
Appendix C, Exhibit C-3.

3. DBASED UPON THE STAFFING LEVEL ESTIMATES SUPPLIED BY M/PM AND SPACE ALLOCATION DATA
COMPILED BY M/SER/MO, IRM IIAS MADE THE FOLLOWING EQUIPMENT PROJECTIONS FOR AID/W

Using accepted industry standards for numbers of workstations per category ot
employee, IRM has developed the following equipment projections (see Exhibit 11-17).

. By FY'86, AID/W plans to have the following equipment ratios per stalf:

- Oone executive workstation for every three senior managers
- one microcomputer for every four professionals
- one OIS workstation for approximately every two support staff.

. The Agency-wide ratio of workstations per statf, excludiny consultants is one
workstation for every three staff.

. Of the workstations shown, increments that can be attributed to ant.icipated
telecommunications functions and incremental growth of traftic include:

- 40 executive workstations
- 4-5% edditional OIS CPUs
- 34 RJE/high speed printers.

4. IRM HAS COMPLETED SIMILAR STAFF AND ECUIPMENT PROJECTIONS FOR THE USAIDS

. Exhibits 1I-18 and 11-19 provide information on projections of staffing levels
and automated equipment through Fiscal Year '86.

. fhe ratios used by IRM Lo project equipment needs in the USAIDs are the same as
for AID/W and also do not take into consideration the numbers of on-site
consultants.
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EXHIBIT 11-18

USAID Staffing Level Projections

rFygse
T Region Posts? B 0.5. Direct Foreign Total
Hires?*?* Service
Nationals
7T TAfrica 34 470 B 350 T 820
Asia 12 290 400 690
LAC 16 300 450 750
NE* 8 200 180 380
TOTAL 70 1,260 1,380 2,640

3Not including Paris, Geneva, Lisbon
*iNot including Complement or Contractors
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Exhibit 11-19

USAID Equipment Projections

FY ‘06

Region Posts? VS o1Ss Total Work Micros Totals
R, Systems Systems ___Systems_ __§tations _

Aflrica 34 12 29 11 205 105 310
Asia 12 6 10 16 173 85 258
LAC 16 10 12 22 188 92 280
NE* B8 5 5 10 95 48 143
TOTAL T 70 33 56 89 660 330 990

*Not including

Paris, Geneva, Lisbon
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. As of June 1, 1984, there were ten VS and 26 OIS installations in the 70
USAIDs. Atlached Lo these processors were 471 workstations. 1In addition,

there were 110 microcomputers.

. The projections provide for a three-fold increase in the number ot VS installa-
tions and about a small increase in OIS processors. 'The number of work-
stations (01S and VS) is only projected to grow a little more than one percent,
due Lo Lhe fact that Wang PCs will perform double-duty as workstations on these
systems.

. There Is a three-fold increase foreseen iIn micros. The proiected distribution
of micros by FY'86 is as follows:

- Wang PCs, 65%
- IBM PCs, 25%
- Apple PCs, 8%
- Others, 2%

It should be emphaslized that these estimates are for IRM-approved acqulisitions.

. Compared to AID/W, Wang PCs will constitute a slightly higher proportion of the
microcomputer population.

. Wang PCs in AID/W, on the other hand, are projected to constitute about 60% of
all micruos, with the remainder being IBM PCs or XTs.

5. INCREMENTAL TRAFFIC FLOWS THAT WILL RESULT FROM THE INTRODUCTION OF ADDITIONAL
TELECOMMUNICATIONS EQUIPHENT ARE DIFFICULT TO ESTIMATE

The introduction of additional equipment with telecommunications capabllities into
the AID environment is expected to produce a sizeable increase in traffic flows, in the
long-run, if not immediately.
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(1) ‘The Expected Growth in pata ''ransmissions Within the Agency Will bepend to a
Fﬁf@é"ﬁéﬁf@é'UpGﬁ“UéEE“REEEUﬁse o Tthe Necommended Telecomminications System

The provision ol additional automated equipment will occur within the context
of the telecommunications system which supports the enhanced, new functions. There-
fore, scveral factors will influence growth in Agency-wide traffic tlows:

. pase-of-use of the new system will impact on the learning curve of poten-
tial users, l.e., the easier the system is to use, the more "tramnsparent”®

the Lechnology appears Lo the end-user, the more readily the user will
become proficient and begin maximizing the potential of the equipment.

. The type and amount of training system users, as well as system mainten-
ance staff, receive will also be reflected in volume of traftic produced,
as well as the type of transmissions, i.e., text documents, as oppoused to
bulk file transfer, graphics, etc.

. The provision of equipment repair and maintenance service to end-users is
also a critical ingredient in assuring optimal, efficient use of the
equipment. If users cannot print their documents due to recurring equip-
ment fallure or abuse, user confidence in the system will suffer and vol-
ume will be affected,

(2) As the Staff's Learning Curve Falls, Electronic Transmissions Will Become
Commonplace

After an initial trial-and-error period in which users become acclimated to the
new system and any routine post-implementation problems have been resolved, reiiance
upon electronic transmission for purposes of review and clearance is expected to
become cummonplace.

. AlID upper management will be tied intou the federal-agency-wide electronic
mail system

. OMB's Reform 88 initiative will become the justificatlion for revising

existing review, clearance and authorization procedures that rely exclus-
ively on exchange of signed documents.
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. These Agency-wide changes in policy and procedures will gradually affect
the way AlD does business by encouraying increased reliance upon elec-
tronic information exchange.

(3) The Growth in Traffic that will Result in the Short-term, as well as in the
Tong-Term 15 Difficult to EsCtimate

The increase in traffic ilows within the Agency resulting from the provision of
additional telecommunications hardware/software is difficult to estimate.

. AID traffic tends to be "bursty,” i.e., transmissions tend to be sporadic
and relatively "light™ in terms of the volume of data transmitted at any
one time,

- It is difficult Lo measure the volume of existing data traffic not

currently routed through the main computer. Most »v~bably this
traffic appears in AlID's cost-accounting as telephoune costs.

- Bulk file transfers will probably continue to be performed as needed,
to establish or update office-level data bases. The number and length
of these transactions is expected to grow, judging from the high
priority AID/W and USAID users assigned to mainframe acuess.

- Bulk file transfers are the most lengthy type of transmissions AID
end users are likely to perform. Since many of these transfers are
tied to Agency-wide budget preparation, review and presentation
cycles, the slze of the overseas AID progranm will also affect traffic
flow.

. USAIDs provided with high-speed circuits by the Department of Stale are
expected to divert a portion of the traffic currently being sent via the
cable system to these new circuits. These will also have an impact on the
use of other existing communications media such as the telephone, "pouch,*”
and APO.

. Some 0f the data communications occurring in the USAIDs at present on

privately-owned, contractor or host-government equipment, will shift to
Lhese new official AlID channels.
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111. ‘TECINOLOGY OPTIONS

pased on an assessment of available telecommunications technology and identification
of ALD users' requirements, this chapter presents Lthe fundamental options for building a

network for the Aygency, as follows:

Broad technology options to fit AID's needs for connectivity and the installed
or presently planned base of equipment

Users' r1equirements, as translated into requirements for a telecommunications
network

Benefits which can be obtained by installing a telecommunications network
Description of the three fundamental technology options
. Evaluation of the technologies.

1. AID'S EXISTING TELECOMMUNICATIONS AHD AVAILABLE TECHINOLOGIES

As noted earlier, one of the key assumptions on which this study is based is that

AID should try, to the extent practicable, to make use of the current installed base of
egquipment and State bepartment-provided communications facilities.

(1) AlD's Existing Telecommunications System

Chapter 11 described AID's present telecommunications as a set of sysltems and
facilities which are nolt presently connected or, for the most part, compatible:

The telephone system is a stand-alone system dedicated to conventional
voice traffic, although it is used for a small amount of dial-up communi-
cations belween basically identical equipment.

The ADP terminal network uses a “"star" topology with Jedicated (leased) or
dial-up connections between user offices and the mainfctame compuler.
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External connections, such as to tap a university's data base Cfrom an AILD
pC, are effected using dial-up conunections.

L small but expanding number of leased lines connect Wang equipment in AID
missions with the AID mainframe computer and, on a trial basis, to the VS.

The State-operated cable system is a high-volume, stand-alone system which
presently is unconnected with other equipment for either generation or
distribultion of cables.

(2) The pimension 85 PBX System

AID is presently committed to participate with State in the use of this ad-
vanced PBX for voice communications.

AID will receive the benefit of the many advanced voice communications
features of Dimension 85 when the system is installed in 1985,

For data communications, which will require considerable enhancement to
the basic voice-oriented system, the capabilities will be obtained only at
extra cost to AID, and at the present time the data communications fea-

tures are neither fully developed nor proven by the vendor, ATE&T.

A major task of this study is to determine whether AID should risk plan-
ning on using the PBX for data communications in its local network.

(3) oOther Technologies

In addition to the installed base and the data communications potential of the
Dimension 85 PBX, there are significant transmission and switching technologies
which warrant consideration:

Local area networks (LAN), which are applicable to both inter-building
transmission and intra-building connections:

- In a LAN, all devices share the same transmission medium--there are
no separate circuits.

- In a broadband LAN, the bandwidth is separated into subchannels, each
of which may have a different speed and service.
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- in a baseband LAN, there is only one high-speed channel, which is
shared by all users.

. Other types of transmission media include:

- optical fiber cable, in which signals are digitized and sent by meauns

of lightwave pulses, which are then converted back to electronic
signals when received.

- Microwave, a wireless form of transmission, which uses-line-of-slght
modulation of radio frequencies.

- Infra-red transmission, a wireless mode using high/low Erequency
pulses of the infra-red spectrum.

. In addition to transmission media, there are several options tor modifying
the signal at either end of the transmission to gain higher capacity and
separation between transmissions:

- Multiplexers, to create many subchannels of communication within one
channel.

- Concentrators, to compact or expand the transmission.

2. AID NEEDS TO CONSIDER THESE NEW TECHNOLOG1ES BECAUSE THE CURRENT COMUUNICATIONS
FACILLITIES CANHOT SATISFY ALL THE REQUIREHENTS

. The Full range of telecommunications requirements identified in Chapter 11 can-
not be met by AID's current communications facilities.

. The APO, pouch, AID/W'S inter-ofFice mail and courier service are hardcopy dis-
tribution media that cannot be transformed into electronic transmission facili-
ties. They are also perceived by users as "too slow."

. Other existing communications systems such as the DTS and teleplone gsystem are

being upgraded at the initiative of the Department of State, but these two sys-
tems can only satisfy a limited range of AID's telecommunications requirements.
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Although there have been sowme notable advances in providing telecomnunications
support Lo ALD/W and the USAIDs, these enhancements have been implemented on a
case-by-case basis and do not provide connectivity between all staff who wish

to communicate electronically.

. ro recap, AID's current communications facilities, including the ADP terminal
network and the incipient point-to-point telecommunications system bLeing imple-
mented on OA equipment, do not fully satisfy AID's user requirements (see

Exhibit 111-1),

3. NEW TECHNOLOGIES IIAVE THE POTENTIAL TO MEET AID'S TELECOMMNUNICATIOHNS REQUIREMENTS
TN TiHE LONG AND SHORT-TERM

The new technologies described above have the potential for meeting AID's telecom-
munications system requirements:

provide connectivity for users regardless of geographical location, e.g., pro-
vide a solucion for AID/W and the USAILDS.

Provide a network that will handle AlD's projected traffic, including peaks.
Permit expansion as AID's space requirements change, e.g., modularity.

Provide a network that can satisfy the wmost pressing user needs, while at the
same time mwaximizing existing equipment (see Chapter 11).

. Provide tangible, immedlate benefits to users.

provide a network that meets short-term needs, but also has a value-added di-
mension and potential for migration to a more gophisticated system as new
teciinologies emerge.

Providing mere physical connectivity is not sufficient. These technologies are
attractive because extensive customized protocol conversion is not required to permit
information exchange:

All Wang equipment, plus IDBM PC/XT equipment, can cxchange information.

The Dimension 85 and Wangnet will support SHA/SDLC protocols, although sonme
protocol conversion may be required.
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EXHIBIT -1
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5.

ALD'S TELECOMMUNLICATIONS SYSTEM REQUIREMENTS POINT 7O ''HE HEED FOR A BACK-BONE

NETWORK TO SUPPORT TNFORMATIOH EXCHANGE, AS WELL AS VALUE-ADDED COMPONENTS

In translating user needs into telecommunications system or network require-
ments, there is a need tor:

- A back-bone netwvork
- value-added components

The back-bone network is defined as the basic transmission medium to connect
the Agency's office automation equipment to facilitate information, i.e., docu-
ment and file exchange.

Providing connectivity between OA equipment (VS and OIS workstations and micro-
computers) would produce the most immediate tangible benefit, since it is esti-
mated that over 95% of the Agency's equipment base will consist of OA eguipment
by FYB6.

- Connectivity would result in faster communications

- Distance would become transparent, as would geographic location

The value-added component would include all other system enhancements and addi-
tions, such as increased access to the AID main computer, access to external

data bases, electronic mail and electronic distribution of cables with AID/W.

Value-added compunents can be added to the system incrementally, in any order
desired.

THE BENEFITS THAT WOULD RESUL?T FROM A NEW TELECOMMUNICATIONS NETWORK ‘FHAT SATISFIES

BASIC USER NEEDS CONSIST OF TIREE TYPES

rhe benefits that would result from a new telecommunications network integrating

data and office automation equipment can be grouped into three broad categories:

Cost Savings
Cost Displacement
Intangible,
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(1) cost savings of $2 Million per Year viould Result by Reducing Operating Costs

These savings were substantiated by our users requirement surveys both in AIb/W
and YSAID's and fall into Lhe f[ollowing categories, as shown in Exhibit 111-2:

. commercial Telephone Services (18%)

Frs (12%)

commercial Telegram and Courier Services (1%)
pouch (4%)

US rostal fees (1%)

TPY (60%).

The percentages in parenthesis represent the respective component of the $2 million
savings and not absolute savings. Exhibit 111-3 details these direct cost savings
savings. The largest component of savings fall in the TDY's category. Most USAIDs
felt that the capablility of having direct links to their respective regional
bureaus, enabling them to transmit drafts of project papers and other documents in
an efficient way, would reduce the need of three to five TDhYs per year. See
Exhibit 111-4 for details on TDY cost savings.

(2) coust pisplacement of $4-7 Million by Increasing White collar Productivity

shese estimates are based on a judicious and very conservative execution of a
productivity model developed by Booz, Allen and namilton. BA&H consultants sampled
Fortune 500 corporations and large government agencies studying how a professional
allocates time among several activities. Exhibit 111I-5 represents this distribu-
tion. By introducing a telecommunications system integrating data and OA equipment
the predicted impact on each professional activity is illustrated in Exhibit 111-6.
The model predicts potential savings of 15% per year. Savings for each activity are
shown below:

. Analysis (1%)

. Creating Documents (2%)
. communicating (3%)
. Less Productive (9%).

By using only half of these percentages and normalizing to obtain a present and pre-
dicted staff count of professionals, the resulting potential benefits per year are
of 110 to 164 staff years, thus resulting ln an estimated value of $4 to &7 millioun.
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EXHIBIT Il1-2

BENEFITS — ESTIMATED DIRECT
COST SAVINGS

$2 MILLION PER YEAR
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EXNIDIT III-3

pirect cost Savings?

Category ALD/W USA1IDs Total

TELEPHONE

. LONG DISTANCE $ 180k s 180K $ 360k

. FTS $ 240k $ - $ 240k
COMMERC 1AL, TELEGRAMS $ - 3 -—— $ 11.1k
COURIERS

(LLOCAL, DOMESTIC

& INTERNATIONAL) $ —-—= $ - $ 3.3k
pouct $ - $ --— $ 81k
OVERTIME $ 69k $ - $ 69k
US POSTAL FEES $ 16.5k $ -— $ 16.5k
TDYS 3 408k $ 800k 3 1,208k

$ 913.5k $ 980k $ 1,988.9k

* DASED ON FYB5 ESTIMATES AND ESTIMATED 15% COST SAVINGS



EXHIBIT II1-4

1PY CoslL Savings

TDY COS'T SAVINGS ESTIMATES

. INFORMATION SUPPLIED BY AID STAFF INDICATES GREAT POTENTIAL SAVINGS IN TDY
I'RAVEL
. THE M BUREAU ESTIMATES THE AVERAGE COST OF A TDY e $4,000
. THE NUMBER OF TDYS WAS APPORTIONED BY SIZE OF USAID AND OFFICE, AND TIE
FOLLOWING CALCULATIONS WERE MADE:
USAIDS
10 large USAIDs X 5 TDYs each @ $4k = $200k
50 smaller USAIDs x 3 TDYs each @ $4k = $600k
$800k
ALD/W
7 large Bureaus X 10 TbYs each @ $4k = $ 280
16 smaller Bureaus X 2 TDYs each @ $4k = $128k
$408k
AID/W = $408k
USAIDbs = $800k

Total $1,208k, or $1.2 million per year



EXHIBIT HII-5

ALLOCATION OF PROFESSIONAL TIME
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EXHIBIT IH-6

BENEFITS — REALLOCATION OF
PROFESSIONAL TIME

110 YO 164 STAFF YEARS

\31)

- . )
ESTIMATED BENEFIT ER YEAR {VALUE: $4.7M TO $7.0M

POTENTIAL
SAVINGS
3.0%

POTENTIAL
SAVINGS
1.0%

CREATING )
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POTENTIAL
SAVINGS
2.0%
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(3) 1Intanyible Benefits Fall into Program/Projectand Retorm B8-Related Categories

. Program/Project-Related Benefits: Increased telecommunications capabili-

ties would as perceived by the user community both in AID/W and USALIDL's to
have the following positive eflects:

- Reduce the design/approval phase of aun AlD project by 1-3 months.
- Reduce the life cycle of the plIO/T, P1U/P, PI1U/C process by 1-4 weeks,

- Allow speedy access to information residing in federal databanks
(e.g. USDA, CbC, Commerce), thus assuring program and project ot-
ficers critical information needed for the successful implementation
of their projects.

- Speedy access to legal data banks (e.g. Westlaw) from any mission,
thus offering legal and contract officers access to information with
potential savings of millious of dollars in possible litigation
(according to some legal officers).

. Reform 88 Related-Benefits: The ability of speedy transactions between

ihe fiald and among AID/W would result, according to AID controllers, in
the following benefits:

- Improved cash management

- Speedier debt collection

- Prompt payment

- More effective procurement
- Mcre timely audits

- Improved management information systems with a certain degree of
integration.
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6. ‘TlREYE KINDS OF REQUIRED CONNECTIVITY

User needs, at the highest level of consideration, reflect the need to construct an
integrated telecommunications system, ot network. A telecommunications network is a
communications system which counects users to applications and to each other. 1t is not
an end in itself, but rather a means to an end. That is, it exists in order to channel
data and information in an understandable torm from one point, such as a data base, a
device, or a person, Lo another.

The required telecommunications network will have to achieve connectivity of three
fundamental types:

. Between and among the five buildings which will comprise AID/W in 1986--the
"trunks® of the network

. Intra-building connections to link users and their devices to each other and to
the trunks

. External gateways of several types to connect users on the network with other
sources and channels of commmunications:

- The USAIDs through leased lines and some dial-up connections
- The cable system

- value-added data bases, such as DIS and those of other agencies and net-
works such as Telenet

Although the missions will be connected by three means-—-the cable system, dial-up
connections and the leased lines (actually satellite facilities provided by State)--tor
planniny purposes they have been visualized as being located in a "sixth building® in
AID/W. In other words, the goal is to keep time and distance transparent to them and to
provide the same degree of access to other users and data bases as AID/W users will
enjoy. For example, the goal is to make Lheir access to electronic mail as easy and
virtually as rapid as for users in AID/W.

Another need, along with required connectlivity, is for protocol conversion. Com-

nunications protocols, now different for the different classes of automation equipment
used by AID, need to be converted in order for different devices to successfully use the
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transmission facilitlies of the network. Thus, along with connectivity, the network
needs to have devices and software to convert protoculs. Without conversion, electronic
transmission will not be able to retain the format ol the documents or messages and will
incompletely "read® characters upon receipt.

7. 'THESE PARAMETERS HELPED LIMIT 'THE NUMBER OF TELECOMMUN ICATIONS OPT10NS TO A BAS1C
SET OF THREE

The need to provide certain kinds of connectivity and satisfy basic system require-
ments imposed certain constraints in the assessment of available technologies. A de-
tailed description of the technology assessment appears in Appendix A. The findings of
this assessment as they impact on the traffic flows and geographical constraints within
which AID operates are described below.

(1) Local Area Hetworks

The Local Area Network (LAN) alternative for AID/W is a distributed type of
network or transmission medium that connects information processing devices such as
word processors, computers, printers, ADP terminals and other equipment. Control of
the various network elements may be distributed throughout the network, at the point
where each device connects to the network, or it may be centralized at some network

head-end location, such as the mainframe.

. Network Topology: the network topology is the spatial pattern formed by
the components of the physical backbone of the network, e.g., the cable,
amplifiers, splitters, combiners and taps. 1In a coaxial cable LAN, for
example, the backbone consists of a trunk cable runnlng along the hallways
and hidden in the ceiling. At various points the cable is split, signals
are simplified and connections are made to the user's office.

The transmission medium recommended for AID/W buildings consists of two
broadband coaxial cable networks, one connecting Main State and SA-1 and
another in Rosslyn (SA-18), with twisted-pair wiring connecting SA-15 and
SA-16 to the Rosslyn network. The use of Broadband in the three buildings
is warranted by the high density terminal/workstation population. The two
LANS would be tied together via leased lines crossing the river and would
require time division multiplexing of several medium and low-speed data
channels. The broadband system linking Main State and SA-1 would provide
complete transparent connectivity for users in those two buildings, be-
cause sll devices would be on one network (see Exhibit 111-7).
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EXHIBIT NI-7
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A Broadband network can be visualized as a loop containiny connections for
all the kinds of automated equipment AID uses. gach such polnt of connec-
tion is a *node® on the network, including the mainframe, and link to the
cable system.

For technical reasons, the leased circuits beiny installed between the
USAIDs and AID/W would be connected through the mainframe computer, rather
than tied directly into the network, via a medem—-pool. ADP terminals
could be connected to the LAN, it desired, or a separate ADP terminal net-
work could be maintained.

If the proprietory Wany broadband network {(Wang System Networking, WSH) is
used, some protocol conversion would be required to connect Wang equipment
and IBM pCs, which comprise the majority of AlD's office automation equip-
ment. Additional protocol conversions would be required to connect other
vendor products, such as the ADP terminals and othet processors, such as
the cable computer and DIU.

Typically, broadband LANs can carry data, volice and video transmissions,
and can provide connections for up to 65,000 nodes (or users), far in
excess of the egtimated 2,000 nodes AID/W and the USAIDs will have by
FY86. The transmission speeds supported by a broadband network also ex-
ceed AID's current traffic volume requirements. Broadband LANs can sup-
port traffic at the rate of 4 X 108 bps (bits per gsecond). AID's hea-
viest traffic flows occut within Main State and can easlily be accomodated
by the network.

Advantages of the LAN Approach in AlD/W

- A Broadband LAN can support many high-speed data channels simul-
taneously, allowing OIS cluster controllers to appeat like a single
0l1S system to the user.

- Wworkstations ol terminals can be located anywhere on the network and
can be easily moved as the need arises.

- Since the LAN uses a packet—swltchlng access method, as well as both

permanent and switched circuits (as desired), a single transmission
can be directed to a large number of terminals simultanreously.
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- can support graphics and video transmissions.

- Lends itself to value-added applications and connections Lo wide-area
or metropolitan area networks, or X.25 networks.

pisadvantages of the LAN Approach

- Increased complexity of design.

- A LAN is simply a transport mechanism and cannot support communica-
tions between incompatible devices, just because the devices are

physically tied together on the same network.

- Existing protocol incompatibility problems arising from the use of
different vendor products are not solved by connecting the devices to
the same cable.

(2) private Branch Exchange (PBX) Approach

The most centralized of the technology alternatives available to AID is the
private Branch Exchange, or PBX, a private, on-prenises switching system originally
designed to handle telephone communications. The digital PBX marketed by AT&T, the
pimension 85, that AID is acquiring for voice communications, also has some limited
data switching capabilities. "There are obvious advantages to AID if the PBRY could
be used to handle both data and voice traffic.

. PBX Topology

The PBX option connects almost all devices through digital PBX
switches. The network conslsts of three digital PBX switches, distributed
across three buildings, Main State, 5A-1 and SA-15. The switches are in-
terconnected via Ti circuits that support both voice and data transmis-
sions. Intra building PBX lines consist of multiple twisted-pair lines
connected to outlets in each office. The intra-building topology is that
of a star network architecture (See Exhibit 111-8).

All external access to Lhe PBX is through the switch located in Main

State, including cable and USA1D tiaflfic, as well as access to external
data bases and the public switched network.
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EXHIBIT 1lI-8
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Advantages of the PBX

capable of intercounccting geougraphically dispersed dissimilar ter-
minals and workstations (up to several thousand).

A single vendor might be made responsible for operation of the net-
work, including installation, maintenance and configuration. Such an
approach might minimlze risk if the vendor delivers what is promised
on time,

If the PBX can handle AlD's traffic and provide protocol conversion
through its special applications processors, using the PBX would save
re-wlring for a LAN and would eliminate the need for many of the
existing lines and modems.

pisadvantages of the PBX (Dimension 85)

All data switching is clrcult-oriented. Each connection must be
established like a phone call and each connection is a point-to-point
link made through the PBX.

The current generation of PBX switches have only limited data
handling capabilities, although AT&T has announced a LAN packet
switch interconnect with the Dimension 85 for late 1984.

Software to support AT&T's digital multiplexed interface has not yet

been developed and current plans do not call for it to be compatible

with IBM computers, although the HP, Wang, pata General and loneywell
products will be compatible.

Protocol conversions would have to be performed at the mainframe,
since it does not appear that the AT&T applications processors will
be able to perform this function in the near future.

Point-to-Point Communications

This type of communications corresponds most closely to present arrangements
for AID/W telec~.amunications. Connectivity between devices is achieved only when
needed (although lines miy be dedicated for this purpose), and a circuit must be
established for each communications session through switching.
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In the AlD environment, by far the most practicable form of point-to-point com-
munications would use a mainframe computer as the central switch. (This does not
mean that the mainframe on which data processing is performed would play this role,

only that a large computer is required to switch and route communications). Con-
nectivily between devices, such as a pPC in Rosslyn and a PC in Main State, would be
through the independent connection of these devices to the communications controller
of the mainframe. Connectivity could be achieved by coaxial cable or twisted pair.
Besides connectivity, the mainframe would have software to counvert communications
protocols which characterize the devices connected to it.

Advantages of a point-to-point network, as shown in Exhibit 111-9, include:

. From a planning and acquisition perspective, it requires the least commit-
ment, as it reflects largely today's telecommunications arrangements.

. It is relatively low-risk in that it allows the introduction of other net-
work technologies, e.g., for a network within one or more A1D/W buildings.

pisadvantages include:

. The approach permits little flexibility Ffor expanded telecommunications

functions (short of adopting a LAN or PBX for part of the distributed
network).

. Office re-locations and moves are costly and disruptive--with each one new
wiring or re-wiring is required.

. pata transfer rates are relatively low-speed, limiting rapid file trans-
fers, such as those required by graphics.

. A considerable amount of unique, originally developed communications soft-

ware will be required, given the many different kinds of devices which
need to be connected.

. connectivity does not insure the capability of sending and receiving docu-
ments and/or files that are "readable® in terms of format and meaning of
the data. MNigher-level protocols must coincide for any real communica-
tions to take place.

1I11-13



EXHIBIT 1I1-9

POINT-TO-POINT OPTION
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TUESE TUREE APPROACIES TO DEVELOPING A TELECOMMUNICATIONS SOLUTION FOR AlD WERE
SUBJECTEB‘TU“K’RTCUHGUg‘TEEHNTCKL_EVKEURTTUN‘KNB'THE FINDINGS POINT TO A LAN-TYPE
APPROACH a5 TIE OPTIMAL CONFIGURATTON FOR AID/W

. Each of the three generic approaches vas considered in light of its capabili-
ties for satistying the requirements for ALD/W, in terms of:

- System requirements (back-bone and value-added)

- Traffic projections

- Types of connectivity required

- Interface with existing AID equipment and systems
- Technical soundness (maturity and risk trade-offs)
- Costs

. The transportability of the recommended technology for replication, with modi-
fications, in the USAIDs was also a major factor influencing the technical
evaluations.

. The findings and conclusions of this evaluation are presented in the next
chapter, as part of the discussion of the recommend configurations for both
AID/W and the USAIDbSs.
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IV. EVALUATION AND RECOMMENDATIONS

Given the users requirements analyzed in Chapter 11 and the available technologies
options assessed in Chapter II11, this chapter presents a synthesis including:

. rTelecommunications goals for the agency
. St.rategies
. Objectives:

- AID/W Network

- AID/W Cable system links

- USAID's Telecommunications

- value-added functions (e.g. Electronic Mail)

. rechnical selection methodology for AID/W network
- Criteria
- Weighting and scores
- Costs
. Functional comparison of options vis-a-vis AlD's requirements
. cost comparison
. Recommendations
. Budget
. Implementation Plan
. Management Issues
. Conclusions
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1. TELECOMMUNICATION GOALS OF THE AGENCY

The implementation of this or any technology has as it's purpose to solve problems
and/or increase the ability of the organization to accomplish its work in a more effi-
cient and economical manner.

Thus the proposed telecommunication goals of Lhe Agency were developed in support of
the Management Bureau strategies and goals - as interpreted by the study group - to
assist in resolving several management issues at the planning, control and operations
level.

(1) Implement a Local Area Network in AID/W Which Would Interconnect all Office
Automation OA Equipment

This use of automation would increase white collar productivity which would

allow the Agency to service a larger portfolio while maintaining constant the head-
count in AID/W and even reduce the number of foreign FTE in Posts.

(2) Assure Access to AID/W Maincomputer From Any Point Within the Agency {Both in
AID/W and USAIDS)

By increasing the availability and timelines of information available to

project and financial managers, their ability to make better and quicker decisions
increases.

(3) Implement Links From/To AID/W _LAN From/To to USAID's

Faster interchange of text/data between geographically removed points within
the Agency will result in:

a) pecreasing the approval life cycle of a project
b) Increase the efficiency of the PIO/T/P/E process
c) Decrease or displace some operating costs
- please see the Benefits Section 5, Chapter III

d) Provide project and financial manag~rs with more timely information on
obligations



2.

e) srandardized and streamline payment process Ln support of Reform 88.

(4) Interconnect ALID/W LAN to Public Data Network and Other Federal Data Networks

Project offlcers and other staff (e.g., reglonal offlcers) will bLe able to tap
commercial and Federal databases, enabling them to have up-to-date information when
malking decislons.

(5) 1luplement Electronic Mall

This Ln comblnation with the upgrade of the teleplione system will increase the
productivity of the staff.

(6) Interconnect Cable System to AID/W LAN

This will enable cables to be cleared faster and be recelved faster at the desk
of action offlcers, thus lncreasing the effectiveness of AID/W in supporting USAID's.

(7) Interconnect the DIU System to AID/W LAN

By allowing easy on-line access to the DIU system ALD/W and USAID's staff are
able to query the instltutional memory, thus increasing thelr effectiveness whlle
formulating new projects, programs or managing existing ones.

STRATEGY

The overall strategy in selecting a set of solutions Eor the telecommunications

requirements of the Agency is one of integratiomn.

(1) Integration is the Cornerstone of AID's Telecommunlicatlons Strategy

Since a good part of the information needed is in text form, as vell as data in
the main computer, the selected network should maximize the integration between

office automation and data processing equipment.

The solution is not only to facllitate access from many terminals to one cen-
tral processor, but to provide distributed communlcations for OA equipment through-

out the Agency.
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(2) oOther components of AID's Strategy are Also critical to its Success

. The DTS (cable system) remains the cornerstone for official telecommunica-
tions between USAID's and AID/W. 1t ls a key node in any network built in
AID/M.

. Complement the cable system by providing:

- An electronic mall system In AID/W to allow fast, informal communica-
tions among individuals, and as a medium to distribute cables as well
as general information (e.g. notices) to AID/W.

- A system that supports bulk transfer of text (five pages or more)
among any OA egquipment within the agency worldwide.

. Use of Department of State provided 1inks with USAIDs, complemented when
needed by international carriers.

. in the USAIDs, minimize dependence on local telecommunications agencies
(PTT's) and reduce to a minimum localized dial-up services. The policy
should be to hardwire USAID links to embassy equipment, when economically
feasible. Whenever possible, AID must avoid transborder dataflows issues
by avoiding connections to PTT's.

(3) A Major Constraint in Developing a Strategy was the Need Lo Use Existing
Equipment

Because one of the key assumptions ot this study was to maximize the use of

present office automation and data processing equipment, the following parameters
were set:

. No solution would be considered that necessitates replacing terminals, OA
or DP equipment.

. Maximize the use of off-the-shelf software to maintain development costs
at a minimum.

. Solutions would be proven, and not have a high-risk factor assoclated with
them. They should be obtained from reputable vendors.
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. Solutions would have a relatively short implementation cycle and short
learning curve, so that any return in investment in the form of produc-
tivity benefits can be realized as soon as the solution was implemented.

(4) Objectives

To accomplish the stated goals, with these parameters in mind, the following
objectives were defined:

. Establish a network in AID/W which will interconnect all OA equipment in
all the buildings in AID/W. In addition, allow any Lerminal to access the

wain computer, and external value-added networks (e.g. Tymnet or Telenet).

. Establish a link from the AID/W cable system to State for outgoing cables,
and also make the cable system a node in the AlD/W network so that a cable
can be received and/or transmitted from any word processing machine.

. Equip and interconnect ail OA/DP equipment in the USAIDs, wilh telecommu-
nications facilities, so they can be treated as nodes on the AID/W network.

. Establish an electronic mail function.

3. AID/W NETWORK

The technology selected in implementing an AID/W network will be a long-term pivotal
resource, thereby determining directly or indirectly how the Agency controls and uti-
lizes a critical Agency resource - information.

Therefore, the selection methodology was carefully defined to assure not only a
viable technical solution, but one that was in accordance with the Agency goals,
strategies and mode of operating. Cost was determined to be an important se-
lection criteria, but not the only one,

. The selection process was developed by Agency management and technical stafft,
complemented by two independent consultant firms, and was an iterative process.

. As described in chapter 111 the final Lhree options were:

LAN, the broadband type that Waug supports
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- PRX, where the new telephone switch (pimension 85) would switch data

- Point-to-roint, where the 18M main computer plays the role.of central

switcher.

4. EVALUATION METHODOLOGY FOR AN A1D/W NETWORK

(1) Technical Criteria were of Paramount lmportance

. The methodology was based on the following criteria, shown by the weight

determined by IRM:

- Performance, 15%

- compatibility, 20%
- Ease of use, 20%

- Flexibility, 20%

- Cost, 25%

. The absclute scores were 1 (low) through

considered for each criteria as shown in
weighted scores for each of the criteria

est, followed closely by the PBX. These
each option.

. The LAN scored very high on performance,

5 (high). Several factors were
Exhibit Iv-1., Both the raw and
are shown. The LAN scored high-
criteria are described below for

compared to the other options.

LAN -- With the broadband architecture, load capacity and transmis-
sion speed are more than traffic estimates require. The LAN provides

*room® to grow so that new users and services, (e.qg. image Lransmis-
silon), can be added in the fulure. Security - high.

PBX -- Since voice/data swltchers are a new technology, there is no
guarantee that vendors can deliver promised capabilities. 1In gen-
eral, high data usage would impact the load capacity of the switch,
thus affecting the guality ot voice traffic. While the bimension 85
PBX being installed is capable of handling the short-range data vol-

umes (estimated 1000 users), the system would be processing at/or

near capacity with this workload. consideration would have to be
given to what "data®" workload the nepartment of State wculd be adding.
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A Set of Flve Major Criteria for Selectlon of Alternatlve Bo

EXiitplT 1v-1

lutlons for AID's Telecommunications Gystem

Welght Raw _Gcotre Weighted Gcore
AN PIX  Pt-to-Pt 1LAH PBX Pl-to-Pt
1. Performonce 135
o Rellabllity (deslgn ma.gln, 4 3 h ] €0 45 45
vendor reputation)
o Load Capaclty (tratfic)
o Transalaslon Speed/time
response/delays
o Ercror chacactecistics (favit
correctlion, soft degradation,
recovery)
o Meanurement capability (for main-
tenance, con’rol)
o Securlty
2. Compatibility 20
o Hith exlting procedures 4 3 3 80 60 €0
o With each existing systes
o Hith real-wvorld environment
o MWith dlf{ferent data systems (1BM,
Wang, cables)
3. ERase of Use 20
o Leaining/tealning b ] 3 2 [{] 60 40
o Ongolng vperation
o Halntenance {(various options)
4. rlexibllity/Rdaptablility 20
o For geographlc expanslon 4 b ] 2 80 60 40
o For incressed traftic flow
o roc new/Improved functlons
o For wide-area networking
o To many dlffesent protocols
o For moves and changes
‘o For reconflguration {new peciphezals)
5. Cost 25 2 3 | 1 50 15 25
100 3o oo 210



AT&T consultanls sugyest that growth beyond 1000 +- users would re-
quire migration to AT&T's LAN [or tuture growth., Security - medium.

point-to-point -- Although the load capacity and transmission speeds

afforded by this option are adequate, error handling capacity and
maintenance and control are cumbersome and inadequate. Security -

almost none.

The LAN also appears to be most compatible with the eristing AID
environment.

Both

LAN -- The broadband network supports Wang and 1BM equipment., Fur-

thermore, the utility band permits AID to add other equipment. The
LAN scored highest in compatibility.

PBX -~ Supports most IBM compatible protocols, but not Wang proto-
cols. HMHence, the Wang equipment would be excluded or require exten-
sive software development and maintenance. This incompatibility is
not acceptable,

roint-to-point -- Although the point-to-Point version is compatible
with AID's present equipment, any new additions (e.g., cable system)
would require tailor-made solutions and would entail high development
and maintenance costs.

the PBX and LAN promise greater ease ol use than Point-to-Point.

LAM -- The broadband solution, with its menu-oriented architecture,
1s probably the most user friendly. Furthermore, the AlD user commu-
nity because of its exposure to OA equipment has, in a sense, already
been trained. However, in the scoring the LAN and PBX were rated
equal.

PBX -- Again a layer of application software would have to be devel-
oped to create a user friendly environment. However, from a mainte-
nance point of view, the PBX option is more than adequate and roughly
equivalent to the LAN.
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- point-tu-point -- Is the least user friendly of all the options.
There 1s not a common language and Lhe user must learm each equipment
protocol.

The LAN and IBX are Scen as Equally Flexible

- LAN -- Although initially more costly than the PBX, once a building
is wired, changes are economical. Increasing the number of worksta-
Lions and terminals would not affect the network.

- PBX -- The PBX by its nature is highly flexible, changes require min-
fmum rewiring. However, an increase in the number of terminals can
seriously affect the capacity of the data/voice switch as discussed
earlier (under performance). Because this capacity issue relates

more closely to performance, it ¢id not affect the scoring for PBX
here.

- point-to-proint —-- This option is the least flexible and most costly
to respond to changes. Any displacement of terminals or machines
implies new costly wiring. Furthermore increases number of terminals
and micros would directly increase load on the main computer.

5. CAPABILITY OF OPTIONS 10 MEET REQUIREMENTS

(1)

Each Alternative had to be Able to Meet AID's HNeeds

In addition to the above factors, a second set of criteria were developed
in which each option was scored as to how well it would respond to the
Agency's Lelecommunications requirement. These functions and/or services
were categorized in cChapter 11 under the following headings. The weight

assligned by IRM for each requirement for purpose of thls comparison are
shown below:

. Mainframe access, 30%

. communications between office automation equipment, 40%
. Cable distribution, 10%

R Access to external data bases, 10%

. Electronic mail, 10%
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(2)

(3)

(4)

Exhibit 1V-2 shows Lhe raw and weighted scores for each requirement., ‘The

local area neiwork option. The functional adequacy vof each option is de-
scribed below.

Mainframe Access

LAN -- Since all Wang equipment can emulate at least two 1BM protocols for
mainframe access, Lhe LAN was rated as high as the point-to-pPoint.

PBX -- Malinframe access with the PBX would be more problematic, depending

on terminal equipment used. A protocol conversion would have to take
place.

In the case of ASCII terminals, ATT has modified its strategy and maintains
that a new ®cluster controller®™ which would also do protocol conversion is
more economical and efficient than the Applications Processor. In the
case of Wang equipment it would be more difficult since the State/ATsT
contract does not call for Wang proltocol conversion.

point-to-point -- By definition since all terminal equipment is connected
to the mainframe, this option scored high, in mainframe access,

communications Between Office Automation (Text Transfer)

LAN -- By definition the Broadband scored highest in OA interconnectivity.
No protocol conversion is necessary for Wang equipment.

PBX -- Agaln since PBX does not support Wang protocols interconnectivity
between Wang terminal would be poor.

roint-to-pPoint -- Text from one OA machine would be routed by the main-
frame using IBM protocols, thus a delay and some limitation would be pre-
sent (e.g., lines would have to be 80 characters or less) Scored medium.

Electronic Mail (EM)

LA -- The proposed broadband network vendor has announced a product, Wang
Office, which can support AID's needs.

1v-9
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EXfIBIT 1V-2

ESTIMATED CAPBILITIES OF OPTIONS
TO MEET USER REQUIRMENTS

RAW SCORE WEIGHTED SCORE
REQUIREMENTS WEIGHT LAN PBX PT-T0-PS LAl pPBX PT-T0-PS
. Mainframe Access 30 3 2 3 90 60 90
. communic Actions 40 3 1 2 120 40 80

Between OA Equipment
. Access Lo External 10 3 3 2 3o 30 20

Data Base
. Electronic Mall 10 2 2 1 20 20 10
. Electronic Cable 10 3 K] 1 30 30 10

Distribution

{AID/W)
TOTAL 290 180 210
Key: 1 Less Than Adquate

Adquate
More Ti:an Adguate

N
W onou



. PBX -- Dimension 85 EM was announced to run on an applications processor.
This is a micro with one disk drive. 1t is doubtful that it could hold
the messages and Liles for 2000 addressees.

. roint-to-Point -- Scored low, those electronic mail packages ruuning in
tiie mainframe are designed for a relatively small number of addressees
(200-300). 1t would not be adequate for AID's 2,000 to 3,000 addressees,.

(5) Electronic Cable pDistribution

. LAN -- Using a VS as a gateway/bridge the cable can be treated as any
other WP document which can b2 transmitted/received/ to/from any other OA
equipment.

. PBX -- In this case applications processor software would have to be writ-

ten to convert protocols from Data general or VAX equipment and to create
*envelopes.”

. point-to-Point -- It would be difficult to implement unless all the cables
are transferred to the main computer and message forwarding/storage soft-
ware is written for the mainframe.

(6) Access to External Data Bases

. LAN -- 1In this case the LAN solution is no better or worse than the PBX
solution. A gateway with a bank of modems has to be installed somevhere
in the LAN.

. PBX -- Less costly since a bank of modems to serve all data terminals can
be connected to one of the switches.

. point-to-point -- costly, since all terminals would have to have modems
for dial-up service. 1In addition every single CPU would here to have T7Y
simulation software.
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6.

COST EVALUATION

(1) LM
. Key Assumptions

- only those buildings where the number ot termimnals and the predicted
traffic is large enough would be wired (total of 3 loops), with the
other buildings connected via point-to-point or the PBX data modules,

- Most of Lhe software will be off-the-shelf and not developed from
scratch.

- Present workstations already connected to OlS would not be directly
connected to the network, but would remain connected to 01IS CPU then
to the network.

- Bardware costs include Lhe cost of a VS system Lo serve as gateways
for intra-building connectivity.

. The cost data are shown below, in thousands of dollars:

Capital Costs Recurring Annual Costs
1. Hardware $1,500 1. Interconnect $ 50
2. Software 500 2. Maintenance 300
3. Installation 1,000 3. Training 50
4. Development 400 4. Manpower 300
5. Training 100
Totel $3,500 Total $700
(2) PpPBX
. Key assumptions

Because the number of projected terminals, workstations and micros

per PBX switch, the cost of an applications processor for each
switcher was included.
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- Mo costs are included for a network control center since that service
would be part of the voice netvork.

- since the State contract with AT&T does not support Wang protocols,

tailored soflware would have to b2 developed for Wang protocol
conversion.

. The costs are shown below, in thousands of dollars:
Capital Costs Recurring Annual Costs

1. HNnardware $1,100 1. 1Interconnect $ 50
2. Software 800 2. Maintenance 400
3. Installation 100 3. Training 100
4. Development 400 4. Manpowver 200
S. Training 200

Total $2,600 Total $750

(3) point-to-pPoint

. Key assumptions
- Since the main computer plays a critical role as switcher or router,
an upgrade to serve additional telecommunications functions would be
necessary.

- costs are included for the purchase of a dedicated mini to support a
network communications center.

- All software to handle routing would have to be developed from
scratch.

- Those terminals already connected will not be re-wired.

IV-12



. Jhe cost daLa are shown below, in thousands of dollars.

Capltal Cosls Recurclng Annual Costs
1. Hardware $2,000 1. 1Interconnect $100
2. Software 1,000 2. Maintenance 600
3. 1nstallation 500 3. Training 200
4. Dbevelopnent 400 4. Manpowver 300
5. 1raining 300
Total $4,200 Total $1,200

For ease of comparison, Exhibit 1V-3 provides cost comparison data for capital and

recurrent costs, as well as total costs for the system over the five-year planning
period.

7. RECOMMENDATIONS

This section describes the recommended telecommunications enhancements in the
following categories:

. AID/W
. USAIDs
. Cable link to State
. cable distribution to central points in AID/W
. Electronic mail
. Access to external data bases
(1) AI1ID/W
. AID/W Intra-Building Connectivity -- A broadband Local Area Network (LAN)

is recommended to be installed in the three buildings (under the AID/W
five building scenario) where the traffic volumes and/or the terminal den-

sity warrants it as shown in Exhibit 1v-4:
- New State — 1 loop with 1 VS as a gatevay

- SA-1 - 1 loop with 1 VS as a gatevay
- SA-18 - 1 loop with 1 VS as a gateway.
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EXUIBLT IV-3

Cost Comparlson
(Shown in Thousands of Dollars)

CAPLTAL LAN PBX POINT TO
POINT
llardvare $1,500 $1,100 $2,000
Software 500 800 1,000
Iinstallattion 1,000 100 300
Develop 400 400 400
Tralning 100 200 300
TOTAL 3,500 2,600 4,200

RECURRING ANNUALS

Intl Comnect 50 50 100
Malntenance 300 400 600
Tralolng 50 100 200
Manpower 300 200 300
TOTAL $700 $750 $1,200
FIVE YEAR $3,000 $3,000 $4,800
GRAND TOTAL $6,500 $5,600 $9,000



EXHIBIT IV-4

RECOMMENDED AID/W NETWORK
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AID/W Inter-Building Connectivity -- Inter-building traftic between the
ioops described above wiil be svwitched by the mainframe, using a software
package like Wang's 1DS. The VS galteway minicomputer would be directwired
to the mainframe.

01S Equipment Will Becoune File Servers in the LAN Configuration -- With
the installation of a local area network, the 01s, in addition to serving
as a word processor will begin to play the roule of Lile server. thus, it
is recommended that each AID/W organization have at least one 01s, and
that all stand-alone Wang 5 systems and non-Wang word processing equipment
be replaced by 0O1S's.

There Will Be a Need for Additiomal High Speed Printers -- Receiving bulk

text (5 pages or more) will necessitate having high speed printers at-
tached Lo each OIS system, or as stand-alone terminals.

Minicommunications Center -- Large AID/W organizations (e.g., regional
bureaus, PPC, FM, etc.) could benefit from setting up ot a Minicommunica-
tions Center. This center would become the focal point of automation and
telecommunication services.

- i1t could contain a VS and/or one or more CIS systems, a high-speed

printer, micros, and ADP terminals. Additionally, cluster terminals,
RJE equipment, 7Telefax machines, etc., it required could be located

in the Minicommunications Centers.

- It would require at least one FTE, permanent staff member in each
minicommunications center.

- In the future, this Minicommunications Center could also contain pe-
ripherals which could be shared by several users. These peripherals
might include file servers, letter-quality printers, plotters, and
micrographics readers. The center might also support video communi-
cations, and a one-of-a-kind sottware library with self-ipstruction
packages.

- These cenkers should not be contused with the Information Center
planned by IRM to support users needs.

1v-14



(2)

. The Large 4341 IDM Computer Can Serve as a Router/Switcher/File Server —-

With the upgrade of the present malucomputer, the present IBHM 4341 coula
be retained for use as a telecommunication ronter/file server. There are
several advantages with this proposal:

The new mainframe would not have its resources drained by the
telecommunications system.

From a security point of view production data could not be easily
accessed by casual network users.

The 4341 could serve as file server for:
.- Queries of the proposed cable data base.
. Routing of messages for the USAID-AID/W message system.

.o Interface for the DIU system to the network as well as gateways
to other value added systems (Telenet, Tymenet, etc.).

USAIDS
. Links From USAIDs to AID/W Will vary, Depending on the USAID Equipment
Base -- A three-pronged approach 1s recommended for implementation of the

USAiD-based telecommunications system, dependlng on the level of automated
support the USAID enjoys, as shown in Exhibit IV-5.

Posts wilh VS equipment will use State's circuits, where these exist.
While awaiting State's circuits, international carriers would be used
for initial testing and start-up of USAID telecommunications.

VS posts will be linked tu the local Embassy Office of Communications
by direct-wire, when distances are short enough to allow it; else,
dedicated links can be provided. The end points of the State link

will be multiplexed to the AID/W main computer.
Those posts which do not have V§'s, and only have OIS or PC equlpment

could be connected to the mainframe or a VS System located in AID/W
or one of the regional missions via dial-up lines. lowever, these
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EXHIBIT IV-b

RECOMMENDED OVERSEAS NETWORK
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missions can only become virtual nodes in the AIb/W nelwork afler
speclal software is provided.

. communications Within USAIDs -- In this case the recommendation is to
equip all vs, 01S and PC equipment with their corresponding 1T/C boards and
soflware so that all equipment within a post can be connected to the VS in
a star conftiquration. Posts with more than one 0IS can use the WISE

switch to connectL users on Lhe two systems. 1In either case, micros should
be able to communicate with Wang VS and OlS systens within the Missions.

. USA1D Regional Nelworks -- Although some posts, particularly in East
KErica, have been testing telecommunications between posts, using dial-up
services from international carriers, it is the recommendat fon of this
study group that regional networks be implemented only atter the following
implications are studied carefully:

. M/SER/FM determination it transactions between USAIDs would by-pass
AID/W central systems and result in costly inaccuracies, or {f re-
gional networks can be inteqrated into AID's financial accounting
cycle.

. Reglonal communlcatlons networks would be expected to follow prior

establishment of a mission as a “regional center " as opposed to a
mission being "regional® because of telecommunications.

(3) cable Link to State

. Our primary recommendation is for AlD to consider openly the cost vs
benefits of providing a fully automated cable interface to the State
Department.

- Outbound cable traffic from AlD offices to the State Department 1is
low volume, with approximately 160 pages of cables transmitted per
day.

- Therefore the actual professional productivity increase to be gained
by automating this number of cables is also relatively small. In
addition, the present process works and is capable of handling pro-
jected workload increases for the next 3 to 5 years.
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- The cost of automating Lhis AlD-to-State portion of the cable tlow is
high, with one-time costs ranging from $400,000 to $450,000, in con-
junction with increased recurring costs.

- raken independently of any other possible productivity improvement
efforts, this automated link would not be cost-justified.

lowever, taking the concept of electronically receiving and sending cables
in AID/W via a LAN directly to/from the word processing terminals, the
automated link to the bepartment ot State would preclude the need for a
duplicate OCR scanner and/or the increased manpower within the cable area
to print and delliver the outgoing cables. 1f AID wishes to automate the

AID-to-State portion of the cable flow, then the existing incoming tele-
comminications link should be maintained and a new outgoing link should be
developed.

- The existing incoming link works well toaay and supports the preseunt
and projected traffic volume well,

- The new outgoing link should be run from the AID REARCS system to the
State ATSERP terminal computer.

- The existing REARCS systm will require same level of augmentation to
provide for the new telecommunications port and possibly increased
memory and power supplies.

- Functionally, all reformating, routing and control should remain with
State, with only the minimum level of editing, format conversion and
header modification performed by AID.

- The one-time cost for this option is estimated at $400,000-450,000
with recurring costs of $350,000 to $400,000 per Yyear.

Again, AID can attach its Future Local Area Network to the cable system if
fully automated cable creation and transmission is desired.

- Attachment of the future WANG local area network to the cable system
can best be accomplished through a WANG VS minicomputer.
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- The WANG VS would terminate at the WANGHET aund would Interface the
REARCS system.

- The WANG VS and its associated software would cost approximately
$100,000 to $150,000 wmore.

(4) cable bistribution to Central ‘points Within AID/W

To interconnect the minlcomputers from the AID/W cable system to the local
area network, and to protect the system from access from a non secure net-
work, it is recommended that a small VS be used as bridge and file server.
This VS would be under the administration of M/SER/MO and would be linked
both to the cable system and the LAN.

It's role would be two fold:

- As a virtual protocol converter
- As a file server/router

Non-classiflied incoming cables would be converted into WP documents, their
address identified and routed to the corresponding organization's OIS via
the LAN.

Oonce an outgoing cable was cleared, it would be sent to the cable VS,
where it could be examined by M/SER/MO staff, and then forwarded to State
via an electronic or manual cable link. The cost of this VS has been
included in budget.

(5) Electronic Mall

Because of the extraordinarily high interest in Electronic Mail among the user
community, a two step approach is recommended:

%

Step One -- While the LAN is being designed and implemented, a pilot EM

——————

g[oject should be conducted, usln? a commercial service like Dialcom,
'elemail, MCJ Mail, etc., for al mited and controlled number of users.

Gradually additional users would be brought into the EM system.

Step I'wo -- once the LAN 18 implemented, the commercial EM service would
be phased out and replaced with an in-house version.
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(6)

Access Lo External bata Dases

. it is recommended Lhat the LAN have a gateway to a public data network
(X.25 protocol).

. vhis gateway could be the AID/W main computer.

- For occasional users in AID/W, dial-up lines or even the bDimension 85
voice/data switch could be used.

- For USAIDR's, it would be more economical to access continential USA

data banks by going through the LAN and then into the public data
network.

8. IMPLEMENTATION PLAN

The overall strategy is a stepuise approach to implementing the network in a
3-4 year span. See Exhibit fv-6 and Appendix E for detalls.

FY 85 —— In year 1, design and formulation of detailed implementation plan

(including identification of software) Lakes place. Concurrently we progress

with estabiishment of links to USAID's. When a post is ready to be linked but
State has not made available such a link, the strategy would be to use dial up
service from an international carrier. Also in FYy 85 a pilot electronic mail
would take place, with 100-150 users in AID/W. Finally, the first pilot re-
gional network with Nairobi as a hub would begin to be installed. Of course
all RFP's for equipmenl and services would be completed.

FY 86 -- In year 2, vendors are selected, contracts signed, the hardware and
packaged software is acquired. concurrently, the State pepartment and SA-1
buildings are cabled. 7The router/galtevay minicomputers are installed. Devel-
opment of custom software for the mainframe and VS environment starts. pPlans
for training are formulated. By the end of FY 86 text transfer trom VS to VS
both in AID/W and USAID's {s implemented.

FY 87 -- By year three OIS word processors begin to be connected to thc Network
in buildings Main State and SA-1. Concurrently, Rosslyn buildings are cabled.
By mid 87 all workstations attached to the vS and some of the OIS workstations
can access data and exceccute queries in mainframe data bases. Also those Wang
PCs directly connected Lo an OIS or VS could download/upload data to the
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EXHIBIT IV-6

AID TELECOMMUNICATIONS SYSTEM
IVIPLEMENTATION PLAN

FY 85 FY 86 FY 87 FY 88 FY 89
 DESIGN NETWORK mememnmend)

e IMPLEMENTATION PLAN — Y

e USAID’s LINKS R — {

e RFP PROCESS S— Y

e ELECTRONIC MAIL PILOT Y VE— \

e IN-HOQUSE ELECTRONIC MAIL - - ———
e HARDWARE PROCUREMENT Sremes—

e INSTALL ROUTERS —

e CABLING enammm—— e e——— ) ———

¢ REGIONAL NETWORKS —*—_—A————A

e ACQUIRE SOFTWARE —-—b—‘

e DEVELOP TAILORED SOFTWARE Y S VES—————

o DEVELOP TRAINING -*——A—-——A———-—%
* INTERCONNECT 0OIS’s TO LAN e er——— e———
e LAN IN AID/W UP E—— \ A A
e MAINFRRAME ACCESS EI——

e ACCESS EXTERNAL DATA BASE ——— Y

e CABLE DISTRIBUTION A

e INTERCONNECT DIU - -\

e INTERCONNECT PC's -
e INTERCONNECT ADP — A

e CABLE QUERY -

*LINES WITH MULTIPLE MILESTONES REPRESENT DIFFERENT PIHASES, EG., BY BUILDING, MISSION, ETC.



malnframe or the VS. In-house electronlc mail version 1is avallable for 50% of
users.

. FY 88 -- All ALD/W OIS CPUs are interconnected to the LAN. Each has a high
apeed printer and bulk transfer of text can take place from any polnt to any
point within the Agency. Also access to a public data network, and heace ex-
ternal databases, Ls avallable from any polnt. The cuble system gateway VS 1s
connected to the network. The flrst pllot case to dlgtribute cables to/from
the OLS takes place 1in AID/W. The DIU HP 3000 computer 1is connected to network.
Algo some 1BM PCs are connected to network for file transfers and sharing ter-
minal equipment. The ADP terminals attached to cluster controllers are added
to LAN.

. FY 89 -- The query system for accessing old cables is implemented. All PCs are
connected. All value-added functions are in production mode. Full Network
Control Center is Limplemented. Data/text can be transmitted from any terminal
in any point of the Agency to any other terminal regardless of distance. Pllots
for new services and functions are planned. One possible candidate 18 image
transfer in AID/W.

9. BUDGET

The major thrust for telecommunications work in FY 85 and 86 falls into several
categories, as outlined in the attached budget narrative. While these line items are
get aslde as ladividual projlects, a comprehensive approach to the overall network design
is necessary to assure the best possible service to the users of telecommunications ser-
vice at AID over the next flve years. The different projects have very direct dependen-
cles and relationships with each other and therefore should be viewed as a package. Any
modifications to Individual tasks must be scrutinized closely to effectively migrate the
changes to any related gchedules 1ln the other projects. Exhlbit IV-7 La a synopsis of
the projected budget for 5 years. For further detalls see Appendix I

(1) AID/W LAN

. Development -- An esgtimated development cost of $290K includes for FY 85
deslgn (both general and detalled), the implementation planning phase in-
cludes clear ldentification of both off-the-shelf software and software
that must be developed from scratch. The procurement process (RFP's and

evaluation) 1s included. llowever, awarding of the contracts is not
included.
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EXILIBLT 1V-7

ESTIMATED BUDGET

FY85 FYB86 FY87 FY88 FY89 Total
ALD/W BASE NETWORK
One Time Cosl
Development 200 260 80 0 0 540
llardware 50 680 420 0 0 1,150
Software 50 200 50 50 50 400
Installation 0 600 300 100 100 1,100
TOTAL 300 1,740 850 150 150 3,190
Recurring Costa*
Maintenance/Operation 0 150 220 300 300 970
Tralnlng 0 100 50 50 50 250
Manpower 200 500 430 350 350 1,830
TOTAL 200 750 700 700 700 3,050
ALD/W TOTAL 500 2,490 1,550 850 850 6,240

* Recurring costs include maintenance, training
the T/C project. Other functions represent development,

tustallations only.

, and implementation for all compounts of
pilots, and initlal
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EXUIBLT LV-7 (2)

OTHER FUNCTIONS

FY85 FYB86 FY87 FY88 FY89 Total
USALID'S Message System

Development 50 200 150 100 50 550
llardware 40 90 40 170
Software 30 50 30 110
Tralnlng 50 50 50 50 50 250
“I70 390 —770 150 — 100 “T,U80

Cable System Distributlon
Development 0 150 260 0 0 410
llardware 0 125 0 0 0 125
Software 0 25 40 0 0 65
0 300 300 0 0 600
Electronlc Mall 150 250 50 0 0 450
Development 50 150 50 250
Service 100 100 200
GRAND TOTAL 820 3,430 2,170 1,000 950 8,370
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flardware -- Most of the costs of hardware would occur in FY 86 and 87. It
includes the cost of 3 Wang VS to pertorm the routing and gateway func-
tions. 1Two VS would be acquired in FY 86 and one in FY 87.

- It also includes the cost of the telecommunications boards for pres-
ent and future OIS ih AID/W. The plan is to have t/C in 30 01S in
FY 86 and 10 additional ones in FY 87.

- The cost of executive workstations have been estimated based on the
Wang 4230-VS. These are intelligent workstations that can be ex-
panded to full micro if the executive desires to start using decision
support software tools like Lotus 1, 2, 3, etc. The plan is to have
40 in FY 86, and additional 50 in 87 and 50 in 88,

- ligh speed printers connected to Lhe OIS will be needed as bulk text
transfer of project papers occurs. The plan calls for 20 in FY 86,
10 in 87 and 10 in 88,

- In addition Wang boards are needed to allow the IBM PC {estimated 30%
of all micro) to be fully integrated to the network.

Software -- Software talls in two categories: off-the-shelf and tailored.
Off-the-shelf software consists of:

- The IDS package in the mainframe to perform routlng functions among
each VS

- VS software to route OIS and bridge to the mainframe
- OIS software for interoffice traffic.

Tajlored software consists of:

- *pass through® software in the management for the VS to access both
mainframe applications and Prublic bata Networks

- *pass through® software on the VS to allow OIS's to access the data-
base in the mainframe.

Iv-21



Installation -- cabling of the Main State building and SA-1 would occur in
FY 86. Rosslyn buildings would be cabled in FY 87. 'The CIU (Cable Inter-
face Units) would interconnect the O1lS to the network. The FAM (Frequency
Agile Modems) or FFM (Fixed Frequency Modems) would connect the IBM PCs to
the network. The Wang PCs are assured to be connected to 01S or VS as
workstations.

Implementation -- ‘The network would be implemented in FY 87. Some con-
sulting cost is added for tuning the system. Thus by FY 87 as the AID/W
LAN is implemented the following functions would be available.

- Text transfer among OA equipment (Agency wide)
- EM

- Access to mainframe

- Access to external data bases.

Recurring Costs -- The introduction of new technology will necessitate a
careful training plan and extensive training of the user community.

- Thus, $100K is allocated for FY 86 which includes training plan and
$50K for each subsequent Yyear.

- Maintenance and operation are base on an estimate of 15% of hardware

software cost plus the cost of leasing lines to connect the VS's to
the mainframe.

- In addition we estimate that the creation of the network and increased
number of telecommunications functions and capabilities will necessi-
tate the addition of three additional statf members.

USAID's Links to AID/W

flardware -- Assuming that the VS 45 becomes the CPU for medium sized mis-

sion due to the Massive Accounting System (MACs). The average cost or
telecommunications hardware/soltware per mission would be $11,000 (not

included in budget for AID/W.)

Ssoftware -- In addition to packaged software for the VS, the cost of de-
veloping in the mainframe {s a software package to allow the VS to access
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mainframe data and access external database through a public data network
would be about $150K.

. Training Training will be required. This estimalte assumes 30 TDYs for
a 3 year life cycle for installation and 30 TDYs for training of rod-staff.

(3) Electronic Mail

For the first year electronic mail would be a service. Once the netwvork
is implemented, it would be an in-house value-added function. For the first
year we assure 150 user at $75 a monlh per user {including storage charges)
with an additional 100 the following year.

(4) cable System bistribution

To protect Lhe cable system (a secure system) from the network (a non-
secure sytem) and at the same time link both, a dedicated Wang VS under the
administration of SEM/MO/CRM is recommended. This VS may have to be a secure

system.
. This VS would produce an "envelope" for each cable to be distributed
and routed to the proper address.
. Since Wang is already working on a similar package for State (in a

secure mode), the software cost includes old modification of this
package, instead of the cost of developing it from scratch.

10. MANAGEMENT 1SSUES

buring the course of this study, a number of management issues have been identified.
These issues need to be considered and acted upon in conjunction with the detailed design
of a telecommunications network, the procurement process, and the phased implementation
of Lhe system.

some of the issues are familiar, but take on new meaning and importance in an envi-
ronment of more widespread telecommunications within the Agency. OLhers emerge only as
a consequence of the new environment.
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{1) 1Information Resources Management

Because the establishment of an AID telecommunications network will vastly
increase the access of users to automated data, as well as the ease and speed of
transmission, it will also tend to heighten the Importance of some existing concerns
in the information resources management area. Although the Agency, in a corporate
sense, "owns" all of the data and intormation which could be sent over the network,

Lthe refinement and executlon of policles and procedures in the area of information
resources management will require re-doubled attention by management.

. Users with new capabilities to tap internal data bases will want access to
them, and any concerns about restricted or broadened access by the
*proprietors® of the data (an ofLfice or an indlvidual) need to be resolved

. relecommunications will probably spur the proliferation of new data bases,
using existing mainframe data bases as the foundation.

. The "official” standing of these new data bases needs to be determined.

. pata base administration issues, such as standardization of data elements,
will require renewed attention as the number of data bases proliferates.

(2) cable-Related Issues

With the establishment of leased lines connecting missions with AID/Washington,

a new channel for messages and other communications will come into existence. 1t
can be expected that these leased channel tacilities will tend to draw some of the
traffic from the cable system, although the bulk is anticipated to be information
that would have been transmitted by pouch, APO, and courier or hand-carried
materials. With the leased lines as an additional channel of communication between
the field and A1D/W, management will need to consider the following lssues:

. What kinds of communications must be sent via the cable system because of
its official and tor-the-record character?

. For traffic on the leased lines, what procedures are needed to provide
reference numbers or other ideuntitiers for retrieval, and what storage and
retrieval policies for such traftic, if any, need to be set up?
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AMolher set of cable-relaled issues concerns the clearance and control of cable
traffic, once cables can be originated on user terminals in automated form and elec-
Ltronic distribution can occur:

. what procedures are necessary to handle clearance ot outgoing cable traf-
fic from AID/W for a totally electronic document?

. Is there a satisfactory form of "electronic signature®?

. For messages incoming to AIb/W, how will distribution and assignment ot
action responsibility within recipient offices be designatead?

. What provision is required for electronic storage of cables in recipient
offices, as opposed to a centralized cable data base?

. will limited access of any type be imposed on the cable data base ({for
unclassified messages only)?

(3) System Management lIssues

In some respects, a new AID telecommunications network will be an overlay on
the existing set of automated systems of all types. lowever, due to the technology
used, it will require the performance of new discrete central management responsi-
bilities, such as software maintenance, standards-setting, performance measurement
and the like. 1In addition, as for the recently installed shared-logic office auto-
mation configurations, there is a need for *local management® to provide direct as-
sistance to users. ‘hese features of the network raise the following issues:

. where will the central telecommunications function be established and how
will it be organized and statfed?

. what is the most desirable arrangement for "local® management of telecom-
munications in AIb/W offlices and missions?

. llow will the centralized telecommunications management function relate to
and support the local user organizations in the areas of:

- Training?

- User help and other operational assistance?
- Applications design and development?
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(4) User Training and Support

Just as the widespread introduction of office automation required the estab-
lishment of suitable user training and support capabilities, the addition of sophis-
ticated telecommunications to the existing AlD's information processing technology
will require comparable efforts. The issues are:

. llow, and where, will introductory and continuing training in telecommuni-
cations be provided to users?

. Will training be in-house or contracted?

. To what extent will IRM provide applications support in telecommunications
for users with a requirement for new or modified applications?

. liow much resources should be allocated initially and on a continuing basis?

. flow will the potential "retrofitting® of telecommunications features to

existing ADP, microcomputer, and advanced word processing applications
affect IRM's work load?

. what special arrangements may be necessary to provide effective support to
the missions?

. What are the specifications for a *clearinghouse® function for telecommu-

nications applicatiors to fully exploit, and not re-invent, useful appli-
caticns for the widest possible number of AlD users?
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The

TELECOMMUN1CATIONS TECHNOLOGY ASSESSMENT

telecommunications technology assessment was performed prior to the selection of

the candidate technology options. This appendix discusses the technologies assessed for
three of AID's topolougical categories:

For

communications within buildings (intrabuilding topologyy)
communications between buildings (interbuilding topology)

External gateway communications (between AID/W and the USAIDs and other outside
resources).

Each technology assessed is discussed in terms of its relevance to the AID/W
environment. For the intrabuilding topology, the following technologies were assessed:

private Branch Exchange (PBX)
l.ocal Area Networks (LANS)
lybrid PBX-LAN Networks
pDial-up Communications

Leased Lines

lardwired Counnections.

the interbuiiding topology category, the following technologies were assessed:

PBX/Data Switch Trunks
l.Leased Lines

Broadband L.AN

pial-up Connections
Radio.

technologies were assessed for external gateway communications:

Dial-up Gateways
value-added Network Service Polints (VAN) (x.25).



This preliminary asscssment guided network architects in limiting the scope of the tech-
wological options considered suitable for the AID environment, and in determining which
Lechnologies might be used in conjunction with one another to best meel ALD's
requirements.

1. COMMUHICATIONS W1THIN BUILDINGS

communications within buildings refers to the capability of transmitting documents
and files created on office automation equipment, e.g., word processors and microcom-
pulers, Lo other users within the same building, regardless of physical location. Al-
Lhough the Wang VS and OIS shared-logic capability permits the exchange of documents
among all users attached to the same CPU, AID wants to provide this transmission capa-
bility for all OA equipment, regardless of which CPU a workstation may be attached to,
and for microcomputers (stand-alones, as well as those serving double-duty as 01S and VS
workstations). Intrabuilding topologies may also support the ADP terminal network. ‘The
implications of data transmissions are discussed in relation to each technology assessed.

The features of each technology are described below, and the discussion applies to
both AID/W and Lhe USA1Ds, unless stated otherwise.

(1) PBX

. The private Branch Exchange (PBX) is a private, on-premises switching sys-
tem originally designed to handle voice communications. 1In recenl years,
pBX manufacturers have developed the digital PBX, which treats all commu-
nications being switched or handled by it as a string of binary digits, or
bits. Instead of handling a telephone call as an analog signal routed
over a circuit-switched path, the PBX digitizes the incoming voice signal,
stores it quickly and temporarily in system imemory, and then indicates to
a receiving device where in memory it should read the bits to taken them
out to a corresponding telephone on the other end of the circuit. 7The
telephone on the other end of the connection is pointed Lo a memory block
where it stores its incoming digital stream.

The effect to the user, it should be noted, is unchanged from a regular,
analog telephone sysltem, except the PBX may add extra Lelephone functions.
these advanced phone functions may include automatic redialing, leasi-cost
routing, trunk group selection, conference calling, wait-on busy, and
other features.
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With the widespread use of computer terminals, communicating word proces-
sors, communications f[or personal computers, and other digital devices in
Lhe same environment as the P'BX, it became natural for PBX manufacturers
to seek to exploit this opportunity to switch data as well as voice
throuyh the PBX. HNewer diyltal vBXs offer connections for data terminals,
personal computers, and olher devices, and oller the same device-to-device
communications for terminals that are offered for telephone-to-telephone
communications.

The result has been the use of what is still essentjally a switch (the
PBX) that is able to handle both data and voice traffic. ‘The advantage of
using the pPBX for both applications is that there is no need to install a
separate network for data devices. In many cases, a PBX uses the existing
Lelephone system wiring to provide data paths for the data devices con-
nected to it,

In addition to providing paths for data devices to communicate with each
other, the pPBX may also provide other, application-level services. The
typical configuration involves a separate computer, sometimes called an
applications procegsor, or AP, that is interconnected with the PBX.

The AP can provide a number of application-level functions, such as an
electronic mail service, and document or file format conversion, 1t may
also provide certain transport-level functions, such as protocol conver-
slon, speed matching, and data buffering. 1n addition, some may also pro-
vide data link level services, such as providing gateway communications
ports for connectons to outside resources.

1t is becoming common for PBXs to also offer interfaces to local area net-
works. One of the major thrusts of the digital PBX marketplace today is
to cast the PpX as a local area network, as well as a switch for data and
voice traffic, in that it provides connectivity for all devices ccnnected
to it. Some manufacturers atre providing physical and data link-level in-
terfaces to popular local area networks. This can allow an organization's
already existing local area network to be linked Lo the PBX's data switch-
ing and long-haul trunk access ports quickly, easily, and, most important,
transparently to the users.

one of the disadvantages of the PBX, with regard Lo data switching, is
that all connections made over it are circuit-oriented. ‘That is, each
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conneclLion must be established just like a phone call, and each connection
made through the PBX is a point-to-point link. This has implications for
the types of devices that are connected through the pBX, and the types of
data they are capable of transmitting.

common data switching speeds for a PBX are 64,000 bits per second for
voice, and 9600 baud to 19.2 kilo baud for data. Although the connections
are circult-oriented, the actual transmission method used from a data
device or telephone to the PBX may be a form of packet switching., The
actual protocols and data formats used will vary from manufacturer to
manufacturer. The protocols and data formats may also be proprietary.

The physical system components of a PBX system are:

- Telephone instruments/data terminals - These may be either tele-
phones with internal codecs (to digitize voice signals), or data ter-
minals connected to a digital transmission intertace, which digitizes
signals before transmission to the PBX svwitch.

- PBX switch - This is the main component of the system. It provides
the system memory into which incoming digital streams are written,
and from which outqgoingy digital streams are read. 1In effect, the PBX
makes logical connections between devices, instead of the kind of
physical connections a standard telephone system makes Lo complete
calls.

- Physical connection wiring - a PBX uses twisted pair telephone wir-
ing to carry signals from a data terminal or a voice instrument to
the PBX and back to a corresponding data terminal or voice instrument
on the other end of the connection. Some PBXs utilize the existing
building four-palr telephone wiring, while others will require eight-
pair telephone wiring. After a building is re-wired Lo utilize the
data and voice-switching capabilities of a PBX, it will tend Lo re-
duce the potential cost saving of the PBX, when compared Lo the cost
of installing separate cabling for a local area network.

- PBX system software - The PBX system soflware provides the mapping
of telephone numbers Lo devices, and may also provide connection of
devices to system services through specification of a service name,
rather than a telephone number. fThe system software would also serve
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as the operating system of the PBX to manage its intermnal tunctions,
provide system monitoring, least-cost routing, call management and
accounting, and any extra voice handling features the system provides.

- Applications Processor and AP services software - The AP can pro-
vide additional communications and data handling services. The AP
may function solely as a commnications processor, or it may provide

other services, such as electronic mail, file storage, and document
format conversion.

Relevance of the pPBX to AIDb environment
- only AIb/W will be acquiring the PBX

- A1D/W has requirements for the transmission of bolh data and voice in
all of its locations. A PBX should be considered as a potential so-
lulion for telecommunications networking. AID/W is scheduled to have
an AT&T System 85 (S85) PBX installed next year (1985), which will be
used initially for voice switching. 1t may be feasible to use the
585 for data switching purposes.

- Since the S85 has an AP as an available option, the 585 AP may be
capable of providing the types of user services AlD has indicated
that it requles, such as electronic mail, document and file storage,

document and file format conversicn, speed matching, and protocol
ccnversion.

- Many of the announced S85 capabilities, however, have yet to be
demonstrated. 1t would prove worthwhile for AID to investigate the
parallel capabilities of other PBX systems. While it is doubtful
that it would be practical to have two PBX systems in the same organ-
ization, if another PBX proves more suited to its needs, AID/W may
consider the possibility of another PBX in place of the S85. Illow-
ever, the feasbility or practicality of thig option would have to be
determined by IRM before it was seriously explored. A PBX could bhe a
strong contender for AID's networking strategy.



- the potential reduction it could offer in telephone service charges
and Lhe value of the added services the PBX could provide indicales
that it can be an atitractive, technical and economical investment for

AID/W.

(2) Local Area Networks

The multiplication of different Lypes ot computer and word processing
systems in AID organizations has led to a desire for Lhose systems to
communicate with each other, both within the organization and inter-
organizationally.

- Users desire systems to have communications functions, so they can
share information, files, and data more easily. Too often a document
or file created on one system cannot be transmitted to or used on
another system.

- System developers desire more flexible communications systems, sO
they can build organization-wide interconnected networks of personal
computers, minicomputers, mainframe hosts, terminals, and other spe-
cialized devices. Because many systems demand the use of expensive
peripherals, system developers also desire some way Lo share peri-
pherals among multiple devices.

- In recent years, local area networks, which are common communications
systems within a single location, have been developed to address some
of these user desires. A local area network is a specialized commu-
nications system for high-speed, high-capacity, computer-to-computer
communications in a local environment. A local area network usually
operates on its own communications medium, which may be twisted pair
wiring, coaxial cable, or optical fiber.

Unlike point-to-point communications systems, in which each device has a
separate circuit to another device, Lhe devices connected Lo a local area
network usually share the use of the same transmission medaium. ‘That is,
they are all connected to the same piece ot cable, or to braunches of that
cable or vire.

Local area networks fall into Lwo broad categories: baseband and broad-
band. In a broadband network, the entire bandwidth capable of being used
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on the channel is separated into many separate subchannels. kEach subchan-
nel may operate at a dilferent speed, depending on the bandwidth demands

of the service operating over it.

- For example, a broadband local area network may have several operat-
ing channels of video signals (for such applications as closed-circuit
television, and security monitors), several computer-to-computer data
channels operating at 9600 baud, and several hundred voice channels.
All signals are modulated onto carriers at appropriate frequencies,

which establish the division of one signal from another into separate
channels.

- A baseband network, which is designed to carry all-digital (unwmodu-
lated) signals, operates over one, high-speed channel. System rates
of 1 to 10 Mbs are common for baseband networks, which provide all
users with access to a single, shared channel. The data rate of the
baseband network is general.y higher than that of a single channel of
a broadband network, and it offers physical connectivity among all
devices attached to it. That is, because all devices are attached to
the same channel, and all devices share that channel by multiplexing
their transmissions across the channel, separating them by time divi-
sion multiplexing (TDMA), all devices on the network have physical
connectivily to each other.

Local area networks can use several different types of network topologies,
depending on the characteristics of the signaling used on the network.
Some of the more common topologies are: the ring network, in which one
end of the network closes in on itself to form a ring; the bus network, in
which the network is merely a straight line cable, with branches coming
off the main trunk; and the star, with a central controller that manages
transmissions on branches radiating from it.

There are also many variations in the way devices gain access to a local
area network. In some broadband networks, a central controller may be
used to allocate bandwidth, and to determine the means for one device to
connect to another over the channel. Other common network access schemes
include token passing and Carrier Sense Multiple Access and Collision
petection, (CSMA/CD). '



- In token passing, the devices on the network pass a soltware abstrac-
Lion called a "token"™ to each other. only the device with the token
is aliowed to transmit on the network. “That station gives up the
token to the next device when it is done, passing network control to
the next station.

- In a CSMA/CD network, access to Lhe network is determined indepen-
dently by the devices connected to it. 1f a device wants to trans-
mit, it may do so if it determines that the network is not in use.
1f two or more devices happen to transmit at the same time, both stop
transmitting, then begin to transmit again a randomly selected a
short time later, after once again determining the network is not in
use.

Since many organizations have facilities in several locations, each of
which may be In a different city, state, or country, local area network
vendors and suppliers also offer communications devices that connect local
area networks together into a multi-location network. A multi-location
local area network, or inter-network, implies that the devices on each
network also have a means to address and communicate with devices on other
networks. Local area networks may also have connections to wide-area or
metropolitan area networks, or to PBX systems or to X.25 networks that
serve the same purpose.

In some locations, because of operational or equipwment reasons, there may
be a neced to install both a baseband and a broadband local area network.
In that case, devices on one network may be isolated from devices on the
other, unless the vendor offers a bridge between the two networks.

Local area networks provide physical connectivity. That is, Lhey offer
the possibility of communicating across a shared communications medium.
whether or not two devices can actually communicate useable intormation

depends on the compatibility of their communications protocols.

- In order to connect to a local area network, a particular vendor's
workstations, computers, and peripherals must also have a physical,
data link, and network level interface to a local area network ftor
network compatibility.
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- The devices communicating must “"aygree® on protocols that determine
the format and meaning of the data, as vwell as the nature of the
transactions and communications that occur across the shared channel.

when two devices are on the same local area network they may be able to
communicate, but higher-level session, presentation, and applications pro-
tocols must coincide for any real communications to take place. In order
to use a commercially available local area nelwork users must [ind one
that uses protocols their existing systems understand.

- vendors of local area networks utilize certain standard sets of pro-

tocols. Many, houwever, are incompatible with those from any other
vendor.

- Standards-making bodies, such as the 1EEE and, in Europe, ECMA, have
been developing standards for local area networks. The goal of these
standards is to develop well-defined, widely available, and consis-
tently applied protocols for different types of local area networks.

Relevance of LANs to AID environment

- The existence of personal computers, independent word processing sys-
tems, and other devices that currently do not communicate with each
other, or do not have communications paths available, indicates that
AID/W could benefit from the implementation of a local area network-
ing strategy.

- consideration should be given to local area networks and thelr asso-
cilated shared resources (files, printers, communications, and comput-
ing devices), in developing an AlD telecommunications strategy.

- One factor that must be assessed in a local area network strateqy is
ti.a installed equipment base in AID. 1BM and WANG, both major ven-.
dors at AID/W, plan to offer their own LAN approaches.

- The current applications AlD utilizes and those projected for the
future depend heavily on communications functions. A local area
network that supplies the kinds of counections normally provided by
point-to-point links would satisfy many of the communications func-
tions AID/W requires.



- an advantage of the local area network approach is that multiple
functions and services could be shared. This would reduce the cost
of incremental services as new users or applications are added to the
system,

nybrid rpx-local Area Nelworks

In many cases, a combination of a PBX with connections to a local area
network provides the kind of organization-wide integrated communications
system need to fulfill communications needs.

In such integrated facilities the PBX would handle all voice communica-
tions and some simple, low-speed, connection-level data Lransport ser-
vices. Simultaneously, a local area network, which is well suited to
high-speed data transfter among computers, personal computers, and word
processing systems connected to it, coexists with the PBX.

- In such an arrangement, communications among intelligent devices
within a building would occur via the local area network. 1f there
were a need for device-to-device communications between buildings, or
from one device to another device outside the organization, the
transmission could be routed from a communications intertace device
on the local area network to the PBX. The PBX could then route the
transmission either to the correct device on another local area net-
work in the organization, or to a port through which communications
would be established to a device outside the organization.

- rany PBX and local area network vendors are developing interfaces to
each others' products. The advantage to the vendor is that they can
propose a complete, integrated communications solution to their cus-
tomers. ‘he benefit to the customers is that they can choose a PBX
Lhat meets their voice and some data needs, and selecL a local area
network that meets their high-speed, high-capacity data needs. 1f an
interface exists between the local area nelwork and the PBX, the cus-
tomer has a reasonable degree of assurance that the PBX can be used
for routing and transmission control between the organization's local
area networks. This reduces transmission costs, and simplifies the
development of a complete conmunications system,
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Relevance of hybrid networks to AID environment

As previously mentioned, AID/W is scheduled to become attached to the
State Department's AT&T System 85 PBX. AID/W also has an installed
base of Wang equipment. AT&T and Wang have announced an aygreement to
develop an interface beltween Wang systems and tLhe System 85 pPBX. The
interface includes a T1 1link between the S85 and a VS computer that
will multiplex transmissions across the link.

The exact nature and applications utility of this link is not yet
clear. 1t does, however, indicate the direction that Wang and AT&T,
like many other vendors, are taking regarding future compatibility
between thelr products.

Compatibility between Wang and ATET products has not yet been dem-
onstrated. AT&T has announced that it will offer document format
conversion to Wang word processing document format, but it remains
unclear if this means that it will convert foreign (non-Wang and non-
AT&T format) documents to wWang format, or just a speciftic type of
document. It is most likely that the latter is the case, given the
wide variety of forelgn document formats.

pial-Up Communications

The most commonly used kind of communications belween devices, regardless

of location, is dial-up communications. Each device - the sending device

and the receiving device - is equipped with a compatible modem, and appro-
priate communications software. 70 operate, the user dials the telephone

number corresponding to the telephone at the other device, and the conncc-
tion is made over the public telephone system.

Transmission rates are usually between 300 and 1200 bits per second
and is asynchronously (i.e., one character at a time). Synchronous
communications, conducted under a more eftfticient communications pro-
tocol, such as 2770, 2780, 3780, or a vendor-specilic synchronous
point-to-point protocol, usually occurs laster (2400 Lo 9600 baud),
offers more efficient use of the communications line, transfers data
transparently, sustains a higher data transter rate along with a
lower error rate, and offers better error detection and recovery
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mechanisms. However, synchronous communications equipment usually
cosls more than asynchronous equipment.

- Dial-up communications is a practical way to establish occasional
communications without incurring the overhead associated with more
permanent types of connections, such as leased lines. The tradeoff
for this flexibility is that the connecticns are only point-to-point.
They must be established and dis-established for each communications
session, and the public phone line usnally provides only a low-grade,
low-speed transport mechanism.

Relevance of dial-up communications to AID environment

- Dial-up communications are used widely within AID/W for communica-
tions between word processing systems, personal computers, and RJE
terminals and the host computer.

- it is reasonable to expect that dial-up communications will continue
to be used within AID/¥ for occasional communications between de-
vices. However, 1) as the need for communications becomes greater,
2) as users require a wider variety of capabilities on their systems,
3) and as the need increases Lo communicate with a wide variety ot
devices in quite different ways, dial-up communications may become
less advantageous than other comimunications methods.

LLeased Lines

. In situations where a particular system or terminals require continuous
communications to another point, and where those communications must be
high-speed, a leased line is appropriate.

. A leased line is a permanently open, high-quality connection between two
devices. Leased lines are expensive, but they are more economical than
dial-up connections for heavily-used communications paths. They are also
essential for communications where there must be ready and instant access
to another device, not access on a switched data path through a telephone
systen.

. A leased line is usually run at a relatively high speed, depending, of
course, on the capabilities of the modems on either end of the line. The
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protocols ised on the leased line depend upon the protocols running on the
devices an eifther end of the line. Common protocols on a leased line are
3270 BSC and 3270 SDbLC, UDLC, and other vendor-specitic point-to-point
protocols.

l.cased lines are obtalned from local or long distance Lelephone companies.
communications technologies used between buildings iuncludes the various
types of communications systems used to access a device in another loca-
tion. .Because leasing involves the controlled communications environment
of one building, inter-building communications may have Lo be carried over
publicly available communications paths, such as those provided by the
telephone company, a private communications supplier, or a value-added
network. The speeds, communications capacities, supported protocols,
physical facilities used, access methods, and switching technologies used
by any of these service suppliers will usually vary from supplier to
suppllier.

In some locations, because of operational or equipment reasons, there may
be a need tu install both a baseband and a broadband local area network.

In that case, devices on one network may be isolated from devices on the

other, unless the vendor offers a bridge between the Lwo networks.

- Because the physical medium, transmission method, and other technical
details of the leased line are under the control of the service
provider, the user only sees the effect of the connection, not its
details. That is, the leased line may be a twisted pair, coaxial
cable, fiber optic, microwave, or satellite link, or some combination
of all.

- Another common use of leased lines is trunk routing between communi-
cations systems nodes, such as PBXs in different locations, local
area network-to-local area network communications, and host-to-
terminal controller communications.

Relevance of leased llnes to the AlD environment

- There are currently a number of leased lines in use within AID/W.
Leased lines connect the 327x cluster controllers with the host com-
puter system. lLeased lines run from several of the OIS systems and
the VS system and provide terminal users with 3270 terminal emulation.
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- In short, AID/W already uses a number of leased lines for communica-
tions within the organization, and between system elements that are
located In remote sites. 1t may be possible, in many situations, to
eliminate many of the leased lines (and their associated costs), or
to provide the same kind of function through a different type ot
communications, such as a shared communications interface unit on a
local area network.

(6) Nardwireéd connections

. Permanent, hardwired connections between system elements serve the same
purpose as leased lines, but are more practical and economical over rela-
tively short distances. The communications protocols and access methods
used vary according to the application for the connection.

- For example, the terminals of a shared logic word processing system
may be hardwired to the central logic controller. The reason for
doing this is that the controller needs to have a permanent connec-
tion to each of its terminals, and the connection must be of such
quality and type to support the kind and speed communications the

hosct controller expects to have with its terminals.

- The speeds, transmission methods, access control schemes, and pro-
tocols used on hardwired connections will vary as much as they will
with leased lines, because each will be used in a vendor or
application-specific instance.

. Relevance of hardwired connections to AID/W environment

AID/W currently is using hardwired connections to link two OIS systems.

The WISE (Wang Inter-System Exchange) box essentially serves as a modem

eliminator to establish non-switched hardwired communication between two
01S systems.

2. COMMUNICATIONS BEYTWEEN BUILDINGS

the second telecommunications topology category examined involves communications

between buildings. Although consideration must be given to the specifics of the service
provided by a particular supplier, the objective should be Lo use a service capable of
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handling Lhe expected volume and Lype ol inter-location traffic, while making it as
transparent as possible to the users and to the network as a whole.

(1) PpBX/bata Switch 'Trunks

In a multi-location environment, where each localtion has its own PDX,
multiplexer, or data switch, there will probably be a requirement tor a
high-speed, high-capacily trunking between one or wore ol the nodes. ‘The
purpose served by the inter-node trunk is to carry the Lraffic expected to
flow between the nodes of the network. fThere may also Le a corresponding
requirement to provide processing, switching, or buffering capacity in
each of the nodes.

The configuration of the trunks that link nodes are determined by the
amount and type of trafftic expected Lo flow as well as the nature of the
peak demands communication elements would place on such a system.

The protocols and switching methods employed on these inter-node trunks
would vary from application to application, and from vendor to vendor.
the transmission medium would vary, too, depending on the volume of traf-
fic the link was expected to carry, and the physical distance and ob-
stacles between the nodes.

For example, if the nodes were relatively close together, and if the
oryanization that was providing the linkage between nodes had control
of the property between the two nodes, a private tiber optic or
coaxial cable link, with communications multiplexed vver the physical
path, might be feasible. Over greater distances, or across as simple
an obstacle as a city street, the most economical approach to link
two nodes together might be to lease appropriate facilities from the
telephone company or another servlce carrier that provided communica-
tions in the area.

- The speed and capacily requirements imposed on such a link could be
met by a Tl carrier, capable of carrylng about 1.5 HMegabits. 1In
other cases, where there are high volumes of traftic between PDBX
nodes transmitting digitized voice, several TI carriers might be re-
quired. 1t is not uncommon for inner-node PBX links Lo be composed
of up to 24 Tl carriers multiplexed to provide the bandwidth neces-
sary to carry the requisite traffic.
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Relevance of PRX data wwiltch trunks to AID/W environment

That an AT&T System B85 is being installed in AID/W's locations in 1985
indicates that PBX-to-prBX trunk links may be available for inclusion in an
overall telecommunications A1D/W network. Some questions that must be
answered before such trunks are specified are: how much capacilty the
trunks will have, which nodes will they connect, and what Lype of physical
medium is going to be used. The AT&T contract with the State bepartment
for the AID/W 85 specifies the location of the $85, and will indicate
switches, as well as the number and capacity of their inter-node links.

One partial interbuilding solution for consideration (assuring the PBX is
suitable for data transmission) is to lease appropriate additional trunk

facilities from the telephone company, if the planned PBX trunks are not

sufficient.

l.eased Lines

Leased line are a commonly-used communications path for establishing
point-to-point communications links between two system elements. The
system elements may, of course, be PBX or multiplexer nodes, but are most
likely to be a host computer and an associated cluster controller, or a
host and another host that provides a specialized Lype of service or
application for the user of the network.

If the communication link must span more than one tocation, and be con-
nected across a relatively long distance, and serve as a high-speed, high-
capacity data link, the most common and most practical way Lo provide that
link is through leased facilities.

- As has been noted previously about leased lines, they can use a
variety of transmission media, and support a variety of transmission
speeds and protocols, depending, of course, on the types of devices
connected at either end of the line.

- Leased lines are usually point-to-point links, although many devices
may be connected to the same leased line channel by multidropping the
line.
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Generaliy speaking, leased line [acilities are expensive, but they
become cost-cffeclive above a certain level ol usaye per day. For
example, a leased line typically beconmes cost-eflfective (compared to
a dial-up connection) when usage of the line exceeds Lhree hoturs a
day.

Relevance of leased lines to AID/W environment

Given Lhe five locations planned for AID/W, there will be a need for
inter-building communications. Assuming the continued use of the 1BM 327x
terminals to access Lhe data processing applications on the 1BM host, it
would be appropriate elther Lo continue to provide leased line facilities
for those terminals, or to route interbuilding traffic using through the
PBX linkage lines. Alternatively, it is also possible Lor the 327x termi-
nals to be attached to a local area network, particularly if broadband is
used as an interbuilding transmission technology.

Broadban< Local Area Metwork

A broadband cable (coaxial or fiber optic) is capable of spanning much
greater distances than a baseband cable. A broadband line could be used

as a trunk over which othre network-to-network or node-tou-node communica-
tions could be carried.

A prime consideration inm utilizing the broadband cable for interbuilding
communications is the practicality of using the broadband local area net-
work as an intrabuilding transmission technology. This will be determined
by the applications for the network, as well as the availability of inter-
faces for equipment to be connected to the nelwork.

A broadband network extension to more than one location would extend the
same data-handling characteristics as it had in the first location, not
any new ones. 1t would hcwever assure connectivity of all devices across
multiple locations connected to the same broadband channels.

A broadband network could extend for several miles, making several chan-
nels of its total bandwidth available to users in each of the areas it
covered. Although it would be in more than one location, the users and
device connected to it would, in effect, be part of the same network. The
protocols and access methods it would support would depend on the types of
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devices connected to it, and the uses to which they expected it to be put.
A broadband trunk between two locations would offer a tremendous amount of
bandwidth, which could be subdivided into several separate channels, just
as a broadband local area network's bandwidth could be.

Relevance of broadband LAR to AID environment

- 1f there are two nearby AID/W locations where it is deemed appro-
priate to have a broadband local area network, it may be practical to
connect the two buildings via a broadband cable to provide system
Lransparency.

- For example, the installed base ot Wang equipment in AID/W can be
connected to WangMNet, a proprietary broadband local area network. It
may be appropriate to extend a Wanglet (or similarly configured net-
work) installed in one location to another location, e.g., uniting
two buildings via one broadband network.

bial-up Connections

*he need for a simple, flexible, but low-speed connection between devices
in different locations is served simply and quickly by dial-up communica-
tions. Both AID/W and the USAIbs use dial-up communications.

Generally speaking, the same conditions, transmission media, access meth-
ods, protocols, and hardware considerations are available for inter- and
intra-location dial-up connections. 1In either case, the user is connect-
ing to another device over a point-to-point circuit established through
the public telephone network. In addition, interbuilding relevance for
the AID/W environment is the same as for intrabuilding.

Radio

The term radio includes all forms of wireless communication, typically,
terrestrial microwave and satellite for data transmission. These two
wedia offer very high-speed, very high-capacity communications channels,
either between two points or from one to many points. Both of these com-
munications technologies were first exploited by telephone companies look-

ing for ways to carry yrealer amounts of voice traffic.



. Both terrestrial and satellilte communications systems operate in some of
the same f[requency ranges, from 4 Lo 6 GllZ (terrestrial and salellite),
and 10 to 12 cluz (satellite). Terrestrial microwave also operates in the
23 Gliz bandwidth. 1n either case, a signal is modulated onto a carrier,
which is multiplexed with other signals and transmitted at high radio fre-
quencies to a receiver. 1n the case of terrestrial microwave, the re-
ceiver is another microwave dish located in the line-of-sight fashion, the
transmissicn is sent to a satellite, which rebrovadcasts Lhe signal to a
receiving dish on earth.

. One of the main considerations in evaluating the appropriateness of a
microwave link is the cost of competing terrestrial communication tech-
nologies, the electrical and physical interfaces between the devices ori-
ginating the transmissions, and whether there is enough demand for the
volume of communications which the technologies can carry.

. Relevance of microwave radio to AID/W environment

1f the data transmission load is heavy enough, it may be possible to
justify a microwave link for interbuilding communications within AID/W.
There would have to be sufficient data traffic to justify the expense of
establishing the link, and the devices on either end of the link would
have to be capable of buffering and handling the data at the speeds at
which the microwave link could transmit or deliver f{t. Reliability and
security of information transmitted are amony other factors that must also
be evaluated in considering this interbuilding technology.

3. EXTERNAL GATEWAY COMMUNICATIONS

. communications to and from devices on a network must often be augmented by
communications with devices and services that are not part of the network.

- For example, a user of a PC that normally communicates with a host com-
puter through some inter- or intra-location communications path, may need
to transmit a report to a user at a PC in another agency, state, or over-
seas post.

- in another situation a user of a terminal on a word processing system may
need to communicate with a host on a public time-sharing system through
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TrY terminal emulation to extract information from the host data base for
inclusion in a report.

These types of inter-campus communications can be accomplished by routing the
communications from the local network through an external gateway.

The galeway serves as a communications port through which a user gains

access Lo the transport functions of outside communications networks,
e.g., the long-distance telephone system.

A gateway may also serve other, application-level functions, such as
speed, protoco) and format conversion.

The Functions the gateway performs are determined by the capabilities of the
devices that use it and the applications they expect Lo perform.

Other gateways provide for foreign devices to communicate with devices on the
network. That is, if a particular word processor on a network commonly sends
documents to devices that are not part of the network, it may be necessary to
design a custom gateway that will serve the communications device the network
user expecks to access.

bial-up Gateways

. One of the most common types of gateway is the dial-in or dial-out port.
1f it is likely that many nodes on a network will communicate with a
variety of terminals across variety of locations oft the network, a prac-
tical kind of gateway is one that services dial-in and dial-out functions.

. pial-up communications is so named because connections are established
through the public telephone network. These connections, once estab-
lished, may utilize a variety of communications protocols, depending on

the capabilities of the devices connected through them and the nature of
the information being transmitted.

. For example, a dial-out gazteway established for allowing pCs to connect to
time-sharing services may only support a simple, character-oriented pro-
tocol, such as TTY. The equipment requirements for such a port would be
correspondingly simple, too. Autodial modems would be necessary, as would
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asynchronous communications software. corresponding, compatible modems
and soflware would also have to exist at the other end of the connection.

In another instance, it may be useful to have batch terminals at remole
locations submit jobs for batch processing. 1In this case, the modems on
either end of the connection would have to be capable of supporting syn-
chronous communications, and the devices on either end of the connection

would have to be capable of handling a synchronous, batch-orieunted pro-
tocol, such as 27170.

A user at a word processing terminal may be able to transmit a word pro-
cessing document to another word processing system in another location
through a gateway established to handle that type of transaction. The
connection may be established through a dial-up port. 1In order for the
communication to work, both devices would have to agree on a common com-
munications protocol. _Establishing a common document format for bolh
devices, so that a document comprehensible to the sending system would be
comprehensible to the receiving system, would be another matter that would

probably be beyond the scope of the gateway or its comminications
parameters.

Relevance of gateways to the AID/W environment

Users in AID already use a variety of point-to-point communications meth-
ods toc send and receive information from a variety of external sources.
The HP3000 is maintained by CDS1 in Bethesda, and is accessible through
dial-up communications. AlD has established a test link to the AID over-
seas mission in cairo and has performed bi-directions transmissions be-
tween the VS equipment in San Salvador and cairo and the IBM mainframe and
the VS in 1RM. Other AID/W have also indicated a need to transmit reporls
and documents directly to USAILDS.

All of these would be applications for external network gateways and many
would utilize dial-up or leased line connections. considerations would
have to be made for the types of communications the gateways would sup-
port, the protocols that would be used, and the cost of the equipment and
transmission facilities used to establish the gateways.
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value-Added Hetwork Sservice Points (VAR) (X.25)

Many of the external databases that users want to access are accessible
through dial-up public data networks like Telenet and Tymnet. relenet and
Tymnet are value-added carriers, in that they lease communications lines
from the phone company and other longy-distance carriers, and then resell a
public packet-switching service that uses those facilitlies.

A user who waunts to access an external databank may do so from an ASCII
terminal, using standard, character-at-a-time asynchronous protocols

(e.g., 1rY), routed through a low-gpeed asynchronous modem. The user
dials a local access number that he or she assoclates wilh the host com-

puter, but which is actually a Telenet or Tymnetl port into its network.

The port switch or concentrator answers the call, and, after authenticat-
ing user ldentification, connects the user to the appropriate service
through the Telenet or Tymnet network. To the user it appears as though a
regular asynchronous protocol is being used. However, what is actually
happening is that the transmitted text is being put into data *packets”,
and shipped across the network to the recipient. At the destination, the
packets are reassembled into an asynchronous data stream, and acted upon
by the end host.

In this fashion, simple terminals have simple, economical access to a num-

ber of external data services, all of which are available through dial-up
ports.

In addition, the value added network vendor may also provide other ser-

vices to the end-user, such as file storage, remote computing, and elec-
tronic mail services. Each service is available for an additional fee,

and the charge depends on usage, amount of disk storage used at the host
site, or some combination of both,

Relevance of VAN's to AID/W environment
Systems users, both in AID/W and at AID overseas missions, have indicated

an interest in gaining access to cxternal databanks, as well as in using
some of Lhe services provided by VAN vendors.
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ALD/W should conslider experimentation with an X.25 public data netvork
service such as a mall gervice, a prototype electronic mall system. This
approach would introduce ALD users to VAN gateway, while selt-up costs and
the overhead would be minimized (see Appendlx G -- Electronlc HMall).

The VAN gateway may also be a good test bed to experiment with flle trans-
fer operatlions, and to determine LE the kind of service provided would

meet ALD requirements.

Value-added carclers such as Telenet and Tymnet also have access polnts to
overcas locatlons (most of which are in Europe), through which users at
AlD mission overseas may galn access to external databanks in the United
States.

* * % * *
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AlD CABLE LINK 'TO STATE

THE AGENCY FOR 1HTERMATIONAL DEVELOPMENT (ALD) 1IN THE FULFILLMENT OF 1TS M1SSION
CENERANTES AND/OR RECEIVES APPROXIMATELY 310,000 CADILES PER YEAR, ALL VIA THE STATE
DEPARTMENT AUTONATED CABLE SYSTEM

. rThese cables are sent to and received from Alb missions and other installations
in many countries throughout the world.

. This total cable trafflic is segmented as f[ollows:

- Approximately 230,000 incoming cables, of which approximately 68,000 are
classified

- Approximately 806,000 outgoing cables, of which approximately 86,000 are
classified.

. All existing cable traffic, both incoming and outgoing, is processed by the
automated facilities of the State bepartment

- Incoming cable traffic (both classified and unclassitlied) lis forwarded
from State to AID in an electronic fashion (from the ARCS to the REARCS
systems) via existing telecommunications links and then hardcopy printed
by AlD for manual distribution

- All outgoing AlD cable traffic (both classified and unclassified) is typed

in optical character recognition (OCR) font and then manually (via
pneumatic tube) sent to State for data entry and transmission.
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ALTUHOUGH THE EX1STLING AUTOMATED/MANUAL CABLE INTERFACE 10 THNE STATE DEPARTMENT DOES

WORK,

IT FATLS TO RFFECTIVELY CAPITALTZE UPOH AVAILABLE TECIINOL.OGIES TO IMPROVE

EMPLOYERE PRODUCTIVITY WITHIN AlID

AID is aggressively moving forward with an office auntomation (OA) program
designed Lo improve professional and clerical productivity.

The office automation program is based primarily upon the instaltation of Wang
word processing systems and IBM and WANG personal computers.

AID would like the existing and planned OA eyuipment to increase the speed of
cable generation and receipt and to improve the productivity of staff members
associated with the cable process.

In light of this goal, AID wishes to define a totally automated process for the

generation and transmission of all cable traffic which operates in conjunction
with the existing and planned of fice automation systems.

The specific goal of this report is to address the State to cable room ALD
telecommunications center segment of this automated process. The existing AID
telecommunications study is addressing the remaining segments.
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THE PRESENT AID-STATE CABLE INTEBEQEE"CONSISTS OF Al AUTOMATED LINK FOR PIRECTLY
AGDRESSED AND ITNFORMATLONAL 1NCOMING CABLES AND A HANUAL OCR INTERFACE FOR ALL
OUTGOING

(1)

The State Department Portion of the Present Cable Interface Counsists of
Telecomminications Control Panels, Cable Swiltching Gystems, an AMADS System for
Table Toullng, and an ARCS Sysltem fot Cable Dissemlnation

. The present State configuration as it interfaces with ALD is shown in
Exhibit 1, following this page.

. Incoming cables (both classified and unclassified) enter the State system
through the telecommunications control panel and are forwarded to the ATSE
relay.

- The telecommunications control panel provides for line termination,
isolation and fallback control.

- Cryptographic devices are also employed in conjunction with the
control panel.

. The ATSE relay stores (for short duration only) a copy of all cable
traffic and forwards it to the ATSERP terminal computer for cable
reformatting (to the electrunic subscriber format) end verification of the
message continuity number.

- The Message Continuity Humber (MCN) is sequentially assigned by
source and is used to account for all cable traffic between any
specific source point and the State bepartment.

- The purpose of thes MCHN is to identify the lost transmission of any
cable traffic.

. subsequent to its processing, the AMI'SERP terminal computer forwards the
cables to the AMADS. system for automated routing or to the message analyst
terminals for manual message routing. It is in this process that the
cables addressed to AID are jdentified and marked for forwarding.
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The cables are then sent back through the ATSERP terminal computer to the
ARCS syslem within State and [rom there electrunically forwarded to the
REARCS system within the ALD telecommunications center.

With this confiquration, the State Department routinely processes and
reviews all incoming AID cable traffic and may, when desired, establish a

copy ol any desired cable for their own use or for Lorwarding to another
agency or organization.

The AID Portion of Lhe Cable Interface Consists of a REMRCS System Similar to

The Stalte ARCS System, and an AMADS System, Similar to But Currently with Less

Functionality Than the State AMADS System

The REARCS system forwards lthe cables (both classified and unclassified)
to the ALD AMADS system for aultoumated internal ALD routing and then the
cables are returited to the HFEARCS system Lor printing and manual
distribution. Refer to Exhib:it Il, follouwing this page.

Approximately 10 peicent <f AID’s cables are routed in an automated
fashion by the AHADS system today. The other 90 percent are forwarded by
the AMADS system (back through) to REARCS message analyst terminals for
manual routing. llowever, ALD is actively working to Increase the number
of cables which are routed in a fully automated manner.

AJD outgoing cables are sent to the AlDb telecommunications center verified
for appropriate signature and format and forwarded by pneumatic tube to
the State Department.

The State OCk scans the outgoing cables into the ATSERP terminal computer
which in turn, passes them to the AMADS system or message analyst
terminals for routing (again, reter to Exhibit 1).

The routed cables are then transmitted back through the ATSERP terminal
computer and ATSE relay and out through the telecommunicaltions control
panel, with a copy transmitted back to ALD through the ARCS/REARCS
connection. The returned copy is the positive cable acknowledgement f[rom

the State system which shows the system acceptance, MRN, and the time of
day.


http:A'rSI.lP

N

EXINBIT Il
AID STATE CABLE INTERFACE
PRESENT AID ENVIRONMENT

FROM SIATE
%I:IJ{JEE REARCS AMADS
-— DG S$130 — ne 144
STONAGE { ) roP 144}
XEROX LASER XEROX LASER
PRINTER PRINTER




1f an outygoing AlD cable is rejected by the Stalte sysltem, Lhe cable is not
transmilted and Lhe orlginal typed hardcopy is returned to AlD.

in addition to Lhe aforementioned functionalily, the Stalte syslem
reformals each outguiny cable, auygments the cable header Lo contain the
MCN and message telerence numbers, the origin, destination, etc., and
affixes Lhe signature of Lhe Secretary of Stalte.

The Message Reference Numbelk (MRN) is a sequential number, reset to zero
at the beginning of the calendar year that is assigned Lo each outgoing
cable passing through the Stalte system.

As wilh incoming cables, Lhe State Dbepartment can review and establish a
copy of any desired ALD outgoing cable.

The primary exception to the aforementioned fiow are Lhe incoming and
outgoing informational cables;- where the cable is not specifically
addressed to an agency or department, but is forwarded to them by a third
party for informational purposes only.

- Informational cables from State to AlD are electronically transmitted
by wmeans of the aforementioned systems.

- However, AID informational cables to State are manually delivered.



OPTION | — MAINTAIN THE STATUS QUO
OPTION II — BIDIRECTIONAL INTERFACE WITH REFORMATTING,
ROUTING AND CONTROL BY STATE

OPTION Il — BIDIRECTIONAL INTERFACE WITH REFORMATTING,
ROUTING AND CONTROL BY AID



4. 'THREE PRIMARY OPTLIONS EXIST FOR SUPPORTING THE ALD CABLE IMIERFACE TO AHD FROM THE
STATE DEPARTMENT

. Maintain the staltus qguo

. Employ a bidirectional automated interlace with Lhe Functions of cable
reformatlting, routing and control remaining with the State Department

. Employ a bidirectional automated interface with AID performing its own cable
reformatting, routing and control.
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*Option I -- Malntain the Status Quo
Option I1 -- Bidirectional Interface with Routing and Control by STATE

Option IIT -- Bidirectlional Interface with Routing and Control by AID/W
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(1)

By Far the Siyflest Alternative, QOption 1, 1s to Maintain the Status Quo Since
tiie PresenU Aulomated/Manual Intertace Works and Appears to Adequalely Support
The Present amd Hear-Tetm Projected Alb Cable Volume

. The primary impetus for the research documented within this report is the
desire by AlD Lo increase the productivity of its employces by means of a
fully automated cable processing network employed in conjunction with an
advanced office automatiun network.

. Although no fatal functional shortcomings have been noted with respect to
the present AlD cable environment, the manual storage of large volumes of
hardcopy cables and persistent intervals of spuradic hardware/soltware
failure are causing significant operational problems.

- The manual storage of significant numbers ot hardcopy cables is not
only time consuming and demandlng of floor space, but it also makes
the retrieval of any specific cable a manually intensive effort and
prohibits the effective, real-time retrieval of larye numbers of
cables.

- The intervals of sporadic hardware/software fallures, at times,
prohibits the servicing of high priority cables and contributes to a
significant operational backlog.

. The hardcopy cable storage problem is presently being addressed by the
consideration of a Targer (302 MB) maynetic disk subsystem For the AID
REARCS system.

. The hardware/software reliability issue, although not catastrophic at this

time, is presently being addressed by the review of a verbal gquole from
the Xerox Corporation to provide a tully redundant hardware/software
configuration for installation within the AID telecommunications center.

B-8
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Option 1 -- Maintain the Status Quo

*Option L1 -- Bidirectional Interface with Reformating, Routing, and Control by
STATE
Option/III -- Bidirectional Interface with Reformating, Routling, and Control
by AID/W

B-9



(2) The Simplest Fully Automated Option, Optioun 11, 1s Built Upon Tvo
Uiniditectional Links Between the stale System{s) and the Alb System(s), While
Maintairing the Status Quo [of Cable Touling and Control Functions

. velfer Lo Exhibit III foliowing this paye, for an overview ol this uption,

. incoming cable traffic would be reformatted, routed and controlled by
State and transmitted to AID over the indicated link, the same as it is
done today. The simplest solution would be for the incoming link to
remain exactly as it is today.

. Outgolny cables could be typed and sent to the AlLD telecommunications
center where they would be verifled for format and signature, entered into
the REARCS system, possibly via OCR, and subseyuently trausmitted to
State. Refer to Exhibit 1V, following Exhibit 111.

- Outgoing cables would continue to be typed in OCR font, as they are
today.

- Note that manual verification and review of outgoing cables would

occur just as 1t does today since the cables remain in hardcopy
format.

- Augmented versions of the existlng pata General 5-130 minicomputers
should prove to be adequate, as measured by acceptiable processing
response time, but would require detaliled throughput analysis to
affirm this adequacy.

- The required system augmentation to implement this ovption would be
specifically to the hardware to support the OCR interfac and to the
software to support the OCR interface, outgoing telecommunications
links, and cable queueing.

. As a variation to this option, outgoing cables could be received in the
ALD telecommunications center electronically via an office automation
local area network attached to the Wang office automation systenms,
verified for format and electronic signature, and then released [or
forwarding to State. (Refer to Exhibit Vv, following Exhibit 1V).



oM AID VIA:

¢ OCR ATIACHED 10 AID/W REARCS - OR —

* TEAMINAL RETWORK AITACHED 7O AID
REARCS (UNCEASSIFIED ONLY) — OR —

e OCIt ATIRCIIED DIRECTLY T0 SINIE
AISERP TENMINAL COMPUTER

MESSAGE
ANALYST
TERMINALS

EXIBIT m
AID STATE CADLE INTERFACE

OPTION I, FUTURE STATE ENVIRONMENT

PRIMANY INPUTJOUTPUT LINKS

TELECOMMUNICATIONS
conNinoLs
ONUINE - > ATSE RELAY
CADLE rop 115
SIONAGE { 115}
t 10 USIA (INTORMAIIGNAL ONLY)
urncnl\;
CIARACIER ATSENP TENMINAL
RECOGNLIION COMPUTER
PoP 1115)
10 AID VIA

* NIEARCS THEN NIARDCOPY PTINT
AND MANUAL DISTRIBUTION — OR —

e ILARCS TIIEN VIA A TERMINAL
NEYWURK (UNCLASSITIED ONHLY)

{ ! i /‘
e

ANRCS SYSIIM
{DG) S130)

AMADS SYSIEM
ror nj44)

r

XEROX LASER
PRINTERS

XENOX LASER
PINIERS




EXINIDIT IV

MD STATE CABLE INTERFACE
OPTION 1, ALTERNATIVE AIDJW ERVIRORMENT

THTROM STATE

0:LINE REARCS AMADS

CANLE B . {0G S130) - P~ eRr 1)

STONAGE

XENOX LASER XEROX LASER
PRIRTEN TRIRTEN

PHICAL
CHANACTER
RECOGNITION

ND
fiARoCOrY
CABLES

{CLASSITIED AND
UNCLASSINED)



\
))\,‘

EXIIBIT V
AD STATE CABLE INTERFAGE

OPTION I, ALTERNATIVE AID/W ENVIRONMENT

TO[TROM STATE

ONLINE REARCS AMADS
CADLE P (DG S130) P~ (POP 11/44)

XEROX LASER XEAOX LASER
(CLASSIFIED) PRINTER PIUINTER

OPTICAL
CUARACTER
RECOGNITION

{OPTIONAL)
NETWORKING
MIKICOMPUTEN

AtD
LOCAL AREA
NETWORK

UNCLASSITIED)



With this approach, all unclassified cables could be processed in a
completely automated Cashion.

lowever, classiflied incoming cables would be received at the AID
telecommunications and printed for manual distribution within AID and
correspondingly outgoing classiflied cables would be manually
transported to the AID telecommunications center for OCR entry into
the system and subsequent transmission.

wWith this local area network approach the existing bata General S§-130
minicomputers may likely prove to be inadequate and therefore would

certainly require more throughput analysis to identify their
saturation point.

Hardware augmentation to implement this local area network version of
Option II would be required to the minicomputers to support the local
area network interface, the OCR interface, and the outgoing
telecommunications link. Software modification would be required to
support the alorementioned plus to support cable queueing.

An additional variation of Option II would have outgolng cables recelved
in the AlD telecommunications center, verified for signature and entered
into an OCR which is remotely attached to the State ATSERP terminal
computer (refer to Exhibit vI, following this page).

All classifled and unclassified outgoing cables would enter the State

system via an AiD based OCR which is configured as a slave to the
State system.

All incoming cables would be hardcopy printed and manually
distributed just as they are today.

No modification to the existing Data General minicomputers would be
required for this SLAVE OCR version of Option II.

The implementation of Option 1I, in any form, will require modification to
the existing AID REARCS (DNTA GENERAL) system hardware and software and
slight modification to the State ATSERP Terminal Computer to support the

-11-
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new telecommunications links. In addition, AID may choose to employ a new
minicomputer to perform the interface between the local area netwvork and
the AID REARCS sysltem.

Any of these alternatives for Option 11 will technically work, therefore
the deciding factor is simply the desires of AlD and State.

- The primary point to be considered by AID is whether or not it wishes

to employ the future office automation telecommunications network for
cable traffic, whether it wishes Lo undertake the necessary hardware
and software modifications (whose cost is estimated later in this
document) and whether it wishes to cope with the required process of
electronic signature.

12
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Option 1 -- Maintaln the Status Quo

Optlon LI -- pidirectional Interface with Reformating, Routing, and Control by

STATE
*Qption LIL -- Bidirectional Interface with
by AID/W

ReFormating, Routiung, and Control



(3)

The Real 1ssues Which Must De Addressed by AID, As Expressed in Option 111, IS
Whcther ot NoE to Assume the Responsibility for Reformatting, outing, and
Tontrol of AID Cables

. The assumption of reformatting, routing and control responsibility would
require AID to significantly augment the automated/manual assisted cable
routing capability within its own environment,

. A representative system flow for option I1I, the automated message routing
capability, is as follous:

- A cable would be received from State into the AID REARCS system for

reformatting and validation of MCN, and forwarded to the AID AMADS
system.

- The AMADS system would internally route the cable and return it to
the REARCS system for printing and/or electronic distribution via
local area network and possibly messsage storage for inquiry and/ot
backup.

- For outbound traffic, a cable would be received by the REARCS system
via OCR or local area network, reformatted, assigned an MRN and MCH,
affixed with the signature of the Secretary of State and forwarded to
the AMADS system.

- '*he AMADS system would perform routing and return Lhe cable to the
REARCS system for transmission to State.

- When the cable is received by State it will simply be switched out ‘to
the outbound telecommunications links and a copy stored for a short
term on the ATSE relay itselt.

. The key aspects of a system of this nature is that AID formats the cable,
assigns MRN and MCN numbers, performs automated/manual assisted message
routing, affixes the signature of the Secretary of State, and optionally
stores all message traftic on-line for inquiry/ archival use.



The existing REARCS (DATA GENERAL) an AMADS (pigital) systems would both
require signiticant hardware and software enhancements to suppotrt Option
11I. 'The REARCS system would regquire significant enhancement to reformat

cables, assign MRN and MCN numbers and to affix the proper signature, and
the AMADS system would reguire greatly enhanced user profliles.



THE MOST VIABLE APPROACH FOR AlD. TO EMPLOY AT THIS TIME FOR PROCESSING CABLE TRAFFIC
TS‘OPTTDH:TT‘WITH“THU—UNTHIRECTTGNKE—KUTUMKTEB“EIHK§ AND THE RESPONSTIBILITY FOR
CADLE REFORMATING, ROUTING, AND CONTROL REMAINING WITH THE STAYE DEPARTMENT

. The summary analysis supporting this conclusion is shown in Exhibit VII,
following this page, and a Dbrief discussion of the thoughts supporting each
conclusion, by category, is presented below,

. Employee productivity -- The ease and gquantity of manual labor required for any
employee Lo generate and/or receive oune or wmore cables.

- The status quo approach (Option 1) currently requires manual labor to type
the cable, deliver it to the AID telecommunications center, review the
cable for signature and format, transport the cable to State, and enter
the cable into the State systems.

- option II, at minimum eliminates the manual transport of cables to the
State Department and at best fully automates the AID portion of the cable
generation/receipt process.

- Option 1II fully automates not only the AID portion but also the State
portion of the cable generation/receipt process.

. Reliability -- The percent of time that the automated portion of the AID cable
system is operational and available for the generation and traunsport of cables.

- The reliability issue is not significantly different for option I, II or

I1I. 'The key to reliability is redundancy, and the autoumated portion of
any of these options can be made redundant if the need warrants.

- As previously stated, AID does feel the need for high reliability within
the cable system, and therefore is currently reviewing the possibility of
implementing a fully redundant hardware and software system.

. Maintainability —- The degqgree of difficulty in maintaining Lhe automated
portion of the AID cable system in fully operational mode.



EXHIBIT Vil
MTERNATIVE NID CABLE SYSTEM EVALUATION

OPTION &
O|O @O|O0|&

o MAINTAIN THE SIATUS QUO

OPTION 1

o NUTOMNTED INTERIACE; m Q 0 Q Q @ r»‘
STATE NOUTING

OPTION Uk

e NUTOMATED INTERFACE; 0 Q 0 O O 0 O
AW NOUTING

QO ncoerinme




- option t has a high deyree of maintainability simply because it is well
known hardware and software technoloyy of little complexity and a high
degree of knowledge on the part of the operational staff.

- option II will require enhanced hardware and software, of wmoderate
complexity, both of which will be new to the operational staff.

- Option I11 will require enhanced hardware and software, wilth high
complexity within the software functions. Therefore, the operational and
maintenance staffs will face a significant learning curve.

Ability to handle cable volume -- This criterion is simply the ability of any
particular option Lo process the present and projected future AlID cable volumes,

- All three options can handle the present and projected future AID cable
volumes; however, option 1 is more sensitive to workload bottlenecks due
to its significant manual intensity.

Ability to support future cable inquiry -- This criterion is the flexibility of
an augmentation required to the proposed configuration to support the
processing of future on-line cable inquiry.

- option I is the least flexible and would require significant augmentation
to both hardware and software to support future on-line cable inquiry.

- option II and Option 111 are both moderately flexible and since they may
have local area network attachment, provided an jdeal basis of support for
on-line cable inquiry.

Cost to AID -- These are the one-time and recurring costs to AID to fully
implement the selected option

- option I is the least costly simply because it changes nothing from the
present environment.

- Option 11 may require limited hardware augmentation and will definitely
require telecommunications and queueing software augmentation.
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Option 111 will require hardware augmentation and sophisticated
telecommunications, queueing, and message handling software augmentation.
In addition, this option will reqguire operational augmentatior, in the
form of communications eyuipment operators within AID.

Refer to Exhibit ViII, foliowing this page, for summary cost data.

Cost to State -—- This is one time and recurring costs to Stalte Lo fully
implement the selected option.

Option I, the status-quo, will require State to continue to provide
computer processing support for cable formatting, routing, etc., message
analyst support for cable routing, and operational support for cable entry.

option II will eliminate the operational support fotr cable entry at State.

Option 1II will eliminate from State the majority of processing and
operational burden except for limited processing time for cable routing.

An analysis of all of these findings with respect to the three options leads to
the conclusion that Option II is clearly the most beneficial to AID.

B-18
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EXINBIT VIl
ALTERNATIVE AID CABLE SYSTEMS
SUMMARY COST ESTIMATES
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AID COSTS*®

¢ ONETIME
e RECURRING

$60,000-4$80,000,,
$250,000-$300,000,

$400,000—4450,000,,
$350,000—$400,000,,

51,000.000—51.300,002,
$600,000-4700,060,

STATE COSTS*

e ONETIME
e RECURRING

— i

—

$10,000— $20,000,,

$20,000—%30,000,,

—

TOTAL COSTS

e ONETIME
e RECURNING

$60,000-4$80,000
$260,000— $300,000

$250,000-4300,000

|

$410,000-4$470,000
$350,000—4400,000

$1,020,000-41,330,000
$600,000—4700,000



http:600,00-$1700.00
http:1.000,oo-$1.300.O0

WLITHIN THE BOUNDS OF ovfion i1, THE MOST VIABLE IMPLEMENTATION STRATEGY FUR ALD 10
EMPBOY“TS—A“HUCRU“AREN‘NETWURK‘FUR‘USEE'TERMIQEQ.§O‘AIB”TEEEcuhMUHIghTIUNS CENTER™
KUTOHATTON (UNCLASSIFIED ONLY) AND A FULLY AUTOMATED COMPUTER-TO-COMPUTER LINK FROM

RID'S CABLE PRUCESSING SYSTEM 'TU THE STATE SYISTEM (CLASSIFIED AHD UNCLASSIFIED)

The local area network is already under study and being designed to support

Alb's office automation Lunclions; and therefore, its desiyn, implementation,
and associated costs are not directly driven by this cable application.

- 1f the network were not to be put in place for office automation
applications, its assoclated costs could not be directly justified by this
cable application.

- llowever, since some form of network will be put in place, it can provide
an ideal opportunity for a symbiotic relationship between the office
automation and cable processing functions.

The telecommunications links between AID and State would be composed of two
unidirectional links; an incoming link, just as it is today, from the State
ARCS system to the AID REARCS system and a new outgoing link from the AlD
REARCS (or front-end processor) to the State AYSERP terminal relay.

“rherefore, AID generated unclassified cables would be transmitted [rom user

terminals through the local area type network to the A.D cable room for
appropriate review and then computer-to-computer to the State system for
reformatting, routing, control, and ultimate transmission. Incuming cables
would follow the same process, but in reverse.

- Classified cables would be typed and hand carried to the Alb cable v ~m
for review and then manually transported to State f r OCR ent:ry into ‘..e
State system.

- in the longer tetrm, an OCR could be placed 1" the AID cable room for entry
of classified cables at that point

The implementation of this strategy will provide the maximum benefit of
automation to AILD per dollar of investment.
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THE NEED FOR IARDWARE BACKUP SUPPORT 1IN CONJUNCTION WITH TNE IMPLEMENTATION OF
OPTTON 11 1S INCONCLUSIVE, BUT NONETHELESS, 15 RECOMMENDED AT THIS TIME

. As the ALD cable syslem becomes more and more antomated, the need tor improved
hardware reliability will become more acutke.

. Present hardware reliability is marginally acceptable with intermittent periods
of downtime of as much as one or two days at a time,

. This intermittent downtime becomes a serious problem when high priority cables
are in the queue and cannot be forwarded to their destination.

. In addition, the intermittent downtime will become inhibiting to workload
throughput as the cable process becomes more automated by being tied to an
advanced office automation network.

. Therefore, the prudent step to take is to provide redundant hardware for the
cable system at the same time that the system is upgraded.
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REQUIREMENTS ANALYSIS METHODOLOGY



REQUIREMENTS ANALYS1S_METIODOLOGY

In order to conduct the AID Telecommunications Study, a survey was conducted to
identify current and needed AID telecommunications functions. “This appendix describes
the steps taken to collect, compile, and analyze the data from that survey.

1. the Purpose of the AID Telecommunications Survey Was To Determine The Current

Flow of Information 1n AID And ldentify Areas whg£g_§1ternafive Systems Might
Improve Communicatlions

The AID Telecommunications Requirements Survey was conducted to collect two
types of informatlon:

. The current telecommunicatlons interactions and systems capabilities of
each AID office

. Potential use by each office of new telecommunications systems.

These data were anaylzed to identify the current volume of information flow

throughout AID and to identify areas where alternative systems might better meet
user needs.

2. Two Surveys Were Conducted in AID To_Collect The Needed Data

The Information and Resources Management Division (IRM) of ALID/W coordinated
two surveys of AID offices to collect data on telecommunications needs and priori-
ties. One survey was of 23 AID/W offices. The other was of 33 AID missions. The
missions surveyed were selected by AID/W Bureau Chiefs as the USAIDs with most in-
terest in telecommunications. For the most part, these USMAIDs already have office
automation equipment. Both surveys quer ied the respondent on such areas as which
offices they communicate with most, telecommunications functions they desired and

typical volume of information transmitted. Questionnaires used to collect this
information are on file with M/SER/IRM.
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Information other t“han that collected from survey questionnaires was also used
in the study. ‘This intormation included:

. A computer printout ot the number ot personnel in each NID office by job
classification, supplied by M/SER/MO

. A computer printout of the number and type of typewriters in each ALD
oftfice, supplied by M/PM

. Equipment projections for AID/W and the USAIDs, supplied by M/SER/IRM

. Projections of staff and building space to be occupied by AID by FYB6,
provided by M/SER/MO

. Telecommunications hardware inventories for AID/W and the USAIDs.

Information from the questionnaires and computer printouts were orqganized onto a
series of charts, or "working papers.” Usually, each working paper tepresented the
responses to one survey question or one printout; occasionally, however, data Erom
several sources were combined on a single working paper. A schematic of the steps
taken in this requirements analysis can be seen in Exhibit C-1, following this page.
A more detailed description of the compilation ot each working paper is qgiven in the
sections that follow.

3. Eight Working_ Papers, Organized In_ A Five-Building Scenario, Were Created From
AID/W _Survey Questionnaire Data

Eight working papers were compiled from AID/W data, using both Lhe question-
naire responses and the computer printouts. On each working paper, AlID/W offices
were oracanized in the S-building scenario; i.e. the expected distribution ot AID/W
offices into 5 buildings by FY86. A description of each of the working papers is
given below.

1) Use of AID_Telecommunications Functions (AID/W Survey, Question ¥1;
wiF2-2/21)

This set of workinqg papers was created to show the distribution of per-
sonnel in each office who need each telecommunications function, and compares
these estimates to the staffing patterns on the computer printout supplied by
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M/PM. Each working paper represents an individual AID/W bureau or high-level
office. The responses to "number of personnel who need each function” are
divided into three professional levels:

. Senior -- Bureau/OFffice or bivision bDirectors and Deputies
. Mid-level -- Project Managers and other professionals
. Support -- Secretarial and other support staft.

These estimates are compared to the actual staffing patterns of full-time,

permanent employees per office, as supplied by M/PM. These staffinq patterns
are divided into four professional levels:

. Senior Managers -- EX, ES, FE, and GS-16 and above

. Middle-Level Managers -- AD, GS, GM 13-15, and FS 1-3
. Other Professionals -- AD, GS 9-12, and IS 4-6

. Secretarial/Support -- AD, GS 1-8, FS§ 7-9

This detailed set of working papers is on file with M/SER/I1RM, and can be used
for subsequent analysis of equipment needs for electronic mail.

2) Source and Volume of Information Sent And Received by Bach AID/W Office

(AID/W _Survey Questions §2_and_{3)

This working paper (W1F3-23) is a matrix showing the estimates c¢f volume,
in pages per day, of information sent and received by each AID/W office to the
other AID/W offices. Answers were organized in a matrix of the 5-building .
scenario, with the office responding on the y-axis, and the office with which
they send or receive information from on the x-axis.

Several adjustments were made to this working paper in ovder to present
the data in a more workable format. These adjustments include:

. Combining the volumz2 "sent to" with the volume "recelved from" in
order to obtain a “"total flow of information" between offices.

. Converting all data to pages-per-day (if presented in other units)

. Normalizing the data by adjusting responses to account for those
offices from which no response was received.
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In addition, totals were calculated of the flow of Informatlon between one AID
building and each of the others. N7 second version ol this same matrix was con-

structed (W1F3-24/2%), this time estimating the volume of information flow for
offices whose responses were lncomplete.

3) Use of Facimile Equipment (AID/W_Survey Question F4; W1F4-20)

This working paper displays the volume of information, in pages per day,

transmitted by facimile equipment to and from AID/W offices. The responses are
to four potential uses of facimile equipment:

. Outqgoing to other AID/W offices

. Outgoing to recipients other than AID/W offices
. Incoming Erom other A1D/W offices

. Incoming from senders other than AIN/W offices.

The last column of the matrix shows total dally use per office of facimile
equipment.

1) Distribution and Copies of Cables (Al1D/W Survey Question ¥5; W1F5-27)

This working paper shows the number of people in each Aib/W office who

typically must see a cable, the number of copies made of each cable, and the
percent of traffic that could potentially flow through a non-secure inter-

building cable system in AID/W. This analysis displays two types of data:

. Typical number of people who must see a cable (for incoming and
outgoing), and number of copies made of these cables

. Potential rates of use of a cable link system.

These counts and rates were used to estimate the amount of traffic that
could flow along a non-secure automated cable link, if one existed.

5) Automated_Link Between NID/W_and_USAIDs (AID/W Survey Question #6; W1F6-28)

This worksheet pra2sents the volume of information each office estimated
would be sent over an automated link between that office and AID missions, and

how much of the information that is currently sent via cables could be sent by
this automated link.
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6) Electronic Mail (A1D/W Survey Question §7; WilF7-29)

This working paper presents the prioritization each AID/W office gave to
the various uses of electronic mail systems, and the category of personnel most
likely to be involved in an electronic mail system. Responses were presented

according to individual bureau or high-level office within the 5-building
scenario.

Ranks of each use of electronic mail were presented on a scale of 1 to 5,
5 being the most desirable. All responses to each use were then totalled and
averaged to identify the average need of each electronic mail tunction. A sim-
ilar procedure was used, using a scale of i l'o 3, to rank the personnel cate-
gory most likely to be involved at each level in an electronic mail systemn.

7) Typewriter Count (W3Fl-1)

This working paper (Exhibit C-2) presents the number of electric and
manual typewriters in each AID/Y bureau or high-level office, and arranges them
according to the 5-building scenario. The source of this information 1is the
computer printout of the number of each type of typewriter per ALID/W office,
supplied to IRM by M/SER/MO.

8) Staffing Patterns_ (W4F1-2)

The distribution of staff by professional level was determined for each
AID/W office in the 9- and 5-building scenarios. Exhibit C-3 shows the staff-
ing levels by office/building for AID/W FIE's in the 5-building scenario for

the first four levels. The 9-building scenario (WAF1-2) shows staff organized
into 5 levels:

. senior Managers -- EX, ES, FE, and GS-16 and ahove

- Full time
- Part time

. Middle Level Managers -- AD, GS, GM 13-15, and FS 1-3

- Full time
- Part time
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Number of Typewriters Per Office
(5-Building Scenario)

EXNLB1T

Cc-2

Office/ 1 Electric § Manual
Building Typewriters Typewriters

Main State

M/SER/MO 3 -
A/AID 7 1
ES 13 -
rpcC 67 17
AA/M - -
SAA/S&T 7 2
AFR 91 35
ASIA 76 23
LAC 71 22
NE a1 21
XA 32 7
LEG 14 1
IG 12 6
GC 18 5
OFDA 19 3
BIFAD 7 2
AN/PRE 10 2
Total MS 53T 137
Sh-1

M/SEK/IRM 11 -
M/FM B6 17
M/PM 163 13
PRE 19 -
FVA 56 5
EOP _ 9 -
Total SA-1 344 35
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Number of Typewrliters Per Office
(5-Building Scenario)

EXN1IBIT C-2(2)

Ooffice/ # Electric f Manual
Building Typewriters Typewrilers
Sh-15
M/SER 335 59
SA-16
i 35 16
SCI 4 S
Total SA-16 39 16
sSa-18
PPC E & DIU 43 4
S&T 190 31
Total SA-18 233 s



EXuIpI'r c-3

Staffing Levels By Office/Building For AID/W FTE's
(5-Building Scenario)

Building/ (1) (2) (3) (4)
Office Senior Mgrs Mid-Level Mgrs Other Prof Secly/Supp

Main State

M/SER/MO - 4 23 19
A/AID 5 3 6 -
ES 1 2 9 2
PPC 10 56 14 26
AN/M 2 - - 2
M/SER/MO - 2 13 18
SAA/S & T 3 2 3 3
AFR 20 110 20 53
ASIA 10 419 8 32
LAC 10 60 10 28
NE 10 61 7 36
XA 1 le 15 9
LFEG 1 9 ] 5
1G 2 8 2 1
GC 7 29 3 13
OFDA 1 9 1 6
BIFAD 1 2 4 5
AA/PRE 3 3 3 1
Total Maln State 87 425 145 259
Sh-1

M/SER/IRM 2 45 21 10
M/FM 1 41 50 51
M/PM 7 49 32 49
PRE 2 23 2 10
FVA 5 41 20 14
EOP 1 1 2 1

Total SA-1 21 202 127 135
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EXHIBIT C-3(2)

Staffing Levels By Office/Building For AID/W FTE'S
(5-pBuilding Scenario)

Building/ (1) (2) (3) (4)
Office Senior Mgrs Mid-Level Mgrs Other Prof Secty/Supp
SA-15

M/SER 7 73 51 42
EOMS 1 8 B 2
Total SA-15 ) 81 59 4
SA-16

16 3 55 9 19
sc1 - 2 1
Total SA-16 3 87 -9 20
SA-18

PPC E & DIV 2 12 8 6
S&T 18 129 29 52
Total SA-18 20 14T —37 58
Total/AID/W 139 9206 377 516

(1) Senior Managers = ES, FX, FE, GS5-16 and above
(2) Mld-Level Managers = AD, GS, GM 13-15, FS 1-3
(3) other professionals = AD, GS 9-12, FS 4-6

(4) Secretarial/Support = AD, GS 1-8, F§ 7-9



. Other Professionals -- AD, GS 9-12, and FS 4-6

- Full-tiwme
- Part-time

. Secretar ial/Support -- AD, GS 1-8, FS 7-9
- Full-time
- Part-time

. Intermittent Staff and Others -- Experts, consultants, IPA, Pll, WG,
Xp, YV and YW

- Intermitent
- Full-time
- Part-time

The source of this information was a compuler printout of current staff
size for each AID/W office (broken out by division), supplied by M/PM. Data
were aggregated up to the high-level office or bureau level.

4. Three Working Papers Were Created from_the USAIDs Survey Data.

Three working papers were compiled from the survey respouses of the USAlDs.
These working papers are described in the following sections.

1) USALD Hardware Inventory (USAID Survey Question §1; W2F2-2)

This working paper describes the hardware in each of the USAIDs surveyed.
i1t describes the number of units, printers, and workstatlions for:

. Minicomputers

. Office systems
. Word processors
. Microcomputers

g
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2) Volume of Informaltion Exchanged Belween USAIDs _and AID/W_(USALD Survey

This working paper shows the estimates, in pages per day, of the volume of
information sent and received from each AID mission to AID/W high-level offices
and bureaus. 1In addition, totals from each reqion to each AID building in the
5-building scenario were tabulated.

3) Rank g;iority of Telecommunications Functions (USAID Survey Question 16;
W2F4- T - -

This working paper displays the priority each telecommunications function
was given by each USAID that responded to the survey. The need for each func-
tion was measured on a scale of 1 to 5, 5 beinqg the most desirable. Responses
were totalled and then averaged to obtain the average rank for each functlion.
Ml so, responses were shown separately by missions with OIS and missions with VS
equipment, and the averages of those responses were calculated. Averages were
also supplied for each USAID, irrespective of the distinction between those
with OIS and VS equipment.
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CABLE TRAFFIC ANALYSIS



CABLE TRAFFIC ANALYSIS

This appendix describes the objectives and findings of the analysis of AID's cable
traffic and supplements the discussion provided in Chapter 1l of this repcrt. The
appendix ls divided into [our sectiouns:

. Purpose of the cable traffic analysis

. Overveiw of cable handling procedures

. Strategy to sample and analyze cable traffic
. Findings of the cable traffic analysis.

A detailed serles of working papers from the analysis of AID's cable trafflic patterns is

on file with M/SER/IRM. These working papers support the Eindings and analysis
presented in this report.

A. PURPOSE OF THE CABLE TRAFFIC ANALYSIS

This section describes the purpose, scope and methodology of the cable trafflc
analysis.

1. The Purpose of the Cable Traffic Analysis was to Provide Information on the Volume
and Distributlon of AID/W Cable Traffic.

The cable traffic analysis was designed to supply information needed to map and size
existing cable traffic patterns. AlID's two major patterns were traced:

. Beltween AID missions (USAIDs) and olther diplomatic posts and the AID/W
communications center.

. Between the AID/W communications center and AID/W offices.
The information was collected to help determine the amount of traffic that could be
expected on any given day, in the event that the cable distribution process was to be

automated. System engineers need this information to size the electronic dilstribution
system required to carry cable and other information in, out, and within AID/W.

D-1



three types of cables were examined in this analysis:

. Incoming - A cable sent to AID/W via the Diplomatic Telecommunications System

from an ALD mission (USAID), or other diplomatic post.

. Outgoing - A cable sent From AID/W over the Diplomatic Telecommunications

System to USALDs or other diplomatic posts

. Comeback copies - Copies of outgoing AID/W cables returned to AID/W offices.

Only unclassified cables were included in this analysis. Classified
for approximately 24% of AID's total cable traffic. The majority of
tion copies of State Department cables. Since less than 3% of AID's
are classified cables originating in ATD/W or the USAIDS, it was not
of providing a completely secure automated cable network for AID was

cables accounted
these are informa-
total cable traffic
felt that the cost
justified.

Booz, Allen used a three-step process to collect and analyze data on AID cable

traffic. Exhibit p-1, on the following page, identifies these steps

. Identify and interview key personnel in AID's Communications Center (M/SER/MO/
CPM), the Department of State's Communications Center (OC/71) and the vendor
maintaining the cable processing equipment; review pertinent AID handbooks on

policies and procedures on cable processing.

. Develop and implement a cable sampling strategy to provide data on AID's cable

traffic to/from its missions, AID/W offices and bulldings.

. Compile data collected from the cable sample and extrapolate it so that the
distribution of cables handled by AID on any glven day can be determined.

B. OVERVIEW OF CABLE HANDLING PROCEDURES

This section provides an overview of the processing and distribu

tion of AID cables.



EXINBIT D1
CABLE ANALYSIS METIIODOLOGY

PROJECT INLTIATION, SAMPLE STRATEGY DAIA ANALYSES
INTERVIEWS & DEVELUPMENT & AND PREPARATION
RESEARCH DATA COLLECTIUN OF PRUJECTIONS
o MEVIEW LITENATURE o INENTIFY SAMPLE SIZE, o EXINAPOLATE DAIA
. CONFIDENCE LEVEL & .
e eomc e o e
* CULLECT DAIA OUIGOING TRAFFIC
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1. cCables for AID/W _are Currently Received and Transmitted by the Department of State's
Communications Center.

The State Department's Communications Center (oCc/1) is reponsible for receiving and
Lransmitting all incoming and outgoing AID cables. AlD's Communication Center (M/SER/
MO/CRM) is a branch of the Communications and Record Management Division of the Office
of Management Operations. 1Its responsibilities include maintaining AfD's Remote Auto-
mated Reproduction and Collating System (REARCS). REARCS is a customized cable-
processing system that performs Lhe following functions:

- Receives cables electronically from the Department of Stale
Assigns distribution to AlD/W addresses and other federal agencies
- Prints required number of copies of each cable.

‘he Center is also responsible for reviewing the format of all outgoing cables prior to
Ltheir transfer to OC/1 for transmission.

The process by which incoming and outgoing cables are handled is detailed in
Exhibit D-2. Briefly, cables are processed as follows:

Incoming Cables are received electronically by M/SER/MO/CRM from OC/'f. AID
determines distribution, prints and distributes the cables in a classified

envelope as part of AID's inter-office malil.

Outgoing Cables are received by M/SER/MO/CRM, reviewed for format and sent by
pneumatic tube to OC/T for transmission.

Comeback copies of outgoing cables are sent by OC/T electronically to AID (like
an incoming cable) where they are processed for distribution.

he AID communications center is a secure facility and all cables are handled as if they
were classitied.
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EXNIDIY D-2
PROCESSING OF AN AlD INCOMING AND OUTGDING CARLE
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C. STRATEGY 1O SAMPLIE AND ANALYZE CABLYE TRAFFIC DATA

This section describes the methodology used Lo sample AID's electronic cable file.

1. ‘Yo betermine bistribution Palterns by Office/Building, a Stratified Random Sample
a5 Gelected Trom AID's Rlectronic Cable File.

Booz, Allen used a stratified random sample of 692 unclassified cables to estimate
the size, flow and distribution of AID's cables. 'The sample was selected to provide a
level of precision of + 25% (of the mean percentage) at a 90% confidence level. The
sample selected from AID's electronic cable file represented approximately five months
of classified and unclassified cables. The sample was stratified in order Lo ensure

adequale representation of bhoth incoming and outgoing cabhles. A sample of 346 incoming
and 346 outgoing cables was selected.

Given the study's budget, time and manpower constraints, it was not feasible to
seleclt a cable sample at the office level with the same level of precision. Instead,
the sample was selected Lo be representative at the building level, Lthe next highest
level of aggregation. This approach optimized existing resources, and provided informa-
tion at the office level that can be used for comparative purposes. Mllence, the findings
at the office level lacks the precision of. the inter-buiiding analysis of cable flow.

2. ‘The bata Collected from the Cable Sample Provided the Basis for Projecting AID/W's
Dally Cable Traffic

kach of the 692 cables was analyzed to determine the following characteristics:

. Agency of origin

. Action office and number of copies

. Information offices and number of copies

. Embassy/mission of origin or destination

. Date and time of receipt/transmission in 0OC/*
. Length of cable measured, in lines

. Level of priority (precedence)

The data were collected at the cable stop level and aggregated to provide office-level
summnary data. This information was then used to estimate AID daily cable traffic pat-
terns. To obtain the daily cable traffic patterns, the survey data was first extrapo-

lated to show annual traffic and then divided by the approximate number of work days in
a year.



D. FINDINGS OF THE CABLE ANALYSIS

This section presents the major findings of the analysis of the cable sample.

1. ‘The Cable Sawple Provided Valuable bData on the Volume and Patterns of AlD Cable

Trafflfic

The Findings of this analysis are presented in seven summary-level exhibits de-
scribed below. Although the cable volume data were originally collected in numbers of
lines, for our purposes, lines of cable transmissions were converted to a page equiva-

lent.

The measure used was the average number of lines contained on a page printed on a

standard Wang printer.

(1)

(2)

(3)

(4)

Office/Building Traffic Patterns -- Exhibit D-3 presents Al1D/W estimated daily

cable traffic 1n numbers of pages of cables. The exhibit shows AID's offices
in the five building configuration proposed by M/SER/MO. NAID's offices in Main
State receive over 70% of AID/W incoming/comeback copy traffic and produce over
50% of AID's outgoling cable traffic. Secondary dlstr{butlon of cables (those
made by offices for internal use), was projected using multipliers developed by
IRM analysts, based on requirements survey data.

Geographic Destination Patterns -- Exhibit D-4 presents the number of pages of
cables RNID/W sends overseas, grouped by geographic regions. Over 40% of AID/W
outgoing cables are sent to USAIDs in the Africa region, with the other geo-
graphical reglons receiving between A% and 22% of AID/W outgoing cables.

Geographic Origination Patterns -- Exhibit D-5 presents the number of pages of
cables recelved by AID/W From the geographlc reglons. Over 30% of the incoming
traffic received by AID/W is from USAIDs in the Africa region. The other re-
gions contributed between 15% and 18% to AID/W's incoming cable traffic.

precedence of AID/W Cables -- Exhibit D-6 presents the estimated distribution
oF AID unclasslifled cables according to four precedence codes:

. Flash (z) -- Processed and delivered without delay no matter what time of
day or night.

. Immediate (0) -- Processed and delivered as soon as possible during normal
duty hours

n-5



Exhibit bD-3

DAILY INCOMING, OUTGOING, COMEDBACK AND
SECONDAY DISTRIBUTION OF CABLES TO AID OFFICES AND
BUILDINGS MEASURED IMN PAGES OF CABLES

Actual

Incoming Cables outgoing Comeback Cables Outgoing
NG, Pages  Secondary* No. Pages Becondary** Pages of
Building/Office Cables Distributlion Cables Distribution Cables
Main State
A/AID - - 2 6 -
ES 110 550 11 33 1
LEG 10 50 4 12 2
XA 2 10 1 3 -
AFR 2,363 11,815 1,064 3,192 35
ASIA _ 848 4,240 386 1,158 25
LAC 751 3,755 406 1,218 7
NE 1,032 5,160 416 1,248 8
1G 9 45 7 21 -
GC 275 1,375 60 180 1
OFDA 41 205 13 39 2
BIFAD 2 10 1 3 1
AR/PRE 80 400 12 36 -
SAA/SA&T 201 1,005 51 153 1
M/SER/MO/CRM 949 4,745 469 1,407 -
AR/M - - - - -
pPC 4181 2,405 51 153 2
TOTAL 7,154 35,770 2,954 8,862 85
Percent

of Total 73% 6913 50%
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Exhibit D-3(2)

NActual
Incoming Cables Outgoing Comeback Cables Outgoing
No. Pages Secondary¥™ No. Pages Secondary*¥* Pages of
Building/Office Cables Distribution Cables Distribution Cables
Sh-1
M/SER/IRM 12 60 11 33 3
M/FM 304 1,920 189 567 6
M/PM 175 875 247 711 13
PRE 27 135 30 90 3
FVA 224 1,120 32 96 3
EOP — - R - —
TOTAL 822 4,110 509 1,527 28
Percent of 8% 12% 16%
Total
Sh-15
SER 778 3870 3o 1990 14
Percent of 8% 9% 8t
Total
Sh-16
1G 13 65 17 51 o
sCI 1 55 1 3 1
TOTAL 24 120 18 54 9
Percent of 002% 001% 5¢

Total
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Exhibit D-3(3)

Actual
Incoming Cables Ooutgoing Comeback Cables Outgoing
No. Pages Secondary? No. Pages Secondary?®? Pages of
Building/Office Cables Distribution Cables Distribution Cables
ShA-18
prc 156 780 le 418 -
s&T 208 4,540 381 1,143 34
I'O'TAL 1,064 5,320 397 1,191 34
Percent of 11% 9% 20%
Total
SUM TOYTAL 9,842 49,210 4,276 12,828 170
PERCENT OF TOTAL 100% 100% 100%

3 A standard multiplier of five was used based on IRM analyst estimates

14p gtandard multiplier of three was used based on IRM estimates



Exhibit D-41

GEOGRAPHIC DESTINATION OF UNCLASSIFLED ALID/W CABLE TRAFFIC

Daily No. baily No. Percent of
Region Cables bPages Total
Africa 215 203 41%
NAsla 91 86 17%
Latin Awmerica, 117 110 22%
Near East 6l 58 12%
Europe 22 21 1%
Other 23 22 1%

——

TOTAL 529 500 100%



Exhibit D-5

GLEOGRAPIIIC ORIGIN OF UNCLASSIFIED AID/W CABLE ''RAFFIC

baily No. paily No. Percent of
Region Cables Pages Total
Africa 203 211 332
Asia 113 117 18%
Latin America 100 104 let
Near East 103 107 17%
Europe 921 95 15%¢
Other 5 5 1%

TOTAL 615 639 100%



Exhibit b-6

AID/W ESTIMATED DAILY INCOMING/OUTGOING UNCLASSIF1ED CABLE
TRAFFIC BY PRECEDENCE INDICATOR MEASURED IN NUMBER OF CABLES

Incoming Outgoing Combined Total
Daily baily Daily
Precedence Indicator Total Percent Total Percent Total Percent
Flash (Z) - - - - - -
Inmediate (0) 111 21¢ 39 15% 150 19%
Priority (p) 118 22% 83 32% 201 25%
Routine (R) 303 57% 138 53% 411 56%
TOTAL 532 100% 260 100% 792 100%

aN&



(5)

(6)

(7)

Priority (P) -- Processed and delivered during normal duly hours usually
within two hours of receipt

Routine (R) -- Processed and delivered during normal duty hours usually
within 24 hours of receipt.

The precedence codes show the priority of a cable for processing and handling
purposes.

Almost 60% of AIN/W incoming and outgoing cables are marked “routine.”
For those USAIDs which are slated to receive direct lines to AID/W, Lhese
cables could be taken out of the cable system and transmitted via the new, non-
secure lines being provided by the Department of State to the USAID's.

Copies of Cables Produced for pistribution by AID's Communications Center --
Exhiblt D-7 shows the estimated number of copies produced for both incoming and
outgoing unclassified AID/W cables. A single distribution point may recelive
multiple copies of a cable. On the average, 20 copies of each incoming and
comeback cable are made for distribution to AID offices. In sowre cases, copies
(included in the estimate) are also produced for other federal agencies. These
are currently being delivered in envelopes marked “"classified" by inter-agency
mail.

Time of Receipt and Transmission of AID Cables -- Exhibit D-8 presents an

estimate of the time of day when an AID cable is received or transmitted from

Washington, D.C. Over 25% of AID's cable traffic is sent on received belween

midnight and 3 AM. IE the AID communicatlions center is not open when a cable
is received, the cable is queued until such time as the center opens. Dmer-

gency cables can always be received or sent by OC/T, which operates 24 hours a
ay.

Five Year Projected Cable ‘Traffic -- Exhibit D-9 presents an estimate of the
projected daily cable Lraffic over the next five years. The projections were
made on data extrapolated from the cable sample, based upon M/SER/MO/CRM's es-
timate that cable tratflc grows at eight to ten percent per year. ‘This analy-
sis uses a nine percent growth rate. ‘"These projections indicate that by the
year 1989, AID's communications center will handle over 22,600 pages of cables
per day, over 1 1/2 times what they currently are handling.




i

Type of

Cable

Incoming
Outgoing

TOTAL

Exhibit b-7

ESTIMATED NUMBER OF COPIES PRODUCED BY AN
INCOMING/OUTGOING UNCLASSIFIED AID/W CABLFE

Total in Copies Made Nverage
Sample Action Information Total No. Copiles
346 882 6,186 7,368 21
346 1,057 5,285 6,342 18

692 1,939 11,771 13,710 20
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EXNHiniT b-8
ESTIMATED DALLY SUMMARY BY 'I'IME PER10OD WHICIH
AN UNCLASSLIFIED CABLE WAS RECEIVED OR TRANSMITTED

INCOMING CABLES OUTGOING CABLES COMRBINED CABLES

Total Total Total

Estimated Estimated Estimated
liours * Daily 3 Daily 3 baily 3
12 Midnight to 3 AM 118 22% gl 31% 199 25%
4 AM to 7 AM 160 30% 22 9% 182 23%
8 AM to 11 AM 129 25% 19 7% 148 19%
12 NOON to 3 PM 69 13% 45 17% 114 14%
4 PM to 7 PM 40 8% 62 24% 102 132
8 pPM to 11 PM 13 33 12% 44 6%
TOTAL 529 100¢% 260 100% 789 100%

flomrs shown in Eastern Standard Time.



Exhibit D-9
Five Year Projected bDaily Cable 'Traffic?
(Shown in Number of Pages)

1984 Year
Rase 1985 1986 1987 1988 1909
cable Traffic Year 1~ 2 3 3 5
From USAID 650 710 770 840 920 1000
To USAID 500 550 600 650 710 770
To AID/W
— Incoming 9,830 10,720 10,800 11,770 12,830 13,990
— Comeback 4,280 4,670 5,090 5.550 6,050 6,590
Subtotal 14,110 15,390 15,890 17,320 10,880 20,580
From AID/W offices to 160 170 190 210 230 250
AID Communications
Center
Total Cables llandled
By M/SER/MO/CRM 15,420 16,820 17,450 19,020 20,740 22,600
Secondary Distribution 62,830 68,480 74,640 81,360 88,680 96,660

* pased on an estimated 9% per year growth in cable traffic.
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ALD TELECOMMUNICATLONS SYSTEM IHMPLEMENTATLON PLAN

FINALLZE CONCEPTUAL DESIGN

Recelve managemeut/budget input

. Reflne flnal report

. Refine networlk conceptual design
- ALD/W
- USAILDs

- ALD/W-USALD Links
. Get management approval of conceptual design
- Make necessary budget adjustments
- ldentify L[inal set of f[unctlons to be
supported
- Close all outstanding 1lssues

DEVELOP THE GENERAL DESIGHN

. Develop background and introduction

. Identify 4efine user functions to
be suppori

. Develop (reiine) network concept
- ALID/W
- USALDs

. ldentify and define:

- All system inputs
Major system processes
Pilot projects

2 ALD
2 Contractor

2 ALD
3 Contractor

2
10

$50K

$100K



. Deflne:

System securlty requirements/procedures

Network data bases, data elements,
System/network directorles

System operatlonal characteristics
Requlred system response

Required system malntenance

. Identify and deflne:

. Ldentlfy and present all trafflc volumes/speed

All component lnterfaces
All external lnterfaces (Gateways)

requirements for

AID/W intrabullding

ALD/W interbuilding llnks
International and USAID reglonal links
USALDs

3. DEVELOP THE DETAILED DESIGN

. Include all components from general design,
but describe In detail/document

. Develop hardware speclfications

. Develop software speciflicatlons (program
speclflicatlons)

Conglder mlcrocode (boxes)
Applications

Protocol couversion
Bridges

Gateways

Staff

Requlrements

2 AID
5 Contractors

Man Consultant
Months Cost

6

30 $300K



DEVELOP DETALLED IMPLEMENTATION PLAN

Develop implementation plan
(hardware/software)

. Identify and define phases of
implementatlion, including pllots

. Identify timeframes for phases aud pllots
- ALD/W
- USA1Ds

. ldentify candidate users for pilots
and phases

. ldentify and draft system/user policles

and procedures

IDENTIFY/ACQUIRE PACKAGED SOFTWARE

. Conduct market survey of avallable software

. Select packaged software based upon software
programming specificatlons

. Procure ldentified packages

. Install and test selected packages

(""benchmarlking')

DEVELOP TRAINING PLAN/MATERIALS

. Collect all existing system/user
trainlng wmaterlals
. ldentify training materlals to be developed
. Develop all tralning materials
. Develop tralning program (courses)
. Select tralning candidates

E-3

Stalf€

Requirements

2 ALD
2 Congultants

1 ALD
2 Consutants

3 ALD
2 Contractors

Man Congultant
Months Cost

2

6 $60K

2

15 $150K

6

10 $100K



7.
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HARDWARE PROCUREMENT/INSTALLATION

Develop RFP(s)

Develop candidate vendor list
pistribute RFP(s)

Evaluate proposals and select vendor(s)
Procure identifled hardware

Plan for all hardware installing

- Phasgse 1
- Phase 11
- Phase N

Install aud test hardware

DEVELOP/TEST SOFTWARE

Update program specificatiouns to reflect
package interfaces

Develop custom code and test

Perform subsystem and system testing
(1ntegrate packages and custom software)
Perform acceptance testing

Develop appropriate documentation

DEVELOP NETWORK DATABASES

Deslign dlirectorles and data bases
ldentify available data and collect
Iuplement directories and data bases
Test and Integrate all directories and
data bases

- Wwirhin ALD/W

- Between AID/W and USAIDs
- Witchin USAIDs

E-4

Scafl
Requlrements

1 AlD
2 Contractor

2 AID
6 Contractors

1 AID
1 Contractors

Man Consultant
Months Cost

6

15 $150K

8

24 $240K

1

10 $100K



Staff
Requlrements

10. PROVIDE PROJECT/TECUNLCAL ASSISTANCE % Lmplementation

. Quallty assurance team
. Provlide project overslight . 2 AID
. Provide teclinical review of project outputs . 2 Contractor
. llelp coordinate and schedule project
activities
. Implementation Teams

11. MALNTENANCE/OPERATIONS

. Ongoing implementation after pllots and . 1 AlD
first-site actlivities . 3 Contractor

. Operatlions

. Malntenance

Man Consultant
Honths Cost
60
90 $900K

15
140 $1430K

Total Consultants Year

Project Totals

year
year
year
year

WSS N

500
$1260
$ 970
450
400

$3580
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TEXT TRAFFIC ANALYSIS

This appendix describes the methodology used to obtain reliable estimates of the
text traffic patterns within A1D/W. ‘he findings of this analysis are presented in
detail, to supplement the dascription of AID's traffic flows in Chapter 1I of this
report.

1. THE PURPOSE OF 'THE TEXT 'I'RAFFIC ANALYSIS WAS TO DETERMINE HOW MUCH ‘TRAFFIC A

TFLECOMMUNICATIONS SYSTEM WOULD IIAVE TO CARRY

The purpose of this analyis was to determine how much text materials are currer ly
circulating within AID/W. Nelwork engineers need Lhis information to determine the
volume of text documents, that will be exchanged Letween buildings, as well as within
buildings.

(1) Some Of This Information Was Collected By Other Members Cf The Study Team

The text traffic study was one of several activities carried out by the study
team to determine existing volumes and patterns of information exchanged within the
Agency. A separate study was made of cable traffic (see Appendix D). AID/W and
USAID staff also supplied estimates to IRM in response to questionnaires adminis-
tered throughout AID/W and in selected USAlDs (see Appendix C).

None of the individual components provided the comprehensive view of text
traffic required. All of the information was used in the analysis Lo trace
information flow patterns within the Agency and to provide estimates of volume of
flow, but additional information was required.

(2) 1In_The Absence Of A Readily-Quantifiable Measure Produced From These Activities,

Other Indicators Were Cxamined

Producing reliable estimates of text traffic volumes and patterns proved diffi-
cult. No one source was satisfactory. Some of the information collected from the
user questionnaires proved useful, but in Lhe absence of a reliable, gquantifiable
measure of text traffic, additional indicators were used:
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workstation utilization statistics
Copier utilization statistics
Measuremenlts ol inter-office mail Elows.

The methodoloyy used to provide estimates of text flow is described below.

(3) The Methodology Employed Was _To Take "Snapshots" Of Varlious Stages OF The Text

Production And Distributlon Process And Compare Those Snapshots To User-

Supplied Estimates

The methodology developed for the text flow collection activities was as

follows:

Since materials have to be transmitted in electronic form, they must be
created in electronic form, e.g., keyed in on a word processor or Lyped
for conversion of electronic form via an OCR reader. Therefore, the Eirst
order of business was to determine how many electronically-originated
materials AID/W offices produce daily.

- A management statistics software package was used to obtain
production-level statistics for five representative offices.

- These production levels were then extrapolated to produce estimates
of the numbers of pages printed per day in all automated AID/W
offices (see Working Paper W5F1-1 for the extrapolation worksheet).

- A discard rate of 75 percent was applied to these office-level pro-
duction estimates. (This estimate was produced from summary-level
data obtained from Management Statistics Reports. 1t represents the
number of revision pages, compared to originals, and provides an es-
timate of throw-away pages produced daily.)

The second step In the process was to determine how many coples of each
document are typically made by AID/W offices.

Thirdly, AID/W inter-offlce mail was measured to determine how much
information AID/W offices were actually receiving on any given day.



(4) ‘the lnformation Obtained From The Snapshots llad To Be Lvaluated And Apportioned
By An Acceptable Dlgtrlbutlon Pattecrn

The "sunapshots" produced a somewhat diﬂiointed view of dilfereat stages in the
daily production, reproduction and distributlon of ALD/W documents. ‘These snapshots
wvere talken of the source (electronic origlnation and photocopylng) and destination
(Inter-office wall) of AID/W text traEfic (see Exhibit F-1). The limltatlon of this
approach was that there was no way of determining patterns of informatlon exchange
from these snapshots alone.

Informatlon excliange patterns had to be derlved from Lntormatlon on the
patterns of exchange between ALD/W offices obtalned from the user requlrements
questionnalre.

. AID/W offlces provided estimates of the numbers of pages thiey sent and
recelved dally from other AID/W offices. This fnformation was organized
as a matrix showing inter-bullding and intra-bullding distributlion pat-
terns (see Working Papers W1F3-25).

. These dlstribution patterns derlved from information supplied by AID/W
offlces, were converted to percentages, as ghown In Exhibit F-2 on the
followlng page.

. These percentages were then applied to the measurements of electronic
origlnation, photocopyling, and the inter-office wmaill flow; and wmatrices

showlng Inter- and intra-building flows were produced (see Working Papers,
W5F4-5, W5F2-2C, WL10F10-21).

. Because each matrix consists of nearly 1,000 cells, the data were aggre-
gated at the lnter-bullding level for purposes of cowparlson. [t was
asgsumed that:

- When offlces did not agree on the volume of informatlon they ex-
changed, that the higher of the two volumes was used.

- Altheapgh an offlce might send more information than Lt recelved from
any one office, Lt was assumed for purposes of deslgnlng an input/
output matrix that the proportions were the same.

- Data on Information flows from the requirements analysls questionnaire
were also agpregated In this [ashion.

F-3



EXHIBIT F-1

AID/W Data Collection Plan
-—Text Traffic--

Forelgn

) . rc
" Diskette OCRt Reader

‘ i

Electronlc

4

<<;"” Orlgination -4
Termlnal or W/S g ——— L{75% Throw-Aways)
| l p| Diskette

N

O

Storage

J— External
tHlard Copy Hlard Copy
01S Flles N
(on-1ine p
storage) User-Crented
_— Hard Copy
Y .
Intornal Photocopylng Other tlord Copy
tlard Copy R

|

Inter-Of(fice
Mall

(51% Discard
Rnte)




4

40.0

Other
0

10.0
0

OTHER
5

3.6
16.9

5.3
13.5

0.5 0.5 0.5

17.5 ¥3.3 ©

EA-18

ree/
7.5 0.4

FesUIU 56T
0.1 16.3
0.3 20.5
0.4
0.3 24.4

0.1

sCI

0.3 ©
4.1

1G
0

GER
2.4
1.0
3J.2
}).e

GA-15 OA-16
0.6

r/
or_Th

0

0

0.4

0

0

0.2
2.7

]
Q
[\]

K

£A-1
PUE_ FVA
2.0 1.0 2.0
1.0 0.4 0.4
3.0 0.6 0.1
7.5
0.7 0.9 0.7
1.6 1.6 0.2

FH
0.6
7.3
6.8 6.0
0.7
4.0

1

0.6

EXMotT F-2
ST _UFDA DIFAD C

AN/

mat lon Exchanged Between AD/H OFfleen

rouped by haltding)

(©

iC

0.6 5.6

0

h___LEG EXRCGL
1.6
0.3
3.5 0
0.3
6.9

2.0 11.2

4.6 2.6 0.2

XA
0.2
13.5

rroport lons of Infor

0. ©

0.1 62.5 0.1

HE

0.2 23.7 0

LAC

2.n 5.6 8.4

0.2

Maln State
0.3 51.2 0.)

1.9 0.2
0.1

10.7
46.4

PYE_AFR AGIA

e e ——— et e e e e

"
6.7

LY. YA V.4

red
2.2
0.7
3.7
2.7

A/ATD
4

3.7 40.7

2.)
2.4 26.6

1.7
0.7
8.1
10.5 7.9

E

11.2 20.2

A

T
HE

.

©
XA

flaln EBtate
MAVD-ES
rrc

AFR

0.5
0

0.5

1.1

2.6 5.2

0.5 25.7 1.1

25.0
66.7
2.9
19.0
3.6
0
15.5
19,
712.
20.0

1.7

0.7

4.0

5.4

0.2 19.7
24.17

5.9 5.9
2.1 20,5
0.4

17.2

4.2

0.1 39.9

0
2.4
9
4.2

1]
0
]
0
1]
0.2
[1]

0
0

0
4.0
1.6
10.5 ©
1.7
a0 0.2

6.5 0.7 0.7 0
Q

0
0.2
11.9 0
1.1 15.1
0.2 0.239.8 0
0.2 2.9
31
29.4 5.9
4.2 12.90
0 46.9
3.5
0.9 17.0 0
0.0 3.3

1.3 0.7 ©
J

0.2
0
0.2 0.1

10.5% 0
0

2).4
0
0
2.1

9.8

4.8 0.7 0.2
0
1.7 o0.,0 0

1.3 0.1

1.6

5.3 21.1
5.9 5.9 5.9 0

0.7

1.)

1.1
3.915.8 0.2 0
1.6

0.9
5.4

0 1.3 6.7 ©
5.4

1.0

0.2 19.0

1.5 25.6

0.1

0
0
0
0

79
0.5

2.2
0.1

0.40.8 0
4.6 0

0
0
5.3
1.1
0.4

1.3 19.6
0.7 0.2 0

50.0 ©

1.9 0.2

3.2
2.2
15.4

0
0.0 0.0 0.0

1.3
0.4
0

1.6
0.9

0
0

0.2
5.3 10,5 ©

2.6

1.5

0

1]
2.0 2.0 0

2.4

1.6

2.1

0.8

1.7

2.8 0.7

2.4
15.6
1.5
0
1.3

1.3 12.4 32.0 0
1]

2.4
4.9
5.7

0.9 0.9 5.1

1.5 0.7
7.4

3.}
3.9
5.9
1.6

0.8
2.4
0.4
61.0
2.2

0.8

6.5 0.7
14.1

4.9

0.4

1.2

7.8 6.3
0.l

1]

0.1

TIC/ERDIU

8T

1Y
DIFAD
SA-)
an
it

rH
FVA
£op
rwv/Th
s
Sh~-18

GC

OFDA


http:46.97.70

. This aggregation produced three input/output matrices, showing the numbers
of pages sent and received for each building, and the totals per bullding
(see Exhibits F-3, F-1 and F-5).

. Compar ison of these summary-level matrices revealed that the most rellable
estimales were those obtained by extrapolating the wall room sample.

- The number of pages exchanged per bullding shown in that matrix
(Fxhibit F-5) was approximately three to three-and-a-half times
greater than the estlimates provided by users (Exhibit F-3).

- An exceptlion was the volume shown for SA-18, which is almost identical
in both samples, indicating that S&T provided more accurate estimates
than did most other offices.

-~ The statistics collected on word processing production levels for
AID/W were [ound not to be realistic measurements of the volume and
patterns of information exchanged, even when photocopying multipliers
were lactored in.

. Use of photocopying equipment within AID/W substantlates the assessment
that the mail room (or inter-office mail) study provides the best estimate
for text traffic. MAnalysis of printer utilization statistics supplied by
M/SER/MO/CRM for the month of March, the period when the mail room sample
was conducted, shows that approximately four copies were made pert original.

. This information provides an multiplier of four, which when appllied to the
user traffic estimates, is almost identical to the volume of mail measured
in the mail room sample.

2. THE MAIL MEASUREMENT STUDY PROVIDES TIE BEST DASELINE DATA FOR DETERMINING TIHE TEXT
TRAFFIC FLOW

1t has been shown that the mail room sample provides the best baseline data for pur-
poses of this study. Information taken from the analysis of the mail room has been used
in Chapter II to describe the most probable patterns of inter-office traffic flow.

The intra-bullding mapping, however, is too complex to present in its entirety in

the report. This detailed, thousand-cell bLreakout is presented in EBxhibit F-6, on the
following page. This matrix provides information that is valuable during the detailed

F-4
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EXHIBLY F-5
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network design phase for determining the capacity of the intra-building network that
AID/W buildings require.

3. THE MAIL TRAFFIC ANALYSIS PROVIDES THE BASIS FOR THIS COMPONENT OF THE AGENCY-WIDE
TRAFF1IC ANALYSIS

This section describes the sampling methodology and mail handling procedures of
AID/W, and also presents some of the first-level findings, e.g., the analysis of major
recipients of mail.

(1) The Purpose OF The Mail 7Traffic Analysis Was To Provide Information On The
Volume And Pattern OF AID/W Inter-office Mail

The mail traffic analysis was designed to supply information needed to map and
size existing daily inter-office mail flows between AID/W offices. The analysis
traced the flow of mail through AID's main and satellite mail rooms to recipient
AID/W offices. The information was collected to help determine the amount of traf-
fic that could be expected on any given day, in the event that inter-office mail was
automated. System engineers need this information to size the electronic distribu-
tion system required to carry inter-office mail and other information within AID/W.
For that reason, an important aspect of this study was to examine the inter-building
and office level flows. ’

(2) The Sample Included Only Those Materials That Could be Transmitted
Electronically

Only AID/W unclassified inter-office mail was included in the analysis. Clas-
sified material historically comprises a small proportion of AID/W inter-office
mail. It was not included in the analysis, since its delivery would not change in
an automated environment. Mail excluded from the analysis included:

. All classified material, including cables, since they are mailed in en-
velopes marked "classified”.

. Large packages and boxes that did not fit into the mail slot.

. Standard AID documents including Agency phone books, large computer
print-outs, such as CP's, ABS's, CDSS's, etc.

. Books, newspapers and magazines.

F-5
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(3) A Three Step

Process Was Used to Develop Daily AID/W Inter-Office Mail Patterns

Booz, Allen used a three step process to collect and analyze data on AID/W

inter-office mail
fies these steps:

volume and patterns. Exhibit F-7, on the following page, identi-

. Identify and interview key personnel in AID's mail centers, review per-
tinent handbooks, policies and procedures and develop a process flow on
AID's mall system

. Develop
through
. Analyze
of mail

OVERVIEW OF AID/W

and implement a strategy to measure mail volumes and patterns
AID'es mail rooms

the data and develop projections on AID's daily volume and pattern
to AID offices and buildings, as well as possible daily peak load.

MAIL PROCESSING

This section presents an overview of the AID/W mail handling process.

(1) Inter-Office

Mail is Received, Sorted, and Distributed Four Times a Day by

AID's Malil and Motor Branch

AID's mail and motor branch, a part of the Communications and Record Management
Division of the Office of Management Operations is responsible for processing all of
AID/W's mail. Exhibit F-8, on the following page presents the flow of mail through
AID/W's mail rooms. The processing of AID's mail is highlighted by three steps:

. Pick-up and Receipt of Mail -- Mail is picked up at each AID/W office four

times a

day and brought to AID's main mail room in Main State. Malil,

especially large quantities or rush pleces, are delivered directly to the

main or

. Sorting

satellite mailrooms by the originator.

of Mail -- Mail is sorted by office (mail stop) and building four

times a day. This follows the regular pick-up and also occurs as mail is
received during the day in the mail room.

. Distribution of Mail -- Mall is distributed four times a day by AID mail

clecks to each RAID office and satellite mail room. It takes  an average of
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two to four hours for mail to be processed and delivered by AID mail staffl
to recipient AID offlices.

5. MAIL ROOM STUDY METHODOLOGY AND FINDINGS

This section describes the mail measurement methodology and some of the findings.

(1) To Determine Mail Volumes And Patterns By Office/Building, Measurements Were
Taken OF The Morning Mail Dellvery Periods And Extrapolated

The approach developed to obtain information on the volume of AID/W's inter-
office mail flow was the following:

. Actual measurements of the inches and fractions of inches of malil in each
mail stop were Ltaken for a perfod of a week in each mail sorting room, for
the two primary mail sorting periods.

. These measurements were then converted to pages, the standard measure used
to size text traffic in this study, by the page-per-inch ratio (1:113)
determined by the study team.

. A discard rate was developed for each AID building to eliminate that pro-
portion of mail that was not a candidate for electronic transmission. The
corresponding "keep" rate was applied to the page measurement, aggregated
at the office level. (The average "keep" rate was 49 percent.)

. These data, collected for two of the Agency's four daily mail sorts, were
then extrapolated to obtain an estimated daily mail flow, per office, per
building. (M/SER/MO/CRM estimated that the period sampled represented
two-thirds of the daily mail £low.)

(2) Analysis Of The Findings From The Inter-Office Mail Measurement Revealed The
Volume And Patterns OF Text Trafflic within AID/W

The Eindings of this analysis were utilized in conjunction with other data to
estimate the volume and pattern of text traffic within AID/W.

. Estimated Average Daily Mail By Office/Buildin --Exhibit F-9 presents the
estlmated averaye dally page volume by office and building given SER/MO's
five building configuration. Main State has the largest daily trafCic

F-1
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Exhibit F-9

Estimated Average bally Prage Volume OF

Inter-Ottice Mal)

Itecelved Dy AID/H O(lices

(Grouped by nDullding)
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HAIN STATE
A/AID, ES 710
Prrc 2,120 340
AR/M 130
AFR 3,360
AS1A 1,600
LAC 3,010
HE 2,930
XA 1,210
LEG 720
16 {Exec) 100 690
GC 1,000
SAA/SKT 3,100 4,810
OFDA 330
DIFAD J20
M/SER/NU/CRY 1,430
TOTAL 22,150 690 5,150
FPERCENT OF TOTAL 55% 2% 132
Sh-1
IRK 610
FM 1,780
PH 230
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FVA 1,000
EOP 130
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TOTAL 3,850
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M/SER 2,830
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Exhiiblt F-9 (2)

BUILDING/OFFICE Maln State  SA-) _ __ SA-!5 SA-16 _____SA-10 Marehouge
SA-16
1G
sCl 150
TOTAL 150
PERCENT OF TOTAL . 004
SA-18
Prc E&DIV 340
S&T 4,810
TOTAL 5,150
PERCENT OF TOTAL 13t
Wlarehouse
N/SER 240
TOTAL 240
PERCENT OF TOTAL .0us6Y
10TAL*: 22,150 3,850 2,030 840 10,300 240
PERCENT OF TOTAL: 551 10v 7t 21 26% .0u6t

&+ 7gotal estimated dally pages ol Inter-ovffice mall

1s 40,210 pages/day.
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with over 55 percent of the total, while the warehouse building has the
smallest with less than one percent The Bureau of Science and Technology
was the largest recipient of traffic (about 4,800 pages) while the IG Exe-
cutive office was the smallest (about 100 pages).

variation OFf Mail puring Peak Periods--Exhibit F-10 presents multipliers
extrapolated from the mail room survey used to determine AID's peak daily
mail traffic. AID's daily mail flow as shown in Exhibit F-10 could
increase by a factor of four. Individuval multipliers for AID offices
ranged from one to twelve times the average estimated daily mail flow.

Five-Year Mall Flow Projections -- Exhibit F-11 presents an estimate of
the projected daily inter-office mail flow for 1984-1989. These projec-
tions are based the mail flow measurement and a three percent growth rate
per year, estimated by M/SER/MO. These projections indicate that AID's
inter-office mail will total over 46,000 pages per day by the year 1989,
or about 1.2 times the current inter-office mail volume.

The AID/W inter-office mail measurement was made over a five day period in March
1984. NAccording to AID's mall room staff, mail flow does not have major weekly or
daily fluctuations. Mall is received at a constant rate From October to May, but

declines by approximately 15 percent from June to September.
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F-10

peak bally Hall Esbtimales

{Measured in

Inzhes)

I'er lod Une

Inches ol hall

Perlod One

rer lod Two

Iuches of Mall

Peciovd Two

Aver ayge
combined

Organizallun Avertage  Peak Huitiplier Average  reak Multiplier Hultiplier
AR 5025 10.00 1.9k .10 5.5 1786 [.89
rec 1.30 5.50 4.2) 1.46 11.37 7.79 6.01
S&T 5.01 22.25 ).83 1.55 0.00 5.16 4,50
M 4.136 J2.11 7.317 J.40 21.50 6.18 6.78
FVA 1.2) 2.75 2.24 .79 3.25 4.11 j.18
PRE 1.79 5.00 2.719 1.01 4.50 2.80 5.59
AFR 2.19 15.50 7.08 1.0i 8.50 4.70 5.09
ASIA 1.29 5.00 j.a8 .94 4.50 4.79 4.1
LAC 2.34 12.25 5.24 1.53 22.45 14.67 9.96
ng 2.48 19.75 7.96 1.73 26.60 15.42 11.69
EXRL. .17 2.75 .57 .22 .50 2.217 2.92
LEG 6.00 16.50 2.43 1.80 2.75 1.53 1.98
obrA 3.95 13.00 3.29 2.69 9.50 3.5) .41
1G 2.86 12.00 4.20 2.09 0.00 3.8) 4.02
GC 8.00 11.56 1.45 4.717 10.74 2.25 1.85
EOP .90 2.25 2.50 1.05 1.50 1.43 1.97
OFDA 2.75 5.25 1.91 1.12 3.75 3.35 2.6}
SC1 1.40 5.00 3.57 .50 1.00 2.00 2.08
BIFAD 2.35 5.00 2.13 1.45 2.50 1.72 1.9)

Average Multliplier 3.77 4.70 4.39



EXHIBIT F-11

Five Year Projected Daily Inte:-OfFice Mail
(Shown in Pages of Mail/Distributed)

Base
Year* 1985 1986 1987 1988 1988
(1984)
Number of 39,970 41,170 42,410 43,680 44,990 46,340
Pages of Mail

Handled Daily
in AID/W

* Excludes AID/W warehouse.

/
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ELECTRONIC MAIL

One telecommunications requirement that can be met by a network is Electronic Mail
(EM). Electronic Mail is a requirement to be met by any recommended AID/W telecommuni-
cations technology. This appendix explores several alternative means of implementing
such a service and identifies representative vendor offerings. Both short- and long-
term approaches for implementation within AID/W are suggested.

1. ELECTRONIC MAIL DEFINED

. For purposes of this study electronic mail is defined as a utility that allows
the creation, transmission and reception o< messages ten pages in length or
less, where an electronic mailbox functions as an interface between a message
sender and receiver.

. An electronic mail utility service augments telephones and traditional mail
services. It is a method of moving, storing, and retrieving textual informa-
tion electronically. 1Its purpose is to fill the gap left by our two major
forms of communication, not to replace them.

. The function of electronic mail is to allow users to prepare and send notes,
memoranda and short documents, as described below.

- A single transaction typically includes a header that serves as envelope,
carrying the document address, and a body that comprises the text or mes-
sage to be conveyed. The transmission can be within offices, buildings,
campuses, or across the nation.

. - EM is often used when delays inherent in the use of the telephone or the
U.S. mail cannot be tolerated.

- Similarly, it is used when short inquiries or responses normally concluded
via telephone are required.
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A typical electronic mail utility has the following features:

- capablility to create a message on an electronic terminal by following a
set of standard procedures

- An electronic out-basket that is associated with a given user, where mes-
sages can be stored and easlly retrieved

- The ability to send messages to one or more recipients, virtually
simultaneously

- An electronic in-basket that is associated with a given user, where mes-
sages can be received and stored until accessed

- A notification system whereby senders and recipients are notified of the
status of messages transmitted

- The capability to access messages on an electronic terminal, and print
copies, if desired

- Can perform time-shifting between users in different time zones —-- does
not require simultaneous access by sender and receiver

- Can allow users to remotely query their mail to keep current with on-going
developments and answer queries.

In many respects the electronic mail utility is analogous to an automatic
bank-teller system, where the message transfer is in the form of bank account
debits and credits, and the transaction is quick and efficient.

Electronic mail, as used in the context of this study, does not include:

- Voice mail
- Facsimile transmission

- Computer-to-computer text transfers.

The electronic mail utility refers to character-encoded messages intended to:
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- Support non-simultaneous interpersonal communications

- Reduce telephone tag and other time-wasting activities such as face-to-
face meetings and walting for delayed mail deliveries,

2. 'THE ROLE OF ELECTRONIC MAIL

Electronic mail represents a very small part of the overall Lelecommunications tech-
nology portfolio of the typical office. 1t represents a new generation of information-
transfer technologies, one that is projected to be a main building block of the "paper-
less" office of the future,.

. EM is currently used by over 60 percent of the Fortune 500 companies. Although
estimates vary, all office automation projections indicate a rapid growth for
electronic mail.

- A total of 5,000 electronic mail boxes existed on EM systems in 1978.
This number has jumped to well over 200,070 Loday, including private in-
house and public commercial services. The total is projected to climb to
1.5 million by 1986.

- If this growth does occur, EM will become a logical focal point for office

automation programs and a major delivery mechanism for information-
intensive activities.

- This projected growth is reinforced by the fact that an estimated
80 percent of all electronic mail transactions will be initiated via
personal computers by the early 1990s.

. The benefits of electronic mail are difficult to quantify. It is usually jus-
tified as an enabling service that increases office workers' productivilty by:

- Reducing communications ambiguity

Reducing time wasted on formalities and unnecessary dialogue

- Providing a documented record of transactions
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- Increasing communications between geographically dispersed people

- Organizing and scheduling meetings without the inefficlencies of telephone
tag (where 70 percent of all calls are not completed on the first attempt).

Although there are not as yet any recognized EM industry standards, the Elec-
tronic Mail Association, was established in April 1983 to develop standards on
such vital issues as privacy and access—-charge legislation. The association
includes telecommunications carriers, equipment manufacturers, users and soft-
ware developers. 1Its overall goal is to prowote the growth and use of EM
worldwide.

3. ALTERNATIVE APPROACHES TO IMPLEMENTA'I'TON

Electronic mail is a utility or a set of communication applications. Like any other
application EM requires an implementation strategy and plan. Two approches for esta-
blishing an electronic mail service are presented here:

Establish an in-house system that is supported by privately-operated switching
equipment, computer support resources and employees.

purchase EM as a utility from a company that provides such services to the
public.

Each of these is described below in detalil.

(1) Private In-House System

The telecommunications equipment base in AID/W lends itself to at least four
alternative approaches to a private utility for electromnic mail:

. A WANG-based system, MAILWAY or WANG Office, that utilizes software re-

sident on a VS computer that connects office automation equipment,
e.g., word processors and personal computers that have compatible communi-

cations capabilities.

. An IBM mainframe, computer-based system that can utilize the 4341 AID/W
host with an installed software application licensed and supported by
variety of vendors.



. A System 85 PRX applications processor-based system.

. A system supported by a dedicated computer that is not presently part of
the AID/W telecomputing environment.

Each of the four in-house approaches offers potential advantages and disadvan-
tages. Each approach will require further investigation to fully determine its po-
tential impact. Consideration of an in-house service should include the following:

. Ability to support user's intra-AID/W messaging requirements
. Availability of gateways to the USAIDs and external data bases
. Initial costs and operational expenses, and resources required for

maintenance
. Ability to expand and be adapted to changing future AID/W requirements

. Ease of operation and Integration into the overall Al1D/W telecommunica-
tions network.

(2) Public Network System

A growing number of vendors offer electronic message services. Some of the
largest electronic mail systems and the offering companles include:

. MCI Mail

. GTE Telemail

. Western Union Easylink

. ITI Dialcom Service and

. Graphnet Freedom Nelwork.

Other companies such as Federal Express are expected to enter the market shortly.

rTypically, public network services utilize the public telephone system to
interconnect terminals, word processors and personal computers within buildings.
Worldwide, they use a mixture of private and public transmission facilities. Some
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services, such as MCI and Western Union, interface their offerings with already
established communication systems such as the U.S. Postal Service, telex and tele-
gram services.

Sending and electronic mail message over a public network requires that the
intended receiver must also be a subscriber to the same service. The industry has
not sufficiently matured to provide the type of service we have become accustomed to
with the telephone system. llowever, once the industry begins to approach the
multi-million user base established for the telephone industry, vendors will be able
to provide a more universal service that becomes vendor transparent to the user.

As in the case of the private in-house system approach, some vendor offerings
for public electronic mail services have distinguishing features that will require
further investigation to determine their suitability and compatibilty to AID/W's
requirements and environment. Likewise, costs and issues of flexibility and growth
must also be studied and evaluated.

ELECTRONIC MAIL SERVICE CONSIDERATIONS

The development and implementation of an electronic mail utility, whether it be a

private or publlic network, must incorporate specific fundamental design features:

. Station Autonomy -~ the ability for a message to be sent or retrieved from any
terminal within the network

. Simultaneous User Access -~ user access that is independent of the activities at
other terminals

. Authentication Software - procedural and password safeguards against un-
authorized entry into mailboxes or transmission of messages

. Protocol Layering - one that follows a hierarchical model which allows growth
of both message volume and geographical area coverage, as well as full message
communications management

. Simplicity of Use - operation with a simple set of non-intimidating commands
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. Message Archiving - capability for maintaining permanent records of messages
sent or received, and

. System Maintenance - diagnostic and statistical programs to maintain opera-
tions, and correct potential problems.

These design considerations are not all-inclusive. Additional features can be specified
that zre unique to a speclfic user population. Such a feature package will be the re-
sult of a detailed analysis of user-messaging requirements. Some additional feature
requirements that may come to the forefront include:

. Storage redundancy

. Message forwarding with annotation

. Pelayed-send capability

. Message broadcasting

. Revised, simpler user commands

. llelp routines

. A host of administrative aspects such as departmentalized billing, file

restrictions, and summary utilization reports.

5. APPROACH TO IMPLEMENTATIO

The installation of an electronic mail system within an organization often faces
resistance due to:s

. Individuals' reluctance to change

. Lack of user familiarity with automated equipment such as terminals and word-
processing stations.



Although postal mail system and public telephone are familiar communications
vehicles for wmost users, adding an electronic mail system that depends on telecomputing
devices will require extensive training and a phased program of implementation. The
success of an elecltronic mail system will be heavily dependent on planning for its in-
stallation and user training. On-going training will be essential to enable users to
fully utilize this new mode of person-to-person information interchange.

Within AID/W the introduction of an electronic mail system should start as a pilot
project involving 100 to 200 people. The pilot stage could utilize a public network to
minimize initial startup delays and software investment expenses. Participants in the
pilot should be carefully selected. They should include staff who are already familiar
with office automation equipment and who are already daily involved in communications-
intensive work activities. 1deally, they should also have good typing, spelling and
syntax skills.

An electronic mail pilot-program should include as many dispersed users as possible,
to measure performance on simultaneous access features of the system.

Once the pilot has been tested and evaluated for three to six months, the initial
user requirements can be revised and updated.

The pilot test results should indicate the overall advisability and value of an
electronic mail utility for AID/W. If this application is found appropriate, the next

level of decision making can be advanced towards the selection of a private versus a
public messaging system. ~

One scenario for the installation of electronic mail within AID/W includes a gradual
increase in the user base, once the pilot test is completed, accompanied by a migration
away from a public network towards a private network. As the AID/W integrated telecom-
munications network is installed, the base can be expanded to include the entire
Agency. This migration path would allow AID/W to learn how to use electronic mail and
simul taneously explore the cost-benefit tradeoffs of one approach versus another. The
gradual, phased build-up of a base of experience using electronic mail as an alternative
for high-intensity communications will clarify its relationship to postal mail and the

telephone, and help identify the features necessary to fully support the AlD
requirements.
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AlD TELECOMMUNICATLONS SYSTEM BUDGET

Thuis appendix presents the budget estlmate For FY 85 and FY 86 as an Lnput to the
Management Bureau's Annual Budget Submlssion.

Final budget estimates cannot be provided until AlID upper mnna%ement approves the
recommended LAN approach to telecommunications implementation withln AlD. At that time,

during the flrst steps Ln the General aund Detailed Deslgn described in Chapter 1V, final
budget estimates can be provided.

-1
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Title: ALD TELECOMMUNLCATIONS PROJECT

Huckground

Begloning in September, 1983 a telecommunications study enc mpassing AID/W and the
USAIDS was undertaken. A broad bagsed requlirements analysis consisting of surveying the
ma jor bureaus and offlces, as well as canvassing the USAIDS, both by cable survey and
direct contact was accomplished.

The major thrust for telecommuniatlons work in FY 85 and 86 fall into several cate-
gories, as outlined in the attached budget narrative. While these line items are set
aslde as individual projects, a comprehenslive approach to the overall network design is
necessary to assure the best possible service to the users of telecommunicatlions service
at ALD over the next Flve years. The different projects have very direct dependencies
and relationships with each other and therefore should be viewed as a package. Any wod-
ifications to individual tasks must be scrutinized closely to effectively migrate the
changes to any related schedules in the other projects.

-2



85 Objectlves: Telecomnunlcatlons

Begin 1mr1ementntlon includlng the general and detail deslgn of the Agency Telcom
Network based on the study completed in FY 84.

Select, install and conduct a pilot test of an Electronlc Mall System.

Automation of AID's cable message system for incomln? and outgolng cables. The

FY 86 goal for thls two-year project would include all steps necessary Lo conceptua-
lize, deslgn, and procure the hardware and software. Filnal programming, testing and

Implementation would occur in FY 87.

Complete installation of inmitial telecommunications links to all OIS equipment lo-
cated in ALD/W.

Comglete message switchlnﬁ gsystem, to support batch capability between first 10
USAIDs and corresponding bureaus.

-3
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ALD TELECOMHUNICATIONS PRUJECT
BUDGET SUHMMARY

ACTIVITY

FISCAL 1985

FISCAL 1986

CAPITAL AID CONS. OPNS &

b/il MALNT

CAPITAL AID CONS. OPNS &

ACTIVITY
DESCRIPTION

1. TELECOMMUNIC-
ATIONS
ALD/W NETWORK

$100K 24 $400K

$1,580K $760K $150K

THIS ACTIVITY CONSISTS
OF SELECTING THE
TELECOMMUNICATIONS SYS-
TEM OPTION TO BE INSTI-
TUTED ACROSS AID'S FILVE
BUILDING LOCATIONS AND
THE PUASED IMPLEMENTA-
TION ASSOCIATED WITH
THE INTRA AND INTER-
BUILDING TRANSPORT
SYSTEM. TUE TWO YEAR
PERIOD OF THILIS PLAN
INCLUDES THROUGH PHASE
1, INTERCONNECTION OF
'WO BULLDINGS AND THE
PLANNING FOR PlIASES 2
and 3.

2. ELECTRONIC
MAIL

$100K 10 §$ 50K

14 $150K

THIS ACTIVITY CONSISTS
OF TIHE INSTALLATION OF
A PILOT ELECTRONIC MAIL
SYSTEM USING A PUBLIC
SYSTEM AND THE PHASED
MIGRATION OF THE PLLOT
SYSTEM TO AN IMPLEMENT-
ED PRLVATE SYSTEM WLTIl-
IN AT LEAST TWO BULLD-
ING OF AID BY ‘filE END
OF FISCAL YEAR 19Y86.

-4
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FISCAL 1985 FISCAL 1980 |

ACTLVITY CAPITAL ALD CONS. OPNS & | CAPLTAL AID CONS. OPHS &] ACTIVLITY
MALNT MALINT | DESCRLPTION
3. CABLE $150K 3 $150K | THLS ACTIVLTY IS DE

DISTRLIBUTION

SIGNED TO SET UP A PRO-
TOTYPE OF THE CABLE |
DISTRIBUTION SYSTEM.
TIIE TEST WILL BE FOR
THE LINKAGE BETWEEN THE
ALD CABLE ROOM AHD SA- l

4. USAID-AID/W
MESSAGE
SYSTEM

$70k 24 $100K $140K 24 $250K

THLS ACTIVITY 15
DESIGNED TO CONTINUE IN

A PLLOT MODE, TO LINK }
USALD TO A1D/w MAIN-
FRAME FOR MESSAGE
SWITCHING.

TOTALS

3270 58 $550K | $1970k 48 $1310K $150 |
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1. ALD TELECOMMUNLCATIONS NETWORK IMPLEMENTATLON

‘fils actlivity consists of selecting the telecommunications system option to be instituted
across AID's Eilve bullding locations and the phased implementation assoclated with the intra
and interbuildlng transport system. The two year period of this plan includes through

Phase 1, Interconnectlion ok Two Buildings and the planning for Phases 2 and 3.

he chart below indlcates the major tasks assoclated with thls activity. The following page
provides a discussion of lkey assumptions and considerations for each year.

MAJOR TASKS FISCAL 1985 FISCAL 1986
1 2 3 4 1 2 3 4

1)~ CONCEPTUAL DESIGN

2) GENERAL DESIGHN

3) DETAILED DESIGN

4) PREPARE DETAILED
IMPLEMENTATION PLAN

5) DEVELOP TRAINING PLAN
AND TRAINING

i ——— a—— —— —— — — —— S Sam——

) PROCUREMENT VENDOR
SOLICLTATION

7) SOFTWARE AND
CUSTOMIZATION

-6



MAJOR TASKS FISCAL 1985 FISCAL 19806
1 2 3 4 L 2 3 4

8) NETWORK DATA BASE

9) IMPLEMENTATION, MALNTENANCE
AND OPERATLON L

n-7
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ALD Telecommunicat lons Networlk Implementation

Tasks through the Elrst phase of implementation are covered in this activity. ‘The scope
of Phase 1 covers two buildlngs, both internal and the 1lnterconnectlon between the two;
most probably Main State and SA-1 (Columbla Plaza). The capltal cost ot $1,700K cthrough
Phase | (Fiscal 1986) includes modem-11lke devices to connect 100 to 200 terminals to
thelr hosts through the telecommunications network, and some costs for network transport
hardware. Costs of the terminals are not included.

OTHER ASSUMPTIONS:

. The costs of two minlg (WANG VS) are ilncluded, as router/gateway, for FY 86.

. Terminal costs are not included.

. 100 and 200 modem-like bus interfaces unit (Cius) modules are included.

. Data communications and Protocol converslion software 1s included.

. Trunk data modules or Tl trunk costs between bulldings are not included.

. Costs of two internal data transport networks in Main State and S-1 are included.

. Training costs and operating supplies for initial (1imited) operations in FY 85 and

FY 85 are included.

. Maintenance/operational costs for the entire T/C project are included in this
category.

1n-8
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2. ELECTRONLC HALL SYSTEHM

Tuls actlvlity consists of the {nstallatlon of a pilot electronic mall system using a public
system and the phased migration of the pllot system to an imp lemented prlvate system within at
least two bulldings of ALD by the end of Flscal Year 1986.

The chart below indicates the major tasks assoclated with this activity aund the assoclated
cost projectlons. The following page provides a discussion of key assumptions and congldera-
tions for each taslc.

MAJOR TASKS FISCAL 1985 FISCAL 1986
1 2 3 4 1 2 3 b

T)  SELECT PILOT
SYSTEM VENDORS &
TRALN USERS ALD
PARTILCIPANTS
FOR EVALUATION

7y 1INSTALL SYSTEM,
INITIATE COLLECTLON
OF EVALUATION DATA

3) CONDUCT PILOT TESTS
& PREPARE PILOT o
CONCLUS LONS -

%) IDENTILIFY/SELECT
APPROPRIATE PRIVATE
SYSTEM CONFIGURATLION

5y INSTALL PRIVATE
SYSTEM, PUASE 1

6) PLAN FOR PRLVATE
SYSTEM EXPANSION,
PHASES 2 & 3

-9



Electronic Mail System

‘fhis actlvity included tasks through the first phase of electronic mall implementa-
tion. Initially a pilot phase 1s cecommended involving a public system and 100 to 200
ALD users. Then a private system phased installation is proposed.

Lf a mainframe system such as InM's PROFS, on a 4341, Mailway on the Wang VS 100 or
AT&T's S/85 PBX-based system are serlous contenders, leasing of Electronic Mail systems
may be considered. Although the pilot will explore Electronic Mail, conslderation will
algo be given to the interfaces to outside Electronic Mall systens.

OTHER ASSUMPTIONS:

. Leased software costs for user on mainframe (e.g., IBM 4341) at $15K/year.
. Purchased software costs for minlcomputer-based system are $15K.
. Upgrade costs Lo minlcomputer (e.g., Wang ~S5-100 processor) can range from $50K to

$100K for ultlmate EM capabllity.

. All users will utilize their existing terminals for EM. Terminal costs aire not
included.
. EM costs assume that much of the telecommunications network is installed as a base.

No tranasport costs are included.

. Facility and malntenance costs are included for perlod of pllot operation only.

n-10
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3. CABLE DISTRIBUTION WITHLN ALD/W MAY L, 1984

This actlvity conslsts of settlug up a prototype of the cable distribution system. The test
will Le for the llukape between the ALD Cable Room and SA-1 Lln FY 87. It assumes the
exlstence of an Electronic Mall System of the LAN type (Iintra-bullding).

The chart below Lndicates the major tasks assoclated with this actlvlity. The following page
provides a dlscussion of key assumptions and consideratlons for each task.

MAJOR TASKS FLISCAL 1985 FISCAL 1986
1 2 3 4 1 2 3 b

1) FEASIBILITY STUDY/
REQUIREMENTS ANALYSLS
(CURRENT STUDY)

7) EVALUATE AND TECHNLICAL
ASSISTANCE

3)  CONCEPTUAL DESIGN¥*
CABLE SYSTEMY¥

%) GENERAL DESLGN*

5) DETAILED DESIGN¥*

6) PROGRAMMING
SPECIFLCATIONS¥

7) UARDWARE PROCUREMENT
AND INSTALLATION*

* 'TC/SOFTWARE

n-11



MAJOR °‘TASKS FISCAL 1985 FISCAL 1986
1 2 3 4 1 2 3 h

d{v

8)

PIHOTOTYPE TESTING:

. Module Test

. Sub+-gystem Test

. System Testing

. Acceptance Testing

n-12
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Cable Distribution Wlituia ALD/W

Thls actlvity for FY 86 descrlbes the tasks agsoclated with settlng up a pllot
project to provide cable dlstributlon to individual offlces or desks withln AID/W.
The Cable dlstributlon system could be a sub-set oF an Electronic Mall system, but
would requlre addltional hardware and soltware.

The prototype will be set up for cable transmisslon between Maln State and one other
ALD/W bullding, probably Columbla Plaza (SA-1). Uardware required Ls a minicomputer
of the Wang VS-100 or Ungermann-Bass type to support a LAN (Local Area Network).

lmplementation of this pllot will require the development and testing of customized

software.
OTHER ASSUMPTLONS
Agsumes that a LAN electronic distribution system is in place in test buildings.

. Assumes that this pllot could be tested in selected offices or bureaus wituin
the test bulldings, and that only certain staff would be included.

Does not include terminal costs, nor software/hardware costs asgoclated with
commuilcations bLoards and/or modems.
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4. USAID-ALD MESSAGE SYSTEM

This actlvity conslsts of supplying the software and T/C hardvare to install a
telecomnunications link to tLe first two groups of USAIDs in FY 85 and FY 86. This
also includes upgradlng the local comnunications to upgrade exlsting OIS systems in
Washington to have the protocols necessary to interface with the USAIDs.

MAJOR TASKS FISCAL 1985 FISCAL 1986
1 2 3 4 1 2 3 4

1) COACEPTUAL DESIGN

7y GENERAT, & DETAIL DESIGN

3y DETALLED IMPLEMENTATION
PLAN

5y TRAINING PLAN & TRAINING

——— ——— om—— Sn— — — S—— —— o—

5) SOFTWARE ACQUISITION AND
CUSTOMIZATION

6) EQUIPMENT PROCUREMENT

7)  IMPLEMENTATION PHASES
AND MAINTE" .NCE

n-14
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USAID-AILD/W Messape System

Thls actlvity conslsts of establishing a Message Switching System to support the
routlog of text and data from the Wang VS computers in 12 to 14 USAIDS to AID/W.
This will be based on a centrallzed computer based system that recelves, stores,
and subsequently reroutes messages.

Thig activlity algso includes the equlipment and logiatlics requlred to establish both
the 2780 and 3270 Telecommunicatlons protocols oun all existing Wang GlS equipment
in AID/M.

Other Assumptlions

SoFtware cost estimates are based on off-the-shelf package
(WANG IDS) whicl runs on the mainfrawe.

Additional software to switch OLS are requlred.
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