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Dear Mr. McPhersone
 

This report describes the Agency for International Development's

(AID's) progress in Implementing the Wroderal Managers' Financial
Integrity Act. 
My staff condunted a eview to determine whether
AID's fiscal year 1984 evaluation of its system of internal control was carried out in a reasonable and prudent manner in conformance with the Act and the Office of Management and Budget's

(OMB's) internal control guidelines.
 

Our review disclosed a number of significant problem AID needs
 
to address if 
it is to comply with the Act and OHS guidelines.
Improvements are needed in the areas of (1) top level management

involvement, (2) training, (3) agency segmentation, (4) vulnerability assessments, 
(5) internal control reviews, (6) corrective
 
actions, (7) annual reporting, and (8) accounting system

evaluations.
 

Improving the evaluative process will help strengthen internal
accounting and administrative controls and thereby help prevent

fraud, waste and abuse in AID programs, functions and activities. 
We have made nineteen recommendations, all of which will
require some 
involvement at the Administrator level.
 

We are sending copies of this report to AID top level managers,
the Office of Management and Budget, appropriate Congressional

Committees, and the U.S. General Accounting Office.
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EXECUTIVE SUIMARY
 

The Agency for International Development (AID) has an annual
budget in excess of $5 billion that is administered by its
headquarters offices and 69 missions located throughout the
world. 
 The very nature of its assistance programs and its
geographic dispersion increases AID's vulnerability to fraud,
waste, and abuse. Accordingly, it Is very important for AID
to adequately assess the internal controls over its multibillion dollar programs and administrative functions and to
evaluate its accounting system as required by the Federal
Managers' Financial Integrity Act of 1982 (FI 
 IA).
 

The FMFIA requires Federal managers to evaluate the internal
controls over 
the operations under their supervision. These
evaluations form the foundation for the Administrator's

annual statement to the Presidcnt and the Congreso on the
adequacy of the Agency's internal control and accounting
 
systems.
 

AID needs to put in place the basic framework required by
Office of Management and Budget (OMB) guidelines which In
 necessary to implement the FMFIA. 
Two years after passage of

the Act, AID still has nots
 

obtained sufficient top management involvement
 
in the evaluative processe 
during fiscal year
1984. only one Internal Control Oversight Com
mittee meeting was held, and only 5 of 13 mem
bers were present (see p. 5).
 

trained its managers to carry out their resonsibilities under the Act. 
 managers and other
 
staff have not been provided training or tech
nical assistance in conducting vulnerability

assessments, internal control reviews, and
 
other requirements of the Act and OHB
 
guidelines (see p. 4).
 

rperly segmented itsoerations into assess
able units. for example, the AID mission inCairo, classified as only one assessable unit,
had 113 employees and a budget of over *1
 
billion (see p. 7).
 

determinedthe degree ofvulnerabiit of its

Many orn sat onalt
tive 9Mnentas r ram and ad istra-=
vulnerabilty ssesemnts
 

were umod with considerable effectiveness to
identify internal control weaknesses of large
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organisational units. However, ONB intended
 
they be used to quickly assess the risk
 
potential for fraud, waste, and abuse of smaller
 
AID components. Also, AID's vulnerability
 
assessments replaced the more rigorous internal
 
control reviews envisioned by ONB (see p. 10).
 

properly planned, schedulede and conducted in
ternal control reviewns only one internal con
trol review was conducted in fiscal year 1984 
(see pp. 14 and 17). 

corrected numerous internal control weaknessess
 
as of September 1, 1984, 145 of the 285 internal
 
control weaknesses identified in the 1982
 
vulnerability assessments had still not been
 
reported as corrected (see p. 20).
 

assured that all material weaknesses have been
 
identified for inclusion in its annual report to
 
the President and t Con rost out of 285
 
individual internal control weaknesses, only 7
 
areas of weaknesses were reported to the Presi
dent and the Congress. Other weakneusese such
 
as inadequate monitoring of P.L. 480 commodi
ties should also be reported (see p. 23).
 

conducted an evaluation of its accounting

system. AID is 
in the process of installing a
 
new accounting system. Unless interim evalua
tions are made# AID will not report on the ade
quacy of its new accounting system until at
 
least December 31# 1986 due to a three year

delay in system implementation. To address this
 
problem, AID now plans to report on inade
quacies of its current system and work closely

with the contractor to assure that the system
 
mees accounting principles established by the
 
General Accounting Office (GAO) (see p. 26).
 

AID's first year approach to implementing MIIA was developed
before the ONB gui4elines were finalised in December 1982.
Although our November 1983 report pointed out several areas
of non-compliance with these guidelines, we then concluded
that AID made a good first year effort to implement the Act.
AID reported that it had identified many internal control
weaknesses which led to significant corrective actions. For 
example# AID has developed and begun implementation of 16
payment verification policy statements which could substan
tially improve internal controls over financial and adminis
trative activities throughout the agency. 
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AID is now in the critical second year of reporting under the
FtFIA--a time to build on the momentum of the progress made
during initial implementation efforts. 
The first year's
implementation of the Act has been characterized as a
learning experience for 
federal agencies as well as the
auditing community. 
For the second year* however, GAO, 0MB,
and the Inspectors General expected considerably more
 
progress.
 

GAO recently issued a list of second year expectations which
 were endorsed by OMB (see Appendix I to the report). 
 A comparison of our report findings and these expectations clearly
shows that AID has fallen behind in properly implementing the
FMFIA. In fact, many deficiencies outlined in our previous

report have still not been corrected.
 

It is imperative that AID's top management ensures that this
important legislation receives high priority attention. 
A
positive step taken thus far is AID's Internal Control Oversight Committee's establishment of a goal to bring AID in
compliance with OMB guidelines. AID informed OMB and the IG
that this goal will be achieved in 1985.
 

We have made 19 recommendations to the Administrator that
specifically relate to the OMB guidelines. 
Implementation of
 our recommendations will lay the proper foundation to fully

Implement the FMFIA.
 

MANAGEMENT COMMENTS AND3.G RESPONSES
 

We provided a copy of our draft report to the Bureau for
Management. 
 Based on their written comments, included as
Appendix III, 
we revised the report where we considered
appropriate to do so. 
 Overall, management generally agreed
with our recommendations, although they believed two recommendations had already been implemented. The following sections describe key management comments and those situations
where there is 
a lack of agreement between management and
 
the 1G.
 

Management Comment
 

In general, management acknowledged that AID's process differed from ONB's and stated that steps are beinj taken to
comply with OMB guidance. Management explained the process
used in 1982 and 1983 and cited some of the benefits that
occurred to AID as a result of these early efforts. 
Management also identified what it considered to be a weakness in
the report's logics 
 AID's vulnerability assessments were
effective in identifying weaknesses, yet the 10 was critical

of these assessments because they went beyond the more general assessments Intended by OHS. 
Finally, management stated
that our executive summary was not consistent with the body

of our report.
 

iii
 



IG Response
 

A number of significant internal control improvements were
 
reported as a result of AID's early efforts to implement the
 
Act. These are cited in our report. Regarding the second
 
point, we do not believe there is a weakness In the report's

logic. While the Agency's more detailed vulnerability

assessments were instrumental in identifying weaknesses, they

did not provide a quick assessment of vulnerability of all
 
assessable units and they were inappropriately used as a sub
stitute for the more rigorous internal control reviews.
 
Finally, information in the executive summary was derived
 
from the body of the report. We do not see any inconsistency

between the two nor did management elaborate on this issue.
 

Management Comment
 

Management stated that GAO, OMB, and the IG did not communi
cate their increased expectations for the second year's
 
implementation of FMFIA.
 

IG Response
 

These expectations, included in Appendix I, are not new
 
requirements. They are based on OMB guidelines dated
 
December 1982. We are including them in the report to assist
 
management in coming into full compliance with OMB guidance.
 

Management Commont
 

Management stated that the report should refer to internal
 
control weaknesses identified in 1983, and not In 1982.
 
Further, they noted that only 59 weaknesses had not been
 
corrected as of September 30, 1984.
 

IG Response 

Our audit show,|I that 281; weaknesses wore In fact identified 
in the 1982 vulnerability assessment. These weaknesses were
 
summarimed and reported in 1983. At the end of our audit
 
(September 1. 1984), ICOC's tracking system showed that 145
 
weaknesses wore reported an uncorrected. Since then, AID
 
reported that it had corrected 86 &dditional weaknesses.
 
Although we did not audit this, we fully support AII)'s
 
efforts In taking corrective actions.
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Management Comment
 

Management stated that, contrary to our report# internal con
trol actions are being monitored by ICOC through the internal
 
control manager.
 

IG Response
 

Although the ICOC does monitor corrective actions taken, we
 
found no evidence that ICOC monitors other activities men
tioned in our report: prioritizing, planning, and scheduling
 
ICRs and other actions.
 

14anagemint Comment
 

Management believed that their current efforts to segment

AID/W and missions into assessable units negated the need for
 
Recommendation Nos. 4 and 6 relating to segmentation and
 
establishment of an inventory of assessable units.
 

IG Response
 

On November 14# 1984, the IG's office submitted a memo to the
 
Bureau for Management (see Appendix II) stating that a recent
 
ICOC segmentation proposal did not comply with OMB guide
lines. Under this segmentation proposal, the number of
 
assessable units would be based solely on the number of
 
organizational components rather than cross secticas of both
 
organizational components and administrative functions as
 
called for in OMB guidance. We are therefore retaining
 
Recommendation Nos. 4 and 6.
 

Management Comment
 

Management believed that the report section on ICOC's track
ing system should be rewritten since our recommendation would
 
only be applicable to the new vulnerability assessment/
 
internal control review system being introduced in 1985.
 
Management also stated that some of the data elements of the
 
10's proposed system were inapplicable or easily retrieved
 
from the raw data.
 

XG Resmonue
 

We do not agree that the recomsmended tracking system only
 
applies to the 1985 vulnerability assessment/internal control
 
review system. Previously identified weaknesses should also
 



be included in the new tracking system. Since management did
 
not show which data elements were Inapplicable or easily

retrievable, we cannot respond to their second point. 
How
ever, if the ICOC t 
to properly manage the FMFIA process, it
 
must analyse the raw data on identified weaknesses and con
vert it into meaningful manpgeeent information.
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BACKGROUND
 

The Federal Managers' Financial Integrity Act of 1982
 
(FMFIA), Public Law 97-255, was passed by Congress to reassert the responsibility of Federal managers for overall

financial integrity of programs under their supervision.

Each agency is required to establish internal accounting and

administrative controls, annually evaluate those controls,

and prepare a statement to the President and the Congress

identifying material weaknesses and plans for corrective
 
actions. 
Also, the FMFIA requires a separate annual report

on whether the agency's accounting system conforms to the
principles, standards, and related requirements prescribed by

the Comptroller General.
 

The Office of Management and Budget (OMB) issued Circular No.

A-123 Revised, to prescribe the policies and standards for
evaluating and reporting on internal control systems by the
 
agency. 
Also, OMB issued guidelines in December 1982

entitled "Guidelines for the Evaluation and Improvement of

and Reporting on Internal Control Systems in the Federal

Government." These guidelines pertain to: organizing the

evaluation; segmenting the agency; conducting vulnerability
 
assessments; planning and scheduling internal control reviews
and other actions; performing internal control reviews;
taking corrective actions; and reporting at year end.
 

The Agency for International Development (AID) established
 
the Internal Control Oversight Committee (ICOC) in 1982 to
coordinate implementation of the Act. 
 In December 1933, the

Agency submitted to thp President and the Congress the first
annual statement on its internal control and accounting

sy3tems. 
 Our prior audit report (No. 0-000-84-14 dated

November 30, 1983) disclosed numerous improvements needed in

AID's initial Implementation of the evaluative process. 
We
 are now delineating the need for further improvements in the
 
process and making specific recommendbtions for correcting

deficiencies which are stll outstanding.
 

Objectives, Scope and Methodoloq
 

The audit was conducted between June and September 1984 by

the Office of the Regional Inspector General for Audit/

Washington. The objective of our review was to determine
 
whether AID was complying with 
 FMPIA and ONB guidelines.

Specifically, we reviewed AID's implementation of the 
seven

phases of the evaluative process outlined in the ONB internal
control guidelinen. 
We 4lao reviewed AID's compliance with

the 
 VFIA reporting requirement on whether the agency's

accounting systom was 
in accordance with the principles and

standards of the Comptroller General.
 



Our review primarily covered the period October 1# 1983
 
through September it 1984 except in certain cases where we
 
reviewed elements of the process as they were initially
 
established. We examined pertinent documentation maintained
 
by the ICOC and held discussions with responsible officials.
 

We did not review the adequacy of the Agency's internal con
trol and accounting systems. Rather, we reviewed how AID
 
conducted its own evaluations of such systems. Our work was
 
done in accordance with the Comptroller General°8 Standards
 
for Audit of Government Organizations# Programs. Activities
 
tnd Functions. 
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FINDINGS CONCLUSIONS AND RZCGWUMDATIONS 

ORGANIZlNG THE EVALUATION PROCESS 

AID needs to improve the organization and management of its
internal control evaluation program. The Agency designated 
an Internal Control VKanager, established the ICOC, and took a
number of other actions in response to the FKFIA. However# 
to fully implement the Act, AID needs to expand its internal 
policies and procedures commensurate with ONB guidelines#

establish FMFIA *raining programs, and increase top manacve
sent involvement in ICOC activities.
 

Criteria
 

MB guidelines for organizing the evaluation process provites

for certain key elements includings assignment of responsi
bilities for direction of the agency-wide internal evalua
tions; ensuring the monitoring of accomplishments, training

to explain the objectives and procedures for conducting Put
nerability assessments (VAs) and internal control reviews

(IClRs)i 
and technical assistance and supervision for employ
ees assigned to perform the evaluation.
 

Actions Taken to Organize Implementation of the FMFIA 

An AID Internal Control Directive dated September 30, 1983.
 
was issued to help implement the ?KFIA. The Directive in
cluded reference to the, 
 ORB Circular A-123 incorporating

provisions of the FMFIA; OKB guidelines for evaluating,

improving, and repirting on internal control systems: 
and
 
Comptroller General's internal control standard..
 

The Assistant to the Administrator for Msancement was desig
nated as the Internal Control qanager tn issue and clarify

internal control policies, and monitor their application.

The ICOCs 
composed of program, financial, and administrative
 
anagenent personnel, wa4 designated to direct ind monitor
the execution of internal control practices, prescribe evalu
ation standards for the Agency. and advise the Internal Con
trol Manager of the status of the Agency's internal control 
system. AID missions (USAIDs) and AID/Washington (AID/N)

organisation components designated internal control contacts
who were responaible for ostablishing and maintaining inter
nal control systems for their respective organizations. 

Policies and Procedures Should NotlectG00 idelines 

AID needs to expand its operating policies and procedures so
that all elements of ONB's gojdelines are institutionslised. 
AID developed its approach to implementing the 1NFIA before 
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OHSB guidelines were issued in December 1982. 
 However, this
 
initial approach was not subsequently revised to comply with
 
01B guidance. For example, contrary to current OMB guidance,

each USAID was designated as one assessable unit. Although

the VA questionnaires focused on ten functional areas.
 
missions were not segmented by program and administrative
 
functions. Also, prioritizing, planning and scheduling ICRs
 
and other actions are not being monitored by ICOC. Monitor
ing these actions is necessary to ensure that the areas with
 
the greatest potential for loss or abuse are identified and
 
that appropriate evaluative action is taken for each vulner
able area.
 

Currently, policies and procedures on how to conduct the
 
evaluation process are not available through the AID Internal
 
Control Directive or any similar document. Specific agency

guidelines should set forth procedures regarding each step in
 
the process: organizing the evaluation, segmentiqg the
 
agency, conducting vulnerability assessments, planning sub
sequent actions, performing internal control reviews, taking

corrective actions, and reporting. In commenting on our
 
draft report, management stated that the Agency's fragmented

guidelines on this seven-step process will be formalized
 
through an inutructional module that will be distributed in
 
the near future to all assessable units.
 

.FIATr~ainng Programs 

The Agency needs to develop appropriate 'MFIA training pro
grams for the staff At AI1)/W and approximately 70 AID
 
missions throughout third-world countries. Training general
 
managers on how to eviluate internal controls is 4ssential
 
for implementation of the FMFIA. However, managers and other 
staff wore not provided tralninj or 
technical assistance in 
performing and reporting the results of vulnegability assess
ments and internal control reviews. 

The Lack of traling wats Also disclosed in our prior report
dated November J0, 1983, but no corrective action was taken. 
04noed upon our Wlavtsionn dluring this audit, the ICOC has 
rocontly orderod .elf-tachinq modules for pertorming vulner
ability asseonm,,ntt, tnul internal control reviews. 

In addition to the aItl-toaching modules, orientation and
 
training should be :4vailawo (or managers to sufficiently
acquaint them with the entire NVIA evaluative process. In 
addition to performing VA. and WCks they should be knowledg
able about segmentation, scheduling appropriate subsequent
action, takinj qorrootvt action., and reporting require
ments. Also, ICUC ntnaf( Phn.ld receive adequate training in 
the implementation oft the 0M41 guidelines. In commenting on 
our draft roport, managomat stated that the self-teaching 
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module will be introduced to managers in formal training
 

sessions to fully acquaint thom with the entire OMB process.
 

Top Level Involvement
 

Greater top level management involvement could substantially
 
assist in implementing the FMFIA. Direct involvement by some
 
agency heads have had a very positive impact on implementa
tion of the Act. For example, the Secretary of the Treasury
 
made a video tape for presentation on this sqbject which was
 
shown Department wide. 1" its initial stages, such direct
 
interest by top level officials may be necessary to ensure
 
the successful implementation of the program.
 

ICOC Mrtilngs and Activities
 

Top management involvement at ICOC meetings and activities
 
needs improvement. During fiscal year 1984, only one meeting
 
was held and there was poor attendance by the committee
 
members. At this meeting on June 18. 1984, only five of
 
thirteen members attended thus precluding an effective
 
decision-making process. Also, the ICOC scheduled seven
 
meetings between August 20, 1984, and December 1, 1985. How
ever, the first three scheduled meetings passed their target
 
dates and have not yet been held. Greater oversight and
 
involvement by the Internal Control Manager and other top
 
level management in ICOC activities is needed to successfully
 
implement OMB ,juideliUes. 

The Internal Control Mannager should also initiate Improve
ments in ICOC operations. First, staff support is critical 
to the efficient opirition of the ICOC. However, there are 
no LCOC staff reaponoibiLities net forth in writing. We 
believe there in a need for a statement of ICOC staff respon
sibilitiou and tunctions in order that the scope of work to 
be performed can be planned and administered in a timely and 
effective manner.
 

Secondo the ICOC has the runiponsibility to direct and monitor 
the nv-V.u tive pro,,:;s. Decision making is an integral part 
of the ICOC and :4)tould bo well documented to ensure its poli
cios are Impl,,,enttd. iiowover, there is Little evidence of 
mmbers involvtmuiet In maklinj decisions and -ecords of meet
ings are skahot4L ,si to issues discussed and decisions made. 
ICOC need. to help clarify the decison-making process by 
defining the Ya'.nnor in whlch decisions are made and who can 
make them. To assist in meeting this objective, complete 
committee menotmnq notos should he prepared and circulated to 
all membars. 
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Third# it is important for the ICOC to establish a plan to
 
ensure that quality control reviews are performed. We found
 
no evidence of testing the input from USAIDs or AID/W assess
able components. Quality control reviews should be made to

disclose whether adequate written documentation is maintained
 
to substantiate the validity of conclusions reached in the
 
evaluative process. In commenting on our draft report.

management stated that quality testing of future ICRs is
 
included in its 1985 work plan.
 

Recommendation No. 1
 

We recommend the Administrator ensure
 
that written operating policies and pro
cedures are amended to fully institution
alize OMB's seven step evaluative process.
 

Recommendation No. 2
 

We recommend the Administrator ensure
 
that a comprehensive FMFIA training pro
gram and schedule are developed for man
agement and staff who oversee and conduct
 
vulnerability assessments and internal
 
control reviews.
 

Recommenlation No. 3
 

We recommend the Administrator continue
 
strong visible support for the F#4FIA and
 
ensure that the Internal Control Manager

and all ICOC members are directly involv
ed in ICOC meetings and other activities,

including initiatives tot delineate ICOC
 
staffing responsibilities; clarify

ICOC's decision-making process; and
 
establish ICOC quality control reviews.
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SEGMENTING THE AGENCY
 

AID has not been segmented into assessable units as envision
ed by the OMB guidelines. According to these guidelines, the
 
agency should be segmented first into organizational or other
 
components and then into the programs and administrative
 
functions within each component. Also, a complete inventory

of assessable units should be established and maintained by
 
the Agency.
 

In Washington, some segmentation took place, but all organi
zational, program, and administrative components were not
 
considered as assessable nits. Furthermore, each overseas
 
mission was categorized as only one assessable unit. This
 
approach to segmentation was implemented prior to the avail
ability of OMB guidelines issued in December 1982 and has not
 
been subsequently modified to comply with them. 
As a result,

AID managers were unable to conduct vulnerability assessments
 
of all programs, functions, and organizational units. Con
sequently, managers' assurances of adequate internal controls
 
are questionable.
 

Criteria
 

Segmenting the Agency into components and then into programs

and administrative functions in accordance with OMB guide
lines helps determine who should be responsible for providing
 
assurances. According to OMB guidelines:
 

"The basic goal ... is to develop an agency-wide

inventory of 'assessable units,' each of which can
 
be the subject of a vulnerability assessment.
 
This inventory should provide complete coverage of
 
all program and administrative functions .... The
 
individual assessable units should be of an appro
priate nature and size to facilitate the conduct
 
of a meaningful vulnerability assessment.
 

In developing the inventory of assessable units,
 
reference should be made to such sources of infor
mation as the agency's budget and related mate
rials, organization charts, agency manuals, and
 
program and financial management information
 
systems."
 

Segmentation at AID/W and USAIDs
 

Neither the USAIDs nor AID/W have been provided guidance for
 
segmenting their orgtnizations into assessable units either
 
initially in 1982 or at any time thereafter. Very little
 
segmentation took place in AID/W beyond the bureau and office
 
levels. 
 Further, each overseas mission was considered as
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only one unit. Even where segmentation occurred in AID/We it
 
was done without the benefit of central guidance to ensure
 
consistency.
 

This approach is not in accordance with OHB guidelines. Each

of the AID/U bureaus and offices as well as most of the
missions are much too large to facilitate a meaningful vul
nerability assessment or internal control review and accord
ingly would need to be further segmented. For example

USAID/Cairo, classified as only one assessable unit, has 113

employees and a budget of over one billion dollars. 
Similar
ly. the Bureau for Science and Technology, which was

segmented into only 7 assessable units, has 332 employees and
 
a budget of nearly *270 million and obligations and
 
expenditures for ongoing projects of about *1.3 billion.
 
This lack of proper segmentation undermined the effectiveness

of the vulnerability assessment and internal control review
 
processes.
 

As a result of inappropriate segmentation, assurance letters
 
from AID/W bureaus and offices and from overseas missions
 
were not based upon assessments of all significant and poten
tially vulnerable programs. For example, PL-480 Title II and

participant training activities were omitted from USAID
 
assessments. 
 Both are very significant programs and assess
ments would probably have indicated high vulnerability.

PL-480 Title II accounts for about *740 million annually in

U.S. food products distributed overseas, and participant

training is highly decentralized and budgeted at about $150
 
million annually. For AID/W organizations, missing functions
included host-country owned currency, processing of Title II

freight charges and AID sponsored research -- all very sig
nificant programs. Also, even those programs that were

included in the assessments may not have been adequately

assessed since they were not treated as separate units.
 

Additionally, the inadequate segmentation resulted in (i)

line managers not being tasked with the responsibility of

assessing vulnerability of their programs and (ii) 
a method

of identifying and prioritizing vulnerable areas not being

possible. These matters are discussed in other sections of
 
this report.
 

Bach USAID, AID/W bureau, and office should be segmented into
 
program and administrative functions as provided for in the

OME guidelines, and also include functions not assessed
 
previously. 
Uniform written guidance on segmentation

procedures should also be established by ICOC and made
 
available to USAIDs and AID/W.
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Inventory of Assessable Units
 

Contrary to On guidelines* ICOC does not maintain an agency
wide inventory of assessable units. Instead# ICOC merely
stored the various vulnerability assessment questionnaires in 
boxes and file cabinets without summarizing how each organiza
tion was segmented.
 

An inventory of assessable units is an important tool for
 
centrally managing the evaluative process. ICOC should pre
pare this inventory to provide such basic information as a
 
comparison of the extent of segmentation within similar
 
organizations and a control list of assessable units that
 
require future vulnerability assessments.
 

Recommendation No. 4
 

We recommend the Administrator ensure that
 
each USAID and all bureaus and offices in
 
Washington segment their respective organi
zational programs and administrative func
tions into assessable units of an appropri
ate nature and size.
 

Recommendation No. 5
 

We recommend the Administrator ensure that
 
uniform guidance on segmentation procedures
 
is available to all USAIDse bureaus, and
 
offices.
 

Recommendation No. 6
 

We recommend the Administrator ensure that
 
an agency-wide inventory of assessable units
 
is developed and maintained by ICOC.
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VULNEABILITY AS8ESSK=T
B
 

AID's vulnerability assessments were somewhat Iffective in
identifying significant weaknesses in internal controls, pri
marily of a financial nature. However, they did not achieve

the objectives envisioned by OHB. 
Also, many of the bureaus#
 
offices, and missions reported no weaknesses.
 

OKB guidelines and the AID Internal Control Directive state
 
that VA& are not necessarily intended to identify internal
 
control weaknesses or result in improvements. Rather, their
 
purpose is to obtain a quick perception of the risk potential

for waste, lose 
unauthorized use, or misappropriation in
 
each assessable unit.
 

AID, however, developed a detailed VA questionnaire which

concentrated on identifying actual weaknesses rather than
 
risk potential. Although this approach identified many

internal control weaknesses, it did not meet the intended
 
purpose of a quick assessment followed by a more rigorous

evaluation of internal controls in targeted areas. 
Also, due
 
to 	the lack of proper segmentation, some functions were not

assensed and therefore, some managers did not conduct VAs of
 
their operations.
 

Criteria
 

A vulnerability assessment is a review of the susceptibility

of a program or function to waste, losn, unauthorized use, or
 
misappropriation. VAs do not necessarily identify weaknesses
 
or result in improvements. 
Rather, they are the mechanism
 
with which an agency can determine the relative potential for

loss in programs and functions. A VA, according to OMB

guidelines, consists of three steps with several factors to
 
be 	considered under each step.
 

1. Analysis of the general control environment
 
o 	Management attitude
 
o 	OrganizationaL structure
 
o 	Personnel
 
o 	Delegation and communication of authority
 

and responsibility
 
o 	Policies and procedures
 
o 	Budgeting and reporting practices
 
o 	Organizational checks and balances
 
o 	ADP consideration
 

2. Analysis of inherent risks
 
o 	Purpose and characteristics
 
o 	Budget level
 
o 	 Impact outside the agency 
o 	Age and life expectancy
 

10
 



o 	Degree of centraliation
 
o 	 Special concerns 
o 	Prior reviews
 
o 	Management responsiveness
 

3. Preliminary evaluation of safeguards
 
o 	 Based on knowledge of existence and func

tioning of safeguards 
o 	Thoughtful evaluations
 
o 	Based on working knowledge of program or
 

administrative function
 

The completion of the three steps permits a conclusion as 
to
 
the overall vulnerability of the assessable unit. 
 Although

not implemented, the AID Internal Control Directive parallels
 
the OMB guidelines.
 

Vulnerability Assessments Different Than OMB Guidelines and
 
AID Directive
 

AID developed a VA questionnaire in 1982, prior to the avail
ability of OMB guidelines issued in December of that year.

AID's questionnaire was not in accordance with OMB guidelines
 
or 	the September 1983 AID directive that followed. Further#
 
the questionnaire has not been subsequently changed. 
This
 
questionnaire was used to conduct VAs at all USAIDs and was
 
provided to each AID/W bareau and office for their consider
ation in developing a questionnaire for their respective

organization. Contrary to OHB guidelines and the AID direc
tive, this questionnaire concentrated on identifying actual
 
weaknesses rather than assessing and categorizing potential

risks. 
 Although this process did hnlp identify weaknesses,

the objective of a fast overview of the potential for loss as
 
envisioned by 0MB was not net. 
We believe that adherence to
 
O0B and AID guidance on future vulnerability assessments is
 
critical for proper implementation of FMFIA.
 

In commenting on our draft report, management stated that AID
 
is planning to conduct VAs early in 1985 upon delivery of the
 
self-teaching modules and appropriate training.
 

Weaknesses Reorted
 

Although 0ND guidelines require that VA. be done at least
 
biennially no assessments have been done since 1982. 
 Also,
 
many AID organizations did not report any weaknesses as a
 
result of their 1982 assessments. ICOC did not quostion the
 
lack of identified weaknesses and did not require these
 
organizations to reevaluate their operations. 
In 1993 the
 
ICOC did request each AID organisation to update its initial
 
assessment to determine if additional weaknesses existed.
 
Howevere no additional weaknesses were reported by any of the
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organiatons, another circumstance that should have led the
 
ICOC to question the validity of this method.
 

In addition# AID's objective of quickly identifying control
 
weaknesses through the use of their expanded vulnerability

assessment was only partially successful. The initial
 
assessments were completed by all 69 USAIDs and 18 AID/W

bureaus and offices in 1982. 
However, the following 33 of

the 87 organizations did not report any control weaknesses.
 

USAID9
 

Near East Asia 

Italy 
 Nepal

Portugal 
 Sri Lanka
 
Jordan 
 India
 

Burma
 

Latin America and Caribbean Africa 

Costa Rica Lesotho 
Honduras Ghana 
Mexico Guinea-Bissau 
Nicaragua Chad 
Paraguay Thgo/Beni 

AID/W
 

Bureau for Africa
 
Bureau for Program and Policy Coordination
 
Bureau for Food for Peace and Voluntary
 
Assistance
 

Bureau for Science and Technology

Bureau for Asia
 
Bureau for Near East
 
Bureau for Management (Immediate Office
 
of Ansistant to the Administrator for
 
Management) 

Bureau for Latin America and Caribbean
 
Bureau for Private Enterprise
 
Office of Legislative Affairs 
Office of the General Counsel 
Office of Equal Opportunity Programs
Office of U.S. Foreign Disaster Assistance
 
External Relations
 
Public Affairs
 
BIFAD Support Staff
 

12
 



Collectively. the above organizational units manage multi
billion dollar operations. The lack of any reported internal
 
control weaknesses is obviously questionable and underscores
 
the need for ICOC to monitor and evaluate the results of the
 
AID/W and USAID vulnerability assessments and the related
 
assurance statements to the Administrator.
 

Recommendation No. 7
 

We recommend the Administrator ensure all
 
USAIDe, bureaus and offices conduct vul
nerability assessments in accordance with
 
the AID directive and ONS guidelines for
 
a quick perception of the potential for
 
loss.
 

Recommendation No. 8
 

We recommend the Administrator ensure
 
that ICOC monitor and evaluate the
 
results of vulnerability assessments anad
 
the related assurance statements to pro
mote consistency among similar assessable
 
units.
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PLANNING AND SCHEDULING INTERNAL CONTROL REVIEWS AND OTHER
 
ACTIONS
 

AID needs to better plan and schedule internal control
 
reviews and other actions. OMB guidelines provide for prior
itizing ICRs and other actions for assessable units based
 
upon results of vulnerability assessments. However, AID was
 
not able to establish these priorities since the vulner
ability assessments were oriented towards identifying weak
nesses rather than assessing the degree of vulnerability.

Further, AID did not provide guidance for factors to consider
 
when determining if an ICR was necessary or if some other
 
action would be more appropriate. As a result, AID does not
 
have a composite listing of vulnerable areas prioritized by

degree of vulnerability and type of evaluative or cozrective
 
action planned.
 

Criteria
 

The overall objective of the internal control evaluation pro
cess is to bring about a strengthening of internal control
 
systems in a cost-effective manner. OMB guidelines provide
 
for summarizing the vulnerability assessments to help deter
mine the appropriate subsequent actions for the entire
 
assessable unit.
 

GAB suggests two approaches to establish the subsequent

actions to be taken. The first is to have a prioritized
 
schedule for ICRs based on assessable units that are con
side:xed highly vulnerable, moderately vulnerable, or of low
 
vulnerability.
 

The second approach Is to consider a series of options for
 
evaluating each of the programs and administrative func
tions. This option would call for the Agency to evaluate the
 
degree and causes of 'he vulnerabilities, consider management
 
priorities and availability of resources, and take into con
sideration other management initiatives underway. The Agency
 
would then determine the appropriate courses of action which
 
may includet
 

o 	Scheduling and conducting an ICR.
 

o 	Requesting and obtaining an audit.
 

o 	Scheduling and conlucting a management review.
 

o 	Taking corrective actions identified based on
 
an evaluation of the vulnerability assessment
 
results. These actions may includes
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--Establishing increased or improved monitoring
 
procedures*
 

--developing and conducting training programs
 

for the staff,
 

--issuing clarifying instructions, or
 

--modifying procedures or documents.
 

Subsequent Actions on Vu.nerable Units
 

AID did not plan and schedule ICRs and other actions based on
 
the degree of vulnerability of assissabile units as required

by 	'.ho OMB guidelines. This occurred because managers of the
 
assessable units that performed the i982 vulnerability
 
assassments identified weaknesses rather than determining

degree of vulnerability. There was only one ICR scheduled
 
and performed in fiscal year 1984. Other actions were
 
limited to correcting weaknesses identified as a result of
 
the 1982 VAs. No additional evaluative action was planned or
 
has been taken. AID needs to establish a prioritized
 
schedule of ICRs and other actions for each assessable unit
 
determined to be vulnerable. (To accomplish this, AID will
 
first need to properly segment the Agency and conduct
 
assessments as prescribed by OMB).
 

Guidance to USAIDs and AID/W
 

AID did not furnish written guidance to its managers ons
 
when to perform ICRs, and other actions, how to determine the
 
nature of other actions to be takenj and how to determine the
 
priority of the actions to be taken at each assessable unit.
 
As a result* AID does not have a composite listing of pro
posed actions prioritized by degree of vulnerability and type

of 	action planned.
 

A plan for subsequent actions should includet
 

o 	Classification of the vulnerability assessments
 
as to each program's or function's suscepti
bility to waste, loss, unauthorized use or
 
misappropriation.
 

o 	Prioritization of the vulnerable areas, i.e.,
 
identification of the areas with the greatest
 
prospect for loss or abuse, and which should be
 
examined first.
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o Selection of courses of action 
- considering

each vulnerable area, and selecting the
 
action(s) to be taken to address the potential

vulnerability.
 

o Development of a schedule of actions and the
 
commitment of resources to address each highly
 
or moderately vulnerable area.
 

Since ICOC did not 
furnish guidance there was insufficient

scheduling of subsequent actions and therefore inadequate

assurance that all material internal control weaknesses would

be identified. Prompt action should be taken to fully

develop and furnish this guidance.
 

Recommendation No. 9
 

We recommend the Administrator ensure that
 
uniform guidance As made availabl-i to each
 
assessable unit in USAIDso bureauve 
and
 
offices to help plan and schedule ICe ane
 
other appropriate actions in a priority
 
manner based on the results of the vulner
ability assessments.
 

16
 



AINDRAAL CONTROL RBV-IEWS
 
AID managers need to perform more internal control reviews.
ONB guidelines provide for performing ICRs to help identify
whether adequate control measures exist 
to prevent or detect
fraud* waste, or abuse. 
 However, AID performed only one ICR
during 1984. 
 This was because, contrary to OHB criteria. AID
designed their vulnerability assessments to be a substitute
for ICRe. 
 Also, a certified public accounting firm performed
the ICR in c manner which severely Limited AID managers'
involvement. 
OMB streseas the need for active involvement in
ICRs by management. 
While the one ICR performed fully met
standards, more 
ICRs need to be performed with the active

involvement of managers.
 

Criteria
 

An internal control review is 
a detailed examination of a
system of internal control. 
 OMB guidelines describe six
steps for conducting such 4 reviews 
1) identification of the
event cycles, 2) analysis of the general control environment,
3) documentation of the event cycle, 4) evaluation of the
internal controls within the event cycle, 5) testing of the
internal controls, and 6) reporting the results. 
 Since
responsibility for 
internal controls rests with management,
ONO has stressed the need for active management involvement
in each ICR. In fact 
in an August 1984 publication, ONO
 
sLatedt
 

"In the final analysis, agency management, not
internal auditors, internal reviewers or contractors, is responsible for performing the 
inter
nal control reviews. 
 [ecause agency management maynot currently have tho expertise to adequately perform the reviews of the internal control process,

it is sometimes appropriate to use contractors to
assist in developing evaluation methods, performing
the reviews, and training agency staff. 
 However,
management personnel should participate in the contractor conducted review* to gain the experience

and untlerstandng necessary to permit them to perform the reviews in subeaquent years. Indeed, any
use of contractors 
to perform the reviews should

include treinin9 for 4ancy staff on how to perform

the Internil ':o0nLrol reviews." 

Performin, 1nd Utlizing Internal C-ntral Reviews 
Only uno ICR wats prfort,4 &ltrinwj fincal year 1904. The ICRwas condwtd at UAI)/C4iro, by i CPA firm 41d was anevaluation of tho host 
country contr4ct iayment process.This ICR fully met )MI sotndards, identified a Large number
of serious control wen.kngj, 
 and 04(d 13 specific
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recommendations for corrective action. 
We believe that
USAID/Cairo's experience supports our belief that AID should
 
conduct more ICRs.
 

Also, many of the control weaknesses identified in this ICR
are likely to be applicable to the other missions as well.
However, ICOC has not required other missions to evaluate
their controls with regard to the reported weaknesses and
recommendations. 
We believe that due to the relative similarity of host country contract payment processes this would
be a logical evaluative step under "other actions taken"
rather than performing full scope ICR's of this process at
all missions. Accordingly, we believe ICOC should review the
results of all ICRs to determine their applicability to other

organizational components.
 

Although OMB has stressed the neod for management involvement
in ICRs, this did not 
occur in the one ICR performed during
fiscal year 1984. 
 As a result, the ability of management to
implement recommendations is made more difficult and an
opportuni'.y was missed to gain the understanding and experience tha. will be needed to perform ICRs in subsequent
years. 
We believe that any ICR done by an outside organization should 
include a training requirement In the scope of
work a-id have direct involvement by AID managers.
 

It appears that a greater number of 
ICRa were not done for
several reasons. 
 The major reason was probably AID's concept
that vulnerability questionnaires would suffice for full
scope ICRs. 
 Although those questionnaires were valuable
tools for quickly identifying control weaknesses, they did
not approach the OMIB 
standairds established for ICRs. 
 Other
factors contributing to the lack of ICR. included inappropriate segmenttion, the- absunce of AID directives and guidance for scheduling ICRs, dnd Inadequate central control anddirection. Theose matters 4re discussed more fully in other 
sections of this report. 

Recommendation No. 10 

We recommond the Administrator ensure that
 a sufficient number of 
internal control
 
reviews 4re performed In accordance with
 
OMN guidelinits. 

Rocommondn t i No. LI 

We recommonI the AdmJnhstristor ensure thatICOC raview the ramults of 411 ICRs and
Instruct oth.r All) componontm to consider
applitcable I CR rocotm rndations for their 
operst ions. 
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Recommendation No. 12
 

We recommend the Administrator ensure that
 
when ICPW are performed by a iontractor,
 
the scope of work include a training pro
vision for agency staff.
 

Recommendation No. 13
 

We recommend the Administrator ensure that
 
written guidance is established for per
forming internal control reviews including
 
AID managers' involvement when contractors
 
perform such reviews.
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TAKING CORRECTIVE ACTIONS
 

AID needs to more effectively monitor corrective actions to
ensure they are completed in a timely manner. 
OMB guidelines

require management to take prompt corrective action on recommendations. 
The Agency reported that it corrected many weaknesses identified during the 1982 vulnerability assessment.
However, a large number of weaknesses were still outstanding
as of September 1, 1984. 
Many have not yet been corrected
due to insufficient management attention and to a tracking
system that could be improved. Therefore, AID operations
continue to be vulnerable to fraud, waste and abuse due to
weaknesses that have been identified but have gone

uncorrected.
 

Criteria
 

0MB guidelines state that "Vulnerability assessments and
internal control reviews and reports should not be an end in
themselves." 
 Thus, management should take appropriate corrective action as promptly as possible and establish a formal
follow-up system that logs and tracks all pianned corrective
actions and target dates. 
 This system should also assist in
developing plans for Implementation of corrections and in
monitoring to ensure that changes are made as scheduled.
 

ManxCorrective Actions Taken
 

The 1982 vulnerability assessment performed by the Agency
disclosed 285 weaknesses. As of September l, 1984, ICOC's
tracking system showed that AID had corrected 140, or approximately 50 percent, of these weaknesses. Reported actions
taken on some of these weaknesses have resulted in very significant benefits. 
 For example, AID has developed and begun
implementation of 16 payment verification policy statements
which could substantially improve internal controls over
financial and administrative activities throughout the
 agency. In December 1983, detailed guidance was issued for
implementation of these policy statements recognizing that it
would take several years for them to be fully implemented.
 

Progress toward strengthening internal controls through this
guidance has already been reported. For example, payment
verification policy guidance will be the vehicle for correcting two of the seven material weaknesses reported to the

President and the Congress in 1983.
 

AID's accomplishments in the payment verification process
clearly demonstrates the positive results that can be
achieved through implementation of the FMFIA.
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Substantial Number of Weaknesses Still Uncorrected
 

Although many corrective actions have been reported, more
needs to be done. As of September 1, 1984, almost 2 years
after the 1982 vulnerability assessments* 145 of the 285
identified weaknesses were not yet reported as 
corrected.

Examples of these weaknesses includes
 

a. 	 Can not certify that all direct and host
 
country contract services are adequately
 
monitored.
 

b. 	 Deficiencies in the control and use of project
 
funded commodities.
 

c. 	 Centrally funded projects managed without
 
adequate financial information.
 

d. 
 Lack 	of inventory procedures, nonexpendable
 
property not marked, and inadequate storage

and control of nonexpendable property in
 
warehouse facilities.
 

e. 
 Inadequate project accounting, particularly

accounting for advances of local currencies.
 

AIn needs to devote more management attention to ensure corrective actions are taken in an expeditious manner so that
AID programs will not continue to be vulnerable to fraud,
waste and abuse because of known internal control weaknesses.
 

Tracking Corrective Actions 
Needs Improvement
 

AID 	also needs to improve its system for tracking corrective
actions. 
The tracking system maintained by ICOC lists all
weaknesses and planned corrective actions by major organizations (bureaus, offices, and missions). However# we believe
AID's tracking system does not provide sufficient information
to properly manage the corrective action process. 
Specifi
cally, ICOC's tracking system does not shows
 

1. 	 Individual assessable units and their degree

of vulnerability.
 

2. 
 Specific target dates for completing many

planned corrective actions.
 

3. 	 Planned 
versus actual dates of completion of
 
corrective actions.
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4. 	Summary information on the results and status
 
of the evaluative process such ass
 

--how many units identified no control
 

weaknesses.
 

--which weaknesses were the most prevalent.
 

--units' success in meeting target dates.
 

In order for ICOC to adequately direct and monitor corrective

actions taken, it needs to improve its tracking system by

eliminating these deficiencies.
 

Recommendation No. 14
 

We recommend the Administrator ensure that
 
written guidance Is established for taking

corrective actions on Identified weak
nesses in an expeditious manner.
 

Recommendation No. 15
 

We recommend the Administrator ensure that
 
ICOC improve its corrective action track-

Ing system by Including (a) all assessable
 
units and their degree of vulnerabilityl

(b) 	planned and actual target dates; and
 
(c) summary information on the results and
 
status of the evaluative process.
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YEAR-END REPORTING
 

AID needs to consider including more identified weaknesses in
its year-end reporting statement. OMB guidance states that
material weaknesses included in the year-end statement should

consist of matters of significance to the President and the

Congress. In compliance with this requirement, AID reported

7 material weaknesses in its 1983 report. However, the Con
gressional Committee on Government Operations, in its August
1984 report on first-year implementation of FMFIA, favors a

broadening of this reporting requirement. It suggests that

material weaknesses reported to the President and the Con
gress should also include weaknesses that are significant to
 a program or 
individual agency component. We believe the
Committee's suggestion has merit and should be fully con
sidered by AID.
 

Criteria
 

The FMFIA and OMB guidelines require each agency to submit,

by December 31 of each year, a statement to the President and

the Congress as to whether the agency's systems of internal

accounting and administrative control fully comply with the

requirements of the Act. 
 Any material weaknesses must be

identified in the statement and the plans and schedule for
correcting such weaknesses must be described. 
OMB guidance

defined material weaknesses as those which would be con
sidered significant to the President and the Congress.
 

OMB's definition of material weakness has recently been
questioned in a Congressional report. The Congressional Com
mittee on Government Operations issued a report on August 2,

1984, entitled "First-Year Implementation of the Federal

Managers' Financial Integrity Act." 
 The report provided the

Committee's views regarding Federal agencies' progress in

complying with the Act, problems encountered during the first
 
year, and potential obstacles to the Acts' full ;mplement
tion. The Committee Interpreted as incorrect, agencies'

practices of reporting only matters they considered of sig
nificance to the President and the Congress. The Committee
suggested that 
a more useful interpretation of the Act would
 
be that if a probldm was significant to a program or individ
ual agency component, iK should be considered a major problem

for 
the agency and reported to the President and the Congress.
 

AID's Report of Material Weaknesses
 

Of the total 285 individual 
internal control weaknesses identified through the vulnerability assessments, AID only con
sidered 7 areas to be sufficiently "material" to warrant
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reporting to the President and the Congress in December
 

1983--4 at AID/W and 3 at USAIDse
 

AID/W
 

1, 	 Enforcement of Royitultion I for the
 
procurement of commodities;
 

2. 	Control over the holders of federal reserve
 
letters of credit to assure compliance with
 
cash management requirements:
 

3. 	Control and accountability over Agency and
 
contractor non-expendable propertyl and
 

4. 	Policy direction to guide host country

institutions in exercising financial and
 
administrative controls.
 

USAID's
 

1. 	Scope of audit capability in order to assure
 
expanded financial compliance audit coverage

of mission implemented programs and projects
 

2. 	Control over evaluating the contracting and
 
contract management capabilities of host
 
country agencies responsible for AID-funded
 
contracts: and
 

3. 	Complicated project designs resulting in
 
inefficient project implementation.
 

This approach complied with OMB guidelines. However, if the
 
Committee on Government Operation's suggested reporting

requirements were implemented, the following types of

reported weaknesses could be included in future year-end
 
reportes
 

USAID/Egypt
 

Mission lacks evaluation of the contracting

and contract management capabilities of all
 
host country agencies.
 

USAID/Kenya
 

Monitoring of PL-480 3mnmodities from
 
arrival at port through point of sale is
 
not 	well documented by host government.
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Inspector General
 

Audit coverage of AID's organizations and
 
programs is inadequate because employment

of additional staff is constrained by per
sonnel ceilings.
 

We believe the Congressional suggestion has merit and should
 
be considered by AID in future reporting of material weak
nesses to the President and the Congress.
 

Recommendation No. 16
 

We recommend the Administrator ensure that
 
consideration be given to the Congres
sional Committee on Government Opera
tion's suggestion that material weaknesses
 
reported in the year-end statement to the
 
President and the Congress include prob
lems that are significant to a program or
 
individual agency component.
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ACCOUNTING SYSTEM
 

AID needs to evaluate each phase of its new acconting system
 
as it becomes operational. The FMFIA requires a separate

annual report on whether the agency's accounting system con
forms to the principles, standards, and related requirements

prescribed by the Comptroller General. However, AID decided
 
in 1983 not to evaluate and report on its existing accounting

system since it was in the process of installing a new one.
 
Due to extensive delays in implementing this system, AID will
 
not report on conformance of its new accounting system until
 
at least December 31, 1986--four years after passage of the
 
FMFIA.
 

Criteria
 

The FMFIA requires an annual report to the President and the
 
Congress on whether AID's accounting system is in conformance
 
with the principles, standards, and related requirements pre
scribed by the Comptroller General. This report is included
 
in the annual statement to the President and the Congress on
 
the results of the internal control evaluation.
 

AID Did Not Report on Its Existing Accounting System
 

AID decided in 1983 not to evaluate its existing accounting

s9'stem because a new accounting system had been designed, was
 
in the process of being Installed, and was expected to be
 
fully implemented during January 1986. AID described, in its
 
1983 report to the President and the Congress, the accounting

system contract, its rationale for not evaluating the new
 
accounting system, and future plans for conducting the
 
required evaluations.
 

New Accounting System Delayed and Costs Doubled
 

The study for a now computerized accounting system began dur
ing August 1978 and recommended a four phase implementation
 
plan. The ensuing fixed price contract for implementing the
 
system was set at $5.4 million with a completion date of
 
October 1982. However, the contract cost 
was increased
 
almost twofold to $9.9 million and the estimated completion
 
date was extended over 3 years to January 1986.
 

The most significant reason for the cost escalation and the 3
 
year delay was numerous changes in the design and installa
tion of the system. For example, the contractor submitted an
 
$8.2 million claim during December 1982 covering changes

involving 115,000 contract hours. 
 The claim was ultimately

settled for $3.1 million in April 1984.
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Both Phase I and Phase II of the system were to be opera
tional as of October 1984. However, AID plans to operate
 
the old and new accounting systems parallel until January
 
1985 when they expect to be finished with their evaluation
 
and to be satisfied the old system can be discontinued. Both,
 
Phase III and Phase IV are scheduled for completion in
 
January 1986.
 

AID Could Perform Interim Evaluations of Its New Accounting
 
System
 

Due to these delays in system implementation, AID will not be
 
able to evaluate and report on the complete new accounting
 
system until December 1986--four years after passage of the
 
FMFIA. After discussions between AID, OMB, and our office,
 
AID plans to issue in December 1984, a report on weaknesses
 
in its existing accounting system which were identified in a
 
1977 study by a certified public accounting firm. This
 
report will also provide a status report on implementation of
 
the new accounting system.
 

In addition, we believe that AID should perform interim
 
evaluations of each phase of the new accounting system and
 
report the results to the President and the Congress begin
ning in December 1985. Due to the substantial increases in
 
the accounting system's contract costs and period of imple
mintation, we also believe that closer monitoring of con
tractor performance is warranted. Further, to ensure high
 
level visibility of any future contract cost increases and
 
delays, we believe the Administrator should receive periodic
 
progress reports on accounting system implementation.
 

Recommendation No. 17
 

We recommend the Administrator report to
 
the President and the Congress, beginning
 
in December 1984, weaknesses in AID's
 
existing accounting system and the status
 
of the new accounting system implementation.
 

Recommendation No. 18
 

We recommend the Administrator ensure that
 
AID evaluate each phase of the new
 
accounting system as it becomes opera
tional and, beginning in December 1985,
 
include the results in the annual state
ment to the President and the Congress.
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Recommendation No. 19
 

We recommend the Administrator receive
 
periodic progress reports regarding con
tractor performance in implementing the

remaining phases of the new accounting
 
system*
 

28
 



APPENDIX I
 

Page I
 
FILE: FIS 3-4 


EXECUTIVE OFFICE OF THE PRESIDENT 

OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, D.C. 1 v 
ACTION: FM as approp.4te 

October 15, 1984 I=: R/lop, AAM/, WSER 

1-85-5 

oF EXECUTIVE DEPARTMENTS AND AGENCIESMEMORANDUM FOR HEADS 

FROM: 	 JOSEPH R. WRIGHT# JR.
 
DEPUTY DIRECTOR
 

ation of the financial
SUBJECT: 	 Second-Year Imple 
Integrity Act 

a summary 	of GAO expectations for second-year
Attached is 

implementation of the Federal Managers Financial Integrity
 

The summary was prepared as guidance to the GAO staff
Act. 

for use in assessing the progress made by individual agencies.
 

furnished to us by the Comptroller General.
It was 


As you know, ONB has been working closely with GAO 
to ensure
 

Our partnership
early and 	full implementation of the Act. 


with GAO has the objective of achieving fundamental 
changes
 

We too have high
in the way the government operates. 

expectations for real accomplishments in upgrading 

and
 

strengthening systems of internal control and financial
 

management. Under the Administration's Management Improve

ment Programs Reform '88, this etiort coupled with 
numerous
 

other broad-based management reLorms is expecte" 
to result in
 

a modernized, efficient government that operates 
in a
 

business-likie manner.
 

Your continued full support of the efforts in your agency to
 

meet the expectations described in the attached summary is
 

needed to ensure that the management reform objectives 
are
 

realized at the earliest possible time.
 

Attachment
 

850()60 
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GAO Epectations for Agencies'
 
implementation of the Federal Managers'
 

Financial Integrity Act - Year 2
 

The first year's implementation of the Federal Managers'
 
Financial Integrity Act has been characterized as a learning
 
experience--from not only the perspective of the federal agen
cies, but also GAO as well. The process steps required by
 
the legislation, let alone the results that could be expected,
 
were new to many.
 

For the second year, GAO expects considerably more pro
gress, and we have specified a set of expectations as to what
 
each federal agency should reasonably be able to accomplish
 
as a basis for the assurances supporting their required second
 
year reporting. These second-year expectations are based
 
on what we have learned as a result of our prior experience
 
with internal control and accounting systems in the federal
 
government, our evaluation of the first year's implementation
 
of the act, and specific "baseline" information we devele-,4
 
on each of the 22 agencies during the first year review.
 
They reflect GAO's view that the problems that gave rise to
 
this legislation will not be solved overnight, and therefore
 
we cannot realistically expect full implementation this year.
 
On the other hand, these expectations also reflect our view
 
that it is reasonable for agencies, as a basis for their second
 
year reporting, to begin to demonstrate that effective systems
 
are in place and working, or that significant, cost beneficial
 
improvements in internal controls and accounting systems are
 
being made as a result of this legislation.
 

GAO's oxpertations for agencies' second year efforts
 
to implement the act are divided into two groups: one for
 
the act's section 2 requirements (internal controls), and
 
one for the act's section 4 requirements (accounting systems).
 
Annual statements are required for each of these two sections.
 
In addition, while federal agencies have had OMB's final guide
lines to direct their required section 2 evaluations since
 
December 1982, the OMB guidance to date concerning their secion
 
4 efforts consists of the OMB SeptwrYer 1983 draft guidelines
 
and several meetings to describe '1t,.oxpcctations.
 

The GAO expector:.. should be u&. .- "benchmarks' against
 
which to measure agency p-oqrei. at the e'i of ths second
 
year. The expectations should not be viewed as hard and fast
 
standards. Rather, when evaluating an agency's second year
 
performance, they should be used, along with the progress
 
and problems encountered during the first year, to judge the
 
*reasonableness" of agency progress. Thus, an agency whose
 
performance failn to meet these benchmarks may still be judged
 
to be "reasonable" based on that agency's first year problems
 
or other extenuating circumstances.
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Section 2 Zxoectations
 

GsO expects that as a basis for their second 
annual state

ment required by section 2 of the act* 
agencies should have:
 

Organized to establish and maintain effective 
internal
 

I. 

control systems# including
 

appropriate assignment of overall responsibility
 

.--appropriate resources to monitor, train, 
and provide
 

technical assistance and quality assurance
 

--appropriate policies and procedures
 

--appropriate tracking and followup systems in place.
 

(All ((1001)) evaluation process problems 
identified
 

by GAO, the IOs and OHS during the first 
year should
 

be corrected).
 

(100t) assessable
 
Completed vulnerability assessments of all
2. 

units, and verified that the total agency 

has been covered.
 

3. 	Developed an overall plan of action 
to perform intq~nal
 

control reviews, or other appropriate actions, 
in accordance
 

v'Lth the relative vulnerability of the 
assessable units
 

(with necessary resources allocated to 
the evaluation
 

of the most vulnerable units as a first 
priority).
 

4. 	Completed or scheduled on a priority 
basis for next year,
 

internal control reviews or other appropriate 
actions
 

for 	all (1001) assessable units characterized 
as highly
 

vulnerable.
 

Developed a cost effective approach for 
conducting internal
 

S. 

control reviews, or alternativds (along 

with appropriate
 

3ustification).
 

6. 	Made a concertad effort to identify 
material internal
 

control weaknesses, or determine that 
they have effec

tive systems of internal controls, as a 
result of the
 

If it is
 
internal control reviews conducted this 

year. 

(not merely restating
determined that weaknesses exist 


weaknesses previously identified in GAO or IG reports),
 

agencies should have established plans 
including timetables
 

for 	correcting those weaknesses.
 

7. 	Substantially completed corrective 
actions on material
 

internal control weaknesses identified in 
the first year
 

(demonstrated significant internal control 
improvements).
 

In the event that improvements are of a long 
term nature,
 

the agency should hnve developed comprehensive 
corrective
 

action plan3 and be able to demonstrate progress 
toward
 

resolving the problems.
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Section 4 Expectations
 

GAO expects that as a basis for their second annual statement
 
required by section 4 of the act, agencies should have:
 

1. 	Developed and validated a complete inventory of account-

Ing systems.
 

2. 	Documented their overall accounting systems' structure.
 

3. 	Developed a reasonable approach to evaluating their accotzt-

Ing systems' conformance with principles, standards, and
 
related requirements (including appropriate testing of
 
system operation).
 

4. 	Evaluated their accounting systems, compliance with GAO's
 
principles, standards and related requirements, or at
 
least demonstrated meaningful progress in evaluating their
 
major systems.
 

S. 	Made a concerted effort to identify significant instances
 
of noncompliance, or determined that their accounting
 
systems comply, as a result of accounting system evaluations
 
conducted this year (not merely listing known instances
 
of noncompliance identified in GAO or IG reports).
 

6. 	Substantially completed corrective actions for instances
 
of noncompliance identified in the first year (i.e., demon
strated significant accounting system improvements).
 
In the event that corrective actions are of a long term
 
nature, initiated major systems upgrade projects that
 
are likely to correct identified problems.
 

7. 	Peveloped reasonable short-term and long-term plans to
 
bring any instancos of significant accounting system
 
noncompliance into conformance with requirements.
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lostI%%V'14 161K4,4%IW% 

Office of the
 
Assistant Inspector General November 14, 1984
 

for Audit
 

MEMORANDUM
 

FOR: M/FM/COfT Curt ~>Chri t oI~n
 

FROMS AIG/Ati.mes B. Durn
 

SUBJECT: Federal Managers' Financial Integrity Act of 1982
 

(FtIXA)
 

On October 30, 1984, the Internal Control Oversight Comittee
 
(ICOC) staff issued a memorandum outlining how AID will go
 
about segmenting itself for the 1985 vulnerability assessments
 
(see Attachment A). Although there is some flexibility in
 
implementing OMB's internal control guidelines, the approach
 
outlinel in the ICOC memorandum does not fully meet OMB's
 
segmentation guidance. Also, it does not correct the
 
weaknesses identified in our recent draft report or our 1963
 
repor.t on AID's implementation of the FMFIA. I therefore
 
believe that the ICOC should issue a new memorandum on
 
segmentation.
 

Segmentation, which identifies assessable units, is the most
 
critical element of OMB's seven step process to implementing
 
FMFIA. As stated in our recent draft report, assessable units
 
should be of an appropriate nature and size to (1) facilitate
 
the conduct of meaningful vulnerability assessments and
 
internal control reviews and (2) establish accountdbility fc
 
individual managers to evaluate the operations under their
 
control.
 

Although we did not perform a detailed analysis of the ICOC's
 
proposed AID-wide approach to segmentation, there are several
 
areas of concern.
 

It appears that the total number of assessable units will be
 
based solely on the number of organizational components. This
 
will result in assessable units which will be, in most cases,
 
too large to conduct meaningful vulnerability assessments.
 
For example, there are many programs, activities and
 
cross-cutting functions within each of the organizations,
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however, the organization is clssified as only one assessf1le 
unit. Sortie of these elements may havv high vulnerability and
 
others low vulnerability. However, since each organization is
 
considered as one assessable unit, these differing vulner
abilities would be averaged thereby negating the purpose of
 
the entire process.
 

Chapter III of OMB Internal Control Guidelines provides that
 
the most effective way to systematically perform an evaluation
 
is to segment the agency first into organizational or other
 
components and then into the programs and administrative
 
functons within each component. Applying this approach would
 
result in more comprehensive segmentation. There would be
 
multiple, and-therefore more meaningful, assessable units
 
consisting of individual programs and administrative functions
 
within most of the organizational components outlined in
 
Attachment A of the ICOC memorandum. Accordingly, I believe
 
ICOC should request the AID/W offices and missions to further
 
segment their organizational components using, as a guide, a
 
comprehensive list of program and administrative functions.
 

In fact, the list of programs and administrative functions
 
found in Attachment B of the ICOC memorandum could be used as
 
a guide for this purpose; however this list should be
 
expanded. Some of the assessable functions for AID/W and
 
missions listed in Exhibits A and B of our prior report on
 
FMFIA (Report No. 0-000-84-14 dated November 30, 1983) are not
 
included in Attachment B. For example, participant training,

U.S. owned local currency, and agency sponsored research could
 
be appropriately classified as assessable units in some organi
zational components. I believe that all of the assessable
 
functions listed in our prior report should be included in the
 
list of programs and administrative functions. Further* I
 
believe that ICOC should request the Internal Control Working

Group to add to this list any programs and administrative
 
functions that they feel would be appropriate assessable units.
 

I am also concerned about the potential inconsistency in
 
segmentation without more specific guidance to the missions.
 
While a certain amount of flexibility at the mission level is
 
needed, consistency would aid in a wider applicability of
 
subsequent internal control review reconmendations. For
 
example, all missions could spot check for weaknesses found
 
during an internal control review at another mission. If, as
 
sta,.ed in its October 30, 1984, memorandum, the ICOC can only
 
provide the missions with general guidance, I believe the ICOC
 
should closely monitor proposed segmentation by each mission
 
and make appropriate recommendations to promote consiscmncy
 
where possible.
 

One additional suggestion regarding the tone of the memorandum.
 
Rather than the concept that this nust be done because of OMB
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and the IG it seems a more cohstructive tone wold bepreferred. For example, there -are soine very good rea3ons 
the Act was established, i.e. 
improved managemenlt through

strengthened controls, reduce frou-, 
 -aste, abuse, etc. A

reference to 
the interest and involvement of top management

might also be helpful. 
 In this regard, the designated

internal control official may wish 
to sign the memorandum.
 

I am pleased that the ICOC is striving to comply with OMB

guidelines on implementing FMFIA. 
I hope you will find the

above suggestions helpful in finalizing your segmentation
 
efforts.
 

Attachment
 
M/FM Memo dtd 10/30/84
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S... ,ATTACHMENT 
 A
 

Octoter 30, 1984
 

To : Internal Control Working Group.(See Distribution)
 

F:o : Donald F. Walls, A/.. : 

Re! : State 274742 

Subject: Vulnerability Aassssment and Internal Control Reviews Under the 
.ederal Managers Financial Integrity Act of 1982 and OMB Circular A-123 

As ycu know, we have commenced preparations for the Administrator's Annual

repovrt to the President and the Congress affirming the reasonable assurance of
the adequacy of internal controls, disclosing any material whaknesses and
Identifying planned corrective actions. The first such certification maprepared for the Administrator's signature last year based on individualce:tifications from each U.S.A.I.D. Mission Director and AZD/W Bureau and
Division and we will follow a similar course this Year.
 

Ycu will re,,ewmer that in the fall of 1982, USAIDs and Washington officescompleted .n-ernal Control Vulnerability Assessment questionnaires whichpro%,ided consolidated schedules of internal control waknesses. For our
 prcnv action to implement the internal control provisions of the Eit!?I,A.I.D. teceived compliments and high ratings frai.the 01M. Subsequently,
hewever, aC3 issued internal Control Guidelines in Decerber 1982 and CircularA-123 in August 1983 anplifying the FMIA and delineating a uniform processfo: all agencies to follow in cmiplying. While the system is flexible enoughto ac:ca.odate differing approaches by different agencies, it does specify a 
process of seven steps: 

C 	 Organizing the Process
 

o 	 Segmenting the Agency into organizational coponents, and then

identifying the programs and administralJve functions conducted in
 
each coponent.
 

o 	 Assessing the vulnerability to waste, los, unauthorized use or
misappropriation of the funds, property or other assets within each 
conponent. 

o 	 Designing phases and schedules for the performance of internAl 
control reviews and other actions. 

o 	 Reviewing the internal controls for selected pro.am and
 
ad*inist:ative functions.
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O Determining, scheduling and taking the necejsar7 corrective actions.
 

o 
 Preparing the annual statement to the P.:esident and the Congress.
 

While agreeing that our early initiative has enabled A.I.D. to make

significant strides in improving internal control, OMS and the IG have becom
 
insistent that we adopt the process incorporated in the Guidelines and

summrarized above. This we have agreed to fully ccmply with in 1985 and are 
currently evaluating a self-teaching program developed by a contractor for
 
another Federal agency for possible distribution to the field and AID/W
 
offices.
 

A major concern of the OMB, and was that ourthe IC initial assessment, based
 
as itwas on each USkID Mission and AID/W Bureau as an assessable unit, was
 
not sufficiently secjmnted (Step 2 in the process above) to provide detailed

review of all prograrms and functionn. The Guidelines provide that Agencies

,mysegment either ilcng organizatioral or program lines as long as all
 
programs and administrative ftnctions are reviewed. We have made initial
an 
effort to segment IUD/W along organizational lines and have arrived at the
 
list of 176 assessable units which are appended hereto as Attachm.ent A. Tde

would like you to review these and provide any addition3, deletions or
 
comrents you ray hive to Don Walls, tVFM, Room 525 SA-12, telephone 632-0184 
by Ncvtber 9, 1984. 
 If sufficient difference of opinion exists, wo will have
 
a :ret<ting of the working group to arrive at a consenqus. On the basis of this
 
poll or such ixeting, we will provide a final iisL for ICOC approval. This
 
list will then be distributed to each Assessable Unit manager along with a
 
listing of cross-cutting program responsibilities (Attachment B) and
 
additional guidance which should be considered in the Vulnerability

Assessments and Internal CO--n- 1- V w:ni&ich we must perform in 1985. 

USAID Missions will also be expected to segment into more manageable
 
Assessable Units. Our thinking is that although we will provide more guidance
 
we will leave the actual segmentation to individual US.ADs since
 
organizational structures within each mission vary widely. 
We will furnish

the AID/W Assessable Unit listing and provide general guidance for the
segmentation exercize. in decision is,of course, subject to ICOC
 
ratification.
 

We cannot stLrss too heavily how much importance the 0M*B is putting on 
internal control generally and this process specifically. Pleize give it your
priority attention and let us have your conrent- as soon as possible.
 

Attacr.hmnts: z/Is 

Distribution:
 

PRE/'PP? Bruce eouchard, 635 SA-14 
P!0D Evelyn Hooker. 1134 cA-1
 
LEC/PP.P Pf ter Theil, 2,89 NIS
 
PPC/,'S Mary Love, 3665 NS
 
!:-./DP/PP W.. Miller, 6442 NS
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LAC/CO John Davison, 3247 .lS 
AkWP.4e Ford Bcown, 2744 tJS 
cC/CON Xenneth Fcies, 6949 t1S 
ASA/ODP/F Douglas Franklin, 3,208 NS
 
M/Smt' Mary Wazpler, 201B SA-11 
IP.%/i w Fred Allen, 708E SA-12 
:A/PA Ron Davidson, 2736 NS(Temp.)
BIFAD/S John Rothborg, 5318 NS 

mV/mS Ben Page, 217 SA-8 
S&T/GW Susan Walls, 513 SA-18 
S&T/MGT Margaret Theme, 513 SA-i8 
SIT/WGT Ken Milow, 513 SA-i 
COP Ivan Ashley, 1224 SA-I 
IG/RIG/A/W Reggie oward, 409 Sh-16 
OFTA George McCloskey, 1262A NS 
TOP Christian Holses, 308 SA-16 
SDB Barbara Otis, 647 SA-14 
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AGENCY FOP. IE AT7 O'AL l0**..
AMD/W ASSESSABLE VNITS 

Office of the Administrator, A/AID
 
1. Administrator
 
2. Deputy Administrator 
3. Counselor 

Office of the Executive Secretar., ES 
4. Imnediate Office
 
S. Commmications Coordination Staff 

Bureau for Program and Policy Coordination, PPC 
6. Assistant Adiniatcator 
7. zx9c1tive Mtanagemnt Staff 
8. Office of Policy Developient and Program Review
9. Office of Ecoomic Affairs

10. Center for Deveiopment Inforntion and Evaluation
11. Office of Planning and Budgeting
12. Office of Women in Development 
13. Office of Donor Coordination
 

Bureau for Science and . Techology
14. Office of Lhe Se.Iior Assistnt Adinistrator
 
15. Office of Prc, ram 
16. Office of managment
17. Office of Technical Review and Informtioni 
18. Directorate for Vccd and Agriculture
19. Office of Agriculture 
20. Office of Nutrition
 
21. Directerate for "nerT1 and Natural Iea~urce8 
22. Office of Forestry £nvironment and Natural Resources
 
23. Office of Energy

24. Diremtora-t for Human Resources 
25. Office of Augfl and Institutional Developm rn
 
26. Office of rduc.jtim 
27. Office of International Training
28. Directorate for Kealt!4 and Population 
29. Office of Health
 
30. Office of Fopulation
 

Bureau for Mna;ement 
31. Office of the Aairintant to the Aministratoc for Xanagment 
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Office of Pecsonnel Management
32. Office of the Director
 
33. Labor Relations Staff
 
34. Executive Personnel Management Staff 
35. Executive Placement and Recruitment Staff 
36. Civil Service Perscnnel
 
37. Policy Planning Staff 
38. Resources Planning Staff 
39. Foreign Service Personnel 
40. btployee Relations and Services Division 
41. Position Management and Classification Division 
42. A k inistrative Officer
 

Office of Financial Management 
43. Controller 
44. Deputy Controller for Overseas Operations
45. Executive Officer
 
46. Accounting Systems Division
 
47. Budget Division
 
48. Central Accounting Division
 
49. Erployee Services Division
 
50. Loan Management Division
 
51. Program Accountinq and Finance Division 
52. Support Services ivision
 

Bureau for Food for Peace and Voluntary Assistance' 
53. Assistant Admini-trator and Coordinator 
54. Ahidinistrative Officer 
55. Office cf Progrz-mn Policy and Evaluatien

56. Office of Private and Voluntary Cooperation
 
57. Office of Food for Peace
 
58. Office of American Schools and Hospitals Abroad 

Directorate for Proqram and Management Services
59. Assoctate Assistant to the Administrator for Managmont
60. A4ninistrative Operations Assistant
 
61. Executive and Overseas Management Service
62. Ottirc of Irformation Resources Management
63. Planning and Evaluation Division 
64. Mission and Program.Services Division
 
65. Technical Support Division 
66. AID/,; Client Services Division 
67. Mandated Manajorent Program Division
 
68. Automaticti Suppcrt Division 
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69. Office of Managc ment Operations
70. Comrmitcat ions and Records , anacement Division 
71. Resources Management Division

72. Publications Management Division

73. Travel and Tran.qpurtation Naliagenent Division
74. Office of Contract Management

75. Services Operations Division
 
76. Regional Operations Division
 
77. Central Operations Division 
78. Support Division

79. Office of Comnodity Management
80. Africa, Latin America and the Caribbean and 

Interregional Division
81. Near East and Asia Division
82. Commodity and Pcocurement Support Division83. Governknt Property Resources Division
84. Transportation Support Division 
85. Surveillance and Evaluation Division
 

Bureau for Private Enterprise

86. Assistant Administrator 
87. Administrative Office

88. Office of Policy and Prcgram Review 
89. Office of Investment

90. Office of Housing and Urbrm:',.91. *The President's Task 'orce 

,ars 
on ;nternatonal Private Enterprise 

Bureau for Africa 
92. Assistant Administraat ,-r
93. Office of Program RResources
94. Sxecutive Mznagem,.nt Staff
95. Office of Development Planning
96. Of fice of Tech,,ic3l Reso,:rces
97. Office nf Pre)ect Develrc nt98. Cff ice of Sahel and est African Affairs 
99. Office of Southe(rn Afri.ca Affairs
0. Office ot Cintral Afric Affairs
1. Office of Coastal W.est Africa Affairs


.02. Office cf Eastern Africa Affairs


.03. Office of Regional Affaics
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Bureau for Asia
 
104. Assistant Administrator
 
105. Executive Management Staff
 
106. Office of Development Planning 
107. Finance Division
 
108. Office of Project Development

109. Office of Technical Resources 
110. Office of Bangladesh and India Affairs 
111. Office of Pakistani Nepal and Sri Lanka Affairs
112. Office of Philippines, Thailand and Burma Affairs 
113. Office of Indonesia and South Pacific/ASN Affairs 

Bureau for Latin America and the Caribbean 
114. Assistant Administrator
 
115. Executive Management Staff
 
116. Controller Staff
 
117. Office of Development Resources 
118. Office of Development Program
119. Office of Caribbean Affairs
 
120. Office of Central American an Panamerican Affairs
 
121. Office of South American and Mexican Affairs
 

Bureau for Near East
 
122. Assistant Administrator
 
123. Executiv- Management Staff
 
124. Office of Development Planning
125. Controller
 
126. Office of Project Developmnt

127. Off ic<.! of Technical Support

128. Office of Near Eastern/North African.Affairs
 
129. Office of Egypt Affairs
 
130. Office of Middle East Affairs
 
131. Office of European Affairs
 

Bureau for External Affairs
 
132. Assistant to the Administrator for External Affairs
 
133. Administrative Or...icer 
134. Office of Media 
135. Office of Publications
 
136. Office of Public Inquiries
137. Office ot Interbureau Affairs and Special Projects 

Office of Legislative Affairs
 
138. Director
 
139. Congrensional Liaison Staff 
140. Program Prosentation and Legislative Projects Division 
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Cffice of the Inspector General
 
141. Inspector General
 
142. Executive Management Staff
 
143. Office of Policy, Plans and Programs

144. Regional Inspector General for Audit/Washington

145. Regional Inspector General for Audit/Latin Ameri
146. Office of Investigations and Inspections
147. Office of Security
 

Office of the General Counsel 
148. General Counsel
149. Assistant General Counsel for Africa150. Assistant General Counsel for Latin American and151. Assistant General Counsel for Asia
152. Assistant General Counsel for Near East153. Assistant General Counsel for Legislation and Po154. Assistant General Counsel for Employee and Publib155. Assistant General Counsel for Central Programs156. Assistant General Counsel for Litigation and Enfc157. Assistant General Counsel for Contract and Comu158. Assistant General Counsel for Housing159. Assistant General Counsel for Private Enterprise
160. Atninistrative Operations Assistant
 

Office of Equal Opportunity Programs
161. Equal Opportunity Prograns 

Office of Smill a Disavantaged Business Utilization
162. Swill and Disadvantaged Business Utilization
 

Dffice of U.S. Foreign Disaster Assistance 
163. DirectoL 
164. 
 Asia ind Pacific Division

165. Ldtin American, Caribbean an Africa Division
166. Operations Support Division
 
167. Administrative Officer

168. Congressional Liaison Officer 

Office of the Science Advisor
 
169. Science Advisor
 

BIFAD Support Staff 
170. Executive Director
 
171. Country Programs Division 
172. Research Division
 
173. Institutional and Hwnan Resources Division
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Advisory Cotmittee on Voluntary Foreign Aid
 
174. Chairman
 

Board for International Food and Agricultural Developnnt

175. Chairman
 

AID Research Advisory Comittee
 
176. Chairman 
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Attachment B
 

GENERAL AND ADMINISTRATIVE 

o General policy and direction 

- management plans and policies
 
- formal plan of organization
 
- program administration/management
 

o Budget
 

- planning and formulation
 
- execution
 

o Financial management 

- organization and management
 
- ftmd accounting/fund control
 
- general ledger/maintenance of accounts
 
- cost accounting
 
- property accounting
 
- advances
 
- memorandum acccunting
 
- cash ranagement
 
- travel
 
- pay, leave, allowances
 
- voucher examination
 
- collections 
- FACS/'ACS 

o Administrative support 

audit 
corwnuicat ions
 
health care
 
legal 
printing and reproduction
 
public affairs
 
security
 

o Logistics management 

maintenance activities
 
supplies and inventories
 
trannportat ion
 

o Personnel 

staffing 
training
 
morale and welface
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o Procurement 

- management
 
- contract award
 
- contract administration
 
- small purchases 

o Property 

- personal property
 
- equipmnt
 
- ral property and facilities 

o ADP 

- systems analysis and design
 
- programing services/software support
 
- operation and maintenance of ccmpWter systems
 
- security
 

PROMAM AnD MISSION~ 

o Third parties 

- grants
 
- contractors
 
- PVOs
 
- debt collection 

o Program Management 

- project design
 
- project evaluaticn
 
- program guidance, plans, and policies
 
- resource management (funds, personnel, etc.)
 
- tracking syste/data management
 
- cost analysis activities
 
- program effectiveness activities (oversight ard evaluation) 
- security 
- PL 480 
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AGEN(;Y FOR INTERNATIONAL DEVELOPMENT 
WA.%H:Nr 4 TON 	 D C ;'0'2j 

1 NOV '1984
 

MEMOfR ANDUM
 

PO: 	 RIG/A/W, E. John Eckman :
 

FROM: 	 AA/M, k. . Rollis, Jr. 

SUBJECT: 	Dratt Audir- R(4rort "All) e to do More to

Comply With tile 
Federal Managers' Financial
 
Integrity Act"
 

It is unfortunate that the 
roecrt crit.iciz,,. AID for
addressing known weakneszen or (euphasizinq substance overprocess, 	 implying the la-k o' al institutionalized
 
approach to internal coistols. We recognize the
differences between those two ;tpproaches and the
advantageo of instittntionalizing t-h, int.rnal 
control process. In fact, aL the entrans,, conference, we readily
agreed that ouir procetss differed from CM3MB's 
and that 	we are taking ?;tops to more closely corply with th" OMB
 
process. Nevertlhele-ss, we bliove ther approach taken by
AID should be ackrnuwldged and re,:oiniz(d for its

accoitplihiu3rtent!, especial]y at 
our over sa+,mis lonc.
 

When the 	 int,,ina1 control e ftor t:,first :-tarted in 198f, I
ue]d AT)", sn i,' Controllr .,, with ,-xtonoivs, knowledge of
ATl)it, O),'rat. ions t:ojet.h-r 
 with th, 	lieputy llure.au AAs to do an extn.-iv,, rovi i.w and *7ina lys i - of All)',; payment policies
and th,- vartww:. t-V-, of vulnenrability in using 	th¢;te.
payment policif,.. 'l''ii; grti wtB calle,d the PaymentVerticiation Tank torce and dulrinq the ,,a, ly months ofA-123 also :o-r,(:d ,: th,: lit enn,, Cont.rol Oversight
ColnmittO 	,. '. unonfl ,u 
 t. hit; e+xtfrJi;vo knowlf,+dq baseti twosignificarnt . '+ t , were love])pod for improving internal 
control!,.
 

1. A lota l(-.d :,;iorn qlnrtionnj ir wan p)rpared which
aiiked many very spslpc:tfiic intrnaI cont,rl type

(|liesntion.-; t() t't '')|ij
l i ' f tI1Qo',rdt; ,'Xinted(in
 
soveral int'"roiii1 control areai; which 
 t hene senior 
Controll 1,i
; ilt.aidy kn,,w [Cr nTi #4X|)0fl'perlr e were
alslicepLO1,1, to n ibutn . Tl* l:; leo at ioniiir,, :oncontrated 
o01 nifoguarti; and wont ,o';Id. 
,.2, y hyonl th mirioter 
qeo'r. il erdtIivuln + t 9 n,:;::,,t i'ro) b )Mn inl hy
later qulld.anc,!. In aitr,a Pr, F, All), wilere I,
evora.
U"nti-fnal 	c,)t ,)| w(,-,krj,,! ti,; w L,,, Airaiy known, it did 
not j'lpoi, to make :wj;h sonr:e o do the nore cur ,ory
g nori ] as: ;': lt. o do t rmn , th,' e-x i tenc f) of a
 
onnil o, wl,- ioiuj 
 when yt t t : .,dy li.d knowltdge, of
 

h'fff-6ao.t e. u,,rweikno.vi.
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2. In addition, the Payment Verification Task Force
 
developed several broad cross cutting puicy changes

that the Administrator endorsed in 1983. 
These policy

changes, like the questionnaires, were developed by

senior knowladoeable AID employees and addressed the
 
need for assessing the appropri :e methods of
 
implementation and financing for use 
in specific

countries a.id missions early in the planning process.

Other policy changes dealt with the need to do overall
 
assessments of procedures used by host country

governments and policy changes to strengthen AID's

verification, auditing and other monitoring procedures.
 

The IG report does not fairly describe the efforts at

improving internal control that have taken place within

AID, and instead presents a report criticising AID for
failing to follow a "process". It is somewhat amusing to
be criticised as we are on page ii of the Executive

Summary where it first says '...vulnerability assessments
 
were used with effectiveness to identify internal control

weaknesses...' but then imply criticism because they went

beyond the more general assessments intended by OMB.
 

I would expect the IG report to recognize the knowledge

base that does exist in AID and commend the

Administrator's efforts at getting to the heart of 
some of

these known weaknesses early in the effort, especially

when AID's overall direct hire staff has been declining.

We do not see where the report recognizes the realities of

the foreign aid program and its complexities and the
serious effort AID has been making in getting the missions
 
to address seriously the matter of internal control.

Rather than reporting our efforts, which have been

acknowledged as different, plus our subsequent efforts to
mesh that approach with that of OMB, AID has been depicted

as being out of step with the government efforts on
 
strengthening internal control.
 

Finally, the Executive Summary is inconsistent with the

body of the report. At the minimum, we request that the
 
summary accurately reflect your findings with more
 
fairnesb and perspective.
 

Our specific comments on the draft audit report are
 
included in the attachment.
 

48
 



APPENDIX III
Page 3 Bof 6 

ATTACHMENT
 

Specific Comments on IG Draft Report on Internal Controls
 

Executive Summary:
 

We feel that the matter at the end of this section

(pages iii to v) should precede the listing of "AID still
has not' beginning at the bottom of page i and include the
fact that AID has developed a timetable for conversion to
the OMB promulgated system commencing in 1985 and

communicated such intention to OMB.
 

The statement in the first full paragraph on page iv that
GAO, OMB and IG expected considerably more progress is not
supported by any communication to us during the year.
Appendix I to the report is dated October 15, 
1984 - after
completion of the audit and states that the expectations

listed are only "benchmarks" and not hard and fast
standards. 
 It makes clear that the "reasonableness' of an
Agency's performance is 
to be judged on the particular
circumstances. 
In light of the effort and progress we
were recording in correcting identified weaknesses during
1984 we believed and have every reason to believe our
performance to be reasonable. 
The bottom line of this
 program is to correct weaknesses and we will confidently
match our record with other Agencies' performance. The
executive summary should reflect this.
 

Thq second paragraph on page iii should refer 
to internal
control weaknesses identified in 1983, and not 1982. Our
count is 283 
rather than 285 and as of September 30, 1984
only 59 had riot been corrected; we consider this to be
worthy of favorable comment rather then the criticism

which appears as written.
 

The third paragraph on page lii 
is mixing apples and
oranges. Individual weaknesses were 
repeated in many
units and certain weaknesses perceived as important at
individual missions were not considered material
weaknesses of 
the Agency as a whole. 
 If you believe we
have tailed to report material weaknesses, this paragraph
should highlight them but the report does not disclose
 
this to be the case.
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The fourth paragraph on page iii, in order not to be
 
misleading, sbould be changed. 
Our new accounting system

is in process of installation. We will report on the

inadequacies of our current system and are working with
 
our contractor to assure that the new system possesses all
 
the criteria of adequacy when fully implemented.
 

Policies and Procedures Should Reflect OMB Guidelines:
 

The carryover paragraph at the top of page 6 is incorrect
 
in saying "contrary to OMB guidance" The internal
 
control vulnerability assessment questionnaire was
 
distributed prior to the promulgation of the OMB

guidelines so could not be in contravention of them. In
 
any event, the questicnnaire directed the missions' review

efforts into ten functional areas and so anticipated the
 
guidelines. Further, internal control actions are being

nonitored by ICOC through the Internal Control Manager.
 

Ihe first full paragraph on page 6 should disclose that
 
:he Agency's fragmented guidelines on the seven steps

Listed are being brought togethe: and formalized through

in instruction module just coming off the presses and will

be distributed to all assessable units in the near future.
 

FMFIA Traininq_±Pograyms:
 

The second full paragraph on page 7 should make clear that
 
the self-teaching module will be introduced to managers in

formal training s;essions to fully acquaint them with the
 
entire OMB process.
 

ICOC Meetings and Activities:
 

The first paragraph on page b under this heading should

point out that the IG representative to the ICOC is among

those not. dttending meetings.
 

The second paraqraph is inaccurate in stating that staff
 
responsibilities are not set 
forth in writing. In
 
addition to the overall responsibilities described in
 
AID's Tnternal Control Directive, several individuals have

specific internal control responsibilities included in
 
their annual performance plans.
 

The first full paragraph on page 9 should be expanded to
 
indicate that quality testing is included in the 1985 work
 
plan after there nre ICRs to review.
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Segmenting the Agency:
 

On Octeber 30, 1984 a proposed segmentation of AID/W into
 
176 assessable units was distributed for comment to AID/W
 
bureaus internal control contacts. Very few changes were
 
suggested and we expect to submit a final list to the ICOC
 
for ratification shortly. This will be followed by
 
guidance to overseas missions, instructing them to segment
 
each USAID into assessable units appropriate to its size
 
and organization. We believe this information should be
 
substituted for the suggested material under tthis
 
heading. As v-,t indicated earlier, it is noL correct to
 
state that each overseas mission was categorized as only
 
one assessable unit.
 

We believe Recommendation Nos. 4 and 6 are no longer
 
necessary.
 

Vulnerability Assessments:
 

We have no quarrel with this material including
 
Recommendation Nos. 7 and 8 but believe it should be made
 
clear early on that AID is planning to conduct
 
Vulnerability Asse- ments early in 1985 upon distribution
 
of the self-teaching module and appropriate training.
 

Planning and scheduling Internal Control Reviews and Other 
Acti o*rs: 

The mafterial 1,,adinq to Recommendation Nos. 9 and 10 is 
subject to the same observation as Vulnerability
 
Assessmentq above. 

Many Cotrective Actionr, Taken: 

This firnt paragraph on page 33 should indicate that 224 
-
of the 283 weaknesses (80%) identlf'.6 . in 1983 were
 

corrected as of Septembor 30, 1984. The carryover
 
paragraph at the top of page 34 is now redundant,
 

cannot predict how many weaknesses may
especially since we 


be applicable to the
 

be corrected during the last quarter of 1984. 

Tracknrl Corre, tive Actions Needs Improvement: 

While we have no objection: 
15, we believe this section 

to Recommendation Nos. 
nhould be re-written. 

14 and 
The 

recommended now tracking syotea will 
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now VA/ICR syrtem we are introducing in 1985. 
 The current
tracking system is satisfactory in the current

circumstances. 
Among the items listed, some are clearly

inapplicable and the other data may be easily retrieved,
 
if useful.
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FEDERAL HANk1ERS' FINANCIAL INTEGRITY ACT
 

LIST OF REPORT RECOMMENDATiONS
 

Recommendation No. 1 6 

We recommend the Administrator ensure that
 
written operating p. icies and procedures are 
amended to fully institutionalize OMB's seven
 
stop evaluative process.
 

Recommendation No. 2 6
 

We recommend the Administrator ensure that a 
comprehensive FMFIA training program and schedule 
are developed for management and staff who over
see and conduct vulnerability assosnments and 
internal control reviews. 

Recommndation&No. 3 6
 

We recommand the Administrator continue strong 
visible foupport for the FMFIA and ensure that the 
Internal Control Manager and all ICOC members are 
directly involved! in ICOC meetings and other 
activitLies, including initiatives tot delineate 
ICOC Utntfing rosponsibilities: clarify ICOC's
 
decision-making process; and establish ICOC
 
quality control reviews.
 

Reo.umradnt Jion No. 49 

We recommon:dt the Administrator ensure that each 
USAIi) and all bureaux and offices in Washington 
segment their respective orjaiizational programs 
and administrativo furictions Into assessable 
units ot an appropri4te niture and size. 
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Recommetidation No. 5 9 

We recommend the Administrator ensure that
 
uniform guidance on segmentation procedures is
 
available to all USAIDs, bureaus, and offices.
 

Recommendation No. .
 9
 

We recommend the Administrator ensure that an
 
agency-wide inventory of assessable units Is
 
developed and maintained by ICOC.
 

Recommendation No. 7 13
 

We recommend the Administrator ensure all USAIDs,

bureaus and offices conduct vulnerability assess
ments in accordance with the AID directive and
 
OMB guidelines for a quick perception of the
 
potential for loss.
 

Recomendation No. 8 13
 

We recommend the Administrator ensure that ICOC
 
monitor asnd evaltiate the results of vulnerability

assessments and the related assurance statements
 
to promote consistency among similar assessable
 
units.
 

Recommendation No. 9 
 16 

We recom'.nd the Administrator ensure that
 
uniform gbudanco is made available to each
 
assessable unit in USAIDs, bureaus, and offices
 
to help plan and schedule ICRu and other appro
riate actions In a priority manner based on the
 
results of the vulnerabilJty assessments.
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LIST OF REPORT RECOMMENDATIONS (Cont.)
 

Recommendation No. 10 18 

We recommend the Administrator ensure that a
 
sufficient number of internal control reviews are
 
performed in accordance with OMB guidelines.
 

Recommendation No. 11 18
 

We recommend the Administrator ensure that ICOC
 
review the results of all ICRs and instruct other
 
AID components to consider applicable ICR recom
mendations for their operations.
 

Recommendation No. 12 19 

We recoimend the Administrator unsure that when
 
ICRs a.ce performed by a contractor, the scope of
 
work Incl1ude a training provision for agency staff.
 

Recommenildtion No. 13 19 

We recommend the Administrator ensure that written 
guidance is established for performing internal 
control reviews including AID managers' involve
ment when contractors perform such reviews. 

Recomnmendation No. 14 22 

We recom ndeId the Administrator ensure that written 
guildance in established for taking corrective 
actions on identified weaknesses in an expeditious 
mannor
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Recommendation No. 15~22
 

We recommend the Administrato: ensure that ICOC
 
loprove its corrective action tracking system by

including: (a) all assessable units and their
 
degree of vulnerability; (b) planned and actual
 
target dates; and (c) summary information on the
 
results and status of the evaluative process°
 

Recommendation No. 16 ~25
 

We recommend the Administrator ensure that consid
eration be givena to the Congressional Committee on
 
Government Operation's suggestion that material
 
weaknesses reported in the year-end statement to
 
the President and the Congress include problems

that are significant to a program or individual
 
agency component.
 

Recommendation No. 17 
 27
 

We recommend the Administrator report to the
 
President and the Congress, beginning in December
 
1984, weaknesses in AID's existing accounting

system and the statun of the new accounting system

Implemuntaton.
 

RecommendAtion No. 18 
 27
 

Wo reoomv,:end the Administrator ensure that AID
 
evaluate each phase of the new accounting system as
 
it becomes operational and, beginning in December
 
1985, 
Include the results in the annual statement
 
to the President and the Congress.
 

Recommndation No. 19 28
 

We recommend thu Administratjr receive periodic

progreous reports regarding contractor performance

in ImplementinU the r~imaining phases of the new
 
accounting system.
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AID NEEDS TO DO MORE TO COMPLY WITH THE
 
FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT
 

LIST OF REPORT RECIPIENTS
 

The Administrator 1 
Office of the Executive Secretary, ES 1
 
Internal Control Oversight Committee 14
 
Bureau for Management, AA/M I
 
Bureau for Africa, AA/AFR I
 
Bureau for Asia, AA/ASTA 1
 
Bureau for Latin America and the Caribbean, AA/LAC 1
 
Bureau for Near East, AA/NE 1
 
iZureau for External Atfairs, AA/XA I
 

Office of Press Relations, XA/PR I
 
Burenu for Food for Peace and Voluntary
 
Assistance, AA/FVA 1 

Bureau for Private Enterprise, AA/PRE 1
 
Bureau for Program and Policy Coordination, AA/PPC 1
 

PPC/CDIE/DI 2
 
Bureau for Science and Technology, SAA/S&T 1
 
BIFA Support Staff, BIFAD/S I
 
Office of Financial Management, M/FM/ASD 2
 
Office of Equal Opportunity Progre.ms, EOP I
 
Office of the General Counsel, GC I
 
Office or LeAqislative Affairs, bEG 1 
Office of the Science Advisor, SCI I 
Office of fi1l1 and Disadvantaged Business 
Utilization, SDB 1 

Office of U.S. Foreign Disaster Assistance, OFDA 1 
Directorate t:or Program and Management Services, 

M/SER/MO I 
M4/SR/ ECPM 

AID Overmean Missions 69
 
Office of the Inspector General 1 

AIG/Aud it
 
IG/PPP 1
AIO/1AIG/SkII1 I
 

Io/EMS/C&R 
 16
 
RIG/A/Cal ro1
 
RIG/A/D.kar
 
RIG/A/KMrw.chi I
 
R13/A/LA
 
RIG/A/Man ]a 1
 
RIG/A Nlrobi I
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