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Memorandum
 
TO	 Mr'. IUl:ltat'd H. Murtilll3Z, NAU DATE: December 18, 1978 

FROM	 J. A, Vu~\llo, ({ogional 'l'olecom Tochnicinn (RTT) . 

SUBJECT:	 Telecom Pcoject l h'ocuradur!a (OAG) 

Rot: Bogota 11717 

r.	 GOllural 

J. ~:ix mootings wore held betwoon HTT and fivo agencios during Doc. 
14-15, 1978 to o:;tablish current status of the OAG telecommunications 
projec'~ and to detormino acti.ons indicated to implement the project as 
.promptly us foasible. Highlights of eaoh meeting are reportod below 
with ngf'oumont:: roachod alld roconunendod actions to be to.kcm. 

2.	 Moetin~s were held with the following agenciea: 

a) Nurcotics Affaira Office (NAO) 

b) Pr(Hml'Eulur{a (OAG) 

u) 'l'olecom ('I'EJL) Colombia Long Lines Agenoy 

d) Siemens (SM) Teletype, Colombia 

·0) Dl'ug	 Enforcement Agency (DEJA) 

II.	 Narcotics Affairs Office Meeting - 0130. 14, 1978 

1. Projoct Agreemont. TIlis was reviewed for tolecom and vehicle 
cummodities projected for F'Y 78 and FY 79 and program distribution. 

2. It was noted that point -to -point teletype was programmed betwQen 
Bogota and all cities involved in the program. Ref. PROW, (B) Objeotives 
Pr'ogJ'es~, pago 2, o. Communications support. No provision is specifically 
made for teletypo commoditien undor PROW (C) Re:3ourcofJ, Cornmoditios, (u) 
COllllllun i cuti ans J~q uipment. 7 Siemens tele printe rP. and 8 'I'CC teletype pl':i vaoy 
dovices ar'o in country. Hef: PIOjC 514-175.8-5-60230 itotlls 18 Emd 20. 
fiy conventional techniques 10 teleprinters and 10 privacy units are requirod 
to estublifJh the five circuits projected in the FY-?8 progrlUll. Recornrnond
ntiollG ror' providing five programmed teletype point-to-point eil'cuit~: with 
uvailablo oquiptllent in the near futuro are proposed in outoome of DEA 
mootinl?:. 
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3. GAG 'l'olouom Hupresentativo, was oontaotod for a meoting to 
corwul t on im:tLLllution proposulc, oito evaluation and perBonnel and 
commodity r'oquirelllonta to moet program objectives. 

tI. Hecornmolldationn 

u) NM/,l'SD Lo reque:Jted to proceod with doownentution to release 
to GSA for procul'emont tulecom cOllunouition as listed ill Pro-Ag. 

b) Te~;t equipmont and tool kits for a repA.i.r shop in Bugota 
and to equip a mubile ropair teom Cor field work are recommended for 
iuelu:.:;lun in li'Y -78 prUCUI'0munt. 

c) Ruqueot NM/,rSD consider advisability of ~JUb~;tituting Convert
acorn !JIus Hand Huld UHF-FM unit, for mobile UHF-FM on Vt,] insta.llations • . 

tl) Il'Y -79 Pro-Ag reflect teletype commodi tie:: .ant. 

III. GAU 'l'olucolIl Hopr'osentative Mooting 

1. Muoting held with Jose Colis, GAG Tele~om Representative (TR). 
Oistl'ibution of tolecom commodities to Bogota and five oities in FY -78 
program was agrned upon and charted. 

2. A mooting was arranged with Telecom (TEL) Engineoring and 
Commercial Huprusontative to fix technioal operating procedures on program
med Point-to-Point teletype circuits. 

;). 'PH ooncurred in recommendations II, 4, band e. 

4. In viow of Ilw.gni tude of' programmed installations at least four 
tl'uillod tuln(;om tochnicians aro required, two in Bogota anu two for 
fiuld ill:;tullatiolls tind maintenance. 

5. Hocommondations 

u) FY~79 Project Agreement to specify four telecom teohnicians 
in:3toad at' two. 

b) DJUA prepare lettor request to GAG roquestiug recruitment of 
additional telocom personnel. 
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IV. 'l'ulUL:Olll (Oolollluia Long Linu:.; Agency) Meoting - 00C. 14, 1978 

1. H'l"l' and OAG 'l'R met with 'folecom IDngineer Hernan Perdomo. 
Tho follonrlng tochniclll agreements woro reached: 

11) Oporation half duplox, 20 ma noutral. 

b) Tolouom (TruL) will supply tolograph battory. 

l~) Tolncolll ('l'IDL) will regulato loop currant at its contl'al of rico. 

2. f\ 1.u:;-1, ::<:Iwdulu WH:; ;;ul, 1'()1' Doc. 18, l~'7B at OUOO to tu:;t oporation 
on two ur t'ivo linu:: /IuW tUr'lllinatod at OAG houdquurtur:J. 

3. n) [{'l'T nnd OAG 'l'H also mot with Tolecom Oommoroial Roprosontativo. 
'l'sietypo :;uIJscribu/' application forms wero completed conforming with the 
tochnil.lal upocii'iuutions of la, b, und c precedine. 

b) Applicatiun~·; were l:imitod to fivo point -to-point circu:i.ts, 
Bogota to (Jueh of fivu citieo, Culi, Modollin, Burrtl.nquillu, Popayan and 
Pasto. Appl1.utl.tiuns pending for cir'cuits between Cali und [Jurrtlliquilla 
and Oal i und Mudullin were cancellod. 'rhe latt{jr conununi cat iono capabil
itio:J could uo mudo uvailable by :lwitching or tape roluy ut. Bogotu. 

V, SiOIlJOllS 'l'olotypo Moeting - Doc. 15, 1978 

1. HT'l' and OAG 'l'R met with Johann Finger, Siemenn Privato 'l'elecom 
DivifJion Ohie(' and hi::; assistant F'rancisco J. Torres B. 'rhe following 
undorDtulJ(llllg was reached. 

u) Siomens could provide immediately a manual telegraph switoh
bour'd Oil lfJu:Ju if urder placed for eithor a mWlUul or on automatic switch
ing terlllinul. 

t) The manual switching terminal would have u capacity of 10 lines 
(tolotypo drcuits). It would permit establishi.ng fivEl point-to-point 
circuit8, Et:J programmed, with 7 teleprinters, two in Bogota and ono each 
at l;lto 5 ci tios. 

e) The manuul terminal Modol TOM-IO cost is givull 1.1:> Ilpproximatoly 
$12,000 ~OB Uuenos Aires. 

d) 'l'ho uutomatic switching terminal, Modol EMX -1010 costs $35,000 
}1'013 Uhon'y Hill, N,J. It has e. capacity of 20 line:1, roquil'os 110 oporatol' 
uttOIlUIUI(:O /lnd hus 11 memory for mOSGl1go retrieval. 
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e) LUIiGO faDs for tellJporary manual switchboard until delivery 
of ol'doral! I1l1it .i.e 18,000 !JO::';O::; colombiano~l POl' month. (U3$450.00) 

2. Dielllonn WUG udvi:..;ed proposals would be submitted to IDmbauDY
 
for r;orwidorutioll.
 

VI. Moeting with (JAG Intolligtlllco Staff - Dec. 15, 1978 

1. HT'l' und OAG TR mot wi tit 01'. Mario Augusto Restrepo and Dr. Jose 
Mi.gllel Uuravito S. Subjoct:; dil.lcUUDod wore: (a) unsuitability of presont 
OAG qlluctOI':: fur il1i'-~)3U and UI-W/I.'M tolocommunicutiorw and (b) requiroment 
for' incl'oa:.HJ uf' tulo CUIll IJor:::onoel uta1'l' f 1'0111 l.wo to four te chni cians. 

,~. '1'ho pl'OGOnt OAG hoadqulll'ter'::: aro locutod on tho 11th floor of 
..	 the 27 f3"Lory ilunco (Julladoro Luildlllg. ',rho roof of the building is 

do::;igllui;od lJ.~ Ii holiport parmitting no tower or antenna construotion. 
illffidullt llli'-:)~~B dipulo lind um' untonnu con:::truction is thor'oforo not 
po:;::iblo at thu[;u quartor:..;. 

0. '1'olocom tochnical porsonnel inllruu~;o from two to four tl;lchn1.oians 
un lwe:jtmtod ill III, 4, pre cod iug wa:..; di::; CUf:;30d. 

4. 'rhlJ folluwing agroomont:, WOI'O t'oachod: 

a) OAG will seok now suitablo quartors for tolocommunioations 
and on.t'ol'cEJment oporations Oil rooeipt of lettor from I.!mbassy requesting 
rocollUCioIldod action. 

b) DAG will recruit two additional telecofll technicians on
 
roquo~lt from Embunsy.
 

J
LJ. Rocommondations:
 

a) Appropriate Embllsr;y Offico issue roquested lottors to
 
irnplornent recommonded actions.
 

b) FY -79 Pro-Ag rof'lect requirements 4 a and b, preceding.
 

VII. DI~A Mooting - Doc. 15, 1!J78 

1. HTT and Acting NAO Chin f, Clay All i80n, mot with David Burnott, 
Chief alid Joo LUll, NAHCOR. Agenda of' this mooting includod the following: 
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u) IlH.l.duquucy 01' IJrosont AGO quartors 1'oJ" HF-SSB and UHF/h'M 
telecom 0Po/·utlanD. 

II) Rl'lquiromollt for two additional telocom techniciann to meet 
progr'!llll objoctivU8. 

c) DlJshability of specialized U.S. training by Motorola, 
lilt. Lauderdal(~, onG month courso, for two toleoom t13chnician:~ on mainteuancl:I 
of Motul'ull.l MOCOIII, Micor und H'1' oquiprnollt. 

d) Al to/'nativo[; undor eonsiderat'i.on eor implemonting point-to
point Luloj,ypo :Jor-vice PI'ojuctod in li'Y 78 Pro-Ago 

2. InadoqL;Qcy or AGO hoadquarters for telocolll senices. 

The oi tuation and rocormnendations are coverod in VI, 4 a and b 
and VI, 5 Ii procoding. 

3. Specialized U.S. '1'raining by Motorola 

a) Such proposed training is undor consideration by S/NM for 
Bolivia pt3rnonnol. The large volumo of sophisticated oquipment programmed 
justifieL; the minor exponditure. 

4. Hocruitrnont of two additiollul telecom teehnicians. 

Tho situation and recommendations are covered in VI, 4b, and 
5 a prucouing. 

!3. 1'olotype System Alternatives 

Ii) '1'he Pro -Ag requires point -to-point teletype servico for all 
cities progrwnrnod under the project. Nine citie:J are projected by end of 
FY-7'J and thr'eo addi.tional cities for FY-80. Therefore, the final require
montu for tho pro,ject contemplate 12 teletype point-to-point circuits. 

b) The alternatives are to provide (1) 12 simple nOll switched 
tolotypu eircuits roquiring 24 teleprinters and 24 privl!.ey dfJvicoo with 
12 OI.iC!J of these units in the Bogota OAG Telecom Center 01' (2) provide 
rnulIlJul or automatic :Jwitching at th13 Bogota OAG Telecom Conter' requiring 
].'1: lJr' I!) tole printer:..; and privacy units with only two 01' Lhroe units at 
tho Bogota Tolecom Center and one uwitching dovi.co. 

c) 0wi tehing terminals, either manual or automatic provide the 
cUjJubility of coru1t'lcting any two cities together, with Bogota. rocoiving 
llUl'd eopie~: of intorcity traffic. Manual terminals require opel'ator 
uttenclanco for' nwitehing oporations. Automatic terminals oliminate tho neud 
for' operator attunclance and are programmable to pl'ovide recall of any 
mesDuge traffic. 
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d) '1'ho I'odllcti.on in the numh(Jr of tel(Jprintor~ and privaoy 
devicos uf at IGtlst 5 UIlits each for the l:~ cir'cui t:J system prograrruned, 
offsets tho cost of' tho Siomew.J EMX-IOIO toletypn swi tehing unit. Other 
advulltagt:l:: arl~ signil' icunt :1uvings 01' floor spuce fit GAG 'l'olocom Genter, 
roduuod tolotypu opurator attendWloe roquiromont, Gignificantly enhanoed 
pec'fOl'malH':o find ::':YGtoms versatility, and redll ced tolotype machine contract 
maintolltlllcO cosk. 

e) Approvul of procurement of switching unit will make possible 
illlplenllJlltation ui' thf:l fivo point-to-point tolutypo circuits progranlned 
f 01' FY _r18 wi thin tl t' ow WlJOktl of ol'dm' of tho swi tohine unit. 

r) DinuPPI'uvul 01' propu:;ud switching unit fn'ocuremont will 
permit lmploilltlntutioll uf only thr'oo of the five progrumrned circuits in 
the nou!' rutul'e. Tho relllt.lini!lg two would bo doluyud ulltil dolivory ul' 
l,hrl)o uddi. tioll/il l.o1upr'intol's und two udditiolll1l privuuy cloviuu:J. Loue 
t13rlll t:OIl:aHjllOncn:, of' diuupprovul uro hi.gher oqUiPrtll:lllt costu, lurgor spuce 
requil'unlunt, mandatury operator attondunco le[J:, vorsutility, inforiorI 

iJU rl'u I'IJlWIl.:t), higher telotype contl'~lCt maintenanCIJ costs. 

6. Hunorrunendation:1 

a) S/NM approve prOCUr13mEmt of Siemenn EMX-IOIO SW1.t.ching Unit. 

IJ) Bugin immouiately installHtion of threo point -to-point tolo
typo uil'cuib 011 baGia of priority with teleprinters and ~Jl'ivliCY deviol:Js 
avaUalJlo ill l.wuntry. 

n) On plaoement of order with Siemens for a sw1tching unit 
ill:JtuJ.l u ~llf:.l/nens leaDod unit at OAG 'l'Gleoom Contor and proceed with 
lm:tu.llatioll of two additional point-to-point circuits - 2 teleprinters 
in HUGotu, une uuch in fielu offico:J. 

d) Wi1:h F'Y -79 funds program procurement three Siemens teleprintor 
100 Ai.:H und three TeC Model 72 Data Priv:acy units for Santa Marta, Cartagtlna 
and Lutic.:if.1, 

e) Program tolotYiJfl und privaoy equipment for' FY -80 in FY -79 
Pr'o -Ag. 

r) Install Siomens Autumatic Switching unit on delivery in 
peopurution foe FY -80 installation requir'oments and termination of leaso 
of manual Elquipment.. 

VIII. OlJ:1ervlltions lind Cornrnentn 

1. ProouT'amAnt. n()('.llmr.>Vl+Cl+~"~ 
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u) H1"1' a:::llIlJlO:: (Hlulpmtlflt npecli'icationn wid procm'oment documents 
processing will be lnitintod by S/NM 'fSD. 

IJ) A pr'ulioutud ~oJlun()di.t.ioG diDtr'ibution ohart is attachod. 
For FY-78 /lnci FY-7'J it COUfOI'fIlU tu I;ho gOYll:lral IJr'ujt"lCtionf.l of tho FY-78 
Pr'o-Ag. b'Y -80 pro.joctionc arE) guu:3timu.tos us~;ullllng oxpe.nsion ur services 

·to cities ii, operation fi'Y-78 and lilY-79 and extension of f;irnilar services 
to theon now 0i tio:J in II'Y -80. b'urther, if the rElCOJlllllt:Hldatioll is approved 
to :m lx;ti tutt.:: Convu!'tl1COIll unit::; ("oJ' rno bila unit:1 in vehicle installations 
the chari. will neod cOl'respunding ehungou. 

c) lilor ~Ui'-SSB inf>te.llHtions inclusioll of pro -cut dipole antenne.s 
wi th 100 l't Hli-58/V couxi!:!l is recouunendud. .b'requencios requested are 
4200, 7840, U395 and 11000 KHz. 

ti) 'l'u ~;t oquiplllont uimilar to I'oru PIP procurement is suggested 
for OAG llUgotH telocom centor ropair fauility. 

0) UHF/li'M Chwwel u:Jsignlllents as follows: 

Che.nnel TR RC 

1 
2 
:3 
4 

460.400 
460,3'75 
465.150 
460.425 

460.400 
460.375 
465.150 
460.425 

2. Telecom Tochnical Personnel 

0) GAG Telecom Chief appears competent and dedicated. His 
aE:~:iGtWltI~; tlJchuicul qualifications and personul integrity appear definitely 
infer'iul' . 

b) &1 in house capability for antenna construction was recom
mended to OAG to eliminate contract servicos complications at each install
ation site (as experionced in Bolivie. initially). 

;5. Tolecorn (Long Lines Agency) Ce.pabilities 

Ii) ']'he agency is prepared to lIIeet the subscribers needs in terms 
ot' liccornmodation to his equipment. This is in contrast to the inflexibility 
oncountered in corresponding EN'1'IilL agencies in Bolivia and Peru. As a 
rl:lsult no interf'e.ee equipment is required in Colombia between TOC Data 
Privacy and Long LirlL~s Central office equipment. 
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~) Micruwuve Systems extension is roported 80 progr~u3ing in
 
Colombi.u. It ujJpotlr~: pr'u bablo thut se rvice to all citios contumpluted in
 
the Colombia Nurcotics program w~ll be availuble when required.
 

4. Intul'pul and DUlIlf:lstie 'Pulox ~;t)rVi0U 

u) It i~; ~juggefjtod thtit OAG be pacrni tted to avail it:'>elf of
 
domaGtic Tolex lJIu~::;tlgu ~orvicu on tht: Intol'pol 'rolax when entublished.
 
Cost of dUCJll.wtie lJIu~;ul;lgo trllt'fll; ,:uuld IJo chuq~t3d to GAG, or course,
 

11) 'I'he PI'ulJ():~ed 'rll:rj/ill( dlJlJIu::ti.c ~;ervice could bu u::od to projoctnd 
Nurcot iD~; onJ.'Ul'eOrIlOllt ui. ti()~ }lO:HjquHr'tor~; projoctud for F'Y 80 and beyond 
in liuu ot' POilit-tO-jJoillt 511l'VLl:0:':, 

5. fi':leld OI'1'leu Stutu:,.. 
u) AGO Executivo Offi.(;or's roport ull five field orrico~; Ul'e in
 

opor'utiun in 4uartol's sui tubltl ror telocom operutions including ample
 
spae!) ror IlIi' _SSJ3 untonnu cOII::tcuetil)f1 and orilmtutiun, Point-to-Point
 
tulotypo lino:; lil'O torrnirlllted ut ull locution;;.
 

b) AGO 'I'olecom personnEll will progrrun field tl'ips to determino 
towur bUGe locf.ttion:;, prefabricuted tower section requirements and local 
prucurl.:JmulIt und dolivory of mutur'iuls ahead of delivery of U.S. commoditios. 

6, HT'l' appreciates the cooperation received from personnel of all
 
Embassy, AGO, Colombia Telecom und private agoncies contacted during B
 

hurI'it)d und h/lrriod '1'DY, as a consequence of air travel constraints at
 
thiG ;wu:;on.
 

JV/lf 
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Projected Commodities Distribution - Telecom and Vehicles 

HF - SSB
 
Base 

UHF!FM

78 79 80

Mobile
 Mobile CO:'JV7CM Reoeater Teleorinte Vehicles 
78 79 80 78 79 80 

Base H-T . 
78 79 80 78 79 80 78 79 8078 79 80 78 79 80 78 79 80-

2l. Bogota 1 20 12 101 1 10 5 6 5 1 10 6 5 

2. Pasta 1 :3 4 4 :3 1 2 1 1 :3 2 11 1 1 

3. Papay-an 1 1 :3 4 4 :3 1 2 1 :3 2 11 1 1 

A 4 4 :3.". Cali 1 1 1 :3 1 2 1 1 1 :3 2 1 

:35. BarranquilJa 1 1 1 4 4 :3 1 2 1 :3 2 11 1 
\ 

.. 

.L 1 3 4 4 3 3 2 1 
\ 
~ 6. Medellin 1 1 2 1 1 1 

7. Sta. Marta 1 4 6:3 1 2 1 1 :3 21 1 

28. Cartagena 1 :3 4 6 1 1 :3 21 1 

, . 19. Leticia ... 21 1 :3 4 6 1 :3 2 

10. 1 1 :31 :3 1 11'"1 

ll. 1 4 11 :3 1 1 :31 

12. 1 1 3 4 1 1 1 :31 

11 1 11Soare Units 1 

1. * Plus Siemens Teletype A~tomatic S'Nitchboard Type 3MX 1010 - Estimated C~st $35,Oaa. 
n
G. 1980 Vehicles Cities 1-9 equipped with Convertacom UHF/FM. 
3. Spare components not included in. above projections. 
4. Test equipment ~or Bogota and Field Unit required, estimated at $15,000. 


