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GLOSSARY  

Criteria  Data elements available in customs declarations such as importer, 

exporter, country of origin, broker, etc. 

Customs System Computer system used typically for customs to control its operation 

such as filing, payment of duties and control of clearance  

Indicator   Specific criteria which, when taken together, serves as a practical tool 

to select and target shipments 

 



 

SECTION I: RISK MANAGEMENT MODEL  

The risk management model consists of the following stages:  

1. Investigations: The organization conducts research using all available information and 

sources to try and determine practices that can lead to the identification of both high and 

low risk shipments. In the investigation departments efficiency is measured by the number 

of findings. Using data to find high and low risk shipments tends to be a very complex 

task, especially as the level of automation increases. However, findings based on data 

investigations tend to provide very rich results. Therefore, the targets set for  efficiency 

need to consider that at the beginning, the results of the investigations conducted based on 

data, will probably be poor but it’s recommended that the assigned personnel is given the 

opportunity to continue perfecting their investigation abilities.  

2. Profiles: A profile specifies what type of shipments are considered high or low risk and 

it clarifies what should customs  personnel  do when such a shipment is encountered.  A 

profile should be created for every type of high or low risk shipment identified.  

3. Criteria and Indicators: The criteria are the data elements available for targeting. 

Indicators are criteria chosen to select a particular shipment. 

4. Identification of high and low risk shipments:  Various tools can be used to identify 

shipments based on established Indicators. The most common tool is the implementation 

of a selectivity component within the Customs System such that it assigns shipments red 

(physical inspection), orange (document inspections) and green (no inspections) stamps 

based on the Indicators and profiles established. Other tools can be the application of 

watch lists that send alerts when a shipment meets the indicator and physical infrastructure 

that can be built to isolate specific shipments for example empty containers. 

5. Application of tools to attack risk: The most common tools to attack risk are 

document and/or physical inspections. Typically during a physical inspection a document 

inspection will also be performed. This method of inspection is considered the most drastic 

because it usually implies increased costs and usage resources for all parties. Post 

Clearance Audit (PCA) inspections, in the majority of cases, it only consists of document 

inspections, however, depending on the type of shipments, customs could visit the 

importer for further analysis. PCA inspections is a very powerful tool that allows 

document reviews to be conducted without the pressure of clearing a shipment and once a 

finding is detected, similar shipments can be reviewed to see if the have the same problem.   

In other countries, requirements are established for companies to be considered certified 

and these companies receive certain benefits such as less probability of inspections and 

reduced fines in case of errors.. Some of the other tools available are x-rays, gamma rays, 

lab samples, dogs, etc.   If the selectivity component is used to identify high and low risk 

shipments, this tool can become more sophisticated and assign not only the stamp but also 

the tool that should be applied, obviously in accordance with set profiles and Indicators.   

So the system could for example assign a red-gamma stamp which means that the 

shipment should be inspected using gamma rays.  If findings are detected it usually 

implies that the shipment will be sent to full physical inspection. Therefore, the idea of 

using gamma rays, x- rays and similar non intrusive mechanisms are to efficiently evaluate 

if the shipment has indicators that merit a more detailed inspection. 

6. Evaluation of results:  Based on the results, adjustments an be made to the defined 

profiles and indicators to fine tune the system / model  and allow customs to have better 

targeting.   
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The initial profiles and indicators will very likely have mistakes and this is reasonable since 

risk management has a high learning curve. The risk management model is based on iterations 

and every time the organization goes through a cycle of the model, the results will tend to get 

better. 

To implement efficiently risk management, the organization requires a Risk Management Unit 

(RMU), a PCA department and a strong IT department. Without any of these components, the 

implementation of risk management is not realistic. 

 

 

 
 
 
 
 
 
 
 
 



 

SECTION II: METHODOLOGY FOR RISK MANAGEMENT  

Risk management is a process which requires a methodology to function properly.   

A1. What is typically considered risk for customs?   

In general, there are certain practices that are considered to be of risk. These are the following:  

1. Policy not verified by the Customs System. Policy and requirements placed on the 

trade community which are not verified by the Customs System implies that there is a 

possibility that the user could be non-compliant. The best weapon against risk is 

automation and therefore emphasis should be placed on the Customs System so that it 

can verify set policy as much as possible.  

2. Non electronic permits. There is always a risk that paper can be forged. Therefore, 

shipments with permits that are not verified electronically by the Customs System 

could have a non-valid permit. 

3. Goods prone to contraband practices. Some goods will tend to have very high duties 

assigned or be subject to strong regulations. It’s important to understand the tariff map 

and identify tariff codes that can reasonably be used to avoid controls.  

4. Products prone to under-valuation. There are unusually a set of products or a 

combination of products and country of origin that are more likely to have under-

valuation problems.  

5. Inconsistencies with tax declarations. Importers should be correctly declaring their 

imports in their tax declarations. If Customs and the Revenue administration are not 

strongly linked, then importers will have less incentive to declare correct product 

values.  

6. Shipments that do not pay duties. Shipments such as in transit (in bond), temporary 

imports and empty containers are good targets for importers seeking to avoid payment 

of duties or regulations.   

A2. Risk Management Methodology 

A.2.1 Risk Management Committee  

A risk management committee should be implemented and representatives from all relevant 

departments that can come into contact with a high or low risk shipment should attend. The 

committee should meet regularly and precise follow up should be conducted to agreements and 

pending issues. The responsibilities of the risk management committee are the following:  

 Define and approve profiles according to annex 1 

 Analyze results of established profiles and conduct adjustments to the profiles  as 

necessary 
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A.2.2 Roles  

In the risk management methodology there are a set of roles that must be covered. These roles 

are the following:  

Risk Management Committee Administrator  

Responsibilities 

 Conduct committee meeting requests  

 Generate the follow up matrix to register agreements and pending issues 

according to annex 2 

 Conduct follow up to agreements and pending issues 

 Document profiles according to annex 1 

 Verify that all profiles are complete  and that they are not duplicated 

 Lead the committee session (moderator) 

The tentative agenda that should be used for the risk management committee is the 

following:  

 Confirmation that all relevant areas are represented 

 Follow up of previous agreements and pending issues 

 Review of the report generated by the Risk Management System Auditor  

 Discrepancies detected in the selectivity process  

 Review of the report generated by the Risk Management Indicator 

Administrator 

 Effectiveness of applied profiles and indicators 

 Definition of new profiles  

 Adjustments to existing profiles 

 Establishment and revision of indicators 

 General topics  

o Date and location of next meeting  

Preventive Administrator  

 Responsibilities 

 Interact with users to understand and correct common errors 

 Inform the trade community about general common errors 

o Bulletins 

o Memos  

o Trade facilitation meetings 

Risk Management Indicator Administrator 

Responsibilities 
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 Receive indicators based on annex 3 

 Assign a unique reference id to every indicator 

 Confirm that all Indicators received are based on an authorized profile, 

confirm requestor  and guide the  requestor in case of discrepancies 

 Monitor the application of indicators based on the corresponding profile 

 Generate reports stating the effectiveness of the indicators applied 

Note:  The risk management committee approves profiles but not indicators.  

Risk Management System Auditor 

Responsibilities 

 Verify that the Customs System generates selectivity results consistent with 

the Indicators applied 

Risk Management Indicator Uploader   

Responsibilities 

 Upload and download indicators onto the Customs System 

Risk Management Committee Attendees 

Responsibilities 

 All 

o Confirm that the assigned duties in the profiles can be performed 

o Inform about any new illicit practices identified  

o Review results of currently applied  profiles 

 Information Technology  

o Indicate how the risk stated in a profile can be eliminated via 

automation 

o Inform about any new risk management implications in new releases 

and upgrades 

 Policy 

o Confirm that the specified actions in a profile are legally viable 

o Inform about any new risk management implications in new policy 

and amendments 

A.2.3 General Considerations 

It’s recommended that every shipment should have a probability of being inspected. These 

inspections will serve as a sample to detect new illicit practices and it will also help confirm 

that current indicators applied are reasonably correct. 

The risk management information should be treated as confidential by customs. Specific cases 

should be discussed directly with the interested parties without revealing additional information 

foreign to the case.  

The preventive measures are very important because for customs it will always be more 

efficient to avoid the occurrence of a risk scenario than to find the high risk shipments. 



 

Section II     Page 6 Risk Management Manual  -  Customs General Administration 

 

Preventive measures should be stated in every profile and the corresponding tasks do not 

necessarily need to be carried out by the same person or department which implies that the 

organization could have several Preventive Administrators. In some cases the topics will tend to 

be very technical and therefore require specialists.  

To reduce the risk of relaxing controls, the same person cannot play the role of Risk 

Management Indicator Administrator and Risk Management Indicator Uploader. Also, the Risk 

Management Indicator Uploader should not have contact with the trade community regarding 

risk management to avoid possible situations of conflict of interest.  

The templates included in annexes 1, 2 and 3 are not static and can be modified to 

accommodate the needs of the organization. For example, in the profiles template (annex 1), 

it’s possible to add columns to clarify the responsibility or to state the actions that must be 

carried out by a special department in the organization.  

In the profiles, no mention should be made of specific importers, brokers, freight forwarders 

and other relevant stakeholders.  This will facilitate at some point the sharing of risk profiles 

with customs administrations from other countries so that cooperation mechanisms can be 

established that will help detect high risk shipments. If major trading partners know what are 

considered high risk shipments in Mongolia then they can watch out for these shipments before 

they are exported to Mongolia and in reciprocity Mongolia Customs can do the same with 

shipments considered high risk in their economies.  

In the follow up matrix (annex 2), it’s extremely important that all agreements and pending 

issues are registered in one single matrix and in individual rows. Follow up comments should 

be placed on the same row in new columns to the right. Each new column that is added should 

have as a title the date in which the follow up is performed.  Follow up should be conducted at 

least every time the risk management committee meets but additional follow ups can be 

performed as needed. In new rows the new agreements or pending issues should be registered 

and they should be grouped by the date on which the risk management committee met. 

Therefore, the information in the follow up matrix will tend to grow downward in new rows 

and to the right in new columns. No agreement or pending issue can be eliminated from the 

follow up matrix if it has not been resolved. However, the risk management committee can 

decide that a pending issue is no longer required and therefore the pending issue should be 

closed and the corresponding comments should be registered. At some point the risk 

management committee can approve that old finished items in the matrix can be removed so 

that the information can be better handled.  Rows that contain agreements or pending issues that 

have been resolved can be marked in a green color so that the review process of the matrix can 

be expedited.  

In each profile, the responsibilities and/or required actions from the various departments in the 

organization are registered and during this process, special attention should be placed on 

identifying training needs that must be addressed so that assigned tasks can be performed 

adequately.   

A.2.4 Structure 

The risk management methodology requires the participation of all relevant departments in the 

organization and needs a small staff to oversee and manage its implementation. On the other 

hand, on each profile responsibilities are assigned to personnel from the organization, so 

therefore, it’s possible that the organization needs to grow, not necessarily in the RMU but 

other departments such that tasks assigned by the risk management committee can be 

performed as expected.  
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The organization should have an RMU and the head of this unit should carry out the role of 

Risk Management Indicator Administrator and the role of the Risk Management Committee 

Administrator. The RMU should report directly to the head of customs and its personnel should 

be assigned full time to this unit.  

The number of persons that should be assigned to the role of Risk Management Indicator 

Uploader depends on the volume of the Indicators that are generated. Indicators should be 

uploaded onto the system no latter than 30 minutes after it was received by the Risk 

Management Indicator Uploader. So this service level can be used to determine the number of 

personnel required for this role.  In previous implementations, in a very short time this role 

requires a full time assignment as well.   

The rest of the roles mentioned in the risk management methodology do not require full time 

assignment and therefore these roles can be assigned as best considered by the organization.   

A.2.5 Measurement of Efficiency  

The goal of customs should be that all inspections must be supported by a profile which has 

been previously documented and approved by the risk management committee. In consequence, 

the inspections performed based on profiles versus the inspections performed not based on 

profiles should be measured.  

The time required to execute preventive measures that have been defined in a profile as well as 

the time required to eliminate risks are meassurements that should be monitored. Both topics 

reduce the cases of high risk shipments and therefore allow the organization to make better 

usage of available resources. In consequence, these tasks should be high on the priority list.  

In the short term, customs can expect that the majority of shipments selected based on risk 

management for inspection, should have some sort of finding. However, customs is adequately 

executing the preventive measures and also risks are being eliminated by incrementing 

automation, then in the medium term the percentage of findings should decrease.   

A.2.6 Operational Procedure   

The global procedure that should be used under the risk management methodology is the 

following:  

1. The Risk Management Committee Administrator calls the committee to session 

2. The Risk Management Committee defines and approves the profiles 

3. Area responsible generates Indicators and sends them to the Risk Management 

Indicator Administrator 

4. The Risk Management Indicator Administrator assigns a unique number to the 

Indicators received and accepts Indicator if it was filed correctly 

5. If Indicator was rejected the required filing errors should be specified 

6. If Indicator was accepted it is sent to the Risk Management Indicator Uploader  

7. The Risk Management Indicator Uploader loads the requested Indicators unto 

the system 

8. The Risk Management Indicator Administrator monitors and verifies that the 

Indicator loaded is executed according to its  corresponding profile 

9. The Risk Management System Auditor verifies that the system is generating 

selectivity as expected and investigates discrepancies 
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10. The Risk Management Indicator Administrator gathers evidence of effectiveness 

of loaded  indicator and informs results to the Risk Management Committee 

 
 
 



 

SECTION III: ELEMENTS OF THE SELECTIVITY MODULE  

The selectivity module should have the following elements:  

1. Random number (RN). The Customs System should assign an RN to every customs 

declaration. This RN should always be between the range of 0.01 and 99.99 and the 

numbers generated should follow uniform distribution of numbers. 

2. Random factor (RF). The selectivity module should allow the user (RMU personnel) to 

set a RF which should be applied to all customs declarations that do not match any of 

the set indicators. This RF should have two percentage values; one for red stamps (RRF) 

and one for orange stamps (ORF). The value for the RF for orange stamps has to be 

greater than the value of the RF for red stamps. The pseudo code for the usage of the RF 

is as follows: 

IF RF percentage for red stamp (RRF)>= RN THEN 

Assign red stamp 

ELSE 

IF RF percentage for orange stamp (ORF)>= RN THEN 

Assign orange stamp 

ELSE 

Assign green stamp 

The RF percentage for red stamps and the RF percentage for orange stamps are 

independent and therefore do not necessarily have to sum100.  

If desired, for better precision, RF numbers can be assigned separately for import and 

export declarations. In this case, the import RF percentages (red and orange) are 

independent from the export RF (red and orange). 
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3. First time importers. Mongolian Customs decided that a hard indicator (coded) should 

be implement such that it forces the assignment of a red stamp from the selectivity 

component to first time importers (company and/or goods). This indicator should be 

embedded in the selectivity component such that a number can be stated based on first 

importer and first goods. For example, if the number for first importer (first_importer) is 

set to three, then the first three customs declarations for this importer should be assigned 

a red stamp regardless of all other indicators.  If the number for first goods (first_goods) 

is set to five, then the first five customs declarations per importer via which a particular 

product (hs code) is imported should be assigned a red stamp. 

Even though the customs declaration is assigned a red stamp based on first imports, the 

customs declaration still needs to be checked against mandatory and risk indicators to 

determine if there are any matches in which case the corresponding instructions need to 

be pulled and presented to the customs agent. 

The implementation of this hard indicator implies that a counter needs to be kept for 

each importer and each HS code declared by each importer. It is recommended that this 

counter is not allowed to increase beyond 100 which is considered a reasonable number.  

It is not envisioned that the RMU will decide to send to red, based on first imports, 

more than the first 100 import declarations or more than the first 100 times a particular 

HS code is imported by an importer. 

This hard indicator is appropriate as long as the result is always the assignment of a red 

stamp.  If for example an attempt is made to assign 100% red  to the first customs 

declaration, 80% red to the second customs declaration, etc, then this type of 

implementation would very likely conflict with other set indicators such as mandatory 

and the system would not work properly.    

The pseudo code for the implementation of first imports is as follows 

*** Counter to keep track of how many declarations have been filed by a ***  

*** particular importer. If the counter reaches 100 do not *** 

*** increment anymore. *** 

IF counter_for_company_tax_ID<= 100 

counter_for_company_tax_ID= counter_for_company_tax_ID + 1 

*** Counter to keep track of how many times a particular importer has *** 

*** imported a particular HS code. If the counter reaches*** 
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*** 100 do not increment any more. *** 

FOR each HS code in the customs declaration DO 

IF counter_for_company_tax_ID_HS_code<= 100 

counter_for_company_tax_ID_HS_code =  

counter_for_company_tax_ID_HS_code + 1 

ENDO 

first_import_red = 0 

first_goods_red = 0 

IF first_importer>=counter for company tax ID then  

first_import_red = 1 

ELSE  

FOR each HS code in the customs declaration DO  

IF first_goods>= counter_for_company_tax_ID_HS_code 

first_goods_red = 1 

ENDO 

IF first_import_red = 1 or first_goods_red = 1 

Assign red stamp 

ELSE 

Go to number 4 

4. Mandatory indicators.  The selectivity module should allow the user (RMU personnel) 

to set mandatory indicators. A customs declaration which matches mandatory indicators 

should always be assigned a red stamp. The criteria in the customs declaration that can 

be used to set mandatory indicators are the following:  

a. Type of declaration (Import or export) 

b. Customs Houses  

c. Trade Company  

d. Taxpayer  

e. Customs Broker 

f. HS Code  

g. Origin 

h. Import/export Country 

i. Transaction code (payment method) 

j. Procedure Code 

k. Deliver Condition 

The stated fields could be used individually or combined. Fields (a) and (b) are required 

for every mandatory indicator and they have to be set along with at least one other field.  

Mandatory indicators do not require a probability of application percentage since a 

customs declaration that matches a mandatory indicator will always get assigned a red 

stamp. The pseudo code for mandatory indicator is the following:  

mandatory_red = 0 
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FOR each mandatory indicator DO  

IF customs declaration = mandatory indicator THEN 

mandatory_red  = 1*** Do not exit loop so that all mandatory *** 

*** indicatorsthat match can be identified so *** 

*** thatacomplete set of instructions can be *** 

*** sent to the inspector *** 

IF mandatory_red = 1 THEN 

Assign red stamp 

ELSE 

Go to number 5 

Note:   If a declaration gets assigned a red stamp because of mandatory indicator, a 

test should be done to determine which risk indicators are matched regardless of their 

set percentages so that the corresponding instructions can be pulled and accessed by 

the customs agent. This will cause the system to provide better inspection 

instructions. This implies that if a risk indicator is set to 80% then for the purpose of 

this test It should be determined if the customs declaration matches the indicator 

regardless of the 80% and the associated RN.  The idea is that if the declaration, 

which will be sent to inspection (physical or document review) anyway, matches 

other mandatory or risk indicators,  regardless of their percentage assigned, then the 

inspector in the field will have a more complete set of instructions which will 

improve the odds of detecting findings. Mandatory and Risk indicators are the only 

ones that have instructions for the Customs Agents.  

5. Certified indicator. The selectivity module should allow the user (RMU personnel) to 

set certified indicators. Customs declarations which match certified indicators will be 

applied the corresponding probability percentages stated in the certified indicator. If the 

customs declaration matches several certified indicators then the best benefit will be 

assigned to the customs declaration. For example, if a customs declaration matches two 

certified indicators and based on set percentages, the customs declaration should receive 

a red stamp based on certified indicator 1 and a green stamp based on certified indicator 

2, then the final stamp assigned will be green since it represents the best benefit. The 

criteria in the customs declaration that can be used to set certified indicators are the 

following:  

a. Type of declaration (import or export)  

b. Customs Houses 

c. Trade Company 

d. Taxpayer 

e. Origin 

f. Import/export Country 

g. Customs Broker 

h. HS Code  

i. Transaction Code 

j. Procedure  Code  

k. Deliver Condition 
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The stated fields could be used individually or combined. Both fields (a) and (b) are 

required for every certified indicator and they have to be set along with at least one 

other field.  

The certified indicator should have two percentage values; one for red stamps and one 

for orange stamps. The value for the certified indicator orange stamp has to be greater 

than the value of the certified indicator red stamp. The value of the certified indicator 

red stamp should not be greater than the value of the RF for red stamps. The value of 

the certified indicator orange stamp should not be greater than the value of the RF for 

orange stamps. The pseudo code for the usage of certified indicator is the following: 

certified_green = 0 

certified_orange = 0  

certified_red = 0 

hs_control = 0  

declaration_control = 0 

FOR each certified indicator DO 

IF customs declaration = certified indicator THEN 

 IF certified indicator contains HS code AND  

customs declaration contains other HS codes THEN  

IF hs_control = 0 THEN 

 hs_control = 1 

map all HS codes in customs declarations 

mark HS code  as covered 

ELSE 

Mark HS code as covered 

END 

ELSE 

 declaration_control = 1 

END 

IF certified indicator percentage for red stamp >= RN THEN 

certified_red = 1 

ELSE 

IF certified indicator percentage for orange stamp >= RNTHEN 

certified_orange = 1 

ELSE 

certified_green = 1 

ENDO 

IF declaration_control = 1 OR (hs_control = 1 AND all hs codes covered) THEN 
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IFcertified_green = 1 THEN 

Assign green stamp 

ELSE 

IF certified_orange = 1 THEN 

Assign orange stamp 

ELSE 

IF certified_red = 1 THEN 

Assign red stamp 

ELSE 

Go to number 6 

ELSE 

Go to number 6 

END 

Note. The certified indicatorpercentage for red stamps and the certified indicator 

percentage for orange stamps are independent and therefore do not necessarily have to 

sum100. 

6. Exclusion indicator. The user (RMU personnel) should have the option of setting 

exclusion indicators. Customs declarations which match exclusion indicators should be 

treated as if the custom declaration did not match any risk indicator and therefore they 

should be placed through the RF (number 2).However some special considerations 

apply when the customs declaration is only matching exclusion indicators that contain 

item related variables such an HS codes since all HS codes in the customs declaration 

have to be covered under an exclusion indicator so that exclusion can be applied. The 

following criteria in the customs declaration can be used to set mandatory indicators:  

a. Type of declaration (import or export)  

b. Customs Houses  

c. Trade Company  

d. Taxpayer  

e. Customs Broker  

f. HS Code 

g. Origin 

h. Import/export Country  

i. Transaction Code  

j. Procedure Code  

k. Deliver Conditions 

The stated fields could be used individually or combined.    

Exclusion indicators do not require a probability of application percentage since the 

customs declaration will be processes via the RF.  

The pseudo code for the usage of exclusion indicators is the following:  

Item_exclusion_indicator  = 0  

exclusion = 0  
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FOR each exclusion indicator DO  

IF customs declaration = exclusion indicator THEN 

 IF exclusion indicator contains HS code THEN 

Item_exclusion_indicator = 1  

Mark this exclusion indicator for future reference 

ELSE 

exclusion = 1 

IF exclusion = 1 THEN *** Treat as exclusion regardless HS code match *** 

 Send customs declaration to RF verification (number 2)  

ELSE 

IF item indicator = 1THEN 

Save item_exclusion_indicator which will be required in number 6 

ELSE *** Did not match exclusion indicators, test for risk indicators *** 

Go to number 7 

Note. The item_exclusion_indicator variable is used to indicate that the customs 

declaration matched an exclusion indicator but it contains item related information. This 

means that it cannot yet be determined if the customs declaration should be sent to the 

RF verification. A customs declaration that has this condition should be sent to RF only 

if it does not meet other risk indicators at an item level.  

7. Risk Indicator. The user (RMU personnel) should have the option to set risk indicators. 

The following criteria in the customs declaration can be used to set risk indicators:  

a. Type of declaration (import or export)  

b. Customs Houses  

c. Trade Company  

d. Taxpayer  

e. Customs Broker  

f. HS Code 

g. Origin 

h. Import/export Country  

i. Transaction Code  

j. Procedure Code  

k. Deliver Conditions 

This risk indicators should have two percentage values; one for red stamps and one for 

orange stamps. The value for the risk indicator orange stamp has to be greater than the 

value of the risk indicator red stamp. The value of the risk indicator red stamp should 

not be less than the value of the RF for red stamps. The value of the risk indicator 

orange stamp should not be less than the value of the RF for orange stamps. The pseudo 

code for the usage of the risk indicator is the following: 

risk_green = 0  

risk_orange = 0 

risk_red = 0 
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IF item_exclusion_indicator = 1 THEN  

FOR each risk indicator DO  

IF customs declaration = risk indicator AND risk indicator has HS code 

AND HS code in risk indicator<> HS code in exclusion indicator THEN 

IF risk indicator percentage for red stamp >= RN THEN 

risk_red = 1 

ELSE 

IF risk indicator percentage for orange stamp >= RN THEN 

risk_orange = 1 

ELSE 

risk_green = 1 

ENDO 

IF risk_red = 1 THEN 

Assign red stamp 

ELSE  

IF risk_orange = 1 THEN 

Assign orange stamp 

ELSE 

IF risk_green = 1 THEN 

Assign green stamp 

ELSE 

Send customs declaration to RF verification (number 2) 

ELSE ***item_exclusion_indicator = 0*** 

FOR each risk indicator DO 

IF customs declaration = risk indicator THEN 

IFrisk indicator percentage for red stamp>= RNTHEN 

risk_red = 1 

ELSE 

IF risk indicator percentage for orange stamp >= RN THEN 

risk_orange = 1 

ELSE 

risk_green = 1 

IF risk_red = 1 THEN 

Assign red stamp 

ELSE  
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IF risk_orange = 1 THEN 

Assign orange stamp 

ELSE 

Assign green stamp 

Note. The risk indicator percentage for red stamps and the risk indicator percentage for 

orange stamps are independent and therefore do not necessarily have to sum100. 

Note: If a declaration gets assigned a red stamp, or an orange stamp, a second pass 

should be done to test for matching indicators regardless of the percentages assigned.  

This will allow the inspector to have better instructions for document and /or physical 

inspection.   

8. Dates. With all indicators the user (RMU personnel) should have the option of setting a 

date stating when the application of the indicator starts and ends.   If the user (RMU 

personnel) leaves the final date blank it means that the application of the indicator will 

be permanent until eliminated. The selectivity module will not allow a start date to be 

blank. The start date has to be equal to today or be a date in the future. The start date 

and the end date cannot be less than today. The specification of dates is more commonly 

used when sample data is required. A certain indicator will be set for a specific time 

period to gather this data. Another case is when for example a company acquires the 

status of certified company but this certification is good for only a set period of time. 

The specification of dates in the corresponding certified indicator will help administrate 

the benefit awarded. Aside from similar scenarios, the specification of dates on 

indicators should be avoided to eliminate cases where an indicator is no longer in force 

and the organization did not notice that it had expired.  

9. Unique Identification Numbers. Every indicator loaded should be assigned 

automatically a unique identification number by the Customs System which will help 

identify why a particular stamp was assigned to a customs declaration. If an indicator is 

modified then the amended indicator should receive a new identification number. 

10. Chapter codes.  The user (RMU personnel) should be able to set HS indicators based on 

2, 4, 5 or 8 digits.  

11. The user (RMU personnel) considered that indicators should have the possibility of 

being set based on criteria regarding weight percentage difference, value percentage 

difference and manifest number. However, it was decided to leave the inclusion of these 

criteria for a future release. 

12. When setting mandatory or risk indicators, instructions to the inspector must be a 

required field. This will allow inspectors to better understand why a shipment was sent 

for inspection and therefore they can conduct a more precise search for findings. 
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The diagram that supports the previously stated logic is the following:  
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SECTION IV: PRINCIPALS  

The selectivity module should be designed such that the following principals are respected:  

1. Every customs declaration should always have some probability of getting assigned a 

red stamp. 

2. For every stamp assigned, there should be a detailed log via which it can be 

determined why a particular stamp was assigned to a customs declaration 

3. Customs declarations which match mandatory indicators should always receive a red 

stamp 

4. Once indicators are loaded they should be applied to customs declarations with no 

more than a 3 minute delay.  

5. Every customs declaration should receive only one stamp from the selectivity 

component. 

If it is identified that any detailed requirements for the selectivity module contradict the stated 

principals, then these should be brought to the immediate attention of the RMU and the IT 

department should seek the corresponding clarification. 



 

SECTION V: CONCLUSION  

The usage of RM will allow the organization to make better usage of available resources, 

facilitate trade and increase compliance.  However, having the components required to 

implement RM such as the RMU, the PCA department, the selectivity component, etc, 

represents only the beginning of a very long road. Learning how to properly use the RM tools is 

a slow growing experience for any organization.  It’s expected that at the beginning the 

targeting will not be very precise but it will tend to improve.   

Reaching maturity in the implementation of RM is a never ending task.  Identified preventive 

measures and automation needs have to be addresses proactively so that the organization can 

move forward in the implementation of RM. The challenge is to quickly resolve identified 

problem areas so that the continued improvement cycle can be stared all over again as soon as 

possible.  



 

ANNEX A: MONGOLIAN CUSTOMS RISK MANAGEMENT PROFILES 

1 
Reference (consecutive 

number - year) 

Unique number assigned to every profile which should be 

reinitiated every year. The recommended format is 

<number>.yyyy.  

2 Start and End Date 

Date range during which the profile will be valid.  If no 

end date is specified that  the profile will remain valid 

until the Risk Management Committee decides to 

eliminate the profile.  

3 Profile 
Conditions that the shipment must meet to fit in the 

profile. 

4 Risk What is the risk identified (positive or negative) 

5 Measure to Attack Risk  
What will be the measure implemented to attack the 

identified risk (positive or negative)  

6 Preventive Measure 

What will be the preventive measure directed  to the trade 

community to promote that no shipments should be 

generated that meet the profile  when the risk management 

measure is negative or how will the trade community be 

invited to create more shipments that meet  the profile  

when the risk management measure is positive 

7 
Responsible for Preventive 

Measure (name)  

Responsible for executing the  stated preventive measure 

8 Strategy to eliminate risk  
Tasks that can be conducted to eliminate the identified 

risk (IT, Policy, etc.) 

9 
Responsible eliminating 

risk (name)  

Responsible for executing the tasks to eliminate the risk 

10 Required indicator 
Variables and corresponding values that should be used to 

identify shipments that meet the profile 

11 
Responsible for generating 

criteria 

Responsible for generating  criteria (name)  

12 Notification to inspectors 
How will the inspector know that a shipment fell in this 

profile 

13 
Actions that should be 

conducted by inspectors 

What actions should be conducted by the inspector when a 

shipment meets the profile  

14 
Notification to document 

reviewer 

How will the document reviewer know that a shipment 

fell in this profile 

15 

Actions that should  be 

conducted by document 

reviewer 

What actions should be conducted by the document 

reviewer when a shipments meets the profile 

16 
Notification for post 

clearance auditor 

How will the post clearance auditor know that a shipment 

fell in this profile 
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17 

Actions that should be 

conducted by the post 

clearance auditor  

What actions should be conducted by the post clearance 

auditor when the shipment meets the profile 

18 Training needs 
What training is needed so that the responsible personnel 

in the profile can perform the assigned tasks  

19 

Responsible for answering 

questions from the trade 

community (name)  

When a user has shipments that fit a profile, they usually 

want to know what can they do to fix the problem.  

20 
What  can be said to the 

trade community  

What is the strategy to inform the trade community  so 

that their shipments  can no longer be considered as risk  

21 OGA 
Specify involvement of other government agencies in the 

profile 



 

ANNEX B: RISK MANAGEMENT COMMITTEE AGREEMENTS / PENDING ISSUES 
/ MONGOLIA CUSTOMS 

Agreement / Pending Issue Responsible 

[Date of 2nd Risk 

Management 

Committee Session]  

[Date of 3rd Risk 

Management 

Committee 

Session]  

        

        

        

        



 

ANNEX C: RM INDICATOR UPLOADER  

Requestor 

Date  

Reference ID 

of 

Corresponding  

Profile Indicator 

Measure to 

Attack Risk  

Name of 

Requestor  

Signature 

of 

Requestor  

    

  

 

 

 

 

 

 

    

Administrator of Risk Management Indicators 

Date of 

Reception  

Unique 

Reference 

Assigned  

Acceptance 

or Rejection 

(attach 

justification 

in case of 

rejection)  

Date returned 

to the 

requestor 

(reject) or 

date sent to 

the Risk 

Management 

Indicator 

Uploader 

(acceptance)  

Name of the 

Administrator 

of Risk 

Management 

Indicators 

Signature of the 

Administrator of 

Risk Management 

Indicators 

        

  

  

Risk Management Indicator Uploader 

Date of 

Reception   

Date 

loaded 

Name of 

Uploader  

Signature of 

Uploader 

    

   

   

 


