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Trade Project

Terms, Acronyms, and Initialisms

Terms, Acronyms, A
Abbreviations

FBR Federal Board of Revenue
National Institute for Standards and Technology: The U.S federal technology
NIST agency that works with industry to develop and apply technology,

measurements, and standards

Plan of Actions and Milestones: A document with discovered system
POA&GM vulnerabilities, actions to be taken to address these weaknesses and the

timelines for taking actions.

Pakistan Revenue Automation Limited: A Private Limited Company, wholly
PRAL owned by the Federal Board of Revenue, which provides tax and revenue

collection solutions.

Risk Management Framework: A framework developed by the NIST to
RMF manage and mitigate risks and provide security controls for Information
Systems.
Requirements Specification Documents: A document produced as part of the
Software Development Lifecycles initiation and definition phases which
describes what the system functions are and how they satisfy business
requirements.
Security Assessment Report: A document produced as part of the RMF six
SAR phases which details the findings of the security controls assessment and is
used by the official responsible for authorizing the system.
Software Development Lifecycle: A methodical approach to initiating,
developing, implementing, monitoring, and decommissioning information

RSD

SDLC
systems.
Special Publication: A series of documents produced by the NIST that
SP describe the Risk Management Framework and include details on how to
become compliant with RMF.
WeBOC Web Based One Customs: A software system developed by PRAL for use

by the FBR and which provides automated Customs management.

US Agency for International Development (USAID) Trade Project 1
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Executive Summary

The Risk Management Framework (RMF) provides a structured approach to the development of
secure Information Systems. It stresses building security controls into the system early on in the
development lifecycle and introduces a set of defined roles and processes to guide the development,
authorization, operation, and subsequent operations of secure Information Systems. Within the United
States (US) Federal Government, it is mandated to be followed prior to approving an automated
system’s operational status, with some difference in phases and requirements for systems considered
as National Security Systems.

The Federal Board of Revenue (FBR) through previous interactions with the USAID Trade Project,
expressed interest in adopting or using elements of the RMF to improve the security of its Information
Technology (IT) environment and, in particular, to address deficiencies that were identified in a
previous assessment of the Web Based One Customs (WeBOC) system, the Customs automation
system currently in use by the FBR. These deficiencies include the following:

e A risk management framework does not exist within FBR or Pakistan Revenue Automation
Limited (PRAL), the solution provider for WeBOC

e Gaps in assessing, implementing, and maintaining appropriate security controls within the IT
environment for WeBOC

e Absence of a requirements management process including requirements definition and formal
approval of functional and non-functional requirements

e Communications management including requirements authorization, design authorization,
testing procedures approval and change control procedures are lacking or absent

An initiative to introduce RMF compliance within FBR can address the gaps mentioned above while
also introducing efficiencies to WeBOC’s Software Development Lifecycle. The required steps
include:

e Introducing a change management initiative focused on addressing risk and risk mitigation

e Establishing the Governance model for RMF

e Appointing senior officials within the FBR to sponsor and lead the RMF process

e Defining elements of the RMF to be adopted for use in introducing information systems

¢ Integrating the six phases of the RMF with the current WeBOC software development
lifecycle

e Carrying out the tasks and duties as described within the six phases of the RMF

¢ Introducing, managing, and promoting a continuous improvement cycle

US Agency for International Development (USAID) Trade Project 2
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Introduction

Organizations depend on information systems to automate business processes and to hold, secure,
and disseminate information within the enterprise. The functionalities provided by these systems and
the roles assigned to manage them are complex and increasingly subject to internal and external
threats that can have an adverse impact on the organization’s operations.

These systems, unless managed in a secure manner, offer the opportunity for malicious activities that
compromise the confidentiality, integrity and availability of information and, for Government-owned
assets, can present threats at a national level.

Threats to information and information systems include environmental disruptions, human or machine
errors, and purposeful attacks. Cyber-attacks on information systems today are often aggressive,
disciplined, well-organized, well-funded, and, in a growing number of documented cases, very
sophisticated. Given the significant and growing danger of these threats, it is imperative that leaders
at all levels of an organization understand their responsibilities for achieving adequate information
security and for managing information system-related security risks.

The RMF was developed by the National Institute for Standards and Technology (NIST) and is
defined in the NIST Special Publication (SP) 800-37 Revision 1, Guide for Applying the Risk
Management Framework to Federal Information Systems. This publication details the six-phase
process that allows US federal IT systems to be designed, developed, maintained, and
decommissioned in a secure, compliant, and cost-effective manner. The framework provides cost
savings by promoting the reuse as well as reciprocity of information systems’ approvals and
inheritance of organizationally authorized and approved common controls.

Purpose

The RMF approach was adopted in this document based on the PRAL input into Terms of Reference
(ToRs) for an advisor provided earlier to the Trade Project; this input noted a need for adopting an
RMF approach to managing risks and requested an assessment of required security controls to
strengthen the security of WeBOC. This document was developed to explain the rationale behind
using a risk-based approach to implement information security controls within an organization and to
introduce, at a high level, the RMF introduced by NIST and its Special Publications (SP) series.

Objectives
This document can be used by the reader to understand the RMF and organizational structures,
particularly those within the IT function, that are necessary for organizations such as the FBR in
considering the improvement of its risk management methodologies and enhancing its security
environments. It can be used to provide a high-level overview of the RMF processes and to familiarize
the reader with the six phases of the RMF and its relationship to the Software Development Lifecycle
(SDLC). The document aims to:
e Provide the reader with an introduction to the RMF and its relevance to organizations
implementing Information Systems
e List accountable and supporting roles that need to be staffed within organizations seeking to
implement a RMF-compliant environment and the duties performed by each role
e Provide an overview of the six phases required to implement RMF and the tasks within each
phase

Scope - Inclusions and Exclusions

The document scope includes selected components from NIST’s RMF Framework; particularly the
organizational roles that need to be assigned in order for an organization to move to a RMF compliant

US Agency for International Development (USAID) Trade Project 3
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environment, and authorities for these roles. It also includes the six RMF phases and tasks within
each phase for implementing a RMF within the organization.

Although the document will include, at a high level, gaps relative to the Software Development
Lifecycle for WeBOC obtained from a previous assessment of the system®, it will exclude from its
scope a more comprehensive current state assessment of FBR’s Risk Management methodology as
the Trade Project, despite repeated attempts, was not able to obtain such information from the FBR.
Also excluded from the scope are any particular hardware and software vulnerabilities or existing
security controls within the FBR, as the Trade Project was not able to obtain any architectural or other
relevant documentation related to hardware or software from the FBR, even after repeated requests
to support such an analysis.

Audience

Management, administrative, and technical staff can use the information in this document to
understand the RMF and to develop Information Systems that incorporate RMF guidance.
Management, in particular Information Technology Managers within the FBR, can use the information
to ensure that systems are developed in compliance with the regulatory environment within the
organization through a consistent approach. Administrative professionals associated with
departmental functions and processes within these departments can use this information to formulate
structured and overarching policies and programs for compliance with RMF principles and apply these
as common controls, eliminating the need for individual security controls for information systems
developed at the FBR. Finally, technical professionals required to develop and manage information
systems that meet security requirements will also benefit from the recommendations of the RMF for
building security into systems early on in the SDLC to eliminate potential costs and re-work later on.

Current State of Technology Risk Management Frameworks within the FBR
Information was obtained from a previous external party assessment of FBR’'s WeBOC system,
developed by PRAL for managing Customs transactions. It is not a comprehensive selection of these
findings and focuses only on those findings that are relevant to Risk Management and Security.
Findings include:

e RSD(s) lack information objectives of the system, what is to be accomplished, how the
system fits into the needs of the business, and finally, how the system performance will be
measured

e There is no mechanism for "Requirements Management" in the RSD(s)

e FBR and/ or the FBR project team have not validated and approved the RSD(s)

¢ Regarding System Architecture and its scalability, issues have been identified; scaling out this
architecture to three-tier and /or multiple tiers will require a significant effort. Furthermore. no
initial planning has been conducted to design the network architecture of the WeBOC system.

e Kyoto ICT Guidelines, which outline a comprehensive ICT security strategy to ensure
availability, integrity and confidentiality of the information and IT systems, and the information
they handle, have not been followed

e Similarly with regards to security controls (Encryption), Monitoring, Logical Security, Audit
Trail, Segregation of Duties, Security Awareness, User Management, and Physical Security,
control weaknesses have been identified in WeBOC

e A formal risk assessment was not carried out by the FBR for its IT environment to assess the
possible impact on the organization of a failure of a particular component (e.g., infrastructure,
personnel, business applications, communication channels)

e PRAL Change Control Procedures are not being formally and consistently complied with for
all changes as part of the System Development Life Cycle. Furthermore, upon review of
PRAL' s change control procedures, the following major weaknesses were revealed:

! System Audit of One-Customs WeBOC Final Report submitted by SIDAT HYDER MORSHED ASSOCIATES

US Agency for International Development (USAID) Trade Project 4
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o Most of the change requests are not being logged and properly documented. Verbal
request for changes and general ad-hoc reports/queries are also being processed
With regards to Software related changes, the following has been observed:
o Migration of software program from test to production environment is not adequately
controlled
o Documentation supporting the authorization, testing, and approval of program
modification is not formally retained
o Documentation and audit trail of changes to the application source code is not
maintained
e Impact analysis of business process changes in the WeBOC system is not conducted in
consultation with all stakeholders

The assessment conducted by the external party and submitted on December 24, 2011 may or may
not be an accurate reflection of the current state of WeBOC; however, based on Trade Project
interactions with PRAL in Karachi and Islamabad?, it can be assumed that a structured approach to
software development, risk management, or implementation of security controls continues to be
absent at PRAL, as no information was provided to indicate the introduction and adoption of such
applicable frameworks during these meetings or through other communications.

Risk Management Framework Compliant Architecture

The goal of Risk Management, in general, is to recognize, assess, and subsequently reduce and
manage risks associated with projects being introduced to an environment or those that may impact
ongoing operations within organizations. A number of such frameworks exist, such as those from PMI,
COBIT, ITIL, and RMF. While all of these architectures share common elements for assessing and
managing risks, RMF goes beyond these to describe, in detail, the security controls required for
Information Systems development, operations, and maintenance. In terms of security controls, it
provides different security controls for functions within an enterprise (HR, Finance, procurement and
others) hence allowing a differentiation of these controls depending on the function where the
Information System provides technology.

Architecturally, RMF can be broken down into the following three components:
¢ Risk Management Framework Organizational Tiers
e Risk Management Framework Processes
¢ Risk Management Framework Roles

Risk Management Framework Organizational Tiers®

NIST suggests three organizational tiers for the purpose of defining roles and assuming
responsibilities to implement the RMF. It is important to realize that the responsibilities and activities
within each tier do not exist in isolation, as Risk Management is an integrated organizational approach
with inputs and outputs flowing across these tiers and is an undertaking that involves the entire
organization: from Senior Leadership defining the methodology and management overseeing the
implementation to individuals responsible for developing the Information Systems and operating the IT
environment.

2 Meetings held in Karachi on August 28 and 29, 2013 with PRAL system and network professional and on 23"
of September 23" 2013 with Mr. Humayun Zafar/FBR
® NIST SP-800

US Agency for International Development (USAID) Trade Project 5
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Figure 1 - RMF Organizational Tiers

Organization

Tier 1: Organizational Risk Management
Tier 1 addresses risk from an organizational perspective with the development of a comprehensive
governance structure and organization-wide risk management strategy that includes:

The techniques and methodologies the organization plans to employ in order to assess
information system-related security risks and other types of concerns to the organization

The methods and procedures the organization plans to use to evaluate the significance of the
risks identified during the risk assessment

The types and extent of risk mitigation measures the organization plans to employ to address
identified risks

The level of risk the organization plans to accept (i.e., risk tolerance)

How the organization plans to monitor risk on an ongoing basis, given the inevitable changes
to organizational information systems and their environments of operation

The degree and type of oversight the organization plans to use to ensure that the risk
management strategy is being effectively carried out

Tier 2: Business Process Risk Management
Tier 2 addresses risk from a mission and business process perspective and is guided by the risk
decisions at Tier 1. Tier 2 activities are closely associated with enterprise architecture and include:

Defining the core missions and business processes for the organization (including any
derivative or related missions and business processes carried out by subordinate
organizations)

Prioritizing missions and business processes with respect to the goals and objectives of the
organization

Defining the types of information that the organization needs to successfully execute the
stated missions and business processes and the information flows both internal and external
to the organization

Developing an organization-wide information protection strategy and incorporating high-level
information security requirements into the core missions and business processes

Specifying the degree of autonomy for subordinate organizations (i.e., organizations within
the parent organization) that the parent organization permits for assessing, evaluating,
mitigating, accepting, and monitoring risk

US Agency for International Development (USAID) Trade Project 6
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Tier 3: Information Systems Risk Management

Tier 3 addresses risk from an information system perspective and is guided by the risk decisions at
Tiers 1 and 2. Risk decisions at Tiers 1 and 2 impact the ultimate selection and deployment of needed
safeguards and countermeasures (i.e., security controls) at the information system level. Information
security requirements are satisfied by the selection of appropriate management, operational, and
technical security controls from NIST Special Publication 800-53.19. The security controls are
subsequently allocated to the various components of the information system as system-specific,
hybrid, or common controls in accordance with the information security architecture developed by the
organization. Security controls are typically traceable to the security requirements established by the
organization to ensure that the requirements are fully addressed during design, development, and
implementation of the information system. Security controls can be provided by the organization or by
an external provider. Relationships with external providers are established in a variety of ways, for
example, through joint ventures, business partnerships, outsourcing arrangements (i.e., through
contracts, interagency agreements, lines of business arrangements), licensing agreements, and/or
supply chain arrangements.

The RMF operates primarily at Tier 3 in the risk management hierarchy but can also have interactions
with Tiers 1 and 2 (e.qg., providing feedback from ongoing authorization decisions to the risk executive
[function], dissemination of updated threat and risk information to authorizing officials and information
system owners). The RMF steps particular to Tier 3 include:

e Categorize the information system and the information processed, stored, and transmitted by
that system based on an impact analysis.

e Select an initial set of baseline security controls for the information system based on the
security categorization; tailoring and supplementing the security control baseline as needed
based on an organizational assessment of risk and local conditions.

¢ Implement the security controls and describe how the controls are employed within the
information system and its environment of operation.

e Assess the security controls using appropriate assessment procedures to determine the
extent to which the controls are implemented correctly, operating as intended, and producing
the desired outcome with respect to meeting the security requirements for the system.

e Authorize information system operation based on a determination of the risk to organizational
operations and assets, individuals, other organizations, and the Nation resulting from the
operation of the information system and the decision that this risk is acceptable.

e Monitor the security controls in the information system on an ongoing basis including
assessing control effectiveness, documenting changes to the system or its environment of
operation, conducting security impact analyses of the associated changes, and reporting the
security state of the system to designated organizational officials.

Risk Management Processes
NIST publishes a number of SPs to define the Risk Management processes and to provide guidance
on security control assessment and implementation. Of particular importance are:

e NIST SP 800-30 (guide for conducting risk assessments) provides an overview of Risk
Management and how it fits into the SDLC lifecycle and how to conduct risk assessments and
manage risks

e NIST SP 800-37 (Guide for applying the RMF) defines and provides a guide for applying the
six RMF Phases

e NIST SP 800-39 (Managing Information Security Risk) defines the multi-tiered, organization-
wide approach to risk management that is discussed in this chapter

e NIST SP 800-53 (Security and Privacy Controls for Federal Information Systems) provides
security control categories, designations, suggested selections and baselines

US Agency for International Development (USAID) Trade Project 7
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At the basic level, four processes are required for effective risk management within an organization,
namely risk framing, risk assessment, risk responses, and risk monitoring. The processes interact with
each other and outputs of each are used as inputs to the others in a continuous improvement and re-
enforcement cycle.

Figure 2 - Risk Management Processes

m
/.

m “
Risk Framing

The responsibility to develop and manage this process belongs to Tier 1 leadership and groups within
an organization. Risk policies impacting the entire organization are developed by the organization’s
leadership and cascaded to the functional and technical groups. Below are some of the areas that
need to be considered while framing risks:
¢ Risk Categories: Categories both internal and external to the organization are developed and,
when possible, grouped
¢ Risk Assumptions: The likelihood of risks
e Risk Constraints: The impediments to categorizing risks and development of risk responses
e Risk Thresholds: The acceptable tolerance levels to the organizations. Risk thresholds are
used to allocate financial resources and plans to address risks that are above acceptable
thresholds

Risk Assessment

All members within the organization are tasked with viewing external and internal risks for the purpose
of developing risks that may impact the organization, should they occur. The outcomes of this
exercise are risk registers which include risks and their associated quantitative and qualitative data.
Based on the data, priorities are then assigned to risks.

Risk Responses
This process takes the outputs of Risk Assessment in order to develop actions for each categorized
risk. Risk acceptance, avoidance, mitigation, and risk transfer (to another provider) are some of the
strategies that can be taken towards addressing materialized risks. More than one course of action
should be developed and evaluated towards agreement on a specific action.

e Acceptance

¢ Avoidance

e Mitigation

e Transfer

US Agency for International Development (USAID) Trade Project 8
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Risk Monitoring

Ongoing evaluation of the risk responses and their success are the key activities within this
component. The entire risk profile of the organization should be subject to ongoing scrutiny and
inspection to identify new threats that will require updates to the risk assessment and risk responses
as part of a continuous improvement cycle.

SDLC and the RMF

NIST publication SP 800-64 details the required organizational structure, roles, and key processes
recommended to incorporate security as part of the system development lifecycle. It's important to
recognize, despite the use of Agile Frameworks, that the publication assumes and is focused on a
traditional Waterfall approach for systems development, as this approach continues to be the main
framework used by project managers and system developers implementing information systems.

Figure 3 below is a brief overview of the key activities for each of the five phases within the Waterfall
approach. The six RMF phases which will be described later include tasks that are to be carried out
during and as part of the SDLC phases to ensure that security is built into the system as part of the
development approach.

Figure 3 - SDLC Lifecycle

» Develop Business Case and Project Charter
Establish budget

Develop high-level system requirements

» Develop Master Plan and Initiate Project

Phase 1
Initiation

Phase 2 Evaluate Requirements
» Develop functional, non-functional and system security plans
Decide on development or procurement of system

Development/Acquisition

Establish test environment
Phase 3 Evaluate functionalities and system security
Implementation/Assessment » Develop Security Assessment Report (SAR)

* Move system into production environment
Phase 4 * Use system
Operation/Maintenance » Manage system configuration and changes

» Manage and secure existing system data
+ Establish termination and data migration or archiving plans

Phase 5 « Terminate system

Disposal

RMF Implementation Required Roles
Thirteen roles are suggested as part of establishing and maintaining the RMF approach. Passages in
this section detail these roles, as defined by the NIST”. These roles are:

Head of Agency (Chief Executive Officer)

The head of agency (or chief executive officer) is the highest-level senior official or executive within an
organization with the overall responsibility to provide information security protections commensurate
with the risk and magnitude of harm (i.e., impact) to organizational operations and assets, individuals,
other organizations, and the nation resulting from unauthorized access, use, disclosure, disruption,
modification, or destruction of information collected or maintained by or on behalf of the agency; and

4 NIST SP 800-37

US Agency for International Development (USAID) Trade Project 9
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information systems used or operated by an agency or by a contractor of an agency or other
organization on behalf of an agency. Agency heads are also responsible for ensuring that information
security management processes are integrated with strategic and operational planning processes;
senior officials within the organization provide information security for the information and information
systems that support the operations and assets under their control; and the organization has trained
personnel sufficient to assist in complying with the information security requirements in related
legislation, policies, directives, instructions, standards, and guidelines. Through the development and
implementation of strong policies, the head of agency establishes the organizational commitment to
information security and the actions required to effectively manage risk and protect the core missions
and business functions being carried out by the organization. The head of agency establishes
appropriate accountability for information security and provides active support and oversight of
monitoring and improvement for the information security program. Senior leadership commitment to
information security establishes a level of due diligence within the organization that promotes a
climate for mission and business success.

Risk Executive (Function)

The risk executive (function) is an individual or group within an organization which helps to ensure
risk-related considerations for individual information systems, including authorization decisions, are
viewed from an organization-wide perspective with regard to the overall strategic goals and objectives
of the organization for carrying out its core missions and business functions.

The risk executive function ensures that the approach to managing information system-related
security risks is consistent across the organization, reflects organizational risk tolerance, and is
considered along with other types of risks in order to ensure mission/business success. The risk
executive function coordinates with the senior leadership of an organization to:

e Provide a comprehensive, organization-wide, holistic approach for addressing risk—an
approach that provides a greater understanding of the integrated operations of the
organization

e Develop a risk management strategy for the organization providing a strategic view of
information security-related risks with regard to the organization as a whole

o Facilitate the sharing of risk-related information among authorizing officials and other senior
leaders within the organization

e Provide oversight for all risk management-related activities across the organization (e.g.,
security categorizations) to help ensure consistent and effective risk acceptance decisions

e Ensure that authorization decisions consider all factors necessary for mission and business
success

e Provide an organization-wide forum to consider all sources of risk (including aggregated risk)
to organizational operations and assets, individuals, and other organizations

e Promote cooperation and collaboration among authorizing officials to include authorization
actions requiring shared responsibility

e Ensure that the shared responsibility for supporting organizational mission/business functions
using external providers of information and services r