USAID/IRAQ FINANCIAL DEVELOPMENT PROJECT, CONTRACT NO. 267-C-00-10-00005-00

MEMORANDUM
To: Louay Samouie, (USAID/Iraq), Contracting Officer’s Representative
CC: Greg Maassen, Chief of Party, Financial Development Project

Timothy Shumaker, Deputy Chief of Party, Financial Development Project
Joy Benn, Contracts Manager, AECOM International Development

Tania Brunn, Engagement Manager, AECOM International Development
Kelly Ryan, Program Coordinator, AECOM International Development

From: Florence Faye, Program Manager, AECOM International Development
Date: 12 August 2013
Re: Deliverable Approval: 10.2 A complete legal and regulatory framework for

establishing a credit bureau is submitted for approval to the CBI.

In accordance with USAID/Iraq Financial Development Project (FDP) Contract Number 267-C-
00-10-00005-00, clause F.6.B, Reporting and Deliverables Matrices; AECOM International
Development is pleased to submit Deliverable 10.2: “A complete legal and regulatory framework
for establishing a credit bureau is submitted for approval to the CBI” for COR review and
approval.

Background

FDP aims to improve the development of the financial sector via institution-building and
targeted reforms. The current Central Bank of Iraq (CBI), aims to develop the existing Credit
Information Bureau (CIB) into a modern and internationally-recognized facility which will
support and enhance bank lending in both the consumer and corporate markets. A fully
modernized CIB will support the stakeholders’ decision-making processes, so that banks will be
able to lend funds with less risk, thereby encouraging economic growth in lIrag. In order to
accomplish this, FDP has worked with CBI draft legal and regulatory requirements for the CIB.

Deliverable 10.2

The completed legal and regulatory framework was submitted to the CBI Steering Committee
Members in February 2013 for their review. On March 25" 2013, the CBI Banking and
Supervision Directorate distributed the proposed regulation to all of the Iragi banks, and (39)
banks and the responses of (3) Insurance Companies and the Iragi Company for financing SMEs
have sent their feedback to Banking and Supervision Directorate.

Note: This is a year three deliverable. The submission date is after July 17, 2013 to coincide with
the approval date of Modification 5.

Attachments
1. Compliance Regulations. CIB -CBI1.VV3-12.12 (Arabic & English)
2. Internal Memo Report from Supervision (Arabic & English)
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Regulation Response Consolidation Report Five Banks (English)
Regulation Response Commercial Bank of Iraq Arabic

Regulation Response Bank of Baghdad Arabic

Regulation Response Gulf Commercial Bank

Regulation Response Bank of Beirut and the Arab Countries

Regulation Response Al-Bilad Islamic Bank for Investment and Finance

N R

USAID/Iraq Financial Development Project Deliverables

Deliverable Status
Submitted
A prioritized reform agenda for financial sector reforms developed by an and
1.3.1 | association Approved
Submitted
Training plan targeted to build the advocacy capacity of the industry association and
1.2.1 | (s) developed Approved
Submitted
and
1.2.2 | Communications strategy for association(s) developed Approved
Submitted
and
1.4.1 | Association Linkages to University programs established Approved
Submitted
Public-private Steering Committee for design of bank training institute and credit and
2.1.1 | bureau established Approved
Submitted
GOI commitment confirmed in writing in @ manner acceptable to both CBI and and
2.1.2 | USAID Approved
Submitted
and
2.1.3 | lraqi driven credit bureau business plan and model developed Approved
Submitted
and
2.2.1 | Business plan and model for bank training institute Approved
Submitted
and
2.3.1 | Achievement of Phase 1 of the retail payment system Approved
Submitted
Gap analysis of at least two existing business and finance University or College and
3.1.1 | programs conducted Approved
Submitted
Mechanisms for cooperation between the private sector and at least two existing business and
3.3.1 | and finance University or Colleges in place Approved
Submitted and
Legal and regulatory requirements for credit bureau identified and Pending
2.1.4 | recommendations for needed changes drafted Approval
Submitted
and
3.1.3 | At least two additional universities or colleges added as counterparts Approved
Submitted
and Pending
2.1.6 | Sources of data and data requirements for launch of credit bureau resolved Approval
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Submitted
and
2.2.3 | Training of Trainers and curriculum development underway Approved
Submitted
and
2.2.5 | Bank Training Institute expands number of courses offered Approved
Submitted
and Pending
1.3.2 | GOI Champions for association reform agenda identified and engaged Approval
Submitted
Initiatives and Pilots that support student opportunity, such as scholarship and and
3.3.2 | internship programs, career development centers, and entrepreneurship centers Approved
Provide the CBI with a complete Request for Proposal (with a translated version in
Arabic) that will be issued to procure a new Retail Payment System that ensures Submitted
interoperability and reciprocity between participating banks vis-a-vis ATMs, Point and Pending
11.2 | of Sale Mobile and Internet transactions; and assist with the selection of a vendor. | Approval
Submitted
Assist with the selection of a vendor for the CBI to procure a comprehensive retail | and Pending
11.4 | payments system that incorporates a solution for a National Switch model. Approval
Submitted
A complete legal and regulatory framework for establishing a credit bureau is and Pending
10.2 | submitted for approval to the CBI. Approval
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Credit Registry & Credit Information

Bureau.

Operated by the Central Bank of Iraq

Compliance Regulations.

Applicable to:

Central Banks [Credit Supervisory Unit]

Government Banks.

Private Commercial Banks.

Finance [Non Banking] Companies.

Telecommunication Companies.

Utility Companies.

Any Other Authorized Government and Private Company.
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Compliance Regulations

Section 1.00:

Section 2.00:

Section 3.00:

Section 4.00:

Section 5.00:

Section 6.00:

Section 7.00:

Section 8.00:

Procedure.

Section 9.00:

Contents.

Definitions of Terms.

Introduction & reference to Laws & Regulations.

Authority & Purpose of the Bureau.

Database Management Rules and Submissions.

Rules of Access.

Rules of Lending.

Bureau Operating Rules.

Customer Request for Information & Complaints

Commencement of Operations.

Section 10.00: Appendix.
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Compliance Regulations

Section 1.00: Definition of Terms.

Ref. Title Definition
No.
001 | Regulative Authorities The Central Bank of Iraq [CBI].

The Ministry of Trade [MoT].

The Ministry of Finance [MoF]

002 | 1:Credit Information Bureau. 1: A depository of Customer data relating to previous and
[CIB] existing loan or credit facilities obtained from the Iraq
2: Credit Registry [CrR]. lending community. The data also extends to a record of
3: Collateral Registry [CoR]. enquiries made to the Bureau and the decisions made

during or after these enquiries.

2. Restricted Access to the Bureau Database for
regulators to access statistical information relating to
credit and loans.

3. Restricted Access to Collateral Database of
information relating to collateralized loans. Security

Type/Value/Dates.
003 | Credit Information Bureau The Credit Information Bureau Database is the
Database depository of all Loan data after validation and
formatting.
004 | Credit Information Bureau The Credit Information Bureau System is the electronic
System software which enables secured access to the Credit

Information Bureau Database.

005 | Applicant A person or company who is applying for a Loan who is
not yet necessarily a customer of the lender.

006 | Customer A person or a company who has a credit facility with a
lender who has provided information on that person.

007 | Search Enquiry A request for shared information of the Applicant is a
Search Enquiry which can take place after the
authorization has been given to Benefit to provide such
information by the Applicant.

008 | Bureau Credit Report The information provided by the Bureau. The non
disclosure rule is applied [see 010].
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Compliance Regulations

Ref.
No.

Title

Definition

009

Customer Credit Report

A documented report which provides information on the
Applicant where the Non Disclosure Rule is not applied
[see 010].

010

Non Disclosure Rule

The information provided in the Bureau Credit Report will
not disclose the name of the Institution where the
Applicants Loan Accounts are held. The exception to this
is where the Applicant is a Customer of the Institution
who is making the enquiry.

011

1: Credit Provider

2: Data Provider.

1: Credit Provider

An organization which is authorized and is qualified to
access the Bureau after first providing information on
their customers who may or may not be the Applicant.

2: Data Provider

Any organization which is authorized under these
regulations to provide customer and credit information to
CIB.

The Rules of Access are applied.

012

Bureau User

An employee of the Credit Provider who is authorized to
obtain information concerning an Applicant after
complying with the Rules of Access.

013

Consumer or
Finance.

Corporate

Consumer and/or Corporate Finance is the provision of
any form of credit facility which is provided to a Customer
as an Owner, Co-Owner or Guarantor.

014

Applicant or Customer Consent

A Credit Report can only be obtained after it has been
confirmed that the Applicant has provided written
approval to the Credit Information Bureau using the
standard Consent Form.

015

Declaration Date

The date the Applicant or Customer provided written
consent to the Credit Information Bureau. This date is
encrypted onto the Bureau System each time the
Customer is enquired upon.

016

Data Validation Process

An audit control system exists to obtain correct and
logical data which is formatted in accordance with the
Bureau requirements.

Version 2-2012

Page 4




Compliance Regulations

Ref. Title Definition
No.
017 | Take-On Data The Take-On Data is the Information provided by the

Data Provider in the first instance. This is only provided
once for existing and new accounts.

018 | Update Data The Data Provider submits an update to the Take On
Data in accordance with an update schedule. Any new
Accounts since the Take On or previous Update must be
provided.

019 | Data Correction Process In the event that a Customer or Applicant has cause to
complain that the data is incorrect the process allows for
corrective measures to be implemented. The Data
Provider who provided the Information in the first
instance must carry out the correction process.

020 | User Set Up Process The procedure used to provide a User with access to the
Bureau. This entails the provision of a User agreement
containing acceptance of the Rules of Confidentiality and
access codes and passwords.

021 | Search Fee The charge made for all enquiries to the Bureau
irrespective of the level of information being retrieved.

022 | Rules of Lending Pre-determined rules which control the level of borrowing
by any Applicant or Customer as determined by the CBI.
The maximum status of such rules is parameterized in
the system.

023 | Primary Access Provides access to the system from a Credit Providers
single central location.

024 | Network Access Provides system access throughout the Credit Providers
own network [Branches]. Enables more effective use of
the system throughout the credit making decision
process.

025 | Consent Deletion An Applicant’'s or Customer’'s Consent can be removed
from the Bureau Database by applying to the Bureau and
following the Consent Deletion Procedure.
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Compliance Regulations

Section 2.00: Introduction.

The purpose of this document is to establish the rules and regulations affecting all
participants in the activities of the Credit Reference Bureau, Credit Registry and
Collateral Registry which is operated by the Central Bank of Irag. The Credit &
Collateral Registry and Credit Information Bureau obtain information from the Data
Processing and Information Center after the information contained herein is provided
correctly formatted by the Data Providers in accordance with the Data Provision Rules.
This is designed to provide the assurances that each Credit Report and information to
provide the service is true and accurate at all times. It also ensures that all users are
treated fairly and equally in respect of the level and quality of the information being
provided. In the same respect these regulations, when adhered to, provide assurances
that all information is secure and treated with the utmost confidentiality.

The Bureau will provide consolidated on line information on Customers from the Data
Processing & Information Center to authorized Credit Providers without preference or
favour to any single applicant. The information to be provided to authorized Users is for
reference only and should only be used as part of the Credit Decision Process, Credit
Risk Management and Collection Management purposes; the information does not
constitute a decision. All Credit Applications must be supported by an enquiry to the
Bureau by all Banks or Credit Providers during the Credit Application Process.

The regulations also extends a service to Customers whose data is retained by the Data
Processing & Information Center and provides them with the same assurances that the
information is held securely. Only after the customer or applicant have provided their
written consent [electronic or otherwise] to the Credit Information Bureau can the
information to be shared with the Credit Providers who is making the enquiry. The
customer will be made aware that access to the information can only obtained under the
conditions as shown in the Customer Rights Charter. Under this charter the customer
will also have the right to dispute information which has proved to be provided
incorrectly by the Credit Provider to the Data Processing and Information Center.
Procedures are provided which allow a customer to rectify such information through a
dispute procedure where such incorrect information has been provided to CIC
incorrectly.

All Bureau supporting documents as described in the Appendix will be provided as part
of the establishment of the Registry and Bureau and will refer to these regulations. This
ensures that the Bureau and all Credit and Data Providers are pursuant of the
provisions of paragraph (3) of article (4) of CBI Act No. (56) of 2004 and paragraph (a)
of article (104) of the Banking Act No. (94) of year 2004
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Compliance Regulations

Section 3.00: Authority & Purpose of the Bureau.

3.01: Authority.

The Data Processing & Information Center is operated by Central Bank of Iraq and is authorized
to collect customer data in accordance with the Database Management Rules & Submissions
[See Section 4]. The authorization also allows the Bureau to provide the consolidation of
Customers’ information on line to authorized Credit Providers who are permitted to receive such
information under these regulations. This provision allows access to this information at the time
of the enquiry through a system specifically designed to operate the Bureau.

Central Bank of Iraq is also authorized under the banking laws to access the Registry for the
purpose of good governance of the credit system however only information relating to lending
and not customers private information will be available for reporting purposes. Additional
information relating to specific account holders can be made available with the necessary
approval levels within CBI.

The guidelines are issued on the understanding that the Users [Banks and other authorized
organizations] confirm in writing through an agreement, to be fully compliant with these
regulations to CIB, that all procedures and systems are in place to ensure that customer
information is secure and correct at the time of the enquiry. If however a Data Provider has
provided incorrect information, the Central Bank must be informed so that Data Correction
Procedure which is performed by the Credit Provider can be supervised correctly.

3.02: Purpose of the Bureau.

The objectives of the Bureau are to provide the Credit Providers with the following as part of the
Credit Application Process:

3.02.01: Accurate consolidated customer information so that lending decisions can be
made with minimized risk.

3.02.02: To reduce default risk from existing borrowers where information on existing
credit facilities was not previously known.

3.02.03: To protect Applicants and Customers from over borrowing by assisting lenders
in making decisions on an Applicant’s ability to pay.

3.02.04: To facilitate lending to new Applicants who have no previous credit history.

3.02.05: To provide decision making capability to Lenders in respect of Applicants
without security.

3.02.06: To assist with Fraud Control.

3.02.07: To verify information supplied by the Applicant at the point of the application.
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Compliance Regulations

3.02.08: To show both Historical and Current behaviour patterns, good or bad.
3.02.09: To authenticate and verify information on the Applicant.

3.02.10: To provide a platform to establish risk management tools to further improve
lending decisions.
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Compliance Regulations

Section 4.00: Database Management Rules and Submissions.
4.01: Provision and Type of Data.

All Customer Data must be provided from the Customer files in the following categories and in
accordance with the Data Manual:

All credit facilities to Customers and Applicants.
Including but not limited to:-

All Types of Loans and Credit Facilities.

Housing and Mortgage Loans.

Overdrafts.

Credit Cards.

Charge Cards.

Hire Purchase and Contract Purchase Agreements.
Lease and Lease purchase Agreement.

Operating Leases.

Letters of Credit [LC].

Letters of Guarantee [LG].

4.02 Accuracy & Timing of Data.

An initial analysis of the sample [depersonalized] data will be made in order to accurately format
the complete record from the Data Provider. The Data will be processed through validation rules
using methods that will provide the customer and loan information in a format which will be
understood by all Credit Providers during the enquiry process. It is therefore necessary to reject
files which are not formatted correctly however this is usually during the early stages of the
validation process. Assistance will be provided by the Bureau to ensure that data errors are kept
to a minimum in the first instance.

Such Data errors which have been provided by the Contributing Data Provider could be
regarded as a logical status of account however this may subsequently be disputed by the
Customer. In such cases the Customer Complaint Procedure will be followed along with the
Data Rectification Procedure as shown in Section 8.

4.02.01: Take On Data.

The complete data file is required on the agreed date and should be provided in the
standard format. This should include the information which is in accordance with the
Bureau Data Manual and be accurate in respect of the current status of each
Account Holder including history. The date of the provision of the Take On Data
should be in accordance with the schedule as shown in 4.02.03.
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Compliance Regulations

4.02.02: Update Data.

The Update Data applies only to the changes made to the Take On File [See Data Manual].
In addition any new accounts which have been opened must also be provided in the same
format. Accounts which have been closed during the update period need only be updated
once with the Closed Date of the Account. The Update File must be provided in accordance
with individual Data Provider Update Schedule [agreed at the time of the receipt of the Take
On Data] and not exceed the times shown 4.02.03: Provision Schedule.

4.02.03: Provision Schedule [All Bureau Credit Providers].
Take On File: No longer than 30 days of the acceptance of the sample data.

The following periods of update apply for the movement toward daily update of existing and
new account files. This does not apply to Credit Providers joining the Bureau prior to
January 2007

Period Update period Scheduled Time from Take-On

Date
1 30 Day 0-90 Days
2 14 Day 91-120 Days
3 7 Day 121-150 Days
4 Daily 151-180 Days

All Data Providers should be updating the database on a daily basis before six months of
the initial Take-On Date.

4.02.04: Update Ratio.

The update ratio will be monitored to confirm that the Data Processing & Information Center
is being updated. In the event that the ratio is less than the average of the previous three
months and the Bureau has not been notified in writing by the Data Provider then the
penalty rules will be applied.
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Compliance Regulations

4.03: Databases.

There are three types of data which make up the Bureau Database:

4.03.01: Non Finance Related.

Information on the Customer or Applicant is retained after the first enquiry, name,
address, Data of birth or Date established, Business Type etc is used to verify the
identity of the Applicant or Customer using the relevant information as used in the key
search. Subsequent enquires provide the activity of the Applicant and detects if fraud is
likely to have been committed.

4.03.02: Previous Search Enquiries.

Records all previous enquiries made to the Bureau and decisions made by the Credit
Providers making the enquiry. This enables better lending decisions to be made during
subsequent searches. The Non-Disclosure rule applies except when the enquiry is from
the same Credit Provider.

4.03.03: Loan Account Detail.

The account information as provided by the Contributing Credit Provider is retained
under high levels of security and can only be released in consolidated format after the
Applicant has provided approval. The Non-Disclosure Rule applies [see 2.00 Definitions
Ref. No. 010].

4.04: Disclaimer

The Data Validation Process [DVP] will be operated by the Bureau on all data [Take-On and
Update] however the process cannot change the information being supplied. In cases where the
information is found to be incorrect by the Customer or Applicant during a Search Enquiry the
Bureau cannot be responsible for the misinformation.

[The regulations allows for corrective measures to be activated].
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Compliance Regulations

Section 5.00: Rules of Access.
5.01: Credit Provider.

A Credit Provider has the right to receive information from the Credit Information Bureau
provided that the organization is involved in the granting of credit to the consumer & corporate
customers and that they are licensed to do so. An Agreement exists between all parties [The
Credit Information Bureau and the Credit/Data Provider] which will ensure these compliance
rules are understood.

The following rules can be amended from time to time with agreement of the CBI:

5.01.01: The Credit Provider must operate within the compliance rules and
agrees that any breach of the rules can be reported to the Central Bank of Irag.

5.01.02: The Credit Provider follows the Operating Guidelines & Procedure
Manuals issued at the commencement of operations and modified from time to
time.

5.01.03: Commitment by Credit Providers to pay all fees and charges.
5.01.04: Validated data must be provided in the required format.
5.01.05: The Workstation at the User end conforms to the correct configuration.

5.01.06: The Credit Provider maintains supervision of their assigned Bureau
Users at all times.

5.01.07: The Customer or Applicant’s consent is received and the verification
procedures are followed. The submission of the Consent can be by electronic
means as long as the Customer signs the Consent Form.

5.01.08: In respect of any enquiry or action related to CIB [Search Enquiry,
Consent Form, Consent Deletion and/or Customer Credit Report], the identity of
the Applicant/Customer and signature should be verified.

5.01.09: The information retrieved from the Bureau is used only for the purpose
in accordance with these Compliance Rules.

5.01.10: The information retrieved from the system on any applicant [not
necessarily a Customer of the Credit Provider] is never shared with any third
party other than those authorized to do so in the organization of the Credit
Provider.

5.01.11: An Agreement is signed and received by the Credit Information Bureau
complete with the Commercial License before enabling primary or network
access.
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Compliance Regulations

5.02: Supervisory Access [Central Bank].

Central Bank supervisors and inspectors [authorized CBI personnel] will be able to access the
Credit Registry and Collateral Registry to interrogate reports relating to secured and unsecured
lending and credit in the Banking Community. As electronic on line access will be provided the

following condi

tions will safeguard the integrity of the information.

The assigned Registry User must be authorized by the Head of Supervision of the Central Bank
of Iraq qualified Credit Provider and notified to the Bureau using the correct procedures. The
User will be provided with the necessary access codes and passwords which should not be
shared with any other person.

5.02.01: The User comes under the supervision of the Central Bank of Iraq at all
times and should adopt the correct techniques to access the system and follow
the procedures as shown in the User Manual.

5.02.02: The Customer’s consent is not required as personal information will not
be available accept with the approval of the Head of Supervision before making
the enquiry on particular Customers.

5.02.03: Reports can be generated by the appointed User.

5.02.04: The information retrieved from the system on any Customer in the
Bureau Database is never shared with any third party other than those
authorized to do by a Central Bank Supervisor. On line access can be obtained
by advising the Bureau of these authorized persons.

5.02.05: A Registry User Agreement is signed and received by the Credit
Information Bureau before enabling access.

5.03: Bureau User.

The Bureau User follows the Operating Guidelines & Procedures.

5.03.01: The User comes under the supervision of the Credit Provider at all times
and should adopt the correct techniques to access the system and follow the
procedures as shown in the User Manual.

5.03.02: The Applicant’s consent is requested and received and the verification
procedures are followed before making the enquiry on the Applicant. A written
Consent must be provided to the Central Bank within 48 hours after the
electronic consent is received by the Credit Provider.

5.03.03: In respect of a Customer Credit Report, the Applicant’s identity and
signature is verified by the User.

5.03.04: The information retrieved from the system on any applicant [not
necessarily a Customer of the Credit Provider] is never shared with any third
party other than those authorized to do so in the organization of the Credit
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Provider. The Applicant should be informed of the reason why a credit application
is declined if the decision is relevant to the information provided by the Bureau.

5.03.05: A Bureau User Agreement is signed and received by the Credit
Information Bureau before enabling access.
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Compliance Regulations

Section 6.00: Rules of Lending. [As recommended and supervised by the Central Bank of
Iraq]

The Central Bank of Irag can introduce rules of lending which are automated in the Bureau
System and from time to time. The reconciliation of all loan balances and the current installment
ratio will be shown, in addition the effect of any credit facility being granted when a Customer
exceeds these lending limits.

Examples

6.01: Current Rules of Lending [Consumer].

6.01.01: Installment to Monthly Income Ratio: The sum of all payments against all loans
and card payments must not exceed 50% of gross monthly income [Consumer Lending
only].

6.01.02: Tenure of any new loan not to exceed an authorized period of time.

6.02: A Warning will be provided to the Credit Provider during the enquiry if the rules above are
breached or if the application allows the Applicant to exceed these rules or both.

6.03: A consolidation summary of loan details will be provided for Corporate Bureau enquiries
however as there are no limits issued by CBI the purpose of such notification may be advisory
until CBI issue new guidelines.
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Compliance Regulations

Section 7.00: Bureau Operating Rules and Conditions.
7.01 Operating Guidelines.

7.01.01: The Operation will consist of five divisions to maintain the best use of trained
resources within the Central Bank of Iraq.

[a] Administration.

[b] Technical Support Services.
[c] Customer Services

[d] Connectivity and Security
[e] Financial Control.

7.01.02: The Operation will adopt Quality Assurance Systems [QAS] to ensure the best
Conducts are used for the following:

[a] Administration Procedures.

[b] Data Audit Control Procedures.
[c] Customer Support Services.

[d] Technical Support.

[e] Connectivity and Security

7.01.03: Operational Manuals will be provided for each of the Divisions [see 7.01] which
will be available for inspection by any contributing Credit Provider who is operating under
the Rules of Access [see Section 5].

7.01.04: The Credit & Data Providers must supervise all Bureau employees to ensure
the Bureau Operators who have access to the Bureau Data adhere to the Rules of
Confidentiality.

7.01.05: The Rules of Confidentiality will apply to all Bureau Employees in respect of any
information related to individual Credit Providers except when requested to do so in
writing from the CBI.

7.01.06: Central Bank will provide training facilities for:
[a] IT personnel involved in the Credit Providers’ Data Extraction procedure.

[b] The Users as nominated by the Credit Provider after receiving request
through the Credit Provider Set Up Procedure.
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Compliance Regulations

[c] Administrative Procedures for Credit Providers to request information
supplementary to the Search enquiry.

These will include, but not limited to:
Customer Consent.
Customer Credit Report Request.
Data Error Correction Procedure.

Rules of Confidentiality.

7.01.07: The Central Bank will require all Credit & Data Providers to provide the name
and employee details of each registered Authorized Users and Operators which should
be updated on a monthly basis. All Users [Credit & Data Providers and Bureau] will be
requested to provide contact details and identity information as part of the User
Preparation.

7.02: Rules of Confidentiality.

The Rules of Confidentiality will apply in writing to all employees of Central Bank and Credit and
Data Providers who will have access to the Credit & Collateral Registry and the Credit
Information Bureau. Each employee will be requested to sign a confidentiality agreement which
covers the following areas.

[a] Not to provide any information either verbally or in writing on Applicants and
Customers to any third party without written approval from the Bureau
Management.

[b] To maintain high level of security of all documentation received or to be sent
to Credit Providers.

[c] Not to provide any performance related information on a Credit and/or Data
Provider without receiving written permission to do so by the CBI.

[d] Follow the Quality Assured Procedures in respect of the retention and storage
of all documentation and files both physical and in electronic format.
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Section 8.00: Customer Request for Information & Complaints Procedure.

As the Non-Disclosure Rule applies, the Bureau Credit Report does not provide the name of
other lenders to a Credit Provider. The exception to this is where the Applicant is a customer of
the Credit Provider who is making the enquiry. In the event where an Applicant requires
information contained in the Bureau Database a request can be made for a Customer Credit
Report [CCR] using the following procedure.

8.01: The Customer Credit Report [CCR] request.

The CCR request form is completed at the premises of the Credit Provider making the
enquiry and should contain the following information.

8.01.01: Customer’s Approval.

This is required to enable the Bureau Operator to enter the system to obtain a
CCR.

8.01.02: Confirmation of Customer’s Identity.

This validation is done by the Credit Provider [making the original Search
Enquiry] to confirm that the Customer is genuine and that the Applicant’s
signature is correct.

8.02: Customer Credit Report.

The CCR request is sent to the Bureau who will produce the Customer Credit Report
after Management Approval. After the form is produced [no copies will be permitted] it
will be sent by registered mail to the Customer or Applicant. The report will contain a
summary of all loan and card accounts and details of previous Search Enquiries. In all
cases the name of the lender will be displayed.

8.03: Complaint Procedure:

All complaints will be registered in accordance with the QAS Procedures. Action taken to
rectify the complaint will be documented for review by the Bureau Management.

A complaint can come from three areas:
1] Credit Provider.

2] Customer.

3] CBI.

4] Ministry of Trade.
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A complaint of any nature will be responded to as soon as practical and will follow the standard
procedure. In the event of system failure which prevents information being retrieved from the
database every effort will be made to provide normal service as soon as possible. In the respect
of other complaints the Complaint Form should be completed and sent to the Bureau as soon as
possible. A report outlining what is required to rectify the complaint will be sent to the Credit
Provider within 24 hours of the rectification.

From time to time the Applicant or Customer may have cause to dispute the correctness of data.
In the event of such occurrences the Data Rectification Process should be followed.

8.04: Data Rectification.

In all cases an Applicant or Customer must have requested a Customer Credit Report. This will
provide the name of the Data Provider who has provided the information on the Report. If the
information requires rectification the customer is advised on the CCR of the procedures to be
followed.

The Customer should make the complaint to the Data Provider who has provided the Data
which is thought to be incorrect. If the Customers Complaint is justified the Data Provider can
rectify the data on line or through the regular update process. This must be carried out within 24
hours of being notified by the Customer.

8.05: Customer Consent Deletion.

As the Customer Consent to allow the Bureau to release information is required only once for all
time, the Customer may wish to delete this consent from the system. This can be done provided
a Customer Consent Deletion form is completed and signed by the Customer. After this process
is completed the database no longer records the consent therefore the Customer [Applicant]
must complete another Consent Form before the Bureau can release any information on the
Customer or Applicant.

This does not affect the customer retained in the Bureau Database however it is unable to be
shared with any Credit Provider or organization without consent of the Applicant or Customer. In
such cases the data should be maintained in accordance with the Database Management Rules
and Submissions [See Section 4] at all times up to the account is closed by the Customer or
Credit Provider.

Version 2-2012 Page 19



Compliance Regulations

Section 9.00: Commencement of Operations.

The preparation required to enable a Credit Provider to be ready to provide data and have
access to the Bureau is as follows:

9.01: Discussion meeting to establish the validity of Credit and or Data Provider.

9.02: In all cases a letter of intent must be provided to confirm the activity of the Credit and/or
Data Provider and to request the provision of the data manual under the confidentiality rules.
The latest audited financial statement and copy of a valid credit license should be provided to
confirm the activity and the financial stability of the organization.

9.03: After the Bureau has agreed to provide the service, the Data Validation Process requires
sample data with varied circumstances to be provided. The Customer names/identity. should be
disguised to avoid any breach of confidentiality before Agreements are signed.

9.04: After successful completion of the data validation process the Credit and Data Provider
Agreement must be signed. It should also be confirmed by both parties that the Take-On data
files will be uploaded onto the Bureau Database so that the complete file [with correct names
and identity ] using a secured method in accordance with the agreed method.

9.05: The Credit and Data Provider Preparation procedure will commence which requires the
new Credit and Data Provider to provide a list of Primary Users.. This procedure will include the
provision of User Manuals, Training and the completion of User Documentation.

9.06: The Credit Provider will receive written confirmation that access to the Bureau is enabled
and that Search Enquiries can commence.

9.07: The Data Provider agrees to provide an update of the data using a secured method and in
accordance with the agreed schedule which should commence immediately an update to
existing data is required and not greater than one month from provision of the Take-on Data.
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Compliance Regulations

10: Appendix.

The following procedures have been mentioned in this Document and will be described
in detail in the Credit Providers Agreement or Operating Manuals which will be issued
by the Central Bank of Iraq.

10.01: Bureau Operations Manual.

Customer Service Manual.
Data & Data Audit Control Manual.
Systems Operations Manual

QAS Audit Manual.

10.02: Credit Provider & User Bureau Operating Guidelines.

10.03: Penalties.

Set Up Procedure

Bureau On Line User Manual.

Customer Consent Procedure.

Customer Credit Report request procedure.
Complaints Procedure.

Data Rectification Procedure.

Deletion of Customers Consent.

Breach of confidentiality.

Non Provision of validated data in accordance with the Schedules.
Correction of loaded Loan Account Data.

Update ratio not in accordance with update rules.

Non Payment of fees in accordance with the Credit Providers Agreement.

Customer’s Consent not received.

Version 2-2012
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CIB Regulations: Response from Bank to initial Regulation Document. Response Date: 13th June 2013

rwatson@iragfinsecdev.com

Ref. No Name of Bank Bank Comment

144 legal Commercial Bank of Iraq 1-paragraph 2 of article 104 of the banking Law is related to issuance of regulations not

Date: instructions, so it is preferable that the draft is re-named to read “draft regulations of the

23/4/2013 credit register and credit bureau” not “draft instructions of credit register and credit
bureau”.

2-the form used in drafting the instructions above is the form used in preparing academic
studies not the form used in drafting legal legislations which are at the level of regulations or
instructions.

3- It is customary in the legal legislations to include an article specifying the scope of law
validity and the issues and authorities to which the law applies.

4- Typically, the contents of page 2 of the draft are not included within the draft legal
regulations or instructions.

5-the ‘definitions of terms” on page 3 of the draft must be re-phrased the same way used in
article 1 of the Banking law no 94 of 2004 and article 1 of the CBI instructions no 4 of 2010
on the facilitation of enforcing the Banking Law. It is advisable to include the definitions of
the following terms.

6- the introduction of Section two on page 7 and page 8 can be one legal article within the
proposed regulation under the heading “objectives and grounds” provided that it is done in
the form of paragraphs (a, b, c etc.), and containing the information of page 10 on “objective
of the bureau’.

7-as for paragraph 01-4 on page 11 regarding the “provision and type of data” about the
client, it is advisable to reconcile the information contained therein and the information
related to Item First of article 15 of the CBI instructions no 4 of 2010 on the information
related to identifying the client.

8-as for item 05-4 “disclaimer”, it is necessary to identify the authority responsible for the
misstatements as if the bureau which is in charge of verifying the date is not responsible for
the misstatements, then the person providing such wrong information must be legally liable
otherwise the trust in the bureau and the information on loans and credit facilities will be
weakened.
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CIB Regulations: Response from Bank to initial Regulation Document (Continued)

9-it is advisable to determine the type and amount of “charges’ referred to in 03-01-5 which
the members are committed to pay. As for the “fees”, item first of article 28 of Iraq’s 2005
Constitution stipulates that no taxes and fees shall be modified, charged or exempted except
by a law.

10- Item 03-10 on “penalties, it refers to the punishable acts and prohibitions without
describing the type of penalty to be imposed on the violator. It is advisable to refer to the
penalties set forth in article 56 of the Banking Law no 94 of 2004. Any person slapped a
penalty shall have the right to contest it before the Financial Services Tribunal stipulated in
article 63 of the CBI law no 56 of 2004 or before the CBI Board of Directors taking into
account article 100 of lIraq’s Constitution which prevents safeguarding any act or
administrative decision against contest.

Translator’s note: Constitutional article 100 is different from the above text.

M.M 59
Date:17/4/2013

Bank of Baghdad

1-in these instructions there is no reference as to the need to provide the credit bureau with
the names of borrowers who have defaulted on their payments thus leading to a financial
loss the lender incurred, and exemption from lender’s provision of a written authorization by
him.

2-within the loan clause of the bureau which is paragraph 3, 02, 05 on enabling the lenders
to take decisions related to applicants who do not offer collaterals. The CBI always stresses
the need to take adequate collaterals when offering loans and this contradicts this
paragraph.

1165
Date:23/4/2013

Gulf Commercial Bank

1-determining the method of updating the information according to scientific standards
where the beneficiaries of this system can express their opinion about them.

2-Determining the sources of information from the provided documents through which
information about the clients can be recorded and consolidated in the system based on the
realistic statements drawn from this information.

3-this center must be managed by a credit data and information processing chamber




CIB Regulations: Response from Bank to initial Regulation Document (Continued)

grouping parties who are beneficiaries of such credit information.

4-paragraph (4-2-4) updating 9applying the penalties rules) there must be warning notices
and then enforcement of such penalties which must be made clear.

5-5-2 supervisory role( central bank. Supervision and inspection must not be restricted to
entering the credit register and the register of collaterals produced through the reports
related to the safe and unsafe lending operations. The safe and unsafe lending needs to be
clarified. We propose including the representatives of monitoring bodies of the participant
banks provided that they are authorized by the director general of the credit and banking
supervision and the banks for which they work.

6- (6-1) current lending rules (for individuals)

50% of total monthly income includes the civil servants who have taken an advance or a
loan. They are not entered into the credit databases.

7- Samples of investment need to be offered to clearly identify the required information.
8-does the existence of such bureau substitutes inquiries from the CBI about the credit
offered to the clients and updated client data so that there would be only one source for
information?

337/2013
Date:22/4/2013

Bank of Beirut and the Arab Countries
(BBAC)

1-the aforesaid project has not clearly and expressly observed the legal nature of the credit
bureau and who are its contributors though it is “hinted” through the project that they are
the parties subject to the abovementioned instructions.

2-the project has not referenced the credit bureau’s basic system and clearly and expressly
identified the functions of the participants and their activities, if it is to receive the
information or provide information on clients.

The project has not expressly indicated who are the members authorized to access the
consolidated information about the clients so that we propose that this topic must be
restricted to the banks and indebted clients only.

4-the project has indicated that the lending rules are provided by the CBI. Is the provision of
such rules restricted to it alone or there is a role for the banks in this regard especially they
draw up their lending policies?




CIB Regulations: Response from Bank to initial Regulation Document (Continued)

3/2/1196
Date:23/4/2013

Al-Bilad Islamic Bank for Investment and
Finance

1-Section six focuses on the lending rules, and contradicts the nature of our bank’s Islamic
activities represented in Murabaha, Musharaka, Mudharaba, sale of non-homogenous
currencies on credit, istisna’9request for manufacturing), Muzara’a (crop-sharing) and others
which have not been referenced.

2- The instructions made no mention of the amount of prescribed fees and whether they are
for subscription or paid upon obtaining credit information and are they 10,000 Dinars as set
forth in your letter 60/4/9 dated 27/June/2010.
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