Risk Management Review Procedures


PROCEDURES

RISK MANAGEMENT REVIEWS

FOR COMMERCIAL BANKS
OVERVIEW OF REVIEW PROCESS

Objectives of the Risk Management Review and Procedures

The Risk Management Review Procedures (hereafter, “Procedures”) provides commercial bankers and bank supervisors with guidance in reviewing risk management systems and processes at commercial banks.  This document may serve as a reference guide for assessing consistency of risk management systems with international standards.  This document is designed to be applicable to all commercial banks, regardless of size.  Obviously, the size of the commercial bank in question and the complexity of its products and services will determine the need for more advanced risk management systems.

Major Features of the Procedures and Reporting Requirements

The overall framework of these Procedures is categorized by type of operation:

· Corporate Governance and Management and Internal Controls – Strategic Risk and Reputation Risk

· Lending Operations – Credit Risk and Country Risk

· Market Operations and Asset and Liability Management – Market Risk

· Business Operations, Electronic Data Processing and Internal Controls – Operational Risk and Compliance Risk

The board of directors of every licensed commercial bank must complete an assessment report, using these Procedures, on an annual basis.  The board of directors may designate a person or group of persons to complete the report, but the report must be submitted to the banking supervisors by the board of directors.  The report should be delivered to the banking supervisory authorities no later than May 1st of each year.  Any supporting documentation for the report findings will be maintained by the commercial bank and available for banking supervisors to review.  All supporting document for any report to the banking supervisory authorities should be maintained for a period not less than five years.  This period might be extended upon notification from the banking supervisory authorities.  

Usage of the Procedures

The questions in the left hand column of the procedures are intended to be open-ended questions, asking the bank’s management to describe certain risk management or internal control processes.  The questions in the right hand column are generally closed-end questions to assist the user of the procedures in answering the open-ended questions in the left column.
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I.
Corporate Governance, Management and Internal Controls 


A.
Corporate Governance and the Board of Directors (BOD)

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How has the BOD/GM articulated its mission statement and long-term corporate strategy against which the success of the banking organization can be measured?
	1. Is the bank’s mission statement available and known by all employees of the banking organization, or at least by all senior managers of the banking organization?

2. Does the bank’s corporate strategy articulate short-term (less than one year) and long-term (two to five years) goals?

3. Did the BOD/GM discuss the bank’s strengths, weaknesses, opportunities and threats in development of the mission statement and corporate strategy?

	b. How has the BOD/GM established a corporate culture that ensures proper corporate governance?
	1. Has the BOD/GM established conflict of interest and code of ethics policies for the banking organization?

2. Do these policies carry through to the bank’s subsidiaries?

3. Does the BOD/GM monitor banking activities (including lending) to senior management and officers of the bank in a manner that would prevent self-dealing or preferential treatment?

4. Does the BOD/GM also monitor banking activities with any natural persons or any legal entities that are affiliated with the bank?  This would include any holding companies, any subsidiaries and any associated companies and the senior management officials of each affiliated entity.

	c. What is the BOD committee structure for the bank’s activities?

NOTE: The BOD does not need to form all of these committees, if the size of the BOD is small.  If the BOD is greater than eight persons, these committees merely make the BOD more efficient.  If the BOD is less than eight persons in number, the full BOD could handle all of these functions.
	1. Does the BOD have:

· An executive committee empowered to act when the full BOD is unable to meet;

· An audit committee that monitors compliance with the bank’s policies and procedures, reviews internal and external audit reports, reviews reports from the bank’s compliance officer, and banking supervision inspection findings;

· A loan committee to establish and approve lending standards, monitor loan quality, and pre-approve (pre-approval means obtaining approval prior to loan disbursement) for large loans and large problem loans; and

· An asset / liability management committee to establish and approve investment policies and procedures and set goals for diversification of assets, profitability, liquidity, and capital adequacy.

	b. What information does the BOD/GM receive on a monthly basis that allows them to monitor the overall condition of the bank?  Do the minutes of the BOD/GM meetings indicate that each of these items was discussed?
	1. Does the BOD/GM receive the following reports on a monthly basis?

· A summary balance sheet and income statement for the bank, compared with the same period last year and with budgeted performance.

· Investment reports that group the securities by risk categories, reflecting the book value, market value, yield, and a summary of purchases and sales.

· Loan reports which list significant past due loans, trends in delinquencies, rate reductions due to borrower’s inability to repay, blocked loans, problem loans (including all non-standard loans) and large new loans granted since the last report.

· Audit, compliance and examination reports.  Deficiencies in those reports should produce a prompt and efficient response from the BOD/GM. The reports reviewed and actions taken should be reflected in minutes of the BOD/GM meetings.

· A full report of any new borrowings by a BOD/GM members and management board members at any bank.

· A listing of type and amount of borrowing by the bank.

· All correspondence addressed to the BOD/GM from the banking supervisors.

· A concise analysis of the bank's liquidity position.

· A concise analysis of the bank’s interest rate risk position.

· A concise analysis of the bank’s exposure to currency rate movements.

· A concise analysis of the bank's profitability, capital needs and projections.

· A listing of any new significant litigation and a status report on existing significant litigation and potential exposure.  “Significant” means an exposure over 1% of total capital.

· A thorough report on any major bank endeavor upon which each member of the BOD/GM is expected to make a decision. That would include branch acquisitions and major building plans.

2. Are each of the reports mentioned above easily comprehensible by a person without banking experience?

3. Does each of the reports contain a brief (less than one page) summary prepared by management highlighting key concerns, key ratios and management’s conclusions?

	c. How does the BOD/GM annually review potential conflicts of interest and self-dealing?
	1. Does the BOD/GM review a summary of the business interests of all BOD/GM members, management board members (executive officers) and large shareholders (over 10% control) on an annual basis?

2. Does the BOD/GM compare any extension of credits to BOD/GM members, management board members, and large shareholders to ensure the transactions are not on terms more favorable that those offered to other customers?

	d. How has the BOD/GM accepted their responsibility for selecting competent persons to manage the bank’s daily affairs?
	1. Does the BOD/GM at least annually review the GM of the bank’s performance in attaining or progressing toward goals set at the beginning of the year?

2. Does the BOD/GM include performance toward goals as part of the President of the bank’s compensation package?


B.
Corporate Governance and the General Manager (GM)
1.
Organizational Structure of the Bank

	Risk Management Evaluation Criteria
	Specific sample questions

	How has senior management adopted an organizational structure for the bank and all of its branches and affiliates?  The organizational structure (organizational chart) does not need to include every employee of the bank, but should include all officers of the bank.
	1. Does the bank’s organizational chart contain all senior management officials, all officers of the bank, and include all branches and affiliates of the bank?

2. Does the organizational chart include a risk management unit or person that is responsible for independent verification and analysis of the basic risks surrounding the bank?

3. Does the bank have a compliance officer?

4. Are lines of authority clearly established in the bank, which are consistent with the organizational chart?

5. Does management maintain a specific, clear job description of each position on the organizational chart?

6. Are the job descriptions used as the basis for evaluating an employee’s performance?

7. Are all employees given an annual performance evaluation?


2.
Planning Policy

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How has senior management established an annual budget (one year) process and a strategic planning process (3-5 years)?  Do these processes give full consideration given to the wishes of the BOD/GM and future economic conditions surrounding the bank?
	1. When establishing annual budgets and strategic plans, does management consider the bank’s competition, the bank’s economic environment, the bank’s legal and regulatory environment, the bank’s capital position and access to new long-term funding sources?

2. Does the bank either employ an economist or utilize the services of an outside economic advisor to forecast future economic growth in the bank’s trade area?

	b. How does senior management identify the types of risk and risk exposure inherent in the bank's portfolio and understand the method of risk management?  Has senior management encouraged the bank to establish full awareness of the importance of risk control throughout the bank?
	1. Does the bank have a method for estimating the future capital and earnings performance of the bank given certain economic scenarios (external aid slows, real estate values decline by 10/25/50%, etc.)?

2. Does senior management recognize internal and external factors constituting potential risks to the bank, and is senior management aware of the different types and degrees of risk and risk exposure inherent in these factors?

3. Does senior management set limits to the acceptable amount or degree of risks inherent in the bank and adequately instruct relevant sections?

4. Does senior management have a process for forecasting human resource needs based on the bank’s existing and expected growth rates and new activities planned?

5. Does senior management have a comprehensive training program for all employees of the bank?

6. Are the bank’s internal auditors provided with training opportunities to allow them a full understanding of the bank’s risks?

7. Is the bank’s compliance officer given sufficient training to monitor and detect money laundering and terrorist financing?

8. Are all employees of the bank offered anti-money laundering training at least once per year?


3.
Risk Management Policy

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does senior management give consideration to the balance between various risks to the bank's capital and also the strategic importance of its risk-taking in designing strategies and establishing the framework for risk management?
	1. Is senior management clearly aware of its responsibility for drawing up appropriate and adequate risk management policy?

2. Does senior management decide basic policy (risk-taking and risk control) given consideration to the balance between various risks to the bank's capital as well as each business operation?

3. Does senior management regularly check the effectiveness of its risk management system (i.e. through a risk management department)?

4. Does senior management possess the necessary framework, system, and procedures for identifying, monitoring, and controlling various risks?

5. Does senior management have (or aim to build) a comprehensive risk management system on an institution-wide basis?

	b. How does the bank diversify risks in the operation of its various businesses? 
	1. Is senior management aware of the necessity of diversifying fund-raising sources and investment vehicles?

2. Does the bank have in place an organization and operational framework that further emphasizes the importance of risk management policies and procedures, including limits on exposure to a single borrower, limits on foreign currency open positions, limits on liquid assets, etc.?

3. Does the bank avoid excessive dependency on a specific counterparty in its business operation?


C.
Profit/Loss Management
	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does senior management and individual departments within the bank monitor profit/loss?  Does this process consider the balance between risk and return?
	1. Does a specialized department (e.g., the financial department) monitor profit/loss from various viewpoints such as profit by customer and branch, and on a consolidated basis?

2. Does each department manage profit/loss bearing in mind the allocation of indirect costs?

3. Is due consideration given to risk profiles and capital allocation when assessing and determining profit/loss conditions?

4. Is there a computerized support system for profit/loss management (e.g., cost accounting of deposits and lending)?

	b. How is consideration given to the balance between risk and return, and between risk and the bank's capital when distributing management resources to each department?
	1. Does the bank thoroughly assess capital and other resources before embarking on a new business?

2. Are limits on risk exposure set for each department taking into consideration the bank's capital?

	c. How is pricing of deposit and lending rates designed, in view of operational/profit planning, market conditions, and risks?
	1. Does the bank have a written pricing policy for lending and for deposit taking?

2. Is delegation of authority relating to pricing clearly defined?

3. In pricing policy, is consideration given not only to market conditions and future conditions?


D.
Risk Management of Affiliated Companies
	Risk Management Evaluation Criteria
	Specific sample questions

	a. Does financial performance monitoring consider the bank on a consolidated basis or on the basis of including affiliated companies not subject to consolidated accounting?
	1. Is financial performance monitored on a consolidated basis with full understanding of the business performance of companies subject to consolidated accounting?

2. Is financial performance monitored on a stand-alone basis to determine the profitability of affiliated companies?

	b. How does the head office recognize the risks inherent in domestic and overseas affiliated companies, and monitor them appropriately?
	1. Is there a section responsible for monitoring the business operations of affiliated companies (including non-bank financial institutions)?

2. Is the bank capable of checking unusual activities such as large fund transfers among affiliated companies?

3. Does the head office fully recognize the risk profiles inherent in overseas affiliated companies?

4. Does the bank regularly monitor risks to which domestic and overseas affiliated companies are exposed in order to ensure that they are within a rational range in proportion to their financial strength such as capital?

5. Does senior management understand and formally approve all types of transactions that are possible with affiliated companies?

6. Does senior management prepare a regular report showing all credit exposures to affiliated companies?  Credit exposures include direct loans, lines of credit, letters of credit, guarantees and any type of recourse agreement.


E.
General Disaster Scenario Analysis and Planning

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the BOD/GM and senior management perform disaster scenario analysis?
	1. Does the bank plan for the effect that the following or similar events would have on business plans, liquidity, profitability and capital adequacy?

	b. How does the bank project to maintain adequate liquidity and capital adequacy in these two disaster scenario situations?
	1. Does the analysis cover on-balance sheet, off-balance sheet and all major income and expense accounts?

2. Does the analysis address commitments to all domestic subsidiaries and affiliates, and all overseas subsidiaries and affiliates?

3. Does the analysis address an increased cost and decreased maturity of syndicated loans and foreign debt the bank has received?

4. Does the analysis address potential reduction in the volume of deposits from legal and natural persons?

5. Does the analysis address reductions in liquidity and resulting reductions in the prices of all debt and equity securities?


II.
Lending Operations -- Credit Risks and Country Risk


A.
General
1.
Role of Management

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe senior management’s policy on credit risk control and lending operations? 
	1. Does senior management clearly understand that the bank and its subsidiaries are exposed to credit risk in both on- and off-balance sheet transactions? 

2. Is there a clear policy promoting quality of assets in addition to growth objectives? 

3. Has the BOD/GM and senior management established a credit quality self-assessment process (possibly within the risk management department) that will provide for independent assessments of the bank’s assets quality?

4. Does senior management fully recognize the significance of self-assessment of extensions of credit (on and off the balance sheet) and ensure that the self-assessment results are reflected in write-offs and provisioning? 

5. Is senior management aware of the importance of effectively utilizing the results of self-assessment in strengthening credit risk management? 

6. Is senior management aware of the need to control credit risk commensurate with the bank's financial strength? 

	b. How do all employees having lending responsibility understand conflicts of interest? 
	1. Do all employees having lending responsibility have signed conflicts of interest and code of ethics statements on file?

2. Do all employees having lending responsibility understand that accepting any monetary or non-monetary compensation from an existing or potential loan client is not acceptable and could result in the employee’s immediate dismissal?

3. Has the bank ever dismissed an employee for acceptance of a material monetary or non-monetary gift for an existing or potential loan client?

4. Does the bank have a system for auditing lending officials suspected of potential conflicts of interest with any existing or potential loan client?

5. Have all employees in the bank’s leanding area attended a course (internal or external) on proper ethics and conflicts of interest?


2.
Integrated Management of Credit Risk

	Risk Management Evaluation Criteria
	Specific sample questions

	a. What is senior management’s system for controlling credit risk throughout the banking organization on an integrated basis?  An “integrated” basis means domestic and overseas credit, on- and off-balance sheet transactions, securities held, the bank, and its subsidiaries?
	1. Does the bank regularly review whether there is a concentration of credit to a specific type of borrower (e.g., industry, company, or company group including its subsidiaries)

2. Is credit risk monitored regularly and reported to senior management on an integrated basis?

3. Does the bank have as system in place for measuring credit risk? 

4. Does the bank have a system for the quantitative measurement of credit risk and forecasting of credit risk?

5. Are methods and models for measuring credit risk reviewed regularly?

6. Are credit risks inherent in new products and services recognized and examined by senior management before they are introduced?

7. Are credits originated in foreign branches or other foreign offices included in the head office’s credit risk assessment process? 

	b. How are credit limits set, and are these limits strictly monitored to avoid extension of excessive credit to a specific counterparty? 
	1. Is consideration given to the balance of loan portfolio by type of industry?

2. Does the bank avoid credit concentration by setting credit limits against a specific counterparty and company group concerned?  This is in addition to limits established by prudential normatives of the BANKING SUPERVISORS.

3. Are credit limits set against credit risk exposures, including those arising from derivatives and securities transactions, commensurate with the bank's financial strength? 

	c. How has the bank introduced and made use of a loan grading system which grades credits objectively and regularly reviews the grading? 
	1. Is there an objective standard for corporate rating based on quantitative and qualitative factors?

2. How many risk grades does the bank utilize (should be a minimum of 7, with at least three grades of standard loans)?

3. Are ratings reviewed regularly?

4. Does the bank set credit limits taking account of corporate ratings?

5. Are loss histories tracked by corporate ratings and do the loss histories validate the highly rated clients have minimal loss potential?

6. Are interest rates on loans set taking account of the loan grading?

7. Are objective loan ratings used in credit approval and follow-up monitoring?


3.
Internal Loan Review of Assets and Appropriate Calculation for Write-Offs and Provisioning

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How has management implemented an “internal loan review process” to validate loan officer’s loan grading systems?  Does the internal loan review group have the final authority on appropriate criteria for loan classification and provisioning?  NOTE: The internal loan review process is an independent function from the lending process and is usually located within the risk management department in large banks.  For smaller banks, the independence may be sacrificed by having loan officers review the grading of each other’s loans.  For this system, the scope of the external auditors in determining accurate loan loss provisions should be expanded to mitigate the risk of lack of independence.
	1. Does the internal loan review system validate the accuracy of loan grading established by the bank’s loan officers?

2. Where officer loan gradings are determined to be inaccurate, does the bank identify the cause and apply the experience gained to improve it?

3. Are the criteria used in internal loan review for provisioning and loss recognition consistent with the asset assessment policy provided by the banking supervisors and International Financial Reporting Standards?

4. Does the bank have in place an operational manual for appropriate internal loan review at domestic and overseas branches as well as the head office?

5. Are off-balance sheet transactions (derivatives products, forward exchange contracts, commitments, contingent liabilities, etc.) also subject to internal loan review?

6. Does the bank appropriately determine the borrower rating and loan classification taking collateral value into account, based on the criteria for internal loan review?

	b. How does the bank determine the internal loan review process, scope and staffing needs?
	1. Do the internal loan review teams review at least 50% of commercial loans on an annual basis?

2. Are the departments or persons conducting internal loan review and in charge of examinations based on the result of internal loan review clearly designated?

3. Do the departments responsible for internal loan review and examination have experienced managers/staff?

4. Does the head office provide lending sections with appropriate training programs and guidance concerning internal loan review?

	c. How is the BOD/GM informed of the results of internal loan review? 
	1. Are the internal loan review results properly reported to senior management and the BOD/GM?

2. Are all relevant matters, such as problems in the implementation of the internal loan review system, appropriately reported to senior management in order to improve it?

	d. How does the bank calculate the amount of write-offs and provisioning following the results of internal loan review?
	1. Are the standards for write-offs and provisioning formally adopted in the internal rules after carrying out the necessary procedures such as obtaining the approval of the BOD/GM? 

2. Are the in-house standards for write-offs and provisioning in accordance with the policy of external auditors? 

3. Does the internal loan review team provide input for calculating the adequacy of loan loss provisions?


4.
Loan Discipline

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the head office assign the authority to approve credit to local (branch) credit officers?
	1. Is the authority for credit approval assigned to local credit officers appropriately in line with management policy and business operations?

2. Has the BOD/GM established a tiered system of loan approval authority, whereby the experience, expertise and organizational level of personnel determines their lending authority?

3. Has the bank adopted a second checking system whereby the head office examines the loans approved by local credit officers? 

	b. How does the credit department of headquarters carry out its screening (review) functions to check and monitor branches? 
	1. Do the credit officers instruct branches to conduct additional research and supplement loan criteria when necessary?

2. Do the BOD/GM and their credit committee function effectively? 

3. Does the bank use a standard loan application and standard loan approval documentation system?

	c. How are terms and conditions stipulated at the time of loan approval observed? 
	1. Do internal audits check whether terms and conditions are being observed by checking loan documents against the loan approval documents? 

2. Does the bank have in place a system to prevent loans not fulfilling conditions from being extended?

3. Does the bank use manuals with checkpoints for credit evaluation to ensure that uniform credit approval criteria are employed throughout the bank?

4. Has the bank compiled manuals for credit evaluation and approval?

5. Are the manuals adequately reviewed and revised at least annually?

6. Does the bank have a comprehensive training program for new loan officers to learn the credit manual?

	d. Do loan contracts for commercial borrowers include appropriate clauses defining disclosure requirements, restrictive financial covenants, and components constituting default?
	1. Does the contract contain disclosure requirements concerning loan qualifications and financial position and also various restrictive financial covenants and components constituting defaults?

2. Does the bank obtain legal advice from its attorney regarding the full-text contract and its enforceability in local courts, or with any appropriate courts if the loan is to a foreign company with enforcement provisions in another country?  

	e. For loan syndications purchased, how does the bank ensure that the lead creditor of the loan syndication continue to manage loans appropriately and provide sufficient information to members of the syndicate throughout the life of the loan?
	1. Does the bank, as a purchaser of a syndicated loans, manage loans purchased in the creditor’s name and treat the loans purchased in the same manner as if the loans the bank originates itself? 

2. Does the bank have lending officials that understand the terms and conditions of the syndicated loans purchased?

3. Does the bank have loan officers who clearly understand the financial condition and repayment ability of the creditor in a loan syndication?

4. Do the participants have in place a wide-ranging information network to enable independent credit administration?


5.
Staff Training and Education

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank upgrade the level of credit officers throughout the organization, including both domestic and overseas branches? 
	1. Are training programs for lending operations conducted regularly for each staff level (e.g., lending staff and loan officers)? 

2. Has the bank introduced trainee programs such as the exchange of trainees between credit administration and business promotion departments? 

3. Does the bank have in place a sufficient training program for local staff at overseas branches?


B.
Domestic Credit Administration
1. Credit Analyses, Credit Approval and Usage of Funds

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank assess the borrower's credit standing?
	1. Does the bank check the soundness of accounting policy and credibility of the financial statements of borrowers?

2. Does the bank analyze a borrower's financial condition from its balance sheet, profit/loss statement, and cash flow statement?

3. Does the bank adequately assess the financial condition of the client's parent company and subsidiaries?

4. Does the bank have a clear understanding of borrowers' business skills and financial condition?

5. Does the bank attempt to gather information on a borrower's credibility and integrity?

6. Does the bank utilize industrial and business analysis by the bank’s own research department or by obtaining research from external sources?

7. Does the bank utilize the credit ratings of rating companies to supplement credit risk assessments and analysis, when available?

8. Does the bank have in place a financial statement database to enable the quantitative assessment of a borrower's credit standing? 

	b. How does the bank examine business prospects, usage of borrowed funds, and debt-servicing capacity of the borrower? 
	1. Does the bank examine the rationality of a borrower's business project?

2. Does the bank check a borrower's usage of funds?

3. Does the bank have a good understanding of a borrower's sources of repayment?

Primary factors used to analyze a borrower's sources of repayment for:

· Revolving loan – business prospects, sales trends, quality of short-term assets such as accounts receivable and inventory

· Term loan – the amount of revenue that can be appropriated for repayment purposes compared with debt service requirements

· With respect to discounted commercial bills (veksels), does the bank thoroughly analyze components by such methods as checking the balance between sales and outstanding amount of discounts and examining the business relationship between payer and payee?


2. 
Credit Monitoring

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank monitor the borrower's business performance after loan extension, through financial analysis? 
	1. Does the bank conduct financial analysis at least each quarter for commercial borrowers, including commercial real estate?

2. Does the bank monitor changes in clients' financial condition by compiling and collecting balance-sheet estimates and monthly/quarterly profit/loss reports? 

3. Does the bank confirm the usage of borrowed funds through financial analysis?

4. Has the bank introduced and utilized a well-functioning financial analysis system for corporations? 

5. Does the bank regularly record the latest complete data required for and follow-up? 

	b. How does the bank monitoring large exposures? 
	1. How does the bank define a large exposure?  A large exposure should be 10% of capital or possibly less.

2. Does the bank emphasize monitoring large exposures? 

3. Is the bank capable of evaluating credit risk including off-balance sheet transactions when necessary?

4. Does the bank have a solid understanding of the actual flow of funds between groups of related companies?

5. Does the bank control credit risk exposure of groups of related companies on a consolidated basis? 

6. Does the bank understand the business performance of the entire group of related companies and flow of funds among group companies? 

7. Does the bank understand the group's financial condition on a consolidated basis?

	c. How does the bank systematically accumulate information on customers' credit standing? 
	1. Does the bank purchase loans from third parties for loans to consumers?  A third party lender is an entity (bank or other type of entity) that makes a loan, and then the commercial bank buys that loan (receivable) from the original lender. 

2. Does the bank adequately and frequently monitor the financial condition of third party lenders?

3. Does the bank make inquiries about the credit standing of individual customers to a credit bureau or other consumer credit information centers? 

4. Does the bank have an automatic calling system to request customer payments, and does it utilize it effectively? 

5. Has the bank established its own information system on individual customers? 


3.
Management of Problem Borrowers 

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank manage problem borrowers? 
	1. Does the bank have a definition of a problem borrower, and does this at least match the banking supervisors definition of non-standard loans?

2. Does the bank distinguish loans to problem borrowers from those to sound borrowers and manage them separately? 

3. Does the bank have a clear policy regarding the collection and disposal of problem loans, and are such loans administered by the head office and branches with sufficient cooperation? 

4. Is a list of problem and delinquent borrowers regularly distributed to all branches? 

5. When it is not the major relationship bank for a particular loan (lead bank in a loan syndicated), does the bank pay close attention to the major relationship bank and other banks involved? 

6. Does the bank monitor the monthly business performance and flow of funds of problem borrowers? 

	b. Does the bank offer restructuring plans for delinquent borrowers, and does it provide specific guidance to these borrowers? 
	1. Does the bank regularly interview problem borrowers' management regarding their actual business performance and provide appropriate guidance? 

2. Does the bank assign officers to problem loan workouts and assign persons to support restructuring efforts of problem borrowers? 

3. Does the bank instruct problem borrowers to draw up a restructuring plan and check its feasibility? 


4.
Collateral and Guarantees

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How is consideration given or value assigned when taking collateral?
	1.  General and Working Capital Loans 
	Are the rules on the maintenance of collateral (e.g., reappraisal, revaluation) appropriate?  NOTE:  In this context “appraisal is a formal, independent process while “valuation” is an informal process that may not be independent of the lending function.
Does the bank flexibly strengthen its maintenance of collateral in line with changes in a borrower's business performance?

	
	2.  Real estate
	Does the bank frequently carry out on-site surveys?

Does the bank regularly reappraise real estate pledged as collateral, particularly for commercial real estate loans, lines of credit, letters of credit, and guarantees?

Does the bank constantly monitor collateral value against credit outstanding?

Does the bank check whether buildings are insured against fire and earthquake?

Does the bank check for title dispute issues on real estate, and are those issues considering in evaluating real estate as collateral?

	
	3.  Securities
	Does the bank regularly (e.g., monthly) review the appraisal value of securities held as collateral?

Does the bank review securities held as collateral when necessary?

	b. How are the guarantor's ability and intention to support loans confirmed?
	1. Does the bank confirm the guarantor's intention to guarantee loans and the third party's intention to provide collateral with a signed document?

2. Is the bank fully aware of a guarantor's financial condition?

3. Does the bank regularly review such information?


C.
Additional Credit Considerations for Foreign Operations (where applicable)

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank gather information concerning the situation in each country where lending occurs and analyze the information to facilitate credit risk management?
	1. Does the bank gather information concerning the political and economic situation in each country from external sources?

2. Does the bank's research department conduct its own research?

3. Does the bank’s risk management staff carry out on-site surveys to reinforce the information base?

	b. How does the bank evaluate country risk, and does it review the criteria periodically?
	1. Does the bank utilize country ratings and other information from external sources to evaluate country risk?

2. Does the bank regularly (e.g., semiannually) review country ratings?

3. Does the bank set its own country ratings while referring to the ratings and information from external sources?

4. Are the criteria for country ratings clear and objective?

5. Is the bank able to flexibly review ratings in the event of an emergency such as a default?


III.
Market Operations and Asset / Liability Management – Market Risks


A.
General
1.
Treasury Operations – Role of Management

	Risk Management Evaluation Criteria
	Specific sample questions

	a. What is the bank’s policy concerning the management importance of, the purpose of, and the types of market transactions? Is the policy clearly defined in writing and reviewed periodically?
	1. Are the purpose and type of market operation (e.g., hedging, speculation, customer transaction) and the importance to the banking business clearly defined in the bank's annual policy, business plan, accounting policy and/or internal rules?

	b. How does senior management ensure awareness of the risks inherent in market transactions and asset/liability structure, and actively involved in establishing risk management policy and procedures?
	1. Does senior management understand the risks below and is senior management actually involved in the managing process?

· Liquidity risk inherent in the bank’s asset/liability structure

· Interest rate risk inherent in asset/liability structure

· Foreign exchange risk inherent in the bank’s asset/liability structure

· Risks inherent in derivatives transactions (whether the derivatives were purchased by the bank, in a subsidiary of the bank or in foreign offices controlled by the bank) including risks unique to options and futures

· Does senior management understand that risk-taking activities should be backed by the bank's financial strength such as profitability and capital?

· Does senior management have a system in place that controls the amount of risks to a reasonable level taking into consideration its capital, resource allocation, and business plan?

· Is senior management aware of total risk exposure of market operations for the entire bank?

· Is senior management aware of risk exposure in relation to the profit/loss of each business area?

· Is senior management aware of the characteristics of risk measurement models and various business indicators?

	c. How does the bank monitor the de facto credit exposure stemming from the lag in settlement time between different currencies? Does the bank have an appropriate policy for managing such settlement risks?
	1. Is senior management aware of settlement risk inherent in foreign exchange transactions?

2. As is the case with credit administration in general, does the bank manage foreign exchange transactions by setting limits on daily settlement exposure (amount receivable) according to each counterparty? 

3. Does senior management try to reduce settlement risk accompanying foreign exchange transactions by improving operating procedures and agreements with counterparties?


2.
Treasury Operations – Risk Management System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe there written internal rules concerning organization, risk control procedures, reporting system, authorization, responsibility, chains of command and conflicts of interest?
	1. Does the bank have written internal rules with respect to the risk management system?

2. Is the risk management system reviewed regularly (e.g., semiannually) or when necessary?

3. Is review of the risk management system conducted under the authority of executive directors, directors, or department heads?

4. Does the bank have in place measures to be taken in the event of an emergency (e.g., a list of contact persons/telephone numbers, delegation of authority)?

5. Do all employees in the bank’s dealing area (front and back office) have a signed conflict of interest statement on file?

6. Have all employees in the bank’s dealing area attended a course (internal or external) on proper ethics?

NOTE:  “Front Office” means sales and trading personnel in the bank’s dealing operations.  “Back Office” means persons not involved in sales and trading, typically performing functions of accounting, confirmation, valuation and settlement of trades executed in the front office.  “Middle Office” means persons not involved in sales and trading who monitor dealing operations, limits and the bank’s profit and loss position on a continuous basis.  This acknowledges that small banks, or any bank with limited dealing operations, will not have a middle office function.  The bank’s purchased dealing software (i.e. Reuters) may be able to provide certain middle office functions in an automated fashion.  The back office and middle office (where applicable) should not report to the bank’s treasury function, but through operations or accounting.

	b. Describe the double-checking system for front and back offices by enforcing separation of duties particularly between the front office which executes transactions and the back office which is in charge of the related processing, and by introducing an independent middle office (department/person in charge of risk management)?  
	1. Are front and back offices clearly segregated?

2. Is the back office able to reconcile details of transactions with the front office in a timely manner?

3. Is the bank able to reconcile details of transactions with its counterparty in a timely manner?

4. Does the bank prevent conspiracy between parties involved in dual control through personnel management measures?

5. Does the middle office monitor the operations of the front and back offices, and possess experience and knowledge equal to that of the front office?

6. Is the concurrent holding of administrative posts in front and back offices prohibited?

7. Do the middle and back offices obtain required data on risk management such as valuation rates directly without going through the front office?

	c. How do the front, middle, and back offices make reports to senior management and department heads regarding transactions, risk-taking volume, and the profit/loss situation?
	1. Does the front office report transactions to department heads at the time of trade or within the day?

2. Do the middle and back offices promptly submit daily reports directly to concerned department heads and management board, and weekly/monthly reports directly to the BOD/GM?

3. Do reports include realized and unrealized profit/loss, risk exposure, and sensitivity in comparison with position limits, and, when necessary, profit/loss estimates and loss limits?

4. Do the middle and back offices clear distinguish between the preliminary reports of front offices and the more concrete reports of middle and back offices, and are the contents and consistency of the reports regularly examined? 

5. Are reports for management easily comprehensible?

6. Are reports for management utilized in business decision-making?

	d. How does the bank implement appropriate business operations and risk management procedures to prevent crimes and accidents through daily internal controls and regular internal audits?
	1.  Internal controls
	Is overtime work appropriately managed from the standpoint of preventing financial irregularities?

Are front and back office staff encouraged to take consecutive days off?

Is consideration given to staff rotation so that one person is not in charge of the same responsibilities for an extensive period in order to avoid financial irregularities?

Are expatriates and local staff at overseas branches managed by executives under the same strict standards as at the head office?

Are telephone conversations of traders recorded and filed by a section other than the front office?

Is entry/exit with respect to the dealing room and back offices controlled?

Is access to mail boxes and facsimile machines by unauthorized staff restricted and controlled?

	
	2.  Internal and external audits
	Are internal and external audits of front, middle, and back offices related to market operations and ALM conducted regularly (at a minimum, semi-annually)?

Do at least some audit department staff have sufficient knowledge and experience of market operations?

Are there manuals for auditing market operations?

Is there an audit section in overseas branches or are audit teams regularly dispatched (e.g., once a year for major branches) to audit departments related to market operations?

Do the auditors examine the appropriateness of risk control procedures and adequacy of risk management models?


3.
Treasury Operations – Market Practices and Transactions

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank enhance and strengthen risk management when offering new products and new business operations?
	1. Does the staff in charge of administrative positions fully understand the characteristics of, and risks inherent in, products handled?

2. Does the bank have the know-how for hedging and liquidating positions, and related accounting treatment?

3. Does the bank recognize risks inherent in new products and new business operations and decide on procedures for and departments in charge of risk management and hedging for these products/operations prior to their introduction?

4. Does the bank prepare appropriate planning and other documents for approval after thorough deliberation with relevant departments when launching new products and services? 

5. Does the bank enter into master agreements with counterparties when necessary?

	b. How does the bank ensure the soundness of transactions by eliminating profit manipulation and excessive risk-taking disproportionate to risk control ability and the bank's capital and earnings?
	1. Has there been any manipulation of accounts (trading and banking accounts)?

2. Has there been any covering up of losses by staff in charge and in administrative positions?

3. Are there any positions in domestic or foreign offices with risks disproportionate to risk management capability and the bank's capital and earnings?


4.
Treasury Operations – Establishment of other frameworks

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe the bank’s training program for dealing operations?  
	1. Are there sufficient personnel with expertise in areas such as dealing, risk management, and operations?

2. Does each department have staff with expertise, and are they able to receive backup support from other staff with similar expertise?

3. Is training taken into consideration when implementing staff rotation?

4. Does the bank have in place manuals and an in-house training system (including programs for branch staff)?

5. Are there supervisors in each department who understand the business operations and inherent risks?

	b. How has the bank introduced and improved automated systems such as portfolio management, trading support, account processing, risk management, and settlement-related systems appropriate to transaction frequency and the business profile?
	1. Are computerized trading support systems in place?

2. Are there support systems for gathering information necessary for risk management?

3. Does the bank have in place systems for the settlement of funds and securities?

4. Is account processing systems linked with trading support systems?

5. Are systems at domestic and overseas branches linked and monitored by the head office?

6. Are any accounting and risk management functions managed on personal computers [PCs], as opposed to the bank’s network system?

7. Do internal and external auditors verify accuracy of any risk management functions or accounting functions managed on personal computers?

	c. How does the bank gather and analyze information via outside sources and research institutions?
	1. Does the bank maintain daily contact with outside information sources?

2. Does the bank hold regular department meetings (e.g., weekly) to discuss information analysis and investment strategies?

3. Are there experts in charge of information analysis?


B.
Trading Portfolio (Mark-to-Market Items) – Price Risk
NOTE: This section relates to price risk only – as such, if a bank does not have a trading portfolio, these questions may not be applicable.  Although securities that are held in an “available-for-sale” account could also impact a bank’s capital, they do not impact the income statement and are generally not included in price risk.  

1.
Management System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank monitor trading risks on a real-time, consolidated, and global basis?
	1. Does the bank manage transactions for trading purposes separately from other market transactions?

2. For on- and off-balance sheet transactions, are transaction information, profit/loss, and volume of risk managed on a consolidated basis?

3. In principle, is risk management in the front office conducted on a real-time basis?

4. Are profits/losses evaluated on a mark-to-market basis?

5. Does the bank manage internal contracts between the trading account and other accounts with due strictness to avoid arbitrary choice in bookings?

	b. In order to prevent problems with customers, how has the bank established business principles for customer relations, and does the bank provide sufficient explanation to customers when carrying out transactions?
	1. When effecting sales and transactions, does the bank provide sufficient explanation to customers regarding the characteristics of products, risk profiles, and terms and conditions of contracts?

2. Does the bank gather management know-how and establish pricing models before engaging in business with customers?

3. Does management track the incidence of customer complaints?

4. Are important items to be considered during sales promotion clearly defined and well understood throughout the bank?

5. Is due consideration given to customer profile (for appropriateness) when effecting sales and transactions?

6. Does the bank disclose risk management information regarding transactions with customers (e.g., market price information) when necessary?


2.
Market Risk Management 

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank assess the market risk exposure and valuation profit/loss on a mark-to-market basis?
	1. Are products that cannot be marked to market (in comparison with the market price or computed price set by the bank's model) eliminated from trading portfolios?

2. Are positions and profits/losses regularly assessed every business day (e.g., at the closing of domestic markets)?

3. Are positions assessed on a real-time basis and profits/losses on either a real-time or an on-demand basis for actively traded products?

4. Is the objectivity of the fair price used for marking to market secured through compilation of manuals and reliable processing?

5. Is market risk exposure inherent in positions (e.g., Value at Risk [VaR], delta) assessed daily and quantitatively?

6. Does the bank globally utilize a uniform risk measurement method?

7. Does the bank review its risk measurement and mark-to-market models and implement stress tests and back-testing regularly (including consignment to auditing or consulting firms)?

8. Does the bank utilize results from risk measurement and regular stress tests in making decisions on business operations and position limits?

	b. How does the bank set and manage the position limits and stop-loss rules?
	1. Are aggregate position and stop-loss limits decided at BOD/GM meetings?

2. Does the chief trader frequently monitor each trader's positions during the day?

3. Are positions and turnover reported to department heads at a certain time each business day (e.g., right after the close of morning and afternoon sessions)?

4. Are position and stop-loss limits set according to trading skills and profit targets in accordance with the bank's capital?

5. Does the bank use VaR, delta, gap, and notional amount jointly or separately depending on the purpose?

	c. How does the bank adopt risk management methods appropriate to characteristics of individual products, the bank's trading skills, and transaction methods?
	1. Are position limits set by spot/forward rates, each currency, and net/gross volume when considered necessary from the standpoint of product features and trading methods?

2. Does the bank use daily maturity ladders to manage the maturities of spots, forwards, and forward-start derivatives transactions?

3. Is the treatment of after-hours dealing (outside of normal business hours of dealing room) in bonds and foreign exchange clearly defined or prohibited?

4. Are overall positions, including after-hours dealings, reported to department heads the next day?

5. Are the scales for stop-loss rules selected appropriately (price range, volume of marked-to-market losses, proportion of marked-to-market losses against contract/principal amount, and aggregate value of marked-to-market and realized losses)?

6. Are the different setting methods of stop-loss rules (such as alarm and position close) used properly according to product characteristics and trading skills?

	d. How does the bank decide its trading position, taking into account the market size and liquidity under normal conditions?
	1. Are position limits set reasonably according to market size and product liquidity, taking position closing into account?

2. Does the bank have in place a position management method (e.g., gross position limits by product and issuer) for arbitrage that takes into consideration market liquidity? 

3. Does the bank implement market risk management (e.g., setting limits on unsettled amounts and notional amounts) taking into account market liquidity by product and issuer? 


3.
Management of Credit Risk Accompanying Market Transactions 

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank recognize and understand the level of counterparty credit risk exposure for over-the-counter transactions?
	1. Does the bank understand the fact that credit risk exposure accompanies market transactions? 

2. Does the bank monitor credit risk exposure using trading volume (e.g., notional principal amount), or does it apply conversion factors (according to the nature of the instrument and its maturity) to trading volume?

3. Does the bank monitor credit risk exposure using replacement cost or replacement cost plus potential exposure?  NOTE: See the Basle Capital Accord for precise definitions and examples of replacement cost and replacement cost plus potential exposure.  The latter is the most accurate, but involves more sophisticated modeling techniques.

4. Is replacement cost calculated using objective current market rates?

5. Is the frequency of monitoring of credit risk exposure sufficient (e.g., daily)?

6. Does the risk monitoring department (team) regularly check the results of credit risk exposure calculation and ensure its objectivity?

	b. How does the credit management section conduct risk management by setting credit limits to prevent excessive credit risk exposure?
	1. Is the approval of credit extension through market transactions decided in advance of an extension of credit by an independent credit administration section?

2. Does the bank's credit administration combine credit risk exposure accompanying market transactions with loan volume?

3. Aside from the regular review of credit limits, does the bank review credit limits each time something affecting credibility is revealed?

4. Does the front office support system include (1) the provision of data regarding percentage of credit limit already utilized and (2) automatic rejection of any requests that would be in excess of the agreed credit limit?

5. Is credit risk exposure reduced by utilizing netting contracts and collateral agreements?


C.
Investment Portfolio (Held-to-Maturity Items and Available-for-Sale Items)

1.
Risk Management System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank define its investment policy and plan, and adhere to them?
	1. Has the bank compiled an investment policy clearly defining purpose of investment, authority of approval, and investment plan and limit? 

2. Has the bank drawn up an investment plan as part of its business plan?

3. Are the market operation and lending departments clearly separated to prevent insider trading?

4. Has the bank compiled appropriate investment criteria (decision criteria or factors for investment purchasing) by type of securities and investment purpose such as securities investment and purchasing of shares in client companies?

	b. How does the bank analyze its investment portfolio?
	1. Does the bank monitor its overall investment portfolio daily through ledgers and/or support systems?

2. Does the bank regularly (e.g., monthly) analyze its investment portfolio, and report its findings, along with the profit/loss situation and progress of its investment plan, to senior management?

3. Does the bank monitor and analyze its investment portfolio by detailed classification such as issuer, duration, currency, and investment purpose?

	c. How does the bank structure its portfolio in such a way that it can sustain steady investment performance on a medium- and long-term basis? Does the bank confirm its performance by regularly revaluing its portfolio at market value?
	1. Does the bank periodically revalue its investment portfolio at market value (e.g., monthly, excluding unlisted shares)?

2. Does the bank regularly (e.g., semiannually) assess its investment performance giving consideration to fund-raising cost, profits/losses for each fiscal period, and marked-to-market profits/losses?

3. Is the profitability of an entire transaction closely examined when the bank purchases shares in client companies? 


2.
 Market Risk Management

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank set position limits, and are they observed? Are they reviewed periodically?
	1. Has the bank set position limits for overall securities investment by product and person in charge, and are limits regularly reviewed (e.g., semiannually)?

	b. Does the bank have rules to prevent excessive losses (i.e., stop-loss rules) defined in writing, and are they observed? Are they reviewed periodically?
	1. Are market trends and the profit/loss situation regularly reported to management?

2. Are emergency measures dealing with excessive losses and dramatic market fluctuations defined in writing?

3. Are there stop-loss rules for products whose YTL-denominated value tends to fluctuate widely and rapidly, such as securities of complex structure, pure investment stocks, and foreign currency-denominated securities?

4. Does the bank analyze risk from the standpoints of fluctuation of profits/losses in market value and movements in profits/losses using duration analysis?


D.
Asset and Liability Management – General

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe the system the bank uses to for deliberating on and implementing ALM decisions?
	1. Has the bank set up an ALM committee as one of the organizations that discuss important management issues?

2. Does the ALM committee function as an organization involved in policy making?

3. Does the ALM committee also discuss the overall management of assets and liabilities?

4. Is there close cooperation between the ALM committee and related departments?

5. Is the department/person in charge of measuring, monitoring, and reporting liquidity risks, interest rate risks and foreign exchange risks independent from the front office of market operations and business promotion sections? 

	b. What is the frequency of ALM committee meetings? Does the top management receive reports of topics discussed and conclusions drawn?
	1. Are ALM committee meetings held regularly (e.g., monthly)?

2. Does top management receive reports on topics discussed and conclusions made at ALM committee meetings such as interest rate prospects, and risk-taking/hedging policy?

3. Does the department/person in charge of ALM regularly monitor risks (e.g., weekly) and report directly to the executive directors and department heads?

4. Are reports sufficiently clear to enable management to easily understand risk-taking volume in comparison with the bank's financial strength (i.e., profitability and capital)?

	c. How are the results from ALM committee meetings reflected in business strategy decision-making?
	1. Does the bank monitor the execution of decisions made by the ALM committee?

2. Is the policy for controlling interest rate risk inherent in assets and liabilities clearly defined in business plans?

3. Does the bank draw up business plans and medium-term management strategy including interest rate pricing policy for deposits and loans based on the results of ALM committee deliberations?


E.
Asset and Liability Management – Liquidity Risk (Both YTL and Foreign Currencies)
1.
Liquidity Risk Management System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank recognize and manage liquidity risk on a consolidated basis?
	1. Does the bank have a department / section responsible for managing liquidity risk of domestic and foreign currencies at the head office?

2. Is close cooperation maintained between departments making fund transfers during the course of daily business operations and the fund management department?

3. Does the head office monitor the fund management of major overseas branches on a daily basis and conduct consolidated management of both domestic and overseas branches?

4. Does the head office regularly (e.g., weekly) monitor the fund management of overseas subsidiaries and manage both bank and overseas subsidiaries on a consolidated basis when necessary?

	b. Describe the bank’s system of countermeasures against fund-raising problems and an outflow of funds caused by market turmoil and a decline in the bank's credibility?
	1.  Organization
	Has the bank drawn up countermeasures in anticipation of various emergency scenarios?

Has the bank clarified emergency reporting lines and authorities?

Does the bank have a list of contact persons/telephone numbers and a manual to enable the gathering and analysis of information, decide the countermeasures to be taken, and issue prompt instructions to related departments in the event of a crisis? 

Does the bank have separate sets of countermeasures in manuals for both normal and emergency situations?

Does the bank gather and analyze information affecting its fund-raising ability such as the bank's share price, credit rating, and reputation? 

	
	2.  Securing methods of fund-raising in the event of an emergency
	When possible, does the bank arrange an emergency line with reliable banks?

Does the bank hold liquid assets, which can be swiftly collateralized, such as government bonds of major currency countries?

Does the bank regularly monitor available fund-raising amounts and timing through sales of securities and repurchase agreements?

Does the bank confirm the possibility of raising domestic and foreign currencies through spot and forward transactions and currency swaps?

Does the bank have access to the central bank credit facilities, and put up the required collateral?

	c. How does the bank recognize and control required funds?
	1. Does the bank compile a cash flow schedule every day, and monitor cash position gaps for at least the next ten business days?

2. Does the bank regularly (e.g., weekly) compile a maturity ladder chart according to settlement date and monitor cash position gaps on a daily, weekly, and monthly basis?

3. Does the bank monitor and manage cash position gaps by each currency without converting into domestic currency or other major currencies (e.g., the U.S. dollar)?

4. Does the bank control risks taking into consideration the expected amount of execution of loan-type off-balance sheet transactions (i.e., loan commitments), expected settlement value of market transactions and estimated amount of cancellation of large transactions?

	d. How does the bank understand its fund-raising capacity and control its cash position gaps by setting limits?
	1. Does the bank conduct research on, and is it aware of, its fund-raising capacity by type of fund-raising method?

2. Does the bank set and observe limits on cash position gaps for foreign currencies bearing in mind its fund-raising capacity?

3. Does the bank review the limits on cash position gaps in line with changes in its fund-raising capacity (e.g., change in credit rating)?

	e. How does the bank manage its daily liquidity operations?
	1. Does the bank effect daily operations so that the required amount of funds to be raised for each business day does not greatly exceed the daily average fund-raising amount?

2. Does the bank conduct daily operations to stabilize the fund-raising structure by adequately controlling the degree of dependency on funds from the money market such as overnight call money?

3. Does the bank set credit ceilings on deposits and loans by counterparty in order to control credit risk?

4. When holding new assets denominated in a foreign currency, does the bank give due consideration to its fund-raising capacity for that currency?

5. Does the bank give due consideration to its collateral capacity when investing in securities?


F.
Asset and Liability Management – Interest Rate Risk

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank measure and analyze the level of interest rate risks and make use of the results in management decisions?
	1. Does the bank regularly (e.g., quarterly) compile repricing ladder charts according to repricing date and maturities?

2. Are repricing ladder charts detailed, taking into account various factors such as non-performing assets, shareholders' equity and provisions, non-maturity deposits for interest rate sensitivity?

	b. Describe the system for gathering and analyzing necessary data for measuring interest rate risks and utilize it fully by understanding its features?
	1. Does the system used to monitor interest rate risk cover the major sources of interest rate risk such as differences in repricing date and degree of sensitivity of interest rates, and cancellation options?

2. Does the bank have a support system (department) for comprehensive analysis of currency movements?

3. Does senior management use this analysis when making decisions regarding foreign exchange open positions or value at risk?

4. Has the bank introduced an integrated interest rate risk system for the entire bank that directly feeds data from the accounting systems?

	c. What does the bank do when the quantitatively measured risks are excessive in comparison with the bank's capital and earnings?
	1. Does the bank regularly conduct gap analysis, simulation analysis or value/earnings at risk models to measure interest rate sensitivity?

2. Does the bank conduct stress tests and make use of the results in policy decisions regarding risk-taking and risk-control?

3. Does the bank analyze and control interest rate risk from the standpoint of changes in both periodic profits/losses and marked-to-market profits/losses?

4. Is the bank knowledgeable about hedging methods and capable of executing hedging transactions when necessary?

5. Are interest rate risks hedged adequately and promptly through derivatives transactions or other market operations according to the ALM committee's operating policy?

6. Does the bank set limits and guidelines on gaps and the amount of interest rate risks, with full awareness of its overall risk-taking limits in relation to its capital?

7. Does the bank adjust the gap structure of on- and off-balance sheet items through derivatives transactions, changes in bond portfolio, and adjustments in the maturity and volume of deposits and loans?


G.
Asset and Liability Management – Foreign Exchange Risk

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank measure and analyze the level of foreign exchange risks and make use of the results in management decisions?
	1. Does the bank regularly analyze its foreign exchange open position, or value/earnings at risk models to measure sensitivity of currency movements?

	b. Describe the bank’s system for gathering and analyzing necessary data for measuring foreign exchange risks?
	1. Does the bank have a support system (department) for comprehensive analysis of currency movements?

2. Does senior management use this analysis when making decisions regarding foreign exchange open positions or value at risk?

3. Has the bank introduced an integrated foreign exchange risk system for the entire bank that directly feeds data from the accounting systems?

	c. What does the bank do when the quantitatively measured risks are excessive in comparison with the bank's capital and earnings?
	1. Does the bank conduct stress tests and make use of the results in policy decisions regarding risk-taking and risk-control?

2. Is the bank knowledgeable about hedging methods and capable of executing hedging transactions when necessary?

3. Are foreign exchange risks hedged adequately and promptly through derivatives transactions or other market operations according to the ALM committee's operating policy?

4. Does the bank set limits and guidelines on open positions and the amount of foreign exchange risks, with full awareness of its overall risk-taking limits in relation to its capital?


IV.
Business Operations and EDP – Operational Risk


A.
General

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does management regard the sophistication of operations, and prevention of financial irregularities and EDP problems?
	1. Does senior management understand the level and reliability of business operations?

2. Is the handing over of important items such as cash and securities by the branch manager/department head to his/her successor precise and accurate?

3. Are the sophistication of operations and prevention of financial irregularities and EDP problems clearly reflected in annual policies, the staff performance awards system, and business training?

4. Is due consideration given to staff rotation so that one person is not in the same position for an unduly long period of time?

5. Is senior management promoting the automation of business operations? 


B.
Business Operations
1.
Organization and System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe the bank’s internal rules and manuals enabling accurate and timely processing of operations?
	1. Does the bank have in place internal rules and manuals that cover cash handling, record keeping, and double-checking?

2. Does the bank amend internal rules and manuals on business operations in a timely manner? 

	b. Does the bank have uniform operation procedures throughout the bank guided by the head office?
	1. Is there a department in charge of operation guidance?

2. Do branches receive operation guidance regularly?

3. Does the department in charge of operation guidance cooperate with the audit department? 

	c. Describe the bank's theft prevention measures?
	1. Are the head office and branch lobbies equipped with surveillance cameras?

2. Does the bank regularly conduct crime prevention training?

3. Does the bank frequently change cash transport routes? 


2.
Control of Cash and Important Keys

	Risk Management Evaluation Criteria
	Specific sample questions

	a. What system does the bank have in place for the handling of cash to prevent any problem?
	1. Does the bank strictly reconcile cash outstanding with book entries and keep it a safe/vault?

2. Are the causes of any cash overages/shortages thoroughly investigated?

3. Is the staff in charge of supplying cash to ATMs closely supervised?

	b. How are important documents and sensitive forms kept under strict control?
	1. Are important documents and sensitive forms kept in strict custody?

	c. How are important keys and seals always kept under strict control?
	1. Are the seals of branch managers and department heads kept under strict control?

2. Are important keys specified?

3. Has the bank appointed specific persons to be in charge of the custody and handling of important keys?

4. Does the ledger controlling important keys correspond with the records for the handing over of important keys to successors by branch managers and department heads?

	d. How are safes and vaults opened and closed?
	1. Are safe/vault combinations kept under strict control?

2. Is there a ledger for the opening/closing of vaults?

3. Are the inside doors of vaults locked during business hours?

4. Does the bank have in place a system whereby (1) the vault and cash boxes kept in it are opened and closed in the presence of at least two officers and (2) no one person may have access to all vault doors and cash boxes? 


C.
Electronic Data Processing (EDP) Risk
1.
Organization and Systems

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe the system the bank has in place regarding internal rules and manuals concerning planning, development, and operation of EDP systems?
	1. Does the bank have internal rules and manuals concerning the planning, development, and operation of EDP systems?

2. Does the bank review its internal rules and manuals in line with actual business operations?

	b. How does the bank segregate duties and clarify job descriptions?
	1. Does the bank clearly define job responsibilities and persons in charge of data processing?

2. Does the bank segregate the planning/development function from the operations function?

3. Does the bank segregate computer operators, data receipt/input operators, and librarians?

	c. How does the bank conduct staff training programs and give consideration to job rotation?
	1. Does the bank conduct staff training on a regular basis?

2. Does the bank conduct job rotation (both within and outside the systems division) periodically?

3. Does the bank conduct staff exchanges between planning/development sections and user sections?

	d. How does the bank consider a possibility that lax controls on subcontractors will trigger illegal conduct such as leaking confidential information, fraud, or other problems?
	1. Does the master contract clearly define the duty of confidentiality?

2. Is access to important data limited with respect to subcontractors?

3. Does the bank monitor the progress of subcontracted work and examine goods and supplies?

	e. Describe the bank’s auditing system for EDP?
	1. Is the EDP auditor responsible for data processing issues qualified, experienced and properly trained in data processing controls and operations?

2. Are audits conducted according to prearranged plans?

3. Are audit results reported to management? 


2.
Crime and Disaster Prevention Measures, and Backup System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. What measures does the bank take to prevent unauthorized entry of persons or entry of persons with dangerous objects into the computer center and rooms?
	1. Is security clearance status checked when entering and leaving the computer center/rooms?

2. Are important keys (e.g., keys to computer rooms and to the magnetic tape [MT] library) strictly controlled?

3. For security, does the bank conceal the location of computer rooms and the MT library? 

	b. How does the bank minimize damage to computer equipment in the event of disasters such as fire and earthquakes?
	1.  Fire prevention measures
	Are the computer center/rooms and MT library fireproof?

Does the bank have in place fire alarms and extinguishers? 

	
	2.  Earthquake prevention measures
	Are the buildings that house the computer center/rooms and MT library structurally sound?

Does the bank take measures to prevent computer equipment from moving about or falling over? 

	
	3.  Water leakage prevention measures
	Does the bank take measures to prevent water leakage?

Does the bank have in place a water leakage detector?

	c. What measures does the bank take to minimize the impact of system breakdown?
	1.  Systems and lines
	Does the bank have in place substitute computers, peripheral equipment, communications devices, and terminal devices?

Are major network lines duplicated?

Does the bank have a hot-standby system?

	
	2.  Important software and data files
	Does the bank have backups of important software and data files (including those managed by PCs)?

	
	3.  Electric power
	Does the bank have in place an electric power generator for backup?

Is the generator regularly inspected? 

	d. How does the bank define delegation of responsibility and procedures in emergencies?
	1. Does the bank have in place internal rules and manuals for the computer center and branches in the event of system failure?

2. Does the bank conduct regular emergency drills in divisions operating computers? 


3. System Planning and Development

	Risk Management Evaluation Criteria
	Specific sample questions

	a. What are the planning and approval procedures for data processing products and services? Are the opinions of the related divisions reflected in the procedures?
	1. Are the planning and approval procedures with respect to development proposals clearly defined?

2. Are proposals to change the production system implemented after full discussion and approval according to fixed procedures?

3. Does the bank compile medium- and long-term development plans?

4. Does the bank have in place an interdepartmental deliberation group to discuss development proposals such as an EDP committee? 

	b. Does the bank fully monitor development projects and appropriately control their progress?
	1. Are staff in charge and their responsibilities in each development project clearly defined?

2. Is the progress of development projects monitored and controlled?

3. Is the progress of development projects regularly reported to management?

	c. Describe the bank’s software development procedures in detail?
	1. Are full specifications made available for system development projects?

2. Are specifications standardized in format and content?

	d. How is the credibility of the data processing system secured? 
	1. Has the bank been successful through sufficient testing and review, in preventing system shutdowns that might affect customers and serious miscalculations in risk management data used for making management decisions?

2. Has the bank compiled testing plans?

3. Does the user section participate in the running tests?


4.
Management of Operations

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Normal operations – How are normal data processing operations carried out?
	1. Are operations carried out according to approved work schedules and directions?

2. Does the responsible officer check operating records such as work logs?

3. Does the bank have in place an operation system run by an appropriate number of staff members?

	b. System problems – How does the bank record system problems and take steps to design countermeasures to prevent reoccurrence?
	1. Does the bank compile and report record slips that indicate problems?

2. Does the bank trace the cause of the problem and take countermeasures to prevent reoccurrence?

3. Does the bank regularly analyze the nature of problems?

	c. Magnetic tapes (MTs) – How does the bank keep, deliver, and receive MTs strictly in accordance with handling procedures?
	1. Does the bank strictly control entry into and exit from the MT library?

2. Does the bank compile MT ledgers and delivery/receipt records?

3. Does the bank regularly check the stocks of MTs? 

	d. How does the bank prevent leakage of confidential information and tampering with data by restricting access to transaction data and to the program library recorded on magnetic disks of the production system?
	1. Does the bank restrict access to data files?

2. Is the production program run and registered after approval?

3. Are the data of important files encrypted?

	e. Equipment – What measures are in place to prevent failures by promoting regular inspections of equipment and reports of operation?
	1. Does the bank conduct regular inspection of equipment at the computer center?

2. Is the operational status of equipment reported to supervisors?

3. Does the bank have a maintenance support contract with manufacturers for the accounting system and major information systems? 


5.
Measures to Prevent Illegal Use

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Internal systems – What measures are in place to prevent illegal use of terminals and transmitted data on important internal on-line systems?
	1. Is the user's identification confirmed when using terminals?

2. Does the bank restrict the range of transactions effected on the terminals of EDP systems, and has the bank adopted an approval procedure for exceptional transactions? 

3. Are important transmitted data encrypted?

	b. Customer link services – What measures are in place to prevent fraudulent conduct in fund transfers conducted through direct links between customer terminals/computers and the bank's computer?
	1. Does the bank analyze customer suitability and reliability before entering into a contract?

2. Are customers identified using security codes?

3. Does the bank have in place measures to prevent security code leakage?

4. Is the amount of fund transfer per transaction limited?

	c. New services – When offering new services using new information technology, how does the bank analyze the inherent risks and implement countermeasures?
	1. Is user identification confirmed for telephone banking services?

2. Is the bank equipped with security measures for fund transfer services using the Internet? 

	d. Computer viruses – What are the bank’s countermeasures against invasion of important PC systems by illegal programs such as computer viruses? 
	1. Does the bank clearly define operating rules such as prohibiting usage of unidentified programs?

2. Does the bank utilize virus detection programs?


D.
Contingency Planning
	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe the measures (contingency plans) against disasters and accidents?
	1. Has the bank drawn up a comprehensive plan for the head office and all branches against disasters such as fires, earthquakes, bombs, terrorists attacks and is there a manual for it?

2. Is there a person or department responsible for drawing up and coordinating the plan?

	b. How are senior management and the staff aware of the contingency plan, and do they fully understand it?
	1. Does the BOD/GM approve the contingency plan?

2. Is senior management aware of the plan, and do they fully understand it?

3. Is the staff aware of the plan, and do they fully understand it?

4. Does senior management periodically test the plan through drills and training exercises?

	c. Describe the system for reviewing the contingency plan when appropriate, and are on-site drills conducted regularly?
	1. Does the bank have a system to review the plan when necessary?

2. Are on-site drills conducted regularly at the head office against possible shutdown of the system?

3. Are on-site drills conducted regularly at both the head office and branches?

4. Are results of on-site drills reported to management after appropriate assessment, and utilized in reviewing the plan?

	d. How does the contingency plan enable the bank to continue its operations in case of emergency?
	1.  Managerial factors
	Does the plan give due consideration to the safety of customers and employees in case of an emergency?

Does the plan clearly designate an emergency headquarters to be in charge of dealing with a crisis?

Does the plan assess the degree of impact an emergency will have on operations?

Does the plan clearly designate the priority level of each operation, delegation of authority, and arrangements for obtaining the necessary staff in case of an emergency?

Does the plan clearly state the order and method of contacting management and staff in case of an emergency?

Does the bank have a means of communication with entities operating payment systems and supervisory authorities, etc., in case of an emergency?

Does the bank have in place a public relations network (including the use of mass communications) directed at customers in case of an emergency?

	
	2.  Material factors
	Does the plan clearly designate the necessary action to protect assets such as securing a warehouse to store things and deciding the evaluation procedure for damaged property?

Has the bank secured backup data in a vault and/or distant location?

Does the bank have in place a backup center or a backup contract with trustworthy subcontractors or other banks?

Has the bank secured multiple communications methods using private lines between the head office and branches, and between the computer center and branches?

Has the bank secured countermeasures (i.e., alternative office space, etc.) in the event of an emergency (in particular, for overseas branches)?


E.
Internal Controls and Internal Audit
1.
Organization, Delegation of Authority, and Reporting System

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How has senior management adapted the bank’s organization to strengthen internal control environment?
	1. Does senior management have high professional moral standards and make efforts to establish awareness of the importance of internal controls among employees?

2. Is responsibility regarding business operations and risk management clearly defined?

3. Is the bank aware of the necessity for organizational reform in line with changes in the environment, etc., and is there a department responsible for planning and implementing measures in response to such changes?

4. Do the internal audit department and risk management group regularly assess the effectiveness of the bank's overall risk control system? 

	b. How are the framework and procedures for decision-making clarified? Are these procedures clearly stipulated in the internal rules for delegation of authority?
	1. Are internal rules for the delegation of authority rational from the standpoint of securing double-checking of operations and risk control in line with business expansion?

2. Is there evidence of excessive concentration of authority or extreme delegation of authority to subordinates?

3. Are risk management responsibilities clearly defined among the BOD/GM and its committees, senior management, and department heads?

4. Do the department heads maintain reasonable systems of dual control, where possible and does the bank have in place a system for adequate monitoring?

	c. How does senior management receive information on business operations and risk management? 
	1. Does the bank have a consistent reporting format, giving due consideration to easy comprehension and coherency of contents?

2. Are decisions made by the BOD/GM and senior management adequately communicated to, and understood by, concerned sections (including domestic and overseas branches and affiliates)?

3. Does the bank have in place a regular reporting system to senior officers and management regarding risk management?

4. Does the regular reporting system contain an assessment of the major financial risk areas: credit risk, interest rate risk, liquidity risk, foreign exchange risk, country or transfer risk?


2.
Staff Recruitment and Training

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does the bank recruit staff with appropriate experience, skill levels, and degree of expertise to analyze specialized business operations? 
	1. Does the bank recruit staff with appropriate experience, skill levels, and degree of expertise to undertake specialized business operations, in particular, those relating to risk management?

2. Do staff members actively take part in business operations in line with their position and responsibilities?

3. Does the bank recruit staff based on an employment plan?

4. Does the bank perform background checks of all employees, at a minimum all officers?

	b. Describe senior management policy on staff training?
	1. Does the on-the-job training (OJT) program function adequately?

2. Does the bank have training programs according to qualifications and job description?

3. Do the bank’s employees have input into their own training plan?

4. Does the bank revise training programs in accordance with changes in business operation and sophistication of risk management? 


3.
Internal Audit 

	Risk Management Evaluation Criteria
	Specific sample questions

	a. Describe how the bank conducts effective internal audits to enhance its risk management and internal control system and check the thoroughness of internal rules?
	1. Are the frequency, evaluation criteria, and scope of internal audits determined by analyzing banking risks?

2. Does the internal audit department have a rating system (1 to 3, 1 to 5, etc.) for internal controls throughout the bank?

3. Does the internal audit department have an approved audit plan?

4. Does the bank conduct regular internal audits of all departments (including headquarters) and of all operations?

5. Does the internal audit department have auditors with expertise in each business area, and are they able to effectively audit the bank's overall operation and do internal auditors have access to external training to improve their expertise?

6. Does the internal audit section/department have access to all relevant documents in each area being reviewed?

7. Is the internal audit section/department completely independent from other sections/departments, and does it directly report to the BOD/GM or to the bank’s President?

8. Do internal auditors have access to external auditors at any time, and particularly during the annual external financial audit?

9. Is the internal audit department regularly involved in the decision to launch new products or new services?  NOTE:  The internal audit department should know about a product or service prior to its launch to be able to audit this product or service adequately.

	b. How is senior management given prompt and adequate information from audit results?
	1. Are internal audit results reported to the BOD/GM or the President promptly?

2. Is information useful for improvement of operations regularly passed on to concerned departments such as the operations planning department?

3. Does the internal audit section/department take the initiative in directing improvement measures such as the revision of internal rules in order to prevent the reoccurrence of problems?

4. Does senior management appropriately monitor whether improvement measures directed to sections / departments are carried out?


F.
Compliance and Disclosure
1.
Establishment of a Framework for Compliance 

	Risk Management Evaluation Criteria
	Specific sample questions

	a. How does senior management recognize the importance of complying with laws and regulations, market rules, and internal rules? Are they taking the initiative in raising compliance awareness?
	1. Is the top management making efforts to ensure that recognition of the importance of compliance penetrates throughout the bank?

2. Is senior management fully aware which bank operations are most likely to cause problems in terms of compliance?

3. When starting a new type of operation, does senior management take into consideration newly arising risks in the area of compliance?

	b. How has the bank established a framework and procedures (a compliance program) to ensure consistent compliance?
	1. Are responsibilities with respect to compliance made clear by appointing a senior management position in charge of compliance?

2. Does the bank’s planning, education and training programs, codes of conduct and internal rules include compliance programs?

3. Do banks with overseas branches have a compliance officer for each country who regularly collects information about changes in local legislation?

4. In the development and sales of new products, does the compliance department confirm the legal compliance and accuracy of customer literature and explanations in advance?

5. Does the bank maintain close contact with its lawyers with a view to forestalling trouble and dealing with any incident appropriately and swiftly?

	c. How are lawsuits and problems that could harm the bank's reputation appropriately reported to senior management?
	1. Does the compliance officer promptly and appropriately report the compliance consistency and problems in each operation section to the coordinating department?

2. Are incidents of fraud detection swiftly reported to the supervisory authorities?

3. Are summaries of customer complaints or lawsuits sent to branches in order to forestall problems?

	d. How do the bank’s compliance department and internal audit department communicate with each other?
	1. Does a department (i.e., internal audit department) independent from operation sections regularly examine the compliance rules?

2. Does the coordinating or internal audit department promptly and appropriately report the compliance consistency and problems to senior management and auditors (or auditors committee)?


2. Disclosures and Accounting Process

	Risk Management Evaluation Criteria
	Specific sample questions

	a. From the standpoint of fulfilling accountability to customers and shareholders, how does senior management actively and fairly disclose financial information? 
	1. Are major indicators of the bank's performance accurately disclosed?

2. Does senior management take due notice of the opinions of external auditors (letters of advice on improvement of internal control, i.e., management letters)?

3. Does senior management examine and implement appropriate improvement measures?
Does the bank actively initiate relations with investors, by for example, conducting briefings about its business performance for investors?

4. Does the bank adequately disclose its risk profile and overall risk exposure, including that of subsidiaries and affiliates (whether domestic or international) to its shareholders in its annual report?

	b. Regarding appropriate accounting procedures – describe the bank's processing of daily accounts and annual financial statements?
	1. Is the processing of daily accounts carried out properly?

2. Are annual financial statements produced in accordance with relevant accounting principles?

3. Is there any unsound accounting manipulation of statements (i.e., figures subject to financial statements and disclosure) such as carrying over of losses that should be realized?

4. Are the required amounts of write-offs and provisioning determined by self-assessment appropriate?

5. Are soundness of accounting principles and reliability of financial statements secured through adequate auditing?



REPORT OF OBSERVATIONS AND RECOMMENDATIONS

Name of Bank:


___________________________________

Date of Review:

___________________________________

Company Performing Review:
___________________________________

Person in Charge of Review:
___________________________________

The Report of Findings (“Report”) must provide observations and recommendations for each of the four major heading listed below:  Corporate Governance, Management and Internal Controls; Lending Operations; Market Operations and Asset and Liability Management; and Business Operations And Electronic Data Processing (EDP).  The Report must also address each of the subheadings shown below detailing the strengths, weaknesses and a brief description of a plan for improvement of weaknesses, including a realistic timeframe for the bank’s actions.

I.
Corporate Governance, Management and Internal Controls


A.
Corporate Governance and the BOD

B.
Corporate Governance and the GM


C.
Profit/Loss Management

D.
Risk Management Of Affiliated Companies


E.
General Disaster Scenario Analysis and Planning

II.
Lending Operations

A.
General

B.
Domestic Credit Administration

C.
Additional Credit Considerations for Foreign Operations

III.
Market Operations and Asset and Liability Management

A.
General

B.
Trading Portfolio

C.
Investment Portfolio

D.
Asset and Liability Management – General

E.
Asset and Liability Management – Liquidity Risk

F.
Asset and Liability Management – Interest Rate Risk

G.
Asset and Liability Management – Foreign Exchange Risk

IV.
Business Operations And Electronic Data Processing (EDP)

A.
General

B.
Business Operations

C.
EDP Risk

D.
Contingency Planning

E.
Internal Controls and Internal Audit

F.
Compliance And Disclosure

1
2
February, 2008


